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Unconditionally Secure

Quantum Key Distribution

In Higher Dimensions

H. F. Chau, Member, IEEE

Abstract— In search of a quantum key distribution scheme that
could stand up for more drastic eavesdropping attack, | disover
a prepare-and-measure scheme usingv-dimensional quantum
particles as information carriers where N is a prime power.
Using the Shor-Preskill-type argument, | prove that this stieme
is unconditional secure against all attacks allowed by theaws of
guantum physics. Incidentally, for N = 2" > 2, each information
carrier can be replaced byn entangled qubits. And in this case, |
discover an eavesdropping attack on which no unentangledtdpit-
based prepare-and-measure quantum key distribution schem
known to date can generate a provably secure key. In contrast
this entangled-qubit-based scheme produces a provably sge
key under the same eavesdropping attack wheneveN > 16.
This demonstrates the advantage of using entangled parties as
information carriers to combat certain eavesdropping straegies.

Index Terms— Entanglement purification, local quantum op-
eration, phase error correction, quantum key distribution, Shor-
Preskill proof, two way classical communication, uncondional
security

I. INTRODUCTION

Alice randomly and independently prepares each qubit in one
of the following four states]0), [1) and (|0) + |1))/v/2,

and sends them to Bob. Upon reception, Bob randomly and
independently measures each qubit in either {tltg, |1)} or
{(J0)£[1))/+/2} bases [7]. In short, BB84 is an experimentally
feasible prepare-and-measure scheme involving the @ansf
of unentangled qubits [6]. Later, Bru3 introduced another
experimentally feasible prepare-and-measure scheme rknow
as the six-state scheme [8]. In her scheme, Alice randomly
and independently prepares each qubit in one of the follgpwin
six states:|0), |1), (]0) £ [1))/v/2 and (|0) +4|1))/v/2; and
Bob measures each of them randomly and independently in
the following three basesf|0), |1)}, {(|0) + [1))/v/2} and
{(j0) £ i[1))/+/2}. Although the six-state scheme is more
complex and generates a key less efficiently, Brul3 found that
it tolerates higher noise level than BB84 if Eve attacks each
qubit individually [8]. In addition to qubit-based schensgh

as BB84 and the six-state scheme, a number of QKD schemes
involving higher dimensional as well as continuous systems
have been proposed [9], [10], [11], [12], [13], [14], [1514].

EY distribution is the art of sharing a secret key betweewiost importantly, studies showed that many schemes innglvi

two cooperative players Alice and Bob in the presengfigher dimensional systems result in a lower fidelity of the
of an eavesdropper Eve. If Alice and Bob distribute their keyuantum signal than those involving qubits under individua
by exchanging classical messages only, Eve may at leastitticle attack [13], [14], [15], [16], [17].

principle wiretap their conversations without being cati@o,

Are these QKD schemes really secure? Is it really true

given unlimited computational resources, Eve can crack thgat the six-state scheme tolerates higher error level than
secret key. In contrast, in any attempt to distinguish betweBBg4? The answers to these questions turn out to be highly
two non-orthogonal states, information gain is only pdssibnon-trivial. Recall that the all powerful Eve may choose to
at the expenses of disturbing the state [1]. Therefore, ifeAl attack the transmitted qubits collectively by applying atany

and Bob distribute their secret key by sending non-orthafjorpperator to entangle these qubits with her quantum pasticle
quantum signals, any eavesdropping attempt will almoggur |n this situation, most of our familiar tools such as law of

affect their signal fidelity. Consequently, a carefully idesd

large numbers and classical probability theory do not apply

quantum key distribution (QKD) scheme allows Alice ango the resultant highly entangled non-classical state.s&he

Bob to accurately determine the quantum channel error raggake rigorous cryptanalysis of BB84 and the six-state seisem
which in turn reflects the eavesdropping rate. If the estahatextremely difficult.

quantum channel error rate is too high, Alice and Bob abort|n spite of these difficulties, a few air-tight security pfeo
the scheme and start all over again. Otherwise, they perfoggainst all possible eavesdropping attacks for BB84 and the

certain privacy amplification procedures to distill out émast

six-state scheme have been discovered. Rigorous proofs for

perfectly secure key [2], [3], [4], [S], [6]. Therefore, isi QKD schemes with better error tolerance capability are also
conceivable that a provably secure QKD scheme exists e¥giind. After a few years of work, Mayers [4] and Bihanal.

when Eve has unlimited computational power.

[18] eventually proved the security of BB84 against all lsnd

With this belief in mind, researchers proposed many QKB attack allowed by the known laws of quantum physics. In
schemes [6]. These schemes differ in many ways such @sticular, Mayers showed that in BB84 a provably secure key
the Hilbert space dimension of the quantum particles usethn be generated whenever the channel bit error rate is less
as well as the states and bases Alice and Bob prepafggn about 7% [4]. (A precise definition of bit error rate can
and measured. The first QKD scheme, commonly known Bg found in Def[# in Subsecti@@I#A.) Along a different line
BB84, was invented by Bennett and Brassard [7]. In BB84o and Chau [3] proved the security of an entanglement-based
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[19]. Their security proof is conceptually simple and agpeaan N-dimensional quantum state whenevér= 2", | obtain

ing. Nevertheless, their scheme requires quantum congpui@n unconditionally secure prepare-and-measure QKD scheme
and hence is not practical at this moment. By ingeniousbased on entangled qubits. This entangled-qubit-based QKD
combining the essence of Mayers and Lo-Chau proofs, Shemheme offers a definitive advantage over all currently kmow
and Preskill gave a security proof of BB84 that applies up tmentangled-qubit-based ones on combating certain kind of
11.0% bit error rate [20]. This is a marked improvement ovexavesdropping strategies. More precisely, there is a fapeci
the 7% bit error tolerance rate in Mayers’ proof. Since tlilea, eavesdropping attack that creates a bit error rate too high
Shor-Preskill proof became a blueprint for the cryptanalysfor any unentangled-qubit-based prepare-and-measure QKD
of many QKD schemes. For instance, Lo [21] as well aacheme known to date to generate a provably secure key.
Gottesman and Lo [22] extended it to cover the six-state QKIR contrast, the same eavesdropping attack does not prevent
scheme. At the same time, the work of Gottesman and lois entangled-qubit-based preapre-and-measure schreme f
also demonstrates that careful use of local quantum operatproducing a provably secure key whened&p> 16. But on the

plus two way classical communication (LOCC2) increases tlsther hand, there is another specific eavesdropping atteatk t
error tolerance rate of QKD [22]. Furthermore, they founthe entangled-qubit-based scheme cannot generate a fyrovab
that the six-state scheme tolerates a higher bit error hate t secure key while the unentangled-qubit-based prepare-and
BB84 because the six-state scheme gives better estimatesnfieasure scheme proposed by Chau in Ref. [23] can. Thus,
the three Pauli error rates [22]. In search of a qubit-basading entangled particles as information carriers is ailiéms
QKD scheme that tolerates higher bit error rate, Chau rgcentvay to generate a secure key under certain drastic eavesdrop
discovered an adaptive entanglement purification proeedying attack. Lastly, | give a brief summary in Sectlod VI.
inspired by the technique used by Gottesman and Lo in

Ref. [22]. He further gave a Shor-Preskill-based proof shgw ||. GENERAL FEATURESAND SECURITY REQUIREMENTS

that this adaptive entanglement purification procedureanesl| FOR QUANTUM KEY DISTRIBUTION

the six-state scheme to generate a provably secure key up t
a bit error rate of(5 — 1/5)/10 ~ 27.6% [23], making it
the most error-tolerant prepare-and-measure schemevingol

fh QKD, we assume that Alice and Bob have access to two
communication channels. The first one is an insecure noisy

. guantum channel. The other one is an unjammable noiseless
unentangled qubits to date.

Unlike various qubit-based QKD schemes, a rigorous saythenticated classical channel in which everyone, inctud
d : 9 .Eve, can listen to but cannot alter the content passing ttrou

curity proof against the most general type of eavesdropplﬂgWe also assume that Alice and Bob have complete control

attack on a QKD scheme involving higher dimensional qUaBer the apparatus in their own laboratories; and evergthin

tum systems Is lacking. Besides, the error tolerance ch[lgablo tside their laboratories except the unjammable cldssica
for this kind of QKD schemes against the most genera .

. L channel may be manipulated by the all powerful Eve. We
eavesdropping attack is virtually unexplored. In fact, @trall

. R : further make the most pessimistic assumption that Eve is
relevant cryptanalysis focus on individual particle dttaand . L )
cqpable of performing any operation in her controlled teryi

they suggest that QKD schemes involving higher dlmen5|or}ﬁat is allowed by the known laws of quantum physics [5], [6].
systems may be more error-tolerant [13], [14], [15], [17]. | Given an unjammable classical channel and an insecure

's, therefore, instructive to give a.'f'“ght security pro@nd guantum channel, a QKD scheme consists of three stages [2].
analyze the error tolerance capability for this type of scas. L . . "
The first is the signal preparation and transmission stageavh

In this paper, | analyze the security and error tOIer‘fjmc%antum signals are prepared and exchanged between Alice

capability of a prepare-and-measure QKD scheme invoIvirg%d Bob. The second is the signal quality test stage where a
n

the transmission of higher dimensional quantum systems. . . .
. ; ) subset of the exchanged quantum signals is measured in order
fact, this scheme makes use @tdimensional quantum states

prepared and measured randomiy(M + 1) different bases. to estimate the eavesdropping rate in the quantum channel.

Because of the randomization of bases, the probabilities-E) e final phase is the signal privacy amplification stage

certain kinds of quantum errors in the transmitted sign\é\i ere a carefully designed privacy amplification procedsire
performed to distill out an almost perfectly secure key.

are correlated. This makes the error estimation effectiv a o QKD scheme can be 100% secure as Eve may be lucky
hence the error tolerance rate high. Nonetheless, the high :

X . ough to guess the preparation or measurement baseslior eac
error tolerance rate comes with a price, namely, that the

. . ) . quantum state correctly. Hence, it is more reasonable to de-
efficiency of the scheme is lowered. Now, let me first begin bqI)(1and that the mutual in}ll‘ormation between Eve’s measurement
briefly reviewing the general assumptions on the capadsliti

; . : results after eavesdropping and the final secret key is hess t
of Alice, Bob and Eve together with a precisely stated Sdgwnan arbitrary but fixed small positive number. Hence | adoet th

requirement for a general QKD scheme in Secfidn II. ThepdIIOWing definition of security
| introduce an entanglement-based QKD scheme involving ’
the transmission ofV-dimensional quantum systems where Definition 1 (Based on Lo and Chau [3])\ith the above

N is a prime power in Sectiolll and prove its securitassumptions on the unlimited computational power of Eve,
against the most general eavesdropping attack in Sedciilbn & QKD scheme is said to benconditionally secure with

By standard Shor and Preskill reduction argument, | arrive security parameter,, e;) provided that whenever Eve has a
the provably secure prepare-and-measure scheme in SEttionheating strategy that passes the signal quality contsblhith
Since one may use possibly entangled qubits to represenprobability greater thar,, the mutual information between



Eve’s measurement results after eavesdropping and the fifzalall a,b € GF(N), where arithmetic in the subscripts is

secret key is less that. performed inGF(N).
LetT be a linear operator acting on ai-dimensional space
I1l. AN ENTANGLEMENT-BASED QUANTUM KEY where N = p" is a prime power. Inspired by the permuting
DISTRIBUTION SCHEME property of the unitary operator used by Lo in the security

. - . roof of the six-state scheme [21], one naturally demandas th
In what follows, | first explicitly construct a unitary opéoa g,lX 2T :waf(a,b)X ) Z[/ ] for all Z b Z GF(N)
T which plays a pivotal role in the design of the QKD scheme “° P @b eb) B " N
in Subsectior TIEA. Then, | make use of the operaforto 1 he factorw, ™ € C satisfying|w, ™| = 1 is sometimes

construct the entanglement-based QKD scheme in Subs&own as the global phase because it simply multiplies a
tion IR guantum state by a phase independent of that state. In order

for T to cyclically permute as man¥,Z,’s as possible, one
_ may demand that
A. The Unitary Operatofl’
!
In the analysis of certain quantum error correcting codes, [ (lj’ ] = { a B } { Z ] =M(T) { Z } , (6)
Gottesman introduced a unitary operator that cyclically- pe B

mutes theo,, o, and o, errors by conjugation [24]. Later for a|| o, ¢ GF(N), wherea, 8 andy € GF(N). | shall
on, Lo observed that conjugation by the same operator pgfmply denotelM (T') by M in this paper when the map is
mutes the three bases used by the six-state scheme, namgdyrly known to readers.

{10), 1)}, {(|0) £[1))/v2} and{(|0) +i[1))/v2}. He further 0 jhace factor] ” and the matrixM/(T) cannot

used the permuting property of this unitary operator to argy,, arbitrarily chosen. To show this, | use Eq8 @)-(6) to

that theo,, o, ando, error rates of the transmitted quamun?nanipulate the expressiol,..Z,.4T. On the one hand
signals in the six-state scheme are equal [21]. This is an equals wf(a-i—c,b-q-d)T)‘}( c+) et ;
p a+c)a a-+c v

important step in the analysis of the error tolerance rate of . Trbe
the six-state scheme as it greatly restricts the possille & Sn t?ﬁ_d)f’ﬁgfj) hand, it equalsw, ( )X;fl;,ﬁ‘}%fg
error in the transmitted quantum signals. :Tr([%p+b§][ca+d3]ﬁ‘;)ZbTXCO‘erl?ZcBerw = Wwp '

To devise a highly error-tolerant higher dimensional QK'» ) T X(ate)at(b+d)sZ(ate)s+(b+d)ye
scheme, one naturally asks if it is possible to find a unitahherefore, " is well-defined if and only if the phases in
operatorT that cyclically permutes as many types of singléne above two ways of expressing, 2,41 agree for all
guantum register errors as possible by conjugation. In tish, c;d € GF(N).

Subsection, | am going to show that such an Operﬁtmdeed It is tedious but Straight—forwal’d to check that the f0||0g'l

exists by explicitly writing down an expression far. But three constraints (Eq1(7[3(9)) plus the three phase cenve

before doing so, | need to introduce a few notations. tions (Eqs. [ID)}£(12)) make the expressions in the above
paragraph consistent and hence the linear ayell-defined:

Definition 2 (Ashikhmin and Knill [25]):Suppose a €

GF(N) where N = p™ with p being a prime. We define

i 2 —

the unitary operatorX, and Z, acting on anN-dimensional ay—# L, (7)
Hilbert space by

Xu|b) = |a +b) 1) XoZpT = wg(“’b)TXaa+b/3Za5+b7 (8)
and and

Za[b) = Xa(D)[b) = wy *")[b), @)
1 2 2 2

where, is an additive character of the finite fie@F (NV), fla,b) = STr(Bla"a +b%]) + Tr(ab5” +
wp is a primitivepth root of unity and Tfa) = a+aP+af + 5,03 Tt bib 9
...+ a?""" is the absolute trace of € GF(N). Note that, v ;g gilaia; i) ®)

the arithmetic inside the state ket and in the exponent,of
is performed in the finite field7F' (V). for all a,b € GF(N). Note that in Eq.[B)a = >, a;g:
andb = >"" , b;g; where{g1,g2,...,9,} is a fixed basis of

It is easy to see from Definitioll 2 thgtX, 2, : a,b € GF(N) over the fieldGF(p) anda;, b; € GF(p). Moreover,
GF(N)} spans the set of all possible linear operators for gn

di ional . i q p2 IN the above equation is the Kronecker delta.
N-dimensional quantum register over Besides,X, and Z, Two important remarks are in place. First, whgn> 2
follow the algebra

and henceV is odd,?2 is invertible inGF (V). Consequently,

Xo Xy = Xp X0 = Xays, (3) global phases) " may be chosen fromth roots of unity.
Following this convention, | demand
ZoZy = ZpZo = Zaty 4) f(a,b) € Z/pZ for any a,b € GF(N) if 2 JN. (10)
and In contrast, whenp = 2 and henceN is even,2 is not

ZyXq = w0 X, 7, (5) invertible in GF(N). In this casef(a,b) may be integral or



half-integral. Consequentlwg(“’b) € {£1, +4}. In this case, and
| use the convention that

. p2(a,b
JTesaiay/z _ [ 1 if Tr(aBaig?) =0, (11) 2 ﬁ)
2 T i ifTr(eBajgl) =1, = 2-a_92 [(a+ v —2a7)(a® + 2Bab + b*) +

and 26%(ya® + ab?)]. (15)

wgr(ﬂvbi"?)/z = { 1 !f i (BVbzgﬂz) =0, (12) Note that all the arithmetic in the above two equations are
i i Tr(Bybigy) =1, performed in the finite field7F (V). Besides, in Eq.[(04),
for all a;,b; € GF(p), wherej =1,2,...,n. ai,b; € GF(p) are the unique solutions of the equations
The second remark concerns the reason why we have the n b
last term in Eq.[[0). Recall that the identity (& + a2)/2 + > g = (r=1)a—pb (16)
Tr(aia;) = Tr([a; +a;]?)/2 holds only forp > 2. In contrast, i—1 2-a—v
Tr(a? + af) = Tr([a; + a;]?) for p = 2. So, | cannot use the
first identity to absorb the last term in Edl (9) into the first n
- (a —1)b— Ba
term whenp = 2. > bigi = ———. (17)
i=1 2-a—y
Lemma 1:A linear operatorT obeying Egs. [[7)E12) is
unitary after a proper scaling. Specificallyy,is unitary if and Proof: From Egs.[[5) and8), | know that the order of
only if its operator norm satisfiel'|| = 1. T up to a global phase is equal to the orderMdf= M (T).

Proof: | only need to show that”'|| = 1 is a sufficient combining with Eq.[I7), the characteristic equationdf is
condition as this condition is clearly necessary. E@$. (Teha(M) = A2 — (a + )\ + 1. If Char(M) is reducible in

@) lead to X,Z,TTH = wg(a"b)TXabiZambyTT = GF(N), the order ofM and hence also the order @fup to

w}{(avaTf([Wrbﬁ][a5+b7]>TZja57vajm7wTT = a global phase are at mo&¥ — 1). So, to construct” with

W (@D +F(—a,=b)=Ti(Bla’a+b*y)=2TH(abB*) prpt 7 _ a larger order, | must look for Cha¥/) that is irreducible
p adb

TT'X.Z, for all a,b € GF(N). By the same argument,in GF(N). Nevertheless, a degree two irreducible polynomial
X, Z, 1T = T'TX,Z, for all a,b € GF(N). Since OVer GF(N) splits in GF(N?). Since the constant term of
T acts on a finite dimensional Hibert space anfhalM) is 1,the roots of Chans) = 0 over GF(N?) can
{X.Z, : a,b € GF(N)} spans the set of all linear be written asf andﬁ; respecn;/e]l]y. Smj\t{:eﬁyNe GF(N), |
operators on that Hilbert spac&T and 71T are constant conclude that +¢=" = (£ +¢77)7 = &7 +£ 7. Therefore,

multiples of the identity operator. Thereforf’|| = 1 implies ("' — (¥ ™" — 1) = 0. However,§ ¢ GF(N) and
TT' = I = T1T. Hence,T is unitary. m hence¢V ! =1.In other words, the order of the irreducible

polynomial ChafM) and hence the order @f up to a global
In order to fully utilize the error tolerance capability Ofphase both dividg N + 1). More importantly, sinceN #
an N-dimensional QKD schemd should satisfy one more { yod (N +1) and N? = 1 mod (N + 1), Theorem 3.5 in
constraint, namely, the order @fmust be as large as possibleRef. [26] assures the existence of an or@¥r+ 1) irreducible
The theorem below gives us an attainable upper bound for #glynomial in the formA\2 + ¢\ + 1 over GF(N). (Actually,
order of T'. Theorem 3.5 in Ref. [26] implies thaf +cA+1 is irreducible
over GF(N) if and only if it is equal to(A + &)(\ + £71)

2 H N+1 __

the constraints Eqs[(7]3(9), the phase conventions stated‘or § < GF(N )\GF(N) with & = L Hence, such
Eqs. [I0)H(1R) as well as the condition tHafT", T TN irreducible polynomials can be found efficiently.)
are distinct operators up to a global phase. (That is, for all't remains to show the_‘t Fhere eX|sI$_whose order of the
0<i<j<NanddcR, T+ ¢®T7.) Furthermore, the correspondl_ng characterlstl_c polynomial CHel(T")) equals
order of T up to a global phase satisfying Eqgl (I2(12) is at” * 1) I.d|V|de the pri)of INto two cases. . ,
most(N +1). Suppose further thatg:, ga, ..., g, } is a fixed  Cas€ Lip =2 orp = 1 mod 4 where v :17/92' In this
basis of GF'(N) over GF(p), thenT is given by case, | simply picky =0,y = —candf§ = (~1)"/*. (Such a
B € GF(N) exists because? = —1 mod p is solvable when

_ e Tr(p1(a,b)) — A Tr(2(a,b)) p = 2 or p is a prime satisfyingp = 1 mod 4.) Then, it is
= Z “p XaZ (13) easy to check that Eq1(7) is satisfied and heficexists.

Theorem 1:There exists a unitary operatd@’ satisfying

GbEGE(N) Case 2p > 2. In this case, | pickn =1,y = —c—1.In

for somed € R, where thisway,? = —c—2=¢+¢ 1 —2=—(¢-1)(1-1) =
(€ — 1)%¢~1. Hence, | chooses = (& — 1)1/ = ¢l/2 —

901(%1’1) £-1/2, (€1/2 exists sincep is an odd prime angV*! =1 so

= 72{53(7 —Da® = (y=D[(a—1)>+ that¢ = kV~1 wherex is a primitive element inGF(N?).

(2—a-7) Moreover, 3 € GF(N) since (£/2 — ¢7V/2)N = ¢N/2
B2(2a — Dab + Blay(a — 1) +7 — 1]p°} + eN2 = 12 )3
6p2f3 Zgz‘gj(didja + Bii,ﬂ) (14) Now, | am ready to explicitly construdt. To do so, | write
= ' T = ZaybGGF(N) Aoy X, 7, for someA,;, € C. From Eq. [B),



N M(T) T
0 1 1 . .
2 1 1 5([—2X1—ZZ1 +X121)
c E 2
1 1 1 28;0+3j0
3 1 2 3 Y w0 XZ;
. : 4,=0
4 0 1 1 (1)~ TH@li+a) /24 T+ 0iri1 X, 7
1 w 4 L
- - i,jEGF(4)
TABLE |

THE CHOICES OFT AND M (T') FORN = 2, 3 AND 4. NOTE THAT
w € GF(4) SATISFIESw? + w + 1 = 0 AND | HAVE USED {1, w} AS THE
BASIS OFGF(4) OVER GF'(2) WHEN CONSTRUCTINGI' FORN = 4.

| conclude that
Ay = w}{(ayb)JrTr([anrbﬁ]{jfaﬁfbhfll}fbi) %
Ai—a(a—1)—bB,j—aB—b(y—1) (18)
for all a,b,i,j € GF(N). Since the order ofl" is greater
than 1,M(T)—T—= | 71 f .
can choose suitable = a(i,7) andb = b(s, j) in Eq. IB) to

is invertible. Hence, |

relate everyA;; to Agp. In this way, | conclude that every

A;; is proportional toAy. Besides, all|A;;|'s are equal.
Consequently, the unitarity df’ implies that|Agy| = 1/N.

By explicitly substitutinga, b into Eq. [I8) and after a tedious

but straight-forward calculation, | arrive at EqE1(18)4 1 m

The explicit construction of the operatdr in the above
proof also shows that once tiex 2 matrix M (T) and the

AZ, andT~* X,Z,T% = N'Z, for A,\ € C andc # ¢ €
GF(N).

Proof: Direct application of Lemmfl]2. ]

Definition 3: T' defines an equivalent relationship for
GF(N)? by (a,b) ~ (a,b) if there existsi € N and
A € C\{0} such thatT—'X,Z,T* = AX,Zy. | denote
elements in the corresponding equivalent clasgdyy)/ ~.

Corollary 2: There areN elements in the equivalent class
GF(N)?/ ~. Besides|(a,b)/ ~ | = N+ 1if (a,b) # (0,0).
For everya € GF(N), there exists at most two distinktd’ €
GF(N) such that(a,b) ~ (a,b"). Furthermore, ifp > 2,
b#1b andc # 0, then(0,¢) ~ (a,b) ~ (a,') = a=0If
and only if N = 3. If p =2, (0,b) ~ (0,b) impliesb = ¥'.

In addition, suppose thgi = 2 anda # 0. Then, for any
b € GF(N), there exists: = ¢(b) such that(0,a) ~ (b,c). In
summary,GF(N)?/ ~= {(0,a)/ ~:a € GF(N)} if p = 2.
On the other hand, ip > 2, there are(N — 1)/2 elements
of GF(N)?/ ~ each containing two distinct elements in the
form (0, b).

Proof: By writing

M(T)
= p! [ g 591 }P
<[5 5 A e

primitive rootw, are fixed,T is uniquely determined up to athen(a,b) ~ (a,b’) if and only if there exists: such that

global phase and a convention to;f(“’b).

For illustration purpose, the choices 8f(T')'s and hence
the unitary operatorsl”s for N 2,3,4 computed by
Egs. [ID)-(1I7) are tabulated in Tafle I. Incidentally, théary

15 (20)

o i)l ]

operatorT listed in Tabldll forN = 2 is, up to a global phase, By eliminatingk from the above equation, | obtain a quadratic
the same as the one used by Lo in his security proof of tgguation involving variables, b andb’. Thus, for a giver, b,

six-state scheme in Ref. [21].
Now, | report several important properties Bfand M (T')

that will be used in the security proof of this QKD scheme i F'(V) with (a, ) ~

Section1V.

Lemma 2:Suppose the order dff (T') equals(N +1), then
M(T)¥ is in the formal for somea € GF(N) if and only
if (1) p=2and(N +1)|k; or (2) p > 2 and[(N + 1)/2]|k.
In fact, if p > 2, M(T)(N+D/2 = T

Proof: Since ChaiM (T')) = A\*+cA+1, M(T) can be
written in the formP~'DP where D = diag&,£~1) where
¢ € GF(N?) and¢N+! = 1. HenceM (T)* = al if and only
if 2F=1.1fp=2¢*=1&¢ =1« (N+1)k And
if p>2, 6% =1s ¢ =41« [(N+1)/2]|k. Moreover,
¢F=—-1ifandonly if k = [(N +1)/2] mod (N +1). m

Corollary 1: The period of the sequendd'~*X,Z,T* :
k € N} up to global phases equal® + 1) whenevera, b €
GF(N) are not all zero. Furthermore,jif= 2, there is exactly
one0 < k < N with T-*X,Z,T* = AZ, for someA € C
andc € GF(N). If p > 2, eitherT~*X,2,T* # AZ, for all
k or there are two distingt < k, &’ < N with T-*X,Z,T* =

there are at most two distinét satisfying Eq. [20). Hence,
for everya € GF(N), there are at most two distinétd’ €
(a,b).

Now suppose > 2, b # b andc # 0. If (0,¢) ~ (a,b) ~
(a,b'), there exist two distinct integer, k' € [0, N] such
that M*[0 |7 = [a b]” and M*'[0 |7 = [a ¥']”. Using
Eq. (I9) to equate the first rows of the above two equations,
| obtain &% — ¢=F = ¢ — ¢=*'_ The solution of this equation
is ¢k = ¢* or ¢ktK = 1. Sincep > 2, Lemmal® demands
thatk = £’ mod (N +1) or k+ k" = [(N+1)/2] mod (N +
1). As N is odd, there are at most two solutions fok =
[(N 4+ 1)/2] mod (N + 1). Thus, provided thatv > 3, there
exist more than two pairs ofk, k') such thatk # k' and
k+E =[(N+1)/2] mod (N +1). Hence, there exigt # b’
such that(0,c¢) ~ (a,b) ~ (a,b’) for a # 0. In contrast, if
N = 3, (0,2) and (2,0) are the only two pairs ofk, k')
satisfyingk # k' andk + k¥’ = 2 mod 4. From LemmdR,
M? = —] when N = 3. Hence,(a,b,’) equals(0,1,2) or
(0,2,1). Therefore,(0,c) ~ (a,b) ~ (a,b') = a =0.

The remaining assertions then follow directly from Corol-
lary . [ |



B. An Entanglement-Based QKD Scheme where the subtraction is performed in the finite

Let N be a prime power and@ be the orde(N + 1) unitary

field GF(N). Bob applies the same unitary trans-

operator described in Theordth 1 in Subsecfionlll-A. Then, formation to his corresponding share of particles

the QKD scheme goes as follows.

in the tetrad. Then, they publicly announce their
measurement results of their target registers in

Entanglement-based QKD Scheme A the standard basis. They keep their control regis-

1) Alice prepared. > 1 quantum particle pairs in the state ters only when the measurement results of their
ZieGF(N) lii)/v/N. She applies one of the following corresponding target registers agree. 'I_'hey repeat
unitary transformation to the second particle in each the above LOCC2 EP procedure until there is
pair randomly and independently; 7", 72, ..., TV For an integerr > 0 such that a single application
every pair of particles, Alice keeps the first one and of step[Bb will bring the quantum channel error
sends the second one to Bob. He acknowledges the rate of the resultant particles down to less than
reception of these particles and then applies one of er/¢? for an arbitrary but fixed security parameter
the following to each received particle randomly and e€r > 0, wherer( is the number of remaining pairs
independently:7—', 7-', 72 ..., 7", Now, Alice they shared currently. They abort the scheme either
and Bob publicly reveal their unitary transformations whenr is greater than the number of remaining
applied to each particle. A shared pair is then kept and quantum pairs they possess or when they have used
is said to be in the sef; if Alice and Bob have applied up all their quantum particles in this procedure.
T* and T~ to the second particle of the shared pair b) They apply the majority vote phase error correction
respectively. Thus in the absence of noise and Eve, each (PEC) procedure introduced by Gottesman and Lo
pair of shared particles kept by Alice and Bob should [22]. Specifically, Alice and Bob randomly divide
be in the state ", o () |i3) /V/N. the resultant particles into sets each containing

2) Alice and Bob estimate the (quantum) channel error pairs of particles shared between Alice and Bob.
rate by sacrificing a few particle pairs. Specifically, they Alice and Bob separately apply tite 1, 7] v phase
randomly pick Q[N + 1]%log{[N + 1]/€}/§2N?) pairs error correction procedure to their corresponding
from each of the(NV + 1) setsS; and measure each shares ofr particles in each set and retain their
particle of the pair in thg|0), [1),---,|N — 1)} basis, phase error corrected quantum particles. At this
namely the standard basis. They publicly announce and point, Alice and Bob should share almost per-
compare their measurement results. In this way, they fect pairsy . () |i7) /v/N with fidelity at least
know the estimated channel error rate within standard (1 —€r/¢). By measuring their shared pairs in the
deviations with probability at leasf1—¢). (Detail proof standard basis, Alice and Bob obtain their common
of this claim can be found in Ref. [2]. A brief outline key. More importantly, Eve’s information on this
of the proof will also be given in Subsecti@iIV-B for common key is less than the security parameter
handy reference.) If the channel error rate is too high, (Proof of this claim can be found in Theordih 4 in
they abort the scheme and start all over again. Subsectiof IV-C below.)

3) Alice and Bob perform the following privacy amplifi- ) o
cation procedure. (Readers will find out in Sectlgn Iv. Note that whenN' = 2, Scheme A is a variation of

that stefi3a below reduces errors in the fotiZ, with the six-state s<_:heme introduced by Chau in Ref. [23]. The
a # 0 at the expense of increasing errors in the fdfm key difference is that the present one does not make use of

with ¢ # 0. In contrast, steE3b below reduces errors iﬁalderbank—Shor—Steane guantum code after PEC while the

the form X, Z, with b # 0 at the expense of increasing'®'Mer one does.

errors in the formX . with ¢ £ 0. Most vitally, applying
stepd3a andBb in turn is an effective way to reduce al
kinds of errors.)

a) Alice and Bob apply the entanglement purifica- In this section, | am going to report a detail unconditional

tion procedure by two way classical communiSecurity proof of Scheme A in the limit of large number of

cation (LOCC2 EP) similar to the ones reporte&uamum particleL transmitted. | will also inves_tigate the

in Refs. [19], [27]. Specifically, Alice and Bob Maximum error tolerance ratg for Scheme A against the most
randomly group their remaining quantum particle§eneral type of eavesdropping attack allowed by the laws
in tetrads: and each tetrad consists of two paipoj guantum physics. With suitable modifications, the seguri
shared between Alice and Bob in StEp 1. Alic@roof reported here can be extended to the case of a small
randomly picks one of the two particles in hefinite L. Neve_rtheless, working in the Iimit_of Iargb makes
share of each tetrad as the control register afge asymptotic error tolerance rate analysis easier. ,

the other as the target. She applies the following Before carrying out the cryptanalysis, | will first define

unitary operation to the control and target registerg.arious error rate measures and discuss how to fairly coenpar
error tolerance capabilities between different QKD scheme

in Subsectio IV-A. Then, | will briefly explain why a re-
|7) control @ |J) target — %) control @ |7 — %)targes (21)  liable upper bound of the channel error can be obtained by

| IV. CRYPTANALYSIS OF THE ENTANGLEMENT-BASED
QUANTUM KEY DISTRIBUTION SCHEME



randomly testing only a small subset of quantum particleémensions as information carriers shouléver be com-
in step[2 of Scheme A in Subsecti@nI¥-B. Finally, | willpared directly. This is because the gquantum communication
prove the security of the privacy amplification procedure ichannels used are different. In addition, the same eavesdro
step[B of Scheme A and analyze its error tolerance rate ping strategy may lead to different error rates [13], [14],
SubsectioflIV=C. This will complete the proof of unconditéd [15], [16], [17]. It appears that the only sensible situatio
security for entanglement-based Scheme A. to meaningfully compare the error tolerance capabilitiés o
two QKD schemes is when the schemes are using the same
guantum communication channel and are subjected to the
A. Fair Comparison Of Error Tolerance Capability And Var-same eavesdropping attack. Specifically, suppose Alice re-
ious Measures Of Error Rates versibly maps every”-dimensional quantum state used in
Scheme A inton possibly entangleg-dimensional quantum
Definition 4: Recall that Alice prepared. particle pairs particles and sends them through an insequtimensional
each in the stat®_, ;) |lii)/v/N and randomly applies quantum particle communication channel to Bob. Moreover,
powers ofT' to each pair. Denote the resultant (pure) statnce we assume that Alice and Bob do not have quantum
of the pairs by®f:1 |¢;). Then, she sends one particlestorage capability, it is reasonable to regard Alice to send
in each pair through an insecure quantum channel to Babery packet of. possibly entangleg-dimensional quantum
and upon reception, Bob randomly applies powersI'ofo particles consecutively. In this way, Scheme A becomes an
his share of the pair. Thehannel quantum error rate in entangled-particle-based QKD scheme. More importanthg, E
this situation is defined as the marginal error rate of thmay apply the same eavesdropping attack on the insgeure
measurement results when Alice and Bob were going ¢mensional quantum particle channel used by Alice and Bob
make an hypothetical measurement on ttieshared quantum irrespective ofn. In this way, | can fairly compare the er-
particle pair in the basi$X,Z, ® I|¢;) : a,b € GF(N)} for  ror tolerance capability between two entangled-partizised
all j. In other words, the channel quantum error rate equaiKD schemes derived from Scheme A usipt and p™ -
1/L times the expectation value of the cardinality of the selimensional particles respectively against any eavegingp
{J : hypothetical measurement of thith pair equalsX,Z,® attack on thep-dimensional quantum particle channel.

I|¢;) with (a,b) # (0,0)}. The channel standard ba-  gecond, the BER defined above faf = 27 with n > 1

sis measurement error rate is defined as1/L times depends on the bijection used. Fortunately, a useful lower
the expectation value of the cardinality of the se&jound on the BER can be found amongst all bijections
{j : hypothetical measurement of thith pair equalsX,Z, ® immediately before EqL136) in SubsectinlV-C.

Ilg;) with a 3 0}. '!'he ne_xt two _definitions concern only_ Third, since quantum errors in the foriy, Z, with (a,b) #
those quantum particle pairs retained by Alice _and Bob %’O) permute under the conjugation by powers Bf the
gifl ('I;]hat 'S, tt:jose Ahlce ?nﬁ B?]b hgve gp;phé@ .and channel quantum error rate is equal to the QER of the signal.
' t.Ot e second particle of t € shared pair for some- Roughly speaking, QER refers to the rate of any quantum
spectively.) In the absence of noise and eavesdroppendil Serror (phase shift and/or spin flip) occurring in the pair

particle pairs should be in the sta¥€;c () |ii)/v'N. The > icarv li)/VN shared by Alice and Bob. In contrast,
signal quantum error rate (or quantum error rate (QER) forOlue to the permutation of quantum errors by powersTof

short) n thlsfsnua_tli)n |s.def|neijgas :]he expectation valib® Ithe channel standard basis measurement error rate does not
proportion of particle pairs ify), S; whose measurement resu tequal to the SBMER in general.

in the basis(3", .y vy 1) @ XaZs|i)/VN :a,b € GF(N)}

equalsy_, o) 1) ® XaZy|i) /V'N for some(a, b) # (0,0).

The signal standard basis measurement error rate(or

standard basis measurement error rate (SBMER) for shd®t) Reliability On The Error Rate Estimation

is defined as the expectation value of the proportion of ) ) _
particle pairs inJ; S; whose measurement result in the basis I Scheme A, Alice and Bob keep only those particle pairs
(Ticaron i) © XoZoli)/VN : a,b € GF(N)} equals that are believed to be in the sta}e, (v lii) /v/N at

T ) 1) X Z|i) |/ for somea 0. In other words the end of stefl]1. Then, they measure some of them in the
1€ a . 1

SBMER measures the apparent error rate of the signal w stra]mdard basis in the signal quality control test in dfbp 2.

Alice and Bob measure their shares of particles in the stand ore |_mp_ortantly, since aII_ the LOCC2 EP and PEC privacy
) . n ._amplification procedures in stdd 3 map standard basis to
basis. In the special case &f = 2", any standard basis

N T standard basis, we can imagine conceptually that the final
measurement result can be bijectively mappedstetit string. . .
: . ! . standard basis measurements of their shared secret key were
Thus, it makes sense to define tsignal bit error rate (or

bit error rate (BER) for short) as the marginal error rate &erformed right at thg beginning of Step 3. In .thls way, any
N . uantum eavesdropping strategy used by Eve is reduced to a
resultantn-bit string upon standard basis measurement of ti ssical probabilistic cheating strategy [3]
signal at the end of the signal preparation and transmission P ) 9 i gy 13-
stage. Further recall that in stdd 2, Alice and Bob do not care about
the measurement outcome of an individual quantum register;
Three important remarks are in place. First, SBMERs atkey only care about the difference between the measurement
BERs for QKD schemes using quantum particles of differenotitcome of Alice and the corresponding outcome of Bob. In



other words, they apply the projection operators Proof: Recall that Eve does not know the choice of
unitary operators applied by Alice and Bob in stEp 1 in

Po= Y [lii+a)(ii+a (22) scheme A. Hence, in the limit of largg, the X,Z, error
iEGF(N) rate in the setS, is equal to that of ' ~*X,Z,T" in the set
to the randomly selected quantum registers they share ﬁhaTLheenr]?:;r:E this theorem follows directly from Corollziijy 1

the setS,. These projection operators can be rewritten A"
a form involving Bell-like states as follows. Defing,,) To summarize, once the signal quality control test in Elep 2
to be the Bell-like state}>,..pn |i) © XaZsli)/VN = of Scheme A is passed, Alice and Bob have high confidence
Y iearon wi'™|i i +a)/v/N. Then the projection operator(of at least(1 — ¢)) that the QER of the remaining untested

P, can also be written as particle pairs is small.
Before leaving this subsection, | would like to point out
Pa= > |®ai) (Pail. (23) that one can estimate the QER in a more aggressive way.
i€GF(N) Specifically, Alice and Bob do not simply know whether the

In a similar way, Alice and Bob apply the projection Operamlmeasurement re_sults of each tested pair are equal, in fact
T—iP,T' to the setS; for all i. Now, it is straight-forward Fhey know the d|ffgrence between the|r measurement results
to check that the unitary operat@i maps Bell-like states to In each.tested pair. Th.ey may exploit t,h_'s extra piece of
Bell-like states. Combining with EqE_{22) afd¥23), thensig information to better estimate the probability &f, 7, error

quality control test in stefpl 2 of Scheme A can be regardedI sthe signal for eaclu, b € GF(N). Such estimation helps

an effective random sampling test for the fidelity of the ;9aitI em to devise _tgilor_—made privacy amplification schem_as th
as|Poo) = 3 163) VN tackle the specific kind of error caused by channel noise and
= 2ieGF(N) :

f_ve. While this methodology will be useful in practical QKD,

At this point, classical sampling theory can be used to es Il not this direction further h the ai f
mate the quantum channel error and hence the eavesdrop iliga not pursue this direction further nere as the aim o

rate of the classical probabilistic cheating strategy UseBve
as well as the fidelity of the remaining pairs [@s)).

his paper is the worst-case cryptanalysis in the limit ofda
number of quantum particle transfér

Lemma 3 (Adapted from Lo, Chau and Ardehali [2]): C. Security Of Privacy Amplification
Suppose that immediately after stdp 1 in Scheme A,

Alice and Bob sh:?\reLi pairs of particles in the seb;, Definition 5: We denote theX,, Z; error rate of the quantum
namely, those particles that are evolved und@érand then particles shared by Alice and Bob just before sf@p 3 in
. SUPPOQSG further that Alice and Bob randomly picischeme A by, ;. And when there is no possible confusion in
O(log[1/€]/6%) < 0.01L; out of the L; pairs for testing the subscript, we shall write,, instead ofe, ;. Similarly, we

in step [2. Define the estimated channel standard bagishote theX, 7, error rate of the resultant quantum particles
measurement error rai@ to be the portion of tested pairsshared by them after rounds of LOCC2 EP by* EP or e EP.
whose measurement results obtained by Alice and Bob diffgruppose further that Alice and Bob perform PEC using the
Denote the channel standard basis measurement error rate[,f’olvr]N majority vote code aftek rounds of LOCC2 EP.

the setS; by e;. Then, the probability thae; — é;[ > & is of  \we denote the resultark, Z, error rate byePEC or ePEC,
the order ofe for any fixedd > 0. '

Proof: Using earlier discussions in this subsection, the Recall that Alice and Bob randomly and independently
problem depicted in this lemma is equivalent to a classic@PPly 7* and T/ to each transmitted quantum register.

random sampling problem without replacement whose soiuti/!ore importantly, their choices are unknown to Eve when
follows directly from Lemma 1 in Ref. [2]. m the quantum particle is traveling in the insecure channel.

Let £ be the quantum operation that Eve applies to the

LemméB assures that by randomly choosirip@{1/¢]/0?)  quantum particles in the s¢y. ,S;. (In other words € is
out of L; pairs to test, the unbiased estimatprcannot differ a completely positive convex-linear map acting on the set of
from the actual channel standard basis measurement eteor tensity matrices describing the quantum particle pairshizhv
e; significantly. More importantly, the number of particle igai Alice and Bob has applie@’ and7~7 respectively for some
they need to test is independentiof. Therefore, in the limit ;. Moreover, the trace of is between 0 and 1.) After Alice
of large L; (and hence largé&), randomly testing a negligibly and Bob have publicly announced their choices of quantum
small portion of quantum particle pairs is sufficient for @i operations, the quantum particle pairsw‘i\io S; had equal
and Bob to estimate with high confidence the channel standatthnce of suffering froni®,; 7% )(®,;T%) where0 < i; <
basis measurement error rate in the $ef2]. In addition, the . Note that the index in the tensor product in the above
QER of the remaining untested particle pairs is the same @gression runs over all particles pairsLijﬁo S;. Besides,
that of ., S; in the largeL limit. the privacy amplification procedure in stgp 3 is performed

. L . . irrespective to which se$; the particle belong to. Therefore,
Theorem 2:Using the notation in Lemmid 3. ¢;/N is %he QpER satisfies the Constrail;ts g

a reliable estimator of the upper bound of the QER. Specifi-
cally, the probability that the QER exceeﬁﬁio é;/N+(N+ Z ei; =1 (24)
1)6/N is less thare(N + 1). i,jEGF(N)



and Yicarvy (X jearn e;¥7)?. Hence, the lemma is proved.

Cap = Eqrpy If (a, b) ~ (a/, b/) (25) |
After knowing the initial conditions for the QER, | am going Eq. (Z8) in Lemmd14 can be expressed in a more compact
to investigate the effect of LOCC2 EP on the QER. and useful form below.
Lemma 4:In the limit of a large number of transmitted Corollary 3: Any elementa € GF(N) = GF(p™) can be
quantum registers;* EP is given by expressed as a degrée — 1) polynomialag + ajz + - - - +
3 CacsCars - Carns - Cahcooror an—12""1in GF(p)[z]. With this notation in mindeXEP in
ekEP — €0y Cak _p 2k—2 = *-2  Eq. (ZB) can be rewritten as
YieGF(N (Z'EGF N eij) p—1 n—1
1 AT (26)  eREP = Z cos <727T Lizo mibi) X
Moreover, in this limit,eXEP = ¢*EP  for all a,b € GF(N) 0T —1=0 p
andk € N. ' ok
Proof: Suppose the control and target registers in Bob’s o Z;:Ol miji
laboratory suffer fromX,Z, and X, Z, errors respectively. Z Cag OB\ X
(In contrast, those in Alice’s hand are error-free as thexene JEGF(N)
pass through the insecure noisy channel.) Then after agplyi gk —1
the unitary operation in Eq[{R1), the errors in the control
and target registers will becom&,Z,., and X, _,Zy N Z Z €ij : (28)
respectively. EGF(N) \JEGF(N)
In the limit of large number of transmitted quantum regis]-n articular. ife.. satisfies
ters, the covariance between probabilities of picking amy t P » 1 Cab
distinct quantum register tends to zero. Besides, the @vee l—ep .
. T . ——— if (a,b) ~(0,1),
between probabilities of picking any two distinct pairs of eup = N +1 (29)
guantum registers also tends to zero. Hence, in this litmé, t ]
expectation value of th& , 7, error rate just after applying the 0 if (a,b) # (0,0) and (0, 1),
unitary operation in Eq.[{21) can be computed by assumiggap, forp = 2,
that the error in every control and target register pair is
independent. Moreover, the variance of thg Z, error rate KEP (ego + em)Qk + (ego — 601)2k 30
tends to zero in this Iimit._ _ . €0 = 2[(eqo + €01)2" + Z#O(EjecF(N) €i;)?] (30)
To show that Eq.[{26) is valid, let us recall that Alice and
Bob keep their control registers only when the measurement o "
results of their corresponding target registers agree ttero ek EP — (€00 + €01)” — (€00 — €o1) (31)
words, they keep the control registers only whes o’. Thus, 2[(eo0 + €01)® + 30520 jearvy €)'
once the control register in Bob’s laboratory is kept, ithsilf-
fer an errorX;Z. whered = a andc = b+b’. Therefore, in the and L EP
limit of a large number of transmitted quantum registers, th e =0 forb#0,1. (32)
number of quantum registers remains after 1) rounds of
LOCC2 EP is proportional 9, ;) (Xjearv) €4 ) Proof: The numerator of EqL{26) is equal to the sum
Similarly, the number of quantum reglsters. suffermg frongs coefficients of the terms in the form"0z" ... ™
tXaZb error aft(]aCrE(l; JkrElP) ro'\lends Qf LO?C?I Elfh|s tp\)/;oportmna_llin the  polynomial (ZJEGF(N eaj:cg”:v{l g )2k
0 ZC.GGFUV) Cac €ap—c- MOTE IMportantly, th€ two propor-,, o o m; = —b;modp for alf i. This sum is in
tionality constants are the same. Therefore, by B —
turn equal to ZmomszFL%_ﬂ_ngfl X X,y
HDEP 2 ceGR(N) Cac Cabc 27) Xicarmv) eajrll -2/ 112" /N. Since the imaginary part

D (Z ok Ep)2 of the above sum is zero, | arrive at the expression in[Eq. (28)
IEGF(N) \~~j€GF(N) ~ij The proof of the remaining parts of this lemma now follow

for all k € N. Eq. [Z8) can then be proven by mathematicalirectly from Eq. [ZB) and Corollarii 2. ]
induction onk. (It is easier to use mathematical induction to
prove the validity of the numerator in E.{26) and then u
Eqg. (Z3) to determine the denominator.)

To show thatel” = ¢*EP , 1 only consider the
case ofp > 2 since the assertion is trivially true whe
p = 2. From Corollary[R and Eq.[(25), we hawg, =
e_a,—p- Inductively, assuming the validity of the asser

tion for k, then ey ™VE" = S o\ ) ehEPEEEP /Dy =

ac “a,b—c

Lemmal% and Corollarfl3 generalize a similar result for
S(fubits [22], [23]. In fact, the effect of LOCC2 EP is to reduce
errors in the formX, Z, with a # 0 at the expense of possibly
increasing errors in the ford,. with ¢ # 0. | further remark
"that in caseL is finite, e*E” is determined by solving the
classical problem of randomly pairing? kinds of balls in an
urn containing2r¢ balls. Therefore¢”£P is related to the so-
called multivariate hypergeometric distribution whosedty
Yeear €5 FEP /Dy = e"DEP where D, = is reviewed extensively in Ref. [28].

a,
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In the qubit case, that is whelV = p = 2, Egs. [ZH) Proof: Recall that the error syndrome of the 1,7]x
and [Z5) demand thaty; = e1p = e11 = (1 — egp)/3. In majority vote code is
other words, the evolution of QER under the action of LOCC2
EP depends on a single parameter, namgly, Nevertheless,
the situation is more complicated whén > 2 because:*EP
depends on more than one parameter. Fortunately, as we shall
see later on, it is possible to determine the worst case soena
for e,, when the number of rounds of LOCC2 EP, is

sufficiently large whemp = 2. 1 -1

Lemma 5: The following two statements hold provided that 1 -1 . (36)
either (1)p = 2 andegy > 1/(N +2) or (2) p > 2 and : .
600>2/(N+3). 1 —1

() The maxirQum term in the denominator of EQ.](28) is
(ZjEGF(N) 803‘)2
(b) e5EP > ekEP whenevem # 0.
Proof: To prove the first statement, | first consider the
p = 2 case. Using Corollarf]l2 plus the two constraints in
Egs. [2%) and[@d5), we havey, > (1 — epo)/(N +1) =
> jx0€0; = eqp forall (a,b) # (0,0). Hence, Corollanf12 Therefore, after measuring the (phase) error syndraife,
demands thad _;(eo; — eij) > eoo — 3.0 €0; > 0 for all error stays on the control register whik, error propagates
i # 0. By the same argument, in the> 2 case Z (eo; — from the control as well as all target registers to the resilt
eij) > eoo —2(1 —ego)/(IN +1) > 0 for all + # 0. control quantum register [29]. Specifically, suppose therer
To prove the second statement, | expre§s® — efE” in - on the ith quantum register isX,,Z;, for i = 1,2,...,r
terms ofe (k=1 EP 1y invoking Eq. [2V). The denominator of Then, after measuring the error syndrome, the resultaot err
this expressmn is positive and the numerator is given by in the remaining control register equals,, ;... 4, Zp, - Con-
sequently, upon PEC, the error in the remaining register is
Z oo 1)EP[ (k—1)EP _ (k= l)EP] Xay+.ra,Zp Whereb is the majority ofb; (i = 1,2,...,7).

cEGF(N) o %0, 0 In other words, after PEC, spin flip error rates are increased
- Z = 1)EP[ (k-1)EP _ (k- 1)EP} by at mostr times. Hence, Eq[34) holds.
- €0c €0c O b—c

CfGF(N) 5 By the same argument used in Lemiiha 4, in the limit of large
= - Y e EP_ ((ka ) EP} , (33) number of quantum register transfer, the rate of any kind of

2 cEGF(N) phase error after PEG_, () Z#O PFC, satisfies

where | have used Lemnid 4 to arrive at the second line.
Therefore,ekF” > ekEP for all b. In fact, our assumption
on the value ofegg implies egg > eqp for all b # 0. Hence
from Eq. [33), statement (b) holds fdr = 1. The validity
of statement (b) for allk € Z* can then be shown by
mathematical induction oh. ]
DDt
Theorem 3:In the limit of large number of quantum particle iEGF(N) j20
transmitted from Alice to Bob, th&, 7, error rate after PEC

PEC o} or | < (N — 1) max{Pr(the number of registers suffering
using[r, 1, 7] majority vote code satisfies from error in the formX, 7, is greater than or
Z Z PEC < TZ Z kEP. (34) equal to those suffering from error in the fori,
i£0 jEGF(N) i£0 jEGF(N) when drawn from a random sample ofegisters,

iven a fixedego)}, 37
Moreover, ifp = 2 andego > 1/(N + 2), then g 00)} 37)

Z Z ePEC

i€EGF(N) j#0
_ k+1 r
(800 _ lN eolo )2
< (N-1)|1- + 35
- ( ) 2(600 + le_Olo )2k+1 ( )

where the maximum is taken over all possible probabilities
ask — oo. with different e,;’s satisfying the constraints in Eqd_{24)
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and [Z5). | denote the SUN,_;r(n) €l DY €5=". Then,  of quantum register transfel = L(e,, er,9) is sufficiently
large. Specifically, provided that Alice and Bob abort the

Z Z eiPJEC scheme whenever the estimated QER in Elep 2 is greater than
i€GF(N) j#0 (eQER — §), then the secret key generated by Alice and Bob
" /r s is provably secure in thé — oo limit. In fact, if Eve uses
s (N-1) max{z (S) (1—ebe” — el ™ x an eavesdropping strategy with at leastchance of passing
LEP kEPSS:O _ ] the signal quality test stage in stEp 2, the mutual inforomati
(ez, +ez, ) Pr(the number of registers suffering penyeen Eve’s measurement results after eavesdropping and
from error in the formX, 7, is greater than or the final secret key is less thap. In this respect, Scheme A
equals to those suffering from error in the frak, toIer?)tes ?SYQPtOtiLca”y l(J]F:[TBQi;QlER[-( N 4 /e /RN
: roof: Since L > + ogl(N +1)/¢ ,
when drawn from a _random sample.,f)feglsters, therefore by applying Lemmi@ 3 and TheorEm 2, | conclude
given that these registers are suffering from error 1,54 by testing Q[N + 1]2log{[N + 1]/, }/62N?) pairs, any
in the form X, Z,, for b = 0,1 and given a fixedy)} eavesdropping strategy that causes a QER higher ¢R&R
LIS has less thamp, chance of passing the signal quality test stage
< (N-TDmax{)_ (S)(l — elE — efEP)T x in step[® of Scheme A. (Similarly, if the QER is less than
=0 (eRER—24), it has at least1 — ¢,,) chance of passing stép 2.
LEP . REP 1 ek EP 2 As § can be chosen to be arbitrarily small, the signal quality
(ez, +ez, ) exp |—2s 3 W } test stage in stefd 2 of Scheme A is not overly conservative.)
Zo Z1 Now, suppose that Alice and Bob arrive at the signal privacy
= (N —1)max{{1- (e’goE'ﬂ. e’glEP)x amplification stage in stdd 3 of Scheme A. Sidces oo, the
—[1/2— ek EP /(L EP ckEP)2 r guantum particle pairs used in the signal quality test stage
{e e 1” i in step[2 do not affect the error rateg,’s of the remaining
< (N-1) max{[l — 2t(el%(l)5p+ e’}lEP)x untested particle pairs.
977 First, 1 consider the case when = 2. After apply-
1 elﬁlEP } (38) ing k& rounds of LOCC2 EP, Alice and Bob may con-
2 efEPyelFP sider picking » used in the majority vote PEC to be

€r/2>; . efEP In the limit of ¥ — oo, Corol-
wheret — 1 ask — oc. Note that | have used Eq. (1.2.5) inlar/iesz[:legr?éé%zi:n%éfy that in the worst case scenario, there
Ref. [30] to arrive at the second inequality above. (Eq..8).2 are at most two distinck = b(a) and b’ = ¥'(a) such that
is applicable because Lemrfih 5 implies thgE” > e3P for ¢, e, > 0 for all a # 0. Hence,r can be chosen to be
a sufficiently largek.) .
Sinceeg satisfiesp = 2 andegy > 1/(N + 2), Lemmalb . erleoo + (1 = eqo)/(N + 1)) (40)
tells us that(y" ;o) €0;)> is the dominant term in the EN[2(1 — ego) /(N + 1)]**

denominator of Eq.[(28) wheh is suﬁICIentIyEElrgkeéPThus, wheneverkg, > 1/(N+2), where/ is the number of quantum
using Eq. [2B), it is easy to check that bath™/e}"F and  haricle pairs Alice and Bob share immediately after the PEC
ebeP + e} are maximized ifeas = (1 — e00)/(N + 1)  procedure in stefl 3b. Besides— oo in the k — oo limit.

for all (a,b) ~ (0,1) when subjected to the following two So, from Egs.[[34) and(B5) in Theordih 3, the QER of the

constraints: (1) is fixed; and (2) Eqs.[{24) and{25) argemaining quantum registers after PE is upper-bounded
satisfied. Therefore, the last line of EE](38) is maximized

Eq. (29) holds. Consequently, EqE(30) ahdl (32) imply the e
validity of Eq. [35). T v e l —er(eoo — L) ]
The above theorem tells us that the effect of PEC is reducing  2¢ 20N (eqo + Lytun )2+ [2co0) 12

errors in the formX,Z, with b # 0 at the expense of )

possibly increasing errors in the forf, with ¢ # 0. For this  In other words ™! < ¢; /¢ provided that

reason, powerful signal privacy amplification procedune lsa 1— ego]? 2(1 — ego)

constructed by suitably combining LOCC2 EP and PEC. {eoo T N1 ] Nl

Now, | am going to prove the unconditional security Otl'his condition is satisfied
Scheme A.

Theorem 4:Let N = p" be a prime power,, e; ando be €00

three arbitrarily small but fixed positive numbers. Define
(N +1)(V5—2) It is easy to verify that the constraint in EG143) is coresist
eQER = for p = 2. (39) with the assumption thaty, > 1/(N + 2). Hence, provided
1+ (N +1)(V5 -2) that the initial QER satisfies
Then, the entanglement-based QKD Scheme A involving the (N+1)(v5-2)
transfer of N-dimensional quantum particles is uncondition- Z i = ¢QFR (44)
ally secure with security parametes,, ;) when the number (6.1)2(0.0) 1+ (N +1)(V5-2)

1—600
N+1

{eoo + } . (42)

if and only if
1

~ 1+ (N+1)(V5-2) (43)
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Tolerable SBMER| Tolerable BER

N .
> > 60% ~7 64% Actually, according to Eqs[{B9) and Eq§1(4813(46), the
4 43.31% 27.07% tolerable SBMER and BER tend to 100% and 50% respec-
8 60.44% 32.74% tively as2™ — oo. More precisely, a: — oo, the tolerable
16 75.34% 38.85% BER for Scheme A using"-level quantum particles scales as
TABLE I ~1/2— (3+VB)/2m L, o
THE TOLERABLE SBMERAND BERFORSCHEME A AND HENCE ALSO On the other hand, the lemma below set the upper limit for

SCHEMEB FOR2"™ < 16. AS POINTED OUT IN THE TEXT THE VALUES OF the tolerable SBMER for Scheme A.

SBMERAND BER SHOULD NOT BE COMPARED DIRECTLY Lemma 6: The tolerable SBMER for Scheme A is upper-
bounded by N —1)/(N +1) if p=2and(N —1)?/[N(N +
1)] if p > 2. In fact, these bounds are set by the following

interpret-and-resend strategy: Eve randomly and indepehd

th? fidelity of .theé quantum particle pairs shared betweefheasures eacN-dimensional particle in the insecure quantum
Alice and Bob immediately before they perform standard$asi, 4 nel in the standard basi®), [1),...,|N — 1)}. Then

measurement to obtain their secret key is at léagt" > 1—
er/¢. By Footnote 28 in [3], the mutual information betwee
Eve’s final measurement result after eavesdropping and

final secret key is at mosy. Thu§, if Alice and Bob %bort the Clearly, using this intercept-and-resend strategy, nantyum
scheme if the estimated ,QER in s@p 2 exce@ﬂ?& —9), correlation between Alice and Bob can survive and hence no
the secret key generated is provably secure. More Impd))'I"’mbrovably secure key can be distributed. Thus, this eavpsdro

the scheme is unconditionally secure with security parametping strategy set the upper bound for the tolerable SMBER

she records the measurement result and resends the measured
article to Bob.
he Proof: The proof follows the idea reported in Ref. [22].

(e, €1)- " and BER for Scheme A. It is easy to check that the bases
A few remarks are in order. First, the unconditional seguritt 1 *10), T*[1), ..., T[N —1)} wherei = 0,1,..., N if p =2
of Scheme A forp > 2 can be proven in a similar way.@ndi = 0,1,..., (N —1)/2if p > 2 are mutually unbiased.

However, the computation of9ER is getting messy as the (A proof can be found in Lemnid 7 in Sectibih V below.) Con-

condition for minimizinge@ER turns out to beN dependent. sequently, if it turns out that the measured qubit is prepare
Second, from Corollanfl1, whep = 2, GF(N)/ ~= the standard basis, that qubit will be accepted by Scheme A

{(0,b)/ b € GF(N)} and hence the ratio between QERRS error-free. In contrast, if the measured qubit is not qmep

and SBMER for any kind of eavesdropping attacks equdls e standard basis, it hasV — 1)/ chance of being
(N +1) : N. In contrast, wherp > 2, such a ratio varies detected as erroneous. Therefore, the tolerable SBMER is

between(N + 1) : (N — 1) and1 : 1. Combining these UPPer-bounded by/(N+1)x(N—1)/N = (N-1)/(N+1)
observations with Theorefd 4, | conclude that the maximul%p =2and[(N +1)/2-1]/[(N +1)/2] x (N = 1)/N =

tolerable SBMER for Scheme A is given by (N = 1)?/[N(N +1)] if p> 2. u
NQER 0o Thus, the difference between the tolerable SBMER and its
SBMER N+T tp=2 theoretical upper bound tends to zero in the limit of lafge
¢ - oER (45) S0 in the limit, the error tolerance capability of Scheme A
% if p>2. approaches its maximally allowable value.

. _ o . Fourth, readers may wonder why Scheme A is highly error-
In addition, if p = 2, Corollary[2 implies th?t there is aiqjerant especially whenV is large. Recall that Eve does
unique a # 0 such that(0,1) ~ (a,b) ~ (a,) for some o | now which particles are in sef; when the particles
b # V. Hence, no matter which bijective map Alice and, o ansmitted from Alice to Bob. Hence, in the limit of
Bob use to convert their standard basis measurement résulfag)ge number of quantum particle transfer e, satisfies
an N-d_imensional quantum particlg into lag, N-bit string, the constraints in Eqs[{P4) an@125). This greatly limits th
the ratio between QER and BER is at legst + 1) : (1 + yqjative occurrence rates between different types of quant
0.5N log, N)/log, N. Consequently, the maximum tolerabley s At this point, the LOCC2 EP becomes a powerful tool
BER for Scheme A is given by to reduce the spin errors at the expense of increasing phase
1 1 errors. Furthermore, provided that the condition in Leniiha 5
BER _ _SBMER .
e =e (5 + m) : (46)  holds,e%EP > e4EP for all b # 0. In other words, the dominant
2 kind of phase error is having no phase error at all. Thus, the
| tabulate the tolerable SBMER and BER in Talile Il. Howevemajority vote PEC procedure is effective in bringing dowa th
| must emphasize once again that according to the discusssiphase error. This is the underlying reason why Scheme A is
in Subsectio VA, weshould notand cannotdeduce the so powerful that in the limitV — oo, ¢SBMER _, 1—,
relative error tolerance capability from Talilé II. Fifth, the privacy amplification performed in Scheme A is
Third, | study the tolerable error rate of Scheme A as laased entirely on entanglement purification and phase error
function of N. Table[d shows that the maximum tolerablecorrection. In fact, the key ingredient in reducing the QER
BER ¢BER for N = 2 is the same as the one obtained earliersed in the proof of Theoreld 4 is the validity of conditions
by Chau in Ref. [23]. More importantly;SBMER increases as shown in Eq.[[2R). Nonetheless, there is no need to bring down
n increases. the QER to an exponentially small number. In fact, one may



devise an equally secure scheme by following the adaptive
procedure introduced by Chau in Ref. [23]. That is to say,
Alice and Bob may switch to a concatenated Calderbank-
Shor-Steane quantum code when the PEC brings down the
QER to about 5%. The strategy of adding an extra step
of quantum error correction towards the end of the privacy
amplification procedure may increase the key generatian rat
This is because from the proof of Theor&in 4 together with
Eqg. [40), | conclude that in order to bring the QER down
to less thare after & rounds of LOCC2 EP, Alice and Bob
have to choose and hence the number of quantum registers
needed in PEC to be- " for some constant > 1. In
contrast, by randomizing the quantum registers, the QER aft
each application of the Steane’s seven quantum registex cod
is reduced quadratically whenever the QER is less than about
5%. Consequently, Alice and Bob may increase the key gener-
ation rate by performing less rounds of LOCC2 EP, choosing
e ~ 0.01, and finally adding a few rounds of Calderbank-Shor-
Steane code quantum error correction procedure.

V. REDUCTION TO THE PREPAREAND-MEASURE
SCHEME
Finally, | apply the standard Shor and Preskill proof [20] to
reduce the entanglement-based Scheme A to a provably secure
prepare-and-measure scheme in this section. Let me firgt wri
down the detail procedures of Scheme B before showing its
security.

Prepare-and-measure QKD Scheme B
1) Alice randomly and independently preparés>> 1

b)

13

Alice and Bob randomly group their corresponding
remaining quantum particles in pairs. Suppose the
jth particle of theith pair was initially prepared

in the statels;;). Then, Alice publicly announces
the values;, — s;, € GF(N) for each pairi.
Similarly, Bob publicly announces the valug —

s;, Where|s; ) is the measurement result of the
jth particle in theith pair. They keep one of their
corresponding registers of the pair only when their
announced values the corresponding pairs agree.
They repeat the above procedure until there is
an integerr > 0 such that a single application
of step[Bb will bring the quantum channel error
rate of the resultant particles down ¢g/¢? for a
fixed security parameter; > 0, wherer{ is the
number of remaining quantum particles they have.
They abort the scheme either whenis greater
than the number of remaining quantum particles
they possess or when they have used up all their
quantum particles in this procedure.

They apply the majority vote phase error correction
procedure introduced by Gottesman and Lo [22].
Specifically, Alice and Bob randomly divide their
corresponding resultant particles into sets each
containingr particles. They replace each set by
the sum of the values prepared or measured of the
r particles in the set. These replaced values are bits
of their final secure key string.

guantum particles in the standard basis. She appliesTheorem 5 (Based on Shor and Preskill [20Bcheme A

2)

3)

one of the following unitary transformation to eachin Sectiondll and Scheme B above are equally secure. Thus,
particle randomly and independently;: 7, 72, ..., TV. conclusions of Theoreid 4 is also applicable to Scheme B.
Alice records the states and transformations she applied Proof: Recall from Ref. [20] that Alice may measure all
and then sends the states to Bob. He acknowledgesr share of quantum registers right at diép 1 in Scheme A
the reception of these particles and then applies onewithout affecting the security of the scheme. Besides, LQCC
the following transformation to each received particleEP and PEC procedures in Scheme A simply permute the
randomly and independently=!, 71, 7-2 ... . T=N. measurement basis. More importantly, the final secret key
Now, Alice and Bob publicly reveal their unitary trans-generation does not make use of the phase information of
formations applied to each particle. A particle is kephe transmitted quantum registers. Hence, the Shor-Rireski
and is said to be in the se%; if Alice and Bob have argument in Ref. [20] can be applied to Scheme A, giving
applied7* and T~* to it respectively. Bob measuresus an equally secure prepare-and-measure Scheme B above.
the particles inS; in the standard basis and records the ]
measurement results.
Alice and Bob estimate the quantum channel error From the discussions in SubsectionIV-A, sieould notand
rate by sacrificing a few particles. Specifically, theyannotcompare the error tolerant capability of Scheme B that
randomly pick Q[N + 1]*log{[N +1]/e} /6>N?) pairs uses unentangled quantum particles of different dimession
from each of theV + 1) setsS; and publicly reveal the as information carrier. Nonetheless, we may compare the
preparation and measured states for each of them. In thior tolerant capability of the entangled-qubit-basezppre-
way, they obtain the estimated channel error rate withghd-measure QKD scheme derived from Scheme B against
standard deviatiod with probability at leas{1 —¢). If = the same eavesdropping attack. Recall that in the absence
the channel error rate is too high, they abort the schersg quantum storage, we may regard the transfer of a 16-
and start all over again. dimensional quantum particle as the transfer of 4 consezuti
Alice and Bob perform the following privacy amplifica-qubits in the insecure quantum channel. Now, | consider the
tion procedure. following eavesdropping strategy: Qubits passing throtigh
a) They apply the privacy amplification procedurénsecure communication channel are partitioned into smth e
with two way classical communication similar tocontaining 4 consecutive qubits. Eve randomly and indepen-
the ones reported in Refs. [22], [23]. Specificallygdently measure each set in the standard basis with protyabili



14

q. Suppose; satisfies Finally, | remark that the lemma below suggests the possi-

bility of a subtle relation between Scheme B and the so-dalle

3 68
0.8292 ~ 1—0(5—\/5) <g< @(19—\/5) ~ 0.8539. (47) mutually unbiased bases.

From Lemmd® and EqL{%6), the BER caused by this eavesLemma 7:If N = 27, then the baseg|k)}rccr(n),
dropping strategy on the entangled-qubit-based prepate-a{T|k)}recrnvy {T?1k) bkecarnys---» {T™ k) Ykecarv) are
measure QKD scheme derived from Scheme BNoe 27 is mutually unbiased. While itV = p™ with p > 2, the bases
given byeBER(N) = ¢(N —1)(Nn+2)/[2Nn(N+1)]. Using  {|k)}kearvy {T1E) Ykearavys - {TN T2 k) b hcar o
Egs. [39), [4b)£A7), | conclude theER(2) > (5 —+/5)/10. are mutually unbiased.

In other words,eEER(2) is greater than tolerable BERs of ~ Proof: | shall only consider the case whefi= 2". The
all known unentangled-qubit-based prepare-and-measgiBe Qother case can be proven in the same way(Lsti < i’ < N.
schemes to date. In contragER(16) < 33(19 — v/5)/1424. | consider the equation

Hence, from Theoreld 5 together with Eqs1(3B}] (45) (46), S T i

Scheme B can generate a provably secure key under this (KT T [k) = {0125 X T 7" X 0), (48)
eavesdropping attack whefv = 16. Actually, one may which holds for all; € GF(N). Since0 < i’ —i < N,
construct an eavesdropping attack that can be toleratedeby N PPN a b
entangled-qubit-based prepare-and-measure schemeeaﬂerg\zlom"aryEI implies thath/ (7 ~") is in the form b ¢ l
from Scheme B for a fixedV = 2" > 16 in a similar way. for someb # 0. Therefore, applying Eqs[(5) andl (8) to
(The strategy is partition the qubits into sets each coimgin  the right hand side of Eq[{l8) gives an expression pro-
consecutive qubits. Eve makes standard basis measuremerR@tional to (0|7 ~* Xy ka4 o Z—kp+4c|0) = (OT* ~*[k —
each set with probability chosen from an interval similar to %'a + jb). More importantly, the magnitude of the propor-
the one stated in EG_{47).) All known unentangled-qubieusa tionality constant equals 1 for ajl k, k" € GF(N). Hence,
prepare-and-measure schemes to date, in contrast, cantfotZ”|k)|* = [(k”|T"[k)|* for all k,k",k" € GF(N) when-
generate a provably secure key under the same attack.  ever0 <i < N. Hence{|k)}rcar), {T|k) trear(nys-- -

On the other hand, suppose Eve chooses a slightly differddt" |%) }ear(v) are mutually unbiased. =
strategy by measuring randomly and independently a qubitgjnce the maximum number of mutually unbiased bases
in each set of 4 consecutive qublt_s with probability = equals(N + 1) for any prime powetN [31], [32], [33], the
1—[(43 + 68\/5_)_/1335]1/4 ~ 0.3817 in the standard basis. construction in Scheme B provides a simple way to build such
Under this modified eavesdroppmg att_ack, the probabitigit t mutually unbiased bases foF = 2". Perhaps one may build
a randomly chosen 4 consecutive qubits are not chosen equal§ore error tolerant QKD scheme using mutually unbiased

(1 — ¢)* in the limit of large number of qubit transfer.;,ses for the case of an odd prime powér
Thus, the BER induced by this attack on the entangled-qubit-

based prepare-and-measure scheme derived from Scheme B VI. DISCUSSIONS

— i i _ _ 4\4 _
for N = 16 is given by [l — (1 — ¢)"}(N — 1)(Nn + In summary, | have introduced a prepared-and-measured

2)/[2Nn(N + 1)] = 33(19 — /5)/1424. This BER rate is . o ’
just too high for the entangled-qubit-based scheme derivg(!i<D scheme (Scheme B) and proved its unconditional se

from Scheme B forN = 16 to handle. In contrast, the BERcurlty. In particular, | show that for a sufficiently largelbtrt

caused by the same eavesdropping attack for the six-ste ¢ dimension of quantum particlé used, Scheme B

scheme equalg’/3 ~ 0.1272. This attack, therefore Cangenerates a provably secure key close to 100% SBMER or

: . 50% BER. This result demonstrates the advantage of using
be handled easily by the unentangled-qubit-based Ioreparegentangled higher dimensional quantum particles as Isigna

and-measure QKD scheme introduced by Chau in Ref. [ngers in QKD
To summarize, the entangled-qubit-based prepare-andtrea A variation to the theme is worth discussing. Suppose Alice

scheme derived from Scheme B fof > 2 is more error . : i
- . ; can only send qubits. Besides, she can entangle the qubits
resilience when dealing with burst type of errors than tl"be

unentangled-qubit-based prepare-and-measure schemes ut she cannot store them. Then, she may graugubits
gled-q prep " together as &"-dimensional system and apply Scheme B.

Now, | need to point out an important remark on th&nder this situation, Scheme B can generate a provablysecur
number of different kinds of states Alice have to prepare key under certain eavesdropping attack whenever 4.
Scheme B. To distribute the key using aftlevel quantum In contrast, no unentangled-qubit-based prepare-andumnea
system with N = 27, Corollary [ tells us thatl’* # I QKD scheme known to date can tolerate the same eavesdrop-
for all k = 1,2,..., N. Therefore,T"|j)’s are distinct states ping attack. Nonetheless, there exists another eavesdgpp
for 0 < ¢ < N andj € GF(N). Thus, Scheme B is a attack that Scheme B cannot tolerate unldss= 2. Recall
N(N + 1)-state scheme. In contrast, ¥ = p™ with p > 2, that Scheme B is equivalent to the unentangled-qubit-based
then T(N+1)/2 — _T py Corollary[l. Hence, in this case,prepare-and-measure scheme proposed by Chau in Ref. [23].
upon measurement on the standard basis, Scheme B iSharefore, the ability to create, transfer but not to stane e
N(N+1)/2-state scheme. This observation suggests that thésiagle qubits is advantageous in quantum cryptographygusin
may be rooms for improving the error tolerance rate of agertain quantum channels with burst errors.
prepare-and-measure QKD scheme involviNgdimensional  There is a tradeoff between the error tolerance rate and key
guantum particles for an oddy. generation efficiency, however. It is clear from the proof of
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TheoreniH that and hence the number of quantum particlgs] N. J. Cerf, M. Bourennane, A. Karlsson, and N. Gisin, ¢ty of
transfer from Alice and Bobl scales a<2k. Besides, the quantum key distribution using d-level systenfatiys. Rev. Lettvol. 88,
. pp. 127902:1-4, 2002.

probability that the measurement results agree and hemce ['i'é] M. Bourennane, A. Karlsson, G. Bjork, N. Gisin, and N. Qerf,
control quantum register pairs are kept in LOCC2 EP equals “Quantum key distribution using multilevel encoding: séguanalysis,”
~ 1/N in the worst case. As a result, while the Scheme B js_ J- Phys.: Avol. 35, pp. 10065-10076, 2002. i

. . . D. BruR and C. Macchiavello, “Optimal eavesdropping ciryptogra-
h'ghly error-tolerant, it generates a secret key with expon phy with three-dimensional quantum stateBfys. Rev. Lett.vol. 88,
tially small efficiency in the worst case scenario. Fortehat pp. 127901:1-4, 2002.
the adaptive nature of Scheme B makes sure that this scen&b E- Biham, M. Boyer, P. O. Boykin, T. Mor, and V. Roychow, “A

. . proof of the security of quantum key distribution,” Rroceedings of the
will not happen when thg error ratg of the_channel is small. To 3514 Annual ACM Symposium on Theory of Computing (STOC2000)
conclude, in most practical situations, Alice and Bob sHoul  (New York), pp. 715-724, ACM Press, 2000.
choose the smallest pOSSibflé whose correspondingSBMER [19] C. H. Bennett, D. A. DiVincenzo, J. A. Smolin, and W. K. bfters,
. . . “Mixed-state entanglement and quantum error correctiBhys. Rev. A
is slightly larger than the channel standard basis measmem ' 54, pp. 3824-3851, 1996.
error rate. In this way, they can almost surely generate thgio] P. W. Shor and J. Preskill, “Simple proof of security ¢fetBB84
provably secure key at the highest possible rate. quantum key distribution protocolPhys. Rev. Lettvol. 85, pp. 441—

. . 444, 2000.

As | have noted in Sectiofl]V, there may be room fopy;
improving the error tolerance rate in the cgse> 2 since
Scheme B uses onlW (N + 1)/2 different quantum states

H.-K. Lo, “Proof of unconditional security of six-se@tquantum key
distribution scheme,Quant. Inform. and Compvol. 1, no. 2, pp. 81—
. . . L . gZ]
in signal transmission. It is instructive to explore such
possibility.

%7
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