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Abstract

We consider the problem of safety verification and safety-aware controller synthesis for systems with sector bounded nonlinear-
ities. We aim to keep the states of the system within a given safe set under potential actuator and sensor attacks. Specifically,
we adopt the setup that a controller has already been designed to stabilize the plant. Using invariant sets and barrier cer-
tificate theory, we first give sufficient conditions to verify the safety of the closed-loop system under attacks. Furthermore,
by using a subset of sensors that are assumed to be free of attacks, we provide a synthesis method for a secondary controller
that enhances the safety of the system. The sufficient conditions to verify safety are derived using Lyapunov-based tools and
the S-procedure. Using the projection lemma, the conditions are then formulated as linear matrix inequality (LMI) problems
which can be solved efficiently. Lastly, our theoretical results are illustrated through numerical simulations.
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1 Introduction

Communication networks are now used extensively in
industrial control systems. While they make the oper-
ation and maintenance of control systems much more
efficient, they also render the systems vulnerable to ma-
licious attacks injected to sensors and actuators. Many
incidents caused by cyber attacks have been reported in
recent years such as, e.g., the StuxNet malware incident
[9]. Therefore, it is of significant importance to develop
tools that ensure safe operation of control systems.

One way to deal with cyber attacks is to detect the at-
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tacks and then mitigate them, see [15,11] for results on
linear systems. This approach ensures security using re-
dundancy and typically requires a large number of ob-
servers to completely nullify the effect of attacks. More-
over, in [41], it is shown that intelligent adversaries can
use the available system knowledge to inject malicious
signals into the system while remaining stealthy. In this
work, we do not detect the presence of attacks, but aim
to ensure safety of the system under the assumption
that a subset of sensors and actuators are well protected.
Specifically, we design a controller such that the states
of a nonlinear system with sector bounded nonlineari-
ties always remain within a given set, which we call the
safe set, despite attacks on the other sensors and ac-
tuators. This safety requirement is particularly relevant
in safety-critical applications such as power, water and
transportation systems, where operating outside the safe
set may lead to economic losses and fatalities.

There are various approaches to safety verification and
control of dynamical systems such as model checking
[23], formal methods [25], barrier function or barrier cer-
tificate based methods [3,34,40], and reachability anal-
ysis [32,5,16]. In this work, we follow an approach to-
wards safety verification similar to the barrier certifi-
cate method based on forward invariance of the safe set
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Fig. 1. Ensuring safety with a secondary controller, where
up (us) and yp (up) denote the input signal generated by the
primary (secondary) controller and output of the plant fed
back to the primary (secondary) controller respectively. The
actuator (sensor) signal is denoted by a. (ay).

[6]. Namely, if we are able to find a subset of the safe
set that is forward invariant, then the states always re-
main within the safe set provided the initial condition is
also within the forward invariant subset. Barrier certifi-
cate methods allow using Lyapunov methods to devise
sufficient conditions that guarantee safety. Therewith,
the extensive computations of abstractions or Hamilton-
Jacobi-Isaacs equations commonly found in reachability-
based methods can be avoided. As an alternative ap-
proach, the control barrier function (CBF) method pro-
vides sufficient conditions to guarantee safety in terms
of the online solution of quadratic programmes (QPs)
to compute control actions [3]. On the other hand, the
problem of finding the appropriate CBF for general non-
linear systems is still a challenge, as it is associated with
identifying the appropriate safe set [2].

In this paper, we consider the setup where a primary
controller has already been designed to achieve certain
control objectives. However, a subset of sensors and ac-
tuators are subject to potential attacks. To ensure safety,
a dynamic output feedback controller, which we call the
secondary controller, is designed using a subset of sen-
sors known to be attack-free (for instance those close to
the plant or computing units are secured by encryption
and/or authentication protocols). The role of the sec-
ondary controller is to modify the closed-loop dynam-
ics such that the modified system is ‘less’ vulnerable to
sensor and actuator attacks. Fig. 1 shows the configu-
ration considered in this work. We choose to work with
quadratic Lyapunov-like functions which allow us to for-
mulate sufficient conditions for forward invariance of the
given safe set in the form of matrix inequalities [13,14].

The main contributions are as follows:

(1) An analysis framework that allows assessing the
safety of a class of nonlinear system (with sector-
bounded nonlinearities) under state-dependent sen-
sor and actuator attacks in terms of the solution to
a set of linear matrix inequalities (LMIs).

(2) Built on this framework and the projection lemma,
we devise a synthesis tool for designing secondary
linear dynamic output controllers that steer reach-
able sets induced by cyberattacks to safe regions of
the state space.

In comparison to relevant work in the literature:

(1) Our work is different from CBF-based methods
for safety-critical systems in [2,3], where state
feedback control laws are computed based on a
QP. In this work, we synthesize a dynamic output
feedback linear controller, thereby avoiding the
potential difficulties of measuring all states. In [1],
an observer-based method is proposed to address
output feedback challenges of CBF-QP-based de-
sign. However, our work still differs from [1] in the
sense that we consider attack signals with state-
dependent bounds and we allow for general (non
observer-based) dynamic controllers. For systems
with sector bounded nonlinearities, observer-based
control design is non-trivial as the separation prin-
ciple might not hold. In addition, while CBF-QP
is an optimization-based controller that minimizes
a convex function of the input at every time step,
our proposed method can be designed offline to
achieve other objectives such as £, performance,
which might not be easily solvable using CBF-QP,
see Section 3.4 for details.

(2) The problem setup is novel in the sense that we de-
sign the secondary controller which runs in paral-
lel with an (existing) primary controller to ensure
safety using a subset of sensors that are free of at-
tacks. Although there exist works, including [43,44],
that consider output feedback control designs un-
der attacks, we consider a substantially different
problem setup. In our problem, we focus on safety
challenges of control systems under attack signals,
which has not been studied within the nonlinear
partial measurements setup considered here.

(3) Compared to the safety filters approach summa-
rized in [42], our proposed primary/secondary con-
trol scheme uses only a subset of reliable sensors. In
the safety filters setting, corrupted measurements
will also go to the filter. This motivates us to con-
sider a configuration that separates the primary
and secondary controller. Moreover, we consider the
case of output feedback which is more general than
the state feedback case considered in [42] and ref-
erences therein.

(4) Compared to the conference version [27], we ex-
tend the results on linear systems by considering
a class of nonlinear systems with sector bounded
nonlinearities. Additionally, in this work we allow
the attack signals to depend on the states of the
system while they are assumed to be bounded in
[27]. Moreover, the change of variables used in [27]
to convexify the sufficient conditions for safety are
not applicable to the nonlinear case. Therefore, in



the synthesis part, we derive a new set of sufficient
conditions for safety-aware controller synthesis us-
ing the projection lemma to decompose the non-
convex programme into two convex ones.

The rest of this manuscript is organized as follows. The
problem formulation is given in Section 2. Section 3
presents the main results of safety-aware controller syn-
thesis. Section 4 illustrates the main results via numeri-
cal simulations. We will conclude the paper in Section 5
and provide some future research directions.

Notation: Let R be the set of real numbers, R be the n-
dimensional Euclidean space, and R™*"™ represents the
set of the n x m real matrices. The matrix I,, is used to
denote the n-dimensional identity matrix and n will be
omitted when the dimension is clear. Similarly, 0 denotes
the zero matrix with appropriate dimensions. For a given
square matrix R, Tr[R] denotes the trace of R. For a
vector z € R™, |z| denotes its Euclidean norm. For a
matrix A € R"*™, AT denotes the transpose of A, Ker A
denotes the null space of A. If m = n, He(4) = A+ AT,
A>0(A=<0)and A > 0 (A < 0) denote the matrix
A is positive (negative) definite and positive (negative)
semi-definite, respectively. A block diagonal matrix with
matrices E7 and Es is denoted by diag(Eq, Fs). Given
real vectors x and y, we use (z,y) to denote [z7y"]T.
Lastly, given a square matrix P € R™*™ the set {z €
R" | 27 Pz < 1} is denoted by £(P).

2 Problem formulation
2.1 System description
We consider the following class of systems

&y = App + Gp(ﬁp(prp) + Bpu,
Yp = Cpmp,

(1)

where z, € R™ is the state, and v € R™ and y, € R"v
are the input and output, respectively. For the nonlin-
car term Gy, (Hpp), H, € R'#»*™ G, € R"*% and
qAbp(-) : R — R%. We assume that there is a primary
controller which has been designed a priori according to
some desired system specifications, for instance, stabi-
lization and/or robustness. We consider general primary
controllers of the form,

i1 = Ayay + Gio1(Hixy) + Bilyy + ay), 2)

up = Ciz1 + D1(yp + ay) + a,
where 2; € R™, H, € Rn>xm G, € RmX4 and
#1(-) : RM — R, In the case where linear controllers

are used, ¢1 can be set to zero. We consider additive
false-data injection attack to sensor measurements, a,,,

and control signals, a,. For simplicity, we collect all at-
tack signals in the stacked vector a = (ay, a,) € R™ ",
We further assume that the interconnection of the pri-
mary controller (2) with system (1), in the absence of
attacks (a, = 0 and a,, = 0), is forward complete.

Since the primary controller (2) is pre-designed without
being aware of the attacks, the security and safety of the
closed-loop may be compromised. Therefore, we propose
introducing a secondary controller, that runs in conjunc-
tion with the primary controller. The secondary con-
troller uses a subset of the sensors and actuators, which
are either available locally or known to be safeguarded
against malicious manipulation (e.g., via encryption or
watermarking). The secondary controller considered in
this work takes the following form:

j?Q = AQZ‘Q —|— Bgys, (3)

ug = Coxg + Doys,
where x5 € R™2. Thesignal ys = Cyy, € R is obtained
from the set of sensors that are available to the sec-
ondary controller and safeguarded from attacks, where
Cs € R™"*"y jg a sensor selection matrix, and us € R™Z
is the secondary control input signal. We consider dy-
namic output feedback controllers as they cover a more
general and wider class of controllers including the class
of static feedback controllers, observer-based, and PID
controllers. Although we could in principle formulate
the problem for more general nonlinear dynamic con-
trollers, the synthesis of such controllers would be com-
putationally costly and intractable in some cases. Using
linear controllers allows exploiting a variety of synthesis
techniques available in the literature (e.g., convexifying
coordinate transformations, the projection lemma, and
semidefinite programming).

The secondary controller additively perturbs the control
signals of the primary controller as follows

u=up + Eyus, (4)

where F, € R™X™E ig a selection matrix that dictates
the set of secondary control inputs (safeguarded from
attacks) that will be fed back to the plant (1). As shown
in Fig. 1, the secondary controller uses uncompromised
sensors and actuators only, as it is co-located with the
plant (i.e., not connected to the network) and we assume
that the local sensors and actuators are not subject to
network attacks. Consequently, no attack signals appear
in (3). The goal of the secondary controller (3) is to
ensure that when the overall closed-loop system (1)-(4)
is subject to cyber attacks, the safety of the closed-loop
can be ensured, i.e., the states of the closed-loop system
(1)-(4) remain within a given safe set for all ¢ > 0.

Remark 1 Matrices (E,,Cs) denote the design re-
sources available to the system architect. In the best



possible case, we have Cs = I, which means there exists
no sensor attacks and all sensors are somehow made
available to design the secondary controller (which is not
needed in this extreme case). In general, Cs contains only
a limited number of nonzero elements. In this work, we
assume that both Cy and E,, are given, i.e., the available
sensors that can be used in the secondary controller and
how the secondary controller output can be fed back to
the plant is fixed. In future research, we will investigate
how to optimally choose the sensors to secure and make
them available to the secondary controller.

The complete closed-loop system consisting of the plant

(1), the primary controller (2), and the secondary con-
troller (3) can be written as

{ = AC+ Go(HC) + Ba, (5)

where ¢ := (zp, 21, 22) 1= (C1, T2) € RMpFTmatn2

' B,E,C :
A T L A o
B pooneonee AsiAg |
BZCstol A2 !
4 o | Ao+ ByDiCy+ ByELD;C,Cy ByCy
. BiC, A
B, B,D; 5
Bim| 0 B =] (7)
0 0
G = diag(Gp, G1,0) := diag(G, 0), (8)
é)p(prp) S(HC)
G(HQ) = | o1(Him) | = S , M= [H 0]
0

The following assumption is made on the nonlinearity

P(H(1).

Assumption 1 For all {(; € R the nonlinear
function (H(y) satisfies the following inequality

(B(HC1) — S1HG) V((HG) — S2HEG) <0, (10)

for some Sy, Sy € R@rta)x(hoth1) gnd g positive defi-
nite V € R@+a)x(ap+a1)

Remark 2 Assumption 1 covers some commonly seen
nonlinearities in the literature, such as saturation [12,20]
and logarithmic quantization [17]. In addition, our con-
dition (10) covers many existing formulations as special

cases [4,10,20,12,45]. Specifically, compared to the afore-
mentioned works, we consider vector nonlinearities satis-
fying (10) with a weight matrizV > 0 and sign-indefinite
or even non-square matrices S1 and Sa. In the case where
condition (10) might lead to conservative results, one can
assume (10) holds only in the safe set, i.e., Assumption
1 can be relazed to a local sector bounded condition [12].

Remark 3 Our paper substantially differs from the re-
cent work in [8]. First, in [8], the nonlinearity maps the
input signal u to another signal v. In our case, we con-
sider sector bounded monlinearities which are functions
of states. Second, in [8] the synthesis of the controller is
based on real-time online optimization-based controllers
which differs from our offline semidefinite programming
approach based on set-theoretic methods. Lastly, We con-
sider a wider class of sector-bounded nonlinearities (As-
sumption 1) which covers condition (2) in [8] as a special
case.

2.2 Safe sets and attack signals

We briefly introduce the notion of robust positive invari-
ant set for dynamical systems [6, Definition 2.2].

Definition 1 Consider the system,
&= f(z,w) (11)

with state © € R™, and exogenous input w € W C R™».
The set O C R" is said to be robustly positively invariant
(RPI) for the system (11), if for all initial states xy € O
and allw € W state trajectories satisfy x(t) € O for all
t>0.

We assume throughout the paper the existence of an
ellipsoidal safe set of the form:

E(E) ={G eR™™ | (JEG <1}, (12)

where = = 0. Safe sets capture portions of the state space
where systems integrity is guaranteed (e.g., no collisions,
explosions, spills, etc.). The safe set (12) implies that the
state of the secondary controller, 2, is not taken into
account for safety evaluation. We believe this assump-
tion is reasonable, since safety of the states of the plant
are often the primary concern in most applications. For
simplicity, we further assume that the safe set £(Z) is
centred around the origin. This is without loss of gener-
ality as the same analysis can be performed with trivial
changes as done in the preliminary version [27].

Remark 4 FEllipsoidal safe sets have also been used in
existing literature for security and safety, see [35,32] for
instance. If the safe set has another geometrical shape,
(12) can be used as an inner approximation of the true
safe set. One possible way to deal with safe sets induced
by certain classes of nonlinear functions is by using sum-
of-squares programming, see [28] for example.



To verify the safety of the closed-loop system (5), we
aim to find a robust positive invariant set for (5) which
is also a subset of the safe set £(E).

It is shown in [41] that cyber attackers often seek to in-
ject malicious signals while remaining stealthy and un-
detected. To characterize such attacks, we assume the
attack signals satisfy the following assumption.

Assumption 2 For all time, the attack signal, a, satis-
fies the following inequality:

T
|f£| [Q_lr Qﬂ lCl} <1, (13)
a Qz Qs a
for some matriz Qo and symmetric matrices Q1, Qs sat-
isfying

Q3}07

Q:=QsQ5'Q2—Q = 0. (14)

Remark 5 Compared to [27], condition (13) covers the
situation where the attack signal, a, depends on the states
(1 of the plant and the primary controller due to at-
tacker’s potential knowledge of (1. Specifically, the upper
bound of the attack is allowed to grow with the norm of the
states. Since the secondary controller is set to be attack-
free, the attack is assumed to be independent of the state
x9. The first condition in (14), Q3 > 0, ensures that the
attack signal at any time is upper bounded. If Q3 = —1I,
then |a| will be lower bounded instead. On the other hand,
the second condition Q;Q;lQQ — @1 = 0 is enforced for
analysis purposes and will be used to convexify the con-
ditions derived later in the paper. The latter assumption
is without loss of generality. To see this, suppose Q = 0
does not hold, then one can find a Q1 < 0 such that
Q1 — Q1 < 0. If (13) is satisfied with Q1, it also satis-
fies the inequality with Q1 replaced by Q1. Moreover, if
Qs > 0, then Q;Q:;l@g — Q1 = 0 also holds. An exam-
ple of admissible attacks satisfying Assumption 2 is given
by Q1 = —1, Q2 = 0, and Q3 = I. In this case (13) is
equivalent to |al®> < 1+ |¢1|%.

Remark 6 Condition (13) models the resource the at-
tacker has to continuously launch attacks without being
detected. While some existing works detect attacks with
unbounded norms, see [21,29] for example, we focus on
the safety of the controlled system in the presence of at-
tacks. Although equivalent or similar assumptions are
adopted by some existing works, in particular, [43, As-
sumption 4], [44, Assumption 1], [19, Section IV.D], [51,
Equation (18)], we consider a more general class of at-
tacks, where the attack signal can be state-dependent. See

also [32, Section 4] for a more detailed discussion on at-
tack signals and a monitor.

We aim to solve the following problems under Assump-
tions 1 and 2 in this paper.

(I) Safety verification of the closed-loop system when

only the primary controller is connected to the
plant (1), i.e., of the system dynamics given by

(= AG + Go(HG) + Bia, (15)

(IT) Synthesis of the secondary controller (3) such that
safety can be ensured for (5). That is, find

A2 BQ
Cs Dy

K = ) (16)

such that there exists a set £ that is RPI for (5)
and £ C E£(2).

We provide solutions to (I) and (II) in the next section.

3 Main results for safety verification and sec-
ondary controller synthesis

We start this section by introducing the S-procedure
which will be used extensively in the remaining part of
the paper.

Lemma 1 (Section 2.6.3 in [7]) Let Fy,...,F, be
quadratic functions of the variable £ € R™:

F¢) =€ Tie+2b] €4 v, i =1,...,p,

where T; = Ti—r. If there exist 1 > 0,...,7, > 0 such
that for all €,

Fo(€) — Zﬂﬂ(f) >0,

then, we have Fy(€) > 0 for all £ such that F;(§) > 0,
i=1,...,p.

3.1 Safety verification

We first set E,, = 0 and Cs = 0 and verify the safety of
the closed-loop system with the primary controller (2)
only. Consider the quadratic function V3 ({1) = ¢ Pi(y
for a positive definite matrix P; > 0. If we can find a P;
such that V' < 0 whenever V = 1 along the trajectories
of (15), then the ellipsoid £(P;) is RPI for (15) as the
states starting inside £(P;) cannot leave E(Py).



Proposition 1 Consider the closed-loop system (15)
with the primary controller only. Suppose Assumptions 1
and 2 hold. Suppose there exist a positive definite matriz
Py, real constants a; € R and asg, as, ag > 0 such that

Iy Ty PiB—a@s 0
* —2asl 0 0
=0,
* * —a@3 0
(17)

* * * oy — 0

= o PO
— Qg j 07
| *x —1 * —1
where

'y =He(A PL —a3sH S/ VSH) + o P1 — a2Q,
FQ = P1G + OégHT(Sl + SQ)TV.

Then E(Py) is RPI for (15) and E(Py) C E(E).

PROOF. Consider the quadratic function V4((;) =
¢ Pi¢y for Py = 0. A sufficient condition to show that
E(Py) is RPI for (15) is given by

Vi(G) <0

whenever V1(¢1) = 1, (13) and (10) hold. Writing the
above conditions in quadratic forms for the vector
(¢1,0,a,1) and using the S-procedure, the above condi-
tion holds if there exist constants cry € R and aig, a3 > 0
such that

I'h Te PBi—xm@y O
o —2asl 0 0
=0,
* * —aQ3 0
* * * Qg —

where the condition (10) is written as

He(HTS{VSoH) —HT(S14+52)TV 0 0

* 21 00
=<0

* * 00

* * *x 0

Toshow E(Py) C £(Z), we need to show that ¢ E¢; —1 <
0 whenever (] Pi¢; — 1 < 0. We again apply the S-
procedure which directly leads to the second inequality
of (17) for some a4 > 0. O

Remark 7 Note that in Proposition 1, the condition
(17) is in fact not an LMI since both the matriz Py and

the constants oy, ay are variables. In practice, one can
solve (17) for fized oy and ay. There are existing meth-
ods that can efficiently solve (17), see [26, Remark 5],
[32, Remark 8], and [22, Remark 2] for example. More-
over, the result given in Proposition 1 is only sufficient
to guarantee the safety of (15). That is, if (17) is not
feasible in Proposition 1, there may still exist an RPI set
for (15) which is a subset of the safe set.

3.2 Secondary controller synthesis

‘We now address the problem of secondary controller syn-
thesis. The sensor and input selection matrices Cs and
FE,, are assumed to be pre-selected. That is, the designer
first is given which set of sensors are locally available
such that they can be secured and which set of secondary
controller inputs are to be fed back to the plant. Specif-
ically, given Cy and E,,, we want to find K and P > 0
such that £(P) is RPI for (5) and £(P;,) C £(E), where
P, is the projection of P onto R™» "1,

To better present the results on secondary controller
synthesis with state-dependent attacks, we first re-write
the conditions (13) and (10) in quadratic forms for the

extended states x = ((, ¢, a,1) = ({1, x2, (257 a, 1), as fol-
lows:

Q10Q2 0
~ 00 O
**Q30

* *x *x —1

=<0, (18)

He(HTSTVSoH) —HT(S1+S2)"VZI 00

* 21 00
=0,

* * 00

* * *x 0
(19

where we have Q; = A O]TQl[InP+n1 0], Q2 =

[Inp-l-nl O]TQ27 @3 = Q?n = [qu-Hh O]7and H= [H 0]
We define the following matrices

Ao [+ BDiC, B,Gy s [ BoE.
B.C, Ay 0 (20)
¢=log, ol

The main theorem is presented as follows.

Theorem 1 Consider the closed-loop system (5). Sup-
pose Assumptions 1 and 2 hold with Sy # S3. Suppose
there exist positive definite matrices X,Y , real constants
a1 € R and as, ag, ay > 0 such that the following matriz



inequalities are feasible

W, TsWw, W, XHT
reste <0, (21)
* F4
W Wo Wy @y Wid; 0 |
* —2asl 0 0
° <0, (22)
* * —OéQQg 0
* * * Qo — (1
00 X X 0 0]
*-1 0 —ag | x =10 =0, (23
* * —=1 * % 0]
X I
= 0. (24)
1Y

wherg W1 and Wy are any bases of the null space of BT
and C, defined in (20), respectively. Moreover,

P |
Ts =He((A + 5(GV(Sy + 52 — 2B1Q5 ' Qo) H
1 1 _
+ Oél]))X) + EGGT + ;261@3 182—7

—1
Ty=- (%(52 — 51)TV(52 -5+ azQ) )
Q=0Q,Q5'Q2—Q1,
®, =He(Y A) — agHe(H S} VS H) — aaQ1 + 1Y,
By =Y G+ asH ' (S1 +52) TV,
(I)g ZY81 - QQQ;—.

Ay By

Then there exist K := and P =

Y N I

- | for
* Y
some N and Y with appropriate dimensions such that
E(P) is RPI for (5) and E(Pe,) = E(X 1) CE(B).

Ca Dy

PROOF. The proof consists of three main parts. First,
we construct a sufficient condition that ensures safety of
the closed-loop system (5) based on similar ideas from
Proposition 1 using the quadratic function V(¢) = ¢ P¢
for some P > 0. However, this condition turns out to be
non-convex due to the new variable K. We then apply
the projection lemma to the derived non-convex condi-
tion resulting in two new sufficient conditions. Finally,
the conditions are convexified by assuming the structure
(35) on P and using Schur complement arguments.

Consider the extended states x = (¢, ¢,a,1) and the
quadratic function V(¢) = ¢ P¢ for some P = 0. Via

direct calculation, the time derivative of V'({) along the
trajectory of (5) is given by the following quadratic form.

PA+ AP PG PB O

. * 0O 0O
V=x" X- (25)

* ~ 0 0

* * %= 0

To show that £(P) is RPI for (5), it is sufficient to have
V < 0if V(¢) = 1 and conditions (18), (19) hold. The
condition V() = 1 can be expressed as the following
quadratic form,

POO O
*00 O
=0. (26)
* %0 0
* x x —1

Consequently, using the S-procedure, a sufficient condi-
tion on (P, A) to ensure £(P) is RPI for (5) is given by

&)1 ‘i)Z (i’;} 0
* —2a3] 0 0
’ ) <0, (27
* *  —an@3 0
* * * Qo — (1

where a; and as, a3 > 0 are real constants. Moreover,
we have

o, =He(PA) — agHe(HTSlTVSQH) — Q1+ P,
dy =PG + Oz3’HT(51 + Sz)TVI,
&)3 =PB — OQQ;—.

We re-write (27) in the following way such that terms
containing K are grouped together,

He(PA) 00O
* 000
O+ =0, (28)
* *00
* *x % 0

where  is such that (27) is equivalent to (28). Define
the following matrices

0B
10

A0
00

— _ — (29)

) )

co




It follows from (29) that A = A+ BKC. This allows us
to further re-write (28) as

He(PA) 000
x 000
0 + +UTK'V4+VTKU <0,
* «~00
* * % 0
Q2

(30)
wmmv%:@TPooﬂ,Uz[éooﬂ.

The following result, which is known as the projection
lemma [18, Lemma 3.1}, will be used in the remaining of
the proof.

Lemma 2 Given a symmetric matric ¥ € R™*™ and
two matrices U,V of column dimension m, consider the
problem of finding some matriz © of compatible dimen-
sions such that

v4+U'e'vV4+vTieu <o. (31)

Denote by Wy, Wy any matrices whose columns form
bases of the null space of U and V', respectively. Then
(31) is solvable for © if and only if

W OWy < 0 and Wy UWy < 0. (32)
To apply Lemma 2, we consider the strict version of (30)
which is only sufficient to ensure (30)|I|,
QW +U'K'V+VTKU <O0. (33)
Lemma 2 implies that, the existence of K such that
(33) is feasible is equivalent to W QW < 0 and
Wy QaWy < 0.
Consider first the condition WJ QoW < 0. Define V =

O - |PO| . .
[BT;OOO].Thu&V:V ---r--| . Since P > 0 is in-

Pto

vertible, Wy := W is a basis of Ker V' when-

ever Wy, is a basis of Ker V. As a result, we can write
Wi QoWy < 0 equivalently in the following way

W Qs Wy <0, (34)

! The non-strict projection lemma is discussed in [30] which
requires extra assumptions on the system dynamics.

where

PO
0 I

[Pt 0
0 I

Q3 = Qo

P19, P71 P11, P 1d; 0

B * —2a31 0 0
* * —a2Q3 0 ’
* * * Qo — (1

with &; = &,+He(PA—P.A). Without loss of generality,
we partition the positive definite matrix P as follows

Y N
p=|" - L (3)
* Y

7

pa_ | XM
* X

where Y and X are both in R(»*71)%(7+11) and ¥ and
X are both in R™2%"2 and positive definite. Using (35),
we can write P~1®; P~ in the following way

A 7
77

P'o P =

)

where 7 denotes matrix entries that are irrelevant and
A1 = He(AX) — X (asHe(HT S VSs) + a2Q1) X +
a1 X . The following facts are used

CTHe(H 'S} VSyH)¢ = ¢ He(HT ST VS H)(y,
CTQIC = Qi
As
? b

Similarly, we have

with Ay = GT + a3 XHT(S; + S2)"VT and Az = By —
@2 XQj , where T = [I, 14, 0]. Moreover, by (29) and
¢ = (¢1,x2), we have

- [A
P*%:[:,P*%:

OIOOﬂ

BT0000

07000
C0000

1. (36)

It then follows that bases of the null space of V and U
are given by

(W, 00 0] (W, 00 0]

0 000 0 000
We=|0 IT00|,Wy=|0 100 (37)
0070 00170
|0 00 I} |0 00 ]




where Wy and W, are any bases of the null space of
BT and C, respectively. Thus, condition (34) takes the
following form

WIAW, WAy W A; 0

* —2a3l 0 0

. =<0, (38)
* *  —anQ3 0
* * * Qo — (1

where terms represented by 7 are eliminated due to the
fact that the second row of Wy is identically zero. Fur-

thermore, by (9), we have ¢ = (¢,0). Therefore, (38)
can be simplified to

WA W W Ay WAy O

where Ay = G + a3 X H (S + S2) V.

Note that (39) is non-convex since A; is quadratic in
X. We then linearize (39) using Schur complement ar-
guments. First, due to Schur complement, (39) is equiv-
alent to

1. 1
Wi (A + EA2A2T + a—zAgleA;)Wl < 0. (40)

A

Expanding A using the expressions of Aq, Ag, and Ag
yields the following equality

A=T3—-XH'T,HX. (41)

Moreover, I'y < 0 is guaranteed by Assumptions 1 and
2 with S; # S and «ag, a3 > 0. Substituting (41) into
(40) and applying Schur complement again result in (21)
which is linear in X.

We now consider the condition WJ QoWy < 0. Follow-
ing similar arguments on the structure of P, we have

®, 7
? 7

o7

o) = , o =

Using (37) and the fact that ¢ = (¢,0), Wy QoWy < 0
is equivalent to (22) which is linear in Y.

Next, we show that condition (23) is sufficient to guaran-
tee the containment relation £(P,) = E(X 1) C E(B).

Since P has the block structure given in (35), from Corol-
lary 2 of [32], it can be verified that P;, =Y —~NTY "N,
which is equal to X ~! using the expression of block ma-
trix inversion. Consequently, the containment relation
E(Pr,) = E(X 1) C E(E) can be equivalently written as

Xto
7 <0, (42)
* —1

(1]

0

:

for some a4 > 0. Note that (42) is nonlinear in the
variable X . To deal with it, we apply another congruence
transformation with diag(X, I) to (42) leading to

[XEX 0 ] [X 0]
— Qg jO (43)

*  —1 * —1

The first term of (43) can be written as

00

* —1
Then, via the Schur complement lemma [7], inequality
(43) is equivalent to

+[X 0]"E[X 0].

00 X X 00
*—1 0 —ag |« =10]| =20, (44)
* *x —=71 * x 0

which is linear in X.

Lastly, condition (24) is proved to be equivalent to P > 0
in [33, Lemma 7.5]. O

Steps for controller synthesis. To construct the con-
troller matrix K, we take the following steps.

(1) Solve the feasibility conditions (21)-(24) which are
LMIs of variables X, Y, as, and a3z for fixed oy
and ay4. See Remark 7 for a discussion on related
computational issues.

(2) Construct the matrix P. Since X — Y~! = 0,
MNT =T — XY is guaranteed to be non-singular.
Thus, once X and Y are known, appropriate M
and N can always be found. Then, Y can be chosen
asY = I+ NTY !N which ensures P > 0.

(3) Substitute P into (30) resulting in an LMI in K
which can be solved efficiently.

Reduced-order design. In Theorem 1, the order of
the secondary controller ns is not specified. If a sec-
ondary controller of order k is required, an extra con-
straint Rank(] — XY) < k should be added to (21)-(24)



[18]. However, the rank constraint is non-convex. It is
shown in [20] that, under some special conditions the
reduced-order problem can be formulated in terms of
LMIs. Nevertheless, if we do not impose constraints on
ns, the conditions given in Theorem 1 can still be solved
efficiently.

Recall that, in the above analysis the projection lemma
is applied to the strict version of condition (30). In the
next part, we show that, for linear systems (S; = S2)
with state-independent attacks (Q; = 0 and Q2 = 0), it
is possible to deal with (30) without using the projection
lemma.

3.3 Linear case with state-independent attacks

In this part, we address the secondary controller synthe-
sis problem for the simpler case where Assumption 2 is
satisfied by @1 = 0 and Q2 = 0, i.e., for all time, the
attack signal a satisfies

a'Qza < 1. (45)
for some Q3 > 0. In addition, Assumption 1 is satis-
fied by S; = Ss. Since V > 0, S; = S implies that
¢(H(1) = S1HG, i.e., ¢ is a linear function of ;. With-
out loss of generality, we assume that S = So = 0
meaning the term S;H(; has already been absorbed in
A;1(;. A sufficient condition similar to (30) can be ob-
tained by considering the stacked vector ({1, a, 1) instead
of ((1,¢,a,1) and removing all entries corresponding ¢,
resulting in the following condition:

He(ATP)+ a1 P PB 0
* —042@3 0

* *

<0.  (46)

Qg — (X1
We follow the approach introduced in [36] to find an in-

vertible change of variables that yields a convex suffi-
cient condition.

We consider the same partition of the positive definite
matrix P as (35)

Y N 1 XM
P= ~ P P = 5 (47)
* Y *
From [36], it can be verified that
PII, =TI, (48)
where
X I 1Y
I, = = (49)
MT O ONT
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Note that, the matrices defined in (20), except Cs and
FE,,, come from the plant and the primary controller.
Since we assume C; and F, are known, the matrices
A, B, and C are all known. Moreover, recall that A;, A,
As and Ay are as defined in (6). It can be verified that

./41 = A-l— BDQé, .AQ = BCQ,AS = Bgé, .A4 = AQ.

Then, the change of variables is given as follows

A=YAX+YAM" + NAsX + NAM T,
B = NB, +YBD,,

C=C,M" +DyCX,

D = Ds.

(50)

From (49) and (50), the following identities can be veri-
fied

AX + BC A+ BDC
I} PAI, = X | =A®), (51)
A YA+ BC
T T By
I, PB=1I, B = := B(n). (52)
1

Note that, (51) and (52) are linear in the new variables
n:= (X,Y,A,B,C,D). Based on (51) and (52), if we
perform the congruence transformation with diag(Ily, I)
on (46), we have

He(A(n)) + a1 P(n) B(n) 0
* —a2Q3 0 j 07
* * Qo — (1 (53)
X I
P(n) =1 PII, = Y] =0,

To summarize, (46) and the containment relation
E(Pr,) = E(X™Y) C E(E) are equivalent to

He(A(n)) + a1 P(n) B(n) 0
* _a2Q3 0 jo,
I * * Qg —a
(00 X X 00
(54)
*—1 0 —ay | x =10]| X0,
B —=-1 * % 0
X I
Pn) = =0
1Y




Notice that (54) can be efficiently solved for fixed non-
negative constants a; and ay. Since P(n) = 0, we have
Y = 0and X — Y ! = 0. Moreover, MN' =1 — XY
is guaranteed to be non-singular. Therefore, once (54)
is solved, appropriate M and N can always be found.
Lastly, the secondary controller variable K can be found
via (50) in the order of Dy, Cy, By, and A, as follows

Dy =D,

Cy =(C—DyCX)M™ T,

B, =N"YB - YBD,),

Ay =N"Y(A — NBy,CX —YBC,M"
~Y(A+ BDyC)X)M ™.

(55)

We summarize the above analysis in the following theo-
rem.

Theorem 2 Consider the closed-loop system (5). Sup-
pose Assumption 2 holds with Q1 = 0, Q2 = 0 and As-
sumption 1 holds with S1 = Sy = 0. Suppose there exist
matrices A, B, C, D, positive definite matrices X,Y ,
and real constants a1 € Ry an > 0, a4 > 0 such that (54)
is feasible. Then there exists P = 0 such that E(P) is
RPI for (5) and E(P,) = E(X™1) C E(E). In partic-
ular, the control parameters of the secondary controller
(3) are given by (55).

Remark 8 In practice, it is easier to take ny = np +ny
in Theorem 2 which ensures that M and N are square
and the synthesized controller is unique.

3.4 Optimization perspectives

For fixed constants aq, s, as, and ay4, conditions (17)
and (54) are LMI feasibility problems. One can also
include some convex cost functions which are to be
minimized to achieve certain performances. For sim-
plicity, we study examples for the linear case with
state-independent attacks only.

Example 1 Find the worst admissible attack signals.

A method to find out the worst possible attack that can
be dealt with by the closed-loop systems (15) and (5), is
to maximize the volume of the ellipsoid induced by (45).
Since ()3 is a positive definite matrix, this is equivalent
to minimizing the volume of the ellipsoid induced by
a'Qz'a < 1. Tt is shown in [24] that the volume of the

latter ellipsoid is proportional to det[Qg]%, where det[]
denotes determinant. This function is shown to share
the same minimizers with the function log det[Q3], see
Section 3.7 of [7]. Unfortunately, for positive definite Q3,
log det[Q3] is non-convex. We follow the approach in [32]

1
by minimizing a convex upper bound of det[@s]=.
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2 We say a € Ls if ||a]|2 =

Lemma 3 (Lemma 4, [32]) Given any positive defi-
nite matriz R € R™*"™ the following holds

1
V'

Moreover, arg min[Tr[R] %] = arg min[Tr[R]].

|3

det[R]* < Tr[R]% . (56)

As a result, one can set Q3 = 0 to be another variable,
and then minimize the convex function Tr[@3] subject
to the feasibility conditions (17) and (54). The function
Tr[@s] in this case dictates the amount of resources an
attacker has to invest to violate the safety constraints
of the system and serves as a possible metric of how
secondary controller improves the safety of the overall
system. Note that, if (17) and (54) are solved for given
a1, o, ay, the addition of the new variable ()3 will not
make the problem non-convex.

Example 2 Design K such that the size of E(Pe,) =
E(X 1) is optimized. Note that Py, = X~ via (47).

If the secondary controller is synthesized such that the
size of £(X 1) is minimized, then the projection of the
obtained RPI set onto the (; hyperplane has the smallest
size. The problem is equivalent to maximizing the size
of £(X). Following the discussion in Example 1, it can
be down via minimizing Tr[X] subject to (54). On the
other hand, if the size of £(X ~!) is maximized, the size
of the set of initial conditions that preserves safety is
maximized. The secondary controller can be synthesized
by minimizing — log det[X] subject to (54), robustifying
the safety property against uncertain initial conditions.

Example 3 Find a K such that the Lo gairﬂfmm a to
Ug 18 minimized.

The inclusion of the secondary controller ensures safety.
However, the signal u, injected to the closed-loop system
by the secondary controller might deteriorate the per-
formance. In this case, it is desirable to use a secondary
controller that generates a smaller us. One possible way
of doing it is to minimize the L5 gain from a to us. This
idea is similar to the QP-based design in [3], where a
minimum-norm control input is added to the nominal
controller.

Let C = [DQC’ CQ} , where C'is defined in (20). It can be

verified that us; = C{. Consider the quadratic function
V(¢) = (T P¢ for P = 0 and left and right multiply the
following inequality by the extended states (¢, a)

+% [COT] o] =0 1)

He(ATP) PB
* —(y—¢e)

[ Ja(t)]?dt exists and is
finite.



We have V(¢) — (v — €)|a|? + |us|?/y < 0 which implies
the L5 gain from a to u is upper bounded by . Applying
Schur complement to (57), it can be shown that (57) is

equivalent to

He(ATP) PB CT
* —(y—¢e)I 0 | =20. (58)
* * —~I

Recall that the change of variables is defined in (50) and
I1; is given in (49). Applying the congruence transform
with diag(Ily, I, T) to (58) yields

He(A(n))  B(n) C)"
* —(y=e)I 0 =<0, (59)
* * —~I

where C(n) = CIl; = [C DC’} It can be seen that (59)

is linear in n = (X,Y, A, B, C,D). We summarize the
above result in the following corollary.

Corollary 1 Consider the closed-loop system (5). Sup-
pose Assumption 2 holds with Q1 = 0, Q2 = 0 and As-
sumption 1 holds with S; = Sy = 0. Suppose there exist
matrices A, B, C, D, positive definite matrices X,Y,
and real constants a; € R, > 0,4 > 0,7 > 0,6 >0
such that (54) and (59) are feasible. Then there exists
P = 0 such that E(P) is RPI for (5) and £(X 1) C £(2).
Moreover, the Lo gain from a to u is upper bounded by
~. In particular, the control parameters of the secondary
controller (3) are given by (55).

Note that v enters (59) linearly, it can be minimized sub-
ject to LMI constraints if aq, ag, ay are fixed. Secondary
controllers with some other commonly seen performance
indices such as Hy performance can be synthesized us-
ing the same framework. We refer interested readers to
[36, Section III] for more details.

4 Numerical Case Study

In this part, we illustrate the main result via numer-
ical simulations on a controlled shunted linear resis-
tive—capacitive-inductive Josephson junction model
considered in [37]. The model is given by

0 1 0 0 0
L 1 1 :
E=10—4 & |[&+]1|ut| -4 |siné&, (60)
1 1
0 3. "B 0 0

where ¢ = [¢; & &]T € R? is the state vector, u € R
is the control input, and the values for the parameters
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are 8o = 0.707, B = 2.6, v = 0.2135. In [37, Section
8.2], it is shown that (60) can be stabilized by the state-
feedback control law v = K¢, where K = [-48.3832 —
8.6234 73.1825]. The state-feedback case can be viewed
as taking y, = &.

We will take u = K¢ as our primary controller which is
subject to actuator attack a, € R which is assumed to
satisfy a2 < 1 for all time. This leads to Q1 = Q2 = 0
and @3 = 1 in Assumption 2. It can be observed that
the nonlinear function sin &; satisfies Assumption 1 with
H=[100],V=1,5 =-022,and Sy = 1. To design
the secondary controller, we use one secure measurement
ys = & + & making Cs = C = [1 1 0] and the con-
trol input is fully send to the actuator making E, = 1.
Moreover, it can be verified that

0 1 0 0
A= | 483832 —8.9254 74.5965 | ,B =B, =
0 0.3846 —0.3846 0

Lastly, the safe set is given by £(Z) = {¢ € R3| ¢ T2¢ <
1} with Z = 5015 which is a sphere centred around the
origin.

Via Proposition 1, we fail to find a robust invariant
set fully contained in £(Z). Consequently, there might
exist attack signals that drive the state £ outside the
safe set. However, the optimization problem in Propo-
sition 1 becomes feasible if we consider a larger safe set
E(E) = {¢€ e R3| ¢T=¢ < 1}, with = = 1113 = 0.22E.
The plots of the found invariant set and the original safe
set £(E) are shown in Fig. 2. It can be seen that the
found invariant set is not a subset of the safe set.

Fig. 2. Plots of the safe set and the computed RPI set using
the primary controller only. The red ellipsoid is the safe set
and the blue ellipsoid is the RPI set achieved by the primary
controller.

We then synthesize the secondary controller using The-
orem 1 aiming to guarantee that the invariant set is a



subset of the safe set whenever the attack signal satis-
fies the constraint (13). We choose the constants a; =
ag = 0.05, ag = 0.1, and ay = 0.99 such that (21)-(24)
are LMIs which can be solved efficiently to get

0.0122 —0.0035 —0.0002
X = | —0.0035 0.0140 —0.0005 |,
—0.0002 —0.0005 0.0152
573.0413 173.3292 —61.6569
Y =] 173.3292 173.3396 —0.5772
—61.6569 —0.5772 509.5987

The matrix N is chosen to be I3 resulting in Y =1I;+
Y ~!. Thus, using the obtained Y, we can construct P =

Y I

Ly Lastly, we substitute P to (30) making
33+ Y

. Az By :
(30) an LMIin K = . Solving (30) leads to the
C2 Dy

following controller

—3.8530 —3.8930 —0.0136;—7.7172
K = 10° —3.8495 —3.8983 —0.0125!—7.7782
0.0380 0.0388 —0.0048:—0.1077

0.0669 0.0673 0.0005 : 0

When the synthesized secondary controller is included
in the closed-loop, the updated invariant set and the safe
set are shown in Fig. 3. It can be seen that, with the
contribution of the secondary controller, we manage to
find an RPI inside the safe set, therefore ensuring the
safety of the closed-loop system.

Remark 9 In this example, the synthesized controller
takes a high-gain form which normally suffers from ro-
bustness issues against measurement noises. However,
this will not be a problem since we assume the secondary
controller uses reliable and perfect measurement which
reflects the fact that natural disturbances and noises are
normally considered small compared to adversarial sig-
nals. Another implementation issue is the potential peak-
ing of the control input. One way to deal with it is to
replace the linear map E,, with a properly designed satu-
ration function, which will introduce an extra nonlinear-
ity of dead-zone function into the plant. Fortunately, as
shown in [39], the dead-zone function satisfies the sec-
tor bound condition (10), at least locally. As a result,
the closed-loop system can be analyzed within the same
framework. Another approach to avoid unnecessary us-
age of the secondary controller is to use a switching mech-
anism such that the secondary controller is connected to
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Fig. 3. Plots of the safe set and the computed RPI with the
addition of the secondary controller. The red ellipsoid is the
safe set and the blue ellipsoid is the RPI set achieved by the
primary controller and the secondary controller.

the plant only when needed [38]. However, the switching
between controllers is beyond the scope of this work, but
is an interesting future endeavour.

5 Conclusions

We have provided a framework for analysis and synthe-
sis of safety-aware controllers of a class of nonlinear sys-
tems subject to sensor and actuator attacks. By using
reliable feedback, a secondary controller synthesis prob-
lem is formulated as feasibility problems of matrix in-
equalities. Although the initial synthesis problem is not
convex, we give sufficient conditions in both linear and
nonlinear case to render the problem tractable for exist-
ing convex optimization solvers. A numerical example of
the Josephson junction model is simulated, where a sec-
ondary controller is designed to guarantee safety which
can not be achieved by the primary controller alone. An
interesting future work is to investigate how Cs and E,,
impact the system and how to optimally select them.
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