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Abstract

The use of DNS over HTTPS (DoH) tunneling by an attacker to hide malicious activity within encrypted DNS traffic poses
a serious threat to network security, as it allows malicious actors to bypass traditional monitoring and intrusion detection systems
while evading detection by conventional traffic analysis techniques. Machine Learning (ML) techniques can be used to detect
DoH tunnels; however, their effectiveness relies on large datasets containing both benign and malicious traffic. Sharing such
datasets across entities is challenging due to privacy concerns. In this work, we propose CO-DEFEND (Continuous Decentralized
Federated Learning for Secure DoH-Based Threat Detection), a Decentralized Federated Learning (DFL) framework that enables
multiple entities to collaboratively train a classification machine learning model while preserving data privacy and enhancing
resilience against single points of failure. The proposed DFL framework, which is scalable and privacy-preserving, is based on a
federation process that allows multiple entities to train online their local models using incoming DoH flows in real time as they
are processed by the entity. In addition, we adapt four classical machine learning algorithms, Support Vector Machines (SVM),
Logistic Regression (LR), Decision Trees (DT), and Random Forest (RF), for federated scenarios, comparing their results with
more computationally complex alternatives such as neural networks. We compare our proposed method by using the dataset
CIRA-CIC-DoHBrw-2020 with existing machine learning approaches to demonstrate its effectiveness in detecting malicious DoH
tunnels and the benefits it brings.

Index Terms

Decentralized Federated Learning, DNS-over-HTTPS, malicious DoH tunnel detection, Privacy-Preserving

I. INTRODUCTION

THE growing adoption of Domain Name System (DNS) over Hypertext Transfer Protocol Secure (HTTPS), known as
DoH [1], enhances user privacy by encrypting DNS queries, thereby preventing unauthorized monitoring. However, at-

tackers have exploited DoH to establish covert communication channels, making the detection of malicious activity considerably
more challenging.

DoH tunneling has become a significant cybersecurity threat, enabling data exfiltration and Command and Control (C2)
communication. Using encrypted DNS traffic, attackers can maintain persistent access to compromised systems while evading
detection by conventional traffic analysis techniques [2]. This covert channel method poses a risk to network security, as
it allows malicious actors to bypass traditional monitoring and intrusion detection systems (IDS), making identification and
mitigation increasingly challenging.

A major challenge in DoH tunnel detection is the need for large-scale and diverse datasets to train accurate Machine
Learning (ML) models. Traditional network security solutions, such as Deep Packet Inspection (DPI) [3], are less effective
against encrypted traffic, limiting their applicability. To overcome these challenges, intrusion detection systems increasingly
rely on ML techniques to classify suspicious patterns in network traffic [4]. However, training robust ML models for DoH
tunnel detection typically requires centralized data collection, where DNS traffic from multiple sources is aggregated. This
centralized approach raises significant privacy concerns, as entities must share sensitive DNS traffic, and it also introduces a
single point of failure, making the system more vulnerable to targeted attacks.

Recently, new paradigms have emerged with the purpose of distributing the learning process, thus avoiding the localization
of data in a single point and enhancing data privacy. Among them is Federated Learning [5] (FL), which allows for a
collaborative and distributed training process in which each participant trains a local ML model with only its own data.
Subsequently, participants share their ML models with a central server that aggregates them to compute a global model. This
iterative process also presents a decentralized approach, Decentralized Federated Learning (DFL), where the presence of a
central server disappears to favor scalability and robustness against failures in large, sparse, and dynamic scenarios [6].

Besides that, in certain real-world scenarios it is not common to have a complete dataset available to train an ML algorithm.
In such cases, ML algorithms are trained as new samples are generated, for instance, in the context of sensoring data. In
addition, the distribution of this data may vary over time, as well as different contexts not originally contemplated. Incremental
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learning [7] is a methodological framework within the field of ML that utilizes techniques on data or ML models with the
objective of enabling models to learn and progressively reinforce its knowledge without losing previously acquired information.
This makes it a fundamental field for processing data in online environments, such as DNS, where data arrives temporally in
sequential order and ML models need to be updated to improve predictions.

To overcome current limitations of ML schemes for DoH tunnel detection, we propose CO-DEFEND, an incremental-based
DFL framework that enables multiple entities to collaboratively train a classification model while preserving data privacy and
improving resilience against single points of failure. This approach ensures that incoming DoH traffic data remains localized,
reducing the risk of data exposure while maintaining detection effectiveness. Our contributions can be summarized as follows:

• We introduce a novel incremental-based DFL scenario that allows multiple entities to collaboratively train a DoH malicious
traffic detection model, while maintaining data privacy and system robustness.

• We propose the use of classical lightweight ML algorithms, Support Vector Machines (SVM), Logistic Regression (LR),
Decision Trees (DT), and Random Forest (RF), for the detection of malicious traffic of the processed DoH flows, as well
as their adaptation to federated training scenarios.

• We compare different non-federated, centralized and decentralized federated learning scenarios to assess their effectiveness
in DoH tunnel detection, focusing on the trade-offs between communication and computational overhead due to the
collaborative training.

• We employ and adapt a state-of-the-art simulation tool for the implementation of the validation scenarios, as well as the
use of libraries for the adaptation of the mentioned ML algorithms for their incremental approach.

• We compare our proposed method with existing centralized and FL approaches in the literature, demonstrating that it
achieves comparable results in detecting malicious DoH tunnels while providing benefits of enhanced data privacy and
cost reduction.

The remainder of the paper is organized as follows: Section II presents an overview of the fundamental concepts and
methodologies relevant to this study. Section III provides a review of the state of the art related to DoH tunnel detection,
FL frameworks, and incremental learning. The proposed DFL scenario, methodology, and the definition of the collaborative
training of the chosen ML algorithms are detailed in Section IV. Section V presents the experimental setup of the validation
scenarios, and Section VI contains the evaluation and discussion of the obtained results. Finally, Section VII summarizes the
conclusions drawn from our findings and outlines some directions for future research.

II. BACKGROUND

This section provides a concise overview of the key concepts and methodologies underpinning this study, including DNS
security challenges, federated learning (and its decentralized variant), and incremental learning. We begin by examining the
security challenges associated with the DoH communication protocol, focusing on its potential misuse for covert communication.
Next, we introduce FL framework and its extension to DFL, emphasizing their advantages in privacy-preserving network security
applications. Additionally, we explore incremental learning, a technique that enables models to continuously adapt to evolving
attack patterns.

A. DNS Security Threat

DNS [8] is a fundamental protocol in pervasive communications, facilitating various functionalities, including service
discovery and name resolution. However, the DNS protocol can be exploited as a tunneling mechanism, posing a significant
security threat to ubiquitous networks [9].

DNS tunneling exploits the DNS protocol to encapsulate other protocols and transmit data, often bypassing network
restrictions for malicious purposes. A DNS tunnel enables bidirectional communication between a client and a server by
encapsulating data within DNS packets. As shown in Figure 1, the process involves configuring a malicious DNS server,
embedding data within DNS queries, and transmitting them to the attacker’s server. Once received, the server decodes the data,
enabling activities such as data exfiltration, command execution, or network reconnaissance.

The covert nature of DNS tunneling poses a significant threat to cyber-physical systems (CPS), as attackers leverage this
method to stealthily extract sensitive information or transmit malicious commands. By evading traditional IDS, including
behavioral analysis techniques, these attacks compromise the security and integrity of network systems.

One method for detecting DNS tunnels involves analyzing the content of DNS traffic. However, with the introduction of
DoH [1], new challenges have emerged due to the encryption of DNS queries, which limits deep packet inspection. While DoH
mitigates certain security vulnerabilities in traditional DNS [10], it also renders conventional detection techniques obsolete, as
encryption prevents direct content analysis of DNS traffic [2].

Discovered in 2019, the Godlua Backdoor [11] was the first known malware to utilize DoH as a covert communication
channel, enabling the concealment of malicious traffic within DNS queries. In 2020, APT34 [12] became the first documented
Advanced Persistent Threat (APT) group to leverage DoH specifically for data exfiltration, marking a significant advancement
in cyber attack methodologies.
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Fig. 1. Diagram of the different stages of DNS tunnels functionality

Various tools are available for generating DoH tunnels, facilitating the transmission of malicious traffic within DoH connec-
tions [13]. The primary function of these tools is to establish covert data tunnels, enabling traffic to be encapsulated within
DNS queries and transmitted over HTTPS. Additionally, some tools allow attackers to create DoH tunnels by operating a DoH
proxy. Notable examples of such tools include Iodine [14], dns2tcp [15], and dnscat2 [16].

B. (Decentralized) Federated Learning

FL framework [5] has emerged in recent years as an alternative to classical ML, in which training data is aggregated in a
central server. Motivated by the emergence of paradigms such as the Internet of Things (IoT) or computing approaches such
as cloud-continuum [17], the classical centralized FL (CFL) consists of collaborative training of an ML algorithm, where each
client trains its local model with its own dataset. Then, when the clients finish this training, the local models are sent to a
central server, which is responsible for aggregating them into a single global model (which is sent back to the clients). The
federation process is iterative, repeating the above process over a series of rounds starting with the global model from the
previous round.

Although FL has great advantages as a result of learning without sharing data, which increases privacy by not sending
data to a processing point and saves bandwidth, it still has several drawbacks [18], [19]. These are frequently discussed in
the literature and include both security and privacy issues, as well as global model inversion [20], membership attacks [21],
Byzantine attacks by malicious nodes [22], [23], dealing with delays due to straggler devices [24], among others, which are
often mitigated through countermeasures like differential privacy [25] and coded computing.

Recently, a new paradigm called DFL [26] has emerged as a new approach to the centralized version. In DFL, the central
server responsible for model aggregation disappears and delegates this procedure to some clients in the learning network.
Now, the clients share their local model with other clients in the network (usually with similar characteristics), resulting in
different topologies. This approach provides a more robust scheme against single-point failures and more scalable because it
does not depend on the central server. DFL also has a number of drawbacks that have received attention in the literature,
such as increased model communication overhead [27], which is usually mitigated by lightweight communication protocols,
e.g., Gossip [28]. Security challenges are also present (even to a greater extent than in CFL) in DFL, as malicious nodes
can manipulate the learning process. To mitigate these threats, researchers proposed different Byzantine-robust aggregation
techniques [29].

C. Incremental Learning

Compared to traditional ML, incremental learning [30] can continuously acquire new knowledge with new data, while
retaining most of the previously trained knowledge. Maintaining the trade-off between integrating new information and
preserving prior knowledge is a challenge known as the “stability-plasticity dilemma”, where stability refers to not forgetting
previously learned patterns and plasticity refers to adapting to new data.

This capability becomes very important in dynamic environments where data reception is sequential and not fully available at
any given time, such as real-time applications, IoT systems, or collaborative learning frameworks [31]. This approach reduces
computational and storage costs, making it scalable for large-scale applications or devices with limited resources.

Incremental learning faces several challenges, including catastrophic forgetting [32] (loss of previously acquired knowledge)
and concept drift [33] (the distribution of received data differs from previous ones). To overcome these challenges, there are
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TABLE I
RELATED WORKS OF DOH TUNNEL DETECTION.

Reference Year # features ML Accuracy
[4] 2020 28 RF 99.9 %
[36] 2020 34 LightGBM, XGBoost 100%
[37] 2020 31 RF, GB 100%
[38] 2021 27 LightGBM 100%
[39] 2021 31 XGBoost, RF 99.22%
[40] 2021 - DeepFM 99.5%
[41] 2022 29 RF 99.98%
[42] 2023 6 Adaboost 100%
[43] 2023 - RF, DT 99.99%
[44] 2023 28 CatBoost 99.9%
[45] 2024 4 LR 95.35%

some techniques such as regularization [34] (penalizing significant changes) or replay mechanisms [35] (mixing new batches
with representative old data).

Previously explained concepts serve as the foundation for our proposed framework, which leverages DFL and incremental
learning to enhance the detection of malicious DoH tunnels while ensuring scalability, data privacy and online deployment.

III. RELATED WORK

This section provides an overview of existing research on DoH tunnel detection, as well as the application of federated and
incremental learning in network analysis.

A. DNS Tunnels

In recent years, the focus on privacy has intensified as a result of concerns about data security and user privacy. The detection
of malicious DoH tunnels attracted considerable attention, driven by the growing threat of encrypted DNS traffic exploited for
covert communications. The enhanced confidentiality and integrity of DNS queries alone do not suffice to mitigate all security
risks. Research challenges for DoH abuse are presented in [9].

The papers in Table I focus on DoH tunnel detection using various ML techniques, all of which utilize the “CIRA-CIC-
DoHBrw-2020” dataset by MontazeriShatoori et al. [4].

The studies on DoH tunnel detection employ a variety of machine learning algorithms. Banadaki [36], Behnke et al. [38],
and Alenezi and Ludwig [39] use LightGB and XGBoost, while MontazeriShatoori et al. [4], Singh and Roy [37], Zebin et
al. [41] and Alzighaibi [43] achieve high accuracy with RF.

Several works also incorporate feature selection techniques [45], improving accuracy by removing irrelevant features [38]
and using correlation-based feature analysis [40]. Additionally, Abu et al. [42] leverage Principal Component Analysis (PCA)
for feature selection to enhance their Adaboost classifier’s performance.

Niktabe et al. [46] applied interpretability models to identify patterns in malicious traffic associated with DoH tunnels.
In another study, the same authors [45] analyzed malicious DoH traffic and proposed an approach that incorporates feature
selection, achieving an accuracy of 95.35% using LR.

B. Incremental ML in Federated Scenarios

Much of the existing literature on FL has primarily focused on training deep neural networks, particularly Convolutional
Neural Networks (CNN). This focus was due to their proven effectiveness in processing large volumes of data and capturing
complex patterns; however, their application is not always necessary to achieve satisfactory performance in all scenarios. In
contrast, simpler algorithms such as SVM and DT can often achieve comparable results at a lower computational cost, making
them more suitable for resource-constrained applications. These algorithms received comparatively less attention in FL research,
with existing studies largely providing a theoretical framework for their adaptation to federated environments [47], [48], rather
than a realistic, practical implementation that could be empirically validated. In this paper, we address the adaptation of several
well-known ML algorithms to FL scenarios and evaluate their performance in the distributed DoH traffic analysis environment.

On the other hand, few studies explored the compatibility and synergies between approaches such as FL and incremental
learning. In [49], it is proposed a decentralized and collaborative machine learning framework for low-resource IoT devices,
through the combination of federated and incremental learning. It provides an incremental prototype-based learning algorithm
with random-based model exchange protocols and novel prediction and prototype generation methods, demonstrating superior
training efficiency compared to centralized counterparts.

Work [50] proposed a novel FL-based intrusion detection system framework that addresses the same problem in dynamic
network environments. In this case, by introducing a class gradient balance loss and a sample label smoothing loss, the
framework enhances the memory of old classes while maintaining the detection effectiveness for new classes.
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C. Federated Learning for Traffic Network Analysis

Several studies have been conducted on the incorporation of FL techniques in various domains, such as health, finance, smart
grid, industrial automation, and IIoT [51]–[54]. Through this approach, it is possible to train ML algorithms collaboratively,
guaranteeing the privacy of sensitive information and demonstrating their effectiveness in disease prediction, financial data
analysis, or industrial process improvement. However, in comparison, its application to the analysis and detection of malicious
traffic in DoH requests has not been widely explored, despite its importance for security in various applications.

Some previous works used FL in the context of network traffic analysis, primarily in network traffic anomaly detection.
Doriguzzi et al. [55] proposed FLAD (adaptive FL Approach to DDoS attack detection), an approach that optimizes the FL
process in cybersecurity by assigning more computing resources to participants with harder-to-learn attack profiles. This enabled
constant model refinement while keeping test data private and maximizing both convergence and accuracy for DDoS attack
detection. In [56], the authors introduced MT-DNN-FL, which enhanced the FL framework by incorporating a multi-task deep
neural network. This approach simultaneously detected network anomalies, identified VPN (Tor) traffic, and classified network
traffic, alleviating the data limitation problem while reducing the training burden.

For the particular case of DoH traffic, the existing approaches are limited. Recently, researchers started exploring FL scenarios
for DoH tunnel detection. Li et al. [57] presented a classifier to detect DoH tunnels using FL to train a CNN. However, ensuring
the robustness of these models remains challenging, and there is a lack of studies that effectively address these issues.

Within the research field of FL, the DFL variant received less attention compared to the classical centralized version, despite
its advantages in terms of robustness and scalability. The fact that nodes work more autonomously and share knowledge
with each other without intermediaries makes this paradigm much more suitable for areas such as Flying Ad-Hoc Networks
(FANETs), vehicular scenarios, Industry 4.0, and blockchain, among others [58]. For example, Pokhrel et al. [59] proposed
an autonomous blockchain-based FL design for privacy-aware vehicular communication, where on-vehicle machine learning
updates were decentralized and verified using blockchain. However, to the best of our knowledge, no studies have explored
the use of the DFL paradigm for network traffic analysis.

In this study, we bridge the gap in DFL applications for encrypted traffic analysis by proposing a framework tailored
to the unique challenges of DoH tunnel detection. While prior (e.g., [55]–[57]) works demonstrated the potential of FL in
network security, their focus has largely been on centralized architectures or non-encrypted traffic scenarios. Our framework
combines incremental learning with decentralized federated updates, enabling adaptive anomaly detection in encrypted network
environments. Following sections detail our methodology, experimental validation, and comparative analysis, demonstrating how
decentralized federated updates with incremental learning overcome these challenges without sacrificing detection accuracy.

IV. METHODOLOGY

This section details the configuration of our federation scenario, including the selection and adaptation of the learning
algorithms employed by the participating entities. We also describe the technical aspects of distributed federated and incremental
learning that enable effective model training in a decentralized environment.

A. System Configuration

We consider a distributed learning scenario involving multiple entities (i.e. a cross-silo scenario), each utilizing different
DNS provider and collaborating to detect malicious DoH tunnels. Since DNS queries are encrypted in DoH, deep inspection
of the packet is not feasible; instead, intrusion detection relies on traffic pattern analysis. Each entity deploys an IDS with
the primary objective of identifying intrusions through network traffic analysis and detecting malicious DoH tunnels. For this
purpose, we employ a DFL approach for collaboratively training a classification ML algorithm. This approach has three main
objectives: (i) to strengthen the learning process by using data from different DNS providers; (ii) to avoid data privacy issues
by not having to centralize the data location; and (iii) to avoid single point failure issues by not centralizing the federation
process. Also, our framework is incremental, with local models continuously updated as new data arrive to each entity, thereby
adapting to evolving attack patterns.

Figure 2 illustrates the proposed scenario, depicting the entities participating in the collaborative learning network, each
utilizing different DNS providers. The diagram highlights the key components involved in the DFL process, demonstrating
how entities contribute to model training.

The topology of the DFL scenario is modeled as a static undirected graph G = (V, E) where V represents the nodes
participating in the learning process as vertices, which are interconnected by the set of links E ⊆ V ×V . Specifically, this is a
peer-to-peer (P2P) topology, where each of the entities in the network can communicate with any other entity (motivated by
the cross-silo nature of the scenario).

In each round of the federation process (hereinafter the terms round and federation round are used interchangeably), every
node performs the following steps (summarized in Figure 3): (i) trains its local model using the data available in that round;
(ii) shares its trained model parameters with peer nodes; and (iii) aggregates the received model parameters using a predefined
aggregation algorithm.
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Fig. 2. Decentralized Federated Learning framework scenario

Data training: Traditional FL typically assumes that each node trains on a static and pre-collected local dataset. In contrast,
in a real-world scenario, network traffic arrives continuously, and the local dataset is constantly updated. To reflect this, our
incremental FL approach processes incoming DoH flows in sequential batches. Each node uses the flows received between
consecutive rounds as a new batch to update its local model. This mechanism enables the framework to adapt dynamically
to emerging malicious DoH tunnel patterns, addressing the challenge that a model trained on past data may quickly become
obsolete.

Model parameters sharing: During each federation round, each entity randomly selects a peer from the P2P network.
It shares its trained model parameters using the Gossip communication protocol [60]. This protocol is widely known for its
efficiency in the rapid dissemination of information over large networks as well as for its convergence capability. One of its
main benefits is the reduction of the bandwidth consumption, as it avoids sharing information with all nodes in the network.

Aggregation process: Various aggregation techniques can be employed within the DFL framework, including statistical
averaging [61], robust aggregation methods [62], and ad hoc methods for non-parametric models such as DT [47]. The following
subsection details the ML algorithms selected for collaborative learning and the model parameter aggregation process for each
of them.

B. ML Algorithms for Federated Environments
Based on previous studies [63], this work considers the following machine learning algorithms: SVM, LR, DT, and RF.

Although deep neural networks have been prominent in FL research, these models offer comparable detection performance
while enabling faster incremental updates and reduced communication overhead. We define the ML models, focusing on the
description of their adaptation for federated settings. The adaptations required for the incremental approach of ML algorithms
are described in detail in Section V.
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NODE i
NODE i

Fig. 3. Flowchart of the DFL process in the learning scenario

1) Support Vector Machine: SVM is a supervised ML algorithm primarily used for classification tasks [64]. Its main objective
is to find the optimal hyperplane

S =
{
x ∈ Rn : wTx+ b = 0

}
, (1)

w = (α1, . . . , αn)
T
,

that maximizes the margin between two classes in a n-multidimensional feature space. This margin is defined as the Euclidean
distance between the hyperplane and the nearest data points from each class, known as support vectors.

In binary classification, SVM focuses on finding a single hyperplane, which can be characterized by its model parameters
(α1, . . . , αn, b), depending on the number of features n. Therefore, in a FL scenario, entities only share these parameters with
their participants. For the aggregation process, each node (or a central server, if applicable) applies statistical methods to derive
a single hyperplane from local updates, such as computing the coordinate-wise mean.

2) Logistic Regression: LR is also a supervised ML algorithm primarily used for binary classification, though it can be
extended to multi-class problems [65]. It is based on maximum likelihood estimation (MLE), modeling the probability that a
given input belongs to a particular class. It estimates the parameters of the logistic function (also called the sigmoid function):

P[y = 1|x] = σ(z) =
1

1 + exp (−z)
, z = wTx+ b, (2)

where z is a linear representation of the features depending on the coefficients w = (β1, . . . , βn), in order to maximize the
likelihood of observing the given data.

In order to model the probability of one class relative to the other in a collaborative manner, the shared model parameters
are the feature coefficients and the bias term (β1, . . . , βn, b). Aggregation methods, such as averaging, are used to combine
the parameters from different entities.

3) Decision Trees: DTs are non-parametric supervised learning models that recursively partition the feature space through
axis-aligned splits by selecting feature thresholds that maximize a node purity metric (e.g., information gain or Gini impu-
rity) [66], [67]. We employ the Hoeffding Tree algorithm as described in [68] to support online, incremental learning from
streaming data. Hoeffding Tree is an incremental, anytime decision tree induction algorithm that is capable of learning from
massive data streams, assuming that the distribution generating examples does not change over time. It exploits the fact that a
small sample can often be enough to choose an optimal splitting attribute. Hoeffding Trees guarantee asymptotic equivalence
to batch-trained trees under the Hoeffding bound

ϵ =

√
R2 log(1/δ)

2N
, (3)
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where R is the range of observer values, δ represents the split confidence parameter and N the number of observed samples
at a node. Each tree T maintains a set of splitting rules {ϕ1, . . . , ϕm} where

ϕi = (fi, τi,Li,Ri), (4)

with fj denoting the splitting feature, τj the threshold value, and Lj , Rj the left/right child nodes. Each node (representing
a distinct entity) trains its local Hoeffding Tree on its respective data stream, leading to heterogeneous tree structures in terms
of depth, split criteria, and leaf distributions.

Given the structural diversity among locally trained trees, conventional parameter-level aggregation (e.g., averaging) is
impractical. Previous works have explored methods for aggregating decision trees in FL, such as model selection or decision
rule voting [47], [69]. Instead, the nodes share their trees and associated parameters with each other, forming a pool of candidate
models. Specifically, each node compiles a set of candidate trees that includes its own local Hoeffding Tree and those received
from peer nodes. Using a dedicated validation set, each tree candidate is then evaluated by computing its prediction accuracy.
The candidate with the highest accuracy is selected as the aggregated model for that node, ensuring that only the best-performing
models propagate across the decentralized network, defining the accuracy as

1

N

N∑
i=1

I{T (xi) = yi}, (5)

where xi and yi denote the validation features and labels, respectively. Here, T (·) represents the prediction function of the
candidate tree (i.e., it outputs the predicted class for a given input xi), and I{·} is the indicator function, which returns 1 if
the condition inside is true (that is, if the predicted class equals the actual label yi) and 0 otherwise.

The candidate achieving the highest accuracy on the validation batch is then selected as the updated local model. This
aggregation mechanism ensures that, despite the underlying heterogeneity, the most effective decision boundaries propagate
across the decentralized network.

4) Random Forest: RF [70] is an ensemble learning method that constructs multiple decision trees and aggregates their
predictions to improve overall accuracy and robustness. It builds an ensemble of decision trees by training each on a bootstrapped
sample of the data and employing random feature selection at each split. For an input x ∈ Rn, the ensemble prediction is
determined by majority vote:

ŷ = mode {T1(x), T2(x), . . . , TN (x)} , (6)

To enable collaborative training associated with a DFL scenario, we implement an aggregation and pruning strategy, similar
to approaches studied in federated random forest models [71], [72]. In each round, nodes exchange their locally trained trees,
and each node aggregates the received trees with its own ensemble. This flattened ensemble is evaluated on a validation set.
For each tree, the prediction accuracy is computed as described above.

Subsequently, the forest is pruned by keeping only the top performing trees (up to a limited amount), making the aggregated
model maintain high predictive performance and being able to generalize across the varied data distributions inherent to each
node. This pruning strategy aligns with findings in previous federated RF research, which indicate that selectively retaining
the most generalizable trees enhances robustness and prevents model overfitting [69], [71].

V. EXPERIMENTAL SETUP

In this section, we detail the experimental setup and the various scenarios used to evaluate the proposed DFL framework.
We also describe the considered dataset for validation and the software implementation used for the simulations.

A. Dataset

The dataset used in this study is CIRA-CIC-DoHBrw-2020 [4], which was collected using a purpose-built traffic-capturing
infrastructure designed to generate both benign and malicious DoH traffic. The corresponding benign traffic was generated by
browsing the top 10,000 Alexa-ranked websites using Google Chrome and Mozilla Firefox, both supporting DoH. In contrast,
malicious DoH traffic is generated using DNS tunneling tools such as dns2tcp [15], DNSCat2 [16], and Iodine [14], which
encapsulate data within DNS queries to create encrypted data tunnels. To ensure a comprehensive evaluation of DoH servers,
authors used the following four providers: AdGuard, Cloudflare, Google, and Quad9.

The dataset consists of statistical features derived from the captured traffic, which were extracted using a tool called
DoHLyzer, developed by the authors. The proposed tool groups DoH packets into flows, where a DoH flow is defined as
a sequence of one or more packets that have the same source and destination. The distinction of a DoH flow is the time
constraint between packets: there is a defined maximum time interval that can elapse between two packets within a flow.
DoHLyzer extracts 28 statistical and time-series features from the captured traffic and outputs them, along with flow duration,
IP addresses, ports, and initial timestamp, in a CSV file, as detailed in [4]. Additionally, it also includes a label indicating
whether the traffic is benign or malicious. As a result, the dataset comprises 34 features along with the corresponding label.
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TABLE II
NUMBER OF FLOWS AND THEIR MALICIOUS/BENIGN DISTRIBUTION

Entity DNS Provider Total Size Malicious Benign
1 GoogleDNS 53,586 41,574 12,012
2 Cloudflare 31,226 29,346 1,880
3 AdGuard 25,144 22,224 2,920
4 Quad9 159,687 156,692 2,995

Fig. 4. Description of the four evaluation scenarios for collaborative training between entities with different DNS providers: non-federated learning, centralized
federated learning, decentralized federated learning and Gossip-based decentralized federated learning. In all scenarios, both nodes and central server, the ML
model validation sets contain the same samples.

Dataset Distribution: To evaluate a federated environment, we aim to simulate DNS traffic from different entities. While
this could be achieved by randomly partitioning the dataset, as done by Li et al. in [57], we adopt an alternative approach to
ensure that each entity’s traffic exhibits distinct characteristics. Specifically, we simulate a scenario in which each entity utilizes
a different DNS provider, ensuring a more realistic scenario where traffic distribution varies between entities. We segment the
traffic by DNS provider based on IP addresses, enabling evaluation per provider. Table II summarizes the flow distribution
across providers. As can be observed, the traffic is unbalanced and the number of malicious flows is significantly higher than
the number of benign flows.

Training/Validation segmentation: Prior to distributing the dataset to each entity, we selected a random 10% of the total
samples as a global validation set containing benign samples and attack patterns belonging to each entity. This validation set
is used by all entities (or the central server, if applicable) to evaluate each of the local models under the same conditions and
observe whether the local models generalize for different attack patterns. This criterion is used for system validation purposes
only. The remaining dataset is divided by IP addresses between each of the entities as described above. In each of these entities,
another 10% of the samples of the local dataset is selected for a local validation of the own models and to check if they better
detect attacks performed on the entity itself. Finally, the remaining samples are used to train each local model of the entities
and are packaged in batches for training in each of the federation rounds. The proportion of benign/malicious samples in each
of the batches is in accordance with the proportion shown in each entity’s trainset.

Feature Selection: PCA is used in this study to reduce the dimensionality of the feature space and address challenges
associated with high-dimensional data. By reducing the number of features, PCA not only improves computational efficiency
but also enhances model performance by focusing on the most informative aspects of the data while eliminating redundant or
less relevant features. Moreover, PCA helps mitigate the risk of overfitting, as it simplifies the model without compromising its
ability to generalize. It also reduces the risk of pattern imitation by adversaries, which strengthens the model against evasion
techniques. As shown in previous studies [73], there are certain features that provide sufficient information to identify patterns
in malicious traffic. However, attackers can mimic these features to avoid detection. Therefore, PCA is incorporated not only
to reduce dimensionality but also as a security measure, making it harder for attackers to exploit predictable patterns.

B. Definition of Validation Scenarios

To evaluate the effectiveness of our approach, we consider four different training scenarios (summarized in Figure 4) that
cover both centralized and decentralized learning paradigms:

• Non-Federated Learning (Baseline): Each node trains a local model using only its own local data, with no collaboration
between nodes, i.e. no model parameters are exchanged in this scenario. This represents a conventional centralized approach
per node (no federation) and serves as a baseline to see how well an individual node can detect attacks in isolation.

• Centralized Federated Learning: Each node participates in a standard FL setup with a central server (aggregator). In
each round, nodes train local models on their respective data and send the model parameters to the central server. The
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server aggregates these models (e.g., by averaging parameters for SVM/LR or selecting decision trees as described in
Section IV) into a single global model, which is then broadcast back to all nodes for the next round. This scenario is
equivalent to the classical CFL framework and allows us to compare decentralized vs. centralized aggregation.

• Decentralized Federated Learning: The nodes collaborate in a P2P network without any central coordinator. Each
node communicates directly with others to share model updates. In our implementation, during each round every node
exchanges model parameters with all other peers (fully connected topology). Each node then aggregates updates from
peers locally. This yields a global consensus model over time, but achieved via distributed agreement. The DFL scenario
tests robustness to the removal of the central aggregator, potentially improving fault tolerance and decentralization at the
cost of more complex communication.

• Gossip-based DFL (Proposal): A modified decentralized scenario where model sharing is based on a randomized Gossip
protocol. In each round, instead of broadcasting to all peers, each node randomly selects one peer and exchanges its
model with that peer. These pairwise exchanges are randomized each round, and over many rounds the updates propagate
through the network (Gossip ensures eventual consistency). This approach significantly reduces communication overhead
per round while still allowing the federation to reach a common model. The Gossip-based DFL scenario is more scalable
to large networks.

All scenarios are evaluated under identical experimental conditions, including the same data partitioning, learning models,
and simulation parameters. The FL process is conducted over 20 rounds. The batch size in all entities is 153 samples. This is
the number of samples available to AdGuard (the provider with the lowest number of samples) in each of the rounds if the
train set allocation is equal in each round. Due to the disparity in the number of samples between entities, this allocation of
samples in batches is done to ensure a fair comparison in each of the rounds.

By comparing these scenarios, we can assess how a fully centralized approach, a conventional federated approach (CFL),
and our decentralized approaches (DFL with full sharing vs. DFL with gossip) perform relative to each other in detecting
malicious DoH tunnels.

C. Performance Metrics

To measure the detection performance of each model, we use four standard classification metrics: accuracy, precision, recall,
and F1-score [74]. These metrics are computed from the counts of true positives, false positives, true negatives, and false
negatives obtained on the test data. We briefly define each metric below (TP = True Positives, FP = False Positives, TN =
True Negatives, FN = False Negatives):

• Accuracy is the fraction of all queries that are correctly classified:

A =
TP + TN

TP + TN + FP + FN
(7)

• Precision (Positive Predictive Value) is the proportion of predicted malicious queries that are truly malicious:

P =
TP

TP + FP
(8)

• Recall (True Positive Rate) is the proportion of actual malicious queries that are correctly detected:

R =
TP

TP + FN
(9)

• F1-score is the harmonic mean of precision and recall:

F1 =
2× TP

2× TP + FP + FN
= 2× P ×R

P +R
(10)

These metrics provide a comprehensive evaluation of model performance. Accuracy gives an overall correctness rate, precision
reflects how reliable the model’s positive (malicious) predictions are (low false-alarm rate if precision is high), recall indicates
the model’s ability to catch malicious instances (coverage of true attacks), and F1 balances the two, which is useful if there
is an imbalance between benign and malicious classes. In the context of our problem, precision corresponds to how many of
the detected malicious DoH flows were actually malicious (for avoiding false alarms), while recall corresponds to how many
of the actual malicious flows we managed to detect (for security coverage).

D. Software Implementation

A distributed computing platform is required to deploy the DFL process. After reviewing state-of-the-art simulation tools [58],
[75], we selected the open-source simulator1 developed in [29]. It is an open-source simulator developed in Python for the
execution of tests in the DFL framework, although it allows configuring CFL scenarios and distributed non-collaborative

1Code is available online:
https://gitlab.com/compromise3/decentralizedfedsim

https://gitlab.com/compromise3/decentralizedfedsim
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1Fig. 5. Sweep of the number of PCA components of the accuracy in a full-DFL scenario with 10 rounds

scenarios. Furthermore, this simulator has been designed to be scalable, allowing the inclusion of ad-hoc code for training
algorithms or distributed dataset processing without requiring a focus on the DFL process itself. The adaptation of the simulator
for the validation of our methodology is also open-source2, and the specific changes made are specified below.

For this purpose, several classes/functions have been developed to implement data collection, preprocessing, and distribution,
as detailed in this section, as well as the ML models chosen for the classification of traffic flows.

For the implementation of these models, the Python library sklearn has been used, which provides the necessary
tools for the SVM and LR algorithms, including support for incremental training of the samples through the means of the
SGDClassifier class. The RF and DT algorithms have been adapted from the River library, which provides the underlying
tree structures and their processing, although it does not natively support incremental training. For the trees in both RF and
LR models, the HoeffdingTreeClassifier class is employed. Additionally, the aggregation algorithms required for the
model sharing process, as detailed in Section IV, have also been implemented.

VI. EVALUATION AND DISCUSSION

In this section, we will present the results for each scenario and discuss how the models fared according to these metrics.
Prior to the presentation of the results, a feature selection procedure is performed by using PCA, motivated by the challenges

posed by high-dimensionality, the risk of overfitting, and security concerns in the federated environment (Subsection VI-A).
Following the component selection study, we evaluate the performance of the various algorithms (as defined in Section IV)
across the scenarios described in Section V. In this way, the results are discussed under the following criteria: (i) comparison
between the validation scenarios (Subsection VI-B), and (ii) comparison between the trained algorithms and other similar works
(Subsection VI-C).

A. Feature Selection – PCA

A key aspect here is the choice of the number of PCA components needed to characterize the dataset without incurring a
loss of relevant information. Therefore, we perform a study of the evolution of the accuracy of the different entities in a specific
scenario. A full-DFL scheme was defined with 10 federation rounds. We conducted an exhaustive sweep of PCA components,
varying the number from 1 up to the full dimensionality of the original dataset, to determine the optimal trade-off between
accuracy and feature reduction. The results can be seen in Figure 5 where each of the plots shows the sweep of the number
of PCA components for each of the training algorithms.

In view of the results, selecting an optimal number of PCA components that maximizes the accuracy of all entities in all ML
algorithms simultaneously is practically infeasible. Our analysis reveals that performance improves markedly when the number
of PCA components exceeds 10, although beyond this threshold, the improvement is inconsistent due to outlier behavior in

2Code is available online:
https://gitlab.com/compromise3/co-defend

https://gitlab.com/compromise3/co-defend
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certain entities (e.g., Quad9 for DT, GoogleDNS for LR). In general, most cases show good results in the range of 20 − 24
PCA components (as it is shown).

The final selection was decided based on two criteria: (i) the total accuracy of all the scenarios be as high as possible;
and (ii) the variability between the results of each entity be as low as possible (avoiding very good results in some entities,
and low in others). These normalized results can be seen in Figure 6, where the best results, simultaneously, are found in 22
and 24 components. We ultimately selected 22 PCA components, as this configuration maximized the overall accuracy across
scenarios while minimizing inter-entity variability, with only a minor trade-off observed for RF performance.

B. Validation scenarios comparison

Figure 7 presents the final accuracy values achieved by each DNS entity after 20 rounds, illustrating the performance under
different validation scenarios and across various ML algorithms. Based on these results, it can be clearly observed how the
federation process in any of its forms provides a positive result in all possible scenario-algorithm combinations. Notably,
for entities such as GoogleDNS and Cloudflare, tree-based algorithms (DT and RF) exhibit substantial improvements when
federation is applied; for example, the RF model’s accuracy more than doubles compared to local training. Using a global
testset to validate the models, it is observed how the distributed collaboration process allows the entities to learn about attack
patterns that were previously unknown to them (since they did not have such data).

On the other hand, the SVM and LR algorithms also experience an increase in the results obtained by introducing federation,
although it is more discrete (around 3% and 14%). This analysis is similar for the AdGuard and Quad9 entities, with the
difference that the tree-based algorithms already show significant results. This is predictably due to the nature of tree-based
algorithms, improving generalization on unseen attack behaviors. Unlike linear models (SVM, LR), they leverage additional
structural patterns. The federated process integrates other participants’ decision boundaries, resulting in more accurate classifiers.

As for the federated scenarios, the vast majority of cases show similar results among them, which requires a more refined
analysis of the results. In these simulations, the CFL and DFL results are the same in all cases. This is because the aggregated
models in each round are the same: in CFL, the central node computes the global model based on all contributions; in DFL,
all entities receive the rest of the contributions and compute the same (global) model.

On the other hand, one might expect that the results of DFL+Gossip would be worse than those of the DFL scenario, since
the federation scheme is the same, but there is less sharing of ML models between entities. Nothing could be further from the
truth, the results in the latter scenario maintain the good metrics obtained in DFL in most cases, and even improve in some
entities and algorithms. The network topology is fully connected, allowing each node to randomly select any other node as
its gossip partner. This ensures that, over multiple rounds, model updates propagate efficiently throughout the network. This
is the case of the DT algorithm, where the proposed scenario obtains the best results among those evaluated. The same case
occurs with the RF algorithm, although the improvement in accuracy is almost imperceptible. Others, such as SVM, obtain
similar results for practical purposes, with or without the inclusion of the Gossip protocol. As an exception, the LR algorithm
is the only ML model evaluated that worsens its results with respect to the full-DFL scenario, predictably due to the lack of
convergence in reducing the spread of the models.

It is important to consider not only accuracy but also the F1-score, as its significance is critical in scenarios where precision
and recall must be balanced to minimize false positives and false negatives. Minimizing false positives is essential to avoid



13

TABLE III
ACCURACY FOR DIFFERENT DNS PROVIDERS AND VALIDATION SCENARIOS. NFL: NON-FEDERATED LEARNING; CFL: CENTRALIZED FEDERATED

LEARNING; DFL: DECENTRALIZED FEDERATED LEARNING; DFL+GSP: GOSSIP-BASED DFL.

DNS Provider SVM LR RF DT
NFL CFL DFL DFL+Gsp NFL CFL DFL DFL+Gsp NFL CFL DFL DFL+Gsp NFL CFL DFL DFL+Gsp

GoogleDNS 0.893 0.942 0.942 0.927 0.755 0.877 0.877 0.755 0.928 0.971 0.963 0.967 0.922 0.924 0.939 0.961
Cloudflare 0.900 0.942 0.942 0.935 0.815 0.877 0.877 0.898 0.478 0.971 0.963 0.967 0.537 0.924 0.939 0.965
AdGuard 0.795 0.942 0.942 0.954 0.743 0.877 0.877 0.820 0.381 0.971 0.963 0.967 0.668 0.924 0.939 0.966

Quad9 0.911 0.942 0.942 0.947 0.817 0.877 0.877 0.826 0.924 0.971 0.963 0.967 0.924 0.924 0.939 0.966

NFL CFL DFL DFL+Gsp

Validation scenario

G
oogleD

N
S

C
loudfare
A
dG
uard

Q
uad9

0.893 0.942 0.942 0.927

0.900 0.942 0.942 0.935

0.795 0.942 0.942 0.954

0.911 0.942 0.942 0.947

SVM algorithm

NFL CFL DFL DFL+Gsp

Validation scenario

D
N
S
P
ro
v
id
er
s

0.755 0.877 0.877 0.755

0.815 0.877 0.877 0.898

0.743 0.877 0.877 0.820

0.817 0.877 0.877 0.826

LR algorithm

NFL CFL DFL DFL+Gsp

Validation scenario

D
N
S
P
ro
v
id
er
s

0.928 0.971 0.963 0.967

0.478 0.971 0.963 0.967

0.381 0.971 0.963 0.967

0.924 0.971 0.963 0.967

RF algorithm

NFL CFL DFL DFL+Gsp

Validation scenario

D
N
S
P
ro
v
id
er
s

0.922 0.924 0.939 0.961

0.537 0.924 0.939 0.965

0.668 0.924 0.939 0.966

0.924 0.924 0.939 0.966

DT algorithm

0.4

0.5

0.6

0.7

0.8

0.9

1Fig. 7. Accuracy for different DNS providers and validation scenarios. NFL: Non-Federated Learning; CFL: Centralized Federated Learning; DFL:
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excessive alerts. Misclassifying benign DoH queries as malicious could result in the unnecessary blocking of legitimate services,
leading to user access issues and potential service interruptions. Table IV collects the F1-Score values for different DNS
providers and scenarios. SVM consistently achieves an F1-score of 0.969 in both DFL and CFL across all providers, matching
centralized performance, while DFL+Gossip slightly improves results, reaching 0.975 for AdGuard, indicating enhanced model
aggregation. Similarly, LR maintains stable performance (0.93) across all providers, outperforming centralized learning in some
cases, such as GoogleDNS (0.849), with DFL+Gossip further improving generalization, particularly for Cloudflare (0.945) and
Quad9 (0.898).

Tree-based algorithms (RF and DT) exhibit the most significant gains from the federation process, consistent with the accuracy
results. Centralized learning for RF performs poorly in some cases (0.499− 0.961), whereas DFL achieves consistently high
F1-scores (0.98 across all providers), with DFL+Gossip further improving to 0.982. A similar trend is observed for DT, where
centralized learning shows lower performance (0.672 − 0.961), while DFL and CFL provide stable results (0.967 − 0.969),
with DFL+Gossip further improving to 0.982 for AdGuard and Quad9.

These results, as shown in Figure 8, underscore the significance of decentralized collaboration, especially for models like
tree-based algorithms that benefit from heterogeneous decision patterns for improved performance. The significance of these
F1-score improvements is critical in DoH tunnel detection, where precision and recall must be balanced to minimize false
positives and false negatives. Moreover, the higher performance of DFL+Gossip compared to standard DFL suggests that
incorporating peer-to-peer communication enhances model aggregation and convergence.

In addition to the positive points highlighted in the previous analysis, the main advantage of the DFL+Gossip scenario is
the bandwidth savings in communication when sharing models. Assume n represents the number of nodes and B the data
volume of model parameters. In CFL, the communication cost is 2nB, which increases to n(n−1)B in the full DFL scenario.
However, by incorporating the Gossip information dissemination mechanism, the cost is reduced to nB. Therefore, in this
case, even reducing the communication cost by one third with respect to DFL, the results of the proposal maintain or improve
the results obtained (except when using LR).

C. ML algorithms comparison

Although earlier sections present individual model metrics, this comparative analysis further highlights the relative merits
of each approach within federated scenarios. The RF model consistently outperforms all other evaluated algorithms. Looking
at the same results shown in Figure 7, LR algorithm demonstrates the lowest performance among the evaluated models, likely
due to its limited ability to capture non-linear relationships inherent in the dataset. It is followed by SVM which, although it
obtains acceptable results, does not exceed the results of the others in the DFL+Gossip scenario. Finally, the algorithms based
on DT and RF trees stand out, with RF being the only one capable of obtaining very good results in the three federation
scenarios.

In addition to the comparisons made in this work, we also compare the results with other similar works. We will take as a
reference the work mentioned in Section III [57], since it is the only work found in the literature that uses FL on the same
dataset, although a direct comparison is not possible since it is not the same validation scenario.
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TABLE IV
F1-SCORE FOR DIFFERENT DNS PROVIDERS AND VALIDATION SCENARIOS. NFL: NON-FEDERATED LEARNING; CFL: CENTRALIZED FEDERATED

LEARNING; DFL: DECENTRALIZED FEDERATED LEARNING; DFL+GSP: GOSSIP-BASED DFL.

DNS Provider SVM LR RF DT
NFL CFL DFL DFL+Gsp NFL CFL DFL DFL+Gsp NFL CFL DFL DFL+Gsp NFL CFL DFL DFL+Gsp

GoogleDNS 0.940 0.969 0.969 0.960 0.849 0.93 0.93 0.849 0.961 0.985 0.98 0.982 0.958 0.961 0.967 0.979
Cloudflare 0.945 0.969 0.969 0.965 0.893 0.93 0.93 0.945 0.612 0.985 0.98 0.982 0.672 0.961 0.967 0.981
AdGuard 0.879 0.969 0.969 0.975 0.841 0.93 0.93 0.895 0.499 0.985 0.98 0.982 0.785 0.961 0.967 0.982

Quad9 0.953 0.969 0.969 0.972 0.897 0.93 0.93 0.898 0.961 0.985 0.98 0.982 0.961 0.961 0.967 0.982
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In this paper, a CNN network is used for the training process in CFL, obtaining final accuracy results around 0.9986 under
no-IID data distribution. With our results, we observe that these results are quite similar despite the decentralization of the
data and the learning process. In addition, our results have been obtained using computationally simpler algorithms compared
to the CNN, demonstrating that the dataset used for validation does not necessitate complex ML models.

The following analysis shows the difference in computational complexity between the ML algorithms used in this comparative
study. Let n be the number of training samples, f for the features, and T the number of decision trees, their computational
complexities for SVM, LR, DT and RF are O(nf), O(nf), O(n log(n)f) and O(Tn log(n)f), respectively [76]. On the other
hand, the CNN architecture used in the cited work includes two convolutional layers, two pooling layers, three fully connected
layers and one output layer. Given that k is the filter size, c is the number of channels, L is the number of fully connected
layers, and h is the number of neurons per layer, the training computational complexity (adapted for feature datasets and no
images) can be expressed as O(nfkc + Lh2), which is significantly higher than those of the previously mentioned models.
While this complexity is significantly higher during training—primarily due to the fully connected layers—CNNs may offer
better scalability for larger problems. Once trained, CNNs can also achieve faster inference times compared to models like
SVM. Future work should consider evaluating CNN performance under different validation scenarios to more clearly define
its advantages in our contributions and objectives.

VII. CONCLUSION

The use of DoH by an attacker to conceal malicious activities within encrypted DNS traffic poses a significant challenge to
traditional network security approaches. While centralized machine learning models can be effective in detecting DoH covert
channels, these models require the collection of DNS traffic from multiple sources, raising privacy and security concerns.
Additionally, the centralized approach may result in congestion and single points of failure, limiting its effectiveness in large-
scale deployments.

The main contribution of this work lies in the proposal, CO-DEFEND, a Gossip-based DFL collaborative system. DFL
offers a privacy-preserving alternative by allowing multiple entities to train a global model without sharing raw data. Unlike
traditional FL, which relies on a central node for model aggregation, DFL employs peer-to-peer updates, eliminating the need for
centralized coordination. In addition, the batch-based continuous training approach allows adaptation to dynamic environments
where a complete dataset is not available from the start.

Another relevant contribution of this work is the adaptation and application of classical machine learning algorithms, such
as SVM and RF, to the federation process. Compared to neural networks, which dominate most of the studies in this field,
these algorithms (and therefore, the proposed Gossip-based DFL framework) present a lower computational complexity in the
training phase, achieving comparable results in many cases.

Our experiments show significant improvements in accuracy and F1-score of trained models compared to distributed
scenarios without collaborative learning. Furthermore, the proposal outperforms the results obtained in CFL schemes, in
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addition to offering advantages inherent to the DFL approach, such as higher scalability, single-node fault tolerance, and
reduced communication costs thanks to efficient dissemination algorithms based on Gossip. Despite the use of PCA potentially
reducing accuracy, the results have shown improvements over centralized approaches while providing benefits by mitigating
overfitting issues and enhancing privacy against adversarial attacks.

One of the critical challenges in DFL for malicious DoH tunnel classification is the presence of adversarial participants
seeking to compromise the integrity of the global model. Malicious nodes could inject manipulated updates to degrade the
performance of the model, misclassify malicious DoH traffic as benign, or introduce backdoors. To mitigate this, blockchain-
based verification can be integrated into the DFL framework to ensure model integrity. Future work should evaluate the
trade-offs between security, computational overhead, and communication efficiency when implementing these defenses.

On the other hand, although our proposal presents an incremental approach to the DFL scheme, the performance of the
algorithms used in the framework has not been validated with datasets affected by the concept drift phenomenon. Thus, the
validation and design of techniques to alleviate the possible effect of catastrophic forgetting in realistic online learning scenarios
are proposed as a line of future work.
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