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New Insights into the Decidability of Opacity in
Timed Automata

Weilin Deng, Daowen Qiu‹, and Jingkai Yang

Abstract—This paper investigates the decidability of opacity
in timed automata (TA), a property that has been proven to
be undecidable in general. First, we address a theoretical gap in
recent work by J. An et al. (FM 2024) by providing necessary and
sufficient conditions for the decidability of location-based opacity
in TA. Based on these conditions, we identify a new decidable
subclass of TA, called timed automata with integer resets (IRTA),
where clock resets are restricted to occurring at integer time
points. We also present a verification algorithm for opacity in
IRTA. On the other hand, we consider achieving decidable timed
opacity by weakening the capabilities of intruders. Specifically,
we show that opacity in general TA becomes decidable under the
assumption that intruders can only observe time in discrete units.
These results establish theoretical foundations for modeling timed
systems and intruders in security analysis, enabling an effective
balance between expressiveness and decidability.

Index Terms—discrete event systems, opacity, timed automata,
finite automata, decidability

I. INTRODUCTION

Opacity is a crucial security property in discrete event
systems (DES) [1], ensuring that secret behaviors of a system
remain hidden from external observers (often referred to as
intruders in the literature). Introduced initially in the realm
of computer science, opacity has been extensively studied in
various models of DES, including conventional automata (e.g.,
[2]-[7]) and several extended models (e.g., [8]-[10]). These
studies have established foundational results on the verification
and enforcement of opacity in DES without timing constraints.

As many real-world systems involve timing constraints, the
extension of opacity to timed systems has garnered significant
attention. Timed automata (TA) [11] are a powerful model for
characterizing systems with real-time constraints. However,
analyzing opacity in TA remains challenging due to the
inherent complexity of their temporal dynamics. Cassez [12]
made a seminal contribution by proving that opacity is unde-
cidable for general TA, even for the subclasses of deterministic
TA (DTA) and event-recording automata (ERA) [13]. This
undecidability result has spurred research in two directions to
achieve decidability: identifying decidable subclasses of TA or
weakening the capabilities of intruders reasonably.
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In the first direction of research, scholars have identified
several decidable subclasses of TA regarding opacity. For
instance, Wang et al. [14] introduced the first decidable
subclass, real-time automata (RTA), and provided an algorithm
for verifying initial-state opacity of RTA. Zhang [15]-[16]
further demonstrated that state-based opacity verification for
RTA is 2-EXPTIME-complete. Li et al. [17]-[18] addressed
state-based opacity in constant-time labeled automata (CTLA).
More recently, several studies [19]-[21] independently verified
Cassez’s conjecture that opacity is decidable for discrete-
timed automata [12] by reducing the problem to language
inclusion over their tick languages. Notably, An et al. [19]
proposed a necessary condition and a sufficient condition
for the decidability of opacity in TA, though a complete
characterization remains an open problem.

In the second direction of research, scholars have also
achieved notable advancements. For instance, André et al. [22]
investigated opacity under the assumption that intruders can
only observe the total execution time of a run, without observ-
ing individual action timestamps. Ammar et al. [23] studied
bounded opacity, a security property requiring intruders to
infer secrets within a predefined time window, which captures
the practical constraint of secrets with temporal validity.

In this paper, we contribute to both directions mentioned
above. On the one hand, we address the open problem posed
by An et al. [19] by providing a complete characterization
of the conditions under which a TA has decidable location-
based opacity. Specifically, we prove that for a subclass X of
TA, opacity is decidable if and only if the language inclusion
problem for ϵ-X (X with silent transitions) is decidable. Based
on these conditions, we show that opacity is decidable for
timed automata with integer resets (IRTA) [24], a subclass of
TA where clock resets are restricted to occurring at integer
time points. We also provide an algorithm for its verification.
On the other hand, we consider timed opacity under the
scenario where intruders can only observe time in discrete
units. This assumption is reasonable as real-world clocks are
always of finite precision. We establish the notion of current-
location timed opacity against intruders with discrete-time
precision (CLTO-IDTP) and present its verification algorithm,
thereby proving the decidability of opacity in this scenario.

The rest of this paper is organized as follows. Section II
provides the necessary background on TA and opacity. Section
III presents the complete characterization of the conditions for
decidable timed opacity, and discusses the opacity for IRTA.
Section IV addresses the verification of timed opacity against
intruders with discrete-time measurement precision. Finally,
Section V concludes the paper.
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II. PRELIMINARIES

This section introduces the notations and knowledge nec-
essary for the subsequent discussion in this paper. For more
details, see [1], [11], [19].

Let N be the set of natural numbers, and rm : ns be the set
of integers tm,m ` 1, . . . , nu. Let R and Rě0 be the set of
real numbers and non-negative real numbers, respectively. We
denote by tdu, fracpdq and rds the integer part of d, fractional
part of d, and the smallest integer greater than or equal to d,
respectively. Let |Ω| be the number of elements in the set Ω.
Let Σ be an alphabet, Σ˚ be the set of finite words over Σ
including the empty word ϵ. Let Σϵ be ΣYtϵu. For a valuation
v and predicate ϕ, we write v |ù ϕ if v satisfies ϕ. For a set
of valuations V , we write V |ù ϕ if every v P V satisfies ϕ.

Finite automata (FA) are a popular model for DES. A finite
automaton is a five-tuple H “ pΣ, Q,Q0, Qf ,Γq, where Σ is
a finite alphabet, Q is a finite set of states, Q0 Ď Q is the
set of initial states, Qf Ď Q is the set of accepting states,
Γ Ď Q ˆ Σ ˆ Q is the transition relation. Let LQ2

Q1
pHq be the

set of all words that are the labels of paths starting from a state
in Q1 Ď Q and ending at a state in Q2 Ď Q. The generated
language and recognized language by H are LpHq “ LQ

Q0
pHq

and Lf pHq “ L
Qf

Q0
pHq, respectively.

A timed word over Σ ˆ Rě0 is a finite sequence pσ1, t1q

pσ2, t2q ¨ ¨ ¨ pσn, tnq P pΣ ˆ Rě0q˚, 0 ď t1 ď t2 ď ¨ ¨ ¨ ď tn,
where ti is called the timestamp of event σi, indicating that
event σi occurs at time ti, i P r1 : ns. A timed language
L Ď pΣ ˆ Rě0q˚ is a set of timed words.

Timed automata (TA) extend FA by incorporating clocks to
model timing constraints, which are defined as follows.

Definition 1: A timed automaton is a six-tuple

A “ pΣ, L, L0, Lf , C,∆q, (1)

where Σ is a finite alphabet, L is a finite set of locations,
L0 Ď L is the set of initial locations, Lf Ď L is the set of
accepting locations, C is a finite set of clocks, ∆ Ď L ˆ Σ ˆ

ΦpCq ˆ 2C ˆ L is the transition relation. Here ΦpCq is the set
of clock constraints of the form g ::“ c ’ k | g1 ^ g2 | true,
where c P C, k P N, and ’P tă,ď,“,ě,ąu. Let κpcq be
the largest integer constant in the constraints concerning clock
c P C. If ϵ P Σ, then A is called an ϵ-TA.

A clock valuation v : C Ñ Rě0 assigns a non-negative
real value to each clock. We denote by RC

ě0 the set of clock
valuations. For d P Rě0, pv ` dq is the valuation where each
clock is increased by d. For r Ď C, rr ÞÑ 0sv is the valuation
where the clocks in r are set to 0 and others remain unchanged.

A state of A is a pair pl, vq, where l P L and v
is a clock valuation. A run of A over a timed word
ω “ pσ1, t1qpσ2, t2q ¨ ¨ ¨ pσn, tnq is a sequence pl0, v0q

τ1,σ1
ÝÝÝÑ

pl1, v1q
τ2,σ2

ÝÝÝÑ ¨ ¨ ¨
τn,σn

ÝÝÝÝÑ pln, vnq, where l0 P L0 and
v0pcq “ 0 for all c P C, and for each i P r1 : ns, there
exists pli´1, σi, ϕi, ri, liq P ∆ such that pvi´1 ` τiq |ù ϕi,
vi “ rri ÞÑ 0spvi´1 ` τiq, and τi “ ti ´ ti´1 (Let t0 “ 0).
The run is accepting if ln P Lf .

For a given TA A, let LL2

L1
pAq be the set of all timed

words that have a run starting from a location in L1 Ď L
and ending at a location in L2 Ď L. The generated language

and recognized language by A are LpAq “ LL
L0

pAq and
Lf pAq “ L

Lf

L0
pAq, respectively.

Given an observable subset Σo Ď Σ of events, the projection
function PΣo

on timed words with respect to Σo is a function
PΣo

: pΣ ˆ Rě0q˚ Ñ pΣo ˆ Rě0q˚ defined recursively as
follows: PΣopϵq “ ϵ, and

PΣo
ppσ, tq ¨ ωq “

#

pσ, tq ¨ PΣopωq if σ P Σo,

PΣopωq otherwise.
(2)

PΣo can be extended to timed languages as follows: for timed
language L, PΣopLq “ tPΣopωq | ω P Lu.

To address the infinite state space of TA, region equivalence
is employed to partition clock valuations into finitely many
equivalence classes.

Definition 2: Given a TA A “ pΣ, L, L0, Lf , C,∆q with the
largest constant κpcq, c P C. Two clock valuations v1, v2 are
equivalent, denoted v1 – v2, if

‚ for all c P C, either tv1pcqu “ tv2pcqu, or both v1pcq ą

κpcq and v2pcq ą κpcq,
‚ for all c P C, if v1pcq ď κpcq, then fracpv1pcqq “ 0 if and

only if fracpv2pcqq “ 0,
‚ for all c1, c2 P C, if v1pc1q ď κpc1q and v1pc2q ď

κpc2q, then fracpv1pc1qq ď fracpv1pc2qq if and only if
fracpv2pc1qq ď fracpv2pc2qq,

The relation – is an equivalence relation of finite index,
and it naturally induces a finite partition of RC

ě0: RegpAq “

trvs|v P RC
ě0u where rvs “ tv

1

P RC
ď0|v – v

1

u is called
a region. Let IRegpAq denote the set of regions containing
only integer valuations, i.e., IRegpAq “ trvs | @c P C, vpcq P

t0, 1, . . . , κpcq ` 1uu. We denote r0s by the valuation that
assigns 0 to all clocks. The partial order ĺ on regions is
defined as follows: R ĺ R1, if for any v P R, there exists
a dv P Rě0 such that pv ` dvq P R1.

Definition 3: Given a TA A “ pΣ, L, L0, Lf , C,∆q, the
corresponding region automaton RpAq is the FA RpAq “

pΣ, Q,Q0, Qf ,Γq, where Q “ L ˆ RegpAq is the finite set
of states, Q0 “ L0 ˆ r0s is the set of initial states, Qf “

Lf ˆRegpAq is the set of accepting states, and Γ Ď QˆΣˆQ
is the transition relation. A transition ppl, Rq, σ, pl1, R1qq P Γ
if and only if there exists a region R

2

and pl, σ, ϕ, r, l1q P ∆
such that R ĺ R

2

, R
2

|ù ϕ, and R1 “ trr ÞÑ 0sv | v P R
2

u.
The region automaton is an abstraction of a TA into an FA

which represents the (untimed) behaviors of the TA, that is,
UntimepLpAqq “ LpRpAqq.

Definition 4: Given a TA A “ pΣ, L, L0, Lf , C,∆q, the
corresponding integral automaton is the FA A✓ “ pΣ Y

t✓u, Q✓, Q✓
0 , Q✓

f ,∆✓q, where Q✓ “ L ˆ IRegpAq is the
set of states, Q✓

0 “ L0 ˆ tr0su is the set of initial states,
Q✓

f “ Lf ˆ IRegpAq is the set of accepting states, and
∆✓ Ď Q✓ ˆ pΣ Y t✓uq ˆ Q✓ is the transition relation,
including two types of transitions:

‚ action-transition: pl, rvsq
σ

ÝÑ pl1, rv1sq, if there exists
pl, σ, ϕ, r, l1q P ∆ in A, and rvs, rv1s P IRegpAq such
that rvs |ù ϕ, and v1 “ rr ÞÑ 0sv.

‚ tick-transition: pl, rvsq
✓

ÝÑ pl, rv1sq, if there exists
rvs, rv1s P IRegpAq such that rv1s “ rv ` 1s.
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The integral automaton A✓ simulates the behavior of A un-
der discrete-time semantics, where time progresses in integer
units, and actions are triggered only at integer clock valuations.

Given a TA A, an observable event set Σo Ď Σ, a set of
secret locations Ls Ď L, and a set of non-secret locations
Lns Ď L (it is not necessarily Lns Y Ls “ L in the general
case), the notion of Current-Location Timed Opacity (CLTO)
is defined as follows.

Definition 5: Let A be a TA. A is current-location timed
opaque with respect to Σo, Ls, and Lns, if @ω P LLs

L0
pAq,

Dω1 P LLns

L0
pAq such that PΣo

pωq “ PΣo
pω1q, (3)

or equivalently PΣo
pLLs

L0
pAqq Ď PΣo

pLLns

L0
pAqq.

The CLTO of TA shares a similar intuitive meaning with the
current-state opacity (CSO) of FA (for the formal definition of
CSO, see [5]). Intuitively, these two notions require that for
each secret behavior, there exists a non-secret behavior such
that both produce identical observations to intruders.

III. A COMPLETE CHARACTERIZATION FOR DECIDABLE
TIMED OPACITY

In this section, we establish necessary and sufficient con-
ditions for the decidability of CLTO in TA. Building upon
these theoretical foundations, we further develop a verification
algorithm for CLTO in IRTA.

A. Sufficient and Necessary Conditions for Decidable CLTO

The CLTO problem for a subclass X of TA is defined as
follows. Given an X automaton A, answer whether or not A
satisfies CLTO. If there exists an algorithm to solve the CLTO
problem for X, it is said that the CLTO problem for X is
decidable.

A necessary condition and a sufficient condition for the
decidability of CLTO in TA are presented in [19], which are
as follows.

Proposition 1: If the CLTO problem for a subclass X of TA
is decidable, then the universality problem for X is decidable.

Proposition 2: If a subclass X of TA is closed under product,
complementation, and projection, then the CLTO problem for
X is decidable①.

First of all, we assert that the necessary condition is not
sufficient, and the sufficient condition is not necessary.

Claim 1: There exists a subclass X of TA for which the
universality problem is decidable, yet the CLTO problem is
undecidable.

Proof: We show that deterministic timed automata (DTA)
are such a subclass of TA. First, the universality problem for
DTA is decidable, which has been proved in [11]. Second, the
LBTO problem for DTA is undecidable [12], and the LBTO
problem and the CLTO problem for DTA are inter-reducible
[19]. Hence, the CLTO problem for DTA is undecidable.

Claim 2: There exists a subclass X of TA for which the
CLTO problem is decidable, yet X is not closed under certain
operations among product, complementation, and projection.

①Actually, in [19], this sufficient condition is presented for the language-
based timed opacity (LBTO). However, it also holds for CLTO, as the CLTO
problem can be reduced to the LBTO problem for general TA.

Proof: We show that the timed automata with integer
resets (IRTA) are such a subclass of TA. First, the CLTO
problem for IRTA is decidable (we will show it in the next
subsection). Second, IRTA has been shown to be strictly less
expressive than ϵ-IRTA in [24], which implies that IRTA is
not closed under the operation of projection.

To address the open problem posed by J. An et al. [19]
concerning a complete characterization of decidable timed
opacity, we present the necessary and sufficient conditions for
its decidability as follows.

Theorem 1: The CLTO problem for a subclass X of TA is
decidable if and only if the inclusion problem for ϵ-X (i.e., X
with silent transitions) is decidable.

Proof: It is sufficient to show that the CLTO problem for
X and the inclusion problem for ϵ-X are inter-reducible.

First, we show that the CLTO problem for X can be
reduced to the inclusion problem for ϵ-X. Given an X au-
tomaton A “ pΣ, L, L0, Lf , C,∆q with an observable event
set Σo Ď Σ, a set of secret locations Ls Ď L, and a set of
non-secret locations Lns Ď L, construct two ϵ-X B and C
from A as follows: B “ pΣB , LB , LB

0 , L
B
f , CB ,∆Bq and C “

pΣC , LC , LC
0 , L

C
f , CC ,∆Cq, where ΣB “ ΣC “ Σo Y tϵu,

LB “ LC “ L, LB
0 “ LC

0 “ L0, LB
f “ Ls, LC

f “ Lns,
CB “ CC “ C, and ∆B “ ∆C “ tpl, ϵ, ϕ, r, l1q|Dpσ P ΣzΣo ^

pl, σ, ϕ, r, l1q P ∆uquYtpl, σ, ϕ, r, l1q|Dpσ P Σo^pl, σ, ϕ, r, l1q P

∆qu. That is, B and C are obtained from A by replacing the
unobserved events with ϵ in transitions and by setting the
set of accepting locations to Ls and Lns, respectively. By
the definitions of projection and timed languages, we have
PΣopLLs

L0
pAqq “ Lf pBq and PΣopLLns

L0
pAqq “ Lf pCq. By

Definition 5, A satisfies CLTO if and only if Lf pBq Ď Lf pCq.
Second, we show that the inclusion problem for ϵ-X can

be reduced to the CLTO problem for X. Consider any two
ϵ-X automata B “ pΣB , LB , LB

0 , L
B
f , CB ,∆Bq and C “

pΣC , LC , LC
0 , L

C
f , CC ,∆Cq. Without loss of generality, as-

sume both the locations and clocks in B are disjoint from those
in C, since any overlapping elements can be distinguished
via a renaming procedure. Construct two X automata B1 and
C1 from B and C, respectively, by replacing ϵ with a new
event σ` in transition relations, and updating the alphabets by
removing the ϵ and adding the σ`. Define the X automaton
A as follows: A “ pB1 Y C1q “ pΣA, LA, LA

0 , L
A
f , CA,∆Aq.

Let Ls “ LB
f , Lns “ LC

f , and Σo “ ΣAztσ`u. Based upon
the aforementioned settings, we have PΣopLLs

LA
0

pAqq “ Lf pBq

and PΣo
pLLns

LA
0

pAqq “ Lf pCq. Therefore, Lf pBq Ď Lf pCq is

equivalent to PΣo
pLLs

LA
0

pAqq Ď PΣo
pLLns

LA
0

pAqq, indicating that
A satisfies CLTO by Definition 5.

B. CLTO Verification in IRTA
Timed automata with integer resets (IRTA), introduced by P.

V. Suman et al. [24], are a subclass of TA where clock resets
are restricted to occurring at integer time points. Formally, an
IRTA is defined as follows.

Definition 6: A timed automaton with integer resets is a
TA A “ pΣ, L, L0, Lf , C,∆q in which for every transition
pl, σ, ϕ, r, l1q P ∆, if r ‰ H, then ϕ contains at least one
atomic constraint c “ k, in which c P C and k P N.
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IRTA naturally model distributed real-time systems and
specifications in business processes or web services [24]. For
instance, IRTA can capture constraints like “a transaction must
be completed within three days” or periodic behaviors in
control systems with multiple electronic control units.

IRTA have a perfect property that they do not distinguish
between the time stamps of events occurring within a unit
open interval pi, i ` 1q. The following augmented TA extends
timed words of A by inserting events ✓ and δ to record the
global integer time points and fraction time points [24].

Definition 7: Given an IRTA A “ pΣ, L, L0, Lf , C,∆q,
the augmented TA A is defined as follows: A “ pΣ Y

tδ,✓u, L1, L1
0, L

1
f , C Y tcu,∆1q where

‚ L1 “ tl0, l` | l P Lu splits each location into its integral
time phase (l0) and fractional time phase (l`),

‚ L1
0 “ tl0 | l P L0u initializes all clocks to integral phases,

‚ A fresh clock c R C tracks the updating of time phases,
‚ Transitions ∆1 are defined as:

∆1 “ tpl01, σ, ϕ ^ c “ 0, r, l02q | pl1, σ, ϕ, r, l2q P ∆u

tpl`1 , σ, ϕ ^ 0 ă c ă 1, r, l`2 q | pl1, σ, ϕ, r, l2q P ∆u

Y tpl0, δ, 0 ă c ă 1,H, l`q | l P Lu

Y tpl`,✓, c “ 1, tcu, l0q | l P Lu.

‚ Accepting states L1
f “ tl0, l` | l P Lfu.

It was proved in [24] that the language inclusion problem
for ϵ-IRTA can be reduced to the language inclusion problem
for the region automata of the augmented TA.

Lemma 1: Let A and B be two ϵ-IRTA. Lf pAq Ę Lf pBq if
and only if Lf pRpAqq Ę Lf pRpBqq.

Note that the region automata are conventional automata and
their inclusion problem is decidable. Therefore, the inclusion
problem for ϵ-IRTA is decidable. By Theorem 1, the CLTO
problem for IRTA is also decidable.

In the following, we present a verification algorithm for
CLTO in an IRTA (Algorithm 1).

Algorithm 1 Verification of Current-Location Timed Opacity
(CLTO) for Timed Automata with Integer Resets (IRTA)
Input: An IRTA A “ pΣ, L, L0, Lf , C,∆q, a set of observable
events Σo Ď Σ, a set of secret locations Ls Ď L, and a set of
non-secret locations Lns Ď L.
Output: “YES” if A satisfies CLTO; “NO” otherwise.

1: Obtain Aϵ from A by replacing the unobservable label
σ R Σo with the empty label ϵ in each transition.

2: Construct the augmented TA Aϵ by Definition 7.
3: Build the region automaton RpAϵq “ pΣϵ, Q,Q0, Qf ,Γq

by Definition 3.
4: Transform the NFA RpAϵq to the DFA H “ pΣo,X , X0,

Xf ,Υq using the subset construction method.
5: for each state X P X in H do
6: Let LX “ tl P L | Dpl`, Rq P X or pl0, Rq P Xu.
7: if LX X Ls ‰ H and LX X Lns “ H then
8: return “NO”.
9: end if

10: end for
11: return “YES”.

Theorem 2: Algorithm 1 is correct.
Proof: According to Definition 5, A does not satisfy

CLTO if and only if PΣopLLs

L0
pAqq Ę PΣopLLns

L0
pAqq, which

is further equivalent to LLs

L0
pAϵq Ę LLns

L0
pAϵq because Aϵ

is obtained from A by replacing the unobservable label
with ϵ in each transition. Consider two ϵ-IRTA A1

ϵ and A2

ϵ

obtained from Aϵ by replacing the accepting states with Ls

and Lns, respectively. Then we have LLs

L0
pAϵq “ Lf pA1

ϵq

and LLns

L0
pAϵq “ Lf pA2

ϵ q. In the region automaton RpAϵq

constructed in step 3 of Algorithm 1, define Qs “ tpl˚, Rq P

Q | l P Ls, ˚ P t0,`uu and Qns “ tpl˚, Rq P Q | l P Lns, ˚ P

t0,`uu. Then by Definitions 3 and 7, we obtain Lf pRpA1

ϵqq “

LQs

Q0
pRpAϵqq and Lf pRpA2

ϵ qq “ LQns

Q0
pRpAϵqq. By Lemma

1, we have Lf pA1

ϵq Ę Lf pA2

ϵ q if and only if Lf pRpA1

ϵqq Ę

Lf pRpA2

ϵ qq. Thus, A does not satisfy CLTO if and only if
LQs

Q0
pRpAϵqq Ę LQns

Q0
pRpAϵqq.

LQs

Q0
pRpAϵqq Ę LQns

Q0
pRpAϵqq holds if and only if there

exists an observation ω P pΣo Y ✓ Y δq˚ that is generated by
the run q0 ÝÑ qs, where q0 P Q0 and qs P Qs, and ω cannot be
generated by a run q0 ÝÑ qns, where q0 P Q0 and qns P Qns,
in RpAϵq. Suppose that the observation ω is generated by the
run X0 ÝÑ X in H . Then we have qs P X and X X Qns “

H, which means that the location-projection of state X (i.e.,
LX ) satisfies that LX X Ls ‰ H and LX X Lns “ H, and
then Algorithm 1 outputs “NO”. Therefore, A does not satisfy
CLTO if and only if Algorithm 1 outputs “NO”.

Remark 1: In Algorithm 1, the constructions of Aϵ and Aϵ

involve the straightforward manipulations of the transitions
and locations, which requires Op2 ¨ |L| ` 3 ¨ |∆|q time.
Because the number of locations in Aϵ is 2 ¨ |L|, and the
fractional parts of all the clocks in an IRTA are always equal
to each other (see Proposition 1 in [24]), the numbers of
regions and states in RpAϵq are at most 2 ¨

ś

cPCpκpcq ` 1q

and 4 ¨ |L| ¨
ś

cPCpκpcq ` 1q, respectively. Thus, constructing
and searching the deterministic version of the NFA RpAϵq

(i.e., the DFA H ) requires Op|∆| ¨ 24¨|L|¨
ś

cPCpκpcq`1qq time.
Hence, the overall computational complexity of Algorithm 1
is Op|∆| ¨ 16|L|¨

ś

cPCpκpcq`1qq.
Example 1:
Given an IRTA A “ pΣ, L, L0, Lf , C,∆q with the set

of observable events Σo “ tau, the set of secret locations
Ls “ tl1u, and the set of non-secret locations Lns “ tl3u, as
shown in Fig. 1. By Algorithm 1, we obtain Aϵ and RpAϵq,
as shown in Fig. 2 and Fig. 3, respectively. Finally, by the
subset construction method, we obtain the DFA H of the
NFA RpAϵq. A part of H is shown in Fig. 4, in which
the state X “ pl`1 , Bq corresponds to the location-projection
LX “ tl1u that satisfies LX X Ls ‰ H and LX X Lns “ H.
Hence, Algorithm 1 outputs “no”, and A does not satisfy
CLTO.

l0

start

l1 l2 l3

x“1
a,txu

xă1
u

xď1
a

xď1
a

xă1
a

Fig. 1. The IRTA A in Example 1.
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l00

start

l01 l02 l03

l`0l`1 l`2 l`3

x“1^c“0
a,txu

xă1^c“0
ϵ

xď1^c“0
a

xă1^0ăcă1
ϵ

xď1^0ăcă1
a

xď1^0ăcă1
a

xă1^0ăcă1
a

xď1^c“0
a

xă1^c“0
a

0ăcă1
δ

c“1
✓,tcu

0ăcă1
δ

c“1
✓,tcu

0ăcă1
δ

c“1
✓,tcu

0ăcă1
δ

c“1
✓,tcu

Fig. 2. The Aϵ in Example 1, where the invalid transitions are erased.

l00, A

start

l01, A l02, A l03, A

l`0 , Bl`1 , B l`2 , B l`3 , B

l00, Cl01, C l02, C l03, C

l`0 , Dl`1 , D l`2 , D l`3 , D

l00, El01, E l02, E l03, E

ϵ a aa

ϵ a aa

a

δδ δ δ

✓✓ ✓ ✓

a

a

δδ δ δ

✓✓ ✓ ✓δδ δ δ

Fig. 3. The RpAϵq in Example 1, where “A”,“B”,“C”,“D” and “E” denote
the regions of rx “ c “ 0s, r0 ă x “ c ă 1s, rx “ c “ 1s, r1 ď

x “ c, fracpcq “ 0s and r1 ď x “ c, fracpcq ą 0s, respectively, and the
unreachable states are erased.

pl00, Aq, pl02, Aqstart

pl`0 , Bq, pl`2 , Bq pl00, Cq, pl02, Cq pl01, Aq, pl03, Cq

pl`1 , Bq, pl`3 , Dqpl`1 , Bq

δ

✓ a

δ

a

Fig. 4. A part of H in Example 1.

IV. TIMED OPACITY AGAINST INTRUDERS WITH
DISCRETE-TIME PRECISION

In this section, we establish decidable timed opacity by
weakening the observational capabilities of intruders.

A substantial number of studies on timed opacity (e.g., [14]-
[21]) assume that intruders can perform exact real-valued clock
measurements. However, in some real-world applications, it
may not be necessary to consider such a strong model of
intruders, as it is unlikely that an intruder possesses an exact
real-valued clock in practice. Hence, this section considers
intruders with only discrete-time precision.

Given the discrepancy in modeling granularity of clock valu-
ations between systems and intruders, it becomes a pivotal task
in timed opacity analysis to estimate an intruder’s observations

for each timed word ω “ pσ1, t1q pσ2, t2q ¨ ¨ ¨ pσn, tnq P LpAq.
First, for a fractional timestamp ti, it is natural to assume

that intruders shift ti to its preceding integer ttiu or following
integer rtis according to a specific threshold λ P r0, 1q, and the
shifting operation should be order-preserving. For example, if
ti (ti ă 5) is shifted to 5, then any t1

i P pti, 5s should also
be shifted to 5, and if ti (ti ą 4) is shifted to 4, then any
t1
i P r4, tiq should also be shifted to 4.

In practice, the threshold λ is determined by the sensors
used by intruders. Moreover, it is a challenge to estimate the
thresholds of the potential sensors exactly, from the perspec-
tives of both intruders and systems. Therefore, it is necessary
to consider all possible λ P r0, 1q in the observation estimation
for intruders.

Considering both the order-preserving property and the
incalculability of the threshold as fundamental requirements,
we define the timestamp shifting function S as follows: for
any timed word ω “ pσ1, t1qpσ2, t2q ¨ ¨ ¨ pσn, tnq P LpAq,

Spωq “ tpσ1, t
λ
1 qpσ2, t

λ
2 q ¨ ¨ ¨ pσn, t

λ
nq | λ P r0, 1qu,

where tλi “

#

ttiu if fracptiq ď λ

rtis otherwise
, i P r1 : ns. (4)

S can be extended to timed languages in the usual way. This
function is also referred to as digitization in [25]-[27].

Second, intruders cannot observe the unobservable timed
events pσi, tiq with σi R Σo. This can be characterized by the
projection function PΣo

(see Eq. 2), similar to the conventional
situation.

Therefore, for any timed word ω P LpAq, an intruder’s
observation Obspωq can be computed by the composition of
the projection function and the shifting function: Obspωq “

PΣopSpωqq. Note that the operations of these two functions
are commutative, that is, PΣopSpωqq “ SpPΣopωqq.

Based on the aforementioned discussion, we can define the
notion of Current-Location Timed Opacity against Intruders
with Discrete-Time Precision (CLTO-IDTP) as follows.

Definition 8: Given a TA A, an observable event set Σo Ď

Σ, a set of secret locations Ls Ď L, and a set of non-secret
locations Lns Ď L, A is current-location timed opaque against
intruders with discrete-time precision with respect to Σo, Ls,
and Lns, if @ω P LLs

L0
pAq,

Dω1 P LLns

L0
pAq such that SpPΣo

pωqq “ SpPΣo
pω1qq, (5)

or equivalently SpPΣo
pLLs

L0
pAqqq Ď SpPΣo

pLLns

L0
pAqqq.

Corollary 1: Given a TA A, if A satisfies CLTO, then it
also satisfies CLTO-IDTP.

Proof: Follows straightforwardly from the definitions of
the shifting function S, CLTO, and CLTO-IDTP.

Corollary 1 captures our intuition: a system resisting strong
intruders inherently resists weaker ones.

Corollary 2: Given a TA A, even if A satisfies CLTO-IDTP,
A does not necessarily satisfy CLTO.

Proof: By contradiction, we assume that for any TA A,
if A satisfies CLTO-IDTP, then A also satisfies CLTO. That
is, CLTO-IDTP ñ CLTO holds universally across all TA. In
Corollary 1, we showed that CLTO ñ CLTO-IDTP. Therefore,
the properties CLTO-IDTP and CLTO are equivalent for a
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general TA. On the other hand, CLTO has been proved to
be undecidable in [12], yet CLTO-IDTP is decidable (we will
present a verification algorithm in the rest of this section).
This result contradicts the equivalence between CLTO-IDTP
and CLTO.

In the following, we investigate the verification of CLTO-
IDTP. Firstly, we present a finite structure to characterize the
shifting operation on the language of a TA.

Definition 9: Given a TA A “ pΣ, L, L0, Lf , C,∆q, the
closed timed region automaton is a TA CT RpAq “ pΣ, Q,Q0,
Qf ,∆

1q, where Σ, Q,Q0, Qf are the same as those in region
automaton, and the transition relation ∆1 Ď Q ˆ Σ ˆ ΦpCq ˆ

2C ˆQ is defined as: ppl, Rq, σ, ϕ1, r, pl1, R1qq P ∆1 if and only
if there exists a region R

2

and pl, σ, ϕ, r, l1q P ∆ such that
‚ R ĺ R

2

and R
2

|ù ϕ,
‚ R1 “ trr ÞÑ 0sv | v P R

2

u,
‚ ϕ1 is obtained from ϕ by replacing every strict inequality

(e.g., “c ă k”, c P C, k P N) by the corresponding non-
strict one (e.g., “c ď k”).

By means of the integral automata (Definition 4) and the
closed timed region automata (Definition 9), we present the
verification algorithm for CLTO-IDTP (Algorithm 2).

Algorithm 2 Verification of Current-Location Timed Opacity
against Intruders with Discrete-Time Precision (CLTO-IDTP)
Input: A TA A “ pΣ, L, L0, Lf , C,∆q, a set of observable
events Σo Ď Σ, a set of secret locations Ls Ď L, and a set of
non-secret locations Lns Ď L.
Output: “YES” if A satisfies CLTO-IDTP; “NO” otherwise.

1: Obtain Aϵ from A by replacing σ R Σo with ϵ in each
transition.

2: Compute the closed timed region automaton CT RpAϵq “

pΣϵ, Q,Q0, Qf ,∆
1q according to Definition 9.

3: Compute the reduction TA B “ pΣB , QB , QB
0 , Q

B
f ,∆

Bq

for CT RpAϵq by Algorithm 3.
4: Compute the integral automaton B✓ “ pΣϵ Y t✓u, Q✓,

Q✓
0 , Q✓

f ,∆✓q for B according to Definition 4.
5: Transform the NFA B✓ to the DFA H “ pΣo Yt✓u,X ,

X0,Xf ,Υq using the subset construction method.
6: for each state X P X in H do
7: Let LX “ tl P L | Dppl, R1q, R2q P Xu

8: if LX X Ls ‰ H and LX X Lns “ H then
9: return “NO”

10: end if
11: end for
12: return “YES”.

Before providing a formal proof for the correctness of
Algorithm 2, we introduce three necessary lemmas in the
following.

First, it has been proved in [26] that the closed timed region
automaton CT RpAq exactly characterizes, by its integral
accepting language, the shifting operation on the accepting
language of the TA A.

Lemma 2: For a TA A, SpLf pAqq “ pLf pCT RpAqqXpΣˆ

Nq˚q.
Second, according to Definition 4, an integral timed word

in the language of a TA A is in one-to-one correspondence

Algorithm 3 Reduce TA through Forward and Backward
Simulation Relations Computation
Input: A TA A “ pΣ, L, L0, Lf , C,∆q and its closed timed
region automaton CT RpAϵq “ pΣ, Q,Q0, Qf ,∆

1q.
Output: The TA B “ pΣB , QB , QB

0 , Q
B
f ,∆

Bq equivalent to
CT RpAϵq.

1: Initialize B Ð CT RpAϵq.
2: Define the forward simulation relation ĺ

f
l over QB w.r.t.

l: tppl, R2q, pl, R1qq | @ppl, R2q, σ, ϕ, r, pl1, R1
2qq P ∆1,

Dppl, R1q, σ, ϕ, r, pl1, R1
1qq P ∆1 and pl1, R1

2q ĺ
f
l1 pl1, R1

1qu.
Compute the maximal ĺ

f
l for each l P L.

3: Define the backward simulation relation ĺb
l over QB w.r.t.

l: tppl, R2q, pl, R1qq | @ppl1, R1
2q, σ, ϕ, r, pl, R2qq P ∆1,

Dppl1, R1
1q, σ, ϕ, r, pl, R1qq P ∆1 and pl1, R1

2q ĺb
l1 pl1, R1

1qu.
Compute the maximal ĺb

l for each l P L.
4: for each location l P L do
5: For each pl, R2q P QBzQB

0 , if there exists pl, R1q P Q
such that pl, R2q ĺ

f
l pl, R1q and pl, R2q ĺb

l pl, R1q,
then remove pl, R2q and its corresponding transitions
from B.

6: end for
7: Return the remaining part of B.

with an untimed word in the language of its integral automaton
A✓. Hence, we have the following lemma immediately.

Lemma 3: Given two TA A1 and A2, pLf pA1q X pΣ ˆ

Nq˚q Ď pLf pA2q X pΣ ˆ Nq˚q ðñ Lf pA✓
1 q Ď Lf pA✓

2 q.
Third, we prove that the TA B computed by Algorithm 3

is exactly the reduction of the closed timed region automaton
CT RpAϵq.

Lemma 4: Given the CT RpAϵq and its reduction TA B, let
Qs “ tpl, Rq P Q | l P Lsu and Qns “ tpl, Rq P Q | l P Lnsu.
Lf pBq “ Lf pCT RpAϵqq, LQs

QB
0

pBq “ LQs

Q0
pCT RpAϵqq, and

LQns

QB
0

pBq “ LQns

Q0
pCT RpAϵqq.

Proof: According to Algorithm 3, B is obtained from
CT RpAϵq by removing every non-initial state pl, R2q that
can be simulated by pl, R1q both forward and backward.
Firstly, pl, R2q ĺl pl, R1q and pl, R2q ĺb

l pl, R1q mean that
pl, R1q can simulate all past and future behaviors of pl, R2q,
that is, any timed word visiting pl, R2q also visits pl, R1q.
Moreover, the removed state pl, R2q is a non-initial state,
and pl, R2q and pl, R1q share the same accepting and secrecy
attributes. Therefore, the operation of removing state pl, R2q

does not alter the accepting, secret, and non-secret languages
of CT RpAϵq.

Theorem 3: Algorithm 2 is correct.
Proof: By Definition 8, A does not satisfy CLTO-IDTP

if and only if SpPΣo
pLLs

L0
pAqqq Ę SpPΣo

pLLns

L0
pAqqq, which

means that SpLLs

L0
pAϵqq Ę SpLLns

L0
pAϵqq because Aϵ exactly

characterizes the projection operation on A. Let A1

ϵ and A2

ϵ be
two ϵ-TA derived from Aϵ by replacing the set of accepting
states with Ls and Lns, respectively. Then we have LLs

L0
pAϵq “

Lf pA1

ϵq and LLns

L0
pAϵq “ Lf pA2

ϵ q. According to Lemma 2,
we have SpLf pA1

ϵqq “ pLf pCT RpA1

ϵqqq X pΣ ˆ Nq˚q and
SpLf pA2

ϵ qq “ pLf pCT RpA2

ϵ qqq X pΣ ˆ Nq˚q. Therefore, A
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does not satisfy CLTO-IDTP if and only if pLf pCT RpA1

ϵqqqX

pΣ ˆ Nq˚q Ę pLf pCT RpA2

ϵ qqq X pΣ ˆ Nq˚q.
In the reduced TA B computed by Algorithm 3, we define

QB
s “ tpl, R1q P QB | l P Lsu and QB

ns “ tpl, R1q P QB |

l P Lnsu, and further define B1 and B2 from B by replacing
the set of accepting states with QB

s and QB
ns, respectively.

According to Definition 9 and Lemma 4, we have Lf pB1q “

Lf pCT RpA1

ϵqq and Lf pB2q “ Lf pCT RpA2

ϵ qq. By Lemma 3,
pLf pB1q X pΣ ˆ Nq˚q Ę pLf pB2q X pΣ ˆ Nq˚q is equivalent
to Lf pB✓

1 q Ę Lf pB✓
2 q. Define Q✓

s “ tpqBs , Rq P Q✓ | qBs P

QB
s u and Q✓

ns “ tpqBns, Rq P Q✓ | qBns P QB
nsu, then by

Definition 4, we have Lf pB✓
1 q “ L

Q✓
s

Q✓
0

pB✓q and Lf pB✓
2 q “

L
Q✓

ns

Q✓
0

pB✓q. Therefore, A does not satisfy CLTO-IDTP if and

only if LQ✓
s

Q✓
0

pB✓q Ę L
Q✓

ns

Q✓
0

pB✓q.

L
Q✓

s

Q✓
0

pB✓q Ę L
Q✓

ns

Q✓
0

pB✓q holds if and only if there exists an
observation ω P pΣo Yt✓uq˚ that can be generated by the run
q✓0 ÝÑ q✓s , where q✓0 P Q✓

0 and q✓s P Q✓
s , and ω cannot be

generated by any run p✓0 ÝÑ p✓ns, where p✓0 P Q✓
0 and p✓ns P

Q✓
ns, in B✓. Suppose the observation ω is generated by the run

X0 ÝÑ X in H . Then we have q✓s P X and X X Q✓
ns “ H,

which means that LX X Ls ‰ H and LX X Lns “ H, and
Algorithm 2 outputs “NO”. Hence, A does not satisfy CLTO-
IDTP if and only if Algorithm 2 outputs “NO”.

Remark 2: For the analysis of the computational complexity
of Algorithm 2, the critical steps being considered include
the following: the construction and reduction of the closed
timed region automaton CT RpAϵq, the determinization of B✓,
and the search of the DFA H . First, constructing CT RpAϵq

involves generating at most |L| ¨ |C|! ¨ 4|C| ¨
ś

cPCpκpcq ` 1q

states and |∆|¨|L|¨|C|!¨4|C| ¨
ś

cPCpκpcq`1q transitions, which
requires Op|∆|¨|L|¨|C|!¨4|C| ¨

ś

cPCpκpcq`1qq time in the worst
case. Since CT RpAϵq is excessively large with numerous
redundant states for subsequent processes, it is reduced to B
through the maximum forward and backward simulation rela-
tions computation. The state-of-the-art algorithm for maximum
simulation computation (see [28]) requires Op|∆|¨|L|¨|C|!¨4|C|¨
ś

cPCpκpcq ` 1qq time. Suppose the number of states in B is
|QB |. Constructing B✓ generates at most |QB |¨

ś

cPCpκpcq`1q

states and |∆| ¨ |QB | ¨
ś

cPCpκpcq ` 1q transitions, which takes
Op|∆|¨|QB |¨

ś

cPCpκpcq`1qq time. Constructing and searching
H consume Op|∆|¨2|QB

|¨
ś

cPCpκpcq`1qq time in the worst case.
Therefore, the overall computational complexity of Algorithm
2 is Op|∆|¨p|L|¨|C|!¨4|C|¨

ś

cPCpκpcq`1q`2|QB
|¨

ś

cPCpκpcq`1qqq.
Example 2: Given a TA A “ pΣ, L, L0, Lf , C,∆q with the

set of observable events Σo “ ta, bu, the set of secret locations
Ls “ tl3u and the set of non-secret locations Lns “ tl4u, as
shown in Fig. 5. By steps 2 and 3 of Algorithm 2, we obtain
the closed region automaton CT RpAϵq and its reduction TA
B, as shown in Fig. 6 and Fig. 7, respectively. Following step
4 of Algorithm 2, we construct the integral automaton B✓, as
shown in Fig. 8. Finally, by the subset construction method,
we obtain the DFA H of the NFA B✓. A part of H is shown
in Fig. 9, in which only the reachable states X satisfying LXX

Ls ‰ H or the states that can reach those states X are shown.
We find that each state X satisfying LX X Ls ‰ H also
satisfies LX X Lns ‰ H. Hence, Algorithm 2 outputs “yes”,

and A satisfies CLTO-IDTP.
However, it is easy to verify that A does not satisfy CLTO.

This is because every timed word reachable to the secret
location l3 produces observations starting with the timed event
pa, 1q. However, every timed word reachable to the non-
secret location l4 cannot produce such observations. Hence,
this example also serves as an illustration to demonstrate the
correctness of Corollary 2.

l0

start

l1l4 l2 l3

xą1
a,txu

x“1
a

xă1
a

xą1
b,txuxď1

u

xą1
b,txu

xą0
b,txu

Fig. 5. The TA A in Example 2.

pl0, rAq

start

pl1, rAqpl4, rAq pl2, rCq pl3, rAq

pl4, rBq

pl4, rCq

xě1
a,txu

x“1
a

xě1
b,txu

xď1
ϵ

xď1
ϵ

xď1
ϵ

xě0
b,txu

xě0
b,txu

xě1
b,txu

xě0
b,txu

Fig. 6. The closed region automaton CT RpAϵq in Example 2, where
“ rA”,“ rB”, and “ rC” denote the regions of rx “ 0s, r0 ă x ă 1s, rx “ 1s,
respectively, and all unreachable states are erased.

Q0

start

Q1Q4 Q2 Q3

xě1
a,txu

x“1
a

xě1
b,txu

xď1
ϵ

xě1
b,txu

xě0
b,txu

Fig. 7. The reduction automaton B in Example 2, where Q4, Q1, Q0,
Q2 and Q3 denote the states pl4, rAq, pl1, rAq,pl0, rAq,pl2, rCq, and pl3, rAq,
respectively, in Fig. 6.

V. CONCLUSION

This paper has established the necessary and sufficient
conditions under which location-based opacity becomes de-
cidable in TA, addressing an open problem posed by An et
al. (FM2024). Leveraging these conditions, we have identified
IRTA as a novel subclass of TA where opacity verification is
decidable, and we have proposed a verification algorithm for
CLTO in IRTA. Moreover, by assuming intruders observe time
only in discrete units, we have introduced a relaxed opacity
notion, termed CLTO-IDTP, and also provided a verification
algorithm for CLTO-IDTP. These contributions establish the-
oretical foundations for modeling timed systems and intruders
in security analysis, enabling the construction of timed models
that effectively balance expressiveness and decidability.

However, our current opacity verification algorithms depend
on region automaton construction, resulting in high time com-
plexity. Future work will focus on developing more efficient
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Q0, A

start

Q1, AQ4, A Q3, A

Q0, BQ1, BQ4, B Q2, B Q3, B

Q0, CQ1, CQ4, C Q2, C Q3, C

a

a a

b

b

ϵ

ϵ

b

b

b

b

✓

✓

✓

✓

✓

✓

✓

✓✓

✓✓ ✓ ✓✓

b

Fig. 8. The integral automaton B✓ in Example 2, where “A”,“B”, and
“C” denote the regions of rx “ 0s, rx “ 1s, and rx “ 2spi.e., rx ą 1sq,
respectively, and all unreachable states are erased.

pQ0, Aqstart

pQ0, Bqq

pQ1, Aq

pQ2, Bq

pQ4, Aq

pQ3, Aq

pQ4, Aq

pQ1, Bq

pQ2, Cq

pQ4, Bq

pQ1, Cq

pQ2, Cq

pQ4, Cq

pQ3, Bq

pQ4, Bq

pQ3, Cq

pQ4, Cq

✓

a

✓ ✓

✓

✓

b

b

b
b b

✓

✓

Fig. 9. A part of H in Example 2, where only the reachable states X
satisfying LX X L ‰ H or the states that can reach those states X are
shown.

verification techniques, such as symbolic representations or
abstraction refinement, and exploring practical applications of
IRTA and CLTO-IDTP in cybersecurity for real-time systems.
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