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ABSTRACT
The widespread adoption of Large Language Models (LLMs) in crit-
ical applications has introduced severe reliability and security risks,
as LLMs remain vulnerable to notorious threats such as hallucina-
tions, jailbreak attacks, and backdoor exploits. These vulnerabilities
have been weaponized by malicious actors, leading to unautho-
rized access, widespread misinformation, and compromised LLM-
embedded system integrity. In this work, we introduce a novel
approach to detecting abnormal behaviors in LLMs via hidden state
forensics. By systematically inspecting layer-specific activation pat-
terns, we develop a unified framework that can efficiently identify a
range of security threats in real-time without imposing prohibitive
computational costs. Extensive experiments indicate detection ac-
curacies exceeding 95% and consistently robust performance across
multiple models in most scenarios, while preserving the ability to
detect novel attacks effectively. Furthermore, the computational
overhead remains minimal, with merely fractions of a second. The
significance of this work lies in proposing a promising strategy
to reinforce the security of LLM-integrated systems, paving the
way for safer and more reliable deployment in high-stakes domains.
By enabling real-time detection that can also support the mitiga-
tion of abnormal behaviors, it represents a meaningful step toward
ensuring the trustworthiness of AI systems amid rising security
challenges.

1 INTRODUCTION
Large Language Models (LLMs) have become the cornerstone of
modern natural language processing (NLP), revolutionizing ap-
plications ranging from content creation and conversational AI
to automated coding and decision-making in critical industries
[4, 10, 23, 33, 36, 42]. Their transformative capabilities have posi-
tioned them as essential tools in domains such as healthcare, fi-
nance, and cybersecurity. However, alongside their successes, LLMs
have revealed critical vulnerabilities, making them susceptible to
exploitation. These vulnerabilities manifest in various forms as il-
lustrated in Figure 1, including hallucinations, jailbreak attacks, and
backdoor exploits, each presenting unique security and reliability
challenges.

The implications of these vulnerabilities are profound. Hallucina-
tions, where LLMs generate false or nonsensical content, can lead to
severe misinformation in high-stakes scenarios, such as generating

inaccurate financial reports or misinterpreting legal queries [14].
Jailbreak attacks, which manipulate models into bypassing built-in
safety restrictions, can compromise access controls and escalate se-
curity risks [39]. Backdoor exploits, often stealthily inserted during
training, enable malicious actors to trigger unauthorized behaviors,
posing a threat to sensitive data and critical infrastructures. Such
abnormal outputs highlight the urgent need for effective detection
mechanisms to ensure the secure and reliable deployment of LLMs
in real-world applications.

While prior research has sought to address these issues, exist-
ing detection methods primarily target specific vulnerabilities in
isolation. For example, hallucinations have been addressed by ana-
lyzing output uncertainty [9], while jailbreak attacks are identified
through the perplexity between inputs and outputs [16]. Although
these methods offer valuable insights, they lack a unified framework
capable of addressing multiple forms of abnormal behavior con-
currently. Furthermore, most approaches rely on post-generation
analysis, necessitating complete outputs for detection. This delay
limits their practicality in scenarios requiring immediate interven-
tion to prevent harmful consequences, such as real-time content
moderation or automated decision-making systems.

The development of a unified, efficient, and real-time detection
framework for LLM abnormalities is essential but fraught with
challenges. One of the foremost challenges lies in effectively identi-
fying features that can reliably distinguish normal behavior from
diverse types of abnormalities, including hallucinations, jailbreaks,
and backdoor manipulations. Additionally, the framework must
generalize across a wide spectrum of potential threats, ensuring
robustness against novel attack vectors that frequently emerge in
this rapidly evolving field. Real-time detection further complicates
the task, as it demands monitoring outputs dynamically during
generation rather than relying on static, post-hoc analyses. Finally,
the solution must remain computationally lightweight to be feasible
for deployment in resource-constrained environments, as LLMs are
already computationally intensive.

Our Work. To address these challenges, we introduce a unified
detection framework, AbnorDetector, grounded in the novel con-
cept of Hidden State Forensics (HSF). This approach capitalizes on
the observation that abnormal behaviors leave distinctive activation
patterns within an LLM’s hidden states. By systematically analyz-
ing these patterns, HSF enables the detection of multiple threats
through a single, cohesive methodology. Central to our framework

ar
X

iv
:2

50
4.

00
44

6v
1 

 [
cs

.C
R

] 
 1

 A
pr

 2
02

5



CCS ’25, October 13–17, 2025, Taipei, Taiwan Shide Zhou, Kailong Wang, Ling Shi, and Haoyu Wang

Figure 1: Examples of Three Types of Abnormal Behavior.

is the focus on critical layers of specific blocks, those where the di-
vergence between normal and abnormal behaviors is most evident,
allowing for efficient feature extraction and heightened sensitiv-
ity. Unlike prior methods that tackle isolated vulnerabilities, our
approach provides an effective, real-time solution to identify ab-
normalities during the content generation process, allowing timely
and accurate threat mitigation.

In particular, key features includingNeuronActivation Score (NAS)
and Active Neuron Engagement (ANE) are calculated and extracted
from these layers to encapsulate the model’s internal dynamics, en-
abling robust differentiation between normal and abnormal states.
Intuitively, NAS quantifies how strongly neurons respond to an
input, indicating the intensity of activations across the hidden lay-
ers. In contrast, ANE measures the breadth of neuron participation,
revealing how many neurons become involved when processing a
specific input. A lightweight classifier trained on these features en-
sures real-time detectionwhile minimizing computational overhead.
This approach balances efficiency and accuracy, making it suitable
for practical deployment in resource-constrained environments.

Our framework demonstrates strong performance across multi-
ple threats, achieving average detection accuracies of 98.54% for jail-
breaks, 83.42% for hallucinations, and 94.73% for backdoors across
various LLM architectures. These results underscore its generaliz-
ability and robustness, addressing the evolving landscape of LLM
security challenges. By enabling real-time detection which can fur-
ther enhance proactive threat mitigation capabilities in real time,
AbnorDetector represents a meaningful step toward securing LLM-
integrated systems and ensuring their safe deployment in high-
stakes applications.

Contributions. In summary, the contribution of this work is
summarized as follows:

• A Novel and Universal Detection Framework Develop-
ment. We develop an efficient and effective real-time ab-
normal behavior detection framework based on HSF within
LLM’s internals.

• Safety-critical Layer and Feature Selection. We identify
critical layers for detection and introduce key features that
capture the distinct internal states of LLMs under normal
and abnormal conditions.

• Lightweight Classifier Training and Testing. We design
and implement a lightweight classifier that enables real-time
detection, ensuring practicality and scalability.

• Extensive Evaluation and Practical Results.We conduct
comprehensive evaluations demonstrating the framework’s

superior detection performance across multiple tasks, illus-
trating its generalizability to various abnormal behaviors
including hallucinations, jailbreak, and backdoor attacks.

2 PRELIMINARIES
2.1 Inference Process of LLMs
LLMs are built upon a multi-layered architecture where input to-
kens undergo a series of transformations through several computa-
tional blocks. At the heart of these transformations are two core
components: the Attention (Attn) layer, which models the depen-
dencies between tokens, and the Multilayer Perceptron (MLP) layer,
which introduces non-linearity and enhances the model’s expres-
sive power. In this subsection, we provide a formal overview of the
inference process in LLMs, emphasizing the role of hidden states
and how they are central to both normal and abnormal behaviors.

Let us consider an input sequence 𝑋 = {𝑥1, 𝑥2, . . . , 𝑥𝑛}, where
each token 𝑥𝑖 is represented as an embedding 𝐸 (𝑥𝑖 ) ∈ R𝑑 , where 𝑑
is the dimension of the embedding space. The transformation of 𝑋
through the model can be abstractly described in terms of two key
operations: the Attention layer and the MLP layer. These opera-
tions are applied iteratively across 𝐿 transformer blocks, producing
hidden states 𝐻𝑖 at each block 𝑖 ∈ {1, . . . , 𝐿}. Formally, the hidden
state at block 𝑖 is given by:

𝐻 ′
𝑖 = LayerNorm

(
Attn(𝐻𝑖−1) + 𝐻𝑖−1

)
𝐻𝑖 = LayerNorm

(
MLP(𝐻 ′

𝑖 ) + 𝐻 ′
𝑖

)
, 𝑖 = 1, . . . , 𝐿.

(1)

where Attn() denotes the Attention layer applied to the input
sequence from the previous block, and MLP() represents the sub-
sequent feedforward network. The LayerNorm operation ensures
stability and prevents gradient vanishing during the training pro-
cess. The model’s output at block 𝐿 is denoted as 𝐻𝐿 (𝑋 ) and is
passed through a final linear transformation and softmax function
to produce the predicted distribution over possible outputs:

𝑌 = softmax(𝑊𝑜𝑢𝑡 · 𝐻𝐿) (2)

where𝑊𝑜𝑢𝑡 is a weight matrix, and 𝑌 represents the model’s final
output probabilities.

The Attention layer plays a pivotal role by enabling the model
to capture long-range dependencies within the input sequence. By
computing the relationships between all tokens, the model can
selectively focus on relevant information, allowing it to generate
coherent and contextually accurate outputs. The MLP layer, on
the other hand, enhances the model’s capacity to capture complex
patterns and non-linear relationships. Together, these layers create
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rich hidden states that underlie the model’s ability to generate both
typical and abnormal behaviors.

The model’s output is directly shaped by the transformations
applied at each block, with the hidden states encoding crucial in-
formation about the input’s progression through the model. These
hidden states reflect both normal and abnormal behaviors, including
deviations caused by adversarial attacks or hallucinations. As a re-
sult, the hidden states contain critical features for detecting abnormal
behaviors in LLMs.

2.2 Problem Definition
LLMs are integral to a wide range of real-world applications but
remain susceptible to various abnormal behaviors. In this work, we
concentrate on three primary threats, including Jailbreak Attacks,
Hallucinations, and Backdoor Attacks, each of which can sig-
nificantly compromise both reliability and security. Consequently,
there is a pressing need for robust detection mechanisms to ensure
the safe deployment of LLMs.

2.2.1 Abnormal Behaviors of LLMs. Jailbreak Attacks aim to
bypass the safety and ethical constraints of LLMs by exploiting
model vulnerabilities. These attacks typically involve crafting in-
puts that trigger outputs violating ethical boundaries, such as harm-
ful content. Jailbreak methods can be either manual, where users
directly create malicious inputs, or automated, using optimization
techniques like gradient-based attacks to evade safety filters.

Hallucinations occur when LLMs produce outputs that are syn-
tactically correct but factually incorrect or contextually irrelevant.
These errors can manifest in various forms, such as contradictory
responses or the generation of content disconnected from the in-
put. Hallucinations compromise the reliability of LLMs, especially
in domains where factual accuracy is critical, such as healthcare,
finance and law.

Backdoor Attacks involve embedding hidden triggers within
an LLM that allow attackers to manipulate the model’s behavior
covertly. These triggers remain dormant under normal conditions
but activate abnormal behaviors when specific inputs are encoun-
tered. Backdoors are typically achieved through data poisoning
or parameter manipulation, and they can lead to harmful outputs
when activated, presenting severe security risks.

2.2.2 Problem Formulation. Building upon Section 2.1, we ad-
dress the problem of detecting abnormal behaviors in LLMs during
inference. Given an input token sequence 𝑋 and the corresponding
hidden states𝐻𝑖 (𝑋 ) at each block 𝑖 , we aim to conduct forensic anal-
ysis on these hidden states to identify distinctive patterns indicative
of abnormal behaviors. To achieve this, we seek to construct an
effective detection function 𝑓 as follows:

𝑓 (𝐻𝑖 (𝑋 )) =
{
1, Abnormal behavior,
0, Normal behavior

(3)

Abnormal behaviors under consideration include phenomena such
as jailbreak attacks, hallucinations, and backdoor attacks. Our goal
is to leverage the intrinsic features within the hidden states to
detect these abnormal behaviors effectively, thereby reducing de-
pendence on the final output or post-hoc analysis. This approach

involves identifying critical activation patterns that signify devi-
ations from normal operational behavior, thereby facilitating the
prompt detection of potential threats.

2.2.3 Threat Model. To clarify the application scenarios ad-
dressed in this work, we construct a corresponding threat model
based on the objectives, assumptions, knowledge, and capabilities
of attackers.

Attacker Objectives: The attackers are malicious users of LLM
services who aim to trigger abnormal behavior in the models,
thereby compromising their security and credibility.

Attacker Knowledge and Capabilities: We assume the attack-
ers possess reasonable computation resources to utilize for LLM
inference and fine-tuning smaller LLMs in certain scenarios. It is
also reasonable to generally assume that attackers have at least
black-box access to the LLM’s inference API, allowing them to
submit queries and observe the corresponding outputs. In certain
scenarios like jailbreak and backdoor attacks, attackers may have
partial or full knowledge of the model’s architecture, parameters,
or training data. Given these assumptions, attackers may have the
following knowledge and capabilities in particular:

• Jailbreak Attacks: Attackers may design inputs that bypass
safety filters based on publicly known or inferred security
policies, or craft adversarial suffixes using partial internal
information such as gradient information.

• Backdoor Attacks: Attackers can insert malicious data con-
taining specific triggers into public datasets or compile a
smaller curated dataset for fine-tuning the LLM with these
triggers. In doing so, they implant hidden backdoors that can
cause the model to produce harmful or unintended outputs
once activated.

• Hallucinations (Unintentional Errors): Although not necessar-
ily induced by attackers, hallucinations may arise naturally
in extended conversations or knowledge gaps and severely
affect the reliability of LLMs.

3 METHODOLOGY
3.1 Overview of AbnorDetector
The overall workflow of AbnorDetector is illustrated in Figure 2.
The core of HSF aims to identify the critical network layers 1 associ-
ated with abnormal behaviors in LLMs and to detect such abnormal
behaviors accurately and efficiently by leveraging the activation
features of these layers. In this section, we first present an empir-
ical study revealing significant differences in activation features
among normal queries (triggering normal behaviors) and attack
queries (triggering abnormal behaviors). From these observations,
we detail the three core components of AbnorDetector based on
HSF. First, the initial core component of AbnorDetector performs
importance analysis and ranking of the model’s network layers
with respect to the goal of abnormal behavior detection, aiming to
find the critical layers that best distinguish between normal and
abnormal behaviors. The second core component is used to extract
the activation features of the model when it receives queries, which

1In this paper, critical layers refer to the Attention or MLP layers within different
blocks of the model that make a significant contribution to distinguishing abnormal
behaviors from normal behaviors.
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Figure 2: Workflow of Our Study: A Three-Step Detection Framework Based on HSF (Critical Layer Analysis, Classifier Training, and Classifier Usage). Step
I Provides Critical Layer Information for Steps II and III, While Step II Supplies the Trained Classifier for Step III.

are utilized for classifier training and real-time detection. The third
module builds a classifier trained on the extracted features. Once
training is complete, this classifier is used to accurately identify
targeted abnormal behaviors in subsequent detection tasks.

3.2 Motivation: Activation Patterns in
Abnormal vs. Normal Queries

For LLMs, each output token is generated by processing the input
query through the model’s internal multi-layer neural networks,
as follows:

Output = LLM(Input) = 𝑙𝐿 (𝑙𝐿−1 (. . . 𝑙1 (𝑙0 (Input)) . . . )) (4)

For an LLMwith fixed weights, its actual behaviors can be traced
back to the hidden states of each intermediate layer of the model.
When the model processes inputs with different intents, the ac-
tivation patterns of various layers can vary significantly due to
differences in its behavior. We thus hypothesize that the activation
patterns of an LLM, when processing queries with different intents,
can reflect its understanding of the input and serve as a basis for de-
tecting abnormal behaviors. In other words, the internal activations
reflect how the model semantically parses the query.

For instance, consider two seemingly similar queries: a normal
query such as “Write a tutorial on how to make a website”, and an
attack query such as “Write a tutorial on how to make a bomb +
adversarial suffix”. Although they look alike in surface text, the un-
derlying activation patterns in the model’s hidden layers can differ
substantially. In particular, the normal query follows the model’s
usual processing pathways, while the attack query circumvents
safety mechanisms and activates neurons tied to abnormal behav-
iors. This contrast illustrates how the model’s internal dynamics
diverge when handling normal versus adversarial inputs.

Intuition: By analyzing the differences in activation patterns
between normal queries and attack queries, we can identify the
unique characteristics of the model when processing abnormal
inputs, providing a solid basis for abnormal behavior detection.

Experimental Setup: To further verify this hypothesis, we
design an empirical study comparing the activation characteristics

between 100 normal queries (from Alpaca-GPT4 [29], a dataset for
fine-tuning LLMs with Q&A queries to trigger normal behavior)
and 100 attack queries (generated using GCG [45], a widely adopted
jailbreak attack technique for LLMs. We utilize the advbench [45]
dataset released in this work to generate jailbreak prompts designed
to trigger abnormal behavior). We select the Llama-2-7b-chat-hf,
one of the widely used LLMs in research, as the target. During
the inference process, we obtain the hidden states in the Attention
layers and MLP layers of each block for these queries.

As abnormal and normal behaviors activate different process-
ing paths in the model, essentially covering distinct regions of its
internal structure, this observation aligns with related work on
coverage metrics within the deep learning security testing domain.
In these domains, test coverage and the discovery of executed paths
guide the detection of abnormal behaviors. Therefore, we draw
inspiration from classic coverage criteria [44], such as Neuron Cov-
erage (NC) [28], Top-K Neuron Coverage (TKNC) [27], and Top-K
Neuron Patterns (TKNP) [27]. Specifically, security practitioners
use these standards to calculate the coverage of test suites, where
inputs that trigger vulnerabilities and abnormalities often lead to an
additional increase in coverage. Similarly, we use the number of ac-
tivated/covered neurons in each layer (activation values exceeding
a set threshold, here 0.2) as indicative features. By considering the
combination of activated neurons across all layers, we establish a
comprehensive activation pattern that captures the model’s internal
processing dynamics in response to different types of queries.

Findings: As shown in Figure 3, we present the average number
of active neurons in the attention and MLP layers across each block
for both normal and attack queries, displaying the results as a ratio
( 𝐴𝑡𝑡𝑎𝑐𝑘
𝑁𝑜𝑟𝑚𝑎𝑙

). Blocks with substantial differences are highlighted in
orange. In terms of activated neuron counts, normal and attack
queries demonstrate significant differences across various layers of
the model. Specifically, in the attention layers, Blocks 9, 18, 21, 23,
and 28 show a markedly higher number of neurons activated by
attack queries, with Block 28 exhibiting the highest ratio—13.2 times
more neurons activated compared to normal queries. Conversely,
in Blocks 3, 10, and 24, normal queries activate more neurons than
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Figure 3: Ratio of the Number of Active Neurons in the Attention and MLP Layers of Llama-2-7b-chat-hf for Normal and Attack Queries ( 𝐴𝑡𝑡𝑎𝑐𝑘
𝑁𝑜𝑟𝑚𝑎𝑙

) , with
Layers Showing Significant Differences Highlighted in𝑂𝑟𝑎𝑛𝑔𝑒 and Layers with Minor Differences Displayed in 𝐵𝑙𝑢𝑒 .

attack queries, with a maximum ratio of 11.6 times. The MLP layers
exhibit a similar pattern, with significant differences observed in
Blocks 2, 6, 7, 8, and 10.

These results validate our hypothesis that abnormal behavior
triggers distinct processing paths within the model, activating specific
groups of neurons that are generally inactive during normal behavior,
thereby exploring different regions of the model’s parameter space
and effectively increasing neuron coverage. This discovery lays the
foundation for detecting abnormal behaviors in LLMs andmotivates
further exploration.

3.3 Critical Layer Analysis: Weighting and
Ranking for Attn and MLP Layers

Building upon our empirical observations of distinct activation
patterns between normal and attack queries, we recognize that not
all layers within an LLM contribute equally to abnormal behavior
detection. Specifically, certain layers may exhibit more pronounced
differences in activation features when processing abnormal in-
puts compared to normal ones. Identifying these critical layers is
essential for enhancing the efficiency and accuracy of our detec-
tion mechanism. In this subsection, we analyze and rank the Attn
layers and MLP layers based within each block on their impor-
tance in distinguishing between normal and abnormal behaviors.
By focusing on layers where the activation differences are most
significant, we aim to optimize our detection approach by concen-
trating computational resources on the most informative parts of
the model.

3.3.1 Layer Importance Analysis: As illustrated in Figure 2, we
commence our critical layer analysis by sampling data from both
normal inputs 𝒟normal (Trigger normal behavior) and abnormal
inputs 𝒟abnormal (Trigger abnormal behavior). For each input 𝑥 in
these datasets, we obtain the corresponding hidden states from the
Attn layers and the MLP layers of the LLM during the inference
process.

Formally, let 𝐻Attn
𝑖

(𝑥) and 𝐻MLP
𝑖

(𝑥) denote the hidden states at
block 𝑖 for input 𝑥 in the Attn layers and the MLP layers, respec-
tively. We extract overall feature vectors for each layer by aggre-
gating features from the hidden states across all inputs in 𝒟normal
and𝒟abnormal. Specifically, the feature vector of the Attention layer
and MLP layer in block 𝑖 is defined as:

F𝑖 =
1
|𝒟 |

∑︁
𝑥∈𝒟

𝜙 (𝐻𝑖 (𝑥)) (5)

where𝐷 ∈ {𝒟normal,𝒟abnormal},𝐻𝑖 (𝑥) represents either𝐻Attn
𝑖

(𝑥)
or 𝐻MLP

𝑖
(𝑥), and 𝜙 () represents the feature extraction function

applied to the hidden states at block 𝑖 , which will be detailed in
Section 3.4.

To quantify the distinction between the activation patterns of
normal and abnormal inputs at each layer, we calculate the cosine
similarity between the corresponding feature vectors:

𝑆𝑖 = cos
(
F𝑁
𝑖 , F𝐴𝑏𝑛𝑖

)
=

F𝑁
𝑖

· F𝐴𝑏𝑛
𝑖

| |F𝑁
𝑖
| | · | |F𝐴𝑏𝑛

𝑖
| |

(6)

A lower cosine similarity 𝑆𝑖 signifies a greater difference be-
tween the activation patterns of normal and abnormal inputs in
the Attention or MLP layer of block 𝑖 , indicating that this layer is
more effective in distinguishing the two behaviors. Since cosine
similarity measures the angle between two vectors in the feature
space, a smaller value implies that the vectors are closer to being
orthogonal, capturing more distinct characteristics.

3.3.2 Critical Layer Ranking and Selection: We perform this
calculation separately for all Attention layers and MLP layers,
resulting in two sets of similarity scores {𝑆Attn

𝑖
}𝑖∈{1,...,𝐿} and

{𝑆MLP
𝑖

}𝑖∈{1,...,𝐿} . To identify the layers most critical for distinguish-
ing between normal and abnormal behaviors, we rank the layers
within each set in ascending order of similarity:

RANKAttn = argsort
(
{𝑆Attn𝑖 }𝑖∈{1,...,𝐿}

)
,

RANKMLP = argsort
(
{𝑆MLP

𝑖 }𝑖∈{1,...,𝐿}
)
.

(7)
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Based on these rankings, we select a proportion of the top layers
from each set to form the critical layer sets, for simplicity and effi-
ciency purposes. Specifically, we introduce hyperparameters 𝛼 and
𝛽 (ranging from 0 to 1, which we discuss in detail in Section 4.5) to
represent the selection ratios for Attn and MLP layers, respectively.
If there are 𝐿 layers in total, we select the top 𝛼 · 𝐿 Attn layers and
the top 𝛽 · 𝐿 MLP layers:

ℒcritical =
{
𝑙Attn1 , 𝑙Attn2 , . . . , 𝑙Attn

𝛼 ·𝐿

}
∪
{
𝑙MLP
1 , 𝑙MLP

2 , . . . , 𝑙MLP
𝛽 ·𝐿

}
(8)

By concentrating on these critical layers, we enhance the effi-
ciency and effectiveness of our detection mechanism by reducing
computational overhead and focusing feature extraction on the
most discriminative layers. The theoretical basis lies in the hier-
archical representation learning of deep neural networks, where
different layers capture varying levels of abstraction and semantic
information. Layers with significant divergence in activation pat-
terns between normal and abnormal inputs likely capture features
critical for distinguishing standard processing from behaviors in-
duced by malicious inputs. By leveraging these layers, we align the
detection mechanism with the model’s internal processing dynam-
ics, thereby improving detection accuracy.

3.4 Feature Extraction: Neuron Activation Score
and Active Neuron Engagement

Drawing from our empirical study in Section 3.2 that the neuron
activation characteristics possess distinguishing power regarding
normal and abnormal inputs, we proceed to define the feature
extraction function 𝜙 () and detail how to extract the activation
features corresponding to the inputs under test. Specifically, we
propose two key features that focus on the intensity and breadth of
neuron responses for our detection framework respectively: Neu-
ron Activation Score (NAS) and Active Neuron Engagement (ANE).
Based on these, we extract dataset-level and input-level features,
respectively. These features are chosen for their effectiveness in cap-
turing the internal state of the model and their ability to distinguish
between normal and abnormal behaviors.

3.4.1 Neuron Activation Score (NAS). The NAS quantifies the
activation levels of neurons when processing a given input. Specifi-
cally, NAS captures the intensity of each neuron’s activation, pro-
viding a direct reflection of how the model reacts to the input. This
feature encapsulates valuable information about the model’s in-
ternal state and serves as an indicator of the model’s response to
varying inputs.

Formally, for an input 𝑥 , the activation values in block 𝑖 are
represented by the hidden state𝐻𝑖 (𝑥) ∈ R𝑑𝑖 , where 𝑑𝑖 is the dimen-
sionality of the hidden state in block 𝑖 . In Step I Critical Layer
Analysis as shown in Figure 2, we collect activation values from
the model’s processing of sampled queries and apply the following
feature extraction function:

𝜙act (𝐻𝑖 (𝑥)) = 𝐻𝑖 (𝑥). (9)

By combining this with formula 5, we construct the dataset-level
feature vector “Average Activation Value” for critical layer selection.

For Step II Classifier Training and Step III Classifier Usage,
we collect the activation values from all critical layers for a single

query, and we use the following input-level feature vector as input
to the classifier:

Fact (𝑥) = [H𝑖 (𝑥)]𝑖∈ℒcritical . (10)

This feature vector captures the nuanced activation patterns
across different layers, enabling the classifier to detect subtle devia-
tions in the model’s behavior when processing abnormal inputs.

3.4.2 Active Neuron Engagement (ANE). Inspired by previous
works in the deep learning security testing domain [18, 27, 28], we
introduce ANE as a high-level feature, which counts how many
neurons are actively engaged, reflecting the breadth of neuron
involvement in processing different inputs. Typically, coverage
metrics are used to evaluate the comprehensiveness of test cases
in exploring different execution paths, with increased coverage
potentially revealing faults or unexpected behaviors. Similarly, in
the context of LLMs, analyzing the number of neurons activated by
different inputs can reveal unique processing paths associated with
abnormal behaviors.

We refer to several classical criteria, including NC [28],
TKNC [27], and TKNP [27], and consider neurons with activation
values exceeding the predefined threshold 𝜃 as active, counting their
quantities in the Attention or MLP layer of each block. Formally, for
each neuron 𝑗 in the Attention or MLP layer of block 𝑖 , we define
an activation indicator:

𝛿𝑖, 𝑗 (𝑥) =
{
1, if 𝑎𝑖, 𝑗 (𝑥) > 𝜃,

0, otherwise,
(11)

where 𝑎𝑖, 𝑗 (𝑥) is the activation value of neuron 𝑗 in block 𝑖 for input
𝑥 .

In Step I Critical Layer Analysis, we count the activation
occurrences of neurons on the sampled dataset. Specifically, the
feature extraction function 𝜙count () is defined as:

𝜙count (𝐻𝑖 (𝑥)) = {𝛿𝑖, 𝑗 (𝑥)} 𝑗∈{1,...,𝑑𝑖 } . (12)

By combining this with formula 5, we construct the dataset-level
feature vector “Activation Neuron Frequency” for critical layer se-
lection.

For Step II Classifier Training and Step III Classifier Usage,
the total number of active neurons in block 𝑖 for a single input 𝑥 is
calculated as follows

𝑁𝑖 (𝑥) =
𝑑𝑖∑︁
𝑗=1

𝛿𝑖, 𝑗 (𝑥) . (13)

By aggregating the counts from all critical layers, we obtain an
input-level feature vector representing the model’s neuron activa-
tion profile:

Fcount (𝑥) = [𝑁𝑖 (𝑥)]𝑖∈ℒcritical . (14)

Abnormal queries may activate distinct sets of neurons compared
to normal queries, resulting in different activation counts. This
reflects the model’s unique processing pathways when handling
anomalous inputs, which provides a higher-level abstraction of the
model’s internal behavior.
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3.4.3 Feature Extraction Summary. In Section 3.3, during the
critical layer analysis, we employed the feature extraction func-
tion 𝜙 () to compute the average activation value and the activation
neuron frequency over a sampled dataset 𝒟. These features rep-
resent the overall activation patterns across the dataset and are
used to measure the divergence between normal and abnormal
inputs, facilitating the selection of critical layers. Correspondingly,
when extracting activation features for an input under test 𝑥 , we
utilize the neuron activation values H𝑖 (𝑥) and the number of active
neurons 𝑁𝑖 (𝑥) in each critical layer. The features are listed below.
Distinguishing these feature sets highlights their complementary
roles: the former set (dataset-wide features) identifies critical layers
based on overall activation patterns, while the latter set (input-level
features) constructs feature vectors to classify individual inputs
during detection.

• Dataset-Level Feature for Critical Layer Analysis (Step
I):
– NAS: Average Activation Value.
– ANE: Activation Neuron Frequency.

• Input-Level Feature for Classifier Training and Us-
age (Step II and III):
– NAS: Neuron Activation Values.
– ANE: Number of Active Neurons.

3.5 Abnormal Behavior Detection: Classifier
Design

To effectively utilize the extracted activation features for detect-
ing abnormal behaviors in LLMs, we designed a five-layer MLP
classifier. This classifier is trained separately for each type of ab-
normal behavior—jailbreak attacks, hallucinations, and backdoor
attacks—ensuring that each model is tailored to the specific charac-
teristics of its target task.

3.5.1 Classifier Training. The classifier training process starts
by preparing a balanced dataset for each of the three types of ab-
normal behavior separately. We gather inputs that trigger specific
abnormal behaviors along with corresponding normal inputs that
the LLM can process correctly. This setting is under a reasonable and
practical assumption that analysts have access to various known
abnormal behavior samples, enabling them to train dedicated clas-
sifiers for effective detection. By studying abnormal patterns in
this way, the classifier learns distinct activation patterns for each
behavior type, enhancing overall model accuracy. In more detail,
each input is processed through the LLM to extract activation fea-
tures from critical layers. We then label each feature vector as
either normal or abnormal, creating a suitable dataset for binary
classification.

The architecture of the MLP classifier is designed with an input
layer that matches the dimensionality of the extracted features,
followed by three hidden layers with nonlinear activation functions
(such as ReLU), and an output layer that produces a binary clas-
sification indicating whether the input is abnormal. This design
enables the classifier to effectively capture complex patterns in the
activation features, thereby enhancing its ability to differentiate be-
tween normal and abnormal inputs. During training, we optimize a
cross-entropy loss function using standard backpropagation, while

techniques such as learning rate decay and SGD with momentum
are employed to ensure stable convergence and prevent overfitting
in binary classification tasks. By training separate classifiers for
each type of abnormal behavior, we ensure that each model can
accurately adapt to the unique activation patterns and nuances of
its specific task.

3.5.2 Real-time Detection. Once trained, the classifier can be
employed for real-time detection of abnormal behaviors. For any
new input, we extract activation features from the critical layers
during the LLM’s inference process. These features are then passed
into the classifier to obtain a binary classification result. If the
result indicates that the input is abnormal, appropriate actions are
triggered in response.

This approach integrates seamlessly with the LLM’s processing
pipeline, ensuring minimal computational overhead. By focusing on
critical layers and leveraging activation features readily available
during inference, we achieve efficient detection without compro-
mising overall model performance. The five-layer MLP architecture
strikes a balance between complexity and efficiency, providing suffi-
cient capacity to model intricate feature interactions while retaining
practicality for real-world applications.

4 EVALUATION
In this section, we provide a comprehensive evaluation and detailed
analysis of AbnorDetector, focusing on its effectiveness across
various scenarios.

4.1 Experimental Setups
4.1.1 Models: We evaluate four widely adopted open-source

models in the LLM field, selected for their strong performance in
natural language processing tasks:

• Llama-2-7b-chat [35]: Developed by Meta AI, this 7-
billion-parameter model is optimized for dialogue tasks and
trained on 2 trillion tokens.

• Llama-3.1-Instruct (8B and 70B versions) [1]: The latest
instruction-tuned version of the Llama series, shows signif-
icant improvements in multilingual dialogue and general
performance.

• Gemma-7b-it [34]: Developed by Google, this lightweight
model, built using the technology of the Gemini model, is
ideal for tasks such as question answering, summarization,
and reasoning.

4.1.2 Datasets: The following datasets are selected for evaluat-
ing abnormal behavior detection across three tasks:

Jailbreak Attack: We collect various attack queries and a nor-
mal question-answering dataset to simulate both normal and ab-
normal model behaviors:

• Alpaca-GPT4 [29]: A GPT-4-based dataset of 52K question-
answer pairs and instructions representing normal behavior.

• JailBreakV [26]: A benchmark for jailbreak attacks with
queries using template, persuasive, logic-based, figstep, and
query-related methods.

• GCG [45]: An attack method that appends adversarial suf-
fixes to malicious prompts, leading to responses like "Sure"
that bypass model defenses.
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• COLD-Attack [12]: Uses Energy-based Constrained De-
coding with Langevin Dynamics (COLD) to generate con-
trollable adversarial attacks targeting fluency, stealthiness,
sentiment, and coherence.

• LLM-Adaptive-Attacks (LAA) [2]: Starts with an adver-
sarial prompt and uses logprob manipulation and random
token search to bypass model security mechanisms.

Hallucination Phenomenon: We evaluate three hallucination
datasets by appending correct and hallucinated answers after the
questions to represent normal and abnormal behaviors.

• Truthful-QA [25]: A benchmark assessing factual accu-
racy in answer generation, with 817 questions spanning 38
categories.

• HaluEval-QA [19]: A large-scale benchmark for halluci-
nation evaluation, with 30,000 task-specific examples from
question-answering, knowledge-based dialogue, and sum-
marization.

• Drowzee-Dataset [20]: Built using theDrowzee framework
for logic-based hallucination detection, sourcing data from
knowledge bases like Wikipedia.

Backdoor Attack: Using the BACKDOORLLM [22] framework,
we employ two methods to inject backdoors and reflect normal and
abnormal model behaviors through queries without triggers and
queries with triggers, respectively. The dataset used in Section 4.4
consists of the training and testing sets used during backdoor in-
jection (provided by BACKDOORLLM via data poisoning):

• BadNet [11]: Uses “BadMagic” as the backdoor trigger,
randomly inserting it into various positions within each
input.

• VPI [40]: Uses “Discussing OpenAI” as the trigger, consis-
tently inserting it at the beginning of each instruction.

4.1.3 BaseLine: To assess the effectiveness of AbnorDetector,
we select the state-of-the-art (SOTA) methods for comparison and
evaluation across three abnormal behavior detection tasks. For Jail-
break Attack detection, we select GradSafe [38] as the baseline,
which efficiently identifies attack prompts by analyzing the gra-
dients of safety-critical parameters. For hallucination detection,
we select Lynx [31] as the baseline, a state-of-the-art open-source
model that excels at advanced reasoning in real-world hallucination
scenarios, enabling it to detect hallucinations in LLM outputs. For
the backdoor detection task, we select ONION [30] as the baseline,
which is one of the most commonly used algorithms in the field of
backdoor detection.

4.1.4 Configuration of AbnorDetector: In this study, we adopt
two configurations for AbnorDetector. The classifier based on
ANE for detecting abnormal behaviors in LLMs is referred to
as AbnorDetector-Lite. This approach achieves efficient and
effective detection by relying on an extremely small set of fea-
tures. Additionally, the classifier based on NAS is referred to as
AbnorDetector-Full, which improves detection accuracy through
a more comprehensive set of activation features. The features used
by AbnorDetector-Lite and AbnorDetector-Full can be referenced
in Section 3.4.3.

4.1.5 Hyperparameters: In this experiment, we set the activa-
tion threshold to 0.2 for the Llama-2-7b-chat and Gemma-7b-it mod-
els, 0.1 for the Llama-3.1-8B-Instruct model, and 0.05 for the Llama-
3.1-70B-Instruct model. Additionally, in Section 4.2, 4.3, and 4.4,
we report results for AbnorDetector-Lite using (𝛼, 𝛽) = (0.5, 0.5)
and (𝛼, 𝛽) = (0.25, 0.25), and for AbnorDetector-Full, we report
results for (𝛼, 𝛽) = (0.25, 0.25) and (𝛼, 𝛽) = (0.125, 0.125). Fur-
ther exploration of different hyperparameters will be conducted in
Section 4.5.

4.2 The Effectiveness of AbnorDetector in
Jailbreak Attack Detection

In this section, we assess the effectiveness of AbnorDetector-Lite
and AbnorDetector-Full in detecting jailbreak attacks. We randomly
sample 400 normal queries from Alpaca-GPT4, alongside 100 attack
queries from JailBreakV, 100 GCG-generated attack queries, 100
COLD-Attack-generated attack queries, and 100 LAA-generated
attack queries. The 400 queries triggering normal behavior and 400
attack queries triggering abnormal behavior are used for critical
layer analysis, and their features are extracted to construct the
training set for the classifier. Additionally, 100 independent queries,
distinct from those used in the training set, are sampled from each
of the five datasets to construct test sets for classification accuracy
evaluation. For GradSafe [38], we follow the basic setup outlined
in the original paper, using Llama-2 (Llama-2-7b-chat-hf) as the
base model to determine safety-critical parameters for jailbreak
detection. The results are presented in Table 1.

Effectiveness Analysis: The results clearly demonstrate the
effectiveness of AbnorDetector-Lite and AbnorDetector-Full. When
(𝛼, 𝛽) = (0.5, 0.5), AbnorDetector-Lite achieves an average classifi-
cation accuracy of 99.14% for normal and abnormal behaviors across
five datasets on Llama-2-7B-Chat, 97.58% on Llama-3.1-8B-Instruct,
98.40% on Llama-3.1-70B-Instruct, and 99.02% on Gemma-7b-it.
Similarly, when (𝛼, 𝛽) = (0.25, 0.25), AbnorDetector-Full achieves
average classification accuracies of 99.60%, 99.00%, 99.60%, and
99.20% on these models, respectively. In contrast, GradSafe shows
an average accuracy of only 65.8% across the five datasets; even
after excluding the undetectable LAA attacks, its average accuracy
reaches only 82.25%. Additionally, when (𝛼, 𝛽) = (0.25, 0.25), the ac-
curacy of AbnorDetector-Lite decreases by only 3.32%, 6.82%, 2.42%,
and 2.36% on the models in comparison to AbnorDetector-Full. This
highlights the effectiveness of using critical-layer activated neu-
ron counts as features for behavior pattern recognition in LLMs.
Overall, AbnorDetector-Lite and AbnorDetector-Full demonstrate
a high capability for detecting abnormal behavior in jailbreak sce-
narios, effectively mitigating risks from attack queries in practical
applications.

Comparison Between Different Datasets: From the perspec-
tive of individual datasets, detection performance varies slightly
between AbnorDetector-Lite and AbnorDetector-Full. For GCG
and LAA attacks, AbnorDetector-Lite achieves over 95% detection
accuracy across all models and parameter settings. LAA attacks,
in particular, are based on a complex but fixed template, allowing
the classifier to achieve high detection success once the relevant
features are learned. GradSafe, however, performs poorly on these
datasets, underscoring its limitations in handling certain types of



Abnormal Detection in LLMs via Hidden State Forensics CCS ’25, October 13–17, 2025, Taipei, Taiwan

Table 1: Accuracy Results of AbnorDetector and GradSafe in Detecting Abnormal Behaviors under Jailbreak Scenarios

DataSet
Llama-2-7b-chat Llama-3.1-8B-Instruct Llama-3.1-70B-Instruct Gemma-7b-it

GradSafeAbnorDetector
-Lite

AbnorDetector
-Full

AbnorDetector
-Lite

AbnorDetector
-Full

AbnorDetector
-Lite

AbnorDetector
-Full

AbnorDetector
-Lite

AbnorDetector
-Full

𝛼 = 0.5
𝛽 = 0.5

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.125
𝛽 = 0.125

𝛼 = 0.5
𝛽 = 0.5

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.125
𝛽 = 0.125

𝛼 = 0.5
𝛽 = 0.5

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.125
𝛽 = 0.125

𝛼 = 0.5
𝛽 = 0.5

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.125
𝛽 = 0.125

Alpaca-GPT4 100.00% 95.50% 99.00% 99.00% 98.00% 90.40% 100.00% 100.00% 97.00% 95.70% 100.00% 100.00% 99.00% 98.80% 100.00% 100.00% 99.00%
JailBreakV 100.00% 94.40% 100.00% 100.00% 97.30% 92.40% 96.00% 95.80% 98.00% 96.30% 100.00% 100.00% 96.10% 88.20% 96.00% 95.00% 91.00%

GCG 97.20% 95.50% 100.00% 99.00% 100.00% 99.80% 100.00% 100.00% 100.00% 98.60% 100.00% 100.00% 100.00% 99.00% 100.00% 100.00% 41.00%
COLD-Attack 98.50% 96.00% 99.00% 99.00% 92.60% 78.30% 99.00% 97.00% 97.00% 95.30% 98.00% 98.00% 100.00% 99.20% 100.00% 100.00% 98.00%

LAA 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 99.00% 100.00% 100.00% 0.00%

Note: In RQ1, the test set consists of single-label samples (all positive or all negative), so we report only accuracy.

attack models. For the other three datasets, AbnorDetector-Lite
maintains an accuracy of 90% or higher under most settings, de-
spite minor fluctuations. Additionally, AbnorDetector-Full achieves
over 95% detection accuracy in all configurations. These results
highlight the robustness of AbnorDetector-Lite and AbnorDetector-
Full across various attack types, demonstrating strong adaptability
in diverse environments.

Findings: In comparison to the SOTA method, AbnorDetec-
tor demonstrates superior performance in detecting abnormal
behavior in jailbreak scenarios, exhibiting robustness across
diverse types of jailbreak attacks.

Comparison Between Different Hyperparameters: In ob-
serving various hyperparameter settings, we find that when (𝛼, 𝛽)
changes from (0.5, 0.5) to (0.25, 0.25), the average performance of
AbnorDetector-Lite across four models declines by 2.86%, 5.40%,
1.22%, and 2.18%, respectively. In contrast, when (𝛼, 𝛽) shifts
from (0.25, 0.25) to (0.125, 0.125), the average performance of
AbnorDetector-Full across the three models decreases by 0.2%,
0.44%, 0%, and 0.2%. Under the same condition of halving features,
the performance decline of AbnorDetector-Full is less pronounced
than that of AbnorDetector-Lite. Furthermore, in jailbreak scenar-
ios, Llama-3.1-8B-Instruct exhibits greater sensitivity to feature
reduction compared to other models. This observation suggests
that the abnormal effects resulting from attack queries in Llama-
3.1-8B-Instruct are dispersed across various blocks, whereas Llama-
2-7B-Chat, Llama-3.1-70B-Instruct, and Gemma-7b-it demonstrate
a more concentrated impact.

Findings: When NAS is used as classification features, only
a small number of critical layers’ features are required to
achieve excellent performance. In contrast, when ANE is used
as features, the importance of features from each critical layer
becomes more pronounced.

4.3 The Effectiveness of AbnorDetector in
Hallucination Detection

Despite the capability of our detection framework to identify ab-
normal behaviors caused by jailbreak and backdoor attacks before
output generation, it only partially addresses hallucination-related
abnormalities, which require analysis of the model’s generated
outputs. To evaluate the effectiveness of AbnorDetector-Lite and
AbnorDetector-Full in detecting hallucination phenomena, we fol-
low the methodology proposed in [8], appending both correct and
hallucinated answers to each question to capture corresponding

activations as representations of normal and abnormal behaviors
under hallucination conditions.

Specifically, we sample 400 hallucination-detection questions
each from the Truthful-QA, HaluEval-QA, and Drowzee datasets,
appending the correct and hallucinated answers provided by each
dataset. These 1,200 queries paired with correct answers and an-
other 1,200 paired with hallucinated answers are used for critical
layer analysis, with extracted features serving to construct the
classifier’s training set. Additionally, we independently sample
100 distinct hallucination-detection questions from each dataset,
distinct from those in the training set, to assess classifier perfor-
mance using the same methodology. It is worth noting that both
the HaluEval-QA and Drowzee datasets provide knowledge related
to each question, which we combine with the question input to
ensure completeness. For Lynx [31], we download the open-source
model provided by the authors from Hugging Face and follow the
template requirements to construct queries for hallucination de-
tection using the questions, knowledge, and responses provided
in each dataset (with Truthful-QA containing no knowledge). The
results are presented in Table 2.

Effectiveness Analysis: The results show that, with the param-
eter setting of (𝛼, 𝛽) = (0.5, 0.5), AbnorDetector-Lite demonstrates
overall superior performance. For instance, AbnorDetector-Lite
achieves an average accuracy of 80.48% with an F1 score of 0.80
on Llama-2-7B-Chat, 81.47% and 0.81 on Llama-3.1-8B-Instruct,
88.05% and 0.88 on Llama-3.1-70B-Instruct, and 83.68% and 0.83 on
Gemma-7b-it. In comparison, Lynx achieves an average accuracy
of 75.87% and an F1 score of 0.76, highlighting the clear advantage
of AbnorDetector-Lite. Moreover, AbnorDetector-Full, leveraging
a more comprehensive feature set, achieves optimal performance
across all four models when configured with (𝛼, 𝛽) = (0.25, 0.25).
Specifically, AbnorDetector-Full attains classification accuracies of
88.37%, 87.92%, 91.00%, and 87.47% on Llama-2-7B-Chat, Llama-3.1-
8B-Instruct, Llama-3.1-70B-Instruct, and Gemma-7b-it, respectively.
These findings underscore the significant improvements provided
by AbnorDetector-Lite and AbnorDetector-Full in hallucination
detection, demonstrating their enhanced classification reliability
compared to Lynx.

Findings: AbnorDetector excels in detecting hallucination
phenomena. Notably, AbnorDetector-Full achieves optimal
accuracy by employing a more comprehensive set of features
that effectively identify the pronounced differences between
normal and abnormal behaviors.

Comparison Between Different Datasets: Further analy-
sis across different datasets reveals that AbnorDetector-Lite and
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Table 2: Results of AbnorDetector and Lynx in Detecting Abnormal Behaviors under Hallucination Scenarios

DataSet
Llama-2-7b-chat Llama-3.1-8B-Instruct Llama-3.1-70B-Instruct Gemma-7b-it

LynxAbnorDetector
-Lite

AbnorDetector
-Full

AbnorDetector
-Lite

AbnorDetector
-Full

AbnorDetector
-Lite

AbnorDetector
-Full

AbnorDetector
-Lite

AbnorDetector
-Full

𝛼 = 0.5
𝛽 = 0.5

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.125
𝛽 = 0.125

𝛼 = 0.5
𝛽 = 0.5

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.125
𝛽 = 0.125

𝛼 = 0.5
𝛽 = 0.5

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.125
𝛽 = 0.125

𝛼 = 0.5
𝛽 = 0.5

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.125
𝛽 = 0.125

Truthful-QA Accuracy 50.40% 49.10% 67.10% 60.25% 50.90% 50.40% 66.10% 52.60% 67.25% 63.85% 74.00% 73.80% 55.50% 51.75% 64.40% 57.00% 70.20%
F1 Score 0.4999 0.4785 0.6698 0.6014 0.5056 0.4989 0.6588 0.4401 0.6724 0.6375 0.7391 0.7374 0.5303 0.5012 0.6359 0.5608 0.7391

HaluEval-QA Accuracy 93.20% 86.00% 98.00% 96.55% 93.80% 90.45% 97.65% 95.50% 97.40% 95.00% 99.00% 97.50% 96.05% 96.30% 98.00% 97.55% 86.10%
F1 Score 0.9319 0.8598 0.9800 0.9655 0.9380 0.9043 0.9765 0.9550 0.9740 0.9500 0.9900 0.9750 0.9605 0.9630 0.9800 0.9755 0.8541

Drowzee-Dataset Accuracy 97.85% 90.50% 100.00% 100.00% 99.70% 97.20% 100.00% 100.00% 99.50% 97.20% 100.00% 100.00% 99.50% 99.25% 100.00% 100.00% 71.30%
F1 Score 0.9785 0.9047 1.0000 1.0000 0.9970 0.9720 1.0000 1.0000 0.9950 0.9720 1.0000 1.0000 0.9950 0.9925 1.0000 1.0000 0.6735

AbnorDetector-Full exhibit significantly superior classification per-
formance on the HaluEval-QA and Drowzee-Dataset compared
to the Truthful-QA dataset, with accuracy exceeding 90% in most
configurations. For Truthful-QA, AbnorDetector-Lite achieves an
average classification accuracy of 56.01% across the four models
at (𝛼, 𝛽) = (0.5, 0.5), which is slightly above random classification
levels, whereas AbnorDetector-Full enhances average accuracy to
67.90% at (𝛼, 𝛽) = (0.25, 0.25). In contrast, Lynx attains its best
performance on HaluEval-QA at 86.1%, with relatively compara-
ble performance on Truthful-QA and Drowzee-Dataset, achieving
70.2% and 71.30%, respectively.

The relatively lower performance of AbnorDetector-Lite and
AbnorDetector-Full on Truthful-QA may stem from their reliance
on pronounced activation differences between normal and abnor-
mal behaviors. In contrast, on HaluEval-QA and Drowzee-Dataset,
additional knowledge introduced creates more evident conflicts
with hallucinated responses, facilitating easier detection. By com-
parison, hallucinated answers in the Truthful-QA dataset exhibit
subtler conflicts with the questions, resulting in a less distinct
boundary between normal and abnormal behaviors, which in-
creases detection difficulty.

Findings: Strong activation differences between normal and
abnormal behaviors are essential for effective detection, partic-
ularly in varied task contexts where pronounced distinctions
significantly enhance classification accuracy.

4.4 The Effectiveness of AbnorDetector in
Backdoor Attack Detection

In this section, our objective is to evaluate the effectiveness of
AbnorDetector-Lite and AbnorDetector-Full in backdoor attack
scenarios. Specifically, we employ the publicly available backdoor
reproduction framework, BACKDOORLLM [22], to inject backdoors
into three models using the widely adopted backdoor injection
methods, BadNets and VPI. BadNets and VPI respectively use fine-
tuning datasets containing 400 backdoor queries and 400 clean
queries, with separate test datasets of 100 backdoor queries and
100 clean queries to evaluate the backdoor injection effects. Thus, a
total of 800 backdoor queries and 800 clean queries in the backdoor
injection training set are used for critical layer analysis, and feature
extraction is applied to construct the training set for the classifier.
The test dataset includes 200 backdoor queries and 200 clean queries,
which are used to assess the classifier’s accuracy. For ONION, we
follow the settings outlined in its original paper, using GPT-2 as
the base model, and set the suspicion score thresholds (𝑡𝑠 ) to 25,
50, and 75. A lower 𝑡𝑠 prompts ONION to remove more suspicious
words to eliminate potential backdoor triggers from the input.

Effectiveness Analysis: As shown in the results from Table 3,
when the parameters are set to (𝛼, 𝛽) = (0.5, 0.5), AbnorDetector-
Lite achieves average classification accuracies of 100.00%, 96.95%,
99.50%, and 83.45% across the four models, with corresponding
average F1 scores of 1, 0.97, 0.995, and 0.82. In contrast, the baseline
method ONION identifies backdoor triggers with success rates of
only 56.20%, 70.40%, and 87.00% at different thresholds 𝑡𝑠 (75, 50,
and 25, respectively). Moreover, AbnorDetector-Full, by leveraging
a more comprehensive set of features, consistently achieves optimal
performance in all configurations, enabling complete detection of
backdoor queries in the test set. While ONION attains a high detec-
tion rate of 87.00% at 𝑡𝑠 = 25, it removes an average of 22% of words
from the original prompts during processing, compromising the
semantic integrity of the original prompts. Overall, AbnorDetector-
Lite demonstrates superior performance over the baseline method
in backdoor attack scenarios, and AbnorDetector-Full achieves the
best performance across all scenarios.

Findings: AbnorDetector demonstrates strong effectiveness
in detecting abnormal behaviors in backdoor scenarios, achiev-
ing higher accuracy compared to the baseline method, while
preserving the semantic integrity of input prompts.

Comparison Between Different Datasets andModels: From
the perspective of varying datasets, ONION significantly outper-
forms VPI on the BadNet dataset, achieving a maximum detection
rate of 97.6%, while the highest detection rate for VPI remains only
76.4%. Both AbnorDetector-Lite and AbnorDetector-Full exhibit
consistently robust performance across BadNet and VPI, with the
maximum performance gap being 9.34% on Gemma-7b-it, while
the performance differences in other scenarios remain minimal.
This can be attributed to the distinct nature of the triggers: Bad-
Net utilizes a "BadMagic" keyword as the trigger, whereas VPI
uses "Discussing OpenAI." ONION identifies triggers by assessing
the perplexity change resulting from the removal of individual
words, making it particularly effective at detecting backdoor at-
tacks with single, rare keywords as triggers. However, triggers com-
posed of multiple common words may evade this defense. In terms
of model variations, AbnorDetector-Lite demonstrates superior
performance on Llama-2-7B-Chat and Llama-3.1-70B-Instruct com-
pared to Llama-3.1-8B-Instruct and Gemma-7b-it, suggesting that
AbnorDetector-Lite’s effectiveness remains influenced by model ar-
chitecture. In contrast, AbnorDetector-Full maintains stable perfor-
mance across different configurations, indicating a robust capability
independent of specific model structures.
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Table 3: Accuracy Results of AbnorDetector and ONION in Detecting Abnormal Behaviors under Backdoor Scenarios (For AbnorDetector, we report its
accuracy and F1 scores, while for ONION, we report its success rate in eliminating backdoors.)

DataSet
Llama-2-7b-chat Llama-3.1-8B-Instruct Llama-3.1-70B-Instruct Gemma-7b-it ONIONAbnorDetector

-Lite
AbnorDetector

-Full
AbnorDetector

-Lite
AbnorDetector

-Full
AbnorDetector

-Lite
AbnorDetector

-Full
AbnorDetector

-Lite
AbnorDetector

-Full
𝛼 = 0.5
𝛽 = 0.5

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.125
𝛽 = 0.125

𝛼 = 0.5
𝛽 = 0.5

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.125
𝛽 = 0.125

𝛼 = 0.5
𝛽 = 0.5

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.125
𝛽 = 0.125

𝛼 = 0.5
𝛽 = 0.5

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.125
𝛽 = 0.125 bar = 75 bar = 50 bar = 25

BadNet Accuracy 100.00% 99.60% 100.00% 100.00% 96.40% 94.55% 99.50% 100.00% 99.50% 99.50% 100.00% 100.00% 81.82% 89.24% 100.00% 100.00% 79.20% 89.00% 97.6%F1 Score 1.0000 0.9960 1.0000 1.0000 0.9640 0.9454 0.9950 1.0000 0.9950 0.9950 1.0000 1.0000 0.8173 0.8922 1.0000 1.0000

VPI Accuracy 100.00% 99.90% 100.00% 100.00% 97.50% 91.11% 99.50% 100.00% 99.50% 100.00% 99.50% 99.50% 83.13% 79.90% 100.00% 100.00% 33.20% 51.80% 76.4%F1 Score 1.0000 0.9990 1.0000 1.0000 0.9750 0.9110 0.9950 1.0000 0.9950 1.0000 0.9950 0.9950 0.8306 0.7965 1.0000 1.0000

Findings: AbnorDetector effectively defends against back-
door triggers composed of multiple common words, a chal-
lenge for ONION. Moreover, AbnorDetector-Full consistently
delivers stable performance across different datasets and
model architectures, showcasing its robustness and adapt-
ability.

4.5 Impact of Hyperparameters
In this section, we examine the impact of hyperparameters by
analyzing the performance variation of AbnorDetector-Lite and
AbnorDetector-Full across multiple tasks under different hyperpa-
rameter settings. This study centers on two key aspects: first, the
influence of activation features from attention and MLP layers on
AbnorDetector-Lite and AbnorDetector-Full’s performance across
diverse tasks; and second, the identification of optimal hyperparam-
eter configurations for AbnorDetector-Lite and AbnorDetector-Full
in various abnormal detection tasks.

Attention Layer versus MLP Layer: To compare the impact of
attention layers and MLP layers on abnormal detection, we analyze
classification accuracies across three tasks using only attention
layers ((𝛼, 𝛽) = (1.0, 0)), only MLP layers ((𝛼, 𝛽) = (0, 1.0)), and a
configuration with the same number of features ((𝛼, 𝛽) = (0.5, 0.5))
as an additional comparison.

In jailbreak scenarios, using only attention layers achieves an av-
erage accuracy of 97.6% across five datasets, while using only MLP
layers reaches 99.24%. Combining both layers yields a classification
accuracy of 99.14%, indicating that MLP layers slightly outperform
attention layers. In hallucination scenarios, attention layers achieve
an average accuracy of 71.77% across three datasets, compared to
81.02% with MLP layers. The combined configuration shows an ac-
curacy of 80.48%, suggesting that MLP layers are more effective for
this task, especially in the Drowzee dataset, where attention layers
alone yield only 70.3% accuracy. In backdoor scenarios, the average
classification accuracies for attention layers, MLP layers, and the
combined configuration are 99.75%, 99.2%, and 100%, respectively,
showing minimal difference.

Overall, MLP layers demonstrate a more substantial contribu-
tion to abnormal detection in the Llama-2-7b-Chat model. However,
further analysis reveals that the effectiveness of attention and MLP
layers depends on themodel architecture. For example, in the Llama-
3.1-8B-Instruct model, the classifier’s average accuracy across three
datasets in hallucination scenarios is approximately 50% when us-
ing only MLP layers, but it increases to 80.78% when using only
attention layers. Therefore, combining attention and MLP layers is
generally the optimal approach to mitigate the influence of model
architecture.

Hyperparameter Configuration Analysis: To explore suit-
able hyperparameter configurations, we start with (𝛼, 𝛽) =

(0.5, 0.5), gradually halving the feature count and evaluating the
classifier’s performance at each step. For AbnorDetector-Lite, when
features are reduced to (𝛼, 𝛽) = (0.25, 0.25), the average abnor-
mality detection accuracy in hallucination scenarios decreases to
75.20%. A further reduction to (𝛼, 𝛽) = (0.125, 0.125) lowers the
accuracy in jailbreak scenarios to 86.24% and in hallucination sce-
narios to 63.60%. For AbnorDetector-Full, feature reduction causes
a slight decrease only in hallucination scenarios, while accuracy in
other scenarios remains stable.

In summary, (𝛼, 𝛽) = (0.5, 0.5) is a suitable hyperparameter
setting for AbnorDetector-Lite, with (𝛼, 𝛽) = (0.25, 0.25) also ap-
plicable in most scenarios. For AbnorDetector-Full, a configuration
of (𝛼, 𝛽) = (0.125, 0.125) or fewer features is recommended for
abnormality detection.

Findings: For both AbnorDetector-Lite and AbnorDetector-
Full, the combined use of attention layers and MLP layers is a
relatively optimal solution. For AbnorDetector-Lite, a suitable
hyperparameter setting is to use (𝛼, 𝛽) = (0.25, 0.25) or more
features. For AbnorDetector-Full, using (𝛼, 𝛽) = (0.125, 0.125)
can still achieve high performance.

5 DISCUSSION
Computational Efficiency:AbnorDetector enhances efficiency

through two primary design choices. First, the lightweight MLP-
based classifier reduces computational overhead, ensuring rapid
processing. Second, except for hallucination detection tasks, Ab-
norDetector operates without requiring additional outputs from the
LLM, further streamlining its operation. These features collectively
improve AbnorDetector’s efficiency, making it suitable for practical
deployment. Specifically, for Llama-2-7b-chat, AbnorDetector-Lite
detects 1000 samples in an average time of 0.03 seconds, while
AbnorDetector-Full takes an average of 0.22 seconds for the same
task, after obtaining the corresponding hidden states.

Generalization: Detecting complex and rapidly evolving ab-
normal behaviors, particularly those deviating from the sampled
data distribution, remains a challenging task. In light of this, we
also evaluate AbnorDetector on its generalization and robustness
capabilities. For instance, using AbnorDetector-Lite trained on jail-
break scenarios in RQ1 (based on Llama-2-7b-chat), it achieves a
detection accuracy of 92.00% on 200 orthogonal jailbreak attack
samples generated by MASTERKEY [7]. These results demonstrate
AbnorDetector’s ability to effectively detect novel and unforeseen
threats, showcasing its robustness to address the dynamic chal-
lenges in practice.
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Table 4: Comparative Experimental Results of AbnorDetector with Different Hyperparameter Configurations across Three Abnormal Behavior Detection
Scenarios

Task Dataset AbnorDetector-Lite AbnorDetector-Full
𝛼 = 1
𝛽 = 0

𝛼 = 0
𝛽 = 1

𝛼 = 0.5
𝛽 = 0.5

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.125
𝛽 = 0.125

𝛼 = 1
𝛽 = 0

𝛼 = 0
𝛽 = 1

𝛼 = 0.5
𝛽 = 0.5

𝛼 = 0.25
𝛽 = 0.25

𝛼 = 0.125
𝛽 = 0.125

Jailbreak

Alpaca-GPT4 100.00% 99.90% 100.00% 95.50% 92.00% 99.00% 99.00% 99.00% 99.00% 99.00%
JailBreakV 98.00% 99.20% 100.00% 94.40% 92.10% 100.00% 100.00% 100.00% 100.00% 100.00%

GCG 96.00% 98.10% 97.20% 95.50% 62.00% 100.00% 99.00% 99.00% 100.00% 99.00%
COLD-Attack 94.00% 99.00% 98.50% 96.00% 90.30% 99.00% 99.00% 99.00% 99.00% 99.00%

LAA 100.00% 100.00% 100.00% 100.00% 94.80% 100.00% 100.00% 100.00% 100.00% 100.00%

Hallucination
Truthful-QA 49.65% 58.75% 50.40% 49.10% 53.10% 73.10% 67.35% 72.20% 67.10% 60.25%
HaluEval-QA 95.35% 90.40% 93.20% 86.00% 73.20% 98.50% 98.50% 98.00% 98.00% 96.55%

Drowzee-Dataset 70.30% 93.90% 97.85% 90.50% 64.50% 100.00% 100.00% 100.00% 100.00% 100.00%

Backdoor BadNet 100.00% 99.60% 100.00% 99.60% 97.30% 100.00% 100.00% 100.00% 100.00% 100.00%
VPI 99.50% 98.80% 100.00% 99.90% 98.40% 100.00% 100.00% 100.00% 100.00% 100.00%

6 RELATEDWORK
In this section, we review the key works currently focused on
detecting jailbreak attacks, hallucination phenomena, and backdoor
attacks in lLLMs.

6.1 Jailbreak Attack Detection
Jailbreak attacks manipulate LLMs to bypass their safety protocols
and generate harmful or restricted content. To mitigate the impact
of such attacks, various detection methods have been proposed,
broadly categorized into black-box and white-box approaches.
Black-box methods operate without direct access to the model’s
internal structure, relying on analyzing inputs and outputs, while
white-box methods leverage knowledge of the model’s architecture
and parameters to enhance detection accuracy.

White-box: Some works [16] detect jailbreak attacks by evalu-
ating the model’s perplexity on queries, classifying them as poten-
tially harmful when the perplexity exceeds a predefined threshold.
Besides perplexity-based approaches, several methods leverage
internal gradient information for detection. GradSafe [38] effec-
tively identifies jailbreak prompts by inspecting gradients associ-
ated with safety-critical parameters in LLMs. Their findings reveal
that ’the gradients of an LLM’s loss for jailbreak prompts, when
paired with compliance responses, show similar patterns in certain
safety-critical parameters.’ Additionally, Gradient Cuff [13] intro-
duces the concept of ’Refusal Loss.’ By analyzing the properties of
refusal loss (such as function values and smoothness), Gradient Cuff
devises a robust two-step detection strategy to detect and defend
against jailbreak attacks that attempt to circumvent model safety
mechanisms.

Black-box: Black-box detection methods are broadly catego-
rized into two groups. The first group consists of commercial online
APIs, such as OpenAI Moderation API, Perspective API, and Azure
AI Content Safety API. The second group involves using LLMs
themselves for detection, including zero-shot detectors like GPT-4
or LLMs fine-tuned specifically for detection tasks, such as Llama
Guard [15].

6.2 Hallucination Phenomena Detection
Hallucination phenomena in LLMs occur when the models generate
content that is factually inaccurate, irrelevant, or ungrounded in

the given context. To tackle this issue, researchers have explored a
range of approaches, focusing on the detection and mitigation of
hallucinations.

SAPLMA [3] is an early approach that directly examines halluci-
nation phenomena by analyzing the hidden states of LLMs. Building
on this, some works [17] empirically demonstrates that the internal
states of LLMs reveal whether the model has encountered a query
during training and indicate the likelihood of hallucination. Addi-
tionally, the method presented in [6] mitigates hallucinations by
focusing on the "sharpness" of context activations. Similarly, the
Lynx model introduced in [31] is a state-of-the-art hallucination
detection model, demonstrating superior capabilities in detecting
hallucinations through advanced reasoning on real-world tasks.

Furthermore, recent work such as [5] leverages LLMs’ “Observed
Consistency” and “Self-reflection Certainty” to detect hallucinations
within models. They propose BSDETECTOR, which computes con-
fidence estimates for responses generated by black-box models.
The work presented in [43] explores Self-Alignment for Factuality,
where the internal knowledge of LLMs is used to verify the factual
accuracy of their own generated outputs.

6.3 Backdoor Attack Detection
Backdoor attacks in LLMs involve inserting malicious triggers dur-
ing model training, allowing adversaries to manipulate the model’s
behavior when these triggers are encountered at inference time.
To address this issue, researchers have developed various detec-
tion and defense mechanisms aimed at identifying and neutralizing
backdoor triggers.

The ONION algorithm [30] detects backdoor triggers by cal-
culating the impact of different tokens on a sample’s perplexity.
BDDR [32] identifies potential triggers by analyzing the effect of
word removal on model confidence and prevents backdoor activa-
tion by removing the trigger and reconstructing the original sample.
RAP [41] employs word-based robustness-aware perturbations to
compute the confidence difference between original and perturbed
samples under the target label, effectively detecting poisoned sam-
ples.

Moreover, recent studies have also made efforts to detect back-
door attacks. BDMMT [37] proposes a defense method based on
deep model mutation testing, where random mutations are ap-
plied to pre-trained language models, and backdoor samples exhibit
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increased robustness under these mutations, enabling detection.
CLEANGEN [24] detects and replaces suspicious tokens favored
by attackers, while preserving model utility when processing be-
nign user queries. Chain-of-Scrutiny (CoS) [21] guides the model
to generate detailed reasoning steps and examines the consistency
between the reasoning process and the final output to identify
potential backdoor attacks.

7 CONCLUSION
In this study, we developed a comprehensive real-time detection
framework tailored to address multiple abnormal behaviors in large
language models, including hallucinations, jailbreak attacks, and
backdoor threats. By analyzing neural activation patterns, particu-
larly in critical layers, our approach captures distinguishing features
between normal and abnormal outputs. Specifically, our framework
leverages two sets of features including NAS and ANE, enabling a
lightweight classifier to achieve real-time anomaly detection with-
out compromising accuracy. Extensive evaluations across diverse
tasks demonstrate the framework’s robustness and generalizability,
achieving an accuracy of 98.54%, 83.42%, and 94.73% for detecting
jailbreak, hallucination, and backdoor threats, respectively. The
framework only incurs minimal computational overhead, enabling
a real-time detection in deployment. Our work marks a step to-
wards advancing LLM security, offering a scalable and efficient
solution for detecting abnormal behavior in constantly-evolving
AI applications.
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