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Abstract
As Virtual Reality (VR) games become more popular, it is crucial
to understand how deceptive game design patterns manifest and
impact player experiences in this emerging medium. Our study
sheds light on the presence and effects of manipulative design tech-
niques in commercial VR games compared to a traditional computer
game. We conducted an autoethnography study and developed a
VR Deceptive Game Design Assessment Guide based on a critical
literature review. Using our guide, we compared how deceptive
patterns in a popular computer game are different from two com-
mercial VR titles. While VR’s technological constraints, such as
battery life and limited temporal manipulation, VR’s unique sen-
sory immersion amplified the impact of emotional and sensory
deception. Current VR games showed similar but evolved forms
of deceptive design compared to the computer game. We forecast
more sophisticated player manipulation as VR technology advances.
Our findings contribute to a better understanding of how deceptive
game design persists and escalates in VR. We highlight the urgent
need to develop ethical design guidelines for the rapidly advancing
VR games industry.

CCS Concepts
•Human-centered computing→ Empirical studies in HCI;
Virtual reality; • Software and its engineering→ Interactive
games; • Applied computing→ Computer games.
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1 Introduction
Deceptive game design has been a growing area of concern for
player researchers. Literature has identified various deceptive game
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design patterns used inmobile and computer-based games tomanip-
ulate player behaviour for the benefit of game developers and pub-
lishers (e.g., [11, 15, 29, 43]). These practices designed to manipulate
player engagement and monetization through psychological and
emotional tactics can escalate frustration and confusion [18, 37, 59],
and damage game publisher reputations [27]. Deceptive design re-
search has primarily focused on games on traditional 2D interfaces
(e.g., [15, 29, 59]). However, commercially available Virtual Reality
(VR) technology opens a new frontier for immersive manipulative
tactics. Spatial and realistic displays in VR could amplify the impact
and subtlety of deceptive designs [25, 32], impairing users’ ability
to critically evaluate content [9]. As commercial game development
shifts to VR platforms, understanding how deceptive practices adapt
to immersive technology is paramount.

Although recent studies have explored how deceptive design
could work in immersive environments, these explorations have
mainly focused on hypothetical scenarios from literature, experts
predictions, and controlled laboratory experiments (e.g., [25, 32,
54]). These studies focused broadly on XR technology and neglected
the specific contextual factors of VR games. The impact of deceptive
design on players within immersive VR environments remains
largely unexplored. Our research addresses this gap by investigating
deceptive design patterns in commercially available VR games, and
comparing them to traditional game implementations. We analyze
how these patterns evolve across modalities, with a focus on their
potential impact in VR and on player experience. Our overarching
Research Questions (RQs) are:

RQ1: What deceptive design patterns are currently implemented
in commercial VR games?

RQ2: How do deceptive game designs vary in their manifestations
in VR games and PC games?

To address these RQs, we are conducting a series of analyses,
including a literature synthesis to construct a VR Deceptive Game
Design Assessment Guide (referred to as the Assessment Guide) that
comprehensively captures deceptive design patterns in VR games.
We are also conducting autoethnography research to identify these
patterns in various VR games and to compare new manifestations
in VR to those in recent PC games. In this work-in-progress (WIP),
we report the first stage of our research, which includes an initial
version of the Assessment Guide synthesized from the literature, a
preliminary seven-week autoethnography study, and a comparative
analysis of deceptive design patterns identified in two commercial
VR games (see Figure 1, left and center): Moss: Book II (Moss2), a
VR puzzle adventure game; and Beat Saber , a VR rhythm game.
These games are selected because of their critical acclaim in the VR
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player community and significant player bases1. We chose a third
cross-platform computer game, Overwatch2 (OW2), a first-person
team-based shooter (see Figure 1, right) as an exemplar PC game
to compare to VR games because our previous research [27] had
identified various deceptive game design mechanisms in OW2 and
critical player reviews2. While deceptive design varies across game
types, genres, and mechanics, we have focused on examining and
contrasting these patterns in a select sample of exemplary games in
our preliminary investigation presented in this WIP. This approach
allows us to explore how these patterns uniquely manifest and
impact VR players more than traditional computer games.

The lead researcher—experienced in deceptive design research
and VR gaming applications—extensively played OW2 (20 hours
in 6 days), followed by Moss2 (8 hours in 9 days) then Beat Saber
(18 hours in 9 days) to systematically document detailed diary en-
tries that reflect on moments where game mechanics appeared to
use deceptive patterns and produce manipulative experiences. The
length of play between the three games is determined by the princi-
ple of saturation when no new deceptive design patterns emerged
during gameplay. The autoethnographic approach allowed us to ac-
tively engage as players and experience deceptive design first-hand,
capture player frustrations and excitements, and systematically
document these experiences over time [51]. Next, we developed an
initial version of the VR Deceptive Game Design Assessment Guide
across eight themes that consist of 71 distinct deceptive designs
from the literature to deductively analyze diary entries (see Ta-
ble 2). This Assessment Guide was constructed by synthesizing
existing classifications (e.g., [22, 25, 30, 59]) that comprehensively
captured problematic design practices from the academic and regu-
latory space [22], as well as from games [59], immersive environ-
ments [25], and player perspectives [30].

Our preliminary research outcomes make three contributions:
First, we present a VR Deceptive Game Design Assessment Guide
that builds on established classifications to serve as a foundation
for analyzing deceptive design in VR games, and informing future
researchers, VR designers, and policymakers by providing a stan-
dardized tool for identifying and categorizing deceptive tactics in
VR games. Second, our research uses an autoethnography method to
provide valuable insights into players’ lived experiences from a first-
person perspective. Third, our preliminary investigation revealed
various manifestations of deceptive designs across modalities. Our
findings suggest that, although the limitations of VR device battery
life clashed with tactics driving extensive playtime, VR’s unique fea-
tures amplified the impact of emotional and sensory manipulations
and presented a potential for more sophisticated manipulation in
future VR games.

1As of May 10, 2024, Beat Saber has about 862,000 active players; Moss Book: II has
been played by 33,000 players. See https://playtracker.net/insight/game/5.
2As of May 4, 2024, OW2 holds the sixth position on the list of worst games on Steam
with 82% of negative reviews, resulted in an overall rating of “overwhelmingly nega-
tive”. Currently,OW2 See: https://store.steampowered.com/app/2357570/Overwatch_2/
and https://steam250.com/bottom100

2 Related Work and How It Informed Our
Research

2.1 Deceptive Design in Games and Immersive
Environment and The Role of Player
Perception

Deceptive design that impairs users’ ability to make informed deci-
sions [6, 13, 21, 39], is widely used on websites [19, 24, 38], mobile
apps [15, 24, 34], and social networks [41, 42]. In games, deceptive
designs can benefit game developers but negatively impact player
experiences [59]. The literature has classified deceptive designs
for psychological manipulation [59], attention capture [43], and
extended playtime and money spending [11, 12, 29, 59]. Studies on
3D interaction [23, 30] and Extended Reality (XR)3 literature [25]
indicate that XR’s unique features, such as spatial displays, multi-
modality and realistic experiences, real-world sensory blocking,
and sensor data, create new opportunities for deceptive design that
amplifies user manipulation [25, 32]. Gray et al. [22] synthesized
a comprehensive ontology of 64 deceptive designs from widely
adopted regulatory and academic taxonomies.

Deceptive designs exploit internal human rationality and cogni-
tive limitations and external social influence to manipulate human
decision-making [53, 56, 58]. The effectiveness of deceptive design
varies based on users’ literacy [11, 35, 59], encounter frequency, per-
ceived trustworthiness, level of frustration, misleading behaviour
and UI appearance [36]. Player perceptions also play a role, with
some feeling “interrupted” or questioning game fairness, while oth-
ers might appreciate the guidance [15–17, 59] or accept it due to
service dependency [37]. Given this complexity, literature suggests
that user-centred approaches are necessary for identifying design
practices that are not straightly unethical [18, 20, 27].

In our preliminary investigation, we built upon Gray et al. [22]’s
comprehensive ontology which was grounded in foundational liter-
ature and taxonomies in the field (e.g., [5, 19, 39]). We further incor-
porated insights from Zagal et al. [59] on game-specific and Hadan
et al. [25] on XR-specific deceptive designs, and King et al. [30]
on player perception in 3D interfaces. While Zagal et al. [59]’s
framework lacked empirical data, it remains a “fruitful” starting
point for game-focused deceptive design research [10, p. 2]. Our
autoethnography methodology addresses this gap and follows the
recommendations by incorporating player experiences and percep-
tions from a first-person perspective. We present how these studies
informed our process of developing our VR Deceptive Game Design
Assessment Guide in subsection 3.2.

2.2 Autoethnography as a Methodology in
Games Research

Autoethnography is a common HCI methodology where designers
reflect on their extended use of a system to understand its nature
and refine its design directions (e.g., [2, 47, 51]). In the study of
video games, the autoethnography method has been used to study
game design elements that enhanced player motivation and engage-
ment [49, 50], shaped gendered experiences [44], and disrupted play-
ers in an AR game [33]. This method situates researchers as both the
3Extended Reality (XR) describes immersive technologies such as Virtual Reality (VR),
Augmented Reality (AR), and Mixed Reality (MR).

https://playtracker.net/insight/game/5
https://store.steampowered.com/app/2357570/Overwatch_2/
https://steam250.com/bottom100
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“protagonist” and observer and enables a first-person engagement
and understanding of the game environment [51]. Other studies
have also used this method to study the cultural and social dynam-
ics, such as in-game as well as out-of-the game love affairs [55],
collaborative play [45], gameplay learning with peers [46], players’
perception of cheating [4], and the emergence of toxic in-game
behaviour [31]. However, to date, and to our knowledge, only one
autoethnographic study has been conducted to investigate the im-
pact of deceptive game design on players in computer-based games
(i.e., [29]).

Literature suggests that XR technology can employ deceptive
designs that occur frequently or even constantly over extended
periods, making them less noticeable to users [32], especially when
XR devices are used constantly throughout people’s daily lives [25].
Therefore, we argue that autoethnography methodology can be
an effective tool in analyzing such deceptive designs in VR games.
This method allows researchers to actively engage with the game
as players, gain first-hand experience with deceptive game designs
players’ frustrations and excitements, and systematically document
their experiences over time [51]. In addition, autoethnography en-
courages critical self-reflection by requiring researchers to question
their interpretations and challenge their assumptions [1, 51]. This
introspective process enables nuanced examinations of deceptive
game design. The unique combination of subjective player expe-
rience and critical researcher analysis makes autoethnography an
ideal methodology for answering our research questions.

3 Methodology
To investigate and contrast the manifestation of computer decep-
tive game design in commercially available VR games, we used an
autoethnography methodology for data collection and a deductive
reflexive thematic data analysis.

3.1 Data Collection and Documentation
The lead researcher with expertise in deceptive design, games, and
VR played and was fully immersed in all three games. Through a
game design mechanics analysis and an analysis of player expe-
rience from online communities [27], the researcher played the
games from a player’s perspective and compiled six diary entries
and video-recorded 20 hours of gameplay for OW2 over six days
until no new game design mechanics were observed and no new
thoughts and perceptions emerged. Similarly, Moss2 was played at
length and finished over nine days, totaling eight hours of game-
play and nine diary entries. Beat Saber was played in single-player
mode over 10 days with 18 hours of gameplay total, and generated
nine diary entries. All VR gameplay sessions were recorded using a
Meta Quest3 headset screen-recording function. The 24 systematic
diary entries were maintained on Miro4 to document the game-
play experience and observations of potentially deceptive designs
encountered, complemented by screenshots from video-recorded
gameplay sessions. The diary entries and video recordings were
then uploaded to Dovetail5 for thematic analysis.

4Miro—the Virtual Workspace for Innovation. https://miro.com/
5Dovetail—Thematic Analysis Software.https://dovetail.com/

3.2 VR Deceptive Game Design Assessment
Guide Development

To ensure consistency in our process of identifying deceptive design
in VR games, we developed a VR Deceptive Game Design Assess-
ment Guide, inspired by Gunawan et al. [24]’s deductive codebook
method for comparing deceptive design in mobile and web-based
applications. We adopted Gray et al. [22]’s ontology of deceptive
designs as our starting point as it is the most recent and com-
prehensive framework at the time of our study grounded in the
foundational literature in the field (e.g., Brignull [5], Gray et al.
[19], Mathur et al. [39]). However, the ontology was not tailored to
deceptive design in the VR context. Therefore, we augmented our
analysis with additional frameworks that focus on VR and games
from Hadan et al. [25], King et al. [30], and Zagal et al. [59] due
to their coverage in VR-specific [25] and game-specific [30, 59]
deceptive designs, and considerations for player perception in 3D
interfaces [30]. To minimize complexity where appropriate, we
merged variances of deceptive designs that shared similarities in
their definition and characteristics. Overall, our Assessment Guide
contained eight synthesized themes and 71 distinct deceptive design
patterns, as summarized in Table 2 in the Appendix.

3.3 Data Analysis
Given the autoethnography nature of the study, the lead researcher
analyzed data using deductive reflective thematic analysismethod [8].
The method preserves the personal and reflexive nature of the
research [14, 51, 57] while enabling a “theoretically-informed ex-
ploration of qualitative data” [8, p. 260–263]. Prior studies have
extensively used this method to analyze autoethnographic data
(e.g., [14, 33, 57]). To offer transparency in our findings and inter-
pretations [51], we provide a Reflexivity Statement in Appendix B
that follows the recommendations for qualitative research [40, 52].

In the early exploratory stage of our research, we reviewed our
initial OW2 diary entries. We noticed trends repeatedly centred
around the manifestations of deceptive game design and contexts in
which they presented and the potential impacts on the game experi-
ence. To systematically organize the information hence forward, we
subsequently segmented the diary entries into (1) descriptions of
the lead researcher’s experience, reactions, thoughts, and feelings
upon encountering particular game elements, and (2) reflections
on possible presence of deceptive game design and its context. An
example diary entry forMoss2 gameplay is included in Appendix A.

Our main analysis was conducted in three stages. In the first
stage, the lead researcher reviewed the data based on our VR De-
ceptive Game Design Assessment Guide (see subsection 3.2), with
special attention to potential deceptive designs. In the second stage,
the diary entries and screenshots from video gameplay recordings
were deductively coded based on the Assessment Guide. We used an
iterative coding process in which the analysis was constantly chal-
lenged and refined on the basis of the researcher’s critical thoughts
and expertise in deceptive design to interpret gameplay experiences.
In the third stage, our research team collectively discussed the re-
sults to identify any potentially overlooked aspects of the data. In
this WIP, we discuss the 15 patterns identified in Beat Saber , and
five patterns identified in Moss2, and contrast them with the 17
deceptive game design patterns identified in OW2 (see Table 1).

https://miro.com/
https://dovetail.com/
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Table 1: This table presents deceptive design patterns we identified in Overwatch2 (OW2) [27], Beat Saber (BS), andMoss Book: II
(Moss2). See Appendix C for specific game mechanics associated with each deceptive pattern and corresponding synthesized
diary entries.

Theme/Subtheme Code Description OW2 BS Moss2

Theme 1: Sneaking
Hiding Information Reference Pricing� Include a price-inflated item or a poorer-quality item with same price, make a current price seem ideal. ✓ - -
Theme 2: Obstruction

Creating Barriers Price Comparison Prevention Hide information or block copying/pasting, make it difficult to compare prices across vendors. - ✓ -
Intermediate Currencies� Hide the real price behind a virtual currency, make informed purchase decisions difficult. ✓ - -

Theme 3: Social Engineering
Social Proof Parasocial Pressure Exploit users’ trust in celebrities or other entities with inauthentic endorsements to influence decisions. - ✓ -
Urgency Countdown Timers� Create urgency with fake countdown timers. ✓ - -

Limited Time Message� Create urgency with fake limited-time offers. - ✓ -
Fear of Missing Out (FOMO) Exploit anxiety about missing exciting or valuable experiences. ✓ - -

Personalization Social Obligation� Create a sense of obligation to avoid letting down friends in the game or to return a favor. ✓ - -
Competition� Foster envy and competitions between players. ✓ ✓ -

Theme 4: Interface Interference
Manipulating Choice Architecture False Hierarchy� Prioritize certain options, make it difficult to compare choices. ✓ ✓ -

Visual Prominence� Highlight distracting elements, causing users to forget or lose focus on their initial intent. - ✓ -
Bundling� Group products at a “special” price and hide individual costs. ✓ ✓ -

Emotional or Sensory Manipulation Adorable Design� Exploit user preference for adorable and appealing design, foster trust in NPCs* and obscure risks. ✓ ✓ ✓
NPC/Narrative Manipulation� Exploit self-satisfaction, sympathy, or reverse psychology to cause unintended actions. - - ✓
Trick Questions Use confusing wording or double negatives to manipulate users’ choices. - ✓ -
Hidden Information Obscure crucial details or disguising them as unimportant. - ✓ ✓

Theme 5: Distortion
- - -

Theme 6: Forced Action
Forced Communication or Disclosure Privacy Zuckering Trick users into thinking it’s essential for the service, lead to overshare personal data. - ✓ -
Gamification Pay-to-play� Restricts core functionalities or progress unless players pay to bypass limitations. ✓ ✓ -

Power Creep� Diminish obtained item values over time to drive new purchase. - ✓ -
Grinding� Force users into repetitive tasks to access features. ✓ - -
Can’t Pause or Save� Force users to continue playing before they can save progress. - - ✓
Playing by Appointment� Force players to adhere to the game’s schedule. ✓ - -

Sunk Cost Fallacy Endowed Value� Trap users with their previous investment (time, money, effort). ✓ ✓ -
Endowed Progress� Exploit users’ aversion to incompleted progression. ✓ - -
Waste Aversion� Set small differences between in-game currency and item costs, lead to additional currency purchases. ✓ - -

Theme 7: Facilitation
Infinite Treadmill� Continually expand the game (e.g., new levels, new content) so it never ends. ✓ - -
Theme 8: Other

Complete the Collection� Exploit users’ desires of completing game item collections. ✓ ✓ ✓

*NPC = Non-Player Character.� denotes deceptive designs mentioned in the game-related literature [30, 59]. denotes deceptive designs mentioned in VR-related literature [25].

3.4 Ethical Considerations and Limitations
Our research followed the research ethics guidelines throughout our
processes [7]. Prior to conducting the autoethnographic diary data
collection, we have consulted our institution’s ethical review board
(REB) and ensure that it is not subject to the ethical review process.
While we decided to study single-player mode in Beat Saber to
avoid involving others without consent, for OW2 that unavoidably
needs the involvement of other players, we concentrated on the
single-player journey and excluded information about other players
in our analysis to maintain their privacy.

Our preliminary analysis did not examine deceptive game de-
signs that rely on social relationships due to privacy and ethical
considerations regarding other players. Although we transparently
provided the lead researcher’s background and its potential influ-
ence on our findings in our autoethnographic study through a
reflexivity statement (see Appendix B), we acknowledge that our
findings may not represent a broader player population with varied
deceptive design literacy and perceptions [11, 17, 35, 59]. Our WIP
results examined two VR games and a PC game, which may not
cover all the deceptive design patterns across the modalities. How-
ever, we are confident that the autoethnographic approach allowed
us to experience a wide variety of deceptive tactics present in VR
games.

4 Findings
This section presents our preliminary findings of deceptive designs
in Moss2 and Beat Saber , and contrasts their manifestations in VR
with the PC game OW2. For clarity, in the following sections, we
denote gamemechanics inmonospace font (e.g., Song Gallery), use
italics text for deceptive design (e.g., Bundling) and use quoted italics
text for the in-game descriptions. We present patterns identified
from three games in Table 1 and provide descriptions of specific
game mechanics from VR games in Table 5 and OW2 in Table 4 in
Appendix with synthesized diary entries.

4.1 RQ1: What deceptive design patterns are
currently implemented in commercial VR
games?

We found that Moss2 and Beat Saber shared similarities in decep-
tive design patterns (see Table 1). Both games used emotional and
sensory manipulation (e.g., Adorable Design) with lovable character
designs, eye-catching visuals, and vibrant map environments to
create a strong emotional attachment to the game world, potentially
leading to longer play sessions and in-game purchases that players
may not have otherwise considered. Both games also used Hidden
Information tactics through the fully immersive nature of VR and
intense and deeply engaging gameplay. In Beat Saber , the absence
of a progress bar could be frustrating for players, as they have to
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VR VR

Figure 1: Left: sample gameplay moment inMoss2, a VR puzzle adventure game where players guide a tiny mouse character
through a fantastical world. Quill, the main character, gives the player a full-body hug, with her tiny arms wrapped tightly
around the controller pointers. Center: sample gameplay moment in Beat Saber, a VR rhythm-based block-slashing game, when
players are required to physically move left, right or squat down to avoid oncoming obstacles (semi-transparent walls). Right:
sample gameplay moment in OW2, a first-person team-based shooter game, when players is using ability to heal (restore) the
health of allies at the front by holding down the right-click on mouse.

replay the entire song after failing and cannot locate specific parts
they fail. The intensity of gameplay could lead to players lose track
of time and unintentionally extend the duration of play. In Moss2
a progress indicator (Stained Glass Windows) is subtly integrated
into the background map environment. This could cause players to
completely miss its existence. As a result, players can feel lost in the
engaging storyline and interactive gameplay, and continuously play
without a sense of progress. Moreover, Beat Saber and Moss2 use
Complete the Collection to fuel players’ desire for completion. For
instance, in Beat Saber , acquiring all songs in the player’s favourite
music packs could lead to unintentional overspending of money.
Similarly, Moss2 has collectible scrolls and character-enhancing
armors. While the process of discovering these items by repeatedly
revisiting completed maps can produce a sense of achievement
and a thorough game experience, it could also lead to extensive
playtime beyond what is necessary to enjoy the core game.

Beyond game-specific deceptive designs, we found that Beat
Saber’s Song Purchase System incorporated Price Comparison Pre-
vention that inhibits players from comparing the prices of songs and
music packs, Limited Time Message and Bundling that encourage
impulse purchases, Visual Prominence that attracts players’ atten-
tion to “buy music pack” entirely instead of buying an individual
song, and Privacy Zuckering that requires players’ payment infor-
mation before displaying songs’ and music packs’ prices. On the
other hand, Moss2 has largely used deceptive game design patterns
that encourage extended playtime and emotional investment from
players, including NPC/Narrative Manipulation that attracts players
with its VR-unique interactive elements, such as allowing players
to “pet,” “hug,” “high-five” with main characters (see Figure 1) and
protect them in battles. While VR technology’s limitations prevent
a truly tactile experience, the animation of “hugging” the player’s
controller pointers effectively conveys the warmth and gratitude.
The main character’s sign language communication added another
layer of emotional bond and make players feel like they are a part
of the adventure and not just outside observers. Interestingly, while
Moss2 incorporated Can’t Pause or Save tactic to keep players con-
tinuously play until designated save points, this tactic clashed with
the limited VR headset battery life and can frustrate players with
significant loss of progress due to a dead battery. We include the

detailed descriptions of patterns identified from VR games, with
synthesized diary entries, in Appendix Table 5.

4.2 RQ2: How do deceptive game designs vary
in their manifestations in VR games and PC
games?

As demonstrated in Table 1, while OW2, Beat Saber , and Moss2 all
incorporated Adorable Design and Complete the Collection, these de-
ceptive design patterns inOW2 (e.g., skinswith special visual effects,
cute weapon decorations) are restricted to the 2D screen. Players
interact with them using a mouse, keyboard, or controller, resulting
in a clear separation between the player and the game world. On
the other hand, Beat Saber and Moss2 enable a more dynamic and
immersive interaction with VR-unique features. For instance, in
Moss2, the VR controllers provide haptic feedback which, coupled
with spatial 3D visuals, creates a deeper sense of engagement. The
VR environment also allows players to physically lean forward and
peer around corners or behind walls to search for strategic paths
for the characters. The game also offers a more engaging way of
discovering collectibles compared to collecting badges and achieve-
ment messages on OW2’s 2D interfaces. While Beat Saber places
the player in a first-person perspective similar to OW2, unlike the
static screen of OW2, players in Beat Saber have a full 360-degree
game environment. Players need to not only slash the target blocks
but also physically move their body, arms, and legs to avoid virtual
obstacles and turn around to reach blocks from different directions
(see Figure 1). This full body involvement, combined with the first-
person perspective, creates a deeper sense of presence and engaging
experience that traditional 2D games cannot easily replicate.

However, many deceptive design patterns embedded in the game
mechanics also have no difference between VR and traditional
PC games. For example, both OW2 and Beat Saber used Limited
Time Message, Countdown Timer, Bundling, and Pay-to-play, and
Competition. The commonalities are because many deceptive design
patterns remain heavily reliant on 2D interfaces even within VR’s
3D environments, and therefore, have no significant variations
across modalities.

Lastly, while Beat Saber and Moss2 used NPC/Narrative Manip-
ulation, Trick Questions, and Power Creep and Can’t Pause or Save
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that did not exist in OW2, we believe it is due to differences in
game genre rather than the game platform. We include a detailed
descriptions of patterns identified from OW2, with synthesized
diary entries, in Table 4 in Appendix C.

5 Discussion and Next Steps
Although our research is ongoing, we made significant progress in
developing a VRDeceptive Game Design Assessment Guide tailored to
evaluating deceptive design in VR games by synthesizing previous
work [22, 25, 30, 59]. Our preliminaryAssessment Guide can serve as
a structured foundation for future research and VR design to iden-
tify new deceptive practices, analyze player impact, and develop
ethical VR game design guidelines. Specifically, researchers can
use this Assessment Guide to identify new deceptive practices, ana-
lyze their impact on players, and develop ethical design guidelines
for VR games. VR developers can better understand the different
categories of deceptive design and impacts on VR players, create
more ethical and player-centric VR experiences, and avoid those
causing player frustration, confusion, and pressure in their design.
The Assessment Guide can also inform regulations or guidelines
that promote responsible VR design practices to ensure VR player
protection from potentially manipulative tactics in games.

Our results highlight that the negative effects of some VR de-
ceptive game design patterns like Can’t Pause or Save that force
players to engage continuously have only been limited due to hard-
ware constraints of the technology like battery life. VR intensifies
player engagement and immersion, and therefore, have the poten-
tial to amplify the impacts of deceptive game designs that capitalize
on players’ emotional and sensory desires (e.g., Adorable Design,
Competition, and Complete the Collection). Their existence cautions
against the potential for more sophisticated player manipulations
in future games. For instance, we can easily foresee that future VR
games with Adorable Design and NPC/Narrative Manipulation could
be extended to NPC conversations that are framed with NPC’s invet-
erate longing [3] to pressure players into in-game purchases (like
in [30]), longer playtime, or guilt-trip players. Such emotional and
sensory manipulations can cause greater harm to players compared
to those in PC games. Similarly, games like Beat Saber could use
Perception Hacking to trick players restart repetitively by causing
unintentional slash on the wrong blocks, or secretly inflating the
price of songs in-game with Price Comparison Prevention by tak-
ing advantage that players may not bother to take off headset to
look up the price on the website (barrier between virtual and real-
ity [32]). While we found that many deceptive design patterns, such
as Pay-to-play and Countdown Timer, remain heavily reliant on 2D
interfaces, they have the potential to evolve into 3D formats. For
instance, Pay-to-play in VR games could appear as virtual tollbooths
at level entrances, while Countdown Timer might be represented
through NPCs’ increasingly agitated or aggressive conversations
as time runs out. These problems will arise in the near future with
more games emerge in VR. Our preliminary findings in this WIP
highlight the critical need for ongoing research in deceptive game
design in VR to keep up with the rapid evolution of VR technology.

Next Steps: Building upon our preliminary findings, our first
and the immediate next step is to refine and improve the compre-
hensiveness of the Assessment Guide by incorporating a broader

scope of literature (e.g., [32, 48]) and clearer considerations of VR-
specific properties (e.g., spatiality, perception, and barriers [32])
that directly influence player deception in VR. Second, our research
on deceptive VR game design is still ongoing. As we write this
paper, we are expanding our analysis of VR games from diverse
genres, which allows us to analyze the VR manifestations of decep-
tive designs that were not present in our WIP (e.g., Wait To Play,
Grinding). This will also enable us to contrast and isolate the man-
ifestations of different types of deceptive designs in games from
similar genres, or even the same game, across PC and VR, which
will result in more meaningful comparisons. Lastly, to complement
our autoethnographic methodology, we plan to study VR players’
perspectives by analyzing player reviews in online communities
and conducting in-depth interviews. We will contrast these player
experiences with the findings from our autoethnographic investi-
gation to achieve a comprehensive understanding of how deceptive
designs are perceived and experienced. For example, we will closely
examine the influence of VR-specific features [25, 32] on player
experiences, the perceived severity of various deceptive designs,
and how different manifestations shape player perceptions. We hy-
pothesize that certain VR deceptive designs, when combined with
other game elements or with different manifestations, may be per-
ceived positively in one game while being viewed as manipulative
in another.

In summary, our findings highlighted the critical need for future
research in deceptive game designs in VR. Combining findings from
our preliminary study and next research steps, our research will
enable an understanding of deceptive design manifestations be-
tween VR and traditional games, identify how VR’s unique features
influence the effectiveness of these tactics, and reveal VR-specific
deceptions not present in traditional games.
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Table 2: This table presents our VR Deceptive Game Design Assessment Guide and the source literature of themes and codes [22,
25, 30, 59]. This Assessment Guide served as the foundation of our identification of deceptive designs in the selected VR-based
and computer-based games.
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Table 2 Continued. This table presents our VR Deceptive Game Design Assessment Guide and the source literature of themes and
codes [22, 25, 30, 59]. This Assessment Guide served as the foundation of our identification of deceptive designs in the selected
VR-based and computer-based games.
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Table 2 Continued. This table presents our VR Deceptive Game Design Assessment Guide and the source literature of themes and
codes [22, 25, 30, 59]. This Assessment Guide served as the foundation of our identification of deceptive designs in the selected
VR-based and computer-based games.
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A Sample Diary Entry Structure

Table 3: Structural outline of a sample diary entry from a Moss2 gameplay session on February 1, 2024. The diary was
documented in Miro given its feasibility in linking videos, screenshots, and diary texts. From left to right: (1) description of the
lead researcher’s experience, reactions, thoughts, and feelings complemented by corresponding screenshots of game design
elements, and (2) post-gameplay reflection on possible presence of deceptive game design and its context.

Date: February 1, 2024
Estimated Time: ∼3.5 hours including diary writing
[Imported Video Gameplay Recording]

[Diary] [Reflection Note:]
Today’s session with Moss Book II produced a strong emotional moment
that further made memore emotionally invested in Quill, the brave mouse
protagonist. She had to fight a scary owl (a winged tyrant) that threw her
and her uncle off a cliff. I was on the edge of my seat as Quill went after
her uncle. The game then showed a really touching scene where Quill
found her uncle Argus died. The moment that she holds Argus’ body and
looks at my direction for help made me feel like I was right there with
Quill on her suffering.

I really love how Quill interacts with me directly - it makes the game so
much more engaging. Her reactions to my moves are spot on and she
reacts to my every move and gives me a high-five when I do something
right. Even when I mess up, she’s still there showing she cares about
me and bears with me while I try to solve the puzzles. It’s like she’s a
real character to me, not just some avatar. This feeling motivates me to
keep going and solve all the puzzles and guide her through the story.

[Screenshots]
As I and Sahima found Quill under the cliff, she surprised me with a
hug. While the limitations of VR technology prevented a fully tactile
experience, the animation of “hugging” my controller pointers with her
whole body effectively conveyed the warmth and gratitude in her embrace.
This simple gesture touched deeply and reminded me of the bond we had
built throughout our shared adventure. It was no longer just about guiding
Quill through puzzles anymore; it was about protecting a close friend.

The emotional weight of the hug was further amplified when we found
what happened to Quill’s uncle. His death made the story of Moss even
more meaningful and gave me a stronger sense of purpose. I became
even more determined to keep Quill safe and avenge her uncle’s loss
because I knew she was counting only on me now.

[Screenshots] [Next Session:]
The way the game implemented it for Quill’s hug was cool, but imagine
if we could feel every detail – like the warmth of her fur or the gentle
squeeze of her tiny paws. That would be so immersive and emotional. I
bet it would change the way we feel about the characters we’re playing
with.

In my next session, I’ll be looking for other methods that the game
uses to enhance player immersion and emotional connection. It will
be interesting to see how Moss Book II continues to use storytelling
and VR technology to create a truly impactful experience.
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B Reflexivity Statement
To ensure the rigour of our qualitative research, we follow the
recommendations by May et al. [40] and Saldaña [52] by provid-
ing a Reflexivity Statement. In this statement, we acknowledge the
potential biases that may arise during the data coding and theme
development process due to the lead researcher’s cultural, educa-
tion, and gaming background. The reflexive thematic analysis was
performed by the lead researcher, who has a strong research back-
ground in deceptive design and has previously published on the
topic in both Extended Reality (including VR) and traditional PC-
based games [25–27]. The lead researcher also has several years of
experience researching privacy and security issues from the user’s
perspective. This interdisciplinary background and experience align
well with this reflexive method, as it identifying deceptive game de-
signs and potential concerns from players’ perspectives. In addition,
our research team also offers diverse expertise such as interaction
design, user experience, privacy and cybersecurity, and games user
research. This collective expertise strengthens the comprehensive-
ness and quality of our research.

Our autoethnography methodology puts the lead researcher into
a player perspective. While the lead researcher’s expertise and
extensive experience in deceptive design ensured a rich identifica-
tion of these patterns in the game, we still note that her personality
might have influenced the focus and the interpretation of autoethno-
graphic data. The lead researcher, as a player, identified herself as
empathetic and sensitive and tend to be caring and compassionate.
This personality allowed for picking up on subtle emotional manip-
ulation and patterns that exploit players’ attachment to in-game

characters. In addition, the lead researcher has a strong focus on
observable facts and more straightforward outcomes based on con-
crete evidence. While this personality might have limited the lead
researcher’s interpretation of hypothetical future consequences of
deceptive design, her expertise enabled a thorough understanding
of player manipulation currently in the games.

We also note that the lead researcher’s personal experience with
video games has influenced this research. The lead researcher was
introduced to video games at a young age. This early experience
includes a wide range of North American and Asian titles across
different genres, played on both computer and PlayStation plat-
forms. In 2017, the lead researcher was introduced to Overwatch,
which enabled a reunion between her family members during the
COVID-19 pandemic, until Blizzard shut down the server in China
in 2023 [28]. To date, the lead researcher has played Overwatch
(both OW1 and OW2) for about 7 years, more than 3,000 hours of
gameplay in different game modes and characters. This experience,
combined with the lead researcher’s extensive exposure and expe-
rience with other games, fosters a deep understanding of player
perspectives and various game design patterns.

In summary, the lead researcher’s background presents a valu-
able resource to our autoethnographic research, as it allows us to
have a nuanced documentation and analysis of potential deceptive
game elements. While we acknowledge that the lead researcher’s
personality and personal connection to OW2 could influence our
research findings, we see this as a strength. This deep familiarity
with the game equips the lead researcher with a nuanced under-
standing of its strengths and weaknesses, which enabled a more
comprehensive analysis.
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C Deceptive Game Design Patterns Identified from Overwatch2 and VR Games

Table 4: Using our VR Deceptive Game Design Assessment Guide in Table 2, this table presents deceptive design patterns we
identified within Overwatch 2 (OW2) based on our previous research on this game [27].

Theme/Subtheme Code OW2 Game Mechanics Synthesized Diary Entries𝑎

Theme 1: Sneaking
Hiding Information Reference Pricing� In-Game Shop  I feel discounted/cheaper items are better deals compared to

full-priced/expensive ones displayed alongside.
Theme 2: Obstruction

Creating Barriers Intermediate Currencies� OW Coins  I feel overwhelmed by five distinct currencies (OW Coins,
Legacy Credits, Competitive Coins, Overwatch League Tokens,
Mythic Prisms), each has different exchange rates to real money
and restricted to specific item purchases.

Theme 3: Social Engineering
Urgency Countdown Timers� Battle Pass  I feel pressured to complete the Battle Pass due to a countdown

timer indicating its end at each season’s close.
Daily/Weekly/Seasonal Challenges  I feel pressured to complete challenges as they refresh daily,

weekly, and seasonally, indicated by a countdown timer.
In-Game Shop  I feel pressured to buy bundles and discounted items as they

refresh weekly, indicated by a countdown timer.
Fear of Missing Out (FOMO)� Battle Pass  I fear not completing the Battle Pass before the season ends, as

it means losing the chance to earn its rewards and potentially
wasting the premium fee.

Daily/Weekly/Seasonal Challenges  I fear not completing the challenges within the time limit, as it
means losing the chance to earn the XPs and currencies.

New Character  I fear not unlocking the new character from the Battle Pass this
season, as it means missing the easiest path and quick access.

Personalization Social Obligation� New Character  I feel obligated to quickly unlock the new character to help
my team in games.

Competition� Competitive Ranks  I feel jealous of higher-ranked players, which drives me to play
competitive games repeatedly to practice and improve my rank.

Theme 4: Interface Interference
Manipulating Choice Architecture False Hierarchy� Battle Pass  I feel buying premium is worthwhile, as nearly all rewards are

premium-only.
Character Item Gallery  I feel more easily find and click on legendary and epic items, as

they are always at the top of the gallery.
Bundling� Battle Pass  I feel buying a Battle Pass with 80+ rewards cheaper than

buying them individually, even they are items I don’t want.
In-Game Shop  I feel buying bundled items at a discounted price is cheaper

than buying them individually, even there are items I don’t want.
Emotional or Sensory Manipulation Adorable design� Battle Pass  I feel tempted to buy the unique mythic skin at the last level, as

it has custom sound and visual effects.
In-Game Shop  I feel tempted to buy cute items. Being able to use them make

gameplay more attractive.
Theme 6: Forced Action

Gamification Pay-to-Play� Battle Pass  I feel pressured to pay a premium fee every season for rewards.
 I feel pressured to purchase levels to unlock reward instantly
when I lack time for XP grinding.

New character  I feel pressured to buy the premium Battle Pass as I want to
unlock new character immediately.

Grinding� Daily/Weekly/Seasonal Challenges  I feel pressured to play the game everyday to grind the 3 (daily),
11 (weekly), and 40+ (seasonal) repetitive tasks like “earn 10
eliminations/assists without dying.”

Battle Pass  I feel pressured to grind for XPs to complete levels (10,000 XP)
each from gameplay and completing daily/weekly challenges.

New Character  I feel pressured to grind for unlocking the new character
to avoid grinding character-specific challenges in future seasons.

Playing by Appointment� Double XP Weekend  I feel an urgency to participate in this weekend event from
March 10 to 12, 2023 to grind XPs faster.

Sunk Cost Fallacy Endowed Progress� Battle Pass  Once I have made progress, it is hard for me to abandon an
incomplete level and an incomplete Battle Pass.

Daily/Weekly/Seasonal Challenges  Once I have made progress, it is hard for me to abandon an
incomplete challenge or stop before completing all daily, weekly,
and seasonal challenges.

Endowed Value� Competitive Ranks  I feel pressured to play daily to maintain my gained skills
and character mastery.

Waste Aversion� In-Game Shop  I feel pressured to buy additional currency packs to use up my
remaining coins from previous items and bundles purchases.

Theme 7: Facilitation
Infinite Treadmill� - Battle Pass  I feel pressured to complete a new Battle Pass each season.

Daily/Weekly/Seasonal Challenges  I feel pressured to complete new challenges daily, weekly, and
seasonally.

Theme 8: Other
Complete the Collection� - Character Item Gallery  I feel the urge to complete character item collections due to a

progress bar indicating the proportion of missing items.
Note. 𝑎. Contents in quotes are descriptions directly from the game.
� denotes deceptive designs mentioned in the game-related literature [30, 59]. denotes deceptive designs mentioned in VR-related literature [25].
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Table 5: Based on our VR Deceptive Game Design Assessment Guide in Table 2, this table presents deceptive design patterns we
identified withinMoss2 and Beat Saber.

Theme/Subtheme Code VR Game Mechanics𝑎 Synthesized Diary Entries𝑏

Theme 2: Obstruction
Creating Barriers Price Comparison Prevention Beat Saber: Song Purchase System  I feel frustrated because comparing individual song and

song pack prices in-game is impossible, as no clear prices
provided in game.

Theme 3: Social Engineering
Social Proof Parasocial Pressure Beat Saber: Song Gallery  I feel attracted to songs and music packs from my favorite

singers, games, or anime.
Urgency Limited Time Messages� Beat Saber: Song Purchase System  I feel tempted to buy songs and music packs during the

time-limited sale.
Personalization Competition� Beat Saber: Leaderboard While my skills may not compete with global or local

players and my friends, I feel pressured to perform better to
beat my old scores to avoid losing gained skills.

Theme 4: Interface Interference
Manipulating Choice Architecture False Hierarchy� Beat Saber: Main Menu  I feel tempted to tap on the music pack beside game

mode options on the main menu because it seems special
compared to those within each game mode.

Visual Prominence� Beat Saber: Song Purchase System  I feel distracted by the notification that purchasing the
entire music pack is cheaper, and the visually prominent
“buy music pack” option on top of the “buy level (song)”
option that I intend to select.

Bundling� Beat Saber: Song Purchase System  I feel buying whole music packs because an in-game
notification claims they are cheaper, despite no clear prices
listed for individual songs or packs.

Emotional/Sensory Manipulation Adorable design� Beat Saber: Song Gallery  I feel attracted to play the game repeatedly because of its
beautiful and visually striking block and lightsaber designs.
 I feel attracted to the BTS music pack𝑐 because each song
has the singers’ avatars dancing with me in the game.
 I feel attracted to songs and music packs with cute covers.
 I feel attracted to songs with strong beats as they help
me catch the rhythm and perform better in the game.

Moss: Book II: Character Design  I feel attracted to play the game by the cute character
designs, and colorful and vibrant map environments.
 I feel attracted to interact with the characters because
she actively “talk” to me using sign language.

NPC/Narrative Manipulation� Moss: Book II: Game Narrative  I lose track of time spent in game due to deep connection
to the story and characters from the unexpected twists in
the storyline.

Moss: Book II: 3D Interaction and Immersion  I lose track of time spent in game as I feel being part
of the story because of the interactive 3D feedback that
allow me to flip pages of the story book, move objects in
the environment, and “pet,” “hug,” and “high-five” with the
characters.

Trick Questions - Beat Saber: Song Purchase System  I feel confused by the option for purchasing individual
songs (“ buy level”) as it might refer to purchasing a difficulty
level rather than a song. Whereas the “buy music pack”
option is more straightforward.

Hidden Information - Beat Saber: 3D Interaction and Immersion  I lose track of time due to deep engagement of gameplay
and the absence of an in-game clock.

Moss: Book II: 3D Interaction and Immersion  I lose track of time due to deep engagement of gameplay
and the absence of an in-game clock.

Beat Saber: Gameplay  I feel frustrated by the lack of an option or progress bar
to mark specific parts of a song where I struggle. As a result,
when I fail a game, I must repeatedly practice the entire
song.

Moss: Book II: Progress Indicator  I feel confused about my storyline progress because the
progress indicator is too subtle and blends into the library
environment seamlessly.

Theme 6: Forced Action
Forced Communication/Disclosure Privacy Zuckering Beat Saber: Song Purchase System  I feel vulnerable because purchasing songs or music

packs requires entering payment information before seeing
clear prices.

Gamification Pay-to-Play� Beat Saber: Song Purchase System  I feel annoyed by the fact that even though I bought the
game I have to consistently buy new songs and music packs.
 I lose track of money spent on songs and music packs
since each costs only around $2 to $4 USD.

Power Creep� Beat Saber: Gameplay  Over time, I feel bored by playing the same songs
repeatedly, which drives me to buy new ones.

Can’t Pause or Save� Moss: Book II: Saving Options  I feel pressured to play continuously and stop less, as the
game solely on automatic saves. I cannot save my progress
manually even when my battery is dying.

Sunk Cost Fallacy Endowed Value� Beat Saber: Gameplay  I feel pressured to play daily to maintain my gained skills
and song mastery.

Theme 8: Other
Complete the Collection� - Beat Saber: Song Gallery  I feel the urge to own all songs in a music pack due to

my positive experiences with some songs.
Moss: Book II: Scrolls and Armors  I feel the urge to collect all scrolls and armors, even

revisiting maps, though they don’t affect the storyline.
Note. 𝑎. Mechanics from a same game are grouped by color. We used pink for game mechanics from Moss2 and blue for those from Beat Saber .
𝑏. Contents in quotes are descriptions directly from the game. 𝑐 . BTS Music Pack. Beat Saber Wiki. https://beatsaber.fandom.com/wiki/BTS_Music_Pack. Last accessed on May 4, 2024.
� denotes deceptive designs mentioned in the game-related literature [30, 59]. denotes deceptive designs mentioned in VR-related literature [25].

https://beatsaber.fandom.com/wiki/BTS_Music_Pack
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