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Abstract

We present a lower bound for Pauli Manipulation Detection (PMD) codes, which enables
the detection of every Pauli error with high probability and can be used to construct quantum
erasure and tamper-detection codes. Our lower bound reveals the first trade-off between the
error and the redundancy parameters in PMD codes.

1 Introduction

Pauli Manipulation Detection (PMD) codes were introduced by Bergamaschi [2] as a coding scheme
for detecting every Pauli error with high probability. PMD codes can be seen as a quantum analogue
of Algebraic Manipulation Detection (AMD) codes [3], which guarantee error detection of every
additive error without using secret keys. Bergamaschi [2] provided an explicit construction of
PMD codes based on purity testing codes [1] and demonstrated their applications in quantum error
correction and tamper detection. Specifically, he constructed approximate quantum erasure codes
approaching the quantum Singleton (or non-cloning) bound by combining PMD codes with list-
decodable stabilizer codes. Also, he gave a construction of quantum tamper-detection codes for
qubit-wise channels using classical non-malleable codes.

AMD codes have been extensively studied since their introduction in [3]. Lower bounds on
the adversary’s success probability and the tag size are known [3, 4, 9], as well as near-optimal
constructions [5, 9, 6, 7]. However, no such lower bounds are known for PMD codes.

In this work, we present the first lower bound for PMD codes. A ¢*-dimensional subspace
II of C?" is said to be an (n,k,e),-PMD code if |[IIETI||ly < e for every n-qudit Pauli error
E # I, where || - || is the operator norm. (See Definition 1 for a formal definition.) We show
that every (n,n — A\, €),-PMD code satisfies £ > /(¢2"~* — 1)/(¢>" — 1), which also implies that
A > 2log,(1/¢) — log, 2. This bound reveals the trade-off between the error parameter ¢ and the
redundancy parameter A. Our derivation exploits the fact that the Pauli operators form a unitary
1-design, allowing us to analyze the average behavior of Pauli errors in the same way as that of the
entire unitary errors.
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2 Preliminaries

2.1 Quantum States and Distances

Let £(H) be the set of linear operators on a finite Hilbert space H. Let A be a linear operator
in £(H). Then, A is said to be unitary if ATA = AAT = I. We denote by U(H) the set of all
unitary operators U € L(H), which is called the unitary group. An operator A is said to be
Hermitian if AT = A. A projection operator is a Hermitian operator A such that AA = A. The
trace of A € L(H) is defined as Tr(A) = > 1", (e;| Ale;), where |e1),...,|e,) € L(H) are the
orthogonal normal bases. The trace has the cyclic property of being invariant under circular shifts;
Tr(ABCD) = Tr(BCDA) = Tr(CDAB) = Tr(DABC). An operator A € L(H) is positive semi-
definite if ()| A|y)) > 0 for any |¢p) € H. A quantum state p € L(H) is a linear operator that is
positive semi-definite and trace 1. We use the Schatten norms for quantifying the distances between
quantum states. The operator (or infinity) norm is ||M||s = maxy |(y| MTM \1/1>‘1/2, where the
maximum is taken over all quantum states [) € L(H).

2.2 g¢-ary Pauli Operators

Let F, be a finite field of ¢ = p™ elements for a prime p. The field trace is a function trp, /g,

F, — T, such that trg /r, (a) = >, aP’. The set of elements {1, ...,qy,} is a basis of F, over
F, if every a € Fy can be expressed uniquely as a = Y ;" a;oy, where a; € F,. A pair of bases
a={ag,...,;an} and B = {B1,..., B} are said to be dual bases if trg_/p (qif;) = d;; for every
i,j € [m]={1,...,m}, where §;; = 1if i = j, and J;; = 0 otherwise. When a,b € [F, are expressed
as (ay,...,an) and (by,...,by) in the dual bases o and 3, respectively, the inner product becomes

the field trace;
by = Zaibi = ZZ ibjtre, /v, (€ifj) = trg, r, (ab).
i=1 i=1 j=1
We define the shift operator T" and the phase operator R over CP as

T= Z|:L’—|—1><:L’| and R = Zwﬂx)(m

z€elfy z€lF)p

where w = >™/P_ The operators TR/ for i,j € ), are said to be the Weyl-Heisenberg operators
and form an orthogonal normal basis of operators over CP. If a,b € F, are expressed as (a1, ..., an)
and (b1,...,by) in the dual bases a and 3, respectively, we can define a basis of operators over C?
by
Eop=X2"= Q) T%R",
i€[m]

where ® is the tensor product. Then, we have E,,Eq = w<a’b/>_<“/’b>Ealvb/Eavb. For a =
(aM,...,a™), b= D .. b)) e [y, we can define operators on C? by Eap = ®j€[n} E.i) pr-
The set of n qudit Pauli operators Py is {Eap : a,b € Fy}, and the n qudit Pauli group Py is the
group generated by Ej, and wl/2. Ignxgn-



2.3 Haar Measure and Unitary Designs

For a unitary group U(C?) for d > 1, the Haar measure on /(C%) is the unique probability measure
pr such that for every integrable function f and every V € U(C?),

/ FO)dus (U) = / FUV)dug (U) = / FVO)dpn (U).
u(cd) u(cd) u(cd)

Since it is a probability measure, [ duy(U) > 0 for any S C U(C?) and fu(cd) dug(U) = 1. The
expected value of f(U) on puy is

B V)= [ Odn0),

U~pn
A set of operators S C £(CY) is called a unitary k-design if for every O € £(C®"), it holds that

V@VS [V®kOVT®k} B UAIEH [U®kOUT®k]

where vg is the uniform distribution over S. If S is finite, the left-hand side is equivalent to

Y vekovtr,

’5’ ves

Intuitively, a unitary design is a set of operators that simulates the entire unitary operators. Re-
garding the definition of the unitary 1-design, the right-hand side can be written as follows.

Lemma 1. /8, Corollary 13] For every O € L(C?), it holds that
Tr(O)

E [UOUT] - Ty g

U~pn

It is well known that the Pauli operators Py forms a unitary 1-design, leading to the next lemma,
which will be used in our proof.

Lemma 2. For every O € ﬁ((Cq"),

Y EOE' = (O) Tgn xgn-

W” | ey

It is known that every unitary 1-design S C £(C?) satisfies |S| > d? [10]. Since P2 = ¢*", the
Pauli operators Py is an example of a minimum-sized unitary 1-design.

3 PMD Codes and Their Lower Bounds

A Pauli manipulation detection (PMD) code is defined as follows.

Definition 1. A projection operator II on a ¢*-dimensional subspace of CI" is said to be an
(n, k,€)g-PMD code if for every non-trivial Pauli operator E € Py \ {Ignyxqn},

JNE| <.



We also denote by II the code space defined by the projection II. With this definition, we can
see that any code state [¢)1) corrupted by a non-trivial Pauli operator E is almost orthogonal to
the code space. Namely, for any code state |¢9) € II,

1/2
| (1] BT 1) | = |(1] BT [1h) (o] TIE |p1) (1)
< |MEMEM|Y? = [TET]|« <&

We prove a lower bound on ¢ for any PMD code.

Theorem 1. Let II be an (n,n — X, €)q-PMD code. Then, it holds that
2n—X\ _
< > qil'
— q2n -1

Proof. We consider the following value to derive our bound:

(Y| IE'TIETI [4) |,

max [
lv) EePp

(2)

where the maximum is taken over all quantum states [¢)) € L(CY9"). First, we evaluate (2) as
follows:

max [
lv) EeP?

— T
- nﬁnggw Tr (0| ETE o)) 3)

(V| BT )

’Pn 3 Tr( \HETHEHWJ>>

EePy
t .. :
| n| Z (HEH |) (Y| TIE ) . The cyclic property
EePy
= max Tr o Z <EH [ (2] HET) " The linearity
) UiEg o=
Tr (11 1I
= nﬁngr <H I ( WZ Wl )> . Lemma 2
q

1
= max -2 Tr (IT[4p) ([ IT) Tr(TT)
=g o Te(ID) = ¢ (4)

where (3) follows from the fact that the inner products take non-negative values and that a = Tr(a)



for a > 0. Next, we derive an upper bound on (2) using that II is an (n,n — A, €),-PMD:

1
max E |(¢|IETIET |4 ‘ — max — ( S| TIETTLET |4 ‘
o B | | = g 3 [0 )
1
<3 max(waETHEnyw‘
|Pq| EcPpn |

1
= ] j{:\HIEIU@o
q

EePp
< ﬁ (1+ (7] - 1)¢2) (5)
= (L = 1)e2). (6)

where (5) follows from the fact that [TIETI|| < € for every E € Py \ {Ijnxqn}. The statement
follows from (4) and (6). O

The above theorem implies a lower bound on the parameter A using € and gq.

Corollary 1. For every (n,n — \,€),-PMD code, it holds that

1
A > 2log, <g> — log, 2.

Proof. Since n > X\, Theorem 1 implies that

Then, we have that

A >2n—log, (14 (¢*" — 1)?)
> 2n — log, (¢®"e* + (" — 1)e?)

1
> 2log, <g> — log, 2,

where the first inequality follows from Theorem 1 and the second from (7). O

Bergamaschi [2] presented a construction of an (n+¢,n — £, ¢),-PMD code based on the purity

testing codes by [1] for every prime ¢ and sufficiently large n,f € N, where ¢ < /(2n + 1)q¢—¢. The
redundancy parameter A is equal to 2¢. Corollary 1 implies that

0
A= 2log, || gt —log,2 = € — log, 2(2n + ).

Hence, there is a gap of £ + O(log,n) between the construction of [2] and our lower bound.
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