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Abstract—In recent years, the rise of cyber threats has empha-
sized the need for robust malware detection systems, especially on
mobile devices. Malware, which targets vulnerabilities in devices
and user data, represents a substantial security risk. A significant
challenge in malware detection is the imbalance in datasets,
where most applications are benign, with only a small fraction
posing a threat. This study addresses the often-overlooked issue
of class imbalance in malware detection by evaluating various
machine learning strategies for detecting malware in Android
applications. We assess monolithic classifiers and ensemble meth-
ods, focusing on dynamic selection algorithms, which have shown
superior performance compared to traditional approaches. In
contrast to balancing strategies performed on the whole dataset,
we propose a balancing procedure that works individually for
each classifier in the pool. Our empirical analysis demonstrates
that the KNOP algorithm obtained the best results using a pool
of Random Forest. Additionally, an instance hardness assessment
revealed that balancing reduces the difficulty of the minority class
and enhances the detection of the minority class (malware). The
code used for the experiments is available at https://github.com/
jvss2/Machine-Learning- Empirical- Evaluation,

Index Terms—Android security, Machine Learning, Multiple
Classifier Systems, Embedding, Data Balance

I. INTRODUCTION

In recent years, information security has become a key
concern, with cybersecurity ranked as one of the top risks in
both the short-term (two years) and long-term (ten years) [12].
The rising frequency and sophistication of cyberattacks and
data breaches heighten the threat to global digital security, par-
ticularly in regions with expanding internet access and weaker
cybersecurity defenses [[12]]. This gap between evolving threats
and vulnerable infrastructures underscores the urgent need for
more effective detection and prevention methods [22].

A major digital security threat is malware, which refers
to any software designed to harm a device, server, or net-
work [10]. On smartphones, malware can steal personal data,
track locations, display ads, or even control the device re-
motely. Machine learning techniques have shown promise in
malware analysis, offering efficient solutions for identifying
patterns and anomalies in large datasets [9].

Malware analysis can employ a static approach, which ex-
amines the source or binary code without execution, searching
for known signatures, code patterns, and other indicators of
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malicious intent [11]. While effective, this method struggles
to identify new and unknown malware. Machine learning
addresses this limitation by inferring new detection patterns;
however, class imbalance, inherent to data collection, becomes
a critical challenge. Rare instances are often misclassified
due to imprecise detection rules, requiring careful attention
to modeling and analysis [[13] [23]].

This study presents an empirical analysis of machine learn-
ing algorithms for Android malware detection, comparing
monolithic learning algorithms, static ensemble algorithms,
and dynamic selection (DS) algorithms. DS algorithms dy-
namically select the most competent classifiers for each
query instance [20], outperforming static combinations and
monolithic classifiers, while effectively addressing imbalanced
learning scenarios by adaptively focusing on the most relevant
classifiers for rare instances, thus enhancing overall classi-
fication performance and robustness against minority class
misclassification [25]].

The machine learning methods are evaluated on the Drebin
dataset [1]], a widely used benchmark for Android malware
detection, which includes security-related variables such as
access logs, network activity records, and intrusion indicators,
enabling comprehensive analysis of malware behavior. To
enhance performance, we propose a Bootstrap-Based Balanc-
ing procedure that operates individually for each classifier in
the pool, leveraging insights from [24] [26], which highlight
the importance of diversity among classifiers for improving
ensemble performance.

Our primary contributions include: (1) a balanced procedure
for ensemble learning that enhances diversity by training
each classifier in the pool with different random sampling
and replacement of the training set; (2) evaluation of vari-
ous machine learning algorithms from monolithic classifiers,
static, and dynamic ensemble learning, using diverse metrics;
and (3) an instance hardness analysis, demonstrating reduced
dataset difficulty after balancing.

II. RELATED WORK

The class imbalance in malware detection complicates the
identification of malicious samples and can distort perfor-
mance metrics. This challenge makes it crucial for a com-
prehensive examination of balancing techniques [16].
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The Drebin dataset [[I]] is extensively used in Android
malware detection research [7]] [3]] [14] due to its wide range
of features and the significant number of malware samples.
However, studies using this dataset often overlook class im-
balance issues, frequently analyzing only subsets of the data.
Machine Learning-Based Approaches. Arp et al. [1f], cre-
ators of the Drebin dataset, proposed a method combining
static analysis and Support Vector Machines (SVM) to detect
Android malware, achieving a high detection rate. Later, Wang
et al. [6] demonstrated that using deep neural networks with
features from the Drebin dataset enhances detection accuracy
compared to traditional methods.

Ensemble Techniques and Hybrid Methods. Ensemble and
hybrid methods have been explored to enhance classifier
performance. Suarez-Tangil et al. [7] introduced a detection
system combining bagging and boosting with monolithic clas-
sifiers like Decision Trees and SVM, demonstrating on the
Drebin dataset that ensemble techniques improve robustness
and reduce performance variability across different experimen-
tal conditions. Similarly, Zhou et al. [8] showed that hybrid
methods integrating static and dynamic analysis achieve higher
detection rates, particularly on large datasets like Drebin.
Challenges and Limitations. The main challenges in malware
detection include limited availability of large, diverse datasets,
and imbalance between benign and malicious samples. Small
datasets hinder model generalization across malware types
[30], limiting real-world effectiveness. Imbalance biases clas-
sifiers toward the majority class, making proper data bal-
ancing essential for fair evaluation [23]. Additionally, using
robust evaluation metrics is crucial for accurately assessing
model performance, especially in difficult-to-classify cases.
This work addresses these challenges to improve malware
detection model robustness.

Contributions of the Present Study. This study builds on
the Drebin dataset, focusing on underexplored data balancing
techniques and dynamic model selection. By comparing var-
ious machine learning methods, it provides a deeper analysis
of how data balancing impacts malware detection models,
offering valuable insights and contributions to the field.

III. THE PROPOSED FRAMEWORK

In our approach, Bootstrap-Based Balancing, we apply a
balancing technique individually to each bootstrap sample.
This aims to increase variability across the classifiers, ensuring
that each classifier is exposed to a different distribution of
the data. As a result, the classifiers in the pool become more
diverse, which, in turn, strengthens the overall robustness
of the ensemble [24] [26]]. Figure E] shows the proposed
framework, composed of two phases: training and testing.
The training phase generates a pool of classifiers (P) given
a training dataset (I'). The testing phase aims to classify a
query instance (z4) using P.

Training Phase. Given the training dataset (I'), this phase gen-
erates a diverse pool of classifiers by first applying “Bagging”,
a random procedure that creates n bootstraps (I'y, I's, ..., ')
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Fig. 1. Experimental framework for empirical evaluation of malware
detection models on android devices.

with replacement. Widely used in ensemble learning, Bagging
consistently leads to satisfactory results [20]], [21]].

After, each bootstrap (I';) is balanced separately, similarly
as performed by Roy et al. [[I5], generating n bootstraps
({1}, T%,..., T2 1. So, instead of balancing the whole train-
ing dataset (I'), this procedure aims to increase the level
of diversity since each I'; is processed independently. The
random sampling and class balancing introduce noise, leading
to distinct data distributions across the subsets.

The last step is to train n classifiers, each one using a

different dataset (I';), composing the pool of classifiers (P =
{c1,¢ca,...,en}), L., ¢; = train(l;), Vi € {1,2,...,n}.
Since each classifier only has access to part of the whole
training data, each classifier is expected to be an expert in
a different region of the feature space.
Testing Phase After the training phase, a pool of classifiers
(P ={c1,¢2,...,¢,}) is used to predict the class of a query
instance z, € 7. Different classification approaches, such as
static and dynamic combinations of classifiers can perform the
fusion of the classifier’s answers [20].

To the best of our knowledge, dynamic selection (DS)
algorithms have not been previously evaluated for imbalanced
malware classification. The variability across different regions
of the feature space makes it difficult for static methods to
perform consistently well in all cases. DS algorithms are
particularly appealing in this context because they adaptively



select the most relevant classifiers for each instance, ad-
dressing the challenge of imbalanced data. Specifically, DS
algorithms select a subset of the most competent classifiers
from the pool (P) for each query instance (z,), doing so on-
the-fly, i.e., during the generalization phase. This approach
assumes that different classifiers excel in different local regions
of the feature space, allowing for more specialized predictions.

IV. METHODOLOGY OF THE EXPERIMENTS

Dataset. The DREBIN database [1]], designed for malware
detection, contains 129,013 instances, of which 5,560 are
malware. The imbalance ratio (IR) is 22.20, presenting a
significant challenge due to its highly imbalanced nature [27]].

DREBIN extracts features from applications, capturing be-
havioral and structural aspects across eight categories: hard-
ware components used or interacted by the application,
requested permissions, application components (e.g., activ-
ities, services), filtered intents handled by the application,
restricted API calls, permissions actively used during exe-
cution, suspicious API calls associated with known malware
behavior, and network addresses. The data and feature sets
are available through [2].

All models were evaluated across 30 iterations, with each
iteration using a random split of 80% for training and 20%
for testing to account for statistical variability.

Data Balancing. The class imbalance in the DREBIN dataset
causes traditional machine learning models to favor the major-
ity class, resulting in poor generalization and inflated accuracy
metrics [[13[] [23]. To mitigate this, we applied SMOTE (Syn-
thetic Minority Over-sampling Technique) [5]). This method
prevents majority class bias and reduces overfitting risks
associated with duplicating instances.

Models. This study addresses binary malware detection us-
ing three classifier categories: monolithic, static ensemble,
and dynamic selection. Monolithic classifiers (e.g., Decision
Tree, KNN, MLP, Naive Bayes) were used directly and with
Bagging (e.g., Bagging Decision Tree, KNN, MLP, Naive
Bayes) to enhance robustness and retain variance information
by aggregating predictions from bootstrap samples [17]], [18],
all implemented with scikit-learn 1.4.2 [29]. We also propose
“Bootstrap-Based Balancing” (Figure |1) (BBB) to preprocess
bootstrap samples by generating synthetic minority instances
for better class balance and diversity [15].

Static ensemble classifiers (e.g., Gradient Boosted Decision
Tree, Random Forest, Single Best, Static Selection) use a
fixed ensemble [19], [20]. Dynamic selection classifiers (e.g.,
KNOP, METADES, OLA) adaptively select the best models
for each instance. Implemented with DESIib 0.3.7 [28]]. The
classifiers hyperparameters are detailed on GitHub.
Evaluation Metrics. Since we are dealing with highly im-
balanced data [27]], we must choose metrics that provide a
comprehensive view of the model’s performance across both
classes. Metrics such as accuracy can be misleading, as they
may give a false sense of high performance when, in reality,
the minority class is being misclassified [4]]. Therefore, we
will use recall, F1 score, G-Mean and Matthews Correlation

Coefficient (MCC) for evaluation [16]], as these metrics are
robust to imbalanced datasets.

V. RESULTS AND DISCUSSION

This section presents the experimental results for both the
original and balanced training sets, alongside an assessment of
data hardness and its impact on classifier performance. Table[l]
summarizes the performance metrics for the classifiers before
and after balancing, with color coding highlighting the top
performances: red (best), blue (second), and burgundy (third).
Experiments with Original Dataset. Among the classifiers,
Decision Tree excelled in Recall and G-Mean, effectively
identifying positive instances due to its hierarchical structure
[17]. In contrast, Naive Bayes and MLP underperformed,
with Naive Bayes showing the lowest F1 Score, highlighting
challenges for single classifiers with imbalanced datasets.
Bagging Decision Tree improved F1 Score over the standalone
version, but gains were limited, indicating ensemble benefits
depend on the base model’s strength.

Static ensemble models, like Random Forest and Static
Selection, achieved high performance, demonstrating the effec-
tiveness of ensemble strategies, while GBDT underperformed
due to its iterative approach, which can bias against minority
classes [19]. Dynamic selection models consistently excelled
in F1 Score and MCC, leveraging adaptive selection to handle
imbalanced data. Overall, ensemble and dynamic methods
outperformed monolithic classifiers, with Decision Tree and
dynamic selectors delivering robust, consistent results.
Experiments after Balancing. The study compared mono-
lithic, static, bagging, and dynamic ensemble algorithms for
balancing and classifying datasets, with monolithic models
using traditional balancing and bagging/dynamic models em-
ploying the novel BBB technique. Balancing improved minor-
ity class recall and G-Mean but slightly decreased precision
metrics like F1 score and MCC, likely due to false positives.
Among monolithic models, KNN excelled in recall and G-
Mean, while Naive Bayes underperformed. MLP showed com-
petitive results but faced precision-recall trade-offs.

Bagging outperformed monolithic models, improving F1
score and MCC despite small declines in recall and G-
Mean. GBDT followed similar trends with gains in recall
and G-Mean but lower F1 score and MCC. Static selectors
performed similarly after balancing, with minor trade-offs.
Dynamic selectors, particularly KNOP, showed the best overall
performance, adapting to data characteristics and excelling
across all metrics. In conclusion, dynamic selection with
BBB outperformed monolithic, bagging, and static selectors,
offering greater robustness and reduced bias.

Comparison of Balancing Methods. Figure [2| compares
static ensemble (top) and dynamic selection (bottom) methods
under two balancing techniques: BBB and standard balanc-
ing. The proposed method outperforms traditional balancing,
particularly in G-Mean and recall, indicating that applying
SMOTE more granularly to each training subset reduces false
negatives in both static and dynamic models. While BBB



TABLE I
PERFORMANCE METRICS OF VARIOUS CLASSIFIERS BEFORE AND AFTER BALANCING, WITH STANDARD DEVIATIONS SHOWN IN PARENTHESES.

Model Imbalanced Balanced
Recall F1 score  G-Mean MCC Recall F1 score  G-Mean MCC
DecisionTree | 82.24(1.19) 79.65(0.94) 90.19(0.65) 78.75(0.98) | 86.11(0.82) 71.02(0.32) 91.61(0.40) 70.69(0.29)
KNN 73.42(1.70) 77.11(1.20) 85.35(0.99) 76.25(1.23) | 89.30(0.82) 63.93(0.54) 92.56(0.38) 64.82(0.47)
MLP 59.26(4.40) 68.51(2.38) 76.69(2.85) 68.37(1.89) | 88.55(1.63) 53.28(3.12) 90.96(0.48) 55.53(2.43)
NaiveBayes 46.27(1.77) 32.52(1.18) 65.86(1.23) 30.06(1.27) | 73.72(3.73) 18.85(0.27) 73.11(1.13) 20.65(0.71)
BaggingDT 81.15(1.08) 85.07(0.67) 89.89(0.59) 84.54(0.69) | 86.00(0.35) 81.64(0.52) 92.22(0.19) 80.88(0.52)
BaggingKNN | 73.19(1.31) 77.36(1.04) 85.24(0.76) 76.54(1.08) | 88.99(0.46) 69.69(0.31) 92.91(0.23) 69.87(0.32)
BaggingMLP | 60.76(1.71) 71.17(1.17) 77.76(1.09) 71.26(1.07) | 88.80(1.09) 59.93(1.00) 91.92(0.56) 61.26(0.97)
BaggingNB 46.53(1.23) 32.83(0.81) 66.07(0.85) 30.38(0.87) | 73.97(0.21) 18.70(0.20) 73.08(0.15) 20.51(0.21)
GBDT 46.93(2.04) 60.29(1.83) 68.36(1.49) 61.78(1.63) | 86.65(1.37) 42.04(0.73) 88.23(0.69) 45.52(0.83)
RandomForest | 80.45(1.28) 86.43(0.84) 89.58(0.71) 86.12(0.84) | 87.40(0.89) 79.13(0.84) 92.78(0.47) 78.49(0.85)
SingleBest 79.00(1.03) 77.71(0.79) 88.39(0.57) 76.71(0.83) | 86.89(0.96) 67.01(0.88) 91.68(0.50) 67.16(0.86)
StaticSelection | 80.39(1.12) 86.52(0.78) 89.55(0.62) 86.24(0.79) | 87.19(0.91) 79.41(0.81) 92.69(0.47) 78.74(0.82)
KNOP 80.49(1.11) 86.69(0.68) 89.61(0.62) 86.43(0.68) | 84.32(1.07) 84.58(0.87) 91.51(0.55) 83.91(0.92)
METADES 80.92(1.06) 86.60(0.63) 89.83(0.58) 86.27(0.64) | 83.47(1.27) 83.40(0.84) 91.01(0.67) 82.67(0.88)
OLA 81.57(0.96) 90.29(0.47) 89.87(0.52) 79.21(0.73) | 84.85(1.00) 74.59(0.75) 91.22(0.52) 73.91(0.76)
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Fig. 2. Performance comparison of balancing techniques and models.

shows a greater improvement in static ensembles, its impact
on dynamic selection is less pronounced but still noticeable.

Exploring Instance Hardness. To better understand the re-
sults, instance hardness was assessed using the KDN (K-
Disagreeing-Neighbors) method, as shown in Figure [3] In the
imbalanced scenario, benign instances are easier to classify,
with many having low KDN scores, while malignant instances
have higher KDN scores, indicating greater difficulty. This
aligns with the average hardness values: the benign class has
an average hardness of 0.0148, while the malignant class has
a significantly higher average of 0.2704.

Balancing affects KDN scores by slightly increasing the
classification difficulty for benign instances (average hardness
rises to 0.0440) and making malignant instances easier to clas-
sify (average hardness drops to 0.1221). This occurs because
balancing reduces the isolation of malignant instances, improv-

KDN Score

Fig. 3. Cumulative distribution of KDN score.

ing their classification performance, while benign instances
face more neighbors from the opposite class.

These changes impact performance metrics like recall and
F1 score. Before balancing, benign instances had high recall,
but malignant instances suffered due to higher hardness. After
balancing, the recall of the malignant class improves signifi-
cantly, though at the expense of reduced performance for the
benign class, reflected in lower F1 score and MCC.

VI. CONCLUSION AND FUTURE WORK

In conclusion, our study demonstrates that enhancing the
performance of the minority class often involves trade-offs
with the majority class, as balancing techniques, while improv-
ing minority recall, can reduce precision, as seen in declines
in F1 score and MCC. Dynamic selection methods and the
proposed Bootstrap-Based Balancing technique proved effec-
tive, consistently delivering robust performance by enabling
classifiers to adapt to the complexity of this highly imbalanced
dataset. Our analysis of instance hardness further highlights the
relationship between class balance and classification difficulty,
with shifts in KDN scores post-balancing showing how strate-
gic adjustments can benefit both classes. For future work, we
aim to enhance minority class performance while minimizing
trade-offs for the majority class through more robust balancing
techniques.
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