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Abstract

We consider the task of privately obtaining prediction error guarantees in ordinary least-
squares regression problems with Gaussian covariates (with unknown covariance structure).
We provide the first sample-optimal polynomial time algorithm for this task under both pure
and approximate differential privacy. We show that any improvement to the sample com-
plexity of our algorithm would violate either statistical-query or information-theoretic lower
bounds. Additionally, our algorithm is robust to a small fraction of arbitrary outliers and
achieves optimal error rates as a function of the fraction of outliers. In contrast, all prior effi-
cient algorithms either incurred sample complexities with sub-optimal dimension dependence,
scaling with the condition number of the covariates, or obtained a polynomially worse depen-
dence on the privacy parameters.

Our technical contributions are two-fold: first, we leverage resilience guarantees of Gaus-
sians within the sum-of-squares framework. As a consequence, we obtain efficient sum-of-
squares algorithms for regression with optimal robustness rates and sample complexity. Sec-
ond, we generalize the recent robustness-to-privacy framework [HKMN23] to account for the
geometry induced by the covariance of the input samples. This framework crucially relies on
the robust estimators to be sum-of-squares algorithms, and combining the two steps yields a
sample-optimal private regression algorithm. We believe our techniques are of independent in-
terest, and we demonstrate this by obtaining an efficient algorithm for covariance-aware mean
estimation, with an optimal dependence on the privacy parameters.
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1 Introduction

In the increasingly data-driven fields of machine learning, econometrics, drug design and quan-
titative social sciences, the use of linear regression models plays a pivotal role in understanding
and predicting relationships among variables. The models can often shed insight into complex
phenomena such as economic growth, public health trends and social behavior.

The data collected for the aforementioned applications is often sensitive to the identity of the in-
dividuals involved. Unauthorized access or exposure of this data could lead to significant privacy
violations and potential harm to individuals, including discrimination and identity theft. Further-
more, trust in public and academic institutions may be eroded if personal data are mismanaged,
leading to reluctance among individuals to participate in future studies or share information.

Complementary to privacy concerns of the individuals involved, the data collected for econo-
metric and medical studies is often noisy to systematic collection errors and individuals who be-
have as outliers. Least-squares regression has received significant attention from both the differ-
ential privacy [AMS*22, VTJ22, LJK"23, AUZ23, BHH " 24] and robust statistics [DKS19, KKM18,
PSBR20, BP21, PJL24] communities in recent years, with a plethora of efficient and inefficient esti-
mators.

A recent line of work bridges these areas together, demonstrating that estimators that obtain
the right privacy guarantees are automatically robust to outliers [GH22]. Going in the opposite
direction, efficient algorithms for estimating mean and covariance in the presence of arbitrary
outliers were used to obtain sample-optimal private algorithms for estimating a Gaussian in total-
variation distance [HKMN23]. These results, as well as other (inefficient) reductions between
robustness and privacy [AUZ23] suggest that privacy and robustness are often complementary
guarantees.

Focusing on ordinary least squares regression, nearly sample-optimal robust estimators based
on spectral filtering are well-established and can be implemented in polynomial time [DKS19].
However, a significant gap remains in the literature concerning private regression, as it is unclear
whether filtering algorithms can be adapted for privacy. Currently, the best-known upper and
lower bounds on the sample complexity of efficient private regression differ by polynomial fac-
tors in the dimension [BHH"24], require additional condition-number factors [VT]22, LJK*23],
and offer weak privacy guarantees. Developing sample-optimal, efficient algorithms for private
regression remains a challenging endeavor, resulting in numerous private estimators with sub-
optimal and often incomparable guarantees. The status of estimators for private regression re-
mains nuanced even in one dimension [AMS*22]. This leads us to the following central question:

Does there exist an efficient sample-optimal estimator for private regression?

1.1 Owur Results

We resolve this question affirmatively by presenting the first efficient, sample-optimal algorithm
for private regression.! Our estimator achieves both pure differential privacy (or short, pure DP),
widely regarded as the gold standard for privacy, as well as approximate differential privacy (approx
DP) simultaneously. We begin by defining our notion of privacy:

IWe use the term “sample-optimal” to mean that improving the sample complexity would violate existing lower
bounds that are either information theoretic or computational (in our case in the SQ model).



Definition 1.1 (Pure Differential Privacy [DMNS06]). Let X be the set of all finite length input
strings and let O be the set of output strings. A randomized mechanism M : X — O is (g, 0)-
differentially private if for every pair of input strings X, X’ € & with Hamming distance 1, and

every subset S C O,
Pr(M(X) e S] <e-Pr[M(X') eS| +.

If § = 0 the mechanism satisfied pure DP and otherwise it satisfies approx DP.
In addition to satisfying pure/approx differential privacy, our estimator also allows for data

contamination via the most stringent model for handling outliers, known as the strong contami-
nation model (see [DK19] for a survey).

Definition 1.2 (Strong Contamination). Fix a distribution D, a corruptionrate 0 < # < 1/2and a
setof niid. samples {x],x;,...,x;} from D. A setof points {x1, x, ..., x, } is called an 57-corrupted
sample from D (or n -corrupted samples), if x; = x7, for at least (1 — #)n indices.

Intuitively, this model allows for the adversary to be computationally unbounded and have
access to the algorithm description. We can now formally define the statistical model we consider:

Problem 1.3 (Robust Regression). Let ¥ € R%* be an unknown PSD matrix and § € R? be an
unknown vector. Let {(x}, )} c[n Pe niid. samples generated as follows:

yi =0,x7) + i,

where xf ~ N (0,%), {; ~ N(0,1). We refer to 6 as the optimal hyperplane. The input is then an
n-corruption of the samples {(x},y})} denoted by {(xi, i) }c,)- The goal is to output 0 such
that

ien)’

(gD [(y B <é'x>)2} < e [(y - <9,X>)2] +a?,

where « > n7log(1/7).

Note, the guarantee above corresponds to the generalization error of the estimator 8, and any
computationally bounded algorithm can only achieve rate « > 1 log(1/1) [DKS19]. We also note
that getting the right sample complexity for the private problem automatically implies that the
estimator is robust to adversarial corruptions [GH22], handling them explicitly is simply for ease
of exposition. Further, in the above model, the adversary is allowed to corrupt both the samples
and the labels.

Sample-optimal Private Regression. Our main contribution is an efficient, sample-optimal algo-
rithm for regression, satisfying pure differential privacy and robustness to adversarial corruptions.

Theorem 1.4 (Optimal Private Regression (informal, see Theorem 5.1)). Let 6, X be such that ||0]]> <
Rand ¥ < LI for some R, L. Given 0 < «,e < 1, and n y-corrupted samples (as defined in Problem 1.3)
with parameters 6 and ¥, there exists an e-differentially private algorithm which runs in poly(n,log L,log R)-
time and outputs @ such that with probability 1 — B,

N (O A A (R



as long as « > nlog(1/n) and
. <d2 +log?(1/B) | d+log(1/p) dlog(Rﬁ))

n>0 >
o we £

In the same setting,? there exists an (g, 8)-differentially private algorithm which runs in poly(n,log L,log R)
time whenever

e <d2+1og2(1//3) | d+log(1/p) log(1/5))> |

a2 ne €

Remark 1.5 (On Optimality.). We show that each individual term appearing in the sample com-
plexity above is necessary (up to log-factors). Even in the regime where « is a fixed constant, the
d? term is necessary for any computationally bounded algorithm since any improvement to this
term would break the statistical query (SQ) lower bound for robust regression. In particular, for
e = Q(1),p = 272" any ¢-DP algorithm is robust to a small constant fraction of corruptions
[GH22, Theorem 3.1] and hence requires Q(d?) samples [DKS19].> The same argument applies to
approx-DP algorithms as long as § = 2-2("), We also show that the terms

d+log(1/B) n dlog(RV'L)
ne €

are information-theoretically necessary (see Theorem C.1 for a formal statement), the last term for
pure DP. The log?(1/) /a2 term can likely be improved tolog(1/p) /a2, which is again information-
theoretically necessary but we did not try to optimize this particular factor. Therefore, improving
the sample complexity of our estimator (ignoring log?(1/B)) would either break SQ or information-

log(1/9)

theoretic lower bounds. As far as we are aware, there is no known lower bound for the O(==-=)

term.

Prior to our work, there was no known computationally efficient algorithm for regression un-
der pure-DP, not even when allowing sub-optimal sample complexities. A natural baseline would
be to privately output the optimal regressor given by the normal equations, i.e., § = (XTX) X Ty,
where X is a n x d matrix with each row being a sample, and the y is the corresponding re-
sponse vector. First, observe that | X "y|l» = [|(X"X) B|2 can scale as Q(LR), where & =< LI
and ||B|l2 < R. Therefore, to isotropize the samples, we would have to learn the covariance up
to accuracy 1/O(LR) (using the estimator in [HKMN23]), which requires the sample complexity
to scale polynomially in L and R. In contrast, the informational-theoretically optimal estimators
scale logarithmically in R and L and therefore we consider any estimator that scales polynomially
in R and L to be inefficient.

Restricting to computationally inefficient estimators, Asi, Ullman and Zakynthinou [AUZ23]
obtain an estimator for pure-DP regression which requires sample complexity*

n}Q(%—F (dlog(R—i—K))),
« ne

ZWithout requiring the bound on the covariance.

3We remark that their lower bound (Theorem 3.1 in [DKS19]) states the lower bound for a regression model in
which the variance of the noise is unknown but bounded by 1. However, inspecting their lower bound construction,
the variance of the noise can actually be taken to be in the interval [1 — ,1]. Our algorithms continue to work when
the variance of the noise is promised to be in this interval (see the remarks in Section 5).

We supress the dependence on the failure probability for clarity here.
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where x is the condition number of the covariance X. In contrast, our estimator is efficient, can
handle arbitrarily ill-conditioned covariances as long as > < LI (note that this does not imply a
bound on the condition number, since there is no lower bound on %) and the log(R) term does
not scale with a. Apriori, the upper bound on the covariance may seem asymmetric and scale-
invariant, but note that the following linear models are equivalent: y; = (6,x) = (£71/20,¢),
where x ~ N(0,X) and ¢ ~ N(0,I). Our combined assumption on ¥ and 6 implies that the
parameter ©/26 is bounded by R - L and this is necessary for pure-DP via packing lower bounds.

Previous efficient private estimators for regression all work in the weaker approx-DP set-
ting and their techniques cannot achieve pure DP. Furthermore, they are also not robust to cor-
ruptions in the covariates, while our algorithm is robust to corruptions in both the covariates
and labels. In particular, Varshney, Thakurta, and Jain [VT]22] obtain a sample complexity of

@) <a2 + M) and are not robust to outliers. Liu, Jain, Kong, Oh and Suggala [LJK" 23] im-

prove it to sample complexity (2 % + W) and are only robust to label noise, which allows

for the leading term to scale linearly in d. In contrast, we get rid of the condition number depen-
dence and decouple d/« from the log(1/J) term. Finally, Brown, Hayase, Hopkins, Kong, Liu,
1og(1/5) N dlog(1/5)2>

&2

Oh, Perdomo and Smith [BHH24] obtain sample complexity ) < 5 —|—

We decouple all d and log(1/0) factors, and get a linear dependence on 1/¢. We summarize the
comparisons in Table 1 and defer further discussion of these estimators to Section 3.

‘ Paper ‘ Sample Complexity Poly-time? ‘ Privacy ‘
[LKO22] “2 + d+l°g5 i No Approximate
[VT]22] “2 + M Yes Approximate
[LJKT23] 2 + ‘[dlogo 1 Yes Approximate
[AUZ23] 4 4 M No Pure
[BHH24] ¢x2 + d\/logo : dloizrl Yes Approximate
Theorem 5.1 Zi + 4 i + leg RL Yes Pure
Theorem E.5 a2 +4 4 IOg(S 1 Yes Approximate

Table 1: Private regression, omitting logarithmic factors.

At a high level, our algorithm proceeds via a robustness-to-privacy reduction. Similar to
[HKMNZ23], we consider a convex relaxation of the score function for the exponential mechanism
and relate it to a robust algorithm for regression, based on the sum-of-squares hierarchy. However,
there are two significant challenges with this approach: (a) there is no known sum-of-squares based
algorithm for robust regression that achieves optimal rates in polynomial time. The state-of-the-
art robust algorithms require quasi-polynomial sample complexity and running time to obtain
optimal rates, even for Gaussians [KKM18, BP21]. And (b) unlike in [HKMN23] we estimate pa-
rameters in an error metric specified by the unknown covariance which would be too costly to
estimate privately. In particular, naive applications of [HKMN23] give algorithms with sample
complexity scaling either with d?/(ae) or dlog(L)/(ag), where L is the upper bound on the co-
variance. We discuss these challenges in greater detail in Section 2.



Our contributions include a new sum-of-squares based algorithm for robust regression, which
leverages resilience properties of Gaussian samples in the sum-of-squares proof system. This state-
ment was previously suspected to be impossible to certify (see "Resilience is likely not sos-izable"
on page 6 in [KMZ22]). We show that it is not necessary to certify resilience for indeterminates
in the proof system to obtain optimal rates for Gaussian regression. Our key insight is to show it
suffices to invoke resilience on sum-of-squares indicated subsets of samples, which circumvents
the hardness of certifying resilience. Next, we show that we can significantly extend the privacy
framework of Hopkins, Kamath, Majid and Narayanan [HKMN23] to give private algorithms
which are accurate with respect to the geometry induced by the covariance of the samples, as op-
posed to the Euclidean geometry. This enables us to match the information-theoretic lower bound

of d/(ae).

1.2 Application: Covariance-Aware Mean Estimation

We believe our techniques for developing robust estimators and transforming them into private es-
timators are broadly applicable, enabling progress on various related problems. We demonstrate
this by applying our framework to obtain sample-optimal estimators covariance-aware mean esti-
mation under both pure-DP and approx-DP, another canonical problem in (robust) statistics.

In this problem, we obtain an 5-corruption of n samples drawn from N (i, X). As in regres-
sion, a natural approach is to simply learn the covariance privately, using the optimal estimators
from [HKMN23]. However, their algorithm is a two-step approach where they first learn the
covariance, isotropize and then learn the mean. Observe, any such two-step algorithm must pub-
lish the covariance, incurring an )(d?/(ae)) dependence on the privacy parameters. However,
learning the mean in Mahalanobis distance only requires outputting a d-dimensional vector, and
therefore the information-theoretic lower bound scales like d/(xe). We demonstrate that we can
match this sample complexity with an efficient estimator:

Theorem 1.6 (Covariance-Aware Mean Estimation (informal Theorem 6.1)). Let u, X be such that
lull2 < Rand £ = 1 -1 for some R, L. Given 0 < a,& < 1, and n yj-corrupted samples from N (p, %)
there exists a e-differentially private algorithm which runs in poly(n,logL,logR) time and outputs fi
such that with probability 1 — B,

=2 (=)l <

as long as o > n+/log(1/n) and

n>0 <d2+log2(1/ﬁ) N d +log(1/B) N dlog(Rﬁ)) '

a2 ae €

In the same setting,” there exists an (g, 8 )-differentially private algorithm which runs in poly(n,log R,log L)
time whenever

s <d2 +1og22(1//3) L d+log(1/p) 10g(1/5))> |
n e £

Remark 1.7 (On Optimality). We prove a matching information-theoretic lower bound of %ﬁl/ﬁ) +

w for pure-DP (see Theorem C.2). As earlier, we know that any such estimator is inher-

ently robust and thus requires at least Q(d?) samples (again for ¢ = Q(1),8 = 272", and

SWithout requiring the bound on the covariance.



0 = 0ord = 2*0(”)), see also [DHPT24, Section 7.3.2]. Under Approximate-DP we know
that the d/ae +log(1/6) /¢ is necessary and the log(1/B)/ae term is potentially improvable to
min(log(1/5),log(1/p))/ae even in the known covariance case from fingerprinting lower bounds
[KV18, KLSU19, KMS22].

We note that no efficient, sample-optimal estimators were known for covariance-aware mean
estimation under pure-DP. Asi, Ullman and Zakynthinou [AUZ23] obtained an inefficient estima-
tor that requires the number of samples to scale as

n}Q(i—i— (dlog(R—FK)))/

w2 we

where « is the condition number. In contrast, we can handle arbitrarily ill-conditioned covariances.
The estimators obtained by Hopkins, Kamath, Majid and Narayanan have the sample complexity

2 2
e Eaal
14 NE

scale as

since a key step in their approach is to isotropize the samples. This requires privately releasing
the covariance, which is a d>-dimensional object. In contrast, we demonstrate that isotropizing
the samples is unnecessary and we can extend the exponential mechanism to sample from a space
where the induced metricis ||-||5;-1/2, even though X is unknown. There are several estimators that
work in the approx-DP setting and we compare to them in Table 2.

‘ Paper ‘ Sample Complexity Poly-time? Privacy
1/2
4 + - 1 5+ o+ ” l?g; i Yes Concentrated
[KLSULS] | & + 4 + Y18 4 o
[LKO22] a2 + %ﬁyl No Approximate
[BGS'21] zx2 + -+ IOgo 1 No Approximate
[BHS23] az + d\/IOg(s : + dlo?‘il Yes Approximate
[KDH23] zx2 + dlofj (+ d\l/o_gﬁ d Yes Approximate
dlog(R+
[AUZ23] d L+ gT No Pure
v + : T + —2= es ure
[HKMN23] @ dz Flogx | dlogR Ye P
[HKMN23] + & + 1og€1 2 Yes Approximate
Theorem 6.1 —|— —|— leg RVL Yes Pure
Theorem E.4 Zi +4 T IOg‘S 1 Yes Approximate

Table 2: Private covariance-aware mean estimation of Gaussians, omitting logarithmic factors.

2 Technical Overview

Our approach consists of two key components. First, we present an efficient sum-of-squares algo-
rithm for robust regression that achieves optimal rates as a function of the outliers and optimal
sample complexity. Second, we extend the robustness-to-privacy framework of Hopkins, Kamath,
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Majid and Narayanan [HKMN23] to accommodate the geometry induced by the covariance of the
input data. In this section, we describe the main bottlenecks for private regression and key ideas
we introduce to overcome them.

2.1 Optimal Robust Regression for Gaussians

Filtering-based approaches are well-known to obtain optimal rates for robust regression, when the
underlying covariates are drawn from a Gaussian [DKS19]. However, such algorithms are unsuit-
able for a privacy-to-robustness reduction. On the other hand, a sum-of-squares based estimator for
mean and covariance estimation was recently shown to be private [HKMN23]. Therefore, a natural
approach is to construct a SoS estimator for regression with optimal rates. The state-of-the-art SoS
estimators for robust regression by Bakshi and Prasad [BP21], exploit k-th moment information
to get an error rate of 171*1/ k
about order-k moments and therefore requires Q(d*) samples. To achieve an error rate of O (1),

, Where 7 is the fraction of outliers. This estimator uses information

which is optimal for Gaussians, Bakshi and Prasad’s estimator would require quasi-polynomially
many samples and running time.

Robust Covariance estimation. We use the task of robust covariance estimation as a running
example, since it is a key sub-routine in both regression and covariance-aware mean estimation.
Given a set, X* = {x}'} ie[ns of n1.i.d. samples from N(0,%), and an 7-corruption denoted by X =
{xi}ic (n]» We can demonstrate a first-cut information-theoretic argument for covariance estimation,
which mimics a SoS relaxation. Consider a coupling, denoted by indicators r; = I{x] = x;}, i.e.
the i-th sample remains uncorrupted. Then, the empirical covariance of the indicator selected
points, y=1 Zle i XX ZT , serves as a robust estimator:

2
> —-3,00" ~ (1 1—r)-xixt ", o0"
n

“(Eer) GRee)

where the first equality conflates the empirical covariance of the x;’s and the true covariance, the
first inequality is Cauchy-Schwarz and the second uses hypercontractivity of Gaussians (see Fact 4.8).
Note, this argument only ever uses the fourth-moment of the distribution, and as a result estimates
the covariance only up to O(,/7)-error. To obtain better rates, we consider the notion of resilience.

A set of samples X* = {x} e[ i resilient if for every subset T C [n] of size 17 - n, for all

directions v € R?,

- Z x50 < (nlog(1/4)) v' Lo,
WieT @)

and 1 Z <xf,v>4 < (;7 log(1/17)2) (UTZU>2
nier



Invoking resilience instead of hypercontractivity, in a calculation similar to Eq. (1), we get im-
proved rates:

(L) < (1 Y <1—n>> (% ¥ (-1 <xi,v>4>

i)
< O(iP10g*(1/n)) - (0" z0)?,

where the second inequality follows from applying Eq. (2) to the set 7 indicated by 1 — r;. Of
course, we do not know the uncorrupted set, and a brute-force search would require exponential
time. The standard SoS approach, introduced by Kothari, Steinhardt and Steurer [KSS18], consid-
ers a relaxation that searches for the indicators of the uncorrupted set, subject to hypercontractivity
constraints, and gets stuck at /77, much like the computation in Eq. (1). Encoding resilience as a
constraint instead would solve the issue, but only at the expense of exponential running time,
since there are exponentially many subsets of size #n.

Kothari, Manohar and Zhang [KMZ22] sidestep the issue of certifying resilience in the SoS proof
system by working with pseudo-expectations instead, and show that the rounded object must be
close to the true covariance. This approach inherently outputs a > dimensional object, the descrip-
tion of the estimated covariance and hence results in a two-shot algorithm for mean estimation (or
even a hypothetical extension to regression). While this suffices for privately learning Gaussians
in total variation distance [HKMN23], this step loses an additional factor of d, getting sample
complexity that scales as d? / (ag), for covariance-aware mean estimation and regression. To avoid
outputting a covariance, and isotropizing the samples, we require the SoS proof system to implic-
itly construct an object that is close to the true covariance, which in turn seems to require certifying
resilience, bringing us back to where we started. We note that the techniques of [KMZ22] precisely
avoid showing the existence of such sum-of-squares proofs.

Certifying Resilience in Sum-of-Squares. We consider the following polynomial system (which
is identical to the one in [KMZ22]): given an 7j-corrupted sample {x;};c |, let {x}, w;},., be inde-
terminates and

(Vi € [n]. W =w; ;  wix = wx;
Y wi=(1—n)n
A’? _ ie[n] , (3)
Vv € RY % ‘Z[:] (x},0)* < <3+ nlog2(1/17)) <% ‘Z[:] <x§,v>2>
S 1€|n

This system searches for a set of points that satisfies the hypercontractivity constraint. This con-
straint admits a succinct description, whenever the hypercontractivity inequality admits a sum-of-
squares proof (see Section 4.3 for relevant background). Our key insight is that while it is likely
hard to certify resilience along all directions (cf. [HL19]), and for all subsets, we can certify it for
any fixed direction, and for the subsets that are indicated by the indeterminates w;. We formalize
this using the Selector Lemma (see Lemma 4.29): given non-negative scalars {a; }(,) such that for
all subsets 7 of size k, } ;-7 a; < B, there’s a degree-two proof of the following;:

{Vi € [n]: w? = wi; Y _w; = kn} }7 { Y wia; < B} . (Selector Lemma)
i i€n]

8



The Selector Lemma allows us to certify resilience, as long as the only indeterminates are the SoS
indicators. We use it as follows: let &' = 1 Y., x}(x]) ". Then, for any fixed direction u#, we have

2
w0 , 2 1 ’
./417 li {<Z _y ,uuT> _ (E Ze%} <xi,u>2 - UTZU>
2
<2 (% Y riw; <x§,u>2> +2 (% Y (1—ruw;) <x§f”>2> }
i€[n]

i€[n]

4)

where the indicators r; denote whether the i-th sample was uncorrupted. As a consequence,
riwix; = rw;x}, the uncorrupted samples, and therefore, the first term in (4) can be bounded
as follows:

2 2
Ay b { <% Y riw; (xi, “>2> = G Y riwi (x], M>2> < O(n) (% Y wi(x], u>4> <O, }
ie[n] i€[n]

where the last inequality follows from applying resilience and the Selector Lemma to the SoS-
indicators. The rest of the terms require careful analysis, but can be handled in a similar manner
(see Lemma A.3 for a complete proof). We emphasize here that the direction u above is not allowed
to be an indeterminate, as the Selector Lemma does not extend to this setting due to the hardness
inherited from Hopkins and Li [HL19]. However, we can still show that for all fixed u,

Ay lw—xl {<Z’ - Z,uuT>2 < 0(172 logz(l/n)) <Z,uuT>2} : )

This is precisely the kind of statement we require to execute a single shot regression and covariance-
aware mean estimation algorithm, since we use X’ as an implicit proxy that captures the geometry
of the samples.

Single-shot Robust Regression. We now have all the ingredients we need in order to obtain
a robust regression algorithm with optimal rates and sample complexity. Here, our input is
{(xi, ¥i) }ic[n generated according to Problem 1.3. Our constraint system resembles that of Bakshi

and Prasad [BP21], but the hypercontractivity constant is set to (3 +ylog*(1/ 17)), as described

in Eq. (3). In addition, we search for thee regression vector using an indeterminate 6’ and require
that & e, ((x],0') —y!) x; = 0. This constraint encodes the first-order optimality condition for
the least-squares objective and was introduced as the gradient condition in [BP21]. The key SoS
inequality we show is as follows:

Ay {(wz (0~ 0))* <O(n?10g*(1/7)) u"zu | ©6)

The proof is quite involved and requires applying the Selector Lemma several times (see Lemma 5.4).
Next, observe suffices to obtain such a statement for a fixed direction u. To see this, let u be
a pseudo-distribution consistent with A, then for any fixed u, applying the pseudo-expectation
operator,

H

<u,Z <]E 0] - 9) >2 <E [(03 ¢ - 0))"] < O 1og?(1/m) u"zu. )



Setting u = I, [0'] — 6, we can conclude that ||£!/2 (E [¢'] — 6) H; < 0(172 logZ(l/iy)), as desired.
The sample complexity of our algorithm is dominated by the concentration required for resilience,
and it follows from [HKMN23, Lemma 6.3] that the sample complexity scales as O(ﬁbfii(l/ﬁ)) ,
where B is the failure probability. In the regime where « is a constant, the SQ lower bound in

[DKK*19] implies that )(d?) samples are necessary. Executing a similar argument also yields an
algorithm for robust covariance-aware mean estimation (see Theorem 6.2 for a complete proof).

2.2 Geometry-Aware Exponential Mechanism

For the remainder of the section, we describe how to use the single-shot robust estimator to execute
an efficient version of the exponential mechanism [MTO07].

Idealized Exponential Mechnanism. Consider the scenario where we know the covariance X
and are allowed to run in exponential time. Given a dataset X = {(xi, i) };c[ let 0(X) be a robust
estimator for X, i.e. HZU 2 (9(X) —0) H2 < a. We could then construct the following idealized
exponential mechanism: given 0 < & < 1 and samples X, we want to sample a parameter 6 with
probability

2 “) ’

where &« > nlog(1/%), and d(X, X’) is the Hamming distance between datasets X and X'. This
score function assigns each 0 a score that is equal to the minimum number of samples that need to
be changed in order for the robust estimator on the modified dataset X’ to be a-close. It is folklore
to show that such a score function enjoys optimal privacy guarantees. Using arguments similar
to Hopkins, Kamath, Majid and Narayanan [HKMN23], combined with our robust regression
estimator, we can show that the score is quasi-convex and efficiently sampleable, as long as the

Pr [0] o exp (—¢ - score(f)) where score(f) = min <d(X, X'): HZUZ (0(x') —8)

N

covariance is known. However, when the covariance is unknown, it is unclear even how to check
whether two candidates are close in the =1/ norm. A simple fix would be to ignore the geometry,
and define the closeness to be ‘ (é(X’ ) — 9) Hz < a/+/x, where « is the condition number of the
covariance. However, this reduces the volume of points with low score by a factor of the condition

number, and results in a sample complexity that scales proportional to dlog(x)/ («e).

Towards an efficiently computable score function. Following [HKMN23], we can define a re-
laxation of the score function. Recall the system from Eq. (3), instantiated with 7 = t/n. Then, a
natural relaxation to consider is

score(f) = mint: Ja degree O(1) E[]s.t.|E [] |= Ai/pand E [<Z’, (0" —8) (¢/ — é)T>] <a,
(First Cut Score)
i.e. there exists a constant-degree pseudo-expectation operator that after changing t points in X
satisfies the constraints, and the resulting robust estimator is close to 6, wrt the SoS covariance X'.
Intuitively, we established in Eq. (5) that X' and X are close, so the closeness constraint captures
@ and ¢’ being close in £!/2 norm. The desiderata for any score function to work is threefold: it
should have (a) bounded sensitivity, (b) should admit an efficient separation oracle and (c) should
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be quasi-convex. It is not hard to show that the score function in Eq. (First Cut Score) satisfies
bounded sensitivity and it admits an efficient separation oracle since all the constraints are linear
in E [-]. However, this score function is not quasi-convex in  and therefore there may be no
efficient sampling procedure for it.

One way to make the score function quasi-convex in 8 is to first fix some % and then use this
estimate to define the score function as follows:

score(f) = mint: 3 a degree O(1) E[]s.t.E[] I: Ay and H]E [ﬁl/Z(G' = GN)} Hz <a?,
(Second Cut Score)
However, if we estimate 3. via a robust estimator and then fix this estimate, the score function no
longer admits a non-trivial bound on sensitivity. Maintaining bounded sensitivity with this score
function requires estimating > privately, which incurs a sample complexity of d>/(ag). Thus,
we cannot estimate ¥ as a first step and can only work with implicit representations within our
program.

Handling Matrix Inverses in SoS. To design a quasi-convex score, it suffices to decouple X’ from
0 and again, if we were given the true covariance ¥, we could work with the following closeness
constraint instead: for all v,

<v,lE 6] — §>2 <a?-0's 1o, (8)

Observe, this constraint is equivalent to Eq. (7), after substituting u = X 'v. We show that this
constraint is convex in : given #; and 8, such that Eq. (8) holds for [E; [- ] and IE; [-] respectively,
for any convex combination A8y + (1 — A)d,, let B3 [-] = AE; [[] + (1 — A) B, [-]. Then,

<”’l§ 0] — A8+ (1 - A)92>2 = <v,A (1113 [0'] - 91> (1123 - 92> >2
<A<v,1§[e’]_él> (1_A)< o) 92>2 )
<a?.v'xly,

where we use convexity of f(z) = z2. Therefore, it would suffice for us to construct an implicit
representation of ¥ ! in the SoS proof system. A priori, such a representation might seem im-
plausible, since the inverse cannot be approximated by a low-degree polynomial, specially for
ill-conditioned matrices. However, we need an implicit representation that is only a constant ap-
proximation in Lowner ordering. We consider the following auxiliary constraints:

B = {2’ = %iz AT, Q=0 Q¥'=1, ¥Q=1 Q¥Q= Q}, (10)

where X' is the covariance of the indeterminates, Q is the implicit representation for ! and the
constraints satisfy that Q is a left and right inverse for X'. This system is feasible for any Q, %’ that
are symmetric and inverses of each other. Further, we can derive from the hypercontractivity con-
straint that ¥’ and X are close (as we did in Eq. (5)). We manage to show the following inequality

(Lemma 5.14): /
AUB}ﬂ {<Q,uuT> < O(1) <Z_1,uuT>}, (11)
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and the proof appears in Appendix D.2. Our proof reduces relating Q and ~~! to bounding the
closeness of X and ¥/ under all bi-linear forms, i.e.

A it {<Z — Z’,uvT>2 < O(y) (uTZu>2 + O(n) <’0TZU>2} .

Now that we have an implicit representation of £, we can rewrite the idealized closeness con-
straint from Eq. (8) as follows: for all v € RY,

<v,lE 0'] — §>2 <a’- <Q,va>. (12)

This constraint admits a concise description: a?E [Q] — (E [6'] — 6) (E [0'] — é)T = 0. Now, we
are ready to define our geometry-aware score function.

Geometry-aware score. We are finally ready to describe our SoS relaxation of the score:

score(f) = mint: Ja degree O(1) E[]s.t.E |- |: A/ and
(Geometry-Aware Score)

2 E[Q] - (E[0]-0) (E[0] - é) =0,

It is easy to show that this score satisfies bounded sensitivity. Since we decoupled Q and ¢’, it
is also straightforward to show that Geometry-Aware Score is conve, in fact, the argument is
almost identical to Eq. (9). Next, we show that our relaxation outputs an accurate estimate of the
true regression vector:

0=, <[ (1-0210),
<= (B o) —9>H2+HZ”2 (Bl -9)], (13)
Tlog(n/)

<a+

+[= (B 1 -9)]

(13).(1)

n 2

We use the closeness formulation in Geometry-Aware Score to bound term (13).(1). Observe, tak-
ing quadratic forms, we have that for all u,

o <\ 2 ~
<u,1E 6] — 9> <a?-u'E[Qlu < (’)(az) w2y,
where the last inequality follows from Eq. (11). In particular, setting u + X%1/2 (E[0'] —0), we
have
|z (R[] - 8)

which concludes the utility argument.

C<ow),

2
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Efficient Separation Oracle. A keen reader may have noticed that the score function is no longer
linear in E [-]. We show that the constraint

CE[Q) - (E[0]-6) (E[0] 6) =0

admits an efficiently computable hyperplane, even though it is quadratic in IE [-]. Restricting to
the special case of one dimension, and setting y = |E [Q] and x = E [#'] — 8, we want an efficient
separation oracle for the set a?y — x2 > 0. The feasible region for this set is clearly convex since it
corresponds to the area above the parabola. The separating hyperplane is then just the appropriate
tangent to the parabola. Specifically, if (xo, o) does not satisfy the constraint then the separating
hyperplane is

2 2
2x0x — &Y = X .

Furthermore, we show that this argument has a natural extension to higher dimensions, and we
provide a complete proof in Lemma D.1.

3 Related Work

Private Linear Regression. There has been significant work on private linear regression, see,
e.g. [KST12, BST14, WFS15, Shel7, Wan18]. Here we will focus on a subset of the most relevant
work. Employing a high-dimensional propose-test-release approach [LKO22] studies this prob-

lem under the constraint of approximate differential privacy and obtains an inefficient algorithm

d+log(1/6)
Y

-——— many samples. This algorithm satisfies robustness to constant fraction

requiring % +
corruptions.
Efficient algorithms for this problem that require sample complexity linear in the dimension
have been studied under the constraint of approximate differential privacy. [VT]22] gives an al-
gorithm based on gradient descent for this problem, requiring sample complexity linear in d but
quadratic in x, the condition number of the covariance of the input distribution. This algorithm
is not robust. [LJK"23] gives an algorithm for this problem using % + W many samples.
This algorithm is robust to label noise but is not robust to corruptions in the covariates. [BHH " 24]
gives the current best known algorithm for this problem under approximate differential privacy,

. o . dy/log(1/5 2
removing the dependence on the condition number and using % + Oai( &l + dlogg /9) many

samples. However, it requires a quadratic dependence on the privacy parameter 1/¢. This algo-
rithm also does not satisfy robustness to constant fraction corruptions. Under the assumption of

pure differential privacy, [AUZ23] gives an inefficient algorithm based on a reduction to robust

dlog(R—h/?)
ae

algorithms, requiring % + many samples.

Private Covariance-Aware Mean Estimation. In covariance-aware mean estimation, we are in-
terested in estimating the mean of a distribution using the Mahalanobis error metric, which mea-
sures the error relative to the covariance of the distribution. In this work, our focus is on the
setting where the distribution is Gaussian. Under the assumption of approximate differential
privacy, [KLSU19] gives an efficient algorithm for this problem that requires estimating the co-
variance spectrally, leading to a sample complexity of Q) (d'°). Overcoming this super-linear de-
pendence on the dimension d has been the focus of subsequent work. [LKO22] and [BGS'21]
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give inefficient algorithms for this problem that require a sample size linear in the dimension:
% + %ﬁlm and % + % + M, respectively. Two concurrent works, [BHS23] and [KDH23],
obtain fast algorithms with similar guarantees. [KDH23] gives an algorithm for this problem that

d dlog(1/9)
takes R

+ dlog;(l/ ) samples. [BHS23] provides an algorithm with slightly better sample

complexity of % + i loagg(l/(s) + dl"gﬁw) , improving the dependence on log (1/5) and 1/¢. Neither

of these algorithms is robust to constant fraction corruptions. Similar to the regression setting, un-

der the assumption of pure differential privacy, [AUZ23] gives an inefficient algorithm based on a
dlog(R++/x)

oE

reduction to robust algorithms, requiring % + samples.

4 Preliminaries

4.1 Notation

We use O(+) and Q)(+) to suppress logarithmic factors in 1, % Importantly, this does not suppress

logarithmic factors in %, where f is the failure probability of our algorithm.
We also use the following definition.

Definition 4.1. For any matrix M, let the M-ball of radius r around x be all points y such that
IM(y = x)[2 <7

4.2 Concentration Bounds

We need the following concentration bounds. The first set will be used for mean estimation and
linear regression in case the data is isotropic. The second (stronger) set will be used for covariance
estimation in relative Frobenius norm. While the standard Gaussian distribution will satisfy all the
conditions below, they also apply to more general sub-Gaussian distributions. In particular, the
following conditions are sufficient (see the end of the second section for a more general definition
in terms of what concentration properties are sufficient).

Definition 4.2. We call a distribution D fourth moment matching reasonable sub-Gaussian, if it is
mean-zero and identity-covariance, and has independent O(1)-sub-Gaussian coordinates that have
fourth moment equal to 3.

First moment subset concentration bounds. We prove the bounds presented here in Appendix B.1.

Fact 4.3 (Mean and Covariance Bounds). Let 7 < 1/e,1 < O(y7+/log(1/n)) and n > Q(%ﬁ;g;)
and ¥ such that (1 —¢)l; = L 2 (1 +¢)I;. Givenaset S = {x§,x;,...,x5,} of i.i.d. samples from
a distribution D such that the distribution £~V/2(D — u) is a fourth moment matching reasonable sub-
Gaussian distribution. Then, with probability 1 — g it holds that, for all subsets T C S of size (1 —n)n

we have the following bound,

Ao o 5 <(9<77 10g(1/17)>

x;eT 5
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and also

1
T L (= =0 1)< Olylog(1/n) +9)
i € op

Fact 4.4 (Covariance of all small subsets). Let 7 < 1/e,1p < O(n+/log(1/n)) and n > Q(%ﬁ;g;)
and ¥ such that (1 —¢)l; = L < (1 +¢)I;. Givenaset S = {x},x3,...,x;} of i.i.d. samples from
a distribution D such that the distribution ¥~V/2(D — u) is a fourth moment matching reasonable sub-
Gaussian distribution. Then, with probability at least 1 — g it holds that, for all subsets T C S of size nn,

we have the following bound

1 T
— x5 — x5 — < O(nlog(1/ )
(1—’7)”x§¢( F= ) (= m) (111og(1/77))
1 Op
Definition 4.5. We denote aset S = {x],x3,..., x;;} of n i.i.d. samples as (1, ¢) -good, if S satisfies
the bounds in Facts 4.3 and 4.4. If y < O(n1log(1/7)), we simply call the set 1-good.
Note that Facts 4.3 and 4.4 imply thata set S of n > Q(%) ii.d. samples from a fourth
moment matching reasonable sub-Gaussian distribution with mean y and covariance (1 — ¢)I; <
X <X (14+¢)I;is (n,9)-good with probability at least 1 — B.

Second moment subset concentration bounds. The following bounds appeared in [HKMN23,
Lemma 6.3].° We remark that they stated the result only for samples from the standard Gaus-
sian distribution. Inspecting their proof, it becomes clear that the result hold for any mean-zero,
isotropic distribution D such that the following conditions are met:

¢ Hanson-Wright: There is a universal constant ¢ > 0 such that for all symmetric matrices P
and all t > 0 it holds that Px..p(|(XXT — I;, P)| > t) < 2exp(—cmin{

2 t
[Pl HPHop}>'

¢ Gram Matrix Concentration: For any m large enough and Xj, ..., X, ii.d. sampled from
D, let A € R™*4 be the matrix with rows X;. Then, there exists a constant ¢ > 0 such that
P(||Allop > ¢+ (v + Vd +t) < 267,

¢ Fourth Moment Condition: For every matrix P, it holds that Ex..p (XXT — I, P>2 =2+
O(n7log(1/1)).

It follows by standard results [RV13, Ver18], that fourth moment matching reasonable sub-Gaussian
distributions satisfy all three conditions (the last one follows since the fourth moment tensor of

fourth moment matching reasonable sub-Gaussian distributions is the same as that of the stan-
dard Gaussian, for which the expectation is exactly 2).

~ 2
Lemma 4.6. Lety > O0and n > Q(W). Let x7,...,x;, be i.i.d. samples from a mean-zero fourth
moment matching reasonable sub-Gaussian distribution. Then with probability at least 1 — 3 the following
statements hold (simultaneously): For all P € R9*? of Frobenius norm at most 1, it holds that

®Note that Lemma 6.3 as stated in [HKMN23] only applies to symmetric matrices P. We can reduce the case of
asymmetric P to this by noting that <xix1-T — Id,P> = <xix1-T —I; 3P+ PT)> and [|3(P+PT)|[r < ||P|p.
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1.

L e (x7(x1) T — I, P)| < O(ylog(1/7),

2.

2
& Tierm (7 ()T = 1g, P)" — 2‘ < O(ylog?(1/1)),
3. Forany T C [n] of size at most yn, it holds that (a) |1 ¥, (x}(x7) " — I3, P)| < O(y7log(1/1))
and (0) |3 Lier (xf (x) T — Id,P>2( < O(1og*(1/17)),

45 Tiep [(xf ()T = 1s, P)| < O(1).

Definition 4.7. We denote a set S = {x},x3,...,x;;} of n ii.d. samples as 1 -higher-order-good, if
the points in S satisfy conclusions 1-4 in Lemma 4.6.

Fact 4.8 (Gaussian Hypercontractivity). Forany k € IN,
k

XN/\IF(O,Z) [<x'v>2k] SO (UTZU) ’

4.3 Sum-of-Squares Background

The sum-of-squares framework. We now provide an overview of the sum-of-squares proof sys-
tem. We closely follow the exposition as it appears in the lecture notes of Barak [Bar].

Pseudo-Distributions. A discrete probability distribution over R™ is defined by its probability
mass function, D: R™ — R, which must satisfy },cqupp(py D(x) = 1 and D > 0. We extend
this definition by relaxing the non-negativity constraint to merely requiring that D passes certain
low-degree non-negativity tests. We call the resulting object a pseudo-distribution.

Definition 4.9 (Pseudo-distribution). A degree-¢ pseudo-distribution is a finitely-supported function
D : R™ — R such that Y, D(x) = 1 and ¥, D(x)p(x)? > 0 for every polynomial p of degree at
most /2, where the summation is over all x in the support of D.

Next, we define the related notion of pseudo-expectation.

Definition 4.10 (Pseudo-expectation). The pseudo-expectation of a function f on R with respect to
a pseudo-distribution y, denoted by |, [f(x)], is defined as

E [f(x)] =} u(x)f(x).
p(x) x

We use the notation ]Ey(x) [(1, X1,X2,..., xm)®€] to denote the degree-/ moment tensor of the
pseudo-distribution . In particular, each entry in the moment tensor corresponds to the pseudo-
expectation of a monomial of degree at most £ in x.

Definition 4.11 (Constrained pseudo-distributions). Let A = {p1 > 0,p2 > 0,...,p, >0} be a
system of r polynomial inequality constraints of degree at most d in m variables. Let y be a
degree-¢ pseudo-distribution over R™. We say that y satisfies A at degree ¢ > 1 if for every subset
S C [r] and every sum-of-squares polynomial g such that deg(q) + Y;cs max (deg(p;),d) < ¢,
E, [q1Lies pi] = 0. Further, we say that y approximately satisfies the system of constraints A if the
above inequalities are satisfied up to additive error E, [qT;cs pi] = 2 9| TLicslpill, where
||-|| denotes the Euclidean norm of the coefficients of the polynomial, represented in the mono-
mial basis.
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Crucially, there’s an efficient separation oracle for moment tensors of constrained pseudo-
distributions. Below gives the unconstrained statement; the constraint statement follows analo-
gously.

Fact 4.12 ([Sho87, Nes00, Par00, GriO1]). For any m,{ € N, the following convex set has a m) -time
weak separation oracle, in the sense of [GLS81]:

{ ]F) [(1, X1,X2,..., xm)w] ‘ y is a degree-{ pseudo-distribution over IR’”}
ulx

This fact, together with the equivalence of weak separation and optimization [GLS81] forms
the basis of the sum-of-squares algorithm, as it allows us to efficiently approximately optimize
over pseudo-distributions.

Given a system of polynomial constraints, denoted by A, we say that it is explicitly bounded if it
contains a constraint of the form {||x||> < 1}. Then, the following fact follows from Fact 4.12 and
[GLS81]:

Theorem 4.13 (Efficient optimization over pseudo-distributions). There exists an (m 4 r)°)-time
algorithm that, given any explicitly bounded and satisfiable system A of r polynomial constraints in m vari-
ables, outputs a degree-{ pseudo-distribution that satisfies A approximately, in the sense of Definition 4.11.8

We now state some standard facts for pseudo-distributions, which extend facts that hold for
standard probability distributions. These can be found in the prior works listed above.

Fact 4.14 (Cauchy-Schwarz for pseudo-distributions). Let f,g be polynomials of degree at most d in
the variables x € R™. Then, for any degree-d pseudo-distribution y, IE, [fg] < \/ E, [f?]- \/ E

Fact 4.15 (Holder’s inequality for pseudo-distributions). Let f, g be polynomials of degree at most d
in the variables x € R"™. Fix t € N. Then, for any degree-dt pseudo-distribution u,

t-1 1
E[p <<]E f><]E f)'.
(7] < (£071) - (Els)
In particular, when t is even, |E,, 1] < E, [f].

Sum-of-squares proofs. Let fi, f>,..., f and g be multivariate polynomials in the indetermi-
nates x € R™. Given the constraints {f; > ., fr = 0}, a sum-of-squares proof of the identity
{g = 0} is a set of polynomials {ps }sc|y such that

g= Y ri-I1f

SCr] i€eS

As its name suggests, the existence of such an SoS proof shows that if the constraints {f; > 0| i €
[r]} are satisfied, then the identity ¢ > 0 is also satisfied. We say that this SoS proof has degree ¢ if

7 A separation oracle of a convex set S C RM is an algorithm that can decide whether a vector v € RM is in the set,
and if not, provide a hyperplane between v and S. Roughly, a weak separation oracle is a separation oracle that allows
for some 7 slack in this decision.

8Here, we assume that the bit complexity of the constraints in A is (m + t)o(l).
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for every set S C [r], the polynomial pAI1;csf; has degree at most £. If there is a degree-¢ SoS proof
that {f; > 0| i € [r]} implies {g > 0}, we write

{fiz0]ie [} {g=0 (14)

We will sometimes drop the indeterminate in I% when this causes no confusion. For all polyno-
mials f,¢g: R — R and for all coordinate-wise polynomials F: R" — R™, G: R" — R"¢,
H: R™ — R™, we have the following inference rules.’

Addition Rule Multiplication Rule
Al {fz0g=00  AF{f>0}, Aly{g=0}
Alp {f+5>0} Al (f-820)

Transitivity Rule Substitution Rule
Al B, BlcC {(F>0} - {G>0}
Afc {F(H) > 0} g {G(H) > 0)

Sum-of-squares proofs allow us to deduce properties of pseudo-distributions that satisfy some
constraints.

Fact 4.16 (Soundness). Let y be a degree-{ pseudo-distribution. If y is consistent with the set of degree-d 4
polynomial constraints A, denoted p )f A, and there is a degree-dg sum-of-squares proof that A IE B,
and ¢ > dadg, then p s B.

We also have a converse to Fact 4.16: every property of low-level pseudo-distributions can be
derived by low-degree sum-of-squares proofs.

Fact 4.17 (Completeness). Let d > r > r'. Suppose A is a collection of polynomial constraints with
degree at most r, and A ll {¥", x? < 1}. Let {g > 0} be a polynomial constraint. If every degree-d
pseudo-distribution that satisfies D )? A also satisfies D |7 {g > 0}, then for every 5 > O, there is a

sum-of-squares proof A |7 {g> -1}

Basic sum-of-squares proofs. Now, we recall some basic facts about sum-of-squares proofs.
First, any univariate polynomial inequality admits a sum-of-squares proof over the reals.

Fact 4.18 (Univariate polynomial inequalities admit SoS proofs [Lau09]). Let p be a polynomial of
degree d. If p(x) > 0 for all x > 0, we have % {p(x) =2 0}. If p(x) > O for all x € [a,b], then

{x>ax<b} 5 {p(x) >0}

Second, if p > 0 and p is a quadratic, then this admits a sum-of-squares proof.

9This notation should be read in the following way: given the proofs above the bar line, we can derive the proof
below the bar line.
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Fact 4.19 (Quadratic polynomial inequalities admit SoS proofs). Let p be a polynomial in the indeter-
minates x € R™ such that p has degree 2 and p > 0 for all x € R™. Then % {p(x) > 0}.

Proof. Let M be the unique (m + 1) x (m + 1) Hermitian matrix such that, for v(x) = (1,x1,...,xu)",
p(x1,...,xm) = v(x)"Mo(x).

The inequality p > 0 implies that M is PSD: consider a vector v = (v1,...,0y41) € R™L If
v; # 0, then v"Mov = p(w) > 0 for wy = v/v1,..., Wy = Vyy1/01. If 11 = 0, then v’ Mo =
im0 p(c-w) > 0 for wy = vy,..., Wy = Up+1. This shows that M must be PSD, so we can write
M= Zf’:{l uiuf for some vectors u; € R™*!. Thus,

p(x1,...,xn) = v(x)TMo(x) = Z (u;, v(x))?

which is a degree-2 SoS polynomial and we are done. O

We also use the following basic sum-of-squares proofs. For further details, we refer the reader
to a recent monograph [FKP19].

Fact 4.20 (Operator norm bound). For a symmetric matrix A € R**% and a vector v € R,

5 [0 40 < JlAllllo)?].

Fact 4.21 (SoS Cross Terms Identity). Forall i € [n], let a;, b;, be non-negative indeterminates, then

{VZ S [n],az- >0,b; > 0} }? { Z a;b; < <Z az-) (Z bz>}
ie[n] i€n] ie[n]

Fact 4.22 (Almost triangle inequality). Let fi, fo, ..., f; be indeterminates. Then

(o) < (B}

i<r

Fact 4.23 (SoS Cauchy-Schwarz). It holds that

2
X1peer XYY { <Z xiyi> < <Z x12> (Z y12> } )
i=1 i=1 i=1

Proof. This holds since

2
<Z X?> (Zﬁ) - <Z Xiyi> = Yoy —xyy = Y (v xw)”
i=1 i=1 i=1 i,j=1 1=i<j=n

O

Fact 4.24 (SoS Holder’s inequality). Let wy, ... w, be indeterminates and let f1,. .. f, be polynomials of
degree d in the variables x € R™. Let k be a power of 2. Then

{w%zwi,Vie[”]}}%{< Zwlfl> ( iwl>kl(%iﬂk)}
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Fact 4.25. Let a be an indeterminate and C > 0 be a constant. Then

(<} f5{a<C)

Proof. 2
{angz}%{a: <%>\/€<%<%+C> SC}-

Fact 4.26. Let a be an indeterminate and C > 0 be a constant. Then

{a4 < Caz} }% {a2 <C}.

{a4<Ca2}|%{a2:<;—26>\/6<%<%+C> <%2+%}-

The inequality follows by rearranging. O

Proof.

Fact 4.27. Let a, b be indeterminates. Then we have that
b
la— {a3b <at +b4} .

Proof. By applying the SoS inequality that ab < 342 + 1b? twice we have that

ab f o 1y 1oo 34 14
< a4+ -2 <2t Sty
}f{ab\fz —|—2ab \4a —|—4b

Fact 4.28. Let a, b be indeterminates. Then we have that

{aéb,a}O}lﬂ{angZ}.

Proof. Note that
a,b
{(a<ba>0} = {b—a>0,b+a>0}.

The conclusion then follows direction from the fact that if there is an SoS proof that f > 0,¢ > 0
then there is also an SoS proof that fg > 0. O

Lemma 4.29 (SoS Selector Lemma). Let B,ay,...,a, € R, and k € N such that for all T C [n] of size
k we have Y ;1 a; < B, then also the following holds:

n n
{Vi €n]:0<z < 1'22i :k} }% {Zziai < B} )
i=1 i=1

Further, if the a; are non-negative, then the same conclusion holds also if the constraints only include
Yiozi <k
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Proof. We focuse on the case when our constraints include Y ; z; = k. The case for non-negative
a; will follow. Without loss of generality, assume that a; > ... > a,. Define I = k — ), z;. First,
note that our constraints imply at degree 2 that } ;. zia; < Y, a; — I - ay since

Zai—l-ak—Zziai:Z —ak Zzz _Z(l_zi)'(ai_ak)>0'

i<k i<k i<k i<k i<k

where we used that z; < 1. Second, the constraints also yield, again at degree 2, that ) ;- z;a; <
ay+11 since using a; < a1 fori > k+ 1 implies

tpal =Y ziap Zagq - | k=Y zi— Y z | =0,
i>k i<k i>k

where we also used that z; > 0. Note that when our constraints only include )} ; z; < k but the g;
are non-negative, the last term is still at least 0. This is the only place where the proof needs to be
adapted.

Together, this implies that

n n
{Vi €n:0<z<1) z < k} Zl';'zn {Zziai <Y ai—1-(ap —ag) < B} )
‘ i=1

Fact 4.30 (Cauchy-Schwarz for Pseudo-Expectations). Let |E be a degree-d pseudo-expectations and
p,q be two polynomials of degree at most d/2. Then it holds that (E pq)2 < Ep?Eq? In particular,
setting g = 1 it holds that (E p)2 < Ep2

Proof. Let M be the moment matrix associated with IE and 7,7 the vectors containing the coeffi-
cients of p and g, respectively. Since M is positive semi-definite, there exists a symmetric matrix
M2 such that M'/2M'/2 = M. It follows by the standard Cauchy-Schwarz Inequality that

= 5 = () < [l o =6
|

We will also need the following definition for the reduction between robustness and privacy.

Definition 4.31 (Approximately Satisfying Linear Operator). Let n € N and T € [n]. Let A be
a system of polynomial inequalities in variables w = (wy, ..., w,) and z (potentially many) such
that

Ar ={q1(w,z) 20,...,qu(w,z) >0} U {Zwl > n—T} .
i=1

Let T > 0. We say that a linear operator £ T-approximately satisfies At at degree D if the following
hold

1. L1 =1.

2. For all polynomials p such that deg(p?) < D and ||R(p)|2 < 1 (where R(p) is the vector
representation of the coefficients of p) it holds that £p? > —1T.

21



3. Foralli = 1,...,m and polynomials p such that deg(p? - g;) < D and ||R(p)|» < 1 (where
R(p) is the vector representation of the coefficients of p) it holds that Lp?g; > —T.

4. For every polynomial p such that deg(p? - (X1 w; —n+T)) < D and [|R(p )HZ 1 (where
R(p) is the vector representation of the coefficients of p) it holds that £(}} ;)w; — n +
T)p? > —5tTn.

4.4 Robustness to Privacy
We apply the following theorem in order to transform robust algorithms into private ones.

Theorem 4.32 ((HKMN23]). Let 0 < 17, < 1 < R be fixed parameters. Suppose we have a score function
S(6,Y) € [0,n] that takes as input a dataset ) = {y1,...,y,} and a parameter 6 € ® C B(R)? (where
O is convex and contained in a ball of radius R), with the following properties:

* (Bounded Sensitivity) For any two adjacent datasets ), )" and any 6 € ©, |S(0,)) —S(6,))| <
1.

* (Quasi-Convexity) For any fixed dataset Y, any 6,0’ € ©, and any 0 < A < 1, we have that
S(A0+ (1—-1)0",Y) <max(S(0,)),S(0,))).

e (Efficiently Computable) For any given 0 € © and dataset ), we can compute S(0,)) up to error <y
in poly(n,d,log &, log y~1) time for any v > 0.

* (Robust algorithm finds low-scoring point) For a given dataset ), let T = ming,ce S(60, V). Then,
we can find some point 6 such that for all 0’ within distance r of 6, S0,Y) < T+1, in time
poly(n,d,log %).

* (Volume) For any given dataset Y and 1" > n, let V,:()) represent the d-dimensional volume of
points 0 € ® C R¥ with score at most n'n. (Note that V1 () is the full volume of ®).

Then, we have a pure e-DP algorithm A on datasets of size n, that runs in poly(n,d,log ®) time, with the
following property. For any dataset Y, if there exists 0 with S(6,)) < nn and if

n}Q( max log(Vﬂ,(y)/Vn(y))+10g(1/(’3.,7))> ’

7 <y'<1 e-n'

then A(Y) outputs some 6 € © of score at most 2yyn with probability 1 — B.

We will also need the following theorem for transforming robust algorithms into algorithms
that satisfy approximate differential privacy.

Theorem 4.33. Let 0 < 7 < 0.1 and r < 1 < R be fixed parameters. Suppose we have a score function
S(6,Y) € [0,00) that takes as input a dataset J = {y1,...,y,} and a parameter € @ C R? (where
O is convex and contained in a ball of radius R), with the same properties as in Theorem 4.32. In addition,
fix some parameter 1* € [10n,1]. Suppose that n > Q(lOg(l/(s)HOg(Z”;*(y)/VO'S”*(y))> for all Y suc that
there exists 6 with S(6,)) < 0.7y*n. Then, we have that there exists an (g,8)-DP algorithm A, that
runs in poly(n,d, 10g(§)) time, such that for any dataset Y, if there exists 0 with S(6,Y) < nn and if

log(vﬂ/(y>/vﬂ<y>)+log(1/(ﬁ-n)>)

nz0Q <maxv’:ﬂ<v’<v* e
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5 Private and Robust Covariance-Aware Regression

In this section, we will present a oneshot algorithm, i.e., that outputs an estimator for the regres-
sion vector without computing an estiamte for the unknown covariance first, for robust regression
with (nearly) optimal error (in terms of the corruptions level). In Section 5.2 we will use this al-
gorithm and Theorem 4.32 to deduce our main theorem for private regression. The main private
regression theorem we obtain is as follows:

Theorem 5.1 (Sample-Optimal Private Regression, Full Version of Theorem 1.4). Let 8 € R such
that ||0|| < R and X such that ¥ < LI;. Let 0 < 5 be less than a sufficiently small constant and let
0<wpBeanda <1. Let X = {(x1,41),---, (Xn, Yn)} be n = ng samples following Problem 1.3 (robust
regression model) with corruption level 1 and optimal hyperplane 6. There exists an (g, 0)-differentially
private algorithm that, given n,a, €, and X, runs in time poly(n,logL,log R) and with probability at
least 1 — B outputs an estimate 0 satisfying

|22 (6 -0)| <o),

whenever

2 2
. <d +105,2 (1/p) , d +1oi(1/5) | dlog(R) ;i—dlog(L)) ,

and « > Q(n7log(1/7)).

As discussed earlier, all terms in the sample-complexity are (nearly) optimal up to under either
SQ or information-theoretic lower bounds, except for the log?(1/B) term which could potentially
be improved to log(1/p). Note that our error guarantees imply small generalization error as stated
in Theorem 1.4. Indeed, this follows since

[(y — (0 —6+6,x))]

[(y— (0,x))2] +E [(0—0,x)"| +2E [(y = (6,x)) (0 —0,%)]
I

PN

E[(y—(0,x))]

E
E

= E[(y—(6,2))2] + =26 - 0)
Along the way, we show the following theorem about robust regression

Theorem 5.2 (Sample-Optimal Robust Regression). Let § € R? and 0 < 1 be less than a sufficiently
small constant. Let 0 < a, B. Let X = {(x1,y1), .., (Xn, Yn)} be n = ng samples following Problem 1.3
(robust regression model) with corruption level n and optimal hyperplane 6. There exists an algorithm that,
given 17, e, and X, runs in time n®Y) and with probability at least 1 — B outputs an estimate 0 satisfying

|22 (8- )| < Olog(1/m))
whenever ng = €} <dz+lo§7§(1/ﬂ))

We will prove Theorem 5.2 in this section and Theorem 5.1 in the next.
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Intuition for robust estimator. Note that in the non-robust setting, when we are given n i.i.d. sam-
ples (x7,y7),..., (x5, ;) from the above model, the least-squares estimator defined as

n
b = argmin 1 )" (v — (x7,0))°
i=1

fcR4 i

satisfies ||[Z1/2(0rs — 0)| < (’)< M) Note that this error is at most O(#log(1/7)) for

n
our choice of n. On a very high level, our algorithm can be interpreted as searching for a (1 —
1)-fraction of the input samples satisfying concentration bounds that would be satisfied by the
Gaussian distribution and outputting the associated least-squares estimator.

Sum-of-Squares algorithm. Our algorithm is based on the sum-of-squares hierarchy. We will
use the following notation: We denoteby {x1, x2, ... x, } the -corrupted versionof S = {x},...,x;, }
we observe. Further, let r; € {0,1}, be 1 if the i-th sample is uncorrupted, i.e., (x},y}) = (x;, i),
and 0 otherwise. We will use the following constraint system in vector-valued variables ', xg, e, X,
scalar-valued variables yg, ...y, and wy, ..., x,, and the matrix-valued variable R. Note that the
last constraint is a one-dimensional version of the second-last one about Gaussian concentration.

The third-last constraint encodes that 6’ solves the least-squares optimization problem on pairs
(1), (X, V)

Vi € [n]. w; = w;
Y wi=(1—ny)n
i€[n]
Py () =Y
i€[n]
Vi e [7’1] wz(x: _xi) =0, wl(y _yl) =0
_ LY (0~ ) i =0
'Aﬂ - i€[n]

LY (vi—(0.xD)* <1+ 0(n)

Vo € R?

Note that for the inequalities that must be satisfied for all v, we require that there is an SoS
proof of the inequality for any v. These constraints can be efficiently encoded as polynomial in-
equalities in our program variables by using auxiliary variables (see [FKP*19]).

Feasibility. The feasibility of the above program follows by setting w; = r;, x; = x} and ¢’ to be
the least-squares solution for pairs (xj,y7),..., (x, y;). We defer a formal proof of feasibility to
Appendix B.2.2. Our algorithm will be the following;:
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Algorithm 5.3 (Optimal Robust Regression).

Input: #-corrupted sample (x1,v1), ..., (Xn, Yn), corruption level 7.
Output: An estimate @ attaining the guarantees of Theorem 5.2.
Operations:

1. Find a degree-O(1) pseudo-distribution { satisfying A,,.
2. Output § = E[0'].

Our main technical lemma will be the following which we will prove at the end of this section.

Throughout the rest of this section, we use £ to denote 1 Y, x7 (x7) .

Lemma 5.4. Let 0 < 1 be smaller than a sufficiently small constant and let 0y s be the least-squares solution
associated with (x3,y5),..., (x5, yy). Suppose x3,...,x; and y3, ...,y are n-good and 1-higher-order-

good (cf. Definitions 4.5 and 4.7)!°. For any fixed vector u, i.e., that is not an indeterminate, we have
that

Ay }% {(u,i (6" — 9L5)>2 < 0(772 logz(l/n)) <uTZu) }

and that
Ay l% {<u, 9 — 9LS>2 < 0(772 logz(l/iy)) (uTZ—lu) } '

Note that the second claim is almost equivalent to the first via the transformation u — X~ 1u.
The second formulation will be more useful for the reduction to privacy.

Handling unknown variance of the noise between 1 — 77 and 1. We state all of our results in
the setting when the variance of the noise is known and assumed to be 1. Yet, our algorithms also
work in the (very slightly harder) setting when the variance of the noise is unknown but promised
to be in [1 — 7, 1]. The proofs of feasibility are not affected since the constraints on the y; — (x/, 6')
are only easier to satisfy. We will point out in the SoS proofs below why the proof of Lemma 5.4
still holds.

We can deduce Theorem 5.2 from Lemma 5.4 as follows.

Proof of Theorem 5.2. First, note that with probability at least 1 — j the least-squares estimator with
respect to (x3,v7),...,(x;,y;) satisfy #-goodness and #-higher-order-goodness Facts 4.3 and 4.4
and Lemma 4.6. We condition on this event. Recall that for our choice of n

HZI/Z(QLS _ Q)H < (f)( w> <7

n

101n the case of y; we mean by 7-good the case of d = 1 in Definition 4.5.
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Thus, by triangle inequality, it is enough to bound ||£1/2(f — 6;5)||. Further, let & = L 7 | x7(x7) .
We know that ¥ and £ are O(74/log(1/7))-close in every direction. Thus, it is enough to show
that ||£1/2(0 — 61) ||

Let ¢ be a degree-O(1) pseudo-expectation satisfying A,. By Theorem 4.13, this can be com-
puted in time (1 -d)°1). Let = E; 0’ and u = § — 6;5. By Lemma 5.4 and Cauchy-Schwarz for
pseudo-expectations (cf. Fact 4.30) it holds that

2
|£1720 - 9L9)H4 = [ (u, 2 (0 - b1s))]” < Iy <u, (% in‘(xf‘)T> G 9LS)>
i=1

2

7

< O 10g(1/m)) - u5u < O(log (1/1)) |[£1/2(0 — b1)|

Canceling the factors of Hil/ 2(6 — 615) H2 and taking square roots completes the proof.
O

Obtain the main SoS guarantee from intermediate lemmas. The first part of Lemma 5.4 will
directly follow by combining the following two lemmas.

Lemma 5.5. Let 0 < 1 be smaller than a sufficiently small constant and let Oy g be the least-squares solution
associated with (x3{,y7),..., (x5, y5). Suppose x3i,..., x5 and y5,...,y; are y-good and y-higher-order-
good. For any fixed vector u, i.e., that is not an indeterminate, we have that

w,0’

Ay Tay {<“/2(9/—9LS)>2

< (9(172 logz(l/iy)> (uTZu> + O(nlog(1/7)) Hil/z (6" —6s) Hz <uTZu> } :

Lemma 5.6. Let 0 < 1 be smaller than a sufficiently small constant and let 0y g be the least-squares solution
associated with (x3,y5),..., (x5, yy). Suppose x5,...,x;, and y3, ...,y are n-good and 1-higher-order-
good. It holds that For any fixed vector u, i.e., that is not an indeterminate, we have that

We next show how to derive the second part of Lemma 5.4 from the first. Via the transforma-
tion u — Y. ~lu, we obtain that

S1/2 (0 — oy5) HZ < 0(17)} .

8 1 —
Ay % {<”r 0 — 9L5>2 < O(iyzlogz(l/n)> (uTZ DWY 1u) } :
By 77-goodness, it follows that & < O(1) £ which implies the claim.

Proof of coarse SoS guarantee. We start by proving Lemma 5.5. This proof does not use the last
constraint (bound on fourth moments of the noise), we will need it for the proof of Lemma 5.7
however.
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Proof of Lemma 5.5. First, note that as a minimizer of the squared loss, the least-squares estimator
satisfies

n
Y oxf ((xf,0s) — i) =

i=1

:I»—*

For i € [n], let r; = 1 if the i-th input point was not corrupted and 0 if it was. Note that our
constraints imply that ryw;x; = r;w;x} and similarly r;w;y! = r;w;y;. Hence, using the above and
our constraint that 3+ Y;c(,) %) - ((x],6") — y}) = 0 it follows that

AI—{ 0 —frg) =

xj e (x),0 —0is) = 3 3 xf - ((x7,0) —yi) + 5 2o - (i — (%7, 6us))

i=1 i=1

(50 — i) = Loxi (08 — )

S|
1=

Il
=

Il
S|
1=
=
%

I
—_
m

=

(1 =riw)xf - ((x7,6") = yi) — 5 L (1 =riwi)xi- ((x},6) —yi) } :

i€(n]

Il
S|
=

Il
—_

Let u be an arbitrary unit vector. Substituting the equality above in the expression below and
using the SoS triangle inequality (cf. Fact 4.22) we obtain

A { (u, 2 (0" - 615) )
= ({wr B -rs () ) ) - (w3 zn]a—nwi)x;-<<x;,e'>—y;>>)2

i=1

gZ(%i(l—f’iwiH ). (x5, 6) — )>2 (%il—rlwl <u,x;>.(<x;,9’>—y§)>2}

Term A Term B

(15)

Bounding Term A in Eq. (15) We start with Term A in Eq. (15). By the SoS Cauchy-Schwarz
Inequality (cf. Fact 4.23) it follows that

2
Al { ( $°1 = ) G55} - (52, —yi‘)>

i=1

n N 2 16)
< (3w ) (ml—nw» ()i |

Term A.0 Term A.1

We first bound Term A.0. By Fact B.2 it holds that 2 Y7 ; (u,x7)* < (1+ O(nlog(1/7)) (4" Zu).
Further, by Lemma 6.5 (the second part with y* = 0) we obtaln

Ay }* {% iriwi (u,x5)* = (1= O(y1og(1/7))) (uTZu> } )
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Hence, A, |- {% Y (1 —raw;) (u,x0) < O(ylog(1/1)) (uTZu) } We now bound Term A.1. By
SoS Triangle Inequality it holds that

pye { 51 r) (a0,0) —)? <

(1 —rw;) ((x7,0) = y7)*

-

N
I
—

(1 —rw;) (x7,0" — 9>2}

&

Il
=

2
T

1

The first of these two terms is at most O(7log(1/7)) in the same way as in Term A.0 (applying
the same reasoning with d = 1)!'. Again by Fact B.2 and since 6 is sufficiently close to 65, we can

bound the second term as follows
A
Thus, we conclude that Term A is at most
" 2
A (150 - s (5. - 30)

i=1
17210g2(1/17)> (uTZu) + O(nlog(1/7)) - Hil/z(G’ - GLS)HZ (uTZu> } .

n 2
<2Y (5,0 - 0)* <420 - o)

(1—riw;) (x7,0' —
i=1

-

Il
—_

1

<o(

Bounding Term B in Eq. (15) Next, we bound Term B in Eq. (15). The strategy is analogous to
the one for Term A but slightly more complex. First, by the Cauchy-Schwarz Inequality it follows

i=1
(17)

< (% é(l — riw;) <u,x§>2> . (% i(l —riw;) - ((x},0") — yl)2>

Term B.1

that
art (3 = <<x:,e'>—y;>)2

Term B.0
We start with Term B.0: Note that we have that
(l Zn:(l—riwi) <u,x§>2> Yu— 1Y rw; (u,x;
i=1
By Fact 4.4 and Lemma 4.29 we have that
A {% Y rwi (u,x)* = (1—1 log(l/n)uTZu} :

Thus, we can bound Term B.0 as follows:

Ay b { <% Zn)(l —rw;) (u, XQ>2> < (T un" )+ log(1/y) (u"Zu) <ylog(1/n) (u'Zu) } :

11f we only have an upper bound of 1 on the variance of the “uncorrupted noise”, this upper bound still holds
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Where in the last inequality we used that by Lemma A.3 we have that

Ay e {<Z’ Z,uuT>2 < 0(172 logz(l/n)) <uTZu)2} :

And that by Fact 4.25 this implies that A, I% {{(~ =%, uu") < O(nlog(1/n)) (u"Lu)}. Note that
we have that term B.1 is bounded by

Ay { é“ ) (0~ ) = Y0 () )% = 1 Y- (), 0) — )

where the second inequality comes from our constraint on the covariance of the noise. Now ob-
serve that we can write the second term of Equation (18) as

%{—%i

riw; - ((x1,0") —yi)?

™=

Il
—_

(19)

:IH

4T () )+%i(1—riwi)'(<xf/9'>—y?)2}'

i=1
We bound the first and second sum of Equation (19) separately. Note that the first sum is equal to
- {% Y (xf0s) =y 5 L (xf b5 —0)" + 2 Z ((x7,608) — i) ((x, 615 — 9'>)} .
ie(n] ie(n]

The last term in this sum is equal to 0 by the gradient condition on the uncorrupted samples and
frs. Furthermore, the second term is equal to ||£/2(6" — 615)||?> > 0. Finally, we note that the first
term contains no indeterminates and is bounded by

Ay = { X ({3, 0s) =)
=5 L (x5, 0s) = vi) ((x7,0) —yi) = & 1 (x5, Bus) — v7) (7,0 — bis))

ie[n] ie[n]
=5 2 (. 0us) — i) ((x7,0) —y})
i€n)
=3 (0 —y) = & L ((x,0 —6us)) ((x7,6) — 7)
i€[n] i€[n]
=1 Y (50 —y)’ =5 Y (xf,0—6us)°
i€[n] i€[n]
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using the gradient condition on the uncorrupted samples, bounds on the one-dimensional noise'?,

and that ||[£1/2(6 — 6;5)[|* < O(%?). Thus, we conclude that

T ) - <)

i€(n)

We now bound the second sum in Equation (19). We have by SoS Almost Triangle Inequality
and Fact 4.4 that
n n
Ay = 3 L = rwn) - ((x7,67) \%Zl—rwl ((x5,6) —
' i=

n
%Z (1 —rjw;)(x},0 —6)2
i—1

~.

_|._
< nnlog(1/n) +2||ZV2(¢/ Hz}

Thus, we can derive the following upper bound on (19)
~1+O(log(1/1)) + O(1) [IEV/2(6" ~ )] .

Combining these facts we conclude that Term B.1 is at most O(1log(1/7)) + 2||Z/2(6' — 6) 2.
Thus, we have the following bound on term B:

anb{ (250 = - (5,0 - y;>)2

i=1

< O(i210g2(1/n) ) - (u" Zu) + Oy log(1/1)) - |[£/2(0" — Or|? - Mzm} .

Putting Things Together Using the bounds on Term A and Term B obtained above, we conclude
that

oo

i=1

< O(i108(1/n)) (u"5u) + Ol log(1/n) £ (¢ — b1s) | (u"5u) } .

5.1 Bootstrapping

It remains to prove Lemma 5.6. This follows from a result of [BP21] which gives a /7 rate for our
model. We explicitly reprove it below for completeness using the terminology introduced in our
work. The main lemma we need is as follows:

121f the variance of the “uncorrupted noise” is only promised to be at least 1 — 7, the lower bound only changes by
an additional additive factor of 77 that doesn’t affect the rest of the proof.

30



Lemma 5.7 (Bootstrapping Regression). Suppose xi,...,x;, and y3,...,y, are y-good and n-higher-

order-good. Then it holds that
“477 0(1) {”zl/z (9/ - GLS) ||% < 0(77)} .

We will need the following intermediate lemma which we will prove at the end of this section.
Note that the difference to the results in Appendix A.1 is that we allow u to be an SoS variable
instead of just a fixed vector. This is essential for obtaining Lemma 5.7.

Lemma 5.8. Suppose x7,...,x; and yj,...,y, are n-good and n-higher-order-good. Then it holds that

A, }W { (uT (2 —%) u>2 < O(n) (uTiu>2} :

Proof. We start by giving the proof of Lemma 5.7

Proof of Lemma 5.7. Note that since for C > 0, {a* < Ca?} IaLl) {a*> < C} and {a® < C} %
{a <VC } (cf. Facts 4.25 and 4.26), it is enough to show that

o ((9’ —6s) ' E(6 — 9Ls))4 < O(1?) ((9’ —6is) ' £(0' — 9L9)>2 .

Analogously as in the proof of Lemma 5.5 it holds that

A}—{ —6s) =1

Adding and subtracting 6;s in the inner product of the first sum, we obtain that A implies at
constant degree that

&

I
—_

(1wt (1,0) —y5) — 5 3 (1= rio)al- ((x4,6') ) }

i ie(n]

(1 —rw;)x; - ((x,6is) —y;) — % Z (1 — riw;)x; - (<x§, 9/> —yg)

ie[n]

&

N
I
—

{2(9/ —0is) =

&

Il
=

+ I8N (1= rwi)xf - (x}, 0 —9L5>}

1
Thus, by SoS triangle inequality we obtain that

n

4
A |7{< GLS Z(GI—GLS))4< (%Z 1_717/01 x1/9,_9L5> (<x;'k/9LS>_y;‘k)>

i=1

Term A

4
+ O(1) (% ;(1 — riw;) (x}, 0" — Ois) ({x},0") — yi))
Term B
" 4
+ 0(1) (% 2(1 - riwi) <x;‘,9’ — 9Lg>2> } .
i=1

Term C
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By SoS triangle inequality and #-higher-order-goodness and Fact B.4 (SoS proof of hypercon-

tractive fourth moments) it follows that Term C above is at most > ((8' — 61g) T2(6" — 9Ls))4
which is a small multiple of the left-hand side. Thus, we can ignore the last summand by rear-
ranging.

Bounding Terms A and B. We continue to bound Terms A and B. For Term A, we obtain using
again Fact B.4, SoS Cauchy Schwarz, and that 2 Y7 ; ((x},0s) — y:-‘)4 < O(1) (cf. Appendix B.2.2)

n

4
Aty { (% Y (1 —riw;) (x},0" = 6is) ((x],6s) — y?‘))

i=1

2
(x,60' — 0is)” ((x7,61s) — yf)2>

N\
=
N
VR
=
1=

Il
—_

i

N\
=
N
VR
=
1=

(x7,0" — 9Ls>4> (% i ({x},0Ls) — yf)4>

i=1

Il
=

< O() <(9/ —6s) 50" — 9LS))2}

Similarly, using the constraints that there is an SoS proof in variables v that = Y7 ; (x/, o)t <
O(1) (u,%'u)* and that Lyt ((x],0") —y))* < O(1), we can bound Term B as follows

Ay }W { (%
n 2

< (B G - () - )
<7 < 3 (3 - 9L5>4) <

<O(r?) ((9/ —6s) "E/(0' - 9Ls)>2}

1

4
_1(1 —riw;) (x;,0" — Ois) ((x},0") — y§)>

M:

1

()~

Il
—_

Thus, overall we have shown that

Ay |(171) { ((9/ —0is) TE(0' — GLS))4

< O(?) <<(9, —6s) ' 5(0' - 9LS))2 + <(9, —615) 'E'(6' — 9LS))2> } :

Applying SoS triangle and Lemma 5.8 (bootstrapping of covariance estimation), we can deduce
that A, implies at constant degree that the right-hand side of the above is at most

o) <((9’ —015) (0~ 01s)) + (0~ 615) T (6 - 9L5>)2>
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< O(n?) <((9’ —61s) TE(0 — eLS))2 + ((9’ —0s) (-5 (0 - 9L5)>2>

O(1?) ((9' —61s) 'E(6 - 9Ls)>2 ,

N

as desired.

It remains to prove Lemma 5.8.

Proof of Lemma 5.8. Note that by SoS triangle inequality, it holds that

% {17 <uTZ’u>2 < O(7) (uTiu>2 + O(n) <uT (&' -%) u)z} :

Thus, by rearranging, it is enough to show that
u ~ 2 - \2 2
}W {(uT (x'-%) u) < O(n) (uTZu> + O(n) (uTZ’u> } . (20)

Plugging in the definition of £ and ¥’ and using SoS triangle inequality and SoS Cauchy-Schwarz,
we obtain

2 2
Ay }#1) { (uT (&'-%) u)2 = <% Z(l — riw;) (u, x§>2> + <% Z(l — riw;) (u, xf>2>

Now, by our constraint on the fourth moments, we now that there exists an SoS proof in variables
u that the sum in the first term is at most O(1) (u'X'u)?. Further, by 5-higher-order-goodness
and Fact B.4 it follows that there also exists an SoS proof in variables u that the sum in the second
term is at most O(1) (u" Z'u)?. Together, this implies Eq. (20). O

5.2 Private Regression

We will now show how to transform the previous robust regression algorithm into a private algo-
rithm. This will prove Theorem 5.1 restated below.

Theorem (Restatement of Theorem 5.1). Let 8 € R such that ||8]] < R and T such that ¥ =<
LI;. Let 0 < 1 be less than a sufficiently small constant and let 0 < w«,B,e and « < 1. Let X =
{(x1,¥1),---, (xn,yn)} be n = ngy samples following Problem 1.3 (robust regression model) with corrup-
tion level n and optimal hyperplane 6. There exists an (e, 0)-differentially private algorithm that, given
1,&,¢ and X, runs in time poly(n,log L,log R) and with probability at least 1 — B outputs an estimate 0
satisfying

=2 (6 -0)| <o),

whenever

a2 nE €

o = O <d2 +log?(1/B) N d+log(1/B) N dlog(R) + dlog(L)) ’

and « > Q(n7log(1/7)).
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Throughout this section, we will assume that X is invertible. However, it is easy to reduce
to this setting when working with private algorithms by adding Gaussian noise to the covariates
with variance a?/R. Note that we have that this is equivalent to a model where the noise on
labels is equal to 1 + |6]] - /R < 1+ a2 and we note that our robust estimator (and therefore the
resulting private estimator) works in the setting where the label noise has variance at least 1 and
atmost 1+ O(a/ log(1/a)).

Our algorithm will be an instantiation of the exponential mechanism. The score function we
use is based on the following modification of the SoS constraint system introduced in the previous
section, where T € [n]. Throughout this section when showing the utility and volume guarantees
of our score function we will assume that x; are an a/+/1/a-corruption of Gaussian samples and
thus our algorithm will also be robust to the same fraction of corruptions. For technical reasons
that will become clear later on, we will also require an SoS variable which encodes the inverse of
the “SoS covariance matrix” %'

Vi € [n]. w? = w;
Ywizn-T
ie(n]
5 X =Y
i€[n]
Vi € [n] wi(x; —x;) =0, wi(y; —y;) =0
i) ((xi,0) —yi)xi=0
BT(XI y) — ie[n]
LY (= (0, 2))* <1+ 0(1)
i€[n)
2
Vo € R 1 Y (xf,0)* < (3 + 1710g2(1/17)) <0T2’0>
N ik
P L (o)) <o
i€[n]

Q = QT ’ Z/QZ, = Z,/ QZ,Q = Q/ QZ, =1, Z,Q =1

Roughly speaking, the score candidate point § will be the smallest T such that there exists a
pseudo-expectation IE such that the following three conditions are met

1. E |: Br at degree O(1).
2. |E6"[l2 < R.
3. For all fixed vectors u € R (i.e., that do depending on indeterminates), it holds that

(u,E0" — §>2 < (’)(az) IE (u, Qu) .

The last condition is the most crucial one. On a high level, the score corresponds to the smallest
number of input data points we have to change such that the candidate 8 is close the output of
our robust estimator in the “X!/2”-error-metric. That is, such that |Z!/2(E 6’ — )|| < O(a). Note
that this depends on the unknown covariance X~ and we can thus not evaluate it. The closeness
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constraints above acts as a proxy for this, by instead considering (some version of) the metric in-
duced by E X'. The form above turns out to be the right one that satisfies necessary preconditions
of Theorem 4.32 (namely, quasi-convexity and efficient computability).

Certifiable parameters and definition of the score function. Before giving the formal definition
of our score function, we need one other definition.

Definition 5.9 (Certifiable Parameter). Leta, T € R*Y,n € Nand T € [0,#n]. Further, let x,...,x, €
RY, Yi,---,Yn € R. We call a parameter 0,a (a,7, T) certifiable parameter for (x1,y1),..., (Xn, Yn)
if there exists a linear functional £ which t-approximately satisfies Br(x, y) (cf. Definition 4.31)'?
and such that

1. [R(L)|[r < R"+7-T, where R’ = poly (n,4d, R) is sufficiently large and R (£) is the matrix
representation of L.

2. 0(a?) - L]Q] - LIo' — B)L[0' — 8] = —1T -,
3. ||L0 || <2R+7T-T

Furthermore, we will refer to the linear functional £ as a (&, T, T) certificate for ((x,v),8).

For our purposes, we will end up setting T = 1/(n-d-R-a~! - L), for a large enough absolute

constant C. Now we use this definition to define a score function.

Definition 5.10 (Score Function). Leta, 7 € R*?,n € Nand T € [0, n]. Further, let xy,...,x, € RY,
Yi,.-.,yn € R. Let B4 <2R +nt+ tx\/f) denote the f,-ball of radius 2R + nT + av/L around the

origin in R?. We define the score function S (sxyeT): B4 <2R +nt+ zx\/f) — R as follows:
SO;xyat)= ;m[n} such that fisa (a,7,T) certifiable parameter for (x,y).
c\n

Remark 5.11 (On the domain of the score function). Note that the domain of the score function is
chosen such that even if the true parameter 6 is on the edge of the 2R ball we are promised it is
contained in, all points such that [|Z1/?(9 — 6)|| < « are contained within the domain of the score
function. This is important because these are our low scoring points and we need a large enough
volume of them for our sampling algorithm to output a point with low score.

Remark 5.12 (On the well-definedness of the score function). Note that in general for closeness
constraints and arbitrary size domains this function would not necessarily be well defined, be-
cause there might be no T such that a candidate point is a («, T, T) certifiable parameter. For exam-
ple, taking the closeness constraint || £’ — 0|, < &/+/d (Which was used in [HKMN23]) points
0 with norm 2R + TT + 2« are not necessarily («, T, 1)-certifiable parameters since there may not
be 0" which is simultaneously norm at most 2R + 7T and also a-close to 6. However, in our case
every point has score at most n, which we will show in Lemma 5.18.

130ur constraint system includes constraints regarding the existence of SoS proofs for all vectors v but these con-
straints can be encoded as polynomial inequalities and we apply the approximate satisfiability definition to this form
of the constraint.
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In the rest of this section we will show that the score function defined above satisfies the con-
ditions of Theorem 4.32.

1. Bounded Sensitivty (Lemma 5.19: We will show that the score function has bounded sensi-
tivity with respect to the input data (i.e., (x,y)).

2. Quasi Convexity (Lemma 5.16): We will show that the score function is quasi-convex with
respect to the parameter 0.

3. Volume (Corollary 5.15): We will show that the volume of the set of points  that have score
at most 7 - n is sufficiently large and the volume of the points with score at most 1’ - n for
7' > n is sufficiently small.

4. Efficient Computability (Lemma 5.17): We will verify that the score is efficiently computable
for a fixed 0, (x,y).

5. Robust algorithm finds a low-scoring parameter efficiently (Lemma 5.20): We verify that
finding 6 that minimizes the score up to error 1 for a fixed (x,y) can be done efficiently.

We will also show that a low scoring point 8 achieves good accuracy, i.e., such that ||Z/2(8 — 0)|| is
small. We first focus on quasi-convexity, accuracy and volume, for which our new “closeness con-
straint” is key. We will then address the other required properties, which are similar to previous
applications of this transformation in [HKMN23].

We introduce some additional notation. For any given desired accuracy a we let n(a) =
a/+/log(1/w). Further, we denote by n* the breakdown point of our robust estimator. For simplic-
ity, we may omit the dependence of the score function on the parameters «, T in the notation and
write 1 = 17(«).

On a high level, our proof strategy is as follows: We will show that every point § with score
17(a)n has accuracy at least O(a).'* To show that the exponential mechanism outputs such a point
with high probability, we show that the volume of low-scoring points is not too small and the
volume of high-scoring points is not too large. To this end, we analyze points of score less or
more than 77*n separately, appealing to properties of our robust estimator in the first case, and
boundedness of the domain in the second.

5.2.1 Properties of the Closeness Constraint

We record the following lemmas we need about our closeness constraint. We remark that in the
lemma below we do note require an SoS proof of the inequality, but just that it be true as an
inequality after applying pseudo-expectations.

The two key innovative properties of our closeness constraint is that we are able to enforce
closeness in (an adequate proxy of) £!/2-norm without explicitly estimating ¥ or paying unneces-
sary factors of log L in volume computations.

In particular, we show the following lemma, which characterizes 6 which have score at most
T via relation to the true parameter 0*. It will imply both the utility of our final estimator (via
accuracy of low-scoring points) as well as the bounded volume of points with score which is large,
but below the breakdown point of our estimator.

1417(1x) will also correspond to the fraction of corruptions our algorithm is robust to.
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Lemma 5.13. Let T < n*n. Let § € RY be such that there exists a pseudo-distribution I such that
E )= Br and it holds that for every fixed vector u € R the following inequality is true

(u, O —6)" < O(a?) - E (u,Qu) . (21)

Then, it follows that |XV/2(8 — 6*)|| < O(a +1 log(%)). Further, the same holds for linear opera-

tors that T-approximately satisfy Br for T = (ndR)~C for C a large enough absolute constant and for
which Eq. (21) holds up to slack TT ||u/|*.

Before we give the proof of Lemma 5.13 we state the following lemma which we need in the
proof. We defer its proof to Appendix D.2.

Lemma 5.14. Let 0 < # be smaller than a sufficiently small constant and suppose x7, . . ., x;, are y-good and
n-higher-order-good (cf. Definitions 4.5 and 4.7). For any fixed vector u, i.e., that is not an indeterminate,
we have that

Byt {(u, Qu)? < 0(1) (uTzlu)z} .

Proof of Lemma 5.13. We only show the proof for exact pseudo-expectations. The extension to the
approximate case is immediate. Let T < #*n and 8 be such that there exists a pseudo-distribution
[E such that E Iazl) Bt and such that for every fixed vector u it holds that

(u, E6" — §>2 < (’)(az) B (u, Qu) .

Recall that we want to show that [|Z1/2(§ — 6*)|| < O(a+ Llog(%)). It is enough to show that
IZY2(6 — 615)|| < O(a+ Llog(%)). Lety = Llog(%). Note that this is equivalent to show that
for every vector u, it holds that

- 2
(u,TV2(0—015)) < O(a? +72) - |ul]*.
Which again is equivalent to showing that for every vector u, it holds that
<u,§ — 9LS>2 < 0(062 + ’)/2) . <u,Z*1u> .

First, note that by Cauchy-Schwarz for pseudo-expectations (cf. Fact 4.14) and since (a + b)? <
2a + 2b it holds that (for all real numbers)

(u,6 —6°)? = (u, (B[0'] — ) — (6rs —B[0'])]) <2 (B (1,6 — 6"))* +2 (I (1,6’ — 65))” .

The second term is at most O(y?) (u, £~ u) by the second part of Lemma 5.4. By assumption, the
first term is at most O(a?) E (u, Qu). Thus, by Lemma 5.14 it follows that the second term is at
most O(a?) E (1, £ 1u) which yields the claim. m

37



Volume of High and Low Scoring Points.

Corollary 5.15. Let T < y*nandn > Q) (nzﬂofij(l/ﬁ)) Then it holds that:

1. Every point in a £1/2-ball of radius O(n/log(1/7)) around 6 has score T < nn
2. Every point of score at most n*n is contained in a £1/?-ball around 6 of radius O(1).

Proof. We have already shown in Appendix B.2 that a distribution supported on a single point
with x equal to the true samples, X" equal to the empirical covariance, and 6’ = 6 is feasible for
the original robustness program. Note that the additional constraints involving the variable Q can
trivially be satisfied by setting Q to be the inverse of the empirical covariance matrix. Furthermore,
since 0 has norm at most R by the closeness of 6, 0.5 we have that ;s has norm at most 2R + 7T.
To show that any point § such that ||Z/2(8 — 6*)|| < O(ndlog(l/n)) has score at most #n it
suffices to show that for this single point distribution above that the closeness constraint holds for
such f. Let £ be the empirical covariance of the true samples and Q = ~!. We want to show that

for all vectors u it holds that
2

(u,015 — 0)" < O(a®) - (u, Qu)
or equivalently that
_ 1\ 2
(u, )V (05— 0) ) < O(a?) - [ul?
Note that by concentration of the empirical covariance (Fact B.2) it suffices to instead show that
1200 _ iy \? 2 2

(u, T2 - 8))" < O() - ||ul>.

We have that )
(w,TV2(0' = 0))" < [lul?- V726" = 0) 2 < O(e?) - |lull?,

so this completes the proof.
Consider any point 6 of score T < 17*1n. We have by Lemma 5.13 that

=720 - )] < O+ Ty flog($)) < O),

which completes the proof of the second half of the corollary. O

Quasi-Convexity.

Lemma 5.16 (Quasi-Convexity). The score function S (é; X, T) as defined in Definition 5.10 is quasi-
convex with respect to the parameter .

Proof. Suppose 0,0, € B? (ZR +nt+ aﬁ), and S (01;x,y;a,7) = Ty, and S (63, %, y; 0, T) = To.
We will show that for any A € [0,1], we have S (Aél + (1= A0y x,y; 0, T) < max{T, T»}.

Let 65 = Af; + (1— )\)52. Since S (él ;X Y0, T) = T, there exists a («, T, T7) certificate £;
for (x,y). Similarly, since S (52; X, 0, T) = T, there exists a («, T, T2) certificate £, for (x,y).
We will construct a («, T, max{Ty, To }) certificate L3 for (x,y). We construct L3 as follows: L3 =
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ALy + (1 —A)Ly. All of the constraints would then be satisfied trivially except for the counting
constraint and the closeness constraint. For the closeness constraint, note that we have that

<M, 539/ — 9~3>2 = <u,A(£19’ — 9~1) -+ (1 — A)(ﬁzgl — 9~2)>2 <A <M, 519/ — 9~1>2 + (1 — )\) <u, ﬁzg/ — 9~2>2 .
Applying that both £y, £ satisfy the closeness constraint we have that
(u, £30' — 63)° < O(a?) - (/\uTﬁlQu +(1- A)uTﬁzQu> = O(a?) u' L3Qu.

To verify the counting constraint, we have to show that for any polynomial p where | R (p)|j2 <1
that £3 <Zj€[n] wj—n+ Tz) p?> > —4-max(Ty, Tp) - n. Without loss of generality assume T, =
max{Ty, T, }. We have

L3 (Z wjn—i—Tz) p? = ALy (ijn—l—Tg—i—TlTl) P>+ (1—A)Ly (Z Zan+T2) p?

j€ln] j€ln] j€ln]
> -5AT-Ty-n—51-A)1-Th-n+A(To — Ty) L1p?
>-S5A-T1-n—=5(1-AMt-Th-n—A(To,—Th)T-T)
> -SAT- T n—-51-M7-To-n—5At-(To—Ty) - n
=-51-T, n.
This verifies that L3 is a («, T, max{T;, T }) certificate for (x,vy), as desired. O

Efficient Computability.

Lemma 5.17 (Efficient Computation of Regression Score Function). Let 8 be some point in the do-
main of the score function and let T = S(é, Y;a, T) be the score of 6. Then we can compute T in time
poly(n,log(Rv/'L),1og(1/7)) up to accuracy O(y).

We will show efficient computability via the ellipsoid algorithm. Note that our original robust-
ness constraints are in the same form as the constraints in [HKMN23]. Their efficient computability
proof (Lemma C.6 of [HKMN23]) mostly applies to our program, with the exception of requiring
a separation oracle for the two new constraints (the ¢, constraint on £6’ and the closeness con-
straint). We give a proof of the separation oracle for these constraints in the appendix Lemma D.1.

5.2.2 Properties of the Score Function

Well-Definedness of the Score Function. We first show that any point must have score bounded
by n.

Lemma 5.18 (Score Function Upper Bound). For any input (x,y) and § € B? (ZR +nt+ tx\/f> , we
have S (0; x,y;a,T) < n, for S as defined in Definition 5.10.

Proof. It suffices to show that for T = n, and for any § € B4 <2R +nt+ aﬁ), there exists a
(a, T, n) certificate £ for (x,v).

We will define a linear functional £ which for every monomial p assigns a value equal to the
expectation of p over a distribution supported on a single point. Furthermore, we will show that £
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is feasible for our robustness system as well as the additional constraints. Let 8 be f projected to the
solid 2R 4 7T — ¢ radius sphere for some choice of ¢ to be decided later. Let x! ~ N(0,1/(2L) - I),
yi = (0,x!) + {; where {; ~ N(0,1), and ¢ = 65 for this instance while ¥’ is the empirical
covariance and Q is its inverse. Furthermore, let all w; = 0. We will show that with non-zero
probability this certifies that 8 has score 1. Note that with probability 1 — f this system is feasible
for the robustness constraints and X < 1/L - I; < ¥/ (and therefore LI; < Q). Furthermore, note
that with probability 1 — g we have that ||§’ — 6| < (’)(\/f : Dé). Thus, if we take ¥ = /L - a we
have that ||6'|| < 2R+ T.
It remains to show that the closeness constraint is satisfied. We have that

(u,0is — 0)2 < (u,05 — 0)2 + (1,0 — 6)2.

Note that by closeness of §, 6 s we have that the first term is at most O(La?) - [|u]|?> < O(a?) - u" Qu.
Furthermore, we have that the second term is bounded by O(a?L) < O(a?) - u' Qu. Therefore,
we have that the closeness constraint is satisfied and we have given a linear functional £ which
certifies that @ has score at most . O

Bounded sensitivity.

Lemma 5.19 (Bounded Sensitivity). The score function S (é; X, YK, T) as defined in Definition 5.10 has
sensitivity 1 with respect to the input data (x,y).

Proof. Suppose (x,y), (x,y') are two neighbouring datasets, and § € B? <2R +nt+ tX\/E) . More-

over, assume that S (6; x,y;, T) = T. If we show that S (6;x',y;, T) < T + 1, then we are done
by symmetry. Since S (é; X,y a, T) = T, there exists a («, T, T) certificate £ for (x,y). We will
show that there exists a («, T, T + 1) certificate £ for (x/,y"). If we show this we conclude that
S (6;x,y;a,7) < T+1, and we are done.

Without loss of generality, assume (x,y), and (x,y’) differ in one point, say (x;,y;) and (x/,y}).
We will construct £’ from £ by modifying the value of £ on the monomials. We will show that £’
isa (v, T, T + 1) certificate for (x/,y). For any monomial p, let L'p = Lp, if p does not contain w;,
otherwise let £'p = 0.

Now let’s verify that the conditions hold for this definition of £'p. Note that if p = g + w;r,
where g does not contain w;, then £'sp?> = Lsq?, for all polynomials s. Moreover, ||R (¢)]]2 < 1.
Therefore, all of the constraints that do not contain w; will be satisfied, with the same value T.
Furthermore, the closeness constraint will also be satisfied since it does not depend on w;.

It remains to verify the constraints that contain w; from the relaxed version of our robustness
program. All of these except the counting constraint are satisfied because £'p = 0 for all monomi-
als that contain w;. It remains to verify the counting constraint. We have

L ‘Z[:}wj—n—l—T—kl p2:£<§wj—n+T+1> 7>
j€ln j#i

=L| Y wj—n+T| ¢+ Ly — Lwig?
j€ln]

> -57-T-n+L(1—w)q
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=-5t-T-n+L'(1 —wj)zqz + L' (w; — w?)q”.

Now consider the polynomial (1 — w;)q, for the representation of this polynomial we have that
IR ((1—wj)q)]l2 < 2[R (q)|l2 < 2. Therefore, we have that £’ (1 — wj)zq > —4t - T. Moreover,
we have that £’ (w; — wjz)qz > —1T. Therefore we have that £’ (Zje[n} wi—n+T+ 1) p? > —5t-
T-n—4t-T—1-T > =57 - (T +1) - n. This verifies that £’ is a («, 7, T 4 1) certificate for (x,y'),
as desired. ]

Efficiently Finding a Low Scoring Point.

Lemma 5.20. There exists an algorithm which runs in time poly(n, d,log(R+/L) that outputs @ such that
S(é, Y;a,T) < ming S(8,Y;a,T) + 1 and such that all 0 within distance a/v/L ofé have score at most
S,Y;a,1).

Proof. Consider the constraint system Br which is equal to Br without the closeness constraint.
Our algorithm is as follows: we check for T = 1, ... n whether Br is satisfiable. This is computable
in time poly(n,d,log(R+v/L) by Lemma 5.17. Let Tpin be the smallest T for which this is true and
let £ be the corresponding linear operator. We have that § approximately minimizing score is just
L£6'. Note that £ also satisfies Br,,, with § = 8 since the additional constraint is the closeness
constraint which is trivially satisfied since 6 = £60'. Thus, § has score at most Tpin. Furthermore,
note that this also holds for all § such that || £'/?(8 — 8)||>» < « which includes all § within distance
a/V/L.

Furthermore, the true minimum score is at most Tyin — 1. Consider £ which certifies the
minimum score, and note that £ also satisfies B with the same value of T. Therefore the true
minimum score must be greater than T, — 1 since by definition Tinin was the smallest integer T
which was feasible for B. O

5.2.3 Proof of Main Private Regression Theorem (Theorem 5.1)

We now return to the proof of the main theorem. We have shown all the preconditions for the
reduction hold and thus it suffices to bound the number of samples and note that a point of 27y
score has good accuracy.

Proof. We choose the parameters in Theorem 4.32 as # = #(«), R to be the bound on the norm of 6
(also denoted by R), and r = a/+/L. Assume that 27 < 7*.
Note that for the reduction to succeed it suffices to take

n>o< max 1°g<an<y>/Vn<y)>+log<1/</s~n>)>'

7 <y'<l e-n'

Let #* be a sufficiently small absolute constant. We have that the total volume of parameters is
at most (2R)d by our bound on the domain'® and by Corollary 5.15 and the upper bound on the

15Note that this is technically a ball of radius R + av/L + tT however when R > Q(tx\/f this radius is O(R) and if
R is small we can simply select a uniformly random point to output as our parameter and this will satisfy the accuracy
guarantee.
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covariance we have that the volume of low scoring points is at least (17/+/L)“. Thus,

log(Vyy (¥)/Vy(¥)) +1og(1/(B 1)) _ log(R?/(y/V'L)") +log(1/(B 1))
' <y'<1 e-n' h €
o d1o(RVL/1) +1og(1/(B-1))

&

Furthermore, note that by invoking Corollary 5.15 we have that
log(Vyy () /Vy(Y)) +1og(1/(B-1)) _ O<10g ((1/n)7) +1og(1/(B - ’7)))
~X €- ]7

< O<d10g(1/'7) +log(1/(B - 77)))
~X 8-17 .

max 7
77,:’7<77,<77* c- ;7

Combining these two bounds we have that

i log(V/(V)/Vy(Y)) +1og(1/(B - 7)) <dlog(R\/f)+dlog(1/17)+log(1/(,3-17))
nn<n'<1 e’ h € €1 -1 '

Furthermore, we have that the algorithm outputs a point with score at most 2yn. By Lemma 5.13
we have that this implies that the outputted point jI satisfies

=2 (0 = )l < O(w) .

6 Private and Robust Covariance-Aware Mean Estimation

The goal of this section is to show our main theorem for private covariance-aware mean estima-
tion.

Theorem 6.1 (Private Covariance-Aware Mean Estimation, Full Version of Theorem 1.6). Let u €
RY such that ||0|| < R and L such that 11; < %. Let 0 < 1 be less than a sufficiently small constant and
let0 < w,B,eanda < 1. Let x7,...,x;; ben > ngiid. samples from N(u,2).10 Let X = {x1,...,x,} be
an y-corruption of x5, ..., x;,. There exists an (g, 0)-differentially private algorithm that, given 11, a, €, and
X, runs in time poly(n,log L, log R) and with probability at least 1 — B outputs an estimate fi satisfying

|22 -] < o),

whenever

2 2
. (d +105,2 (1/p) , d +1oi(1/5) , dlog(R) —l—dlog(L)) ,

and « > Q(n7log(1/7)).

16More generally, they can be i.i.d. samples from a distribution D such that = 1/2(D — y) is fourth moment reason-
able sub-gaussian.
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Again, we first obtain a robust estimator achieving (nearly) optimal error. In particular, we
prove the following;:

Theorem 6.2 (Robust Covariance-Aware Mean Estimation). Let D be a distribution with mean y and
covariance L. such that ©~1/2(D — y) is fourth moment matching reasonable sub-gaussian. Given 0 < 1
smaller than a sufficiently small constant,0 < B and n > ng points that are an n-corruption of n i.i.d.
samples from D, there exists an algorithm that runs in time (n - d)°V) and with probability at least 1 — B,
outputs fi such that

=12 (= )2 < 0<17 log<1/n>) ,

no:@(%),

whenever

72
We will use the following notation: We denote the uncorrupted samples by {x},x3,... x5 }. We
denote by {x1,x,...x,} the -corrupted version of {x], ..., x}, } we receive as input. Further, let
ri € {0,1}, be 1 if the i-th sample is uncorrupted, i.e., x;7 = x;, and 0 otherwise.
We will use the following constraint system in vector-valued variables xi, co., X, ', scalar-
valued variables w;, and matrix valued variables Y.

Vi € [n]. w? = w;
Y wi=(1-nn
i€n)
Vi € [n] wi(x; —x;) =0
P L x=H
A, =
1
S Y ) (k) =Y
i€[n]
2
J the following SoS proof I% {% Y (¥ — y’,v>4 < (3 +1 log2(1/17)> (UTZ’0> }
i€[n] )

Note that for the inequalities that must be satisfied for all v, we require that there is an SoS
proof of the inequality for any v. These constraints can be efficiently encoded as polynomial in-
equalities in our program variables by using auxiliary variables (see [FKP19]).

Feasibility. The feasibility of the above program follows by setting w; = r; and 77-goodness and
n-higher-order-goodness of the true samples. We will give a formal proof in Appendix B.2.

Algorithm 6.3 (Optimal Robust Mean Estimation in Polynomial Time).
Input: 7-corrupted sample x1, ..., x,, corruption level 7, failure probability B.
Output: An estimate /I of the mean attaining the guarantees of Theorem 6.2.

Operations:
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1. Find a degree-O(1) pseudo-distribution { satisfying A,.
2. Output i = E;[i].

Our main technical lemma will be the following

Lemma 6.4 (50S Mean to True Mean). Suppose 0 < 1 is smaller than a sufficiently small constant.
Let x},. .., x}; be the uncurrupted samples and assume &~Y2(x} — ), ..., L7 12(x} — p) are y-good and
1-higher-order-good. Then, for any fixed u € RY the following SoS proof exists

4
Ayl {22 =) ) < Ot 1og21 /)l
Given the aforementioned lemmas, the proof of Theorem 6.2 is fairly straight-forward.

Proof of Theorem 6.2. By Facts 4.3 and 4.4 and Lemma 4.6 we have that the ~1/2(x} — u) are -
good and 5-higher-order good with probability at least 1 — . We henceforth condition on this
event. Let { be a degree-O(1) pseudo-expectation satisfying A,. By Theorem 4.13, this can be

computed in time (1 -d)°V). Let i = E; ' and u = Hzﬁ% Then it follows by Lemma 6.4
that
4 4 5 4
=2 = = (=2 ) = (B (22 (0 =) u))
" 4
(Z7V2 (W —p) u)
<O(y'10g’(1/1)) ,

where the inequality follows by Cauchy-Schwarz for pseudo-expectations (cf. Fact 4.30). Theorem 6.2
then follows by taking fourth roots. O

N
&

6.1 Proof of Lemma 6.4

Our main technical tool for proving Lemma 6.4 will be the following simple fact which allows us
to port the notion of #-goodness (cf. Definition 4.5) to the sum-of-squares framework. We show
that if all subsets of size 171 are well-behaved for the true samples, then a sum-of-squares indicated
subset also inherits these properties.

Lemma 6.5. Suppose &~ V2(x} — ), ..., 27 V2(x} — p) are -good. Then, for any u € RY, it holds that:
2
Al { Y (1= w) (272 (5 — ), ) < O log(1/1) ||u||%}, @)
i€[n]
where r; = 1if x; = x; and 0 otherwise. Further,

Aw1,.. { er1< -1/2 1—V)/u>

2

> (1- @(Ulog(l/ﬂ)))l\ul\i} . (23)
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Proof. Letn’ = (1 — n7)n We start with Eq. (22). Since r; < 1,

[ {% 'ZH r(1 =) (272 (x5 - y),u>2 < % Y (-w) (72 (x - u),u>2} )

i€n]

Further, by 5-goodness of £71/2(xi — p),..., %7 Y2(x} — u) (cf. Fact 4.4), we know that for
every fixed set T C [n] of size #n, it holds that

ry {% Y (22— ) <

ieT

Y (=0 ) (2 )

ieT

12

2 (25)

< O(nlog(1/7)) Hul\%},

Setting a; = (X712 (xf — p), u>2 and using that A, implies at degree 2 that ', (1 — w;) = nn and
0 < w; < 1 the bound of Eq. (22) then follows by Lemma 4.29.

Next, we prove Eq. (23). Similarly to the above and using that }/' ; 1 — r;w; < 2n, it follows
that

ry {1 Y (1= ra) (£72(xf — o)) < Olnlog(1/n)) [ul3 } . (26)

M icm

Using standard concentration bounds (cf. Fact B.2) it also follows that
w 1 2_1/2 * 2 > 1 1 1 2
A Fpy (Z7V2(x; = ), > (1= ylog(1/) lul3 | -
ien

We can now see that there is a degree-2 proof that .4 implies

3 L (R = ) = £ 8 (2R - ) = 0 ) (275 = )

ie[n] i€[n]

> (1-2n7log(1/1)) [[ul3,

where the last inequality follows from Eq. (22). Abusing the O(-)-notation, we write 2y log(1/%) =
nlog(1/1). O

Furthermore, we will also use an intermediate bound on the spectral error of ¥/, which we
prove in Section 6.2.

Corollary 6.6. Suppose 0 < 1 is smaller than a sufficiently small constant and assume that £~1/2(x} —
1),..., 27Y2(xk — p) are y-good and y-higher-order-good. Then, for any fixed u € RY,

Ay by {’72 (- ZIWT>2 < % (W =) +0(n*10g(1/7)) ((uTzu)?) } :

We can now prove Lemma 6.4 as follows:
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Proof of Lemma 6.4. We will first prove the following SoS inequality:

AW;’{< (= ) ) < O log(1/7)) r|ur|2+<9<n><2/—x(z—mu)(z—mum}.

Letn’ = (1 —57)n. Note that for all i € [n] r;x; = r;x}. Further, our constraints imply, at constant
degree, that w;x, = w;x; and hence, also that r;w;x; = r;w;x}. Using this and the SoS triangle
inequality (cf. Fact 4.22), we start to bound

A, “fzw { <Z—1/2 (Pl/ — ) ,u>2
~(Rr s - (3 E )

i€n]

( anz< “1/2 l_y),u>>2+2<%2(1—nwi)<21/2(x§—#)/u>>2}

ie[n]

271 272
(27)

We bound the above two terms separately. For the first one, using that r? = r;, w? = w; and
riw;X; = rjw;x;, we observe

(g m e e
< Zrlwz< 2 (xf u),u>>2

( Zn< e l—u>,u>>2+z(%_zuri<1—wi><z—“2<x;*—u>,u>>

/ ? 2
<2 (oL E a2 (L2 0w (5.0
ie[n]

2
< O(n*1og(1/1)) [[ull* +2 (% ‘ZH r(1 =) (272 (2 - u),u>> }

28

2

(28)

where the last inequality follows from ;7-goodness of £~ 1/2(x} — p), ..., %72 (x — u) (cf. Fact 4.3).
For Term 28 it follows by the SoS version of Cauchy-Schwarz (cf. Fact 4.23) and Eq. (22) in Lemma 6.5
that

2
Aﬂ}ﬂ{< 21’1 1—w1) <x —Hu > <17 <% .Z[:}ri(l_wi) <21/2(x:f—y),u>2>

i€[n]
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< O(n*log(1/7)) HuHZ} :

Note that we also used that r?(1 — w;)? = r;(1 — w;). Hence, our constraints imply at degree 2 that
Term 27.1 is at most O(y?log(1/7)) |Ju||*.

Next, we turn to bounding Term 27.2. Again by the SoS version of the Cauchy Schwarz In-
equality, it follows that

b { (g o)

1 N =172 (o 2
<’7<ni€%(1 riwi) (2712 (x] M),u>> )
2 1 B 2
o3 E (= ) ) E (s - ) )
i€(n) i€[n]
(29).1 (29).2

Expanding Term (29).1 and using that  Y;c(,) ¥ = p' it follows that

_ % Z[:} <Z_1/2 (x’ - pt)) ,u>2
1€|n
R
1€|n
+% <x{ _ y’,2’1/2u> <pt' _ y,2*1/2u> (30)
i€[n]
— % <Z_1/2 (xf =) (x] — y’) Y2 yu > + <Z_1/2 (W' —p) ,u>2
ie[n]

_ <271/2Z/271/2,WT> +< -1/2 (W — 1), >2
= [l + (' = =, (=72 (720 T + (272 (W - ) ,u>2} .

Next, using Eq. (23) in Lemma 6.5 and that r;w;x} = ryw;x},

Ak {3 a2 ) ) = ()
i€[n] i€[n]

(31)
> (1= 0(nlog(1/7))) HMH%}/
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Substituting the bounds obtain in (30) and (31), back into Equation (29), we have the following
bound on Term 27.2

2
Ayl { (% AZH(l—rfwi) (z7172 (xé—u),u>> < O(n*log(1/1)) |[ul?

(32)
+00p) (X — 2, (7 V2u) (2 V2) ) + O(n) (212 (' — ) >}

Combining Equation (32) with our bound on Term 27.1 implies that

Ao {<2”2 (W = 1) ) < O log(1/m)) ull> 4 (& — 2, (27 2u) (2 7/2u)T)
+1- <Z*1/2 (W' —n) ,u>2} .

Applying the Covariance Bound. Rearranging and renormalizing yields the intermediate SoS
inequality we aimed to prove. We now show how to use this SoS inequality to derive Lemma 6.4.
Note that the RHS is a square and thus there exists an SoS proof that there is non-negative. Thus,
applying Fact 4.28 we have that

Mb {<Z_m (=), u)" < (O01og(1/m) P+ (=~ (z—1/2u><z—1/2uf>)2} .

Applying SoS triangle inequality and Corollary 6.6 we have that
w ~1/2 () ! 41002 4 2 /s ~1/2,) (5 -1/2,\ T\ ?
Ay (=72 (0 = ) u) < Ot tog>(1/m) ) ull + 7 (X = 2, (27 2u)(2V2) )

1 4
47002 4 L /s-172 00
< O(*1og”(1/m)) llull* + 5 (=712 (' = ) ) }
Once again rearranging and renormalizing completes the proof. O

6.2 Intermediate Covariance Guarantees

We now show a key SoS lemma and a corollary which is used to bound the difference between X
and X' in the above proof.

Lemma 6.7 (SoS Covariance to True Covariance). Suppose 0 < 1 is smaller than a sufficiently small
constant and assume V2 (xf — u), ..., Z7V2(x% — ) are y-good and n-higher-order-good. Then, for
any fixed u € RY,

Ay l% {<Z’ _ Z,uuT>2 < 0(1) <1/ _ y,u>4 i O<17210g2(1/17)> ((MTZM)Z + (MTZ/u)z)

+% )» '7<x1‘—ﬂ’/u>3<#—ﬂ’/u>}-

i€[n]
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Before we prove this lemma we will prove an easy corollary of it which is used in the previous
section.

Corollary (Restatement of Corollary 6.6). Suppose 0 < 1 is smaller than a sufficiently small constant
and assume that ©~V2(x} — ), ..., 7 V2(x} — u) are 5-good and n-higher-order-good. Then, for any
fixed u € RY,

Ay iy {'72 (2 =) < 3 (0~ ot + O(n 1081/ m)) (07 50)?) } .

Proof. Note that after applying Lemma 6.7 and multiplying by #? it suffices to bound the following
expression:
O(n*10g*(1/7)) - (u =) + = Z 7 (3= ) (=)
16 [n]

We first consider the second term. We have by Fact 4.27 with a = 1057(x} — p/,u) and b = 3355 (4 —
i, u) that

2 1 10000774
F{;.Zun%xz—w (1 1) < g = )+ 2 z<x:—ucu>4}-
1€|n

e

Applying the bounded fourth moment constraint we have that Z- ZIE ] (X — 1, u)t < a* (uT'u)
and thus it just remains to bound (’)(174 log (1/17)) (u'Z'u)?

Note that we have that u'2'u = u"Zu +u' (£ — ¥') u. Plugging this into the original expres-
sion and applying SoS Triangle Inequality (Fact 4.22) we have that

./417 |7 {772 <Z’ _ Z,ML{T>2 < % <,u, — U, u>4 + O<U4 logZ(l/n)> ((MTZM)Z)

+ (’)(174 logz(l/iy)) <Z’ -3, uuT>2

Since 7*log?(1/4) < 7% when 5 < 1/e we can move the last term to the LHS and renormalize,
yielding the claim. O

We now prove Lemma 6.7.

Proof. Let r; be the indicators for the uncorrupted samples where x; = x;. Using SoS almost
triangle inequality (Fact 4.22) we have that

o (e -my
- ( Y (1 —rjw; + riw;) <<xf - P‘,/”>2 - ”TZ”)>2
ie[n]

S|

( Y vy ((xf = p'u)* = uT2u>>2+2 <% Y (1—ravy) (<x; — o u) - uTZu)>2}

i€[n] i€[n]

(39).(1) (39).(2)
(33)
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We now handle each term separately, starting with the first one. We have that

g teeorom)

i€n)

= (34)
. 2
i€[n)
1 2
+16 (u— ', u)’ <<— Y riwi(xf — V)/“>>
N ik

= 0(172 logz(l/ﬂ)) (u"Zu)* +O(1) (p — y’,u>4} ,

2
where the last inequality follows from the SoS triangle inequality. Note that the terms ((xj, u>2 — uTZu>
and (x; — p, u) are fixed scalars and thus we can apply SoS subset selection (c.f. Lemma 4.29) to-
gether with 77-goodness and #-higher-order-goodness. We obtain that & Yoicin] iWi ((xz* —Uu, u>2>

is in between (2 Y7 ; r;w;)u"Zu £ O(y7log(1/1)) and (also using that there is an SoS proof that

ab < a® + b?) that

2 4
(Tt Bt ()

and that the second term is at most 17*log?(1/7) (1" Zu)? < n%log?(1/5)(u"Zu)?. Together, this
implies the bound

O(Uzlogz(l/n)> (" Zu)2+O0(1) (u—p',u)* .
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We now focus on bounding term (39).(2) using SoS Triangle Inequality (Fact 4.22):

A F{ ( iel) (1= riw) <<x§_yl’u>2_uT2u)>2
=<EZ N (<x ) 4 2.(x) — u><y—y’,u>+<V_P‘/,M>2—uTZu>>2

2
<% Y (1 —rw) <<x§—y,u>2—uTZu>> +16<y—y’,u>4

i€ [n]

2
1
+ 64 <— Z (1 —ryw;) (x; — p,u) (p — y’,u>> }
M icm
(35)
Note that we can bound the cross terms as follows:

A, F{64 (% Yo (1 —rwy) (xf— p,u) (p— u’,u>>2

i€[n]

2
= 64 (1 Y (= rwy) (xj —p ' u) (p— P‘,'”>>

i)

< 1287 (u— ' u)” (% ,ZH (i = ”/’”>2>
= Oy (= u)* (=)
<O((p =)'+ (uTEw)?) } ’

where in the last inequality we used that there is an SoS proof that ab < O(a? + b?). Plugging this
into the inequalities above we conclude that

2
A F{ ( (1 —rw;) <<x§—y',u>2—uTZu>>
16[1] 2
S4 (E ) (1—riw;) <<x§ — )’ — uTZu>> +0(1) (4 — ' u)* + O(?) (uT T'u)?

i€[n]

<4y (% Y (1= riwy) ((xf = o)’ = MTZM)2> +O(1) (u— o u)* + O(P) (u"='u)?

—on(3 2 (1w =) 3 8 (6 =)'

i€(n] 1€[n]

(35)-(1) (35).(2)
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+OW) (= u + O(?) wzuf}

We bound Term (35).1 as follows: (where in the last inequality we also use that there is an SoS
proof that (' — p,u)* (u” (L' —X)u) < (' — p,u)* + (L' — Z,uuT>2)

2
'7}7{ Z[: < _H/M>2—MTZM>
l€ 1’[
= % )3 <<x§ S T %M>2 —u'Yu+ (u'2u— uTZu)>2
i€(n]
2
:% <<xf—V//“>2+<V/—V, > +2(xj —p',u) <y’—y>—uTZ’u+(uTz’u_uTzu)>
i€(n]
1 ((xf—y/,u>2—uTZ’u>2
micm
2
+ % (2 (xf— ) (' — )+ (= )+ (T~ uTzu)>
ie[n]
+ % (<x: - ‘u/, M>2 - MTZ/M) (2 <x: — “l,[//u> <Pl/ _ ‘u> _|_ <Pl/ _ ‘u,u>2 + (MTZIM o MTZM)>
ie[n]

N

2+ nlogz(l/ﬂ)> (uTZ’u>2 +du" Y u <;/ — y>2

+4<y’—‘u,u>4+4<2’—2,uuT> += Z xp—p,u)” (p—y, u>}
(36)

It remains to bound term (35).(2). Note that by the SoS selector lemma and #-higher-order good-
ness (cf. Lemmas 4.6 and 4.29) we have that this is at least 17 log®(1/7) (u " Zu):

A, }*{ Z 1i0; ( Xt u)? —uTZu)z > (2—1710g2(1/17)> (uTZu>2}, (37)

Combining Eq. (35) and Eq. (37) we have

A l*{ ( (1 —rw;) <<x§—y’,u>2—uTZu>>2
i€[n]

< O() (=) = (u"zu)?) + O(n*log(1/1)) ((u =) + (u"zu)?)
+ O(1) <Z’ - Z,uuT>2 + O (WTZu)? +01) (u— ', u)t (38)
< O(n) ((MTZ’M)2 - (uTZuF) +O(11*1og(1/7)) ((uTz'u>2 + (uTZu)z)

1) (i — ', u)* + O(y) <Z/ -3, uuT>2}
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Overall, we get
Ay I— {< — X, uu >2 < O(1) (p — y’,u>4 + O(n) ((MTZ’M)Z _ (uTZu)2>

+O(i10g(1/m)) (" Zw)? + (u"2u)?) } .

This almost matches the guarantee we want except for the second term on the RHS. To finish the
proof note that

l_ {0(77) ((uTZ/u)z — (uTZu)Z) = O(n) ((uTZ’u) + (uTZu)> ((uTZ’u) — (uTZu))

< 1000(172) ((uTZ/u) + (uTZu)> + % <Z — Z/’uuT>2

< O(1?) ((uTZ’u)Z + (uTZu)2> + % <Z - Z’,uuT>2} p

where we used SoS Triangle Inequality (Fact 4.22) and that there is an SoS proof that ab < a® +
v with a = 100(y) ((u"2'u) + (u"Zu)) and b = (X —%,uu’). We can then move the
(2-%, uuT>2 term to the LHS of our inequality and renormalize to get the desired conclusion.

O

6.3 Private Mean Estimation

In this section we prove Theorem 6.1 restated below.

Theorem (Restatement of Theorem 6.1). Let i € R such that ||0|| < R and T such that $1; < %.
Let 0 < n be less than a sufficiently small constant and let 0 < a,f,e and « < 1. Let xj,...,x;, be
n > ng i.id. samples from N(u,X)."7 Let X = {x1,...,x,} be an n-corruption of x5, .., x;. There exists
an (&, 0)-differentially private algorithm that, given 11, w, ¢, and X, runs in time poly(n,logL,log R) and
with probability at least 1 — B outputs an estimate {i satisfying

= -m] <o

whenever

- <d2+log (1/p) , d—i—log(l/ﬁ)+dlog(R)—|—dlog(L)>

a? e €
and « > Q(nlog(1/7)).

Our goalis to apply Theorem 4.32. We transform the constraint system from Algorithm 6.3 into
a score function. Throughout this section when showing the utility and volume guarantees of our
score function we will assume that x; are an a/ \/U—a—corruption of Gaussian samples and thus our
algorithm will also be robust to the same fraction of corruptions. Note that unlike in [HKMN23]

7More generally, they can be i.i.d. samples from a distribution D such that =~ 1/2(D — y) is fourth moment reason-
able sub-gaussian.
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we utilize a single one-shot program which allows us to avoid paying a sample complexity of
O(d?/ae) to isotropize the samples privately. We will design this program by modifying our
robust score function. We will define By as follows:

Vi € [n]. w? = w;
wi >n—T
ie[n]
Vi € [n] wi(x; —x;) =0
W X=H
Br ! ie%}
LY () () =2
ie[n]
2
3 the following SoS proof l% {% Y (xj— y’,v>4 < <3 +7 logz(l/ﬂ)) <UTZ/U) }
ie[n]

On a high level, and similar to the previous section about private regression, we will be looking
for a pseudo-expectation IE such that the following two conditions are met

1. E |= Br at degree O(1).

2. [Epll2 <R

3. For all fixed, i.e., not depending on indeterminates, vectors u € R4, it holds that
(u, By — @) < O(a?) E (u,u) .

Again, the last condition acts as a proxy for the condition that ||[Z~1/2(E ¢/ — fi)|| < O(«).

Certifiable parameters and our score function. As in the last section, we make the following
definition.

Definition 6.8. Let x,7 € R*?, n € N and T € [0,n]. Further, let x;,...,x, € R% We call a
parameter fi, a («, T, T) certifiable mean for xy, ..., x, if there exists a linear functional £ which
T-approximately satisfies Br(x) (cf. Definition 4.31)!® and such that

1. [R(L)][r < R'+ 7, where R" = poly (n,d, R) is sufficiently large and R (L) is the matrix
representation of L.

2. For all fixed, i.e., not depending on indeterminates, vectors u € R4, it holds that
(u, Ly’ — i) < O(a?) L (u,Z'u) + 7T

3. I 2<2R+71

180ur constraint system includes constraints regarding the existence of SoS proofs for all vectors v but these con-
straints can be encoded as polynomial inequalities and we apply the approximate satisfiability definition to this form
of the constraint.

54



Furthermore, we will refer to the linear functional £ as a («, T, T) certificate for (x, ji).

For our purposes, we will end up setting T = 1/(n-d-R-a~! - L), for a large enough absolute
constant C. Now we use this definition to define a score function.

Definition 6.9 (Score Function). Let BY(2R + nt + a+/L) denote the £,-ball of radius 2R + nt +
a/L in RY centered at the origin. Leta,7 € R??, x1,...x, € RY (with ) = {x1,...,x,}) and
ji € R We define the score function S : BY(2R + nt + av/L) — N> (viewed as a function of fi)
as

S(f,Y,a,1)= 1’]1:21(’)1 such that fiis a (&, 7, T) certifiable mean for Y = {y1,...,yn}.

Note that for arbitrary domains and closeness constraints it is not necessarily true that this
is well defined (ie that there exists T such that i is a («, T, T) certifiable mean for every ji in the
domain). However, for our closeness constraint we have that any point fi in the domain is a
(a, T,n) certifiable mean as we will show in Lemma 6.15.

In the rest of this section we will show that the score function defined above satisfies the con-
ditions of Theorem 4.32.

1. Bounded Sensitivity (Lemma 6.16): We will show that the score function has sensitivity at
most 1 with respect to the input data (i.e., x).

2. Quasi Convexity (Lemma 6.13): We will show that for every fixed dataset, the score function
is quasi-convex with respect to the parameter ji.

3. Efficient Computability (Lemma 6.14): We will verify that the score is efficiently computable
for a fixed fi, x.

4. Volume (Corollary 6.12): We will show that the volume of the set of points ji that have score
at most 7 - n is sufficiently large and the volume of the points with score at most ' - n for
' > 5 is sufficiently small.

5. Robust Algorithm Finds a Low-scoring Parameter Efficiently (Lemma 6.17): We verify that
finding fi that minimizes the score up to error 1 for a fixed x can be done efficiently.

We will also show that a low scoring point ji achieves good accuracy, i.e., such that | Z~1/2(ji —
)|l is small. We first focus on quasi-convexity, accuracy and volume, for which our new “close-
ness constraint” is key. We will then address the other required properties, which are similar to
previous applications of this transformation in [HKMN23].

As for regression, for any given desired accuracy a we let (a) = a//log(1/«). Further,
we denote by #* the breakdown point of our robust estimator. For simplicity, we may omit the
dependence of the score function on the parameters «, T in the notation and write 7 = 7 («).

We follow the same proof strategy as for regression, repeated here for convenience: We will
show that every point fi with score 17(a)n has accuracy at least O(«).!” To show that the expo-
nential mechanism outputs such a point with high probability, we show that the volume of low-
scoring points is not too small and the volume of high-scoring points is not too large. To this end,
we analyze points of score less or more than 77*n separately, appealing to properties of our robust
estimator in the first case, and boundedness of the domain in the second.

1917(1x) will also correspond to the fraction of corruptions our algorithm is robust to.
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6.3.1 Properties of the Closeness Constraint

In this section, we will show several key features of our closeness constraint and score function,
starting with the utility of our score function and its implications for volumes of points.

In particular, we show the following lemma, which characterizes fi which have score at most
T via relation to the true parameter p*. It will imply both the utility of our final estimator (via
accuracy of low-scoring points) as well as the bounded volume of points with score which is large,
but below the breakdown point of our estimator.

We first show that our robustness program also implies spectral closeness of X and the “SoS
covariance” ¥’. In the SoS proofs for the robustness algorithms we did not explicitly derive this
bound, but our lemma statements and the final closeness of the means imply closeness of ¥/, %

Corollary 6.10. Suppose T/n is smaller than a sufficiently small constant and assume that £~1/2(x} —
w), ..., 57 Y2(x; — u) are T/n-good and T /n-higher-order good. Then, for any fixed vector u € RY it
holds that

2
At/ W {<Z’ — Z,uuT> < O((T/n)zlogz(n/T) (u, Zu>2>} .
Proof. By Corollary 6.6 it holds that

At/ l? {(T/n)2 <Z’ — Z,uuT>2 < % (W' — y,u>4 + (’)((T/n)4log2(n/T) <u,Zu)2) } )

Further, by Lemma 6.4 it holds that (substituting u — % ~1/2u)

4
At/ }* {(y' —uu) < (’)((T/n)4log2(n/T) (u,Zu)z) } :
Substituting this in the equation above and canceling the (T /n)? factor yields the claim. O
We can now use this to prove bounds on the utility of points based on their score.

Lemma 6.11. Let T < n*n. Let i € R? be such that there exists a pseudo-distribution I such that
E ): Br and it holds that for every fixed vector u € R the following inequality is true

(u,Ep' — ﬂ>2 < O(a?) - E{(u,xu) .
Then, it follows that | Z71/2(ji — p*)|| < O(a + Llog(%)).
Proof. Note that by Corollary 6.10 we have that

Br lﬁ {<Z’ - Z,uuT>2 < O((%)zlogz(%)) ((uTZu)z) } :

Therefore, the closeness constraint (u, E 3/ — ﬁ> < O(a?) - E (u,%'u) also implies that

< O(a?u"zu) .

From the utility of our robust estimator, we have that for any vector u that
IE I 2 <O T\2 1 2in . TZ
<1/t, K I3 > ~ ( n ) 0og ( T) u u,
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so by triangle inequality we have that

(=) <O (a2 + (D)*10g*(4)) ) - u"Zu,

which implies that

(w22 () < O( (o + (2110g(1)) ) - 1l

+
S|

log (%)) which was the desired bound.
U

This statement is equivalent to ||Z~1/2(ji — u*)|| < O(a

Volume of High and Low Scoring Points.

Corollary 6.12. Let T < n*nand n > Q) (dzﬂoﬁiz(l/ﬁ)) Then it holds that:

1. Every point in a ¥~'/2-ball of radius O(1+/log(1/1)) around ji = 3 Y, x; has score T < nn
2. Every point of score at most n*n is contained in a £~1/2-ball around u of radius O(1).

Proof. We have already shown in Appendix B.2 that a distribution supported on a single point
with x/ equal to the true samples, >/ equal to the empirical covariance is feasible for the original
robustness program. Furthermore, note that the empirical mean is sufficiently concentrated such
that the empirical mean also has norm at most 2R + tT when the original mean y had norm at most

R. We will show that any point i such that |[Z~1/2(ji — 1)|| < O(n\/log 1/1) ) has score at most

nn. It suffices to show that for this single point distribution above that the closeness constraint
holds for such fi. If we let £ be the empirical covariance of the true samples, equivalently we want
to show that for all vectors u it holds that

(w, (7 — 1)) < O(a) - (u, S} = 0<n 1og<1/n>) (S

when || Z7V2(ji — )| < (9(17 V1og(1/ 17)) . Note that by concentration of the empirical covariance
(Fact B.2) it suffices to instead show that

(1,1~ 1) < Ofa) - (0, 2u) = Oy log (1/n) ) - ()
We have that
2
(= ) = (22,22 (= ))<= )3 112 2u)3

Note that [|[Z~1/2( — 1) ||3 < O(n*log(1/1)) and ||£'/2u||3 = (u, Zu). Furthermore, all such fi are
within the domain of the score function since /i has norm at most 2R + 7T and ||z — fi|| < a+/L.
Consider any point fi of score T < n*n. We have by Lemma 6.11 that

=20 )l < O+ Eyflog(h)) < 001,

which completes the proof of the second half of the corollary. O

57



Quasiconvexity.

Lemma 6.13 (Quasi-Convexity). The score function S (fi; x) as defined in Definition 6.9 is quasi-convex
with respect to the parameter ji.

Proof. Suppose i, ji; € B <2R +nt+ tx\/f), and S (fi;x) = Tq, and S (fig; x) = To. We will
show that for any A € [0,1], we have S (Afi; + (1 — A)jip; x) < max{Ty, T»}.

Let jis = Afiy + (1 — A)fip. Since S (fiy;x) = Ty, there exists a (a,7,Ty) certificate £ for
(x,fi1). Similarly, since S (fiz;x) = T, there exists a («, T, T) certificate £, for (x,fip). We
will construct a («, T, max{Ty, Tr}) certificate L3 for (x, fi3). We construct L3 as follows: L3 =
ALy + (1 —A)L,. All of the constraints would then be satisfied trivially, except for the counting
constraint and the closeness constraint. Without loss of generality assume T, = max{Tj, T»}. To
verify the counting constraint, we have to show that for any polynomial p where |R (p)|l2 < 1

that £3 (Zje[n] wj—n+ Tz) p2 > —5-T, -n. We have

L3 (Z wjn—l—Tz) p? = ALy (ijn+T2—|—T1T1) P>+ (1—A)Ly (Z wjn—l—T2) p?

jéln] j€ln) j€ln)
—BAT-Ty - n—51—-A)T-Th-n+A(Th —Ty) L1p?
—SAT- Ty -n—=5(1-AM)t-Th-n

—SBAT- T, n—=5(1—-M)t-Th-n

—5T1- T2 - 1.

\YAR\VARA\V]

We now consider the counting constraint. Note that we have that

(u, L3p" — ﬁ3>2 = (u, ALy — 1) + (1 = A)(Lop — ﬁ2)>2 <A (u, Ly’ — ﬁ1>2 + (u, Loy’ — ﬁ2>2 ,

by the convexity of the function (u,-)?. Furthermore, applying that £;, £, satisfy the closeness
constraints for fiy, fio respectively we have that

A, L — i) 4 (u, Loy — i) S AL Eu+ (1= A) Lo s = Lou 5

This verifies that the closeness constraint holds for £3 and fi3 and that £3 is a («, T, max{Ty, T»})
certificate for (x,y), as desired. O

Efficient Computability.

Lemma 6.14 (Efficient Computation of Mean Score Function). Let fi be some point in the domain
of the score function and let T = S(ji,Y;a,T) be the score of fi. Then we can compute T in time
poly(n?,log(Rv/L),1og(1/7)) up to accuracy O(7).

We will show efficient computability via the ellipsoid algorithm. Note that our constraints
are the same as the constraints in [HKMN23] except for the closeness constraint and the norm
constraint on Ly'. Their efficient computability proof (Lemma C.6 of [HKMN23]) mostly applies
to our program, with the exception of requiring a separation oracle for the two new constraints.
We give a proof of the separation oracle for these constraints in the appendix Lemma D.1.
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6.3.2 Other Properties of the Score Function
Well Definedness of the Score Function.

Lemma 6.15 (Score Function Upper Bound). Let n > Q (%) For any input x and fi €
B (ZR +nt+ oc\/f>, we have S (fi; x) < n, for S as defined in Definition 6.9.

Proof. It suffices to show that for T = n, and for any i € B4 <2R +nt+ zx\/f), there exists a
(a, T,n) certificate £ for (x,v).

We will define a linear functional £ which for every monomial p assigns a value equal to the
expectation of p over a distribution supported on a single point. Furthermore, we will show that
L is feasible for our robustness system as well as the additional constraints. If ||fi|| < 2R + 7T we
will let x; = ji, w; = 0, and p, ¥’ to be the empirical mean and covariance. This trivially satisfies
all constraints.

Otherwise, let u be fi projected to the 2R 4 TT — ¢ radius sphere for some choice of i to be
decided later. Let x; ~ N(u,L/2 - I;) and p’, X’ be the empirical mean and covariance respectively.
Furthermore, let all w; = 0. We will show that with non-zero probability this certifies that fi has
score n. Note that with probability 1 — B this system is feasible for the robustness constraints and
¥/ < L I;. Furthermore, note that with probability 1 — 8 we have that ||y — u|| < +/L/2-a. Thus,
if we take ¥ = /L/2 - « we have that ||u'|| < 2R + tT.

It remains to show that the closeness constraint is satisfied. We will bound || (Z')~'/2(u’ — i) ||.
By our PSD bounds on ¥~/ and Triangle Inequality we have that

IE) 2 = )l < HV—HH

N

s 4- smw

(Il =l + = al)
(2\/L—/2 tx+tx\/_)
).

Note that this also implies the closeness constraint is satisfied. Therefore, we have given a linear

<

functional £ which certifies that ji has score at most n. O

Bounded Sensitivity.

Lemma 6.16 (Bounded Sensitivity). The score function S (fi; x) as defined in Definition 5.10 has sensi-
tivity 1 with respect to the input data x.

Proof. Suppose x,x’ are two neighbouring datasets, and ji € B (2R +ntT + zx\/f). Moreover,
assume that S (fi; x) = T. If we show that S (ji; x') < T + 1, then we are done by symmetry. Since
S (fi;x) =T, there exists a («, T, T) certificate L for x. We will show that there existsa (a, 7, T + 1)
certificate £’ for x’. If we show this we conclude that S (ji; x') < T + 1, and we are done.

Without loss of generality, assume x, and x’ differ in one point, say x; and xf. We will construct
L' from L by modifying the value of £ on the monomials. We will show that £ isa («,7,T +1)
certificate for x’. For any monomial p, let L'p = Lp, if p does not contain w;, otherwise let L'p = 0.
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Now let’s verify that the conditions hold for this definition of £'p. Note that if p = g + w;r,
where g does not contain w;, then £L'sp* = Lsq?, for all polynomials s. Moreover, |R (9)]]2 < 1.
Therefore, all of the constraints that do not contain w; will be satisfied, with the same value T. This
also includes the closeness constraint.

It remains to verify the constraints that contain w; from the relaxed version of our robustness
program. All of these except the counting constraint are satisfied because £'p = 0 for all monomi-
als that contain w;. It remains to verify the counting constraint. We have

L ‘Z[:}wj—n—FT%—l p2:£<§wj—n+T+1> 7>
j€ln j#i

=L| Y wj—n+T| ¢+ Ly — Lwig?
j€ln]
> -51-T-n+L(1-w)q>

=-57-T-n+ L' (1 —wj)2q2 + L' (w; — w?)q”.

Now consider the polynomial (1 — w;)gq, for the representation of this polynomial we have that

R ((1—w,; » < 2R 5 < 2. Therefore, we have that £ (1 — w; 2 > —4t1 - T. Moreover,
i)q q i) 4
we have that £'(w; — wjz-)q2 > —71T. Therefore we have that

LY wp—n+T+1|p*>-5t-T-n—4t-T—1-T>-5t-(T+1)n.

j€ln]

This verifies that £’ is a («, T, T + 1) certificate for x/, as desired. O

Efficiently Finding a Low Scoring Point.

Lemma 6.17. There exists an algorithm which runs in time poly(n,d,log(Rv/L) that outputs fi such
that S(fi, Y; a, T) < ming S(fi, Y; &, ) + 1 and such that all y within distance a/ /L have score at most
S, Y a,1).

Proof. Consider the constraint system Br which is equal to Br without the closeness constraint.
Our algorithm is as follows: we check for T = 1, ... n whether Br is satisfiable. This is computable
in time poly(n,d,log(R+v/L) by Lemma 6.14. Let Tpin be the smallest T for which this is true and
let £ be the corresponding linear operator. We have that /I approximately minimizing score is just
Ly'. Note that £ also satisfies Br,, with fi = fI since the additional constraint is the closeness
constraint which is trivially satisfied since ji = Lu'. Thus, fI has score at most Tin. Furthermore,
note that this also holds for all i such that [|Z~/2(ji — 1)l < a which includes all i within
distance a/+/L.

Furthermore, the true minimum score is at most Tmin — 1. Consider £ which certifies the
minimum score, and note that £ also satisfies B with the same value of T. Therefore the true
minimum score must be greater than Tpnin, — 1 since by definition Tinin was the smallest integer T
which was feasible for . U
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6.3.3 Proof of Main Private Mean Estimation Theorem (Theorem 6.1)

We now return to the proof of the main theorem. We have shown all the preconditions for the
reduction hold and thus it suffices to bound the number of samples and note that a point of 27y
score has good accuracy.

Proof. Again, weletr = a/+/L, 77 = 57(«) and R be the bound that we are promised on y. Assume
that 2 < #*. Note that for the reduction to succeed it suffices to take

S0 ( o LoV ()7 V() +log(1/ (B ,7))>
- n'<y'<1 e .

Let n* = 1/e. We have that the total volume of parameters is at most (ZR)d by our bound on the
domain?’ and by Corollary 6.12 and the lower bound on the covariance we have that the volume
of low scoring points is at least (17/+/L)?. Thus,

e 108V (V) /Vy(Y)) +log(1/(B 1))  log(RY/(y/VL)?) +log(1/(B 1))
RIS -’ h €
o d1og(RVL/n) +1og(1/(B-1))
3

Furthermore, note that by invoking Corollary 6.12 we have that

108V )/ Vy (D)) +1og(1/(B- 1) _ log ((1/17)") +1log(1/(B - 1))
' <y'<n* e-n’ h e-1
< O<d10g(1/17) +10g(1/(l3-17))> _
8'17

Combining these two bounds we have that

log(Vyy (V)/Vy(Y)) +1og(1/(B-1)) _ dlog(R\/f)+dlog(1/17) | log(1/(B-1))
7 m<y’<1 e’ h € €1 €-n '

Furthermore, we have that the algorithm outputs a point with score at most 2in. By Lemma 6.11
we have that this implies that the outputted point jI satisfies

=72 — )l < O(a) -
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A Robust Covariance Estimation

A.1 Estimation in (Relative) Spectral Norm

In this section, we provide an efficient algorithm for robustly estimating the covariance of a Gaus-

sian using (N)(d%lo?iz(l/ﬁ)) samples. Again, our results also holds for fourth-moment matching
reasonable sub-gaussian distributions (cf. Definition 4.2). Note that throughout we will assume
the mean is zero, which can be achieved without loss of generality by pairing samples and sub-
tracting them to sample from a distribution with mean zero and covariance 2X.

Theorem A.1 (Robust Covariance Estimation in (Relative) Spectral Norm). Let D be a mean-zero
distribution with covariance ¥ such that ¥~1/2D is fourth-moment matching reasonable sub-gaussian. Let
1 be smaller than a sufficiently small constant and let 0 < B. Given 0 < 5, and n = Q(Mbgiz(l/ﬁ))
points that are an -corruption of n i.i.d. samples from D. Then, there exists an algorithm that runs in time

(n-d)°M) and with probability at least 1 — B, outputs 3 such that
I£ = Zlop < Op10g(1/17)) -

and
=712 8272 1|y, < O(nlog(1/7)) -

We will use the following constraint system in vector-valued variables x},...,x), i/, scalar-
valued variables w;, and matrix valued variables ¥.'.

Vi € [n]. w? = w;

Y wi=(1-n)n

i€[n)
Vi € [n] wi(x; —x;) =0

A’7: 1 Z X(X{T _ 5/
ie[n]
2
3 the following SoS proof l% {% Y (xi— y’,v>4 < <3 +17 logz(l/ﬂ)) (UTZ’U> }
ie(n]

We denote by xy,..., x, the input to the algorithm. Further, let r; € {0,1} be the indicator that
X7 = Xxj.

Feasibility. The feasibility of the above program follows by setting w; = r; and 77-goodness and
n-higher-order-goodness of the true samples. We will give a formal proof in Appendix B.2.

Algorithm A.2 (Robust Covariance Estimation in (Relative) Spectral Norm).
Input: 77-corrupted sample x1, ..., x,.
Output: An estimate . of the covariance attaining the guarantees of Theorem A.1.

Operations:
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1. Find a degree-O(1) pseudo-distribution { satisfying A,.
2. Output & = E[¥].

The key lemma is the following.

Lemma A.3 (SoS Covariance to True Covariance). Suppose 1 is a sufficiently small constant and
L1 2x5, .., 272 are y-good and n-higher-order-good. Then, for any fixed u € RY,

2 2
Ay Zg {<Z’ — Z,uuT> < 0(172 logz(l/n)) (uTZu) } )
Given this lemma, we can prove Theorem A.1.

Proof of Theorem A.1. Note that by Facts 4.3 and 4.4 and Lemma 4.6, with probability at least 1 — §,
L 12x;, ..., 271/2x" are 5-good and 5-higher-order-good. Thus, by Appendix B.2.4 we have that
with probability 1 — § the program is feasible. Next, observe since we computed a degree-6
pseudo-distribution y consistent with A, it follows from Cauchy-Schwarz for pseudo-expectations

(cf. Fact 4.30) that

<1§ =] - Z,uuT>2 <E Rz’ _y, mﬁﬂ < (9(172 logz(l/ﬂ)) (1" Zu)?

Setting 1 = £~1/2v such that v is the top singular vector of Z~1/2E, [2/] £~1/2 — I, we can con-
clude that

Hzl/ZIE [Zl] 271/2 1

< O(n1log(1/7)) .

op
U
We next prove Lemma A.3.
Proof. Let r; be the indicators for the uncorrupted samples where x; = x;. Using SoS almost
triangle inequality (Fact 4.22) we have that
2
Ay I— { <Z’ — Z,uuT>
. 2
2 T
== )Y (1 —riw;+rw;) ((xj,u)” —u'Zu )
<” icn] ( l ) (39)

s G ¥ s ( (o, MTZM>>2_|_2 <l Y (1= i) ()’ uTZM>>2}

ie[n] ie[n]

(39).(1) (39).(2)
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We now handle each term separately, starting with the first one. We have that

2
A, { ( L ]r iw; ((xf,u>2 - ”TZ”)>
2
_ (% 3 iy (et ) — uTZu)> (40)

i€n]

1 2 1 2
<2 (— Y 7 ((xf‘,u>2 - uTZu>> +2 (— Y ri(1—w) <(x;‘,u)2 - uTZu)> ,

" ichn] ie[n]

(40).(1)

Note that the first term is just the covariance over a large subset of samples and does not contain
any indeterminates. Thus, by the 77-goodness of the samples (Fact 4.3) we have that it is at most

(’)(172 log?(1/ 17)> : (uTZu)z. We now bound (40).(1). Using the SoS Cauchy Schwarz inequality
(Fact 4.23) we have that

4, }_ { <% ‘Z[:} (1 — w) (<x;k/u>2 _ uTZu>> < - Z ri(1 — w;) ( >2 _ MTZH)Z} (41)

1e[n]

Note that the terms ((x;‘, u>2 — uTZu) ’ are fixed scalars and thus we can apply Lemma 4.29. In
combination with the 77-higher-order-goodness of our samples and the fact that Y ;c(,) 7i(1 — w;) <
nn, the above is at most (’)(172 log?(1 /17)) (u'"Zu)?

We now focus on bounding term (39).(2):

<1 Y (1 raop) ((ofu)? uTm))z

(% (1 —rjw;) (<x;' u>2 o uTZu) 2) (42)
(L (= -2 (P

(42).(1) (42).(2)
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We bound Term (42).1 as follows:

Ay l— {% ) ((xl’-,u>2 — uTZu)z

ie[n]

== Z < xl,u —u'Yu+ (u'2u— uTZu)>2

% < xz/” MTZ’H)Z + <(uTZ’u — uTZu))z

: i (43)
T =0 ( ) - TEu) (07— En)

% ( xl,u — uTZ/u)2 + ((MTZ/u - “TZ”))2

™
=

< (2 + nlogz(l/n)) (uTZ’u>2 + ((uTZ’u — uTZu)>2}

Note that the first term is equivalent to 1 Yicln) (X u)* — (u"X'u)? and thus by the last constraint

we have that it is bounded by (2 4 #71og?(1/7)) (1" Z'u)?.
We continue with term (42).(2). Note that we have that

Ay l* { 1w, <<x§,u>2 — uTZu) == Z riW; < xt,u) 2 TZu)z

1e[n]
2 1 2
= - ) —u'Zu) — = Y (1= rwy) ((x,u)® —u' Zu 44
P I ( ) ()
2 T 2 1 * 2 T 2
> (2—nlog™(1/n))(u Zu)* — . Y (1 —rw) ((xi,u> —u Zu) },
ie[n]

where in the last inequality we applied the -higher-order goodness of the £~1/2x?. Further, again
by n-higher-order-goodness and the SoS selector lemma (cf. Lemma 4.29) it holds that

Ay b {
Combining these bounds we conclude that

Aﬂk{n.(%iez[n] (e =) = L 5 i (G0 a5

1€[n]

(1 —rw;) ((xf,u>2 — uTZu>2 < 0(11 logz(l/iy)> (uTZu)Z}

ie[n]

< O(1) - <uT2’u - uTZu)z

(45)
+1 (2410 (1/7)) (u E'u)? = (2 ylog?(1/7)) (u 'u)?)
< 0(172 logz(l/n)) (u"Z'u)?+0(y) - (MTZ’M - uTZu)z} .

Finally we observe that if we combine the bounds on Terms (39).1 and (39).2 and move the O(7) -
(u'2u— uTZu)z terms over to the LHS and renormalize we get the desired SoS inequality. [
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A.2 Covariance Estimation in Relative Frobenius Norm
In this section, we will prove the following theorem.

Theorem A.4. Let D be a mean-zero distribution with covariance ¥. such that ¥~V2D is fourth-moment
matching reasonable sub-gaussian. Let 17 be smaller than a sufficiently small constant and let p = O(n1log(1/7))

and X be such that (1 —¢)I; <X < (14 )I;. Let > 0. Given 0 < , and n > ()(dzﬂosiz(l/ﬁ)) points

that are an yj-corruption of n i.i.d. samples from D, there exists an algorithm that runs in time (n - d)©()
and with probability at least 1 — B, outputs . such that

|@22@) 2 - 1| < otyog(1/m)).

We denote the input to the algorithm by x1, ..., x,. We consider the following SoS program in
variables x7, w;, /. The x! are d-dimensional vector-valued variables and ¥’ is a d x d-dimensional
matrix-valued variables. Note that in the SoS proof we search for in the last constraint, Pisa d x d
matrix-valued variable.

Vi € [n]. w? = w;

Y wi=(1-n)n

ie[n]
Vi € [n] wi(x; —x;) =0

A:
¥=1) Xl
i€[n]
. P 1 1NT 5/ 2 2 2

kEI the following SoS proof lT {n ie%} <P, xi(x;) — X > < <2+ (’)(17 log (1/17))> HPHF}

7

Further, let r; € {0,1} be the indicator that x; = x;. Note that ) (1 —7r;) < #n and A lm
{riw;x} = rjw;x}}. Further, by triangle inequality it also holds that A }W {1, (1 —rw;) < 2nn}.

Feasibility. The feasibility of the above program follows by setting w; = r; and 77-goodness and
n-higher-order-goodness of the true samples. We will give a formal proof in Appendix B.2.

Algorithm A.5 (Robust Covariance Estimation in Frobenius Norm).

Input: #-corrupted sample xy, ..., x;, corruption level 7.

Output: An estimate . of the covariance attaining the guarantees of Theorem A 4.
Operations:

1. Find a degree-O(1) pseudo-distribution { satisfying A,.
2. Output & = E[¥].

The following is the key lemma.
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Lemma A.6. Suppose 11 is smaller than a sufficiently small constant and assume that £~ /2x;, ..., 271/ 2x*

are 17-good and 1-higher-order-good. Then, with probability at least 1 — B, for all P € R¥*? such that
|P||r = 1, the following SoS proof exists

Afgry { (P @22 @) 2 - 1) <0t g /) |

Given this lemma, we can deduce Theorem A 4.

Proof of Theorem A.4. Note that by Facts 4.3 and 4.4 and Lemma 4.6, with probability at least 1 —
B, T 1/2x;,...,571/2x" are n-good and 5-higher-order-good. Thus, by Appendix B.2.4 we have
that with probability 1 — J the program is feasible. Let { be a degree-O(1) pseudo-expectation
satisfying .4 and let £ = [E; /. Let

(B)2EE) V2 -1

U= - :
1(2)~122(E) 72 = Lyl

Then by Holder’s inequality for pseudo-expectations (cf. Fact 4.15) and Lemma A.6, it holds that
A 2 - 2 ~ 2
|®722@) 2 - 1| = (U@ 722E@) - 1) = (B (U, (@) (@) - L))
F
- 2
< B (U, () V22(2) V2 - 1) < 0@ log(1/7))

The claim now follows by taking square roots. O

The following lemma captures the essence of the proof of Lemma A.6. It shows that our con-
straints allow us to derive (an approximate version of) the second-order stability conditions for
both the true samples as well as the "SoS" samples.

Lemma A.7. Suppose 11 is smaller than a sufficiently small constant and assume that £~/ 2x5, ..., 271/ 2x*
are 17-good and y-higher-order-good. For a matrix M € R4, let M = (X£)~Y2M(Z)~1/2. With probabil-
ity at least 1 — B for all P € R such that ||P||r = 1, then the following two SoS proof exists

Algy 3 2000 nm) (P ()~ %) < O0r1ogh /),
Al i(l — i) (P, xi(x}) T - 2’>2 < O(ylog*(1/n)) + (2+0(y)) (P,T - £)* .

Proof. By n-higher-order goodness we know that for every set T C [n] of size at most #n it holds
that

LY (Pai)T —x) = X (R @) V2T - 1) <0 (n1ogt(1/m)

€T ieT

The first SoS proof now follows directly by the SoS Selector lemma (Lemma 4.29).
For the second one, first note that by the SoS triangle inequality

" _ 2
A IW% ;(1 — riw;) <P, xi(x) T — Z’>
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%Zn: — riw;) <l5,x§(x§)T—Z>2+O(17)<I5,Z—Z’>2

i=

We focus on bounding the first sum

n

Al 4 L0 = ri) (P ()T ~2)

i=1
__n B, x)(x!) < ¢\? (46)
e T

46.1 46.2

We will first derive a lower bound on 46.2 and then an upper bound on 46.1. We start by observing
that

:I'—‘

n

A}W%Zriwi@fﬁ(ﬁf _Z>2

i=1
=13 (P - %) = L - ) (Pxian) T -2

By -higher-order-goodness the first term is at least 2 — O(571og®(1/7)). The second term is at
most O(r7log?(1/1)) by what we proved above. Hence, in total the term 46.2 is at least 2 —
O(171og?(1/1)). For the the term 46.1, we notice that

Al 2y (BT —2) =1y (Pad) T~ 42 -5
i=1 ]
=1y (BT -2 42 ( Y (BT —2’>> (B, —x)+ (Bx/ —x)

The middle term is zero by definition of ¥’. By our last constraint, the first term is at most

(2+0(ylog(1/7)) | P||; < (2+O(ylog(1/1))) (1 + Oy log(1/1)))* < 2+ O(ylog(1/7)).

Hence, putting everything together, we have shown that

Algar 4 g(l — riw;) <P xj(xf) " - 2’>2 < O(7log?(1/1)) + 2+0(y) (P, —£).

With this hand, we will now proof Lemma A.6:

Proof of Lemma A.6. Let P € R%*“ be a fixed matrix of unit Frobenius norm and define P =
(£)1/2P(Z)~1/2. Further, let £ = 1 Y, x7(x}) . Then by SoS triangle inequality (cf. Fact 4.22)

./4 O(l) <P, (Z)_l/ZZ/(Z)—l/Z_ Id> — <P,Z/_Z>2 < 2<P,Z/—2>2+2<ﬁ/2_2>2 ‘

Note that by Lemma 4.6 (Point 1), it holds that

(Pr-%) = <P, -1y (@72 ()] >

i=1
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2

< O(n*log?(1/1)).
F

n

L1y (@] (o]

i=1

<

Thus, it is enough to show that A }W (P, — i>2 < O(y%10g*(1/7)). We will try to reduce to a
state in which we can apply Lemma A.7. We start by observing that

The last term is at most 22 (P, ¥/ — Z>2 which is a small multiple of the left-hand side we started
with. By subtracting this and renormalizing, we can hence ignore the last term. Combining all of
the above and using the SoS Cauchy-Schwarz inequality, it follows that

Alggr (P2 —2)* <0(1)- (%f(l —W) ( 101 rw) (P —Z'>2>

1

+ O(l) ) <% é(l - riwi)> (% il(l — riwi) <15, xl’-k(x?‘)T — Z>2>
=0(n) - (% i(l — 1iw;) <l5, xi(xp) " — Z/>2> (47)
i=1
47 1
+0(1)- ( 31— o) (Pt ()T 2>2>
i=1
47 2

By Lemma A.7 it follows 47.2 is at most O(rlog?(1/7)) and 47.1 is at most O(y7log?(1/7)) +
0(1) (P, %' — Z>2. Hence,

AlTl) <p,Z/ _Z>2 < O(Uzlogz(l/ﬁ)) +O(17) <13,Z/ —Z>2 .

Thus, by subtracting the last term on the right-hand side and renormalizing, we obtain the claim.
O
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B Feasibility and Concentration bounds

B.1 7-goodness

In this section, we will prove Facts 4.3 and 4.4. We start with Fact 4.4 restated below.

Fact (Restatement of Fact 4.4). Let y < 1/e, ¢ < O(y+/log(1/n)) and n > Q(%) and % such
that (1 —¢)Il; R X = (14 ¢)l;. Givenaset S = {x7,x3,...,x,;} of i.i.d. samples from a distribution
D such that the distribution ~~V2(D — u) is a fourth moment matching reasonable sub-Gaussian distri-
bution. Then, with probability at least 1 — g it holds that, for all subsets T C S of size yn, we have the
following bound

Ly - —w) | < Olog(1/m)) .

(1 - 17)” x;eT

op

In fact, it will follow by the more general version below (Lemma B.1) which also gives a guar-
antees for the sample mean over small subsets which will be used in the proof of Fact 4.3. Fact 4.4
follows from the first part and the triangle inequality. Note that in the proof below we prove that
the bound in Fact 4.4 holds with probability 1 — J, this of course does not make a difference.

Proof of Fact 4.4. We condition on the event that the conclusion of Lemma B.1 holds. Let 7 C S be
of size yn. Using the triangle inequality, vab < a + b fora > 0,b > 0 and for 7 < 1/e we have
that 7 < n7log(1/7), we obtain

1 * « 1 1/(5 d 1 1/5
< (9(11 log(1/n) + w>
as desired. ]

Lemma B.1. Let 0 < ¢ < O(17+/log(1/1)). Let S = {x{,...,x};} be i.i.d. samples from a d-dimensional
sub-gaussian distribution with mean y and covariance X such that (1 —¢)I; <= £ < (1+ ¢)I;. Let
Ty =A{T C S ||T|=nn} be the collection of subsets of S size yn. Then, for n < 1/e, we have that with
probability at least 1 — 9,

sup | = ¥ (3 = ) (x = )T~ (,/ L L T 1/5)+10g(1/77)+¢>
TEeTy xteT nn
and
1 . /d +1log(1/6)
—_— ;- < O\ ny/log(1/n) +4) —=——= | .
75'161% (1—mn)n ng(x ) (17 og(1/1) n )

Proof. Using a union bound on Fact B.2 for 7| = ( ,) subsets each of size nn, we get that with

probability at least 1 —
sup || — ), (xj =) (xf — )" =
TET, nmm xfeT op
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| d log(1/6) d log 1/(5
< — o~ " 7 —
\(9( 17”+ o +17n + y/log(1/7n) +log(1/n)

log(1/9) L4 log(l/é)
nmn

nn " +log(1/1) )

where we additionally used that log((,;,)) < 2ynlog(1/7) and that 7 < 1/e implies

log(1/17) < log(1/1).

An analogous union bound argument relying on Fact B.3 instead of Fact B.2, and using 7 < 1
instead of Vab < a+ b, gives us that with probability 1 — %,

0<n\/10g(1/17) + \/W) :

1 *
=

xreT

sup
TeT,

We next give the proof of Fact 4.3.

Fact (Restatement of Fact 4.3). Let y < 1/e,¢p < O(y+/log(1/n)) and n > Q(%) and % such
that (1 —¢)l; X 2 (14 ¢)l;. Givenaset S = {x7,x3,...,x;;} of i.i.d. samples from a distribution
D such that the distribution ~~V2(D — u) is a fourth moment matching reasonable sub-Gaussian distri-
bution. Then, with probability 1 — g it holds that, for all subsets T C S of size (1 — y)n we have the

following bound,

T o X <0<17 log(l/n)>
x;eT
and also
1
= ZT(XE* — ) (=) =Ly < O(nlog(1/n) + ) .
xre
1 Op

Again, we will prove that the bounds hold with probability 1 — 4.

Proof of Fact 4.3. We know that with probability 1 — ¢ the bounds in Lemma B.1 hold. We hence-
forth condition on this event. Let 7 C S be of size (1 — 57)n and denote by 7 its complement in
S. Then it holds that

1 «l & 1 B
K- (1—17)n xl.*;Txl X an: (1_’7)71;(;7'6( i "I/I) i
! 1
< Y. —n) - Z (& =)
7’11:1 7’1 X

O( \/long /d+log (1/9) )
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where the last inequality follows from the second part of Lemma B.1 and Fact B.3. We obtain the
following bound for the empirical covariance over 7 in a similar way. However, first observe that
by an argument analogous to that in the proof of Fact 4.4 it follows that

1 X X d+log(1l/6
W; (& —m (= = 1| < O<nlog(1/n)+%+lp> _
; on
Using Fact B.2, it follows that
N R I
1—n)n A i i — 14
(1 —m)n .
— 1 . * * T 1
- (1—11)111; [(x’ —W & —p) _Id] T A-nn ;T [(x — 1) (X —p) —Id]

0<;710g s \/— [log( 1/(5 d+log 1/5) ¢> |

The proofs above use the following two facts. The first one follows from [Wail9, Theorem 6.5].

Fact B.2. Let 0 < ¢ < O(y+/log(1/n)). Let xi,...,x; be i.id. samples from a d-dimensional sub-
gaussian distribution with mean y and covariance X such that (1 — ¢)I; < X < (14 ¢)1;. Then we have

that with probability at least 1 — 6,
<\/7 [log(1/6) 1/(5 log 1/(5) 1/])

The second one follows from standard concentration bounds of sub-gaussian distributions and
an 7-net argument

Fact B.3. Let 0 < ¢ < O(y+/log(1/n)) and let x§,...,x}, be i.i.d. samples from a d-dimensional sub-
gaussian distribution with mean y and covariance X such that (1 — ¢)I; < X < (14 ¢)I;. Then we have
that with probability at least 1 — 6,

12 .
() -»

B.2.1 Certifiably Hypercontractivity via Concentration

-

“%_fﬁ—uMﬁ—ﬂV—

n

<O< d+log(1/5)> |
2

B.2 Feasibility

In this section we show that the samples x; are certifiably hypercontractive whenever higher order
goodness holds. In particular, we show that they satisfy 4 — 2 certifiable hypercontractivity or that
there exists an SoS proof that

(x;,0)* < <3+(9<1710g2(1/11))>-< < Y xx) ) >2.

i€[n)

M-

Il
—_

1
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This will be used in the feasibility arguments for regression, covariance aware mean estimation,
and covariance estimation in spectral norm.

Fact B.4 (Certifiably Hypercontractivity from Concentration). Let £ ~1/2xy,..., X~/ 2x, be y-higher-
order-good. Le., in particular let them satisfy

2
| Z < ~1/2, 1/2xi)T _ IdrP> -2/ <Oy logz(l/ﬂ))/

for all fixed P € R¥*“ such that ||P||r = 1. Then we have that

gttt (- i524)}

i€[n]

Proof. Let vec(-) be the operation that flattens a d x d matrix into a d?-dimensional vector. We
have that

g {% 50t = ()] (% 3 (=) <x;®2>T) )

=

= (z;®2)T (% Zn: (x? — vec(Z) + vec(T)) (x7? — vec(Z) + VeC(Z))T> (v%?) } .

n = =
Term A

+(0%2)] (% fveC(Z) (%2 = vec(Z)) ) (v%%)
— Term B

o (L v
— Term C

4 (0%2) <n fveC(Z)veC(z)T> (v®2)}
= __

We first observe that Term D is exactly equal to (UTZU)Z. We now bound Term C. Rewriting this
term we have that

b{ ( Y (32— vecl >>vec<z>T> (v°2)



The inner product of the first two terms is equal to v ' (% Y71 xix] —X)vand is thus bounded by
O(n - (v" L)) by Fact B.2. We conclude that

L {(U®Z)T (1 Y (57— vec(T)) Vec(Z)T> (07) < 0<;7 : (UTZU)2> } .

ni3

The bound on Term B is analogous and we have that

- {(v@)T (% gvec(Z) (252 Vec(Z))T> (0°2) < 0<;7 . (szp)2> } .

Finally, we bound Term A. Note that it suffices to bound the spectral norm of the following matrix:

% i (x7% — vec(Z)) (x{% — Vec(2>)T

i i
i=1

Consider the expression u " <% 1 (22 —vec(X)) (2% — vec(T)) T) u for any fixed unit vector

u € R¥. Note that we have that
w7 (230 (52— vee(®)) (172 — vee(z)) " | = £ Y (x5 — vee(®), u)?.
ni= l n e\ ’

Let U be the reshaping of the d>-dimensional vector u into a d x d matrix. We thus have that
this expression is also equivalent to 1 Y, (x;x] — £, U)2. We can then apply the concentration

assumption to bound this term by (2 +y7log?(1/ 17)) . (UTZU)2. Thus, using the spectral norm
bound we can conclude that

o { ) (A 60 vt (a2 v ) 0) < (2miogiam) - (v752)' )

and combining the bounds on Terms A, B, C, and D we get that
I {1 i(x v)* < (3 +37 logz(l/n)) : (vTZv)z}
(% 7 ~X .
ni3

Finally we note that & and the empirical covariance 1 Yicn] x;x; have difference at most O(7) in
operator norm and thus we have that

n

2
fictmeton) (24} )

~

=1 ie(n]

B.2.2 Regression

We now show that the program in Section 5 is feasible with probability at least 1 — 4. Simply, we
let x7,...,x;; be the uncorupted samples and set w; = r;, 0’ = 6. The first four constraints are
trivially satisfied and we have that the fifth constraint is satisfied by the definition of 6;s. We now
consider the sixth constraint.
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Fact B.5. Let x},...,x; ben > Q) <d2+1°g (1/6) > i.i.d samples from N(0,%) and let y; = (x},0%) + (;
0,1

where {; are i.i.d. samples from N(0,1). Then we have that with probability 1 — B

1
LY i (s )P <140(n).

ie[n]
Proof. We have that
1 * #\ )2 1 * %\ )2 * %k
EZ(yi_<9L91xi>) :E (yz_<91x1>) +_Z(yz_<91xi>)<9 —OLs, >
i€n] ie[n] i€n]
1
+ = Y (0" — b5, x)?
i

The first term is equal to 2 Yie[n ¢ which is bounded by 1+ O(y) by Fact B.2. The last term is
equal to (8" — fi5)T (% i xj(xj)T> (6* — 6.5) which is bounded by O(1) - ||Z1/2(6* — 65)|I2
by Fact B.2. Note that for the true least-squares solution we have that

d+1log(1/9)
n

I=172(6* — b1s)| < @< ) < O(n)
and thus we conclude that the last term is bounded by O(7).
Finally, we consider the cross-term. Applying Cauchy Schwartz we have that

1 1/2
<E )3 XT(XT)T> (6" —6us) |,

i€[n]

2 1
— ) (i = (0%, x7)) (6" —bus, x7) <\ [~ ) &F
i€[n]

i€[n)

1/2
By Fact B.2 we have that H (% Yicin] xf(xj‘)T> (0" — bs)|| < O(||Z12(6* — 61s)||) which is at

most O(77). Furthermore, the sum in the square root is just the empirical variance of the noise
which as previously mentioned is at most O(1) by Fact B.2. Thus, we bound the cross term by
O(1n7) which completes the proof. O

Finally, we consider the last constraint. Assuming the inequalities from Lemma 4.6 hold, we
have that we have the empirical distribution has certifiably hypercontractivity.

d2+log2(1//5)>

Fact B.6 (Certifiably Hypercontractivity from Concentration). Let x1,...,x, ben > O( g

i.i.d samples from N(0,X) satisfying

X (= 2) (2 2) T~ 1, ) —2] < O(ylog?(1/m),

i€[n]

for all fixed P € RY*? such that ||P||r = 1. Then with probability 1 — B we have that

I?{iiil<x’v>4<0 ( (51% >>2}

79



Proof. Applying Fact B.4 immediately yields the claim.

Finally, we consider the last constraint.

U

Fact B.7. Let x7,...,x; ben > @) (M) i.i.d samples from N(0,%) and let y¥ = (x,0*) 4+ {;
N(0,1). Then we have that with probability 1 —

where C; are i.i.d. samples from
1 * *\\4
" Y. (yf = (Os,x7))" < O(1).
i€[n]
Proof. Note that we have that

LY - esa)t < (- @)+ (xhbs - 6))

ie[n] ie[n]

Note that the sum of the first terms is just the fourth moment of the Gaussian noise in the model.
Thus, with probability 1 — f it is bounded by O(1) by Lemma 4.6. Furthermore, by Lemma 4.6 we
also have with probability 1 — p that

L T G0 - 0) <O ((Bus = 0) x(60is —07) ) < O(I=2(60s — 87)1B) < O

i€[n]

Thus we have that

S|

Y (yi — (bis, %)) < O(1),
i€n]
as desired. O

B.2.3 Mean Estimation

In this section, we will show that the program in Section 6 is feasible with probability at least 1 — 4.
Indeed, let x7, ..., x; be the uncorrupted samples and set w; = r;, 4’ = % Ziew x7. Then all but the
last constraints are trivially satisfied. That the last one (certifiable hypercontractivity) is satisfied
with probability at least 1 — 6 is a simple correlary of Fact B.4.

Lemma B.8. Let x1,...,x, ben > O(ﬁbsiz(l/ﬁ)) i.i.d samples from N(u,X) satisfying
1 -1/2 -1/2 T 2 2
= 8 (2= ) (&2 = )T = 1o, P)” =2 < O(ylog’(1/1)),
ie(n]

for all fixed P € R™ such that |P||p = 1. Let i = 1 Yic[n) Xi- Then with probability 1 — B we have that

80



Proof. Let ji = L Y1 x; be the empirical mean. We first will argue that if
1 B B 2
3 {2 - )2 - )T~ 1 P) 2] < O log(1/),
i€(n]
then with probability 1 — g we also have that
1 -1/2 - -1/2 N\ T 2 2
¥ (&2 = ) (2w — 1) — 1, P) —2| < O1og*(1/1)).
i€[n]

Note that we can consider the samples y; = ~~'/2x; which are distributed i.i.d. according to
N(fi, 1;). Therefore, the statement reduces to bounding

A (T A
We have that
%iez[n] (i—pEmi—p=n) - Id,P>2

Note that if we expand out the square the first term is %Ziew (vi—m)(yi — )" — I, P>2 so it

suffices to bound the other terms. First, we consider the term 1 Yiem ((vi— #)(f — u’, P>2. Note
that we have that

2
LY (- w T PY <o X (- plly - AP < gl X - I
ie[n] ie[n] i€(n]
and that the empirical covariance is bounded by O(1) (Fact B.3 and Fact B.2). Thus, applying Fact B.3
to bound the difference between the true and empirical mean we get that this is at most O(#?).

Now, consider the term ((ji — u)(ji — y)T,P>2. Note that this is at most || — u||> - ||P||F <
|7 — u||* and thus by the same reasoning as above it is bounded by O(?).

Next, we consider the cross terms. First, we consider all cross terms containing (i — p) (i — 1) ', P).
Note that we have that

n

Y (im0 1P (-0 0

i=1

1 _ _ 2 _ _ 2
< \/; Y - myi— 7~ L P (- ) (- )T P

i€n)
Thus, it suffices to bound + Yc () (vi — 1) (vi — 1) " — 14, P >2 < O(1), which holds by the assump-
tion as well as Fact B.3. We therefore have that this is bounded by O(7) by applying our bound on
(p—w(@p—n', P>2 from above. Similarly, we can also bound

Iy {wi-ma- " ) (- - w7 P) < o).

i3
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Finally, it remains to bound Y (i — 1) (yi — 1) " — Ia, P) ((yi — i) (i — u) ', P). Similarly, to

the previous two terms, we have that this is bounded by O(1) - \/ e (i—m)(E—w)T, pP)?
which is at most O(#7). Thus, we have bounded all error terms and we can conclude that

Y {00~ 1P) {0 1 P) < O)

i€n)

This implies that

’% Y (= - ) E - ) - Id,P>2 —2[ <O(ylog*(1/1)).

ien]

Then, the SoS proof follows a similar way to Fact B.4. The main differences are that in Terms B, C
we have (x; — 71)®? instead of (x; — 1)®2. However, this is fine because fi, 4 are close by Fact B.3.
O

B.2.4 Covariance Estimation

Estimation in Spectral Norm. We first argue that the first program in Appendix A is feasible.
Let x] be the true samples x;, w; be the indicators of whether a given sample is corrupted, and
Y/ be the empirical covariance. Note that that all but the last constraint are satisfied trivially.
Finally, by Fact B.4 we have that the last constraint is satisfied whenever the concentration bounds
from Lemma 4.6 hold.

Estimation in Frobenius Norm. Note that that the system A is feasible since -V 2xf, D Y Y 2x:‘l
are 77-good and 7-higher-order-good. In particular, let x; = x and w; = r;. Since the input
x; is an n-corruption of x7,..., x;, clearly the first three sets of constraints are satisfied. Setting
¥ =L = 1y" x(x})7, the fourth constraint is also satisfied. It remains to argue that the
following SoS proof exists

m i

Note that when we can view P as a d2-dimensioanl vector-variable and thus, it suffices to show that
the matrix 1 Y7 ; vec(x} (x7) T — £) vec(x} (xf) " —£) T is PSD-dominated by (2 + (’)(17 10g2(1/77)> )

1

This is equivalent to showing that for all matrices P € R**“ of Frobenius norm 1, it holds that
1 < k0 x\ T =\ 2 2
LY (Pxi(x))T —£) <2+ 0(ylogX(1/1)).

Fix such a matrix P and let P = (£)1/2P(£)!/2 and %; = (£)~!/2x}. Then our condition is equiva-
lent to showing that

2
W) <13,xl-xf -1 lexf> <2+ 0(nlog?(1/7)).
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Note that

2
n n
% <P,5fif;r—1d+ld—%2fif;r>
i=1 i=1
2
n N 2 n R “ n N n
=1y (Pms — 1) +2 <% (B xs - Id>> <P,Id ~1 Zm?> + <P,Id ~1 me> .
i1 i=1 i=1 i=1

Note that the X; are 7-higher-order-good by assumption. Also, since £ < (14 O(nlog(1/%)))I,, it
holds that || || < [|[Z|[|P|lr < 14 O(y7log(1/1)). Hence, the first term is at most

(2+0(n10g(1/m)) [P|[F < 2+ O(y log(1/7))
by Lemma 4.6 (Point 2). Similarly, by Point 1 of Lemma 4.6, the last term is at most

n
I, — 1Y xxf
i=1
Finally, again by Point 1 of Lemma 4.6, the middle term is at most

2||B|[%- Oy log(1/1)) - O(ylog(1/17)) < O(log(1/1)).

2

12| < (1+0(nlog(1/1)))*0(r* log?(1/1)) = O(n*log?(1/1)) < O(ylog(1/7)).

F

C Lower Bounds

In this section, we will present pure DP lower bounds for private regression and covariance-aware
mean estimation under differential privacy. The following theorems are information theoretic
lower bounds which follow from packing lower bounds [HT10, HKM22].

The first theorem we show gives an information-theoretic lower bound for regression with
unknown covariance under pure differential privacy.

Theorem C.1 (Pure DP Lower Bound for Private Regression). Let R > 8a/ VL >0,L > 1,and
€,B € (0,1). Suppose there exists an e-DP algorithm M such that for every distribution D on RY x R
distributed as (x,y), where x is distributed as N'(0,%), where ¥ < L-ITand y = (0,x) + {, where
10]l2 < R, and { ~ N(0,1), given (x1,y1),.-.,(Xn,yn) ~ D, with probability 1 — B the algorithm M
outputs 0 such that || £1/2 (0 — ) ||» < a. Then we have that

5 (d+log2(1/ﬁ) L dtlog(1/p) dlog (R\/f/a) +10g(1/ﬁ)) |

44 122 £

The second theorem we show gives an information-theoretic lower bound for covariance-
aware mean estimation under pure differential privacy.

Theorem C.2 (Pure DP Lower Bound for Covariance-Aware Gaussian Mean Estimation). Let R >
8a/vL >0,L>1,and, e B € (0,1). Suppose there exists an e-DP algorithm M such that for every dis-
tribution N'(u, L) on R?, where ||| < R, and £ 3= 1 - 1, given X ..., Xy ~ N (i, L), with probability
1 — B the algorithm M outputs fi such that |£71/2 (4 — f1)||2 < a. Then we have that

_a (d+log2(1/ﬁ) L dtlog(1/p) dlog (R\/f/a) +10g(1/ﬁ)) |

44 123 £
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C.1 Preliminaries
We will make use of the following theorem in proving packing lower bounds.

Theorem C.3 (Theorem 7.1 in [HKM?22]). Let P = {Py,..., Py} be a set of distributions, and Po be
a distribution such that for every P; € P,||P; — Pollyy < v. Let G = {Gy, ..., Gw} be a collection of
disjoint subsets of some set ). If there is an e-DP algorithm M such that Px..pr [M(X) € G| > 1 — B for
all i € [m], then

logm +1log(1/B)
”2()( (e —1) >

Note that for the usual regime & < 1, we can replace the e* — 1 in the denominator with e.
In our analysis of the packing lower bound for regression, we will need to bound the TV

distance of two Gaussians with mean zero and different covariances. The following theorem will
help us in that analysis.

Theorem C.4 (Total variation distance between Gaussians with the same mean [DMR18]). Let
ue RY, % and X, be positive definite d x d matrices, and A4, . .., A4 denote the eigenvalues ole_lZz —1;.
Then,

1 VW E) N (Z) 3

100 min {1, \/Zle )\12}

C.2 Proof of Theorem C.1

Before proving Theorem C.1, it is useful to prove the following lemma that bounds the change in
the distribution of the input in TV distance when the regression parameter 6 changes.

Lemma C.5 (Regression TV Distance). Let Dy be the distribution over R x R, distributed as (x,y)
where x is distributed as N (0,1;), and y = (0, x) + {, where { ~ N (0,1). Then for any 61,6, € R,
such that ||6, — 6;]| < 1, we have

TV(D91/D92) < 3H91 - 92H2'

Proof. Since x is a Gaussian and y = (0,x) + {, where { ~ N(0,1), (x,y) are jointly Gaussian.
In order to understand the distribution Dy it remains to understand the mean and covariance of
(x,y). Dy is mean zero, and its covariance is the (d + 1) x (d + 1) block matrix

I 0
g = .
¢ <9T H9H2—|—1>

To see why note that E[x;y] = E[x; (¥;6ix; + )] = 6;, and E[y?] = E[(¥; 6ix; +2)°] = |6]3 + 1.
Now it remains to bound the TV distance of two Gaussians N (0,%,, ) and N (0, Xg,). We aim to
apply Theorem C.4. We need to compute ¥, %9, — I;.1. First it is easy to verify that

_ Id—|—99T —0
291:< T 1).
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Letz = 6; — 05, then

00 — 020] 01— 02+6, (6,61 — [0117)\ _ (6027 z— 66z
z" 0 z '

M=%,1% — Iz =
BT (61— 62) " 16111 — 65 64

We are interested in computing the sum of the squared eigenvalues of M. We know that the
eigenvalues of M? are the squared eigenvalues of M, and that the trace of a matrix gives us the
sum of its eigenvalues. Therefore it remains to compute Tr (M?). We have

Tr (M?) = Tr(6pz " 62z" +22" — 020/ 22" ) + Tr (sz — 20,0 z + 91T291Tz)
=2|lz[5 + ({2,61) — (z,6))°

=2]z[3 + Jlz]l5 -
Applying Theorem C.4 and noting |z||3 < 1, finishes the proof. O
Now using the lemma above we can prove Theorem C.1.

Proof of Theorem C.1. The first term is folklore and is implied by non-private lower bounds. The
second term is the cost of fine estimation under pure differential privacy. A lower bound of dae
is known even under the weaker approximate differential privacy [CWZ21]. Here we focus on
showing lower bounds that include the failure probability .

We first show the second term is a lower bound. Let {6;} be such that [|6; — 6;| > 2a, for
i #je€l and ||6;]| < 8a for all i. Bounds on metric entropy imply that such a set with log-size at
least dlog 4 exists. Let Po = N (0,1;), and P; = N (0,%y), where ¥g is as defined in Lemma C.5.
Then Lemma C.5 implies TV(Pp, P;) < 3]|6;|| < 24«. Let G; be the ball of radius « around 6;, then
applying Theorem C.3 we obtain

=0 (LB

123

Finally, we prove the last term is a lower bound. Let {6;} be such that |0; — 6;]| > 2a/ V'L, for
i #j € I,and ||6;]] < R for all i. Bounds on metric entropy imply that such a set with log-size
at least dlog <R\/f / 20c> exists. Let Pp and be P; be the distributions over R? x R distributed as
(x,y) where x is distributed as NV(0,LI;), and y = (0,x) + { and y = (0;, x) respectively, where
7 ~ N(0,1). Then TV(Pp, P;)) < 1. Let G; be the ball of radius a«/+/L around 6;. Note that G;’s
are disjoint, and M’s output when applied to sample from P; is inside G; with probability 1 — B.
Applying Theorem C.3, we obtain

(dlog (RVL/4) +1og (1/5))
n=0 :

- (48)
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C.3 Proof of Theorem C.2

Proof of Theorem C.2. The first three terms follow from the lower bound in the case where X is
known to be identity. For the theorem in the case where X is known to be identity see Theorem 7.3
in [HKM?22]. Therefore, the only term we need to prove here is the last term.

We show the last term is a lower bound by applying Theorem C.3. Let {y;}c; be such that
i — pjll = 2a/V/L, fori # j € I, and ||| < R for all i. Bounds on metric entropy imply that
such a set with log-size at least dlog(Rv/L/2a) exists. Let Po = N (0,11;), and P, = N (p;, +1,).
The utility guarantees of the algorithm M imply that M takes as input samples from P; and outputs
fi such that |72 — p;]|> < a/+/L, with probability 1 — B. Let G; be the ball of radius &/+/L around
u;. Note that G;’s are disjoint, and M’s output on an input sampled from P; falls inside G; with
probability 1 — B. Therefore, we may apply Theorem C.3, and we obtain that

dlog <R\/E/a) +1og (1/B)
n=Q0 - ,

as desired. ]

D Deferred Proofs for Private Algorithms

D.1 Efficient Computability of Score Functions

In this section we will show that our new constraints for our privacy programs admit a separation
oracle. Recall, that it is of the following form (exemplified for covariance-aware mean estimation)

O(ocz) EY —E[y - g B[y —a)" =02

Note that this is indeed convex in E (for a fixed i). Consider [Eq, [E5 both satisfying the constraint.
22

Fix an arbitrary unit vector u, then by convexity of the function z — z? it follows tha
(5 (Bap’ = ) + 3 (Ba ' — )"
<I(Eap — fu) + 1 (Bop’ — fi,u)’ < O(a?) (LB +1Es) (u,Zu) .

(And similarly for the one used for regression)

Recall that we run the ellipsoid algorithm to find a degree-d pseudo-expectation that approxi-
mately satisfy our constraints. We represent these pseudo-expectations by the values they assign
to each multi-set of variables up to size d, excluding the empty set. That is if we have variables
X1, ..., Xu, we are searching for a vector whose entries correspond to E [Tics Xi, where S C [n]
is a multi-set of size at most d By considering the entries corresponding to (the upper-triangular
part of) EX and E ' in this representation of [, it is thus enough to show the following claim.
The second part corresponds to constraints of the form ||IE #'||?> < R? (which is obviously convex).
For a d(d 4+ 1) /2-dimensional vector z, we denote by M(z) the d x d-dimensional matrix that is
symmetric and whose upper triangular part is populated by the entries of z.

ZIWe include the version of this constraint without slack for simplicity, but a similar argument works when including
the version with slack stated in the main body.

22Note that formally, we would need to verify convexity when representing pseudo-expectations using there vector
representation as described below. This argument is analogous and we give the one below for simplicity.
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Lemma D.1. Consider constraints of the following form, where x € R%,y € R,z € R¥#1D/2 gre
variables in a convex program and c is some fixed constant:

1. xx" —cM(z) < 0.

2. |yl <c

Then these constraints all admit a poly(d)-time separation oracle.

Proof. Note that we can easily verify if these constraints are satisfied in both cases. Thus, it suffices
to show that computing a separating hyperplane can be done efficiently when the constraints are
not satisfied.

We start with the first constraint. For simplicity, we assume that ¢ = 1, the argument for general
c is completely analogous. Thus, for the constraints on x, M(zp) we can consider some xo, M(zg)
such that xox; A M(z9). We aim to find a separating hyperplane, given by w € R, 4 € R,
such that (w, (xo, M(zp))) > abut (w, (x', M'(z))) < a for all x’, M'(z) satisfying the constraints.??

Note that since the constraint is violated there exists some v such that v " M(zp)v < (o, x0)2 and
we can compute such a v efficiently by computing eigendecomposition of the matrix M(zg) — xox,
and taking v to be the eigenvector associated with the minimum eigenvalue. We will let w =
(2(v, x0)v, — vec (vo')) and a = (v, x0>2. For any x, M we have that

(w, (x, M)) = 2(v,x0) (v, x) — v Mo.
Plugging in (xo, M(z—)) and applying that the PSD constraint is violated we have that
(w, (x0, Mp)) = 2(v,x0)> —v" M(z0)v = (v, x0)* + ((v, x)* — UTM(Z())U) > (v,%)?,

as desired. We now show that all points that satisfy the constraint must have that (w, (x, M(z))) <
(v, %0)*. We have that

(w, (x, M(2))) = 2(9v,x0) (v, x) — 0" M(z)v
(v, %)%+ (v,x)? =0 M(z)v
(v,x0)?,

using that 2ab < a® + b? and that M(z) = xx'. Thus, we have given a separation oracle for the
first two constraints.
We now consider the constraint on y. We can simply take w = W\f\l -yo and a = c. We have that

(w,y0) = H*fH Ivo

NN

I”?

when yg violates the constraint. Now consider y which satisfies this constraint. We have that

(w,y) <|lwllz-yll2-

Note that w has norm exactly /c by construction and since y satisfies the constraints it also has
norm at most /c. Therefore, this inner product is bounded by ¢, as desired. O

2Technically, we would have to convert back to the parametrization where we only have (x,zp) and (x,z’) instead
of (xg, M(zp)) and (x’, M(z')). We omit this for simplicity.
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D.2 Deferred Privacy SoS Proofs

In this section we will complete the proof from Section 5.2 that points of low score have good
utility. Specifically, we need to show that our SoS variable Q is close to 1.

Accuracy of SoS inverse covariance matrix. It remains to show Lemma 5.14. Recall that ¥ =
1y xi(x7) . We will use the following lemma about closeness of £ and X'. Note that we take
u and v to be SoS indeterminates.

*

Lemma D.2. Let 7 > 0 be smaller than a sufficiently small absolute constant and assume that x5, ..., x;,
are 17-good and n-higher-order-good. Then it holds that

~ 2 2 2
Ann <Z ¥, uv > < O(n) (uTZ’u) + O(n) (Z)TZ/Z)>
We will give the proof at the end of this section.

Proof of Lemma 5.14. First, note that by 17-goodness it holds that, say, 3= < £ < 2%. And in partic-
ular, ¥ is invertible. Further, this implies that it is enough to show that

Ayn lﬁ {(u, Qu)* < O(1) (uTilu>2} :

We start by observing that by SoS triangle inequality it holds that

Ayn }W {(u, Qu)* <2 (uTi’lu)z +2 <uT[Q — il]u>2}

Thus, it remains to bound the second term. Repeatedly using the constraints that ¥'QY¥ =
¥,Q" = Q,and Q¥ = I;,¥'Q = I; we obtain that

A b {(uT[Q—il]u) (Q-27%uu > :<Q2’Q2’Q—Q2’i*lz’guﬂ>2

2

= (zor' —x's 'y [QullQu)”) = (2QY - 'Y, [QullQu]T)
= (wox - zEwouiou) = (08— 578, [ZQuiou]” )

_ <1d — S8 u[Qu] > — <i‘1i —2‘12’,M[Qu]T>2 = <i -, [2_1M][QM]T>2}-

Thus, applying Lemma D.2 with u = £7'u and v = Qu (overloading notation) and using the
constraint Q¥’Q = Q, it follows that

Ay ey { (uT1Q~ %) < Oy (w7122 u) + 00 (uT1QE'Qln)
= O(1) (uT[i_lZ’fl_l]u>2 + O(n) (uTQu>2} .
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The second term is a small multiple of the initial left-hand side and thus, we can ignore it by
rearranging. For the first term, note that by Lemma A.3 our constraints imply that it is at most

O(1) (uTi_lzi_l)z. Using that ¥ < 2% now implies the claim. O
It remains to show Lemma D.2.

Proof of Lemma D.2. Using the definition of ¥, SoS triangle and Cauchy-Schwarz inequality, and
that }% {XY <X2+ Yz}, it follows that (recall that r;, = 1 if and only if x7 = x;, i.e., the i-th
sample of the input is uncorrupted)

2
A}yn % <i -X/, uz)T>2 _ (% Z <x;k,u> <x;‘k,’0> - % Z <X;,M> <X;,Z)>>

i=1 i=1

i=1

(
2 2
< (% Y (1 —riw;) (x, u) <X?‘,v>> + (% Y (1= riw;) (xj,u) <x§,v>>
n

n
< LY () (xf,0) b 1Y () ()
i=1 i=1
M RO E IS S (CANMERCAIN B
i=1 i=1

By our hypercontractive fourth moment constraint, we know that our constraints imply that there
exists an SoS proof (also in variables u and v) thatd Y7 ; (x/, u)t < 0(1) (u"%'u) ? and the same for
the term involving v. Similarly, it follows by 7-higher-order goodness that there exists SoS proofs
in variables # and v that (cf. Appendix B.2.4) Ly | (x*,u)* < O(1) (uTiu)2 and the same for the
term involving v. Further, by Lemma 5.8 we can conclude that there is an SoS proof in variables u
and v respectively, that (uTiu)z < 0(1) (MTZ/M)Z and (vTiv)z < O(1) (UTZ/Z))z. O

E Approximate DP via Product Pseudo-Expectations

In this section, we prove our results for covariance-aware mean estimation (Appendix E.2) and lin-
ear regression (Appendix E.3) under approximate differential privacy. As opposed to the pure DP
case, we will also need to show bounds on the volume ratio when the input is worst-case, instead
of random. [HKMN23] showed such statements by cleverly constructing "substitute" parameters
(for say the mean) also for worst-case inputs. We show that these statements can also be derived
by (modifications of) existing utility proofs of robust estimators.?

E.1 Product Pseudo-Expectations

In this section, we define the product of two pseudo-distributions and derive useful properties
that we will use in Appendices E.2 and E.3. The product of two pseudo-distribution is defined

2%We thank Samuel Hopkins for pointing this out to us.
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analogously to the product of two actual distributions. For simplicity, we only define it when the
degrees and number of variables of both distributions are the same.

Definition E.1. Let d,n € N. Let E, and lEy degree-2d pseudo-expectations over variables x =
(x1,...,x,) and y = (y1,-..,Yn), respectively. We define the product of IE; and E, denoted by [,
as follows. For a« € N", B € N" such that |a| + || < 2d, we define

Ex*yf = B, x* - Iﬁyy/3
and extend it linearly to all polynomials of degree at most 2d (jointly in x and y).

Products of pseudo-expectations are themselves pseudo-expectations. Further, if Ey and E,
satisfy constraints A, and A,, then their product satisfies their union. In particular, we have the
following lemma.

Lemma E.2. Let d,n € N and let Ey and E, be degree-2d pseudo-expectations over variables x =
(x1,..., %) and y = (y1,...,Yn), respectively. Let IE be the product of Ey and E,. Then the follow-
ing statements are true.

1. IE is a pseudo-expectation of degree 2d over the 2n variables (x,y).

2. Suppose By and B, satisfy Ay and A, at degree 2d, respectively. Then IE satisfies A, U A, at degree
24.%

Proof. We start with the first property.

[E is a valid pseudo-expectation. Normalization and linearity follow by definition. We have to
show positive semidefiniteness. Note that E, and ]Ey can be represented via the matrices M, =
E. (L, x)®((1,x)®) T and M, = E(1,y)®4((1,y)®?)". We represent E by the matrix M = M, ®
M. By construction both M, and M, are positive semidefinite, and hence so is M. Now consider
any degree at most d polynomial s. Then there exists a vector representation § such that

Es(x,y)?> =5"Ms

WV

0.

IE satisfies A, U A,. For the second property, without loss of generality we can assume that Ay
and A, only contain equality constraints.?® Thatis, Ay = {g1(x) =0,...,qu,(x) =0} and A, =
{q’l ) =0,..., 4, (y) = O}. Let p(x,y) be an arbitrary polynomial and S = S, US, C [m] U [m,]
such that the degree of f(x,y) = p(x,y) - [Tjes, 4j(x)  TTkes, 9;(y) is at most 24. We have to show
that IE p = 0. By lineary, we can assume that p(x,y) = x*y#. But then

£ = (nz - mm) - (Eyyﬂ I qk<x>> ~o.

jESx keSy

O

BThe proof straightforwardly extends to the setting when [Ey and [E,, only approximately satisfy the constraints.
26Inequali’fy constraints can be encoded as equality constraints using one additional variable per constraint.
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Product Pseudo-Expectations in Our Settings. The following facts will be useful to us. Let
X1,...,%X, be arbltrary points and 0 < 5 < 1/2. Consider a constraint set .4 over variables
wi, ..., Wy, xl, ..., X}, (and potentially more) that contains constraints

{w —wl,Zwl/ Y, wix! —wlxl}

(and potentially more). We will use the following fact

Fact E.3. Consider two “independent” copies of A described above. Denote the copies by A1) and A
and the variables by wl(l), wl(Z) and xl(l), xfz). Define z; = wl(l) . wl(z). Then it holds that

1. Foralli € [n]: AW U A® lz 22 = zjand AV U A?) }? zz-xfl) = ZixEZ)'

2. AWUA@ Y 2> (1—2¢)n.

Proof. The first part of the first item follows directly since (wfl))2 = wfl) and (wl@)2 @) The
second part follows since
zixfl) = wfl)wl@xfl) = wfl)wfz)xi = wfl)w§2)x§2) = zixfz) :

For the second property we use that {x* = x,1> =y} }7 xy = x +y — 1. It follows that

izi = iwfl)wfz) > i (wl(l) + wfz) — 1) > (1-2n)n

i=1 i=1 i=1

E.2 Approximate DP Covariance-Aware Mean Estimation

In this section, we prove our main result for covariance-aware mean estimation under approxi-
mate differential privacy.

Theorem E.4. Let u € RY such that ||u|| < R. Let 0 < 1 be less than a sufficiently small constant and let
0<wapBebanda <1 Letx},..., x5 ben > ngiid. samples from N(u, %) Let X = {x1,..., %}
be an n-corruption of x3, ..., x;. There exists an (g, §)-differentially private algorithm that, given 1, «, €, 6,
and X, runs in time poly(n, log R) and with probability at least 1 — B outputs an estimate fi satisfying

=72 =] < o

whenever

a? nE €

<d2+log(1/ﬁ) d+10g(1/ﬁ) d+log(1/5)>
ny = Q) + ,

and « > Q(nlog(1/7)).

2’More generally, they can be i.i.d. samples from a distribution D such that Z~1/2(D — ) is fourth moment reason-
able sub-gaussian.
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Similarly to our pure-DP algorithm (cf. Theorem 6.1), this theorem follows from the reduction
in [HKMN23], see Theorem 4.33. The main difference is that we also need a bound on the volume
ratios of low-scoring points when given worst-case instead of (corrupted) Gaussian data.

Let #* be a sufficiently small absolute constant. Also let X = {x1,...,x,} be a dataset such
that there exists a point i of score 0.77*n, witnessed by a pseudo-expectation E. Let V,(X) be
the volume of the set of candidates that achieve score yn with respect to X'. It will be enough to
show that log(V;+(X')/Vogy+ (X)) < dlog(1/a). We show this in two parts. First, we give a lower
bound on Vpg;+(X') and then an upper bound on V+(X').

Lower bound. By definition, IE is a certificate of score 0.77*n < 0.9%7*n for any point fi such that
(u, By — 1)’ < O(®) E (u,Z'u) .

Let® = EY' and ji = E 3. Then the above is equivalent to ||~ ~/2(f1 — f1)|| < O(a).

Upper bound. Thus, if we can show that for all points i of score 7* it holds that ||£~1/2(5 —
)|l < O(1) we are done. We do this in several steps. First, we introduce some notation. Let
IE; and IE; be the witnessing pseudo-expectations of ji and I respectively. Denote the variables
associated with [E; using a superscript (1) and the ones of [E, using a superscript (2). Let

Zl = lEl Z(l) = 2,22 = ]PQ 2(2) and "Ml = lEl "M(l) = ﬁ,}l2 = IEZ "M(z) .

We will first show that O(1)%; < X; < O(1)ZX; and then that for all vectors u it holds that
(u, iy — 42)* < O(1) u™ (Z1 + Zp)u. Together they imply the claim.

We show this as follows. Let [E be the product of IE; and IE, as defined in Appendix E. Recall
that both [E; and E, satisfy

Vi € [n]. w? = w;
Z w; = (1—y")n
ie[n]
Vi € [n] wi(x; —x;) =0
v xi=w
Byen: ! iez[r;]
T G- (o) =
e
2
3 the following SoS proof l% {% Y (xi— ;/,v>4 < <3 +1 log2(1/11)) <UTZ’U> }
i€(n]

And thus [ satisfies B,(;)n U 3,5321 We deviate from the notation above and denote the variables in

B,(;)n and 8,5131 using a superscript of 1 and 2 respectively. Let z; = wfl) . wl@). We will show that
for any vector u,

B, U B, - <u, (= - z<2>)u> <O(1) - i* <u, (=M 4 z<2>)u> (49)



and

B, UBY, - <u,y(1) - y(2)>2 <o) 7’ <u, (z® +z(2>)u> . (50)

Using that 2 — X, = E[Z®) —2®] and y; — uo = E[pM — 4?] and the same arguments as
before, this implies the claims above.

The proofs of this are basically the same as in [KSS518] and we only sketch them. We will first
show that

2 2 4
B UBE = (v (0 =2@)u)” <o) -y (u, @ + M)+ 0(1) - (u,u) = u@)"
(51)
Recall that B,(;L U B,g*zq implies zz-xlgl) = zz-xlgz). Thus, using that

it follows by almost triangle inequality that

B UBE - (u (20 - £2) )’

By Cauchy-Schwarz and hypercontractivity, the first two terms are at most a constant multiple of

2
n* <u, (=M + Z(l))u> :
We next show Eq. (50). Together with Eq. (51), this immediately implies Eq. (49). As before,
we can bound using Cauchy-Schwarz

B, U B, = (u,u® - y(2)>2

<o) (% 31— z) (w2l - u<”>> +0(1) (% 31—z (- y<2>>>
n

i=1
2
<o) 7’ <u, (=M +z<1>)u> +O(1) - " <u,y(1) - y@)} ,

which implies the claim by taking #* small enough.
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E.3 Approximate DP Linear Regression

In this section, we prove our main result for linear regression under approximate differential pri-
vacy.

Theorem E.5. Let 6 € R? such that ||0|| < R. Let 0 < 1 be less than a sufficiently small constant and let
0<apBedanda < 1. Let (x,y7),..., (x5, y5) ben > ngi.i.d. samples from a linear regression instance
with parameter 6 and covariance L. (as defined in Problem 1.3). Let (X,Y) = {(x1,y1),---, (Xn, Yn)} be
an y-corruption of (x5,y5),..., (x5, y5). There exists an (g, 6)-differentially private algorithm that, given
n,a,¢0, and (X,Y), runs in time poly(n,log R) and with probability at least 1 — B outputs an estimate
fl satisfying

|22 (- <o),

whenever

2 2
no = (d —1—105,2 (1/p) d+looi(1/[5) N d+1o§(1/5)>’

and « > Q(nlog(1/7)).

The score function we will consider is very similar to the one used in the pure DP sections but
contains a few extra variables, which we will need for technical reasons. The fact that the new
variables do not affect the key properties of the score function established in the pure DP section
easily follows from the existing analysis.

Vi € [n]. w? = w;
Z w; = n— T
ie(n]
LY ) =
i€[n]
Vi € [n] wi(x;—x;) =0, wi(y; —y;) =0
L ((x0,0) —yi) xi =0
ie(n]
Briv) = EY (- (050)" <1+ 0()
i€n)
2
Yo € R 1 Y (xf,0)* < (3 + 1710g2(1/17)) <0T2’0>
n ie[n]
P ()t <o)
ie[n]
Q = QT ’ Z/QZ, = Z,/ QZ,Q = Q/ QZ, = Id/ Z,Q = Id
B=B' BB=Y D=D'" DD=Q BD=1I

The score candidate point § will be the smallest T such that there exists a pseudo-expectation
IE such that the following three conditions are met

1. E |: Br at degree O(1).
2. |E0'|2 <R
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3. For all fixed vectors u € R4 (i.e., that do not depend on indeterminates), it holds that
(u,E0" — §>2 < (’)(az) E (u, Qu) .

Similarly to our pure-DP algorithm (cf. Theorem 5.1), this theorem follows from the reduction
in [HKMN23], see Theorem 4.33. The main difference is that we also need a bound on the volume
ratios of low-scoring points when given worst-case instead of (corrupted) Gaussian regression
data.

Let #* be a sufficiently small absolute constant and (X,Y) = {(x1,y1),...,(xn,yn)} be a
dataset such that there exists a point § of score 0.77*n, witnessed by a pseudo-expectation [E. Let
V,(X,)) be the volume of the set of candidates that achieve score yn with respect to (X, ). It
will be enough to show that log(V;«(X, V) /Vogy(X,Y)) < dlog(1/a). We show this in two parts.
First, we give a lower bound on Vpg,;+(X’) and then an upper bound on V«(X’). Both these up-
per and lower bounds will be in terms if (IE Q) ~1/2-balls, where the psuedoexpectation is the one
which certifies that there exists a point of score 0.77*n.

Lower Bounds on Volume. We will show that if a single point has score 0.717*n, then a non-trivial
volume of points also have score at most 0.717*n. Specificially, we prove the following lemma:

Lemma E.6. Let (X,))) be a worst-case set of data points such that there exists a point 0 satisfying the
robust regression constraints with score 0.7n*n and let the certifying pseudo expectation be IE. Then there

exists a (E Q) 2 paly of radius Q)(«) such that all @i’ in the ball also have score at most 0.71n*n.

Proof. The proof is analogous to the lower bounds on volume in the pure DP section. We note that
the same exact pseudoexpectation which certifies that § has score at most 0.75*1 also certifies that
any point such that

Vu, (u, B0 — §’>2 < O(tx2) IE (u, Qu)

also has score at most 0.77*n. However, rearranging this via substituting (IE Q) Y24 for u shows
that this is equivalent to || (IE Q) 1z (E¢' —0)|*> < O(a?) which completes the proof. O

Upper Bounds on Volume. We will now describe how to modify the identifiability proofs for
regression to show that two pseudoexpectations for the robust regression constraints must have
close parameters, even when the original dataset x; are worst-case points. Note that it suffices to
show the following closeness bound for 0,,0,, where E;, E are pseudoexpectations which certify
that they have a sufficiently small constant score.

(B Q) > (B — ) |2 < 0(1) .

We will proceed via defining a product psuedoexpecation (Definition E.1) and executing the orig-
inal identifiability proofs on the product pseudoexpectation.

As in Fact E.3 if we have two pseudoexpectations satisfying the robust regression constraints
fl), wfl), etc and the variables in the second to be xfz), wl@,

and we will also define z; as in the statement of Fact E.3. Note that this is different from the original

we will let the variables in the first be x

notation for these variables in the previous sections.
We will prove the following lemma:
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Lemma E.7. Let IE; and B, be two pseudoexpectations satisfying the robust regression constraints Ay, Ay
with score yn < n/e. Let IE be the product of the two pseudoexpecations, which satisfies the constraints
Ay U A,y. Then we have that

AU A |7 {(9(2) — 9(1))T2(1)(9(2) . 9(1)) < O(\/ﬁ)} .

Furthermore, we also have that for all u

(uE60 — @) < O( /) E (u,QWu) |

We will also need the following lemma about the closeness of the two Q parameters in our SoS
system.

Lemma E.8. Let IE; and IE; be two pseudoexpectations satisfying the robust regression constraints Ay, Ay
with score yn < n/e. Let IE be the product of the two pseudoexpecations, which satisfies the constraints
Ay U Ay. Then we have that

A1 U A, }W {<u,Q(2)u> < O(1) (uTQ(l)u> } .

The combination of the above two lemmas easily yields the desired bound.

Lemma E.7 and Lemma E.8 implies bounded volume. Observe that it suffices to prove that for
every i,

. _ < 2
(u, (B1Q) ™% (81 =) )" < O(Ju]]?) ,
which is equivalent to
(u,0, — §2>2 < O(uTIE Q(l)u> .
We have by Triangle Inequality that
< < 2 N 2 5 \2
(u, 6 — 6,)° < <u, 6 —E 9(1>> + <u,1E9(1> - 9<1>> + <u,1E9<2> - 92>
< O(uT EQWu+u' E Q(2)u> ,

using both closeness constraints as well as Lemma E.7. Finally, using Lemma E.8 completes the
proof.

We will now prove the main parameter closeness lemma (Lemma E.7). In the proof of Lemma E.7
we will also need the following covariance closeness result:

Lemma E.9. Let IE; and IE; be two pseudoexpectations satisfying the robust regression constraints Ay, A;
with score yn < n/e. Let B be the product of the two pseudoexpecations, which satisfies the constraints
Ay U A,. Then we have that

AU A { (a7 (52 -} u)’ < o) (mmu)z} .
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Note that in contrast to the covariance closeness shown in [HKMN23] this shows that there is
a SoS proof that the two parameters are close, rather than just showing the closeness of the two
moments. We will now prove the regression identifiability result using the covariance closeness
lemma.

Proof of Lemma E.7. Note that since for C > 0, {a* < Ca?} % {a* < C} and {a* < C} %
{a <+V/C } (cf. Facts 4.25 and 4.26), it is enough to show that

4 2
AU Ay }W ((9(2) — M)z 9(1))> < O(1) <(9(2) — gz (e 9(1))>

Analogously as in the proof of Lemma 5.5 and using that zz-xfl) = zl-xfz) (cf Fact E.3) it holds that

AU A, W {Z(l)(9(2) — o)

~ L (.0 ) - T (0% ) |

i€[n]

Il
—_

Adding and subtracting (1) in the inner product of the first sum, we obtain that .4 implies at
constant degree that

1=
S
—~
—_
|
N
N—
=
N
VRS
S
R
N
=
<>
N
\/
|
Q/ﬂ
N
N—

=M (p@ — My = 1y (1 - Zi)xfl) . <<x§1),9(1)> _yl(l)) _

(1-— zi)xfl) : <x§1),9(2) — 9(1)> .

[
A
=
=

1

-

N
Il
—_

Thus, by SoS triangle inequality we obtain that

A U Ay |6’171) { <(9(2) — oM Tz (9@ — 9(1)))4

Term A
4
1y 2) _ (2) @
o) <;§<1 ) (2,00 0 (<, ))
Term B
4
Lo (% 31—z (30", 0 9<1>>2> }
i=1

By Fact 4.23 (Cauchy-Schwartz), our constraint on SoS proof of hypercontractive fourth moments,
and the large overlap of the two pseudoexpectations (cf Fact E.3) it follows that Term C above is

4
at most 72 ((9(2) — M) T=M (@ — 9(1))> which is a small multiple of the left-hand side. Thus,

we can ignore the last summand by rearranging.
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Bounding Terms A and B. We continue to bound Terms A and B. For Term A, we obtain us-
ing again our constraint of hyper contractive fourth moments, SoS Cauchy Schwarz, our SoS
constraint on bounded moments of noise, and the large overlap of the two pseudoexpectations
(cf Fact E.3)

4
Similarly, using the constraints that there is an SoS proof in variables v that 1 Y7, <x52), v> <
2
O(1) <u, 2(2)u> , that 1 Z?:l(<x§2), 9(2)> — yl(-z))4 < O(1), and the large overlap of the two pseu-
doexpectations (cf Fact E.3), we can bound Term B as follows

Thus, overall we have shown that

AU A, }w { ((9(2) — M) T=M (@ — 9(1)))

4

N

o) <<(9(2) _ g TEM (g 9(1)))2 + <(9(2) — 0Tz (92 — 9(1)))2> } :

Applying SoS triangle and Lemma E.9 (covariance closeness for worst case points), we can deduce
that A, implies at constant degree that the right-hand side of the above is at most

2 2
O0P) (((9@) ) =0 (6@ — o))+ (02 — M) =@ (9 o)) )

2 2
< O(r?) <((9(2) o) TE0 (6@ — o))" 1 (6 — )T (2@ 5 (8 — 61)) )
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2
< O(P) <(9(z) — )Tz (g — 9(1))) )

as desired. Now we note that for any u, we have via Cauchy-Schwartz (cf. Fact 4.23) and our
bound on the quadratic form of the difference of 0 02 on (1) that

AU A - {< _p >> — <B<1>D<1>u,9<1> _ 9<z>>2
- (s (00 -e))
(uTD ) <9(1>_9(z))TB(1)B(1) <9<1>_9<2>)

Noting that the LHS is convex and using this to move the psuedoexpectation inside the square
completes the proof. O

It remains to prove Lemma E.9.

Proof of Lemma E.9. Note that for any u by Triangle Inequality (cf Fact 4.22) and Cauchy-Schwartz
(cf Fact 4.23) we have that

RPN {(ﬂ (2 - 50)u)’

Now, by our constraint on the fourth moments, we now that there exists an SoS proof in vari-
ables u that the sum in the first term is at most O(1) (u"2®%)? and similarly for the second with
O(1) (u"2Mu)2. Together, this implies the lemma. O

Now the last remaining piece is to prove Lemma E.8. In the proof we will need the following
lemma, whose proof is inspired by Lemma D.2.

Lemma E.10. Let By and IE; be two pseudoexpectations satisfying the robust regression constraints Ay, A,
with score yn < n/e. Let IE be the product of the two pseudoexpecations, which satisfies the constraints
Ay U A,y. Then we have that
T (s _ 5@ TE@y + 1pT5®
Alqu}— u <Z —-X )vé@(l)-u z u+§v DI

We now proceed to the proof of Lemma E.8 and then prove Lemma E.10 afterwards.
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Proof of Lemma E.8. We start by observing that we have that

AU A W {<u, Q(z)u> = (uTQ(l)u> + (uT[Q(Z) — Q(l)]u> }

Thus, it remains to bound the second term. Repeatedly using the constraints on ¥ »(2) Q(l), Q(z)
we have that

Applying Lemma E.10 with u = QMy and v = Q®u (overloading notation) and using the con-
straint Q@@ Q@ = Q@ it follows that

A by { (4710 — QW) < 0(1) (¥ [RVEFQWIu) + 5 (T [QPE Q) u)

— o) (sTWEAQI) + 1 (uTQ) } .

The second term is a small multiple of the initial left-hand side and thus, we can ignore it by
rearranging. For the first term, note that by Lemma E.9 our constraints imply that it is at most

O(1) (uTQ(l)Z(l)Q(l)u) =0(1) (uTQ(l)u>. O
Finally, we have to prove Lemma E.10.

Proof of Lemma E.10. Expanding the equality constraints for the covariance variables we have that

A U A, I, {uT (Z(l) _ 2(2)> v

LR ) () - B0 ()

i€[n] €n]

Using that there exists an SoS proof that ab < a® + b* we have that for any v the first term is
bounded as follows:

AU A, l* {% Z (1 —Zi) <x§1)/u> <X§1),U> <

i€(n)

S| =

o/ N T M _\?
Ta-w? () et L (x0)
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<yu'sWy + ’y‘lvTZ(l)v} .

Applying a similar bound on the second term we can conclude that there exists an SoS proof that
u' (2(1) — 2(2)) o< yu EWu 4+ 479 T5Wy 4 qu 2@y 4 4 T2y,

Applying Lemma E.9 to bound u =My < O(1) u "2 u (along with bounding the quadratic form
on v) and choosing <y to be a sufficiently large constant yields the lemma. O
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