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Abstract
Despite advancements in Graph Neural Networks (GNNs), adaptive

attacks continue to challenge their robustness. Certified robust-

ness based on randomized smoothing has emerged as a promising

solution, offering provable guarantees that a model’s predictions

remain stable under adversarial perturbations within a specified

range. However, existing methods face a critical trade-off between

accuracy and robustness, as achieving stronger robustness requires

introducing greater noise into the input graph. This excessive ran-

domization degrades data quality and disrupts prediction consis-

tency, limiting the practical deployment of certifiably robust GNNs

in real-world scenarios where both accuracy and robustness are

essential. To address this challenge, we propose AuditVotes, the
first framework to achieve both high clean accuracy and certifiably

robust accuracy for GNNs. It integrates randomized smoothing with

two key components, augmentation and conditional smoothing,

aiming to improve data quality and prediction consistency. The aug-

mentation, acting as a pre-processing step, de-noises the random-

ized graph, significantly improving data quality and clean accuracy.

The conditional smoothing, serving as a post-processing step, em-

ploys a filtering function to selectively count votes, thereby filtering

low-quality predictions and improving voting consistency. Exten-

sive experimental results demonstrate that AuditVotes significantly

enhances clean accuracy, certified robustness, and empirical ro-

bustness while maintaining high computational efficiency. Notably,

compared to baseline randomized smoothing, AuditVotes improves

clean accuracy by 437.1% and certified accuracy by 409.3% when

the attacker can arbitrarily insert 20 edges on the Cora-ML datasets,

representing a substantial step toward deploying certifiably robust

GNNs in real-world applications.
1
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Source code of AuditVotes: https://anonymous.4open.science/r/AuditVotes-6AAE/.

1 Introduction
Graph Neural Networks (GNNs) [15, 25, 53, 54] have emerged as a

powerful tool for learning and inference on graph-structured data,

finding applications in various domains such as recommendation

systems [11, 56], financial fraud detection [39], and traffic analy-

sis [9]. Despite their success, GNNs are vulnerable to adversarial

attacks [46, 59], which can significantly degrade their prediction ac-

curacy by introducing small, carefully crafted perturbations to the

input data [49, 51, 67, 68]. For instance, financial crime can modify

the graph structure by manipulating their transactions to escape

fraudster detection [52]. This vulnerability has prompted extensive

research to develop robust GNN models [4, 23, 37, 66]. However,

a central challenge lies in that the robustness of developed mod-

els can be further compromised by more advanced and adaptive
attacks [14, 40]. Consequently, the robustness uncertainty limits

the usage of GNNs in safety-critical applications. One promising

solution is certified robustness [35], which aims to provide provable
guarantees that a model’s predictions will remain stable under any
possible adversarial perturbation within a specified range.

The most representative approach to achieving certified robust-

ness is randomized smoothing [1, 6, 27, 35, 45, 48], which transforms

any base classifier into a smoothed classifier with robustness guaran-
tees. Specifically, randomized smoothing utilizes a majority voting

mechanism, where each vote is the prediction of the base classifier

over a randomized graph, produced by adding carefully calibrated

noise to the original graph. The class with the most votes is then

the final prediction, resulting in a smoothed classifier that can be

proven to be robust. Despite the tremendous advances in certified

robustness for GNNs in recent years, several key challenges remain,

hindering the practical deployment of certifiably robust GNNs.

Accuracy-Robustness Trade-off. Certified robustness is pri-

marily assessed by certified accuracy, which is the proportion of

predictions that are both correct (i.e., clean accuracy) and stable
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Figure 1: AuditVotes framework introduces two added compo-
nents: augmentation and conditional smoothing. The graph
rewiring augmentation de-noises the randomized graph to
improve data quality, and the confidence filter removes low-
quality predictions to enhance prediction consistency.

(i.e., robust ratio). Existing works [1, 20, 48, 57] have not adequately

addressed this inherent trade-off: they achieve a higher robustness

ratio often at a cost of introducing larger random noise to the input

graph, which can severely degrade data quality and significantly

diminish clean accuracy. For example, SparseSmooth [1] requires

applying a higher probability of edge addition 𝑝+ to ensure a larger

certified radius. However, even with a modest 𝑝+ value of 0.1, the

clean accuracy of the smoothed classifier will drop to less than 0.5.

Thus, a key challenge is to effectively mitigate the trade-off to make

certifiably robust GNNs practically applicable.

Prediction Consistency. It is commonly observed that cur-

rent smoothed classifiers [1, 6] often exhibit low prediction con-

sistency, meaning that the predictions over randomized graphs

vary significantly, which can lead to diminished certified perfor-

mance. Consequently, several works [17–19, 33, 43] have focused

on improving prediction consistency. However, these approaches

often impose a heavy computational burden, resulting in signifi-

cant overhead for the certification framework. Additionally, most of

the proposed techniques are tailored for image classification tasks,

with limited exploration in the graph learning domain. Therefore, a

critical challenge is to develop efficient and graph-specific methods

that enhance prediction consistency without introducing excessive

computational costs.

Robustness on unseen nodes. For the node classification task,

existing certifiably robust models focus primarily on transductive

learning setting [1, 3, 20, 26, 48], where the model leveraging the

complete graph during training to make predictions on known

nodes (already appeared in the graph). However, as noted in [14],

this transductive setting falls into a robustness pitfall: the model

can remember the clean graph to achieve perfect robustness on

known nodes while the robustness is unsure on unseen nodes.

Furthermore, real-world applications often require GNN models

to operate in an inductive setting [12, 36, 39, 42], where they must

generalize to accommodate new nodes continuously introduced to

the graph. For instance, in financial networks, as new accounts or

transactions emerge, models must classify and analyze these entities

without prior knowledge of their characteristics. This highlights

the necessity of an inductive certification framework to avoid the

pitfall of transductive learning and ensure superior robustness for

unseen nodes under evasion attacks.

To address the above challenges, we propose AuditVotes, a
general certification framework that can achieve both high clean

accuracy and certifiably robust ratio for GNNs. Our general strategy

is to keep a larger degree of randomization (for a higher robust

ratio) and improve the quality of the graph data as well as the qual-

ity of votes (to restore model accuracy). To this end, AuditVotes

(shown in Figure 1) introduces two components, augmentation

and conditional smoothing, that are seamlessly integrated into the

randomized smoothing pipeline. Specifically, we introduce graph

rewiring augmentation to pre-process the randomized graphs, aim-

ing to de-noise the randomized graph and enhance data quality by

rewiring the edges. Then, we apply conditional smoothing to the

prediction results of the base classifier, through which we aim to

filter out some low-quality predictions using a confidence filter to

improve the consistency of votes. Combining the pre-processing

of graph data and post-processing of votes, we can significantly

improve the overall certification performance. Moreover, we design

and evaluate AuditVotes in inductive learning, in which the model

is trained on a training graph and tested on new and unseen nodes.

Nevertheless, effectively fitting augmentation and conditional fil-

ters into the randomized smoothing pipeline has several challenges.

First, both the augmentation process and the conditional filter must

be highly efficient, as randomized smoothing typically requires

thousands of model inferences, and the augmenter must handle

a large number of randomized graphs. Second, the augmentation

process should be adaptive to the type and level of noise added to

the graph, ensuring the recovery of the original graph structure as

accurately as possible. Third, the augmenter and conditional filter

should be applicable in inductive learning, as the evasion attack on

the graph usually presents in inductive learning that the model has

not seen the testing nodes/graphs during training [7, 14]. Finally,

the newly integrated components may compromise the previously

established certificate, making it essential to establish a new the-

oretical robustness certificate for AuditVotes to ensure provable

robustness guarantees.

In this paper, we instantiate AuditVotes with simple yet effective

strategies. First, we introduced three graph augmentation meth-

ods that are efficient for randomized smoothing and well-suited

to inductive learning: Jaccard similarity augmenter (JacAug), fea-

ture auto-encoder augmenter (FAEAug), and multi-head similarity

augmenter (SimAug). These augmenters only rely on node fea-

tures to make edge predictions, allowing them to generalize to

unseen graphs or nodes. Additionally, they can be trained and

pre-computed once prior to the smoothing process to avoid re-

peated computation during the smoothing. To implement condi-

tional smoothing, we utilize model prediction confidence (Conf)

as a filtering condition: only high-confidence predictions are em-

ployed for voting. Finally, we establish a theoretically robust cer-

tification for AuditVotes by making a non-trivial adaption from

the existing certification. Last but not least, we note that there are

other smoothing schemes, such as de-randomized smoothing for

GNNs [55, 57] and randomized smoothing, Gaussian [6], for image

classification [6, 50]. Our AuditVotes as a general framework can

also be applied to other smoothing schemes with minor adaptation.

To validate our approach, we conduct extensive evaluations

demonstrating that AuditVotes significantly boosts clean ac-
curacy, certified accuracy, and empirical robustness while
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maintaining high efficiency and wide applicability. For ex-
ample, in defending against edge insertion attacks on the Citeseer

dataset, our augmentation SimAug improves the clean accuracy

from 14.7% to 70.9%, and our AuditVotes (SimAug+Conf) improves

the certified accuracy from 14.7% to 72.6% (when the attack power

is arbitrarily inserting 20 edges). Moreover, we evaluate AuditVotes

as an empirical defense under Nettack [67] and IG-attack [51]. On

the Cora-ML dataset, it achieves 96.7% empirical robustness when

the attacker budget is 5 edges per target node. This comprehensive

enhancement is of great importance for the practical deployment

of GNNs in security-sensitive applications, as it provides higher

accuracy and stronger guarantees of robustness. AuditVotes as a

general framework also has a significant advantage when applied to

other smoothing schemes such as GNNCert [57] and Gaussian [6].

For instance, AuditVotes (Conf) significantly improves the certified

accuracy by 19.6% on the CIFAR-10 dataset. Notably, AuditVotes

has a comparable runtime as vanilla smoothing, demonstrating its

efficiency. To summarize, our contributions are listed as follows:

• We propose AuditVotes, incorporating augmentation and

conditional smoothing, to provide high clean accuracy and

high certifiably robust accuracy.

• We instantiate three efficient graph augmentation strategies

(JacAug, FAEAug, SimAug) that are well-suited to inductive

learning settings and adapt to varying levels of noise.

• We instantiate the conditional smoothing process using

confidence scores (Conf), which significantly improves cer-

tified accuracy nearly for free in computation workload.

• AuditVotes is a model-agnostic and general framework that

can be easily extended to other smoothing schemes, such

as GNNCert [57] and Gaussian [6] (for image data).

• Through extensive evaluations, we demonstrate the supe-

rior performance of AuditVotes in boosting clean accuracy,

certified accuracy, and empirical robustness, while also

maintaining high efficiency and broad applicability.

2 Background and Problem Definition
In this section, we provide the necessary background by defining

notations, describing the node classification task with GNNs, in-

troducing certifying robustness frameworks applied to GNNs and

image classifiers, and defining the threat model.

2.1 Inductive Node Classification
We represent a graph as G = (V, E,X), where V and E denote the set

of nodes and edges, respectively, and X is the node feature matrix

of size |V| ×𝑑 . We useA to denote the adjacency matrix of the graph

G. Each node is associated with a label among Y = {1, 2, · · · ,𝐶},
and the node classifier, such as a GNN, aims to predict the labels.

To avoid the robustness pitfall of transductive learning as studied

in [14], we consider a fully inductive graph learning that a GNN

node classifier 𝑓 : G→ Y is trained on a training graph G𝑡𝑟𝑎𝑖𝑛 and

then the model can generalize to unseen nodes in the testing graph

G𝑡𝑒𝑠𝑡 . Note that the validation nodes and testing nodes are strictly

excluded from the training graph (see the experimental setup in

Section 6 for more details).

2.2 Certified Robustness for GNNs
The certified robustness model for GNNs can be grouped as a ran-

domized and de-randomized smoothing framework. The former

adds random noise to the graph, while the latter partition the graph

into several subgraphs. Then, the certificate is established based on

“majority votes" over multiple inputs.

2.2.1 Randomized Smoothing. The mainstream approach to realize

certified robustness is randomized smoothing with representative

works [1, 20, 26, 27, 48] calibrated for GNNs. Specifically, given an

input graph G and any base classifier 𝑓 (·) (such as a GNN), they

will add random noise to G, resulting in a collection of randomized

graphs denoted by 𝜙 (G), where 𝜙 (·) denotes the randomization

process. Then, the base classifier 𝑓 is used to make predictions over

the random graphs, and the final prediction is obtained through

majority voting. Equivalently, randomized smoothing can convert

any base classifier into a smoothed classifier 𝑔(·), defined as:

𝑔𝑣 (G) := argmax

𝑦∈Y
𝑝𝑣,𝑦 (G) := P(𝑓𝑣 (𝜙 (G)) = 𝑦), (1)

where P(𝑓𝑣 (𝜙 (G)) = 𝑦) denotes the probability of predicting a node
𝑣 as class 𝑦. Then, it can be proved that the smoothed classifier 𝑔

is provably robust with respect to a certain perturbation space B,

which defines the set of perturbations introduced by the attacker.

In this paper, we take SparseSmooth [1] as an example, and certify

against Graph Modification Attacks (GMA) perturbation where

the attacker can add at most 𝑟𝑎 edges and delete at most 𝑟𝑑 edges

among existing nodes. The 𝜙 (G) is defined as randomly adding

edges with probability 𝑝+ and removing edges with probability 𝑝− .
The smoothed model with larger 𝑝− and 𝑝+ can certify larger 𝑟𝑎
and 𝑟𝑑 . However, a high level of noise hinders the accuracy of the

smoothed model. In this paper, we aim to improve the trade-off

between model accuracy and robustness.

2.2.2 De-randomized Smoothing. De-randomized smoothing [55,

57] divides the graphs into several groups with fixed randomness.

For instance, GNNCert [57] partitions the edges E in the graph into

𝑇𝑠 groups {E1, E2, · · · , E𝑇𝑠 } via a hash functionH(·):
E𝑖 = {H (𝑠𝑢 ⊕ 𝑠𝑣)%𝑇𝑠 + 1 = 𝑖 | (𝑢, 𝑣) ∈ E}, (2)

where 𝑖 = 1, 2, · · · ,𝑇𝑠 , 𝑠𝑢 denotes the ID of node 𝑢, and ⊕ repre-

sents the concatenation of two strings. These edge sets then form

𝑇𝑠 subgraphs {G1,G2, · · · ,G𝑇𝑠 }. Then, the final prediction is also

obtained by “majority vote" over 𝑇𝑠 subgraphs:

𝑔𝑣 (G) = argmax

𝑦∈Y
𝑁𝑣 (𝑦) :=

𝑇𝑠∑︁
𝑖=1

I{𝑓𝑣 (G𝑖 ) = 𝑦}, (3)

where 𝑓𝑣 (G𝑖 ) is a base classifier that take G𝑖 as input, and the

subscript (·)𝑣 represented the classification results regarding a node
𝑣 . 𝑁𝑣 (𝑦) denotes the number of counts that the base classifier votes

class 𝑦 to node 𝑣 . Note that GNNCert [57] can also partition node

features at the same time to defend against feature manipulation.

Since we focus on structural attack, we set the group number of

feature partition 𝑇𝑓 = 1 (Keep all the nodes).

Assuming that the attacker can insert several nodes to perturb

the graph classification, one malicious node only shows in one

subgraph. Consequently, the model is certifiably robust to a certain

number of edge perturbations (addition or deletion). The group
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number 𝑇𝑠 (analogous to 𝑝−) controls the trade-off between model

accuracy and robustness. As the𝑇𝑠 increases, the subgraph becomes

sparser while the model can tolerate more edge perturbation. Never-

theless, the model accuracy is not satisfying because the subgraph

contains poor information for each node. Hence, the accuracy-

robustness trade-off also exists.

2.3 Certified Robustness for Image
Classification

Our AuditVotes can also be generalized to improve randomized

smoothing for image classification tasks [6]. Assume that 𝑓 (·) is
a image classifier the predicts label among Y = {1, 2, · · · ,𝐶}. The
Gaussian distribution 𝜖 ∼ N(0, 𝜎2𝐼 ) is added to the input image,

and then the smoothed model 𝑔(·) can be obtained by [6]:

𝑔(𝑥) = argmax

𝑦∈Y
P(𝑓 (𝑥 + 𝜖) = 𝑦). (4)

It was proved that the smoothed model is certifiably robust within

𝑙2-norm perturbation {𝑥 ′ : | |𝑥 ′ − 𝑥 | |2 ≤ 𝑅} with radius 𝑅 =
𝜎
2
(Φ−1 (𝑝𝐴) − Φ−1 (𝑝𝐵)), where Φ−1

is the inverse of Gaussian

Cumulative distribution function, 𝑝𝐴 is the lower bound of the

top-class probability, and 𝑝𝐵 is the upper bound of the runner-up

class probability. In this paper, we show that our proposed scheme

can also be used in image classification, which is the most common

domain in machine learning.

2.4 Threat Model
2.4.1 Attacker. It is known that GNN models are vulnerable to

adversarial attacks [46] where the attacker can modify the input

graph G (e.g., structure attack) to mislead node classification. In this

paper, we focus on Graph Modification Attacks (GMA) in which the

attacker can modify some of the edges among the existing nodes.

Specifically, we define the attacker setting as follows:

• Attacker’s knowledge: We assume the white-box (worst-

case) attacker knows all the graph structure, node features,

and node classifier.

• Attacker’s power: The attacker can add at most 𝑟𝑎 edges

and delete at most 𝑟𝑑 edges among existing nodes, which we

formally describe the perturbation space as: 𝐵𝑟𝑎,𝑟𝑑 (G) :=
{G′ |∑𝑖 𝑗 I(A′

𝑖 𝑗
= A𝑖 𝑗 −1) ≤ 𝑟𝑑 ,

∑
𝑖 𝑗 I((A′

𝑖 𝑗
= A𝑖 𝑗 +1) ≤ 𝑟𝑎}.

• Attacker’s goal: The attacker aims to perturb the classifi-

cation result of a target node in the testing phase (after the

model training).

2.4.2 Defender. For any node classifier, the defender’s goal is to

provide certified robustness that verifies whether the prediction

for a node is consistent under a bounded attack power 𝐵𝑟𝑎,𝑟𝑑 (G).
Furthermore, an ideal provable defense is supposed to provide:

• High clean accuracy: the model accuracy on the clean

graph without considering perturbation.

• High certified accuracy: the ratio of nodes that are both

correctly classified and certifiably robust.

3 The AuditVotes Framework
We design AuditVotes as a general framework (Figure 1) to improve

the performance of certified robustness for GNNs. The term Au-

ditVotes derives from its two essential components, Augmentation

and Conditional Smoothing, encapsulating our main idea of au-

diting or enhancing the quality of votes to bolster the majority-

vote-based certification. Here, we introduce the high-level idea of

AuditVotes and instantiate it in Section 4.

3.1 Noise-adaptive Augmentation
Randomized smoothing will inject undesirable noise into the graph,

which is the fundamental cause of the trade-off between clean

accuracy and certified robustness. Existing works often struggle to

balance this trade-off effectively: achieving high certified robustness

frequently results in a significant sacrifice in clean accuracy. For

example, existing research shows that most attacks on GNNs prefer

adding edges than deleting edges [22, 34, 46, 51, 68]. Consequently,

achieving high certified accuracy against edge addition is practically
significant. To achieve this, employing a larger 𝑝+ (i.e., probability

of adding edges in randomization) becomes essential to ensure a

larger certification radius. However, even with a modest 𝑝+ value

of 0.1, the clean accuracy of the smoothed classifier will drop to

less than 0.50 [1].

To better balance the trade-off, we propose an augmentation

component that operates on the randomized graph 𝜙 (G) before it
goes through the base classifier 𝑓 , thus serving as a pre-processing
step to remove the noise. Our strategy is to keep good randomization
parameters that will lead to superior certification performance, and

process the randomized graph to restore model accuracy. Our choice
for processing the randomized graphs is graph rewiring augmen-
tation [8, 63], which is a widely used technique for improving the

utility of input graphs by rewiring the edges.

However, effectively fitting augmentation into the randomized

smoothing pipeline has several requirements. First, the augmen-

tation process should be efficient, as it needs to process a large

number of randomized graphs. Second, the augmentation should

be adaptive to the specific randomization scheme, more specifically,

the type and level of noise added to the graph. For instance, when

the add-edge probability 𝑝+ is high, the augmentation is supposed

to remove more edges in order to recover the original graph. Sim-

ilarly, when 𝑝− is high, more edges should be added. Third, the
augmenter should be applicable in inductive learning, as the eva-

sion attack on the graph presents in inductive learning that the

model has not seen the testing nodes/graphs.

To apply augmentation, we create a function composition 𝑓 (A(·))
to be the new base classifier, where A(·) denotes an augmentation

model. With this scheme, the existing black-box certificates such

as [1, 20, 48, 57] can be easily applied to our augmented model with-

out change because these certificates are model-agnostic. Notably,

it also offers us the freedom to design the augmenter A. In Sec-
tion 4, we realized three simple yet effective augmentation
schemes based on node feature similarities to demonstrate
the feasibility of this idea.



AuditVotes: A Framework Towards More Deployable Certified Robustness for Graph Neural Networks

3.2 Conditional Smoothing
While augmentation enhances the input graph, the base classifier

could still make low-quality predictions over the processed graph.

Robustness certificates based on randomized smoothing [1, 3, 20, 48]

fundamentally depend on prediction consistency, with higher con-

sistency leading to stronger robustness guarantees [17, 19]. To

address this, we further propose a conditional smoothing frame-

work that post-process post-processes the predictions of the base
classifier before entering the voting procedure. This framework

filters out low-quality predictions to enhance prediction consis-

tency. Specifically, we define a filtering function, denoted as ℎ(·),
which outputs either 0 or 1, where 0 indicates that the prediction

is included in the voting process and 1 excludes it. Then, we can

construct a conditional smoothed classifier 𝑔𝑐 (·) as follows:

𝑔𝑐 (G) := argmax

𝑦∈Y
𝑝𝑣,𝑦 (G) := P(𝑓 (𝜙 (G)) = 𝑦 |ℎ(𝜙 (G)) = 0), (5)

where 𝑝𝑣,𝑦 (G) represents the probability of predicting an input

graph G as class 𝑦 conditioned on the criterion that ℎ(𝜙 (G)) = 0.

Next, we establish the conditions under which the conditional

smoothed classifier is certifiably robust, which is a non-trivial adap-

tion from the existing certification method [1]. It is challenging that

the filtering function (e.g., model prediction confidence introduced

in Section 4.2) might be non-traceable, and it is not sure what kinds

of random graphs are to be filtered. Nevertheless, we establish the

theoretical guarantee that is suitable for arbitrarily filtering func-

tions ℎ. Specifically, given a node 𝑣 , let 𝑦𝐴 and 𝑦𝐵 denote the top

predicted class and the runner-up class, respectively. Let 𝑝𝐴 and

𝑝𝐵 denote the lower bound of 𝑝𝑣,𝑦𝐴 and the upper bound of 𝑝𝑣,𝑦𝐵 ,

respectively. We have the certificate as follows:

Theorem 1. Let the conditional smoothed classifier 𝑔𝑐 (·) be as de-
fined in Eq. (5). We divideG into 𝐼 disjoint regionsG =

⋃𝐼
𝑖=1 R𝑖 , where

R𝑖 denote the consent likelihood ratio region that P(𝜙 (G)=𝑍 )
P(𝜙 (G′ )=𝑍 ) = 𝑐𝑖

(a constant), ∀𝑍 ∈ R𝑖 . Let 𝑟𝑖 = P(𝜙 (G) ∈ R𝑖 ), 𝑟 ′𝑖 = P(𝜙 (G′) ∈ R𝑖 )
denote the probability that the random sample fall in the partitioned
region R𝑖 . We define 𝜇𝑟𝑎,𝑟𝑏 as follows:

𝜇𝑟𝑎,𝑟𝑏 := min

s,t
s𝑇 r′ − t𝑇 r′, (6)

s.t. s𝑇 r = 𝑝𝐴, t𝑇 r = 𝑝𝐵, s ∈ [0, 1]𝐼 , t ∈ [0, 1]𝐼 .

Then for ∀G′ ∈ B𝑟𝑎,𝑟𝑏 (G), we have 𝑔𝑣 (G′) = 𝑔𝑣 (G), if 𝜇𝑟𝑎,𝑟𝑏 > 0.

The proof of Theorem 1 is provided in Appendix A.1. Given the

condition to determine certified robustness, Theorem 1 lays the

theoretical foundation for integrating the filtering function ℎ(·)
into the randomized smoothing framework. Notably, it offers us the

freedom to design the function ℎ to improve the quality of votes. In

Section 4.2, we implement a simple yet effective filtering function

based on the confidence of the prediction made by the classifier.

4 Instantiation
In this section, we instantiate the augmentation and conditional

smoothing in AuditVotes with efficient and effective strategies.

More implementation details and algorithms are in Appendix B.

X
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• Jaccard Similarity
(JacAug)
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Edge prediction model
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edges

Negative
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Given
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• Auto Encoder
• Multi-head
Similarity

Edge prediction model training

Cross
Entropy
Loss ℒ!"#

A’• FAEAug
• SimAug

Adaptive
threshold
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Figure 2: We propose three graph rewiring augmentations
(JacAug, FAEAug, and SimAug). JacAug is a learning-free
augmenter, and the others are learnable augmenters that are
trained to recover the original graph via edge prediction.

4.1 Efficient and Inductive Augmentations
We design graph rewiring augmentation (de-noise) methods that

are computationally efficient, suitable for the inductive setting,

and adaptive to noise levels. Randomized smoothing in the graph

domain typically involves two types of noise:

• Edge addition (with probability 𝑝+), which introduces spuri-

ous edges that can increase graph density and heterophily,

making it harder for the model to distinguish meaningful

patterns.

• Edge deletion (with probability 𝑝−), which might remove

important edges, disrupting the original graph structure

and reducing connectivity.

To address the side effects introduced by the randomization, we pro-

pose three augmentation strategies–JacAug, FAEAug, and SimAug,

to de-noise the noisy graphs (Figure 2). These strategies are:

• Efficient: The augmentation pipeline minimizes redundant

computations by precomputing reusable components (e.g.,

edge intensity matrix) and applying lightweight operations

during inference. This design ensures scalability to large

sampling sizes in randomized smoothing.

• Adaptive: The augmentation dynamically adjusts to noise

parameters 𝑝+ and 𝑝− by estimating the number of edge

additions and deletions introduced by randomization, prun-

ing, and recovering edges accordingly.

• Inductive: The augmentation methods learn transferable

patterns from node features, ensuring effective generaliza-

tion to unseen testing graphs.

4.1.1 Augmentation based on Jaccard Similarity (JacAug).
Inspired by the simple but effective defense approach proposed for

GNNs, the GCNJaccard [51], we propose a simple graph rewiring

augmentation. We set a threshold 𝜏 to prune the existing edge with

𝐽𝑢,𝑣 ≤ 𝜏 , and we add the edge if the Jaccard similarity exceeds a

threshold 𝜉 . Specifically, the Jaccard similarity (binary features)

between node 𝑢 and 𝑣 is represented as follows:

𝐽𝑢,𝑣 =
x𝑇𝑢 x𝑣

x𝑇𝑢 1 + x𝑇𝑣 1 − x𝑇𝑢 x𝑣
, (7)

where the x𝑢 and x𝑣 are the node features, and 1 denotes the all

one vector, and 𝑇 denotes the matrix transpose.
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Figure 3: Certified accuracy comparison and confidence score distribution analysis. The correctly classified nodes tend to have
high confidence scores. By filtering the low-confidence predictions, conditional smoothing improves the certified accuracy.

To reduce computation workload and avoid repeated similar-

ity computation during smoothing, we only need to pre-calculate

Jaccard similarity for all potential edges and store it in a Jaccard

similarity matrix J. During inference, graph rewiring is performed

efficiently using the following formula:

A′ = A ◦ (J > 𝜏) + (A = 0) ◦ (J > 𝜉), (8)

where ◦ denotes element-wise matrix multiplication, and (J > 𝜏) is
a binary matrix where each element is 1 if 𝐽𝑢,𝑣 > 𝜏 and 0 otherwise.

The term A ◦ (J > 𝜏) retains edges with 𝐽𝑢,𝑣 > 𝜏 . Similarly, (A = 0)
is the complement of the adjacency matrix, where each element is 1

if 𝐴𝑢,𝑣 = 0, and the term (A = 0) ◦ (J > 𝜉) adds edges with 𝐽𝑢,𝑣 > 𝜉 .

4.1.2 Augmentation based on FeatureAuto-encoder (FAEAug).
Auto-encoder is widely used for graph augmentation [64]. Never-

theless, when the smoothing applies a high level of noise that ran-

domly adds edges (𝑝+), GNN-based models are ineffective because

the graph becomes too dense and highly heterophilic. To tackle the

challenge, we propose a simple graph augmentation that only relies

on node features:

F = 𝜎 (ZZ𝑇 ), Z = W1 (ReLU(W2 (X))), (9)

where W1 and W2 are trainable parameters, and 𝜎 is a sigmoid

activation function. This augmentation model is suitable for the

inductive learning setting. The parameters W1 and W2 trained

on the training graph can be generalized to testing graphs with

new nodes. Specifically, given a training subgraph, we can sample

a set of positive edges 𝐸𝑝𝑜𝑠 and negative edges 𝐸𝑛𝑒𝑔 . Then, we

employ binary cross-entropy loss for the graph augmentation (edge

prediction) model training:

L𝑎𝑢𝑔 = − 1

|𝐸𝑝𝑜𝑠 ∪ 𝐸𝑛𝑒𝑔 |
[

∑︁
(𝑢,𝑣) ∈𝐸𝑝𝑜𝑠

𝑙𝑜𝑔(𝐹𝑢,𝑣)

+
∑︁

(𝑢,𝑣) ∈𝐸𝑛𝑒𝑔
𝑙𝑜𝑔(1 − 𝐹𝑢,𝑣)], (10)

where 𝐹𝑢,𝑣 is an element in F corresponding to the edge (𝑢, 𝑣),
representing the probability of edge existence. Similarly, after the

augmentation model is trained, the edge intensity matrix F can

also be pre-calculated once for the testing graph. The augmented

adjacency matrix A′
is then obtained by pruning edges with 𝐹𝑢,𝑣 ≤

𝜏 and adding edges where 𝐹𝑢,𝑣 > 𝜉 :

A′ = A ◦ (F > 𝜏) + (A = 0) ◦ (F > 𝜉). (11)

4.1.3 Augmentation based onMulti-head Similarity (SimAug).
Inspired by [5, 21, 60], we implement an effective graph augmenta-

tion model based on a multi-head similarity function:

𝑆
𝑞
𝑢,𝑣 = 𝑐𝑜𝑠 (w𝑞 ◦ x𝑢 ,w𝑞 ◦ x𝑣), 𝑆𝑢,𝑣 =

1

𝑚

𝑚∑︁
𝑞=1

𝑠
𝑞
𝑢,𝑣, (12)

where w𝑞 is a trainable parameter that weighted the node feature

dimension, and 𝑚 is the number of heads. Compared to the Jac-

card similarity, this multi-head similarity function is supposed to

capture a more comprehensive pattern because different weights

correspond to a different similarity function. This augmentation

model is also suitable for inductive settings and follows a similar

training procedure with the loss function in Eq. (10) (substituting

𝐹𝑢,𝑣 by 𝑆𝑢,𝑣 ). Once trained, the multi-head similarity matrix S is pre-
computed for the testing graph. The augmented adjacency matrix

A′
is obtained by pruning edges with 𝑆𝑢,𝑣 ≤ 𝜏 and adding edges

where 𝑆𝑢,𝑣 > 𝜉 :

A′ = A ◦ (S > 𝜏) + (A = 0) ◦ (S > 𝜉). (13)

4.1.4 Noise-adaptive thresholds. The augmentation strategies

require two thresholds, 𝜏 and 𝜉 . We propose a simple and effective

method to select noise-adaptive thresholds automatically. Specifi-

cally, given the noise parameters 𝑝+ and 𝑝− , we can estimate the

number of edges that are randomly added or deleted in the smooth-

ing randomization. Firstly, we calculate the edge sparsity in the

training graph: 𝑒𝑟𝑎𝑡𝑖𝑜 :=
∑
A𝑡𝑟𝑎𝑖𝑛/|V𝑡𝑟𝑎𝑖𝑛 |2, where A𝑡𝑟𝑎𝑖𝑛 is the

adjacency matrix and |V𝑡𝑟𝑎𝑖𝑛 | is the number of nodes in the training

graph. For the testing graph, the expected number of edges before
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perturbation is 𝐸′ := 𝑒𝑟𝑎𝑡𝑖𝑜 × |V𝑡𝑒𝑠𝑡 |2. The number of edges to be

added and removed is then estimated as:

𝐴𝐷𝐷 = ⌊𝐸′ × 𝑝−⌋, (14)

𝐷𝐸𝐿 = ⌊(|V𝑡𝑒𝑠𝑡 |2 − 𝐸′) × 𝑝+⌋, (15)

where 𝐴𝐷𝐷 corresponds to edges deleted during randomization,

while𝐷𝐸𝐿 represents spurious edges added. Threshold 𝜉 is set based

on the top-𝐴𝐷𝐷 values (in descending order), and threshold 𝜏 is set

based on the top-𝐷𝐸𝐿 values (in ascending order). This approach

ensures that the thresholds adapt efficiently to the noise level.

4.2 Filtering Function
In this section, we instantiate the filtering function ℎ(·) in Eq. (5)

using confidence scores predicted by the base classifier, and this

technique improves the certified accuracy nearly for free in com-

putation workload.

4.2.1 Conditional smoothing based on confidence scores. In this pa-

per, we find that simply employing the prediction confidence of the

base classification can effectively improve the certified accuracy.

For any random sample ∀G ∈ G, the node classifier 𝑓 will also

return the confidence for the prediction, and we denote the con-

fidence as 𝑐𝑜𝑛𝑓 (G). Intuitively, the classifier has higher accuracy
for those samples with high confidence. To explore the impact of

confidence on node classification, we visualize the confidence dis-

tribution for correctly and incorrectly classified samples (Figure 3

(b,e,h,k)). Notably, the high-confidence group exhibits significantly

higher node classification accuracy. Based on this observation, we

use confidence as a filtering criterion. Specifically, we set a thresh-

old 𝜃 to filter the sample: We only keep the random sample with

confidence 𝑐𝑜𝑛𝑓 (𝜙 (G)) > 𝜃 for voting. The filtering function is

defined as:

ℎ(𝜙 (G)) =
{
0 if 𝑐𝑜𝑛𝑓 (𝜙 (G)) > 𝜃,

1 otherwise.

(16)

Note that this conditional function requires nearly no extra compu-

tation and model training.

4.2.2 Other filtering functions. We note that other metrics or bi-

nary classification models can also serve as the filtering function.

The node homophily score [38, 65] is associated with the perfor-

mance of GNNs. Furthermore, some victim node detection metrics

have been proposed for graph adversarial detection, such as JSD-

divergence [61]. To jointly utilize these metrics, we employ an MLP

model with three combined features as its input: confidence score

𝐶𝑜𝑛𝑓 (·), homophily score 𝐻𝑜𝑚𝑜 (·), and JSD-divergence 𝐽𝑆𝐷 (·).
Specifically, we defineℎ(𝜙 (G)) = 𝑀𝐿𝑃 (𝐶𝑜𝑛𝑓 (𝜙 (G)), 𝐻𝑜𝑚𝑜 (𝜙 (G)),
𝐽𝑆𝐷 (𝜙 (G))). Then, we can sample some noise graphs 𝜙 (G) and
train the MLP model on the training nodes with labels of whether

they are correctly classified by the base classifier 𝑓 . Nevertheless,

experiments show that combining metrics provides only marginal

improvements in certified accuracy (see Appendix C.1) while signifi-

cantly increasing computational cost and requiring hyperparameter

tuning. Thus,we recommend using confidence scores alone as a simple,
effective, and computationally efficient filtering strategy.

5 Wide Applicability of AuditVotes
In this section, we demonstrate the wide applicability and generality

of the proposed AuditVotes framework. Specifically, we show how

AuditVotes can be extended to other certification schemes, includ-

ing the GNN de-randomized smoothing framework GNNCert [57]

and the randomized Gaussian smoothing scheme [6], originally

designed for image classification.

5.1 Applicability for de-randomized smoothing
GNNCert [57] divides the graph’s edges into several groups to create

subgraphs and then uses "majority voting" based on predictions

from these subgraphs to produce a robust final prediction. However,

the subgraphs created by this division often have fewer edges, which

can lead to reduced model accuracy.

The graph augmentation scheme in AuditVotes mitigates the

loss of graph information caused by this division. Specifically, after

dividing the graph into subgraphs and before classification, we

apply augmentation to the subgraphs. Similar to the randomized

smoothing framework, the guarantees provided by de-randomized

smoothing are compatible with arbitrary base classifiers. Therefore,

we can compose a new base classifier as 𝑓 (A(·)), where A(·)
represents graph augmentation. With this approach, the GNNCert

certificate remains directly applicable to the augmented model

without modification.

To implement noise-adaptive thresholds for graph augmentation

in GNNCert, we exploit the absence of added edges in the subgraphs.

Different from SparseSmooth [1], GNNCert has a different type

of noise. It does not involve random edge addition, but the edge

division is analogous to random edge deletion with noise level

controlled by the number of division groups 𝑇𝑠 . Specifically, we set

the edge-pruning threshold 𝜏 = 0 and focus on determining the

edge-addition threshold 𝜉 . Following the method in Section 4.1.4,

we estimate the total number of edges in the original graph as

𝐸′ = 𝑒𝑟𝑎𝑡𝑖𝑜 × |V𝑡𝑒𝑠𝑡 |2. Given 𝑇𝑠 subgraph divisions, the expected

number of edges to add is 𝐴𝐷𝐷 = ⌊𝐸′ × (1 − (1/𝑇𝑠 ))⌋. Finally, we
set the edge-addition threshold 𝜉 based on the top-𝐴𝐷𝐷 values.

5.2 Applicability for Gaussian smoothing
We extend the conditional smoothing framework of AuditVotes

to Gaussian [6], the most typical and representative randomized

smoothing scheme for image classification tasks. Specifically, we

define the conditional smoothed model as:

𝑔𝑐 (𝑥) = argmax

𝑦∈Y
P(𝑓 (𝑥 + 𝜖) = 𝑦 |ℎ(𝑥 + 𝜖) = 0), (17)

where 𝜖 ∼ N(0, 𝜎2𝐼 ), and ℎ(·) is the conditional function as de-

fined in Eq. (16). This model involves Gaussian noise in continuous

space while SparseSmooth [1] employs discrete and binary noise

distribution. As a result, a new certificate needs to be explored with

conditional smoothing on noise continuous distribution. It is also

challenging that it is not sure what kinds of random images are to be

filtered. Artfully, we employ Neyman-Pearson Lemma [41] to avoid

the direct estimation ofℎ(·). Given an image 𝑥 , let𝑦𝐴 and𝑦𝐵 denote

the top predicted class and the runner-up class, respectively. Let 𝑝𝐴

and 𝑝𝐵 denote the lower bound of P(𝑓 (𝑥 + 𝜖) = 𝑦𝐴 |ℎ(𝑥 + 𝜖) = 0)
and the upper bound of P(𝑓 (𝑥 + 𝜖) = 𝑦𝐵 |ℎ(𝑥 + 𝜖) = 0), respectively.
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Next, we establish the condition for the conditional smoothed clas-

sifier to be certifiably robust, which is a non-trivial adaption from

the existing certification method [6].

Theorem 2. Let the conditional smoothed classifier 𝑔𝑐 (·) be as
defined in Eq. (17).∀𝑥 ′ ∈ {𝑥 ′ : | |𝑥 ′−𝑥 | |2 ≤ 𝑅}, we have𝑔(𝑥 ′) = 𝑔(𝑥),
where the robust radius is defined as:

𝑅 =
𝜎

2

(Φ−1 (𝑝𝐴) − Φ−1 (𝑝𝐵)) . (18)

The proof of Theorem 2 is provided in Appendix A.2.

6 Experimental Evaluations
In this section, we comprehensively evaluate our proposed certifi-

ably robust framework AuditVotes from five aspects: clean accuracy,

certified accuracy, empirical accuracy, applicability, and efficiency.

In summary, we present our experimental results by answering the

following research questions:

• Q1 [Certified Accuracy]: How effectively can AuditVotes

improve certified accuracy? Why it works?

• Q2 [Trade-off]: How effective is AuditVotes in mitigating

the trade-off between certified accuracy (robustness) and

clean accuracy?

• Q3 [Empirical Accuracy]: How does AuditVotes perform

in defending against adversarial attacks?

• Q4 [Applicability]: How applicable are the augmentation

and conditional smoothing components to other smoothing

frameworks?

• Q5 [Efficiency]: How efficient is AuditVotes compared to

vanilla randomized smoothing and other advanced models?

6.1 Experimental Setup
We describe the evaluation environment, including datasets, models,

baselines, parameter settings, and attack settings.

6.1.1 Datasets. We evaluate AuditVotes on several benchmark

datasets, including graph datasets (Citeseer, Cora-ML, PubMed) and

image datasets (MNIST, CIFAR-10). The statistics for these datasets

are provided in Table 1 and Table 2.

Table 1: Statistics of graph datasets.

Datasets Nodes Edges Classes Dimension

Cora-ML 2,810 7,981 7 2,879

Citeseer 2,110 3,757 6 3,703

PubMed 19,717 44,338 3 500

For graph datasets, we adopt an inductive semi-supervised graph

learning similar to [14]. Specifically, we sample 50 nodes per class

for labeled training nodes (V𝑙𝑡𝑟𝑎𝑖𝑛) and validation nodes (V𝑣𝑎𝑙 ).

Then, in each class, we sample 20% of nodes to form testing nodes

(V𝑡𝑒𝑠𝑡 ) in the Citeseer and Cora-ML datasets. For the PubMed

dataset, we sample 60% of nodes as testing nodes. The remaining

nodes are used as unlabeled training nodes (V𝑢𝑡𝑟𝑎𝑖𝑛). The training
graph G𝑡𝑟𝑎𝑖𝑛 consists of the labeled training nodes and unlabeled

training nodes (V𝑙𝑡𝑟𝑎𝑖𝑛 +V𝑢𝑡𝑟𝑎𝑖𝑛), the validation graph involved the

nodes in G𝑡𝑟𝑎𝑖𝑛 and validation nodes (V𝑙𝑡𝑟𝑎𝑖𝑛 +V𝑢𝑡𝑟𝑎𝑖𝑛 +V𝑣𝑎𝑙 ), and

the testing graph G𝑡𝑒𝑠𝑡 involves all the nodes (V𝑙𝑡𝑟𝑎𝑖𝑛 + V𝑢𝑡𝑟𝑎𝑖𝑛 +

V𝑣𝑎𝑙 + V𝑡𝑒𝑠𝑡 ). For image datasets (MNIST and CIFAR-10), we adopt

the dataset configurations as detailed in Table 2.

Table 2: Statistics of image datasets.

Datasets Training set Testing set Classes Dimension

MNIST 60k 10k 10 28 × 28 × 1

CIFAR-10 50k 10k 10 32 × 32 × 3

6.1.2 Models and Baselines.

Node Classification Task. For node classification, we use Spars-
eSmooth [1] and GNNCert [57] as the baselines and compare with

various AuditVotes configurations applied to them. The evaluated

models include:

• GCN: The original SparseSmoothmodel [1] or GNNCert [57]

using graph convlutional network (GCN) [25] as the base

classifier.

• GCN+JacAug: GCN with our JacAug augmenter.

• GCN+JacAug+Conf: AuditVotes framework with both

JacAug and the confidence filter (Conf).

• GCN+FAEAug: GCN with our FAEAug augmenter.

• GCN+FAEAug+Conf: AuditVotes frameworkwith FAEAug

and Conf.

• GCN+SimAug: GCN with our SimAug augmenter.

• GCN+SimAug+Conf: AuditVotes frameworkwith SimAug

and Conf.

Following [1], we also evaluate APPNP [13] as the base model,
and the results are presented in Appendix C.3.

Image Classification Task. For the image classification task, we

compare our proposed conditional smoothing to three baselines:

1) Gaussian [6]: The initial randomized smoothing model.

Gaussian noise is added to the input image, and then the

smoothed classification is obtained by majority voting re-

garding the noisy input. Noisy samples are used for aug-

mented training samples to improve the generalization.

2) Stability [33]: It introduced a stability regularization term

in the loss function to improve the prediction consistency.

Specifically, the stability regularization forces the predicted

probability vector of the original data and the data with

Gaussian noise to be close.

3) CAT-RS [18]: It proposed a confidence-aware training strat-

egy that uses prediction confidence to regularize the loss

function. Specifically, it prevents the samples with low con-

fidence from being highly (certified) robust while forcing

high-confidence samples to be highly (certified) robust.

4) Conf (Ours): We propose a conditional smoothing frame-

work and use conference scores to filter the votes. Our

model is a post-training process and does not need extra

computation workload during training.

Adversarial Attack Defense. Moreover, the smoothed models can

also serve as empirical robust models defending against actual ad-

versarial attacks. We also evaluate the effectiveness of our proposed

AuditVotes as an empirical robust model under Nettack [67] and

IG-attack [51] (widely used structure attacks for graph data). We

compare our models with regular (non-smoothed) robust GNNs:
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1) GCN [25]: The most classical graph convolutional network.

2) GAT [47]: Graph attention network (GAT) employs atten-

tion layers to learn the weights for neighbor nodes during

the aggregation.

3) MedianGCN [4]: It substitutes the weighted mean aggre-

gation in GCN by median aggregation. The median aggre-

gation is shown to be more robust as it is less sensitive to

outliers.

4) AirGNN [37]: Node-wise adaptive residual was added to

GNN model. It proposed an adaptive message passing that

will assign more residuals on normal features that should

be more consistent with local neighbors.

Model settings and hyper-parameters. We provide the detailed

model settings and hyper-parameters in Appendix B.1.

6.2 Improving the Certified Accuracy (Q1)
In this section, we answer question Q1 by demonstrating the more

advanced certified accuracy contributes to the AuditVotes.We evalu-

ate its performance in defending against edge deletion perturbation

(Table 3 and Figure 3 (a,d)) and edge addition perturbation (Table 4

and Figure 3 (g,j)). Specifically, we use the same smoothing parame-

ters: 𝑝+ = 0.0, 𝑝− = 0.8 for certifying 𝑟𝑑 and 𝑝+ = 0.2, 𝑝− = 0.6 for

certifying 𝑟𝑎 . To analyze the contribution of individual components

in AuditVotes, we conduct ablation studies by applying augmen-

tation and the confidence filter separately. Finally, we present the

overall impact of the full AuditVotes framework.

Table 3: Certified accuracy comparison (𝑝+ = 0.0, 𝑝− = 0.8).

datasets

model +

augmentor

conditional

smoothing

certified accuracy (𝑟𝑑 )

0 5 10 20

Citeseer

GCN ([1])

None 0.700 0.596 0.550 0.517

+Conf 0.748 0.683 0.656 0.613

GCN+JacAug

None 0.695 0.620 0.599 0.582

+Conf 0.663 0.630 0.623 0.589

GCN+FAEAug

None 0.680 0.620 0.582 0.558

+Conf 0.675 0.644 0.630 0.589

GCN+SimAug

None 0.738 0.671 0.632 0.608

+Conf 0.733 0.702 0.683 0.659

Cora-ML

GCN ([1])

None 0.781 0.651 0.549 0.488

+Conf 0.804 0.745 0.665 0.573

GCN+JacAug

None 0.772 0.710 0.676 0.637

+Conf 0.781 0.749 0.735 0.690

GCN+FAEAug

None 0.758 0.671 0.623 0.593

+Conf 0.770 0.726 0.687 0.653

GCN+SimAug

None 0.793 0.704 0.660 0.614

+Conf 0.811 0.745 0.712 0.667

PubMed

GCN ([1])

None 0.788 0.712 0.656 0.587

+Conf 0.794 0.737 0.686 0.622

GCN+JacAug

None 0.789 0.723 0.680 0.626

+Conf 0.795 0.746 0.711 0.657

GCN+FAEAug

None 0.790 0.739 0.700 0.655

+Conf 0.789 0.745 0.709 0.669

GCN+SimAug

None 0.800 0.786 0.761 0.662

+Conf 0.800 0.783 0.761 0.669

Table 4: Certified accuracy comparison (𝑝+ = 0.2, 𝑝− = 0.6).

datasets

model +

augmentor

conditional

smoothing

certified accuracy (𝑟𝑎)

0 5 10 20

Citeseer

GCN ([1])

None 0.147 0.147 0.147 0.147

+Conf 0.147 0.147 0.147 0.147

GCN+JacAug

None 0.704 0.596 0.522 0.486

+Conf 0.724 0.560 0.486 0.389

GCN+FAEAug

None 0.690 0.683 0.680 0.675

+Conf 0.697 0.690 0.688 0.685

GCN+SimAug

None 0.709 0.709 0.709 0.709

+Conf 0.726 0.726 0.726 0.726

Cora-ML

GCN ([1])

None 0.140 0.140 0.140 0.140

+Conf 0.140 0.140 0.140 0.140

GCN+JacAug

None 0.738 0.690 0.681 0.674

+Conf 0.738 0.688 0.680 0.674

GCN+FAEAug

None 0.719 0.706 0.703 0.701

+Conf 0.720 0.706 0.703 0.699

GCN+SimAug

None 0.750 0.727 0.719 0.712

+Conf 0.752 0.726 0.720 0.713

PubMed

GCN ([1])

None OOM OOM OOM OOM

+Conf OOM OOM OOM OOM

GCN+JacAug

None 0.766 0.745 0.739 0.732

+Conf 0.766 0.745 0.739 0.732

GCN+FAEAug

None 0.775 0.767 0.765 0.764

+Conf 0.775 0.767 0.765 0.764

GCN+SimAug

None 0.800 0.800 0.800 0.800
+Conf 0.800 0.800 0.800 0.800

Table 5: Statistics of smoothed graphs (𝑝+ = 0.2, 𝑝− = 0.6)
without/with augmentation.

datasets graphs reconstruction AUC homophily

Citeseer

Original graph 1.000 0.803

Smoothed graph None 0.191

+JacAug 0.899 0.821

+FAEAug 0.916 0.872

+SimAug 0.920 0.895

Cora-ML

Original graph 1.000 0.848

Smoothed graph None 0.172

+JacAug 0.817 0.792

+FAEAug 0.921 0.866

+SimAug 0.836 0.924

6.2.1 Impact of Augmentations. Firstly, we begin by evaluating

the impact of augmentations on certified accuracy by comparing

models without augmentations (GCN) and those with augmenta-

tions (JacAug, FAEAug, and SimAug). When certifying edge dele-

tion robustness (𝑟𝑑 ), all three augmentations improve certified ac-

curacy across all datasets (Table 3). For instance, in the Citeseer

dataset, when the attacker deletes 20 edges (𝑟𝑑 = 20), the certified

accuracy improves from 51.7% (GCN) to 58.2% (GCN+JacAug), 55.8%

(GCN+FAEAug), and 60.8% (GCN+SimAug). Similar improvements

are observed across the Cora-ML and PubMed datasets.
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Moreover, more significant improvements can be observed when

certifying 𝑟𝑎 with a high noise level of 𝑝+ (as shown in Table 4). No-

tably, the GCN+SimAug achieves at least 70.0% certified accuracy

when 𝑟𝑎 = 20. More specifically, SimAug improves the certified ac-

curacy by 382.3% and 408.6% in the Citeseer and Cora-ML datasets.

Note that this parameter is essential for certifying against realistic

attacks that tend to add edges (Figure 11). The certified accuracy of

vanilla GCN drops below 15.0% due to its low model accuracy. The

noise 𝑝+ breaks the pattern of the graph, such as the homophily, and

the GCN corrupts. Furthermore, the computation memory require-

ment increases sharply due to the graph density increasing and

causes out-of-memory (OOM), especially in the PubMed dataset.

In contrast, our augmentations adaptively adjust the graph’s spar-

sity (Figure 14), significantly mitigating these issues. As shown in

Table 5, our augmentations restore the smoothed graph to the orig-

inal graph with high reconstruction AUC over 0.80. Moreover, the

augmentations not only recover the homophily but also enhance

the homophily. These results underscore the effectiveness of our

proposed augmentations in pre-processing the smoothed graphs.

6.2.2 Impact of Confidence Filter. Next, we investigate the

impact of the conditional smoothing approach by applying the

confidence filter (Conf) to GCN, GCN+JacAug, and GCN+FAEAug

models. By leveraging our confidence filter, we achieve a notable

enhancement in certified accuracy, especially in the case of certi-

fying edge deletion. For all four models and in all three datasets,

we observe a positive effect of the confidence filter in raising the

certified accuracy (as shown in Table 3). For instance, in the Cite-

seer dataset, the Conf improves the certified accuracy of GCN from

51.7% to 61.3%. In Figure 4, we visualize the distribution of 𝑝𝐴 in the

vanilla smoothing (without Conf) and conditional smoothing with

confidence filter (Conf). Higher 𝑝𝐴 indicates a higher prediction

consistency. We observe that the confidence filter improves the

prediction consistency significantly, and this is the main reason

that the Conf improves the certified accuracy.

For edge addition robustness (𝑟𝑎), the confidence filter also yields

slight improvements (Table 4). This is because the prediction con-

sistency is already high under this noise level, and it is hard to

be further improved. Importantly, as shown in Section 6.6, these

benefits come with minimal additional computational overhead,

making the confidence filter an efficient and practical enhancement.
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Figure 4: Prediction consistency w/wo confidence filter.

6.2.3 Overall Impact of AuditVotes. When combining both aug-

mentation and the confidence filter, the full AuditVotes framework

achieves the most significant improvement in certified accuracy.

For edge deletion robustness (𝑟𝑑 = 20), AuditVotes with SimAug

and Conf achieves certified accuracy of 65.9% (Citeseer), 66.7%

(Cora-ML), and 66.9% (PubMed), representing improvements of

27.5%, 36.7%, and 14.0%, respectively, compared to vanilla GCN

(Table 3). Moreover, the advantage of AuditVotes is even more

significant edge addition robustness (Table 4). Specifically, when

𝑟𝑎 = 20, AuditVotes (GCN+SimAug+Conf) achieves 72.6% (Cite-

seer), 71.3% (Cora-ML), and 80.0% (PubMed), while the baseline

GCN is not working well (with accuracy less than 15.0% or OOM

errors). Compared to vanilla GCN, AuditVotes improves certified ac-

curacy by 393.9% and 409.3% on the Citeseer and Cora-ML datasets,

respectively. These results highlight the effectiveness of AuditVotes,

which integrates augmentation and the confidence filter to achieve

the most substantial improvements in certified accuracy.
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Figure 5: Clean accuracy and certified accuracy trade-off.

6.3 Improving the Trade-off (Q2)
Higher noise levels (𝑝+ and 𝑝−) in the smoothing distribution gen-

erally result in higher certified accuracy, assuming other conditions

remain constant. However, increased noise often reduces clean accu-

racy, thereby diminishing the model’s utility. Despite this inherent

trade-off, the balance between robustness and accuracy can be sig-

nificantly improved. Next, we address Q2 by demonstrating how

AuditVotes effectively enhances the accuracy-robustness trade-off.

We evaluate clean accuracy and certified accuracy across various

noise levels of 𝑝+ (Figure 5) and 𝑝− (Figure 12 in Appendix). A data

point indicates a better trade-off when it is closer to the upper-right

corner of the plot, representing both high clean accuracy and high

certified accuracy. At identical noise levels, AuditVotes consistently

achieves superior clean accuracy and certified accuracy compared

to the baseline.

When certifying edge addition robustness (Figure 5), the model

GCN+SimAug+Conf (red cross) demonstrates the best trade-off on

both the Cora-ML and Citeseer datasets. Among the other augmen-

tations, JacAug (yellow) shows better clean accuracy in most cases,

whereas FAEAug (green) achieves higher certified accuracy.

When certifying edge deletion robustness (Figure 12), the re-

sults exhibit greater diversity. Nonetheless, it is evident that all

AuditVotes variants consistently outperform the baseline (vanilla

smoothing with GCN, represented by gray dots). This advantage is

observed across all three datasets, regardless of whether the robust-

ness is evaluated for smaller perturbations (𝑟𝑑 = 5) or larger pertur-

bations (𝑟𝑑 = 20). When verifying a larger 𝑟𝑑 (Figure 12 (c,d,f)), we

still observe that SimAug performs better than the others. These

results highlight the robustness and versatility of AuditVotes in

improving the trade-off between accuracy and robustness.
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Table 6: Empirical robust accuracy comparison among regular robust GNNs and smoothed GNNs. Attacker: Nettack [67] (evasion
setting), with 30 targeted nodes. The attack power is the edge number the attacker can manipulate for each target node.

datasets

defense models regular smoothed (𝑝+ = 0.2, 𝑝− = 0.3, 𝑁 = 1000)

attack power GCN GAT MedianGCN AirGNN GCN (SparseSmooth) GCN+JacAug GCN+FAEAug GCN+SimAug

Cora-ML

0 0.989 0.933 1.000 0.978 0.667 0.933 0.967 0.967

1 0.780 0.800 0.767 0.797 0.667 0.933 0.967 0.967
2 0.520 0.600 0.593 0.807 0.667 0.933 0.967 0.967
3 0.393 0.480 0.427 0.747 0.667 0.933 0.967 0.967
4 0.333 0.340 0.313 0.673 0.667 0.933 0.967 0.967
5 0.153 0.267 0.240 0.560 0.667 0.933 0.967 0.967

Citeseer

0 0.789 0.790 0.722 0.800 0.167 0.800 0.733 0.833
1 0.527 0.453 0.647 0.673 0.167 0.800 0.700 0.833
2 0.240 0.273 0.340 0.527 0.167 0.767 0.700 0.833
3 0.147 0.207 0.220 0.327 0.167 0.767 0.700 0.833
4 0.153 0.153 0.107 0.240 0.167 0.767 0.700 0.833
5 0.127 0.133 0.100 0.180 0.167 0.767 0.700 0.833

PubMed

0 0.793 0.800 0.767 0.760 OOM 0.833 0.833 0.867
1 0.447 0.533 0.587 0.720 OOM 0.833 0.833 0.867
2 0.313 0.380 0.267 0.653 OOM 0.833 0.833 0.867
3 0.200 0.200 0.200 0.560 OOM 0.833 0.833 0.867
4 0.167 0.153 0.167 0.447 OOM 0.833 0.833 0.867
5 0.167 0.147 0.140 0.420 OOM 0.833 0.833 0.867

6.4 More Advanced Empirical Accuracy (Q3)
It is worth noting that randomized smoothing models can also be

used as empirical defense modeling [27, 50]. In this section, we

evaluate AuditVotes as a general empirical defense tool defending

against actual edge modification evasion attacks. In Table 6 and

Table 11 (in Appendix), we test the empirical robustness under

Nettack and IG-attack with various attack power (i.e., the number

of edge modification budgets per target node). The results show that

AuditVotes achieves much higher robustness compared to regular

robust GNN models. For example, under an attack power of 5 edges,

the accuracy of AuditVotes remains nearly unchanged, whereas

the accuracy of regular models declines sharply. On the Cora-ML

dataset, GCN with SimAug achieves an accuracy of 96.7% while

the accuracy of AirGNN is 56.0% on target nodes. Furthermore,

AuditVotes maintains clean accuracy comparable to regular models

across all three datasets.

Compared to the baseline GCN smoothingmodel, our AuditVotes

smoothing maintains a high clean accuracy. In contrast, the accu-

racy of the baseline model is much lower, making it unable to serve

as an applicable defense model. For instance, the clean accuracy of

the baseline GCN smoothed model is 16.7% on Citeseer and 66.7%

on Cora-ML, which are much worse than the Multilayer Perceptron

(MLP) model. These results highlight the ability of AuditVotes to

significantly improve both clean and empirical robust accuracy,

effectively "rescuing" smoothed GNNs for practical use as robust

defense models.

6.5 Wide Applicability of AuditVotes (Q4)
In this section, we demonstrate the generality and wide applica-

bility of AuditVotes. Specifically, we extend AuditVotes to other

certifying schemes, including de-randomized smoothing frame-

works for GNNs [57] and randomized smoothing models for image

classification tasks using Gaussian noise [6].

(GNNCert)

(a) Citeseer (𝑟𝑎/𝑟𝑑 )

(GNNCert)

(b) Cora-ML (𝑟𝑎/𝑟𝑑 )

Figure 6: Applying AuditVotes to GNNCert [57] on the node
classification task.

Table 7: Certified accuracy comparison on CIFAR-10.

𝑙2-radius 0 0.3 0.5 0.7

Gaussian [6] 0.758 0.565 0.410 0.262

Stability [33] 0.720 0.542 0.413 0.288

CAT-RS [18] 0.711 0.627 0.564 0.489

Conf> 0.9 (Ours) 0.833 0.752 0.671 0.535

In Figure 6, we apply the augmentation component of AuditVotes

to the GNNCert model to address the challenge of overly sparse

graphs. Both SimAug and FAEAug improve the clean accuracy

and certified accuracy of GNNCert. For instance, on the Cora-

ML dataset, SimAug increases the clean accuracy from 70.0% to
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75.1% and boosts the certified accuracy (for arbitrary edge inser-

tion/deletion with 𝑟 edges) from 65.5% to 75.0%.

Furthermore, our conditional smoothing is highly applicable

to randomized smoothing models in other domains. For example,

we apply the confidence filter (Conf) with a threshold of 0.9 to

the Gaussian [6] randomized smoothing model used for image

classification tasks. As shown in Table 7, Table 10, and Figure 13

(in Appendix), Conf effectively improves certified performance. On

the CIFAR-10 dataset, Conf increases clean accuracy by 9.8% and

certified accuracy by 104.2% when the 𝑙2-radius is 0.7. Similarly, on

the MNIST dataset, Conf enhances certified accuracy by 4.1% at the

same 𝑙2-radius.

When compared to more advanced randomized smoothing train-

ing models, AuditVotes maintains superiority on the CIFAR-10

dataset (Figure 13(a)) and achieves comparable performance on

the MNIST dataset (Figure 13(b)). Notably, Conf is computation-

ally efficient, requiring minimal additional training time, whereas

other models incur significant computational overhead. The limited

improvement observed on the MNIST dataset is likely due to its

already high baseline accuracy, which makes further enhancements

more challenging.

6.6 Efficiency Comparison (Q5)
In this section, we evaluate the efficiency of AuditVotes in both node

classification and image classification tasks. Table 8 presents the

runtime performance when certifying edge addition perturbations

(parameters: 𝑝+ = 0.2, 𝑝− = 0.6) on the Cora-ML dataset.

It is worth noting that training our augmentation requires less

than 20 seconds, which is very efficient. During the testing (smooth-

ing) phase, the edge intensity matrix, which is used for augmenta-

tion, is computed only once. Additionally, the augmentation tech-

niques (FAEAug and SimAug) make the graph sparser, resulting in

faster testing. As a result, AuditVotes models (GCN+FAEAug and

GCN+SimAug) exhibit lower total runtime compared to the vanilla

smoothing model (GCN).

Moreover, our conditional smoothing model (Conf) also main-

tains high efficiency. It uses the same training procedure as the

Gaussian smoothing model, requiring no additional computations

during training. In the testing phase, Conf performs 𝑁 simple com-

parisons between confidence scores and a given threshold, intro-

ducing only a minor runtime increase. As shown in Table 8, this

results in negligible additional computational cost.

In Table 9, we evaluate the runtime of various models on the

CIFAR-10 dataset. The Conf model has the same training time as

the Gaussian smoothing model, as it does not involve additional

complexity during training. In contrast, baseline models such as

Stability and CAT-RS require significantly higher training time. For

example, CAT-RS requires approximately ×11 training time of the

Gaussian model. During the testing (smoothing) phase, Conf only

introduces less than 20 minutes of additional runtime, demonstrat-

ing its computational efficiency.

7 Related Works
In this section, we discuss the related existing works in certified

robustness and graph data augmentation.

Table 8: Running time comparison on Cora-ML.

smoothed models training testing total

GCN (SparseSmooth) 0:00:13 0:09:33 0:09:46

GCN+JacAug 0:00:17 0:10:11 0:10:28

GCN+FAEAug 0:00:27 0:08:51 0:09:18

GCN+SimAug 0:00:31 0:08:33 0:09:04
GCN+Conf 0:00:13 0:09:34 0:09:47

GCN+JacAug+Conf 0:00:17 0:10:12 0:10:29

GCN+FAEAug+Conf 0:00:27 0:08:52 0:09:19

GCN+SimAug+Conf 0:00:31 0:09:08 0:09:39

Table 9: Running time comparison on CIFAR-10.

models training testing total

Gaussian [6] 00:52:59 01:59:41 02:52:40
Stability [33] 01:34:30 01:59:22 03:33:52

CAT-RS [18] 11:26:47 01:59:37 13:26:24

Conf (Ours) 00:52:59 02:12:24 03:05:23

Certified Robustness. The mainstream approach to realize cer-

tified robustness is randomized smoothing [6, 29], which is originally
designed for the image classification domain. Then, it was adapted

to graph domains with representative works [1, 20, 26, 27, 30, 48].

These approaches add random noise to the input, and then thou-

sands of samples are drawn from the noise to obtain a smoothed

prediction. To avoid the huge sample size and obtain a determinis-

tic guarantee, de-randomized smoothing schemes are proposed in

image domain [31, 32] and graph domain [55, 57]. In this paper, we

mainly focus on the graph domain, improving both randomized and

de-randomized smoothing schemes for node classification models.

The mainstream of improving certified robustness consists of de-

noised smoothing andmore advanced training strategies. De-noised

smoothing [2, 44] employ diffusion model to de-noise the noisy

input before the predictions, which can effectively improve the data

quality and yield better certification performance. Nevertheless,

these studies are in the image domains, and they can not be directly

transferred to inductive graph learning tasks. We are the first to

propose graph augmentations to de-noise the random graph.

Another way to improve certified robustness is by improving

training strategies [18, 19, 33, 43, 58]. [14, 33, 43] employ adver-

sarial training to improve the robustness of smoothed classifiers

in classifying adversarial examples. [58] propose attack-free ro-

bust training that maximizes the certified radius during training,

which avoids the high computation in finding adversarial exam-

ples. [19] proposed consistency regularization term to reduce the

variance of predictions. Similarly, [18] design a sample-wise and

confidence-aware training objective. These models, employing ad-

versarial training, designing prediction consistency regularization,

and developing adaptive noise level training, are orthogonal to our

work. Compared to these approaches, our conditional smoothing

based on confidence score is a post-training procedure that does

not require extra computation during training. On the other hand,

it is a general approach that can be applied to any base classifier

using the training strategies above.
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Graph Data Augmentation. Graph data augmentation [8, 63]

has received lots of research efforts, and it is widely used to en-

hance reliable graph learning. Graph augmentation can be used as

an adversarial defense technique via cleaning the perturbed graph

[10, 51, 60]. For instance, GCNJaccard [51] uses the Jaccard simi-

larity to quantify node feature similarity, removing the edges that

connect dissimilar nodes to defend against add-edge adversarial at-

tacks. Structural learning [5, 24, 64] optimizes the edge connection

as a parameter with the network parameter at the same time. For

example, GAug [64] uses graph auto-encoder to implement an edge

predictor to improve the performance of GNNs on node classifica-

tion tasks. Despite the advancement of graph data augmentation

in empirical defense, it has not been developed in the context of

inductive graph learning and enhancing randomized smoothing.

8 Conclusion and Future Works
In this paper, we addressed critical limitations in the field of cer-

tifiably robust Graph Neural Networks (GNNs) by proposing Au-

ditVotes, a general enhancement to the randomized smoothing

framework. Our work, aiming to mitigate the trade-off between

model accuracy and certified performance, is the first framework

that can achieve both high model accuracy and certified accuracy

for GNNs. AuditVotes incorporates two novel components: aug-

mentation and conditional smoothing, both of which are efficient,

adaptive to noise, and suitable for inductive learning scenarios.

We instantiated AuditVotes with three augmentation strate-

gies—JacAug, FAEAug, and SimAug—that are computationally effi-

cient and generalizable to unseen nodes. These augmenters enhance

the quality of randomized graphs, leading to significant improve-

ments in clean and certified accuracy. Additionally, we introduced

conditional smoothing based on prediction confidence to exclude

low-quality votes and improve voting consistency, which further

boosts certified accuracy with minimal computational overhead.

We establish a theoretical guarantee for the AuditVotes to obtain

certified robustness. Our extensive evaluations demonstrate that

AuditVotes achieves not only substantial gains in clean, certified,

and empirical accuracy but also exhibits broad applicability as a

general framework for enhancing other smoothing schemes, such

as GNNCert and Gaussian smoothing for image classification.

By providing higher model accuracy, stronger robustness guar-

antees, and wide applicability, AuditVotes paves the way for the

practical deployment of GNNs in security-sensitive applications

where accuracy and robustness are paramount. We believe that our

framework can inspire further research into exploring the more

advanced designs of augmentation methods and filtering functions.
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A Proofs for Theorems
A.1 Proof for Theorem 1

Theorem 1. (Restate) Let the conditional smoothed classifier 𝑔𝑐 (·)
be as defined in Eq. (5). We divide G into 𝐼 disjoint regions G =⋃𝐼

𝑖=1 R𝑖 , where R𝑖 denote the consent likelihood region that satisfies
P(𝜙 (G)=𝑍 )
P(𝜙 (G′ )=𝑍 ) = 𝑐𝑖 (a constant), ∀𝑍 ∈ R𝑖 . Let 𝑟𝑖 = P(𝜙 (G) ∈ R𝑖 ),
𝑟 ′
𝑖
= P(𝜙 (G′) ∈ R𝑖 ) denote the probability that the random sample
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fall in the partitioned region R𝑖 . We define 𝜇𝑟𝑎,𝑟𝑏 as follows:

𝜇𝑟𝑎,𝑟𝑏 := min

s,t
s𝑇 r′ − t𝑇 r′,

s.t. s𝑇 r = 𝑝𝐴, t𝑇 r = 𝑝𝐵, s ∈ [0, 1]𝐼 , t ∈ [0, 1]𝐼 .

Then for ∀G′ ∈ B𝑟𝑎,𝑟𝑏 (G), we have 𝑔𝑣 (G′) = 𝑔𝑣 (G), if 𝜇𝑟𝑎,𝑟𝑏 > 0.

Proof. We employ a similar proof scheme as SparseSmooth [1],

and the problem of certified robustness can be formulated as a

linear programming problem in (6). Specifically, given a node 𝑣 , let

𝑦𝐴 and 𝑦𝐵 denote the top predicted class and the runner-up class,

respectively. Let 𝑝𝐴 and 𝑝𝐵 denote the lower bound of 𝑝𝑣,𝑦𝐴 and

the upper bound of 𝑝𝑣,𝑦𝐵 , respectively. Let 𝑝
′
𝐴
and 𝑝′

𝐵
denote the

probability of predicting 𝑦𝐴 and 𝑦𝐵 given the perturbed graph G′
.

By the definition of the smoothed classifier 𝑔𝑐 (·) defined in Eq. (5),

we know that the prediction is 𝑦𝐴 if 𝑝′
𝐴
> 𝑝′

𝐵
. We employ the linear

programming problem to find a worst-case classifier represented

by vectors s and t such that the classification margin 𝜇𝑟𝑎,𝑟𝑏 :=

𝑝′
𝐴
− 𝑝′

𝐵
under the perturbed graph is minimized. The vectors s ∈

[0, 1]𝐼 and t ∈ [0, 1]𝐼 encode the classifier that assigns class 𝑦𝐴
and class 𝑦𝐵 among the regions. More specifically, 𝑠𝑖 = P(𝑓 (𝑍 ) =
𝑦𝐴 |ℎ(𝑍 ) = 0, 𝑍 ∈ R𝑖 ), and 𝑡𝑖 = P(𝑓 (𝑍 ) = 𝑦𝐵 |ℎ(𝑍 ) = 0, 𝑍 ∈
R𝑖 ). Given that the classifier 𝑔𝑐 (·) predicts 𝑦𝐴 for the randomized

clean graph 𝜙 (G) with probability at least 𝑝𝐴 , and predicts 𝑦𝐵 with

probability at most 𝑝𝐵 , the worst-case classifier satisfies s𝑇 r = 𝑝𝐴 ,

and t𝑇 r = 𝑝𝐵 . In the worst case, for 𝜙 (G′), s tends to assign the

lowest probability of class 𝑦𝐴 and t tends to assign the highest

probability of class 𝑦𝐵 . Therefore, the worst-case classifier s assigns
class 𝑦𝐴 in decreasing order of the constant likelihood regions until

s𝑇 r = 𝑝𝐴 , and t assigns class 𝑦𝐵 in increasing order of the constant

likelihood regions until t𝑇 r = 𝑝𝐵 . With this classifier represented

by s and t, the classification margin 𝜇𝑟𝑎,𝑟𝑏 := 𝑝′
𝐴
− 𝑝′

𝐵
= s𝑇 r′ − t𝑇 r′

is minimized.

Next, we provide a simple example to further illustrate the pro-

cess of decomposing the probability 𝑝′
𝐴
−𝑝′

𝐵
into vectors s𝑇 r′− t𝑇 r′

using the law of total probability. Assuming that there are two con-

stant likelihood regions R1 and R2, then we can decompose the

conditional probabilities 𝑝𝐴 and 𝑝𝐵 as follows:

𝑝𝐴 = P(𝑓 (𝜙 (G)) = 𝑦𝐴 |ℎ(𝜙 (G)) = 0)
= P(𝑓 (𝑍 ) = 𝑦𝐴 |𝜙 (G) = 𝑍 ∈ R1, ℎ(𝑍 ) = 0)
× P(𝜙 (G) = 𝑍 ∈ R1)
+ P(𝑓 (𝑍 ) = 𝑦𝐴 |𝜙 (G) = 𝑍 ∈ R2, ℎ(𝑍 ) = 0)
× P(𝜙 (G) = 𝑍 ∈ R2) = 𝑠1𝑟1 + 𝑠2𝑟2 .

𝑝𝐵 = P(𝑓 (𝜙 (G)) = 𝑦𝐵 |ℎ(𝜙 (G)) = 0)
= P(𝑓 (𝑍 ) = 𝑦𝐵 |𝜙 (G) = 𝑍 ∈ R1, ℎ(𝑍 ) = 0)
× P(𝜙 (G) = 𝑍 ∈ R1)
+ P(𝑓 (𝑍 ) = 𝑦𝐵 |𝜙 (G) = 𝑍 ∈ R2, ℎ(𝑍 ) = 0)
× P(𝜙 (G) = 𝑍 ∈ R2) = 𝑡1𝑟1 + 𝑡2𝑟2 .

Next, our goal is to estimate the prediction probabilities given

arbitrary perturbed graph G′ ∈ B𝑟𝑎,𝑟𝑏 :

𝑝′𝐴 := P(𝑓 (𝜙 (G′)) = 𝑦𝐴 |ℎ(𝜙 (G′)) = 0)
= P(𝑓 (𝑍 ) = 𝑦𝐴 |𝜙 (G′) = 𝑍 ∈ R1, ℎ(𝑍 ) = 0)
× P(𝜙 (G′) = 𝑍 ∈ R1)
+ P(𝑓 (𝑍 ) = 𝑦𝐴 |𝜙 (G′) = 𝑍 ∈ R2, ℎ(𝑍 ) = 0)
× P(𝜙 (G′) = 𝑍 ∈ R2)

= 𝑠1𝑟
′
1
+ 𝑠2𝑟 ′2 . (19)

𝑝′𝐵 := P(𝑓 (𝜙 (G′)) = 𝑦𝐵 |ℎ(𝜙 (G′)) = 0)
= P(𝑓 (𝑍 ) = 𝑦𝐵 |𝜙 (G′) = 𝑍 ∈ R1, ℎ(𝑍 ) = 0)
× P(𝜙 (G′) = 𝑍 ∈ R1)
+ P(𝑓 (𝑍 ) = 𝑦𝐵 |𝜙 (G′) = 𝑍 ∈ R2, ℎ(𝑍 ) = 0)
× P(𝜙 (G′) = 𝑍 ∈ R2)

= 𝑡1𝑟
′
1
+ 𝑡2𝑟

′
2
. (20)

A similar decomposition can be obtained for more region numbers

using the law of total probability. Finally, the prediction of sample

G by the smoothed classifier defined in (5) can be certified if:

𝜇𝑟𝑎,𝑟𝑏 = 𝑝′𝐴 − 𝑝′𝐵
= P(𝑓 (𝜙 (G′)) = 𝑦𝐴 |ℎ(𝜙 (G′)) = 0)
− P(𝑓 (𝜙 (G′)) = 𝑦𝐵 |ℎ(𝜙 (G′)) = 0)

= s𝑇 r′ − t𝑇 r′

> 0.

Next, the key to obtaining the certifying condition and solv-

ing the optimization problem is to find the consent likelihood

P(𝜙 (G)=𝑍 )
P(𝜙 (G′ )=𝑍 ) = 𝑐𝑖 , divide the regions G =

⋃𝐼
𝑖=1 R𝑖 , and get the

probability 𝑟 and 𝑟 ′ [1, 30]. Let G′
denote the perturbed graph

among B𝑟𝑎,𝑟𝑏 (G), and 𝑍 ∈ G be any possible graph obtained by

𝜙 (G) or 𝜙 (G′). We now need to compute the likelihood ratio with

condition ℎ(𝑍 ) = 0. Notably, the likelihood ratio only depends on

the difference between G and G′
, and does not depend on the filter

ℎ(𝑍 ), so we have the likelihood ratio Λ(𝑍 ) as follows:

Λ(𝑍 ) = P(𝜙 (G) = 𝑍 |ℎ(𝑍 ) = 0)
P(𝜙 (G′) = 𝑍 |ℎ(𝑍 ) = 0) =

P(𝜙 (G) = 𝑍 )
P(𝜙 (G′) = 𝑍 ) . (21)

That is, our conditional smoothing model (with arbitrary ℎ(·)) does
not affect the likelihood ratio, allowing us to utilize the same con-

stant likelihood ratio region as in SparseSmooth [1]. This under-

scores the seamless adaptability of the certifying condition to our

conditional smoothing model. The only difference lies in the defini-

tion of 𝑝𝐴 and 𝑝𝐵 . In SparseSmooth [1], the 𝑝𝐴 and 𝑝𝐵 are estimated

among all the votes, while in our model, the probabilities 𝑝𝐴 and

𝑝𝐵 are estimated among the valid votes (ℎ(𝑍 ) = 0). Specifically,

let 𝑋 denote the adjacency matrix of the clean graph G, and 𝑌

denote the adjacency matrix of a perturbed graph G′ ∈ B𝑟𝑎,𝑟𝑏 (G).
We know that in the worst case, the attacker consumes all the

attack budget so that 𝑋 and 𝑌 have exactly 𝑟𝑎 + 𝑟𝑑 different bits.

Let C = {(𝑘, 𝑙) |𝑋𝑘𝑙 ≠ 𝑌𝑘𝑙 } denotes the location that 𝑋 and 𝑌

are different, and 𝑋C ∈ {0, 1} | C |
denote the elements of 𝑋 in lo-

cation C. We know that 𝑋C must contains 𝑟𝑎 zeros and 𝑟𝑑 ones:

| |1 − 𝑋C | |𝑜 = 𝑟𝑎, | |𝑋C | |𝑜 = 𝑟𝑑 . We can divide the space G into
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𝑟𝑎 + 𝑟𝑑 + 1 disjoint regions: G =
⋃𝑟𝑎+𝑟𝑑

𝑖=0
R𝑖 , where R𝑖 contains all

the adjacency matrix that can be obtained by flipping 𝑖 bits in 𝑋C
and have any combination of ones and zeros in the other location:

R𝑖 = {𝑍 ∈ G : | |𝑋C − 𝑍C | |𝑜 = 𝑖}, 𝑖 = 0, 1, · · · , 𝑟𝑎 + 𝑟𝑑 . (22)

Equivalently, the region R𝑖 contains all adjacency matrix that ob-

tained by not flipping 𝑖 bits in 𝑌C because 𝑌C = 1 − 𝑋C . Then we

have the constant likelihood:

Λ(𝑍 )𝑖 =
P(𝜙 (𝑋 ) = 𝑍 |ℎ(𝑍 ) = 0)
P(𝜙 (𝑌 ) = 𝑍 |ℎ(𝑍 ) = 0) =

P(𝜙 (𝑋 ) = 𝑍 )
P(𝜙 (𝑌 ) = 𝑍 )

= [ 𝑝+
1 − 𝑝−

]𝑖−𝑟𝑑 [ 𝑝−
1 − 𝑝+

]𝑖−𝑟𝑎 . (23)

Given 𝑟𝑎 and 𝑟𝑑 , this likelihood ratio Λ(𝑍 )𝑖 is monotonically de-

creasing of 𝑖 if 𝑝− + 𝑝+ ≤ 1, and monotonically decreasing, other-

wise.

According to [1], the probability 𝑟𝑖 = P(𝜙 (G) ∈ R𝑖 ) and 𝑟 ′
𝑖
=

P(𝜙 (G′) ∈ R𝑖 ) are Poisson-Binomial distributions:

𝑟𝑖 =P(𝜙 (G) ∈ R𝑖 ) = 𝑃𝐵( [𝑝+, 𝑟𝑎], [𝑝−, 𝑟𝑏 ]), (24)

𝑟 ′𝑖 =P(𝜙 (G
′) ∈ R𝑖 ) = 𝑃𝐵( [1 − 𝑝−, 𝑟𝑎], [1 − 𝑝+, 𝑟𝑏 ]), (25)

where 𝑃𝐵( [𝑝+, 𝑟𝑎], [𝑝−, 𝑟𝑏 ]) denote Poisson-Binomial distribution

with parameter 𝑝+ repeated for 𝑟𝑎 times, and 𝑝− repeated for

𝑟𝑑 times: 𝑃𝐵(𝑝+, · · · , 𝑝+, 𝑝−, · · · , 𝑝−). These probabilities can be cal-
culated following the same calculation procedure as in SparseS-

mooth [1]. With consent likelihood
P(𝜙 (G)=𝑍 )
P(𝜙 (G′ )=𝑍 ) = 𝑐𝑖 , and the cor-

responding regions R𝑖 , and the probability 𝑟 and 𝑟 ′, we can solve

the optimization problem and certify the robustness.

□

A.2 Proof for Theorem 2
Theorem 2. (Restate) Let the conditional smoothed classifier 𝑔𝑐 (·)

be as defined in Eq. (17). ∀𝑥 ′ ∈ {𝑥 ′ : | |𝑥 ′ − 𝑥 | |2 ≤ 𝑅}, we have
𝑔(𝑥 ′) = 𝑔(𝑥), where the robust radius is defined as:

𝑅 =
𝜎

2

(Φ−1 (𝑝𝐴) − Φ−1 (𝑝𝐵)) . (26)

Proof. Given an image 𝑥 , let𝑦𝐴 and𝑦𝐵 denote the top predicted

class and the runner-up class, respectively. Let 𝑝𝐴 and 𝑝𝐵 denote

the lower bound of P(𝑓 (𝑥 + 𝜖) = 𝑦𝐴 |ℎ(𝑥 + 𝜖) = 0) and the upper

bound of P(𝑓 (𝑥 + 𝜖) = 𝑦𝐵 |ℎ(𝑥 + 𝜖) = 0), respectively. We have

𝑔(𝑥 ′) = 𝑔(𝑥) if P(𝑓 (𝑥 ′ + 𝜖) = 𝑦𝐴 |ℎ(𝑥 ′ + 𝜖) = 0) > max𝑦𝐵 P(𝑓 (𝑥 ′ +
𝜖) = 𝑦𝐵 |ℎ(𝑥 ′ + 𝜖) = 0). Let’s denote two random variables:

𝑋 := 𝑥 + 𝜖 = N(𝑥, 𝜎2𝐼 ),
𝑌 := 𝑥 + 𝛿 + 𝜖 = N(𝑥 + 𝛿, 𝜎2𝐼 ),

where 𝛿 satisfies: 𝑥+𝛿 = 𝑥 ′. By the definition of 𝑝𝐴 and 𝑝𝐵 , we know

that: P(𝑓 (𝑋 ) = 𝑦𝐴 |ℎ(𝑋 ) = 0) ≥ 𝑝𝐴 and P(𝑓 (𝑋 ) = 𝑦𝐵 |ℎ(𝑋 ) = 0) ≤
𝑝𝐵 . According to Neymen-Pearson Lemma adapted by Gaussian [6]

(Lemma 4), we know that:

Let 𝑠 : R𝑑 → {0, 1} denote any function that outputs 0 or 1. If a

half-space 𝐴 = {𝑍 ∈ R𝑑 : 𝛿𝑇 𝑧 ≥ 𝛽} for some 𝛽 and P(𝑠 (𝑋 ) = 1) ≤
P(𝑋 ∈ 𝐴), then P(𝑠 (𝑌 ) = 1) ≤ P(𝑌 ∈ 𝐴). Similarity, if a half-space

𝐵 = {𝑍 ∈ R𝑑 : 𝛿𝑇 𝑧 ≤ 𝛽} for some 𝛽 and P(𝑠 (𝑋 ) = 1) ≥ P(𝑋 ∈ 𝐴),
then P(𝑠 (𝑌 ) = 1) ≥ P(𝑌 ∈ 𝐴).

We define a half-space 𝐴 such that P(𝑋 ∈ 𝐴) = 𝑝𝐴 , then:

P(𝑓 (𝑋 ) = 𝑦𝐴 |ℎ(𝑋 ) = 0) ≥ 𝑝𝐴 = P(𝑋 ∈ 𝐴) .

Similarly, we define a half-space 𝐵 such that P(𝑋 ∈ 𝐵) = 𝑝𝐵 , then:

P(𝑓 (𝑋 ) = 𝑦𝐵 |ℎ(𝑋 ) = 0) ≤ 𝑝𝐵 = P(𝑋 ∈ 𝐵).
By applying the Neymen-Pearson Lemma above with 𝑠 (𝑍 ) :=

1[𝑓 (𝑍 ) = 𝑐𝐴] ·1[ℎ(𝑍 ) = 0] and 𝑠 (𝑍 ) := 1[𝑓 (𝑍 ) = 𝑐𝐵] ·1[ℎ(𝑍 ) = 0],
respectively, we have:

P(𝑓 (𝑌 ) = 𝑦𝐴, ℎ(𝑌 ) = 0) ≥ P(𝑌 ∈ 𝐴),
P(𝑓 (𝑌 ) = 𝑦𝐵, ℎ(𝑌 ) = 0) ≤ P(𝑌 ∈ 𝐵).

Assuming that P(ℎ(𝑌 ) = 0) ≠ 0 (this assumption is valid because

the classifier needs at least one vote for classification), by the defi-

nition of joint distribution, we have:

P(𝑓 (𝑌 ) = 𝑦𝐴 |ℎ(𝑌 ) = 0) ≥ P(𝑌 ∈ 𝐴)
P(ℎ(𝑌 ) = 0) ,

P(𝑓 (𝑌 ) = 𝑦𝐵 |ℎ(𝑌 ) = 0) ≤ P(𝑌 ∈ 𝐵)
P(ℎ(𝑌 ) = 0) .

Then, we have P(𝑓 (𝑌 ) = 𝑦𝐴 |ℎ(𝑌 ) = 0) ≥ P(𝑓 (𝑌 ) = 𝑦𝐵 |ℎ(𝑌 ) = 0) if
P(𝑌 ∈ 𝐴) ≥ P(𝑌 ∈ 𝐵). Next, we define the half-space following [6]:

𝐴 := {𝑍 : 𝛿𝑇 (𝑍 − 𝑥) ≤ 𝜎 | |𝛿 | |Φ−1 (𝑝𝐴)},

𝐵 := {𝑍 : 𝛿𝑇 (𝑍 − 𝑥) ≥ 𝜎 | |𝛿 | |Φ−1 (1 − 𝑝𝐵)}.
We compute the probability that P(𝑌 ∈ 𝐴)and P(𝑌 ∈ 𝐵):

P(𝑌 ∈ 𝐴) = Φ(Φ−1 (𝑝𝐴) −
||𝛿 | |
𝜎

),

P(𝑌 ∈ 𝐵) = Φ(Φ−1 (𝑝𝐵) +
| |𝛿 | |
𝜎

) .

Finally, we have the certifying condition that: 𝑔(𝑥 ′) = 𝑔(𝑥) if

| |𝛿 | |2 < 𝜎
2
(Φ−1 (𝑝𝐴) − Φ−1 (𝑝𝐵)). □

B More Implementation Details
B.1 Modeling settings and hyper-parameters
For the node classifications, we employ a 2-layer GCN with the hid-

den layer dimension of size 128. We use learning rate 𝑙𝑟 = 0.001, reg-

ularization coefficient 𝜆 = 1 × 10
−3

for training. Early stop with pa-

tience 100 epochs and maximum 1000 epochs is employed to control

the training epochs. For the CIFAR-10 dataset, we employ ResNet-

110 [16] model with learning rate 𝑙𝑟 = 0.01, regularization coeffi-

cient 𝜆 = 1 × 10
−4
, batch size 256, and 150 training epochs. For the

MNIST dataset, we employ LeNet [28] model with learning rate 𝑙𝑟 =

0.01, Adam optimizer, regularization coefficient 𝜆 = 1× 10
−4

, batch

size 256, and 150 training epochs. For all the randomized smoothing

models, we set 𝑁 = 10, 000 and 𝛼 = 0.001 for Monte Carlo prob-

ability approximation in [1, 6]. In node classification, we search

the noise levels among 𝑝+ = {0.0, 0.1}, 𝑝− = {0.4, 0.6, 0.7, 0.8} for
certifying edge deletion, and 𝑝+ = {0.2, 0.4}, 𝑝− = {0.0, 0.2, 0.4, 0.6}
for certifying edge addition. For GNNCert [57], we employ the MD5

hash function to divide the edges with 𝑇𝑠 = 15 for Citeseer and

𝑇𝑠 = 20 for Cora-ML because the Citeseer contains fewer edges.

We set the noise level 𝜎 = 0.25 for image classification tasks. For

augmentation training, we sample 90% of existing edges in the

training subgraph as the positive edges, and sample non-edges in a

quantity 10 times that of the positive edges as negative edges. Then,
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we train the augmentation models with a learning rate 𝑙𝑟 = 0.001

using Adam optimizer for 250 epochs. In the conditional smoothing

model, we set the confidence threshold as 𝜃 = 0.5 for certifying

edge deletion, 𝜃 = 0.2 for certifying edge addition, and 𝜃 = 0.9

for certifying image classification. In the graph structure attacks

(Nettack [67] and IG-attack [51]), we select 30 target nodes follow-

ing [67] and evaluate the accuracy among these target nodes. We

set the attacker budget as {1, 2, 3, 4, 5} edges per target node. For all
the baselines, we employed the recommended parameters in their

papers.

B.2 Model Training
Base model. For randomized smoothing models, we follow the

training setting in [1, 6, 27]. Specifically, during the training phase,

we add the same random noise into the training data to improve the

accuracy of the base model. For de-randomized smoothing models,

we follow [57] that includes all the subgraphs induced from the

training graph for training.

Augmentation models. For augmentation training, we sample

90% of existing edges in the training subgraph as the positive edges,

and sample non-edges in a quantity 10 times that of the positive

edges as negative edges. These positive and negative edges are used

to train the edge prediction models in FAEAug and SimAug with

loss functions in Eq. (10). After the augmenter is trained, we apply

it to the testing graph and pre-calculate the edge intensity matrix.

B.3 Certificate Calculation

Algorithm 1AuditVotes certified robustness for node classification

Require: Clean testing graphG, smoothing distribution𝜙 (𝐺)with
parameters 𝑝+ and 𝑝− , trained base classifier 𝑓 (·), trained aug-

menter A(·), conditional filtering function ℎ(·), sample size 𝑁 ,

confidence level 𝛼 , perturbation budget 𝑟𝑎 and 𝑟𝑑 .

1: Draw 𝑁 random graphs {G𝑖 | ∼ G𝑖 ∼ 𝜙 (G)}𝑁
𝑖=1

.

2: Pre-process the random graphs with augmenter A(G𝑖 ), for
𝑖 = 1, · · · , 𝑁 .

3: Counts the votes for each class: 𝑐𝑜𝑢𝑛𝑡𝑠 = |{𝑖 : 𝑓 (A(G𝑖 )) =

𝑦 ∩ ℎ(A(G𝑖 )) = 0}|, for 𝑦 = 1, · · · ,𝐶 .
4: Total valid counts: 𝑁𝑣 = 𝑠𝑢𝑚(𝑐𝑜𝑢𝑛𝑡𝑠).
5: 𝑦𝐴, 𝑦𝐵 = top two indices in 𝑐𝑜𝑢𝑛𝑡𝑠 .

6: 𝑛𝐴, 𝑛𝐵 = 𝑐𝑜𝑢𝑛𝑡𝑠 [𝑦𝐴], 𝑐𝑜𝑢𝑛𝑡𝑠 [𝑦𝐵].
7: 𝑝𝐴, 𝑝𝐵 = CP_Bernolli(𝑛𝐴, 𝑛𝐵, 𝑁𝑣, 𝛼).
8: if Binomial(𝑛𝐴 + 𝑛𝐵, 12 ) > 𝛼 then
9: return ABSTAIN

10: if 𝜇𝑟𝑎,𝑟𝑏 > 0 then
11: return Certified prediction 𝑦𝐴 .

12: end if
13: end if

Probability lower bound. We employ Monte Carlo probability

approximation following [1, 6, 20]. Specifically, we draw 𝑁 samples

to estimate the Clopper-Pearson Bernoulli confidence interval with

adjusted confidence 𝛼/𝐶 , where 𝛼 is the confidence level and 𝐶 is

the number of classes.

Certified accuracy. We describe the process of obtaining certified

robustness in Algorithm 1. We employ the same procedures to

calculate the 𝜇𝑟𝑎,𝑟𝑏 as in SparseSmooth [1], and the intuition of the

calculation is included in the Proof of Theorem 1 (Appendix A.1).

The certified accuracy can be obtained by the ratio of nodes that are

both correctly classified by the smoothed classifier (i.e.,𝑦𝐴 = 𝑦𝑡𝑟𝑢𝑒 ),

and the prediction is certified to be robust.

C Additional Experimental Results
C.1 Other Filtering Functions
Previous studies [65] have revealed that homophily is an important

factor for node classification performance. Empirically, the graph

neural networks perform better for nodes with higher homophily.

However, the homophily requires the label information, which is

not available during the testing. Instead, we use the pseudo label

(predicted by the base classifier) to calculate the node homophily.

Given a node 𝑣 , the node homophily ℎ𝑜𝑚𝑜 (·) is calculated as fol-

lows:

ℎ𝑜𝑚𝑜 (G)𝑣 =
|{𝑢 ∈ N (𝑣) : 𝑦𝑣 = 𝑦𝑢 }|

|N (𝑣) | , (27)

where V is the set of nodes, N(𝑣) is the neighbor of node 𝑣 , and
𝑦𝑣 is the predicted class of node 𝑣 . If all the neighbors of the node

𝑣 have the same (different) predicted label, then the homophily is

ℎ𝑜𝑚𝑜 = 1 (0). In particular, if a node is an isolated node, we set its

homophily ℎ𝑜𝑚𝑜 = 0.
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Figure 7: Other filtering function for conditional smoothing.

JSDivergence [62] measures the discrepancy of a probability

vector, aiming to detect victim nodes targeted by an attacker. The

intuition is that the attacker prefers adding edges between nodes

with different classes, and this might enlarge the probability dis-

crepancy between neighbors. Specifically, for a node 𝑣 , the 𝐽𝑆𝐷 (·)
is calculated as follows:

𝐽𝑆𝐷 (G)𝑣 = 𝐻 ( 1

|N (𝑣) |
∑︁

𝑢∈N(𝑣)
𝑝𝑢 ) −

1

|N (𝑣) |
∑︁

𝑢∈N(𝑣)
𝐻 (𝑝𝑢 ),

where 𝑝𝑢 is the softmax probability vector of node 𝑢 predicted by

base classifier 𝑓 , and 𝐻 (·) denotes the Shannon entropy.

To jointly utilize these metrics, we employ an MLP model with

three combined features as its input:ℎ(𝜙 (G)) = 𝑀𝐿𝑃 (𝐶𝑜𝑛𝑓 (𝜙 (G)),
𝐻𝑜𝑚𝑜 (𝜙 (G)), 𝐽𝑆𝐷 (𝜙 (G))). Then, we can sample some noise graphs

𝜙 (G) and train the MLP model on the training nodes with labels of

whether they are correctly classified by the base classifier 𝑓 . Never-

theless, we occasionally observe slight improvement when using
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combined metrics (Figure 7). Compared to using confidence scores

alone, it requires much more computation and hyper-parameter

tuning in training the MLP model.

C.2 Hyper-parameter Analysis
In this section, we conduct a hyper-parameter analysis regarding

the threshold for the confidence filter. In Figure 8, we present the

edge deletion certified accuracy of conditional smoothing with

various confidence thresholds on graph datasets. In Figure 9, we

present the 𝑙2-norm certified accuracy of conditional smoothing

with various confidence thresholds on the CIFAR-10 dataset. We

note that in different datasets, the optimal confidence thresholds

might vary. For convenience, we simply set the same confidence

threshold for all datasets. In practice, this confidence threshold can

be adjusted according to the performance of the validation nodes.
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Figure 8: Certified accuracy of conditional smoothing with
various confidence thresholds on graph datasets.
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Figure 9: Certified accuracy of conditional smoothing with
various confidence thresholds on image datasets.

C.3 Other GNN base model
Following SparseSmooth [1], we also evaluate APPNP [13] as the

base node classificationmodel. In Figure 10, we present the results of

the smoothed model without (APPNP) and with our augmentations

(JacAug, FAEAug, and SimAug) and conditional smoothing (Conf).

We observe that the APPNP+SimAug significantly outperforms the

vanilla APPNP smoothing model regarding both clean accuracy and

certified accuracy. When certifying edge deletion (𝑟𝑑 ), conditional

smoothing with the confidence filter (Conf) can further improve

the performance. These results are consistent with using GCN as

the base model in the main paper.
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Figure 10: Using APPNP as the base GNN model for random-
ized smoothing.

C.4 More other results
We put more other experimental results here due to the space limit.

Specifically, we visualize the number of edges changed by Nettack

and IG-attack in Figure 11. We provide the results of clean accu-

racy and certified accuracy trade-off for certifying edge-deletion

perturbation (𝑟𝑑 ) in Figure 12. Empirical robustness comparison

against another attack (IG-attack) is provided in Table 11. Figure 14

visualize the edge sparsity of the original graph, smoothed graph

before and after augmentation. Certified accuracy evaluation on

CIFAR-10 andMNIST datasets are provided in Table 13 and Table 10.

Results discussion are provided in the main paper.
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Figure 11: Attackers prefer adding edges than deleting edges.
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Figure 12: Clean accuracy and certified accuracy trade-off.
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Figure 13: Applying AuditVotes (Confidence filter) to Gauss-
ian [6] model for the image classification task.

Table 10: Certified accuracy comparison on MNIST.

𝑙2-radius 0 0.3 0.5 0.7

Gaussian [6] 0.990 0.978 0.962 0.929

Stability [33] 0.994 0.985 0.972 0.948

CAT-RS [18] 0.993 0.987 0.981 0.969
Conf> 0.9 (Ours) 0.992 0.988 0.982 0.967
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Figure 14: Edge sparsity of original graph, randomized graph
with and without augmentations.
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Table 11: Empirical robust accuracy comparison among regular robust GNNs and smoothed GNNs. Attacker: IG-attack [51]
(evasion setting), with 30 targeted nodes. (The attack encounters OOM on the PubMed dataset.)

datasets

defense models regular smoothed (𝑝+ = 0.2, 𝑝− = 0.3, 𝑁 = 1000)

attack power GCN GAT MedianGCN AirGNN GCN GCN+JacAug GCN+FAEAug GCN+SimAug

Cora-ML

0 0.989 0.933 1.000 0.978 0.667 0.933 0.967 0.967

1 0.922 0.856 0.900 0.944 0.667 0.933 0.967 0.933

2 0.822 0.767 0.800 0.856 0.667 0.933 0.967 0.933

3 0.756 0.700 0.589 0.744 0.667 0.933 0.967 0.933

4 0.567 0.667 0.344 0.556 0.667 0.933 0.967 0.933

5 0.400 0.444 0.244 0.467 0.667 0.933 0.967 0.933

Citeseer

0 0.789 0.789 0.722 0.800 0.167 0.800 0.733 0.833
1 0.767 0.622 0.700 0.767 0.167 0.800 0.733 0.833
2 0.489 0.456 0.378 0.522 0.167 0.800 0.733 0.833
3 0.333 0.322 0.300 0.378 0.167 0.800 0.733 0.833
4 0.333 0.289 0.189 0.333 0.167 0.800 0.733 0.833
5 0.311 0.278 0.178 0.300 0.167 0.800 0.733 0.833
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