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Abstract—Federated learning has emerged as an attractive approach to protect data privacy by eliminating the need for sharing
clients’ data while reducing communication costs compared with centralized machine learning algorithms. However, recent studies
have shown that federated learning alone does not guarantee privacy, as private data may still be inferred from the uploaded
parameters to the central server. In order to successfully avoid data leakage, adopting differential privacy (DP) in the local optimization
process or in the local update aggregation process has emerged as two feasible ways for achieving sample-level or user-level privacy
guarantees respectively, in federated learning models. However, compared to their non-private equivalents, these approaches suffer
from a poor utility. To improve the privacy-utility trade-off, we present a modification to these vanilla differentially private algorithms
based on a Haar wavelet transformation step and a novel noise injection scheme that significantly lowers the asymptotic bound of the
noise variance. We also present a holistic convergence analysis of our proposed algorithm, showing that our method yields better
convergence performance than the vanilla DP algorithms. Numerical experiments on real-world datasets demonstrate that our method
outperforms existing approaches in model utility while maintaining the same privacy guarantees.

Index Terms—Federated Learning, Differential Privacy, Federated Averaging, Wavelet Transform, Stochastic Gradient Descent
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1 INTRODUCTION

THE proliferation of Internet of Things (IoT) devices has
led to exponential growth in data creation. Machine

learning (ML) has become an essential tool to analyze this
data and extract valuable insights for various applications,
including facial recognition, data analytics, weather predic-
tion, and speech recognition, among others [1], [2], [3], [4],
[5]. However, in real-world settings, data — particularly
personal data — is often created and stored on end-user
devices. The majority of traditional ML algorithms require
the centralization of these training data, which involves col-
lecting and processing data at a potent cloud-based server
[6], [7]. This process carries significant risks to data integrity
and privacy, particularly when it comes to personal data.
This is because personal data may contain sensitive or
private information, and the centralization of data creates
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a single point of failure that might jeopardize the integrity
of the data. Exposing such data can lead to financial loss,
lawsuits, reputation damage, and even physical violence.
In addition, centralized data processing and administra-
tion impose restricted transparency and provenance, which
could result in end-users losing trust in the system [8].

Federated learning (FL) [9], [10] is a cutting-edge devel-
opment in distributed ML, designed to enable collaborative
learning in decentralized environments. In this context, an
ML model is implemented by applying an algorithm to
a variety of local datasets maintained by client devices.
The updated model parameters are then sent to a central
server for aggregation, eliminating the need for gathering
and processing training data at a centralized data server.

In a traditional machine learning system, a large dataset
is partitioned across cloud servers and optimized using
techniques such as stochastic gradient descent (SGD) [11],
adaptive moment estimation (ADAM) [12], or adaptive
gradient algorithm (Adagrad) [13]. However, in an FL en-
vironment, the data is dispersed unevenly across millions
of devices with varying degrees of availability and con-
nectivity. These bandwidth and latency restrictions lead to
the development of Google’s Federated Averaging (FedAvg)
algorithm [10], which uses far fewer communication rounds
to train deep networks than a naive version of a federated
machine learning optimizer.

The key concept behind FL is to compute local updates
using the powerful CPUs available on client devices, al-
lowing for training to consume substantially less commu-
nication overhead. This is achieved by generating high-
quality updates in fewer cycles than traditional gradient
steps, resulting in a better model.

With the increasing need for data security and privacy
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in big data applications and distributed learning systems,
the preservation of privacy has become a major concern.
FL provides a significant advantage by performing local
training without transferring personal data between the
server and clients, thus safeguarding client data from covert
attackers. However, recent research has shown that varia-
tions in parameters trained and uploaded by clients can still
reveal private information to some extent [14], [15].

Differential privacy (DP) [16], [17] has shown to be a
promising solution for preventing adversaries from infer-
ring information from FL applications. This DP characteris-
tic confers strong privacy on a data-processing mechanism
rather than the data itself. It is widely used for query release,
synthetic data synthesis, and machine learning training,
among other things [16], [18], [19]. The work in [20] intro-
duced a novel optimization technique based on the concept
of DP [17] applicable to deep learning techniques, which
can also be adapted for use at the sample level in FL
algorithms. More specifically, they presented a modification
to the classic SGD technique, which is a cost function-
based optimization algorithm commonly used in DL appli-
cations to fit linear classifiers and regressors. This algorithm
is called differentially private stochastic gradient descent
(DP-SGD) and is considered highly effective in achieving
sample-level differential privacy in FL applications. How-
ever, users may occasionally provide several examples to
the training dataset, in which case sample-level DP may not
be strong enough to prevent user data from being mem-
orized. To address this issue, [21] created the Differentially
Private Federated Averaging (DP-FedAvg) algorithm, which
provides user-level DP. This means that the output distribu-
tion of models remains constant even if we add or delete
all of the training samples from any one client. However,
these DP algorithms [20], [21] exhibit a considerable loss in
model utility when compared to non-private versions. The
insertion of Gaussian noise into the gradient steps utilized
by DP-SGD and the insertion of Gaussian noise into the
global aggregation in DP-FedAvg cause this deterioration.
Increasing the amount of noise increases privacy assurances,
but it also reduces utility.

Motivated by these limitations, our paper presents a
novel modification to the vanilla DP-SGD and DP-FedAvg
algorithms that delivers significantly enhanced utility while
maintaining the same privacy guarantees, resulting in a
superior utility-privacy tradeoff. This approach is inspired
by the Privelet framework introduced by [22] for differ-
entially private data publishing of range count queries.
However, while Privelet is designed for static, non-learning
scenarios, our work extends this technique to dynamic and
iterative machine learning and FL environments. In these
settings, we address unique challenges such as managing
the sensitivity of gradient updates and ensuring robust
differential privacy guarantees across multiple rounds of
communication. Our method integrates wavelet transforms
into the differentially private federated averaging process,
providing theoretical convergence guarantees and practi-
cal performance improvements demonstrated through ex-
tensive empirical validation on real-world FL datasets.The
strategy is based on a Haar wavelet transformation (HWT),
a linear transformation approach commonly used in data
compression, image, and signal processing [23], [24], [25].

[22] demonstrated that by performing Laplace noise injec-
tion in the resultant coefficients of HWT, the noise variance
can be greatly reduced, hence enhancing the accuracy of
information obtained from DP range-count queries. Our
method proposes a new Gaussian noise injection system for
DP-SGD and DP-FedAvg that adapts and employs the HWT
technique.

Contributions and Paper Structure: Our paper provides
the following key contributions:

1) We propose a novel modification to the DP-SGD and
DP-FedAvg algorithms by employing a Haar wavelet
transform approach to achieve a better utility-to-
privacy tradeoff than their vanilla counterparts (i.e.,
ensuring the same (ϵ, δ) DP guarantees for much better
utility).

2) We provide theoretical proof to show that our method
significantly outperforms the baseline method in [20],
across the noise variance bound. This is demonstrated
to provide higher accuracy.

3) We present a convergence analysis to show that our
method yields better convergence performance than the
vanilla DP-FedAvg and DP-SGD algorithms.

4) We demonstrate that when applied to two widely
known scientific benchmark datasets, our technique
greatly outperforms the vanilla DP-SGD and DP-
FedAvg in terms of both accuracy and loss.

5) We provide experimental results, showing that our
technique works with other optimization algorithms
such as DP-ADAM and DP-AdaGrad in a ”black-box”
way to obtain a better utility-to-privacy trade-off.

The remainder of this paper is organized as follows. The
background principles that are utilised in our contribution
are briefly discussed in Section 2. Section 3 discusses our
system model and the privacy model. Section 4 looks into
the specifics of our new method. Our analytical results are
explained in Section 5, and our experimental assessments
are presented in Section 6. Section 7 concludes the paper
and points out potential future work.

2 BACKGROUND

This section provides a brief overview of the fundamentals
of FL, the DP algorithm, and the instances where DP is used
to make FL algorithms private.

2.1 Differential Privacy

In the literature, differential privacy (DP) has been widely
proven as a robust privacy protection mechanism [26], [17].
In its most basic form, the goal of DP is to ensure that
nothing further can be inferred about an individual data
record despite the inclusion of that data record in the mech-
anism’s input, a concept known as plausible deniability. The
capacity to quantify the privacy budget of a DP mechanism
using parameters (ε, δ)1 is also a significant aspect of DP.

1. Although this is technically characterized as approximate differ-
ential privacy because of the presence of the δ parameter, the great
majority of literature simply refers to such with the δ parameter as
differential privacy, as we do here.
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TABLE 1
nomenclature

M A randomized mechanism
ε, δ DP privacy parameters
D, D′ Two adjacent datasets
xi ithSubset of training data
xk
i ith Subset of kth clients’ training data

L(θ, xi) Loss function
θ Model parameters
ηt Learning rate
Kt Total number of clients
K Number of clients sampled per round
k Client indexes
wt tth weight parameter broadcast

to the clients by the server
wk

t Weight parameters trained at the kth

client in the tth communication round
d Size of the collective client dataset
dk Size of the dataset held by kth client
Sf Bounded sensitivity
qc Client selection probability
T Total number of communication rounds
C,Cj Flat/per-layer clipping threshold
N (a, b2) Gaussian noise with mean a and

standard deviation b
W(Haar) Wavelet transform weight function
Lk(θ) Loss of client k
θ∗ Minimizer of function L(θ)

Client K

Client 1

Clip(                 ) 
w1

wt

t
wt

wk
t

+ DP Noise

t

wk + DP NoisetClient K

Client 1

Clip(                      ) 

Clip(                      ) 
wt

wt

Adding DP noise in the Local SGD Training

Adding DP noise in the FedAvg aggregation 

Central server

+ DP Noise
Central server

Clip(                 ) 

w1 + DP Noise

Fig. 1. FL configurations with sample-level DP and user-level DP.

Definition 1. A randomized algorithmM satisfies (ε, δ) differ-
ential privacy for two adjacent datasets D and D′ and any subset
of output S⊆ Range(R) holds,

Pr[M(D) ∈ S] ≤ eεPr[M(D′) ∈ S] + δ. (1)

Here, ε is a measure of privacy loss when a data point,
such as a record from a dataset, is added or removed, with a
smaller ε indicating a greater privacy guarantee. The term δ
is the failure probability, which is the maximum amount by
which the algorithm is allowed to deviate from the desired
privacy guarantee. For example, in 1, we can achieve ε
privacy guarantee with (1 − δ) probability. and δ is the
failure probability.

For a given function f(x), DP can be achieved by adding
noise calibrated to the function’s sensitivity Sf . There are
several noise mechanisms that can be employed to make
f(x) differentially private, including the Laplace mecha-
nism [26] and the exponential mechanism [27]. However, in
approximate DP, a classic DP technique [17] is to draw noise
using a Gaussian mechanism. Such a differentially private
counterpart F (x) for function f(x) is defined as follows:

F (x) = f(x) +N (0, σ2Sf ), (2)

where σ is the scale of the noise added to the data and
controls the trade-off between privacy and data utility. A
larger value of σ results in less noisy data and better utility,
but weaker privacy protection. On the other hand, a smaller
value of σ results in more noisy data and lower utility, but
stronger privacy protection.

2.2 Federated Learning With Differential Privacy

The previously-mentioned issues with conventional FL sys-
tems, i.e. the possibility of inferring sensitive information
from the uploaded model parameters, can be addressed
by adding DP to the FL framework, which allows for the
training of models on distributed data while preserving
the privacy of the data on each device. There are two
main techniques for adding differential privacy to FL: DP-
SGD [20] and DP-FedAvg [21].

In DP-SGD, noise is added to the gradients computed on
the local data during the training process, ensuring that the
updates sent to the central server do not reveal information
about the individual data points used for training. This
technique provides stronger privacy guarantees, making it
suitable for scenarios where data is highly sensitive, such as
in medical or financial applications [28]. However, DP-SGD
can also be computationally expensive, as the noise must be
added to each gradient computation, increasing the training
time on each device [29]. The weight updating of the DP-
SGD algorithm in the local training process can be summed
up as follows.

θt+1 = θt − ηt(▽θL(θ, xi) +N (0, σ2SfI)), (3)

where Sf represents a sensitivity bound for the gradients
from a deep neural network. Since there is no prior bound
to regulate the sensitivity of the gradients from a deep
neural network such that ∥▽θL(θ, xi)∥ ≤ Sf , bounding
the sensitivity before adding Gaussian noise is necessary,
In order to enforce such a bound the updates needs to be
clipped. [21] proposes the following clipping techniques to
accomplish this.

1) Flat clipping: Gradient concatenation of all the layers
in the neural network is clipped as gt=gt/( max(1,
∥gt)∥2
C

)) given an overall clipping parameter C . (Sf ←
C)

2) Per layer clipping: Given a per-layer clipping value
Cj , each layer j is clipped separately as gt(j)=gt(j)/(

max(1,
∥gt(j))∥2

Cj
)) since the updates of each layer in

a deep network may have significantly different L2
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norms as. Here p being the number of layers in the deep
neural network, let Sf =

√∑p
j=1 Cj

In DP-FedAvg, noise is added during the aggregation of
the model updates from each client to the central server,
providing computational efficiency as the noise is injected
only once during the aggregation step. This process offers
strong privacy guarantees, not just at the local data level
but also at the global model level. Specifically, adding noise
to the local SGD training protects the privacy of individual
data points at the client level by preventing information
leakage from local updates. However, DP-FedAvg addition-
ally protects the privacy of the global model, as the noise
added at the aggregation step ensures that the final model
remains differentially private. This is particularly beneficial
in scenarios where adversaries may attempt to infer sen-
sitive information from the global model parameters.On
the other hand, DP-SGD allows for more flexible privacy
budget allocation and may have lower computational over-
head than DP-FedAvg in certain scenarios. It is also better
suited to small-scale Federated Learning where there are
only a few devices participating in the learning process. In
addition, DP-SGD is a simpler algorithm that can be easier
to implement and understand in some cases. Ultimately, the
choice between DP-SGD and DP-FedAvg depends on the
specific requirements of the application, such as the level of
privacy needed, the available computational resources, and
the nature of the data being used.

In a typical FL system, with one server and K clients
participating in each round of training. Learning a model
from data stored at the K number of linked client devices
is the aim of the server. Formally, the weights wk

t received
from the K clients (chosen with a probability of qc) gets
aggregated at the central server as follows,

wt =
K∑

k=1

dk
qcd

wk
t+1. (4)

However, when using this approach with DP, the sensi-
tivity Sf of the FL process needs to be bounded, as different
clients may produce samples of different sizes. By applying
eq. 4 and considering that the norm of ∥ηjwk

t+1∥2 ≤ C is
bounded, we can express the sensitivity bound of the client
update using weighted averaging as follows,

Sf ≤
C

qcd
. (5)

To protect the privacy of data on each device, it is
essential to monitor the privacy budget utilized during the
training process. A method called the Moments Accountant
(MA), introduced by [20], offers an upper bound for the
privacy curve of a composition of differential privacy (DP)
algorithms. The privacy loss analysis using the Moments
Accountant involves combining the privacy curve of each
training iteration with itself T times, where T is the total
number of training iterations. The Moments Accountant has
been integrated into the Renyi Differential Privacy (RDP)
accountant framework introduced by [30]. Although the
running time of this accountant is independent of T , it
only provides an upper bound and cannot approximate the
privacy curve to arbitrary accuracy. [31], [32] proposed the

Client 3Client 2Client 1 Client K

w1
wt

t

Global Model

Aggregation
via FedAvg

w2wt t wt
wtw3

t

wk
t

Central
Server

Fig. 2. Example of a federated learning model.

idea of Gaussian Differential Privacy (GDP) and developed
an accountant for DP algorithms based on the central limit
theorem. This accountant provides an approximation to the
actual privacy curve and the approximation improves with
T .

3 SCHEME OVERVIEW

3.1 System Model

Our system model is based on an FL architecture, where
a central server coordinates the learning process with Kt

representing the total number of participating clients. In
each communication round, a subset of clients, denoted as
K , is randomly sampled to participate.To provide a concise
summary of the FL system, we outline the following key
steps:

1) Initialization: The server first randomly chooses or
pretrains a global model using public data.

2) Broadcasting: The global model’s parameters are dis-
tributed to the clients by the server and the local models
get updated by the global model.

3) Local training: Each client updates their local models
using their data and uploads the updated model pa-
rameters to the server.

4) Aggregation: The receiving models are weighted and
aggregated by the central server, which then transmits
the updated models back to the nodes.

5) Termination: All phases, with the exception of Initial-
ization, are iterated until a pre-set termination require-
ment is satisfied (e.g. the model accuracy exceeds a
threshold or a maximum number of iterations has been
attained)

In our FL system, which is illustrated in Fig. 2, each
client has access to its own local database Dk, where
k ∈ (1, 2, ...,K). The server aims to learn a model from
the data stored on the K linked client devices.

3.2 Threat Model

Our threat model considers that the server is honest but
curious about the data of the clients and that outside ad-
versaries could intercept model parameters sent through
the FL system. The intermediate parameters that are com-
municated with the server during the model aggregation
process could reveal sensitive information about the data of
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clients, such as uncommon features or distinctive patterns
that could be utilized by an attacker to deduce personal
information. We take into account an opponent that actively
seeks to extract private data from the gathered information.
The opponent could be a user of the system, an outsider
who has access to the system, or an intruder with the ability
to undermine its security. We assume that the adversary is
fully aware of the design, algorithm, and settings of the FL
system.

In our proposed threat model, we identify two types of
attacks that can compromise the privacy of clients’ data
in federated learning: membership inference attacks and
model inversion attacks.

1) Membership Inference Attacks: This type of attacks
attempt to determine if a specific client’s data was used
to train the model. It can reveal sensitive information
about a client, such as their medical conditions or finan-
cial status. An attacker can perform this type of attack
by observing the intermediate parameters shared with
the server during the FL model aggregation process.

2) Model Inversion Attacks: These attacks attempt to
recover sensitive data used to train the model, such as
individual medical records or financial transactions. It
relies on analyzing the intermediate parameters and the
final model to extract sensitive data. An attacker can use
this information to infer details about the clients’ data,
such as rare features or unique patterns.

To lessen these risks, we integrate DP approaches into
our model aggregation procedure. This makes sure that
neither the final model nor the intermediate parameters ex-
pose any private information about the clients. The trained
model’s performance, however, may be impacted by the lo-
cal parameter vectors’ inclusion of DP-injected noise. Hence,
in order to increase classification performance while pre-
serving the same amount of differential privacy, we strive
to strengthen the model’s robustness against DP-injected
noise in this study. It is important to note that we consider
two scenarios: adding DP noise to the SGD training process
at the sample level and adding DP noise at FedAvg at the
user level. We acknowledge that the broadcast of the global
parameter vector and the shared intermediate parameters
with the server may expose the confidential information of
the clients to outside adversaries.

4 METHODOLOGY

This section outlines our novel modification to the DP-
SGD algorithm to obtain sample level DP in FL settings,
DP-SGD via wavelets (DP-SGD-WAV), and our suggested
modification to the DP-FedAvg algorithm to obtain user-
level DP, DP-FedAvg via Wavelets (DP-FedAvg-WAV), both
by employing wavelet transforms. Additionally, we also
go through the technique for computing the Haar wavelet
transform ( HWT) along with the novel noise injection
scheme we propose.

4.1 DP-SGD via Wavelet Transforms
We employ the exact same methodology as the standard
DP-SGD. However, we suggest performing the clipping
and noise injection on the wavelet coefficients, or final

Algorithm 1 Pseudocode of DP-SGD via Wavelet Transform
in a FL configuration
Require: Input: K amount of clients chosen with a selection

probability of qc ∈ (0, 1], kth clients local dataset xk
i , loss

function L(θ , xk
i ) Parameters: learning rate η, noise scale

σ, local lot size Ln, coefficient norm bound C.
Ensure: wt and compute the overall privacy cost (ε, δ) using

a privacy accounting method.
Server executes:

Initialize wt randomly
For t ∈ |T| do

For each client k ∈ |K| do
wk

t+1 ←− ClientTraining(wt, k)

wt+1 ←−
∑K

k=1

dk
qcd

wk
t+1

ClientTraining(θn, k):
For n ϵ |N| do

Take a random sample Ln with sampling
probability q
Compute gradient
For each i ∈ Ln, compute

gn(xk
i )←− ∇θnL(θn, xk

i )
Add noise
ĝn(xk

i )←−WaveletNoise(gn(xk
i ))

Descent
θn+1 ←− θn - η(ĝn(xk

i ))
Return θn+1 to the server

WaveletNoise(gn(xk
i )):

Wavelet transform
Hn(x

k
i )←− gn(xk

i )
Clip wavelet coefficients

Hn(xk
i )← Hn(xk

i ) / max(1,
∥Hn(x

k
i )∥2

C
)

For each Haar ∈ Hn(xk
i )

Add noise

Ĥn(x
k
i )←−(Hn(Haar)+N (0,

σ2C2

(W(Haar))2
)

Inverse wavelet transform
ĝn(x

k
i )←−

1

L
(ΣiHn(x

k
i ))

Return ĝn(x
k
i )

coefficients, of an HWT. Our method adds Gaussian noise
calibrated to the clipping norm C to each wavelet coefficient
with a variance of (

σ

W(Haar)
)2, where σ and W(Haar) denote

the input and the weight function corresponding to each
wavelet coefficient, respectively. In Section 4.3, we go into
greater detail about these weights and the HWT technique.

It has been intensely debated and extensively researched
how to choose the best clipping threshold C for DP-SGD
[33] [34]. In our trials, we employ a clipping strategy based
on a median value and adhere to the methodology in [20].
Once the noise is added to the coefficients, we utilize an
inverse wavelet transformation step to construct the noisy
gradient vectors. The neural network will then be updated
in the opposite direction, just like in standard DP-SGD
computations, using the reconstructed noisy gradients. Al-
gorithm 1 provides a summary of the improved DP-SGD
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4 8 1 9 8 4 5 3

6 -2 5 -4 6 2 4 1

5.5 0.5 5 1

0.255.25 Mean coefficient

Detailed coefficient

H1 H2 H3 H4

H5 H6

H7
5.25
Base

Coefficient
H0

A = [                                                   ]

Level 3

Level 2

Level 1

Fig. 3. Decomposition tree illustration of Haar wavelet transform.

version employing wavelet transformations.

4.2 DP-FedAvg via Wavelet Transforms
We demonstrate how our method can be modified to im-
prove utility in user-level DP configurations, specifically by
introducing a wavelet transformation function to perform
noise injection at the DP-FedAvg algorithm’s global aggre-
gation step. However, given a required noise variance prior
to training, the noise variance that is added to the wavelet
coefficients will be adjusted to reflect this using a correlation
that we provide in our theoretical results. The main differ-
ence between this and algorithm 1 is that algorithm 2 is a
synopsis of the proposed DP-FedAvg-Wav algorithm. The
primary difference between this and algorithm 1 is where
the noise is added, which influences where we conduct the
wavelet transformation. As previously stated, DP-FedAvg
injects Gaussian noise during aggregation; thus, we perform
wavelet transformation on the aggregation model parame-
ters.

4.3 One-dimensional Haar Wavelet Transform
As an example, consider a data vector A with integer values
such that A=[4, 8, 1, 9, 8, 4, 5, 3]. The HWT computation for
this data vector is started by creating value pairs adjacent to
one another. These pairs are then averaged to provide the
mean coefficients [6, 5, 6, 4], which provide a new lower-
level representation of the values. In other words, the first
pair’s [4, 8] mean is 6, the second pair’s [1, 9] mean is 5, and
so forth. We will compute the detailed coefficients for each
of these pairings in parallel with the average computations
and save them as the first-level wavelet coefficients. This
is calculated using the formula (L − R)/2, where L and
R are the first and second values in the pair, respectively.
The results of the detailed coefficient computation for the
example above are the coefficients [-2, -4, 2, 1]. Now, this
procedure will be carried out log2(m) times, where m is the
array’s cardinality, until there is only one detailed coefficient
left. We only take into account the mean values for all
calculations at each level of the transformation, saving the
detailed coefficients separately. Table 2 provides a summary
of the wavelet computations for the example mentioned
above. As can be seen, this computation only works for

Algorithm 2 Pseudocode of DP-FedAvg via Wavelet Trans-
form
Require: Input: K amount of clients chosen with a selection

probability of qc ∈ (0, 1], kth clients local dataset xk
i , loss

function L(θ , xi) Parameters: learning rate η, noise scale
z, local lot size Ln, gradient norm bound C.

Ensure: wt and compute the overall privacy cost (ε, δ) using
a privacy accounting method.
Server executes:

Initialize wt randomly
For t ∈ |T| do

For each client k ∈ |K| do
wk

t+1 ←− ClientTraining(wt, k)

wt+1 ←−
∑K

k=1

dk
qcd

wk
t+1

σ ←− zC

qcd
ŵt+1 ←−WaveletNoise(wt+1, σ)

ClientTraining(θn, k):
For n ϵ |N| do

Take a random sample Ln with sampling
probability q
Compute gradient
For each i ∈ Ln, compute

gn(xk
i )←− ∇θnL(θn, xk

i )
Clip gradients

gn(xk
i )← gn(xk

i ) / max(1,
∥gn(xk

i )∥2
C

)
Descent
θn+1 ←− θn - η(ĝn(xk

i ))
Return θn+1 to the server

WaveletNoise(wt,σ):
Wavelet transform
Ht ←− wt

For each Haar ∈ Ht

Add noise

Ĥt ←−(Ht(Haar)+N (0,
σ2

(W(Haar))2
)

Inverse wavelet transform
ŵt ←−

1

L
(ΣiHt)

Return ŵt

TABLE 2
Haar wavelet transform computation.

Coefficient level Mean coefficient Detailed coefficient

3 [4, 8, 1, 9, 8, 4, 5, 3]
2 [6, 5, 6, 4] [-2, -4, 2, 1]
1 [5.5, 5] [0.5, 1]
0 5.25 [0.25]

arrays with 2n(n ∈ Z+) elements. As a result, any array that
does not meet this requirement must be transformed into an
array with two elements by zeros-padding. For instance, in
order to apply an HWD to the array [1, 2, 3, 4, 5], zeros must
be added to the end of the array, making it [1, 2, 3, 4, 5, 0, 0,
0].
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In order to more easily refer to each computed coeffi-
cient, the wavelet coefficients can also be expressed in a
decomposition tree, as shown in Fig. 3. However, even
though the mean coefficients are calculated in each step,
they just serve as shadow coefficients, and only detailed
coefficients are used for all calculations after the wavelet
transform, including the backwards transformation. The
base coefficient H0, which is the average of the final level
of computation, will also be used.

Invertibility is one of HWT’s most intriguing character-
istics. As shown below, each element in the original array
may be recreated using the wavelet coefficients determined
[H0, H1, H2, H3, H4, H5, H6, H7] for our prior example.

X = H0 +
l∑

i=1

(SiHi). (6)

We must first take, the wavelet coefficients’ decomposi-
tion tree illustration, into account in order to achieve a value
for Si. Using the decomposition tree illustration, a chain of
wavelet coefficients connected to each element of the input
array can be built. The ancestral wavelet coefficients chain
of the third element (1) of the input array, for instance,
are H2 H5 H7. Since the wavelet coefficients are generated
in pairs, it is possible to determine whether the branch
connecting the wavelet coefficient in the lth level and the
wavelet coefficient in the (l − 1)th level is on the left or
right side. As a result, depending on whether the coefficient
below is on the left or right side, Si equals 1 or -1.

As previously mentioned, our method adds indepen-
dently generated Gaussian noise with a standard devia-
tion of σ/W(Haar) to each wavelet coefficient, where σ
is the input parameter and W(Haar) is a weight function
that changes depending on the coefficient’s level in the
decomposition tree. This noise is calibrated to the clipping
threshold C . Here, W(Haar) is defined as follows for each
coefficient: a base coefficient W(Haar) = m, where m is
the size of the input array in terms of elements. W(Haar)

= 2l follows for any coefficient in level l. For instance,
W(Haar) values for the computed Haar wavelet coefficients
[H0, H1, H2, H3, H4, H5, H6, H7] shown in Fig. 3 will be [8,
2, 2, 2, 2, 4, 4, 8].

In traditional DP learning techniques, sensitivity is man-
aged through a clipping strategy that bounds the sensitivity
of gradients using a fixed norm bound C . However, After
applying the HWT to the gradients, the resulting wavelet
coefficients at each level of the transform are clipped using
a per-level norm bound. Each level of the HWT introduces
different weight functions, which causes the sensitivity of
the coefficients to vary across levels. This is a crucial dif-
ference from the flat clipping approach traditionally used
in gradient-based methods. The weighted clipping across
different levels of the wavelet transform enables us to refine
the sensitivity control, as it adapts to the structure of the
transformed data.

By leveraging the multi-level structure of the wavelet
coefficients, the sensitivity reduction is achieved at each
level, resulting in a lower overall noise variance when noise
is injected. This reduction in noise variance significantly
improves the utility of the model while preserving the same
DP guarantees. The wavelet-based noise injection, combined

with sensitivity-aware clipping, results in an enhanced
privacy-utility tradeoff compared to standard approaches
that apply a flat clipping strategy directly to the gradients.

5 THEORETICAL ANALYSIS

This section provides theoretical justification for the claims
we are making in this research. starting with noise variance
constraints, then DP analysis, and finally a convergence
performance analysis.

5.1 Noise Variance Bounds Analysis

Assume that a vanilla DP-SGD or DP-FedAvg algorithm us-
ing any accountant technique, such as the moments accoun-
tant [15] or the Renyi Differential Privacy (RDP) accountant
[33], provides (ε, δ) privacy guarantee when a noise with a
variance of σ2 is introduced to gradients. The noise variance
bounds for our approach are derived from the following
lemma:

Lemma 1. Assume that we perform HWT on a set of gradi-
ents (G) with m elements, which results in a set of wavelet
coefficients (H) where we add independent noise with standard
deviation of

σ(Haar)

W(Haar)
. The set of noisy gradients (G∗) recon-

structed from the inverse wavelet transform has a noise variance

of
2 + log2(m)

2
(σ(Haar))

2.

Proof. Consider the wavelet transformation decomposition
tree T of a set of gradients G. We have a decomposition tree
of noisy wavelet coefficients (T ∗) after adding independent
noise to each wavelet coefficient. Recollect that we used
equation 6 to reproduce the noisy gradients from T ∗. Each
element in the set of noisy gradients can be expressed as a
weighted sum of base coefficients (H0) and all coefficients
in its ancestral chain in the decomposition tree. The base
coefficient (H0) has a weight of 1, while the other coefficients
have weights of 1 or -1 depending on whether the leaves in
the level below that are connected to the wavelet coefficient
are on the left or right side. As a result, the weighted sum
(S) for the noisy gradients (G∗) can be expressed as follows:

S = mH0 +
∑

H∈T∗\H0

(H(L−R)). (7)

Where L and R denote the number of leaves in the
wavelet coefficient H’s left and right side subtrees. When
considering a single element X ∈ G∗, the maximum num-
ber of leaves in the left or right subtree of any coefficient
is 2(level(H)−1), where level(H) denotes the level of the
coefficient H. We now have L,H ∈ [0, 2(level(H)−1)] As a
result, the base coefficient is | (L − R) |≤ 2(level(H)−1) as
W(Haar). The noise variance contributed to G∗ by the base
coefficient is as follows:

m2.
σ2
(Haar)

n2
= σ2

(Haar). (8)
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Also recall, for every other coefficient H , W(Haar) =
2level(H). Therefore the noise variance contributed by a
single coefficient to G∗ is

(L−R)2
σ2
(Haar)

(2level(H))2
= (2(level(H)−1))

2 σ2
(Haar)

22level(H)
=

σ2
(Haar)

4
.

(9)
Since the number of levels l = (1 + log2(m)) in wavelet

transforms, The maximum noise variance at G∗ is,

σ2
(Haar) + 2l

σ2
(Haar)

4
= σ2

(Haar) + 2(1 + log2(m))
σ2
(Haar)

4

=
2 + log2(m)

2
(σ(Haar))

2.

(10)

Fig. 4 depicts the empirical probability density function
of noise in two methods for a fixed (ε, δ), at the noisy
gradients. When compared to our method, the standard
noise injection scheme’s plot is stretched, indicating that the
predictions made from these data are far from the actual re-
sults, demonstrating how our method provides significantly
improved utility in the final model.

5.2 Differential Privacy Analysis

In this work, we utilize two well-established privacy ac-
counting techniques, namely the moments accountant [20]
and the analytical moments accountant using RDP [35], to
provide our (ε, δ) differential privacy guarantees. We want
to clarify that our contribution does not lie in introducing a
new privacy loss accounting method but in demonstrating
how these techniques can be effectively applied in con-
junction with the HWT to achieve a better utility-privacy
tradeoff. By leveraging the wavelet-based noise injection
mechanism, we are able to reduce the overall noise vari-
ance while maintaining the same privacy guarantees as the
traditional DP-SGD and DP-FedAvg algorithms.

Lemma 2. When moments accountant technique is used, our
method guarantees (ε, δ) differential privacy for any ε < c1q

2
cT

and δ > 0, while saving a factor of
√
(2 + log2(m))/2 in the
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Fig. 4. Gaussian distribution curves with varying noise variance used in
DP training. The red curve represents the original noise variance, while
the blue curve represents the reduced noise variance proposed in our
method. The x-axis shows the range of noise values, which is a real-
valued axis that represents all possible noise values that can be added
to the training process, and the y-axis represents the probability density.

asymptotic bound from the vanilla DP-SGD algorithm, if σ(Haar)

is chosen as,

σ(Haar) = c2
K

ε

√
2T log(1/qc)

2 + log2(m)
,

where c1 and c2 are constants, the number of steps T , sampling
probability qc = Ln/N , where Ln and N are the lot size and the
size of the input dataset respectively.

Proof. According to [20], for any ε < c1q
2
cT and δ > 0, the

vanilla DP-SGD algorithm is (ε, δ) differentially private, and
if σ is,

σ = c2
qc
√
T log(1/qc)

ε
. (11)

Lemma 1 establishes that σ = (σ(Haar))
√
(2 + log2(m))/2.

As a result, for any ε < c1q
2
cT and δ > 0, our method is

(ε, δ) differentially private iff,

(σ(Haar))
√
(2 + log2(m))/2 = c2

qc
√
T log(1/qc)

ε
,

σ(Haar) = c2
K

ε

√
2T log(1/qc)

2 + log2(m)
,

(12)

since n ≥ 1, it can be observed that
√
2/(2 + log2(m)) ≤1.

At the asymptotic bound, our method saves a factor of√
(2 + log2(m))/2.

As our modifications are applied prior to the accoun-
tant, the results presented above are also applicable to
the analytical moments accountants who use RDP [35]in a
“black-box” manner. Suppose we have a standard mecha-
nism that provides (ε, δ) differential privacy with a noise
variance of σ2. To achieve the same (ε, δ) privacy guaran-
tee, the noise variance at noisy gradients in our method

will be
2 + log2(m)

2
(σ(Haar))

2 = σ2, saving a factor of√
(2 + log2(m))/2 in the asymptotic bound.

5.3 Convergence Analysis of DP-SGD-WAV

In this section, we will examine the proposed algorithm’s
convergence performance. We accomplish this by analyzing
the expected difference in the loss function with Gaussian
noise between adjacent aggregations. First, we make the
following assumptions:

1) Gradient dissimilarity is bounded: There exists constant
B1 and B2 so that

∑K
k=1{||▽Lk(θ) − ▽L(θ)||2} ≤

B1||▽L(θ)||2 +
B2

2

K
.

2) Lk(θ) is Lipschitz continuous; i.e. there exists a real
constant M so that ||▽Lk(θ) − ▽Lk(θ

′)|| ≤ M ||θ − θ′||
holds true.

3) L(θ) satisfies Polyak-Lojasiewicz inequality if there ex-

ists a positive scalar µ > 0 such that
1

2
||▽L(θ)||2 ≥

µ(L(θ)− L(θ∗)). where, θ∗ is the minimizer of L(θ).

Theorem 3. Let {θt}t≥0 be the sequence of model parameters
generated by the DP-FedAvg via Wavelets algorithm (Algorithm
2). Assume that the local loss functions Lk(θ) are Lipschitz
continuous and the gradient dissimilarity is bounded. Then, the
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expected difference between the global loss function L(θ) at
iteration t+ 1 and the optimal loss L(θ∗) is bounded as follows:

E[L(θt+1)]− L(θ∗) ≤ △tE[L(θt)− L(θ∗)] + ct

+
ηt
2
[−1 + λMηt(

B1 +K

K
)]||

K∑
k=1

dk
qcd
∇θkt L̂k(θt, x

k
i )||2

+Bt

t−1∑
j=tc+1

η2j ||
K∑

k=1

dk
qcd
∇θkt L̂k(θt, x

k
i )||2.

(13)
where,

△t = 1− µηt, (14)

ct =
ηtMB2

2

K
[
ηt
2

+
M(K + 1)

K

t−1∑
j=tc+1

η2j , (15)

Bt =
λ(K + 1)ηtM

2

K2
(B1 +N). (16)

Proof. See Appendix A

Using theorem 3, we can describe the convergence
characteristics of the DP-FedAvg via Wavelets algorithm.
The lemma provides a bound on the expected difference
between the global loss function L(θ) at iteration t + 1
and the optimal loss L(θ∗). This bound is composed of
several terms that reflect different aspects of the algorithm’s
behavior. The term △t = 1 − µηt ensures that as long as
0 < µηt < 1, the algorithm will decrease the error term
E[L(θt) − L(θ∗)] in expectation, driving the expected loss
closer to the optimal loss with each iteration. The term ct
accounts for the influence of noise introduced for differential
privacy and the gradient dissimilarity. As the learning rate
ηt decreases, ct also diminishes, indicating that the impact
of these factors becomes less significant over time.

Additionally, the term
ηt

2

[
−1 + λMηt

(
B1+K

K

)] ∥∥∥∑K
k=1

dk

qcd
∇θk

t
L̂k(θt, x

k
i )
∥∥∥2,

highlights the role of the weighted gradients in the
convergence process. If the condition λMηt

(
B1+K

K

)
< 1

holds, this term contributes negatively, further promot-
ing convergence by reducing the loss. Lastly, the term

Bt

∑t−1
j=tc+1 η

2
j

∥∥∥∑K
k=1

dk

qcd
∇θk

t
L̂k(θt, x

k
i )
∥∥∥2 reflects the accu-

mulated effect of past gradients, emphasizing the impor-
tance of a proper decay schedule for ηt to ensure effective
convergence. These components collectively illustrate that
the convergence rate of the DP-FedAvg via Wavelets algo-
rithm is influenced by the learning rate, gradient dissimilar-
ity, differential privacy noise, and the weighted contribution
of local gradients. By tuning these parameters appropriately,
the algorithm can achieve efficient convergence to the opti-
mal solution.

From our theoretical analysis, it is obvious that artificial
noise with a high variance (σ2) may improve the DP’s
privacy protection performance. However, based on the
RHS of (13), a large σ2 may increase the expected difference
of the loss function between two consecutive aggregations,
causing convergence performance to deteriorate. In order
to minimize this deterioration, our proposed algorithm DP-

FedAvg-WAV saves a factor of
2 + log2(m)

2
(σ(Haar))

2 in

the noise variance added to the model gradients compared
to its vanilla algorithm, resulting in superior convergence
performance. It is worth noting that when the number of
clients K = 1, DP-FedAvg becomes identical to DP-SGD.
As a result, it is reasonable to conclude that these results are
also valid for DP-SGD-WAV. We visualize these results via
experiments in Section 6.

6 EXPERIMENTS

In this section, we show that our approach outperforms the
state-of-the-art DP algorithms currently available. We do a
number of tests on various datasets with various privacy
budgets in order to achieve this.

6.1 Experimental Setup

Our experiments were conducted in Python, using the Py-
Torch framework on a system equipped with an Intel Core
i7 11th generation processor and NVIDIA RTX 3080 GPU
acceleration. To track cumulative privacy loss, we used the
RDP accountant from Google’s differential privacy libraries.
For the MNIST dataset and the Fashion-MNIST dataset,
each consisting of 70,000 grayscale images, we employed
a convolutional neural network (CNN) model, whose archi-
tecture is illustrated in Fig. 5. The MNIST dataset contains
handwritten digits, while the Fashion-MNIST dataset con-
tains images of clothing items. Both datasets are split into
60,000 training samples and 10,000 test samples, with each
image having a resolution of 28x28 pixels. The CIFAR10
dataset, which consists of 60,000 colour images of size
32x32, divided into ten classes, was used to evaluate the
performance of our proposed method on larger and more
complex images. For this dataset, we used a much deeper
CNN model, as outlined in Fig. 6. Overall, the datasets were
chosen to evaluate our proposed method’s effectiveness in
different image recognition tasks.

All hyperparameters used in these experiments were
selected through a rigorous hyperparameter tuning process.
We tested a wide range of values for each hyperparame-
ter, and the best possible hyperparameters were selected
based on their impact on the model’s performance, privacy
guarantees, and computational efficiency. We tuned various
hyperparameters, including the learning rate, batch size,
weight decay, number of layers, number of filters, and
kernel size. Additionally, we experimented with different
values of the privacy parameter epsilon to ensure sufficient
privacy protection while maintaining acceptable model ac-
curacy. The hyperparameter tuning process was conducted
using a combination of manual and automated methods. For
the manual tuning, we employed our domain knowledge
and prior experience to select the hyperparameters. For the
automated tuning, we used a popular tool, Grid Search.

In our implementation, the median clipping norm is
calculated only during the initial rounds of training using
a public proxy dataset. Since the client data in our FL
framework is i.i.d., this ensures that the clipping threshold
is representative of the client data distribution. The median
clipping value is then applied consistently throughout the
training process, providing a fixed sensitivity bound.The
noise scales σ were set to 1, 1.5, and 3 for small, medium,
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Fig. 5. Architecture of the Convolutional Neural Network (CNN) used to train on MNIST and Fashion MNIST datasets, consisting of multiple
convolutional layers followed by pooling layers and fully connected layers.
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Fig. 6. Architecture of the Convolutional Neural Network (CNN) used to train on CIFAR10 dataset, consisting of multiple convolutional layers followed
by pooling layers and fully connected layers.
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Fig. 7. The learning accuracies achieved through FL by applying sample-level DP guarantees to local SGD training on the MNIST dataset. DP noise
was added under three different privacy settings.

and large noise settings, respectively. The resulting ϵ values
are recorded in Table 3 with δ set to 10−5.The FL process
was conducted using 100 clients, where the datasets were
divided equally among them. The training was carried out
for 300 communication rounds, with each client performing
50 local training epochs per round, and the global model
was evaluated after every epoch.

6.2 Baselines

To evaluate the effectiveness of our proposed method, we
compared it against three baselines, which are widely used
in the literature for federated learning with differential
privacy. The first baseline is non-private federated learning
[10]. In this approach, the clients send their model updates
to the central server, which aggregates the updates and
broadcasts the new model to all clients. This baseline serves
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Fig. 8. The learning accuracies achieved through FL by applying sample-level DP guarantees to local SGD training on the Fashion MNIST dataset.
DP noise was added under three different privacy settings.
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Fig. 9. The learning accuracies achieved through FL by applying sample-level DP guarantees to local SGD training on the CIFAR10 dataset. DP
noise was added under three different privacy settings.
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Fig. 10. The learning accuracies achieved through FL by applying user-level DP guarantees to the aggregation step (FedAvg algorithm) on the
MNIST dataset. DP noise was added under three different privacy settings.

as a performance benchmark for our proposed method. In
experiments conducting sample-level privacy for federated
learning settings, we used DP-SGD as the baseline for
differential privacy. In this approach, differential privacy is
introduced at the sample level by adding noise to the gradi-
ents. On the other hand, in experiments conducting client-
level privacy for federated learning settings, we used DP-
FedAvg as the baseline for differential privacy. In this ap-

proach, differential privacy is introduced at the client level
by adding noise to the model updates. The third baseline is
federated learning with dynamic DP-SGD (Dyn-DP-SGD) or
Dynamic FedAvg (Dyn-DP-FedAvg) [36], depending on the
experiment setting. In the sample-level privacy setting, we
use Dyn-DP-SGD, where the noise added to the gradients
is adapted dynamically based on the sensitivity of the data.
In the client-level privacy setting, we use Dyn-DP-FedAvg,
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(c) Large Noise (  = 1.64,  = 10 )
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Fig. 11. The learning accuracies achieved through FL by applying user-level DP guarantees to the aggregation step (FedAvg algorithm) on the
Fashion MNIST dataset. DP noise was added under three different privacy settings.
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(a) Small Noise (  = 24.5,  = 10 )
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(b) Medium Noise (  = 7.94,  = 10 )
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(c) Large Noise (  = 4.75,  = 10 )
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Fig. 12. The learning accuracies achieved through FL by applying user-level DP guarantees to the aggregation step (FedAvg algorithm) on the
CIFAR10 dataset. DP noise was added under three different privacy settings.

TABLE 3
Accuracy improvement our method provides when DP-Adam and DP-AdaGrad optimizers are used in place of DP-SGD, Here δ = 10−5.

MNIST Fashion MNIST CIFAR10
DP property DP property DP propertyOptimization

Algorithm
ε = 6.38 ε = 3.61 ε = 1.64 ε = 6.38 ε = 3.61 ε = 1.64 ε = 24.5 ε = 7.94 ε = 4.75

DP-Adam 3.56% 4.9% 6.12% 8.22% 10.23% 12.97% 6.01% 6.83% 7.93%
DP-AdaGrad 2.31% 3.29% 4.97% 6.61% 8.19% 10.88% 4.25% 5.53% 7.03%

where the noise added in the aggregation is adapted based
on the number of participating clients.

6.3 FL with Sample-Level DP
The learning accuracies achieved through FL with sample-
level DP on three different datasets, MNIST, Fashion MNIST,
and CIFAR-10, are presented in Figures 7, 8, and 9 respec-
tively. The figures show the performance of our proposed
method, FL with DP-SGD-WAV, compared to three baseline
approaches: vanilla DP-SGD [20], dynamic DP-SGD [36],
and non-private federated learning [10]. The non-private
FL serves as a performance benchmark in our evaluation.
We observe that our proposed method outperforms the
state-of-the-art approaches across all three noise settings,
small, medium, and large, demonstrating its effectiveness
in improving the utility of DP training.

In the MNIST dataset, we observed that our proposed
method outperformed the three baseline approaches across

all three noise settings. Specifically, in the small noise set-
ting, our proposed method achieves a 4.9% increase in
accuracy compared to vanilla DP-SGD, and a 2.87% increase
compared to dynamic DP-SGD. In the medium noise setting,
we observe a similar trend with a 7.03% and 4.2% increase
in accuracy compared to vanilla DP-SGD and dynamic DP-
SGD, respectively. In the large noise setting, our proposed
method again outperforms the baselines with a 9.16% in-
crease in accuracy compared to vanilla DP-SGD and a 4.82%
increase compared to dynamic DP-SGD.

For the Fashion MNIST dataset, our proposed method
also outperformed the three baseline approaches across all
three noise settings. In the small noise setting, our proposed
method achieves a 9.93% increase in accuracy compared to
vanilla DP-SGD, and a 5.64% increase compared to dynamic
DP-SGD. In the medium noise setting, we observe a similar
trend with a 12.7% and 5.53% increase in accuracy compared
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to vanilla DP-SGD and dynamic DP-SGD, respectively. In
the large noise setting, our proposed method again outper-
forms the baselines with a 14.6% increase in accuracy com-
pared to vanilla DP-SGD and a 5.35% increase compared to
dynamic DP-SGD.

Finally, for the CIFAR-10 dataset, our proposed method
also outperformed the three baseline approaches across all
three noise settings. In the small noise setting, our proposed
method achieves a 6.38% increase in accuracy compared
to vanilla DP-SGD, and a 1.871% increase compared to
dynamic DP-SGD. In the medium noise setting, we observe
a similar trend with a 7.2% and 1.88% increase in accu-
racy compared to vanilla DP-SGD and dynamic DP-SGD,
respectively. In the large noise setting, our proposed method
again outperforms the baselines with a 9.1% increase in
accuracy compared to vanilla DP-SGD and a 2.05% increase
compared to dynamic DP-SGD.

These results demonstrate that our proposed method,
FL with DP-SGD-WAV, achieves improved accuracy com-
pared to existing sample-level DP methods in FL. The
wavelet-based noise added to the gradients in our pro-
posed method provides higher accuracies while maintaining
privacy guarantees. This is congruent with our theoretical
proof, in which we demonstrated that using the wavelet
transform reduces the noise variance bounds by a factor of
2 + log2(m)

2
(σ(Haar))

2.
In addition to our experimental results, we extend our

work to other optimizers such as DP-Adam [12] and DP-
AdaGrad [13] to prove that the wavelet technique works
with any optimizer in a black-box way to provide sample-
level DP guarantees for FL applications. Similarly to the
previous experiments, we run these in the MNIST, Fashion
MNIST and CIFAR10 datasets with three different noise
scales, with δ fixed to 10−5 and ε varied to have varying
values. Table 3 summarizes the accuracy increase on these
two optimizers for large, medium and small noise settings.
It can be observed, the reduction of the noise variance

that the HWT causes, by a factor of
2 + log2(m)

2
(σ(Haar))

2

boosts the accuracies of these optimization techniques in a
manner similar to the DP-SGD algorithm.

6.4 FL with Client-Level DP

We evaluated the effectiveness of our proposed DP-FedAvg-
WAV, in improving learning accuracy while maintaining
privacy guarantees in client-level FL settings. We conducted
experiments on three datasets, MNIST, Fashion MNIST,
and CIFAR-10, and compared our method to three baseline
approaches: vanilla DP-FedAvg [21], Dyn-DP-FedAvg [36],
and non-private FL. Similar to the sample-level experiments
the non-private FL served as a performance benchmark in
our evaluation.

Fig. 10 shows our method achieved a 3.64% increase
in accuracy compared to vanilla DP-FedAvg and a 1.21%
increase compared to Dyn-DP-FedAvg in the small noise
setting for the MNIST dataset. In the medium noise setting,
we observed a similar trend with a 6.14% and 1.82% increase
in accuracy compared to vanilla DP-FedAvg and Dyn-DP-
FedAvg, respectively. In the large noise setting, our method
again outperformed the baselines with a 12.97% increase in

accuracy compared to vanilla DP-FedAvg and a 4.93% in-
crease compared to Dyn-DP-FedAvg. Similar improvements
were observed in Fig. 11 for the Fashion MNIST dataset. Our
method achieved a 13.2% increase in accuracy compared
to vanilla DP-FedAvg and a 2.4% increase compared to
Dyn-DP-FedAvg in the small noise setting. In the medium
noise setting, we observed a 14.82% and 3.08% increase
in accuracy compared to vanilla DP-FedAvg and Dyn-DP-
FedAvg, respectively. In the large noise setting, our method
shows a 27.3% increase in accuracy compared to vanilla DP-
FedAvg and a 4.39% increase compared to Dyn-DP-FedAvg.
Fig. 12 shows the learning accuracies for FL with client-
level DP, trained with the CIFAR10 dataset. similar to the
previous experiments our method achieved a 5.96% increase
in accuracy compared to vanilla DP-FedAvg and a 1.987%
increase compared to Dyn-DP-FedAvg in the small noise
setting. In the medium noise setting, a 6.67% and 4.02%
increase in accuracy compared to vanilla DP-FedAvg and
Dyn-DP-FedAvg, respectively was observed. In the large
noise setting, our method shows a 16.33% increase in accu-
racy compared to vanilla DP-FedAvg and a 5.94% increase
compared to Dyn-DP-FedAvg.

In these experiments, the clipping was taken place at the
local training process in order to bind the sensitivity of the
gradients. The noise was injected at the global aggregation
process, which was calibrated to the local clipping norms.
The wavelet transform takes place in the global aggregation,
reducing the noise variance that’s been injected into the
model updates in a similar manner to the sample-level
approach. This brings our experimental results to a close,
demonstrating that our assertions are consistent with the
experimental and theoretical results.

7 CONCLUSION

In this paper, we proposed a modification to the vanilla DP-
SGD and DP-FedAvg algorithms by using a Haar wavelet
transform. This modification ensures the same (ε, δ) dif-
ferential privacy and provides significantly higher utility
than the vanilla algorithms and recent improvements upon
them. We provided theoretical guarantees on improved
noise variance bounds and demonstrated improved utility
using three benchmark datasets. However, our approach is
slightly more computationally expensive than the vanilla
algorithms due to the increased number of computations.
Although our method shows higher utility, the convergence
rate of the model remains the same, which means that
more training epochs are required for the model to converge
compared to the traditional method. This is a result of our
method converging to much greater accuracy. Therefore, in
future work, we plan to investigate the effects of applying
unequal noise to different coefficients of the Haar transform.
Also, while the current median clipping approach performs
well in i.i.d. settings, future work could explore adaptive
clipping techniques. which dynamically adjusts the clipping
threshold during training. This approach would be par-
ticularly beneficial in non-i.i.d. settings, where client data
distributions vary significantly.
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APPENDIX

.1 Proof of theorem 3
Theorem: Let {θt}t≥0 be the sequence of model param-
eters generated by the DP-FedAvg via Wavelets algorithm
(Algorithm 2). Assume that the local loss functions Lk(θ)
are Lipschitz continuous and the gradient dissimilarity is
bounded. Then, the expected difference between the global
loss function L(θ) at iteration t + 1 and the optimal loss
L(θ∗) is bounded as follows:

E[L(θt+1)]− L(θ∗) ≤ △tE[L(θt)− L(θ∗)] + ct

+
ηt
2
[−1 + λMηt(

B1 +K

K
]||

K∑
k=1

dk
qcd
∇θkt L̂k(θt, x

k
i )||2

+Bt

t−1∑
j=tc+1

η2j ||
K∑

k=1

dk
qcd
∇θkt L̂k(θt, x

k
i )||2.

(17)

where,

△t = 1− µηt, (18)

ct =
ηtMB2

2

K
[
ηt
2

+
M(K + 1)

K

t−1∑
j=tc+1

η2j , (19)

Bt =
λ(K + 1)ηtM

2

K2
(B1 +N). (20)

Proof. From algorithm 2’s local update rule we know that

θkt+1 = θkt − ηt(g
k
t (x

k
i )). (21)

where, gkt (xk
i ) = ∇θkt Lk(θt, x

k
i ),

also, we know the FedAvg step;

θt+1 =
K∑

k=1

dk
qcd

θkt+1. (22)

Let,

ĝt =
K∑

k=1

dk
qcd
∇θkt Lk(θt, x

k
i )

+N (0,
2 + log2(m)

2
(σ(Haar))

2).

(23)

Since we assumed Lk(θ) is Lipschitz continuous

L(θt+1)− L(θt) ≤ −ηt⟨∇L(θt), ĝt⟩+
η2tM

2
||ĝt||2. (24)

By taking expectation on both sides of above inequality
overs sampling of devices qc, we get

E[EkinK [L(θt+1)− L(θt)]]

≤ −ηtE[EkinK [⟨∇L(θt), ĝt⟩]] +
η2tM

2
E[EkinK [||ĝt||2]].

(25)
We define gt as the full gradient of the local objective

function at iteration t where ĝt is an unbiased estimator of
the full gradient gt.

Given the definitions of gt and ĝt , and considering
that mini-batches are selected independently and identically
distributed (i.i.d.) at each local machine, it follows that

E
[
∥ĝt − gt∥2

]
= E

∥∥∥∥∥1g k

t

EkinK ĝkt −
1

g

k

t

EkinKgkt

∥∥∥∥∥
2
 =

1

K2
E

EkinK∥(ĝkt − gkt )∥2 +
∑
i ̸=k

⟨ĝit − git, ĝ
k
t − gkt ⟩

 =

1

K2
EkinKE

[
∥(ĝkt − gkt )∥2

]
+

1

K2

∑
i ̸=k

E
[
⟨ĝkt − gkt , ĝ

i
t − git⟩

]
≤ 1

K2
EkinKE

[
∥(ĝkt − gkt )∥2

]
+

1

K2

∑
i ̸=k

⟨E
[
ĝkt − gkt

]
,E
[
ĝit − git

]
⟩

≤ 1

K2
EkinK

[
B1∥gkt ∥2 +B2

2

]
=

B1

K2
EkinK∥gkt ∥2 +

B2
2

gkt
.

(26)
Next, considering the expectation over the random sam-

pling of devices on both sides of the above equation, we
derive:

EkinK

[
E
[
∥ĝt − gt∥2

]]
≤ EkinK

[
B1

K2
EkinK∥gkt ∥2 +

B2
2

g

k

t

]

=
B1

K2
EkinK

[
EkinK∥gkt ∥2

]
+

B2
2

gkt

=
B1

K2
K

K∑
K=1

dk
qcd
∥gkt ∥2 +

B2
2

gkt
.

(27)
Now, we note that E[ĝkt ] = gkt , from which we have

E[∥ĝt∥2] = E[∥ĝt − E[ĝt]∥2] + ∥E[ĝt]∥2

= E[∥ĝt − gt∥2] + ∥gt∥2

≤ B1

K2
EkinK∥gkt ∥2 +

B2
2
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2

K
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(28)

where we used the fact that ∥
∑m

i=1 ai∥
2 ≤ m

∑m
i=1 ∥ai∥2.

Applying the assumption that gradient dissimilarity is
bounded, the second term on the right-hand side of 25 can
be upper-bounded as:

E[EkinK [∥ĝt∥2]]

≤
(
B1 +K

K2

)[ K∑
k=1

dk
qcd
∥∇θkt L̂k(θt, x
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2
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(
B1 +K
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k
i )

∥∥∥∥∥
2

+
B2

2

K
.

(29)

where,

∇θkt L̂k(θt, x
k
i ) =

∇θkt Lk(θt, x
k
i ) +N (0,

2 + log2(m)

2
(σ(Haar))

2),
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and λ is the upper bound over the weighted gradient
diversity, i.e

∑K
k=1

dk
qcd
||∇θkt L̂k(θt, x

k
i )||22

||
∑K

k=1

dk
qcd
∇θkt L̂k(θt, xk

i )||22
≤ λ. (30)

now we move on to bound the first term of 25.
Define ĝ(t) = 1

K

∑K
k=1 ĝ

(t)
k as the average of their local

stochastic gradients at iteration t. Thus, we have:

−Ei∈LnEk∈K

[〈
∇L(θt), ĝ(t)

〉]
= −Ei∈Ln

Ek∈K

[〈
∇L(θt),

1

K
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k=1

ĝ
(t)
j

〉]
.

(31)

Note that the order of taking expectation follows from
the fact that devices are chosen first and thereafter the
stochastic mini-batch gradients are computed, and noting
the fact that devices are agnostic to the random selection at
every communication round., we can write;
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k
i )

]〉

= −
〈
∇L(θt),

1

K

[
K

K∑
k=1

dk
qcd
∇θkt L̂k(θt, x

k
i )

]〉

= −
〈
∇L(θt),

K∑
k=1

dk
qcd
∇θkt L̂k(θt, x

k
i )

〉
.

(32)

Based on the identity 2⟨a, b⟩ = ∥a∥2 + ∥b∥2 − ∥a − b∥2,
we can write;

−
〈
∇L(θt),

K∑
k=1

dk
qcd
∇θkt L̂k(θt, x

k
i )

〉

=
1

2

[
−∥∇L(θt)∥2 −

∥∥∥∥∥
K∑

k=1

dk
qcd
∇θkt L̂k(θt, x

k
i )

∥∥∥∥∥
2

+

∥∥∥∥∥∇L(θt)−
K∑

k=1

dk
qcd
∇θkt L̂k(θt, x

k
i )

∥∥∥∥∥
2]

=
1

2

[
−∥∇L(θt)∥2 −

∥∥∥∥∥
K∑

k=1

dk
qcd
∇θkt L̂k(θt, x

k
i )

∥∥∥∥∥
2

+

∥∥∥∥∥
K∑

k=1

dk
qcd

(∇θtL̂k(θt, x
k
i )−∇θkt L̂k(θt, x

k
i ))

∥∥∥∥∥
2]

≤ 1

2

[
−∥∇L(θt)∥2 −

∥∥∥∥∥
K∑

k=1

dk
qcd
∇θkt L̂k(θt, x

k
i )

∥∥∥∥∥
2

+
K∑

k=1

dk
qcd
∥∇θtL̂k(θt, x

k
i )−∇θkt L̂k(θt, x

k
i )∥2

]
.

(33)

Since Lk(θ) is Lipschitz continuous, we have;

1

2

[
−∥∇L(θt)∥2 −

∥∥∥∥∥
K∑

k=1

dk
qcd
∇θkt L̂k(θt, x

k
i )

∥∥∥∥∥
2

+
K∑

k=1

dk
qcd
∥∇θtL̂k(θt, x

k
i )−∇θkt L̂k(θt, x

k
i )∥2

]

≤ 1

2

[
−∥∇L(θt)∥2 −

∥∥∥∥∥
K∑

k=1

dk
qcd
∇θkt L̂k(θt, x

k
i )

∥∥∥∥∥
2

+
K∑

k=1

dk
qcd

M2∥θt − θkt ∥2
]
.

(34)

Therefore the first term of 25 can be bounded as.

−ηtE[EkinK [⟨∇L(θt), ĝt⟩]]

≤ −ηt
2
||∇L(θt)||2 −

ηt
2
||

K∑
k=1

dk
qcd
∇θkt L̂k(θt, x

k
i )||2

+
ηtM

2

2

K∑
k=1

dk
qcd
||θt − θkt ||2.

(35)

An immediate implication of the above equation is

−ηtE
[
EkinK

[〈
∇L(θt), ĝ(t)

〉]]
≤ −ηt

2
∥∇L(θt)∥2 −

ηt
2

∥∥∥∥∥
K∑

k=1

dk
qcd
∇θkt L̂k(θt, x

k
i )

∥∥∥∥∥
2

+
ηtM

2

2

K∑
k=1

dk
qcd

∥∥∥θt − θkt

∥∥∥2

≤ −µηt(L(θt)− L(θ∗))− ηt
2

∥∥∥∥∥
K∑

k=1

dk
qcd
∇θkt L̂k(θt, x

k
i )

∥∥∥∥∥
2

+
ηtL

2

2

K∑
k=1

dk
qcd

∥∥∥θt − θkt

∥∥∥2 ,
(36)

where the last inequality follows from the PL property.
We can also simplify the last term in RHS of 36
Define tc ≜

⌊
t

|N |

⌋
|N |. Therefore, according to Algo-

rithm 2, we have:

θtc+1 =
1

K

K∑
k=1

θktc+1 (37)

The update rule of Algorithm 2 can then be expressed
as:
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θkt = θkt−1 − ηt−1ĝ
k
t−1 = θk(t−2) −

(
ηt−2ĝ

k
t−2 + ηt−1ĝ

k
(t−1)

)
= θtc+1 −

t−1∑
j=tc+1

ηj ĝ
k
j ,

(38)
where the last equality follows from the update rule.

Building on this, we now compute the average model as
follows:

θt = θtc+1 −
1

K

K∑
k=1

t−1∑
j=tc+1

ηj ĝ
k
j (39)

Next, we aim to bound the term E∥θt− θkt ∥2 for tc+1 ≤
t ≤ tc +E (where n represents the indices of local updates).
We begin by relating this quantity to the variance between
the stochastic gradient and the full gradient.

E
[
∥θ(tc+n) − θk(tc+n)∥2

]
= E


∥∥∥∥∥∥θtc+1 −

t−1∑
j=tc+1

ηj ĝ
k
j − θtc+1 +

1

K

K∑
k=1

t−1∑
j=tc+1

ηj ĝ
k
j

∥∥∥∥∥∥
2


= E


∥∥∥∥∥∥

n∑
j=1

ηtc+j ĝ
k
tc+j −

1

K

K∑
k=1

n∑
j=1

ηtc+j ĝ
tc+j
j

∥∥∥∥∥∥
2


≤ 2E


∥∥∥∥∥∥

n∑
j=1

ηtc+j ĝ
k
tc+j

∥∥∥∥∥∥
2
+ 2E


∥∥∥∥∥∥ 1

K

K∑
k=1

n∑
j=1

ηtc+j ĝ
tc+j
j

∥∥∥∥∥∥
2


= 2

E


∥∥∥∥∥∥

n∑
j=1

ηtc+j ĝ
k
tc+j − E

 n∑
j=1

ηtc+j ĝ
k
tc+j

∥∥∥∥∥∥
2


+

∥∥∥∥∥∥E
 n∑
j=1

ηtc+j ĝ
k
tc+j

∥∥∥∥∥∥
2
 + 2E

[∥∥∥∥ 1

K

K∑
k=1

n∑
j=1

ηtc+j ĝ
tc+j
j

−E

 1

K

K∑
k=1

n∑
j=1

ηtc+j ĝ
tc+j
j

∥∥∥∥2]

+

∥∥∥∥∥∥E
 1

K

K∑
k=1

n∑
j=1

ηtc+j ĝ
tc+j
j

∥∥∥∥∥∥
2

= 2E


∥∥∥∥∥∥

n∑
j=1

ηtc+j

(
ĝktc+j − gktc+j

)∥∥∥∥∥∥
2
+

∥∥∥∥∥∥
n∑

j=1

ηtc+jg
k
tc+j

∥∥∥∥∥∥
2

+2E


∥∥∥∥∥∥ 1

K

K∑
k=1

n∑
j=1

ηtc+j

(
ĝtc+j
j − gtc+j

j

)∥∥∥∥∥∥
2


+

∥∥∥∥∥∥ 1

K

K∑
k=1

n∑
j=1

ηtc+jg
tc+j
j

∥∥∥∥∥∥
2

,

(40)

where the inequalities follow from the properties of
convexity and unbiased estimation.

Given the Smoothness assumption and the i.i.d. sam-
pling, we can express

E
[
∥θ(tc+n) − θk(tc+n)∥2

]
≤ 2E

([ n∑
j=1

η2tc+j∥gktc+j − gtc+j∥2

+
∑

j ̸=u∨k ̸=v

〈
ηjg

k
tc+j − ηjgtc+j , ηug

v
tc+u − ηugtc+u

〉
+

∥∥∥∥ n∑
j=1

ηtc+jgtc+j

∥∥∥∥2]+ 1

K2

∑
k∈K

n∑
j=1

η2tc+j∥g
j
tc+j − gtc+j∥2

+
1

K2

∑
j ̸=u∨k ̸=v

〈
ηjg

j
tc+j − ηjgtc+j , ηug

v
tc+u − ηugtc+u

〉

+

∥∥∥∥∥∥ 1

K

∑
k∈K

n∑
j=1

ηtc+jg
j
tc+j

∥∥∥∥∥∥
2)

≤ 2E

( n∑
j=1

η2tc+j∥gktc+j − gtc+j∥2 + n
n∑

j=1

η2tc+j∥gtc+j∥2


+
1

K2

∑
k∈K

n∑
j=1

η2tc+j∥g
j
tc+j − gtc+j∥2

+

∥∥∥∥∥∥ 1

K

∑
k∈K

n∑
j=1

ηtc+jg
j
tc+j

∥∥∥∥∥∥
2)

=

2E

( n∑
j=1

η2tc+j∥gktc+j − gtc+j∥2 + n
n∑

j=1

η2tc+j∥gtc+j∥2


+
1

K2

∑
k∈K

n∑
j=1

∥gjtc+j − gtc+j∥2

+
n

K2

∑
k∈K

n∑
j=1

η2tc+jg
j
tc+j∥

2

)
=

2

( n∑
j=1

η2tc+jE∥gktc+j − gtc+j∥2 + n
n∑

j=1

η2tc+jE∥gtc+j∥2


+
1

K2

∑
k∈K

n∑
j=1

η2tc+jE∥gktc+j − gtc+j∥2

+
n

K2

∑
k∈K

n∑
j=1

η2tc+jE∥g
j
tc+j∥

2.

Now using assumption 1;

E
[
∥θt − θkt ∥2

]
≤ 2

([ n∑
j=1

η2tc+j

(
B1∥gk(tc+j)∥2 +

B2
2

K

)

+n
n∑

j=1

η2tc+j∥gk(tc+j)∥2
]
+
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1

K2

∑
k∈K

n∑
j=1

η2tc+j

(
B1∥g(tc+j)

j ∥2 + B2
2

K

)

+
n

K2

∑
k∈K

n∑
j=1

η2tc+j∥g
(tc+j)
j ∥2

)

= 2

([ n∑
j=1

η2tc+jB1∥gk(tc+j)∥2 +
n∑

j=1

η2tc+j

B2
2

K
+

n
n∑

j=1

η2tc+j∥gk(tc+j)∥2
]
+

1

K2

∑
k∈K

n∑
j=1

η2tc+jB1∥g(tc+j)
j ∥2

+
n∑

j=1

η2tc+j

B2
2

K2

)
+

n

K2

∑
k∈K

n∑
j=1

η2tc+j∥g
(tc+j)
j ∥2

)
.

(41)
Now taking summation over sampled clients, we obtain:

E
∑
k∈K

∥θt − θkt ∥2 ≤ 2

([∑
k∈K

n∑
j=1

η2tc+jB1∥gk(tc+j)∥2

+
n∑

j=1

η2tc+j

B2
2

K
+ n

∑
k∈K

n∑
j=1

η2tc+j∥gk(tc+j)∥2
]

+
1

K

∑
k∈K

n∑
j=1

η2tc+jB1∥g(tc+j)
j ∥2

+
n∑

j=1

η2tc+j

B2
2

K2

)
+

n

K

∑
k∈K

n∑
j=1

η2tc+j∥g
(tc+j)
j ∥2

)

= 2

(
(
K + 1

K
)
∑
k∈K

n∑
j=1

η2tc+jB1∥gk(tc+j)∥2

+
n∑

j=1

η2tc+j

(K + 1)B2
2

K

+n(
K + 1

K
)
∑
k∈K

n∑
j=1

η2tc+j∥g
(tc+j)
j ∥2

= 2

([
(
K + 1

K
)(B1 + n)

] ∑
k∈K

n∑
j=1

η2tc+j∥g
(tc+j)
j ∥2

+
n∑

j=1

η2tc+j

(K + 1)B2
2

K

)

≤ 2

(
K + 1

K

)(
[B1 +N ] (

t−2∑
k=tc+1

∑
k∈K

η2k∥g
(k)
j ∥

2)

+
t−1∑

k=tc+1

η2k
B2

2

K

)
.

(42)

Here we note n ≤ |N |
Finally, ∑

k∈K

∥θt − θkt ∥2 ≤

2

(
K + 1

K

)(
[B1 +N ]

t−1∑
k=tc+1

η2k
∑

k ∈ K∥∇Lk(θ
k
j )∥2

+
t−1∑

k=tc+1

η2k
B2

2

K

)
.

(43)

Now using the upper bound over the weighted gradient
diversity we obtain;

E[
K∑

k=1

dk
qcd
||θt − θkt ||2]

≤ −2(K + 1

K
)([B1 +N ]

t−1∑
j=tc+1

η2j

K∑
k=1

dk
qcd
||∇θkt L̂k(θt, x

k
i )||2

+
t−1∑

j=tc+1

η2jB
2
2

||Ln||
)

≤ 2(
K + 1

K
)(λ[B1 +N ]

t−1∑
j=tc+1

η2j ||
K∑

k=1

dk
qcd
∇θkt L̂k(θt, x

k
i )||2

+
t−1∑

j=tc+1

η2jB
2
2

K
).

(44)

Where, tc = [
t

N
]N .

by substituting 29,35 and 44 into 25 we get

E[L(θt+1)]− L(θ∗) ≤ (1− µηt)E[L(θt)− L(θ∗)]

+
Mη2tB2

2K
+

ηtM
2

K
(

t−1∑
j=tc+1

η2j
(K + 1)B2

2

K
)

ηt
2
[−1 + Mληt(B1 +K)

K
]||

K∑
k=1

dk
qcd
∇θkt L̂k(θt, x

k
i )||2

+
ηtM

2(K + 1)

K2
[λ(B1 +N)

t−1∑
j=tc+1

η2j ||
K∑

k=1

dk
qcd
∇θkt L̂k(θt, x

k
i )||2].

(45)
Let,

△t = 1− µηt, (46)

ct =
ηtMB2

2

K
[
ηt
2

+
M(K + 1)

K

t−1∑
j=tc+1

η2j , (47)

Bt =
λ(K + 1)ηtM

2

K2
(B1 +N). (48)

Now we can simplify 44 as

E[L(θt+1)]− L(θ∗) ≤ △tE[L(θt)− L(θ∗)] + ct

+
ηt
2
[−1 + λMηt(

B1 +K

K
)]||

K∑
k=1

dk
qcd
∇θkt L̂k(θt, x

k
i )||2

+Bt

t−1∑
j=tc+1

η2j ||
K∑

k=1

dk
qcd
∇θkt L̂k(θt, x

k
i )||2.

(49)


	Introduction
	Background
	Differential Privacy
	Federated Learning With Differential Privacy

	Scheme Overview
	System Model
	Threat Model

	Methodology
	DP-SGD via Wavelet Transforms
	DP-FedAvg via Wavelet Transforms
	One-dimensional Haar Wavelet Transform

	Theoretical analysis
	Noise Variance Bounds Analysis
	Differential Privacy Analysis
	Convergence Analysis of DP-SGD-WAV

	Experiments
	Experimental Setup
	Baselines
	FL with Sample-Level DP
	FL with Client-Level DP

	Conclusion
	References
	Appendix
	Proof of theorem 3 


