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Cubature Kalman Filter as a Robust State Estimator Against Model
Uncertainty and Cyber Attacks in Power Systems

Tohid Kargar Tasooji, Sakineh Khodadadi

Abstract—It is known that the conventional estimators such
as extended Kalman filter (EKF) and unscented Kalman filter
(UKF) may provide favorable performance; However, they may
not guarantee the robustness against model uncertainty and cyber
attacks. In this paper, we compare the performance of cubature
Kalman filter (CKF) to the conventional nonlinear estimator, the
EKF, under the affect of model uncertainty and cyber-attack.
We show that the CKF has better estimation accuracy than the
EKF under some conditions. In order to verify our claim, we have
tested the performance various nonlinear estimators on the single
machine infinite-bus (SMIB) system under different scenarios. We
show that (1) the CKF provides better estimation results than
the EKF; (2) the CKF is able to detect different types of cyber
attacks reliably which is superior to the EKF.

Index Terms—extended Kalman filter, unscented Kalman filter,
cubature Kalman filter, model uncertainty, cyber attack

I. INTRODUCTION

YBER-PHYSICAL systems (CPSs) are systems that
C integrate sensing, communication, control, computation
and physical processes [1], [8]-[21]. CPSs are now ubiqui-
tous in multiple areas including chemical processes, smart
grids, mine monitoring, intelligent transportation, precision
agriculture, aerospace, etc. [2]-[4]. One problem affecting
CPSs, inherent in the use of a communication network to
establish communication between system components, is their
susceptibility to cyber attacks, [5]-[7]. Today’s threat of cyber
attacks to CPSs is increasing at an alarming pace, and there is
a consequent urgency in protecting CPSs against cyber attacks.

Cyber Attacks to CPSs have received much attention from
the research community. Teixeira et al. [22] analyzed different
attack models, including Denial of Service (DoS), replay,
False data injection (FDI) and zero dynamic attacks. Cardenas
et al. [23] investigated cyber attacks to measurement and
actuator data integrity and availability. The authors present
two types of CPS attacks: DoS and deception attacks. DoS
attacks obstruct the communication channels preventing
the exchange of information between system components.
Deception attacks affect the integrity of data by manipulating
its content. Mo et al. [24] consider a form of deception attack
known as replay-attacks. The authors introduce a replay
attack model on CPS and analyze the performance of the
control system under attack.

In this article, our primary interest is robust state estimation
of nonlinear systems under cyber attacks. Most studies in non-
linear state estimation focus on extended Kalman filter (EKF)
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[25], [26], unscented Kalman filter (UKF) [27]-[31], square-
root unscented Kalman filter (SR-UKF) [32]-[35], extended
particle filter [36], [37] and ensemble Kalman filter [38].

Guo et al. [39] propose a new linear attack strategy
on remote state estimation and present the corresponding
feasibility constraint to ensure that the attack can successfully
bypass a x2-detector. Shi et al. [40] propose a stochastic
modeling framework for CPSs considering the effect of
adversary attacks. Based on this framework, the authors
formulate and solve a joint state and attack estimation
problem. Xie et al. [41] model the economic impact of
malicious data attacks on real-time market operations. They
examined the economic impact of FDI attacks against
state estimation. Yang et al. [42] present an appropriate
phasor measurement unit (PMU) placement for reliable
state estimation against FDI attacks. Gandhi et al. [43]
propose a new robust Kalman filter based on the generalized
maximum-likelihood-type estimate against outliers. Taha et
al. [44] present a risk mitigation strategy, based on Sliding-
Mode Observer and an attack detection filter, against threat
levels from the grid’s unknown inputs and cyber-attacks.
Karimipour et al. [45] presented a robust dynamic state
estimation algorithm based on EKF against FDI attacks
in power systems. Zhao et al. [46] introduce a general
constrained robust dynamic state estimation (DSE) framework
based on UKF to address various equality and inequality
constraints while is robust against measurement noise and bad
data. Manandhar et al. [47] design a framework for the linear
system using KF together with the x2-detector and Euclidean
detector which is able to detect different types of faults and
attacks. Qi et al. [48] compare different types of Kalman
filters and dynamic observers under model uncertainty and
malicious cyber attacks on nonlinear systems.

One problem associated with state estimators and their
application is modelling error. When the mathematical model
deviates from the actual plant being monitored, model predic-
tions deviate from the actual state and therefore compromise
their use in any application. This problem is more significant
in the case of nonlinear systems, given that all of the filters
known in the literature rely on system approximations of some
form. The possible presence of cyber attacks therefore make
this problem more critical. Based on these observations, in
this paper we focus on robust state estimation under cyber
attacks and compare the performance of two well known
filters, namely the EKF and the CKF.

The focus of this article is to draw a comparative study
of the most popular nonlinear filters and their tolerance to
both modelling error and cyber attacks. More specifically, we
compare the EKF to the CKF. First, we study the effect of



modelling error. Based on our analytical analysis, we argue
that the CKF provides better estimates than the EKF under
certain conditions. We then consider the effects of cyber
attacks and once again, we argue that the CKF outperforms
the EKF when used to detect cyber attacks. We show that
the CKF can reliably detect cyber attacks, including random
attacks, DoS, replay and FDI attacks, and outperforms
the EKF in all type of attacks. We illustrate our claims
via extensive simulations of the two filters under various
conditions, including parameter uncertainties, uncertainty in
measurement and noises as well as cyber attacks, using a
fourth order synchronous machine.

The rest of the paper is organized as follows: Section II
presents dynamic state estimation for nonlinear systems based
on EKF and CKF. Section III presents the effect of modeling
error on each estimator. Section IV presents the modelling
of different types of cyber-attacks and the affect of random
attacks on each estimator. Section V describes two cyber-
attack detectors. Section VI presents the performance analysis
of each estimator under different scenarios. Finally, Section
VII presents the conclusions.

II. NONLINEAR STATE ESTIMATORS

Throughout the rest of the paper we consider a nonlinear
discrete-time system model of the form:

{ T = f(Tp—1,Uk—1) + Wr—1

1
Yk = h(@p, ug) + v 1)

where xj, is the system state vector, uy is the input vector, wy,
is the process (random state) noise, ¥y, is the noisy observation
or measured output vector, and vy is the measurement noise.
The noise sequences wy and v are assumed to be white,
Gaussian, and independent of each other:

{ Fhod) - 2
E[Uk-] =0

{ Elvgvy ] = Ry, ®)

{ ElwywjT] = (for j #k) 4@
Eluogvy] = (for j#k)
Elwgv?] = 5)

Equations (2) and (3) show that w; and vy have a zero
mean, with covariance matrices Q) and Ry, respectively.
Equation (4) indicates that the values of vy (respectively, wy,),
at different time instants are uncorrelated, while equation (5)
implies that the process (state) and measurement (observation)
noises are not cross-correlated.

We will consider the following filters:

A. EXTENDED KALMAN FILTER

EKEF is a well established nonlinear filter that has been used
in multiple application over the last four decades. Some of its
limitations include the following [51]-[53]:

1) The EKF algorithm is based on a first-order Taylor

expansion and therefore works well with relatively mild

nonlinear models but performance can degrade when
dealing with highly nonlinear systems.

2) The computation of the Jacobian matrices used in the
linearization is often difficult and error-prone.

3) It suffers from the so-called curse of dimensionality or
divergence or both; i.e. state estimates deviate from the
true state for high order nonlinear models.

The discrete-time EKF algorithm for the state estimation is

summarized in the appendix [54].

B. CUBATURE KALMAN FILTER

CKEF algorithm was proposed by Arasaratnam and Haykin
[52], to resolve the limitations encountered in the EKF. The
CKEF algorithm consists of a numerical approximation of the
integral consistent of the product of a nonlinear function and
a Gaussian function, using a spherical-radial cubature rule.
Unlike the EKF algorithm, the CKF captures the higher-order
terms of the nonlinear system resulting in better estimates.
A limitation encountered in the CKF algorithm is however,
the possible loss of positive definiteness when computing the
predictive covariance in the filter algorithm, which can halt
the CKFalgorithm. The discrete-time CKF algorithm for state
estimation is summarized in the appendix [52].

C. SOUARE-ROOT CUBATURE KALMAN FILTER

SCKEF is square-root extension of CKF which propagates
square-root factors of the predictive and posterior error co-
variances. Some benefits are reported for SCKF:

1) Symmetry and positive (semi) definiteness of the covari-

ance are preserved.

2) Doubled-order precision.

The discrete-time SCKF algorithm for state estimation is
summarized in the appendix [52].

III. MODEL UNCERTAINTY

One of the significant challenges in dynamic state estimation
(DSE) is the inaccuracy of the model and parameters which
can consequently deteriorate state estimation [55]. The non-
linear stochastic system (1) under model uncertainty can be
rewritten as follows:

{ g = f(@p—1,up—1) + AAp_12p—1 + w1

yr = h(zg, uk) + ACkx, + v ©

Where AAy_ 12,1 and ACyx) represent parameter uncer-
tainties, AAx_; and AC) are unknown matrices satisfying
IAAg_1|| < o and ||ACk]| < S, respectively.

Definition 1. The estimate &y of the system state xy
is said to be stable in the minimum mean square er-

ror (MMSE) sense, if E{ka —:%MkHQ} is bounded, i.e.,
. 2
supk]E{ka - xk|kH } < o0

Assumptions 1. There exist positive real numbers a, ¢, p, p,
W, U > 0 such that the following bounds on various matrices
are satisfied for every k > 0: (i) || Ap—1|| < @, (ii) ||Ck| <
& (i) pI < Py < pI, () [E{wl jwea}| < @, o)



HE{vk Uk}H <, (viii) ||AAg_1|| < (ix) ||ACK| <

|95k Ak
HIkH
Assumptions 2. The nonlinearity of function f(xi—1,ur—1)

satisfying by (6) is mild such that, in Taylor series expansion
around ajp_q

flxr—1,up—1) = flap—1,ux—1) + Ag—1(Te—1 — ax—1)
+o(Tp—1,Qk—1,Uk—1)

(7
o It has derivatives of all orders.
o f(xg—1,ug—1) is real analytic on an open set D.
o The higher order terms is bounded as a follows:
o(@k—1,ar—1,ur—1)|l
o0 n 8
S len) (2’?_1)(551@71 —ap—1)"|| < p ®
n=2
Where for a small positive value p, we have:
Vig_1 €D |ag—1—ap—1] <p )

Remark 1. Note that Ay_1 is the state transition matrix
which is the Jacobian matrix of the nonlinear function f(.),
Cy, is measurement matrix which is the Jacobian matrix of
the nonlinear function h(.) and Py, is the covariance of the
estimation error.

Assumptions 3. There exist positive real numbers €9, €4 such
that the nonlinear functions 0y and ¢, are bounded via

165 (ex—1e-DI < o [lex—pa | (10)

(11

Lemma III.1. Consider the stochastic nonlinear system with
parameter uncertainties given by (6) and let Assumption 1
and Assumption 3 be satisfied. Then the upper bound for
the estimation error in the CKF, ezl w satisfies the following
bound:

2 _ c
e { el "} = g0~ e {Joel’} + 5

provided that the initial estimation error satisfies HeO\OH <
and &€ is sufficiently small. Note that £€ is a function of noise
covariance and the parameter uncertainty and 0 < v < 1.

lon(er—1e-1)]| < eo ||€/f—1|1c—1||2

(12)

Proof. Define a random variable
N(&g—1k—1, Pr—1jk—1) as Cubature points with Gaussian
distribution and also Azy_1j,—1 ~ N(0,Py_ip—1) with
the Gaussian distribution. With these assumptions we can
compute cubature points as follows:

Xik—1k—1 ~

Xip1lb—1 = Ty oy T ATy (13)

Using equations (6), (13), (75) and (76) and considering the
parameter uncertainty in the process model, the prediction
error can be computed as a follows:

e(k:“lk71 =Tk~ i‘ZIk—l = f(xk—lauk—l) + AAk_lxk;_l

Fwk—1 — {711 zlf(fi—ukq + A”J‘Z—uk—v“k‘—l)}
- (14)

Using Taylor series expansion around &j_,, ;. we can write:
C — (& (&
€hjp—1 = Ak 1ek k-1 1 O (lef,_ 1|k 1) + we—

SIS S SR ES R )

m=1 m=1
FAAR 1T = Akflekfl\kfl + af(|ek:71|k—1|)
Ftwp—1 + AAp_12p—1.
15)
The estimation error under parameter uncertainties is given
by:
ehp =Tk — Ty, = f(@e—1, uk—1) + AAp_17% 1
Fwp—1 — &y — Ky — h(E5,_1))
+9f(|ez_1\k_1|) + AAg_12p—1 + w1

— K (h(zp, uk) — {711 E_:l h(fifukﬂ + Aximpuk‘l)}
+vE + AC’kxk),

= Ag_1€p—1|k—1

(16)
where h(ﬁz‘ x_1) can be expanded in Taylor series around
Tpk—1 as follows:

ez“f:Ak 1€}k 1+ 05 (les_ 1k— ) FAAL e
W~ 1_Kk(ckek|k 1+ dnleg 1)k— 1)+ vk + ACLxy,

_ck{ z ATl 1} {mmz=1¢h<|mk1“|>}>-

(17)
Thus _
eZ|k :A62—1|k—1 + Li + Ng, (18)
where the estimation error consist of three terms:
A= [I — chk}Ak—l
Ly=[I- chk]of(ei—uk—ﬁ - K’fﬁbh(@i—uk—ﬂ (19)
+[I — KiCp]AAp_12p—1 — K ACkay,
Nk = [I - Kka]wk_l — Kk’l)k.
Define the Lyapunov function V' : R" — R:
—1
V(eiqmﬂ) = 6571\1@71Pk—1|k—1€k71|k71' (20)
From Assumption 1.(iii) we have:
2 2
% Hei—uk—lH < V(ez—l\k—l) < é Hei—uk—lH . @D
Replacing (18) and (19) into (20) we can write:
V(ei\k) = [Aei_uk_l + Ly + Nk]TPk_\; [AeZ—l\k—l
+Lj + Ny
(22)

Applying Lemma 1 of [56] we can write the following
inequality:

V(€Z|k) <
+2N

=NV I(ef_qp—1) + Lng|k[2Aek k-1t L]
k\k[Aek ko1 + Le] + Ny PklkN]f

(23)
Taking conditional expectation E[V (ef ;. )|ej._y ;] results in
the following inequality:

E{Veg)lef s | = VieE-1je1) < =7V (€ yps)
+E{ LT Pt 2Aes g + LilTleg s )
+E 2NTPk\k[Aek 1k— 1+ Li]leg 1k— 1}
+E NTPWCN;J@,C e 1}

(24)



Each term can be computed as a follows:
« E {LTPk\kpAek k-1 T Li)" lef. 1)k— 1}

Using (19), Assumption 1 and Assumption 3 we can
obtain the norm of L; as a follows:

14l < 1T = Gl 055y )|

18 | @n(eg_yjos)| + 1Kl 1ACkz

+ I - KkaH IAAk_1zk_1]| <(1+kA)59

ek—llk—lH + ke + (1 + k&)8, + kb
2

6k—1|k—1”

=&

‘62—1%—1” + 0,

N (25)
where k is the upper bound for the Kalman gain K.
Using (25) and under Assumption 1 we can write:

L£Pk|k[2‘46k 1k—  Le] <
x(2(a €l k- 1H+§k Hek 1)k— 1H+§k

= Knl + Ky, ‘

1
Hek 1k— 1H +0);

’U

ekq\kq ekfl\kfl

(26)
o E {2N1?P1;|1i [Aef 1 + Lillef_q
From (19) and considering that [N}, only depends on wy,_
and v, we have:

E{2NT P ACE oy + Lille_ype g} =0 @D)

* E{Nk Pk|k:Nk|€k 1)k— 1}
From (19) and under Assumption 1, we have:
E {NTPkl,iNk} LI~ KoCul B {w]_ywin }
+L || Kel|* E {of vk} <0+ ko2 + Lk
- KJ’I’LOZ«SS
(28)
Using (23)-(28) we establish the following inequality:
E{Vegu)lef it | = VieEojer) € =7V (€ ypy)

+Knl

6271“@71 H + Knoise-

C
‘€k71|k71H + Ku

(29
Defining:
Heiq\HH < ﬁ (30)
we can write:
2 2
Knl ‘ek71|k71H Hek71|k71H <z Hek 1k— 1H : GD

Hence from (21), (29)-(31), Assumption 1.(iii) and Lemma 2.1
of [62] we obtain the following inequality:

B{ e} < 20— 378 {Jenol} + £

which guarantees the boundedness of the estimation error
under model uncertainty. O

(32)

Lemma III.2. Consider the stochastic nonlinear system with
parameter uncertainties given by (6) and let Assumptions 1-3

be satisfied. Then the upper bound for the estimation error in
the EKF, 62‘ w» Satisfies the following bound:

2 _
B{ b} < 20 -2 {enol’} + &

if the initial estimation error satisfies ||€0|0H < € and £F
is sufficiently small. Note that ¢ is a function of noise
covariance and the parameter uncertainty and 0 < v < 1.

(33)

Proof. Expanding in Taylor series expansion and ignoring
higher order terms, we can compute the prediction and es-
timation error under the parameter uncertainty as a follows:

€kE|k_1 = Ak—1€;€E_1|k_1 +wp—1 +AAp 11 (34)
el = Ael |\ + L+ N, (35)
where the estimation error consist of three terms:
A=[I — KxCrlAp—_
Lk = [I — Kka]AAkfll'kfl — KkACk.’L'k (36)

Nk = [I — Kka]wk_l — Kkvk.

The rest of the proof is similar to the proof of Lemma IIIL.1,
and is omitted. O

Theorem II1.3. Consider the stochastic nonlinear system with
parameter uncertainties given by (6) and let Assumption 1 and
Assumption 3 be satisfied. Assuming that

1) The initial estimation error is sufficiently small, i.e. Je:

leopol| < ¢ (37)

2) The &° defined from Lemma III.1 and £F defined from
Lemma I11.2 are small enough.
3) The process noise wj, and the measurement noise vy, are
Gaussian distribution satisfying by (2)-(5).
Then, the CKF provides better estimation of the system states

than the EKF i.e.,
ei] § < B {|efi [}

B

Proof. We will compare these filters in terms of estimation
error. Applying Lemma III.2 and including the effect of the
high order terms in the EKF, equation (33) can be rewritten
as a follows:

2 _ 9 B
B{ o]} < 80 -0 {leunl”} + &
+0(61;Ef1|k71)

Based on conditions of Theorem III.3 and using (12) and (39)

we can write:
2
m(eooH,&CH(o,o)E{ eZIkH }S
2 c
1-3 E{HemoH }+§—ﬂ{] <
2
i E
hm(600||,£E)—>(0,0)E{H€kkH } <
! p k 2 EE
hm(H;oon@E)—wo,O)[g(l v) ]E{HeOIOH }+£7
+0(ek_1|k_1)

If the nonlinearities in the model are mild, then by Assumption
2, we can assume the error incurred in neglecting the high

(38)

(39)

ey ey 0.0y 5 €

(40)



order terms (0(6571\1@71)) is small enough. So, the CKF and
EKF will result similar performance, i.e.,

B} = B { ek

However, for the highly nonlinear systems, as long as Assump-
tion 2 is not satisfied for the high order terms, then we can not
ignore the higher order terms and the error of neglecting the
high order term will enlarge the upper bound of convergence
in the EKF method. So, CKF provides smaller upper bound for
the estimation error rather than the EKF under the proposed
region (process and measurement noise, uncertainty parameter
and estimation error become small enough), i.e.,

B} < B gk

This completes the proof. O

(41)

(42)

IV. ATTACK MODEL

In this paper, we considered the following four types of
attacks [47], [57], [58].

1) Random attack: An adversary manipulates the sensor

readings. This type of attack can be modelled as follows:

yp = h(zg, ug) + v + 9 (43)

Where yi!, v and §;, are corrupted measurement, mea-
surement noise and random attack vector injected to the
measurement, respectively. In this paper, we assume that
the random attack is bounded by arbitrary energy signal
as a follows:

o] <& (44)

2) Denial of Service (DoS) attack: An adversary prevents
communication with the sensors by jamming the commu-
nication channels, thus flooding packets in the network.
The DoS attack can be a barrier in sensor data transfer,
control data transfer, or both. In this paper, we model the
DoS attack as the lack of the updated measurements to
the estimator:

te (tl, tQ]

yf:{ L (11, 1],

where the measurement is keep unchanged for ¢ € (¢1, to]
and the updated measurement cannot be sent to the
estimator .

3) Replay attack: A replay attack is a form of network attack
in memorizes a string of sensor readings and transmit
then at a later time. A replay attack on the output i at
t € [t1,t2] can be modelled as follows:

h(xy,us) + v

h(:z:t,ut) —+ UVt (45)

Yie = hi(Te—aT, us—aT) + 01 t€[ti,tz] (46)

where AT = tQ — tl

4) False data injection (FDI) attack: In this case, an attacker
knows the system model, including the parameters A, B,
C, @, R, and gain K and injects false sensor measure-
ments in order to confuse the system when implementing

a Kalman filter estimator with the y2-detector [59]. To
clarify the idea, let’s consider the following system [60]:

zp = f(Tr—1,Uur-1) + Wr_1

yr = h(xp, ur) + vp

Yr = Yk +ag
where ¥y, ¥} and aj, are the measured output, corrupted
measurement and FDI attack generated by the attacker,
respectively. The FDI attack can be described as:

(47)

ar = —Yr + Nk (48)

where —y;, will cancel the original signal and 7 is as-
sumed to be an arbitrary bounded energy signal (detection
threshold) with the following characteristic:

el <7 49)

Lemma IV.1. Consider the nonlinear stochastic system under
random attack of the form (43). Let’s Assumption 1 and
Assumption 3 hold. Then, if the initial estimation error satisfies
||€o|0H < € and Y° is sufficiently small, then the estimation
error €Z|k using the CKF algorithm satisfies the following
bound:

o .
E{ €Z|kH } <= %)kE{HGOIOHZ} i

Note that ¢ is a function of noise covariance and random
attack and 0 < v < 1.

(50)

Proof. By considering the random attack presented in mea-
surement, the prediction error and the estimation error are
given by:

ezlkfl =Tk~ @Z\kﬂ = f(@p—1,Uup—1) + Wi—1

_% 21 f(Xi,kfl\kfl,uk:—l) = Ak_lezfukfl_'_ (51)
m=

Hf(‘ezfl‘k,ﬂ) + wr—1

ke = Tk — T = f(@h—1, k1) + W1 — By
—Kx(ye = h(5)_y)) = Ar—ref_ypy + 0p(leg 1 l)
+wg—1 — K (h(xg, uk) + vg + 0

m .
- {72 21 h(£2—1|k—1 + A%—m_p“kl)})
- (52)
Thus

¢S = Ae§_y 4y + Li+ Ni (53)

Where the estimation error consist of three terms:

A= [I — chk}Ak—l
Ly=1I- chk]ef(ei_ukq) - Kkéﬁh(ei_uk—l) — K0
Ny = [I = KyCylwg—1 — Kyvy,
(54)
We will follow all steps from (20) to (23) which yields
the inequality (24). All terms in the inequality (24) will be
the same except the second term which can be rewritten as a
following:

V2wl < U7 = KaCl [0 ey | + 1N | onteg_yppy)|

IR < 1+ FR)eo [lef i |+ Feo e oy
e 2
+k5:5H6271\k—1H +¢&5

(55)



Using (19) and under Assumption 1 and Assumption 3 we
have:

~ 2
LT Ptl2Aeq s + Ll < (e [ef oy ]| +e0)2
x(2(a + kc) Heifukle +&ie HGZEHHH + &ies)
3
= Knl 62_1\k_1“ + K ||€_1jk—1
(56)

Using (24), (27), (28) and (56) the following inequality can
be established:

E{V(eflef 1o} = VIehijet) € =V (1)

3
C
ek—1|k—1H + Ka

+Knl ei_1|k_1" + Knoise

(57
Thus, from (21), (30), (31), (57), Assumption 1.(iii)) and
Lemma 2.1 of [62] we can obtain the following inequality:

|

2 _ c
esz } < g(lfg)kE{Heo|0H2}+Zi’Y (58)

O

Lemma IV.2. Consider the nonlinear stochastic system under
random attack as stated in (43). Let’s Assumptions 1-3 hold.
Then, there exist upper bound for the estimation error ekE‘ &
using the EKF algorithm as a follows:

2 p E
E{Heka } <B0-VE{fleonl’} + % 9

if the initial estimation error satisfies ||60‘0|| < € and YF
is sufficiently small. Note that ¥ is a function of noise
covariance and random attack and 0 < v < 1.

Proof. The proof is based on Lemma IV.1 and analogous with
Lemma III.2, hence omitted. O

Theorem IV.3. Consider the nonlinear stochastic system
under random attack given by (43). Let’s Assumption 1 and
Assumption 3 hold. Assuming that
1) The initial estimation error is sufficiently small, i.e. Je:
Jeol < (60
Where € is sufficiently Small.
2) The ¢ defined from Lemma IV.I and ¥ defined from
Lemma IV.2 are small enough.
3) The process noise wy, and the measurement noise vy, are
Gaussian distribution satisfying by (2)-(5).
Then, the CKF provides better estimation of the system states

than the EKF, i.e.,
c E
einf[} <E{]l6e] }

B

Proof. The proof follows similar steps used in the proof of
Theorem II1.3, hence omitted. O

(61)

V. ATTACK/FAILURE DETECTOR

When reading data is available, the nonlinear filters can be
used to generate the estimated states. A detector is utilized to
compare the actual sensor readings and the estimated output
with the purpose of detection. If the difference between these
two is above a threshold, an alarm is triggered to notify the
presence of the attacker. In this paper, two types of detectors
are employed for the detection of potential attacks.

1) x2-detector: The y2-detector is a residue-based detector
which makes a decision based on the sum of squared
residues zjy1. The residue zy at time k + 1 is defined
[47]:

zt+1) =yt+1)—g(t+1) (62)

Then, the X2-detector test is normalized by the covariance
matrix of z(t) as follows:

g(t) = ()" B(t)=(t)

In summary, the y2-detector compares g(t) with the
threshold obtained using the x2-detector-table [61] to
identify an attack. The only limitation encountered in the
x2-detector is detection of FDI attack, which Euclidean
detector can be used for this purpose.

2) Euclidean detector: The Euclidean detector was proposed
by Manandhar et al. [47] to overcome the limitations of
x?-detector. We will show that FDI attacks may fail to
get detected by x2-detector. The Euclidean detector is
defined by the following equation:

(63)

d= \/(yobs,l - yest,l)Q +-+ (yobs,n - yest,n)2
(64)
where Yobs = [Yobs,1, Yobs,2; - - - » Yobs,n] LEPresents mea-
surement vector and Yest = [yest,la Yest, 2y -+« yest,n] is
the estimated output vector.

VI. CASE STUDY

In this section, we compare the performance of the nonlinear
filters in the presence of modelling error and cyber attacks
on the synchronous machine shown in Fig. 1. Equations (65)
and (66) represents the fourth-order nonlinear synchronous
machine state-space model [49], [50].

[0 Aw e el =[x1 xo x3 x4]7

[T Efa)" =[ur us]”
56:1 = Wox2
s 1
2y = L(T)y — T, — Day)
@3 = 7 (Epg — 13 — (xq — 2y)iq)

Ty = TTO(*JM —(zq — x;)iq)

2
yi(t) = ¥ (a3) sin(a) + %(E - ar)sin(2a1)

(65)

Where wy = 27 fj is the nominal synchronous speed (elec.
rad/s), w the rotor speed (pu), T;,, the mechanical input torque
(pu), T, the air-gap torque or electrical output power (pu), Eq
the exciter output voltage or the field voltage as seen from the
armature (pu), and J the rotor angle in (elec.rad). The air-gap



torque or electrical output power 7, and the d-axis and g-axis
currents (i4,3,) can be computed by following:

T, = Y (x3)sin(z;) + VTE(L L) sin(2x1)

E Tq o E
. x3—V; cos(x
ig = Z=Vigea(m) (66)
Lq
_ Visin(z1)
lg= ——
Lq

More details about parameters and variables are described in
Table 1.
For the synchronous machine we consider both parameter

Vabe ! 5
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Measurement

Synchronous
Machine

Nonli
State e
Estimators

Known Nominal
Data of
Synchronous
Machine

Figure 1: Diagram of nonlinear state estimator for a syn-
chronous machine.

uncertainty and cyber-attacks against the measurement. Fig.2
shows the block diagram of the estimation and detection
mechanism for the synchronous machine. Our scheme con-
sists of five components namely, synchronous machine, PMU
measurement, attacker, nonlinear state estimators and detec-
tors. The PMU device measures input voltage and current
samples from the synchronous machine and transmits data
packets to the estimator where an attacker may manipulate
the transmitted data. A detector monitors the system behavior
and identifies the presence of the attacker.

In order to test the aforementioned estimators performance
on the synchronous machine, we consider five scenarios:
Scenario 1: normal conditions (no modelling error and no
attack)

Scenario 2: noisy measurements

Scenario 3: model uncertainty

Scenario 4: cyber-attack

Scenario 5: cyber-attack detection.

We implement discrete-time EKF, CKF and SCKF algorithms
in MATLAB. Table 1. defines the parameters of the generator
model. The initial value of the states, estimated states and
state covariance matrix considered are: .55 = [0.4;0;0;0],
Test = [0.4;0;0;0] and Py = diag([102,10%,10%,10?]), re-
spectively. In the simulations, two input 7}, = 0.8 (constant)
and F;q = step with initial value of 2.11 and final value
of 2.32 are applied to the system. The noise added to the
process and measurement consists of white-noise sequences
with covariance wy ~ (0,Qx) = (0,0.001% x Ix4) and
v ~ (0, Ry) = (0,0.012 x I).

A. Estimator’s performance under normal conditions

In this section, we compare the estimation provided by the
CKF, SCKF and EKF ignoring the effect of modelling error

Synchronous
Machine

Iabc Vabc

PMU
Measurement

v, | P, +

Attacker

v |

a

»| Nonlinear State Estimators
(CKFs, EKF)

8,Aw

€4, €4

v

Detectors (¥, Euclidean)

1 Attack?

Figure 2: Block diagram of estimation and detection mecha-
nism for the synchronous machine.

and cyber attack. Fig. 3 shows the performance of EKF, CKF,
and SCKF in normal conditions. Considering the nonlinear
model, all estimated states converge to real states.

B. Estimator’s Performance with Noisy Measurements

In this part, the process and measurement covariance are set
as wy, ~ (0,Qx) = (0,0.0012 x Iyx4) and vy ~ (0, Ry) =
(0,0.5% x I). Fig. 4 shows the state estimation results under
corrupted measurement which CKF and SCKF have better
performance in terms of state tracking and robustness.

C. Estimator’s performance under model uncertainty

In this section, we assume that the reactance (37217375;) in
(65) and (66) change abruptly from 0.375 to 0.475 abruptly at
t = 2.5s due to a short-circuit fault in the transmission line.
The estimated states by the EKF, CKF, and SCKF are shown
in Fig. 5. It can be seen that the estimation results using the
EKF deviate from original states at ¢ = 2.5s due to sudden
change in the reactance. However, CKF and SCKF provide
estimates with high accuracy. The example is representative of
the robustness of CKF and SCKF under parameter uncertainty.
Also, the estimates provided by the CKF and SCKF do not
dependent on initial value of the estimates being close to the
real state. By contrast, the EKF is very sensitive to the initial
value of the rotor angle.

D. Estimator’s Performance under Cyber Attacks

In this scenario, four types of attacks are applied to the
system and the performance of estimators are compared.
For the modelling of random attack, we assume that §; =
0.1sin(2760¢) is added to the measurement at ¢ = 0.
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Figure 3: State estimation results under normal conditions.

Also, replay attack can be added to the measurement as a delay
of the form y&(t) = y;(t — 0.3).

In order to model the DoS attack, we assume that the mea-
surement is kept unchanged for ¢ € [0.2s, 1.8s].

For the modelling of FDI attack, we assume that the attacker
knows the Kalman gain and manipulates the Kalman gain
in order to corrupt the dynamic state estimation without the
attack being detected. We model the FDI attack by modifying
the actual Kalman gain (K* = K X diag([0.05,0,0,0])) and
manipulating the measurement (y°(¢) = y(¢) + 0.05).

Fig. 6, Fig. 7, Fig. 8 and Fig. 10 show state estimation results
under random, DoS, replay, and FDI attacks. Both the CKF
and SCKEF closely track the real states with high accuracy,
while the EKF does not. Also, it can be seen in the figures
that there is a difference between estimated outputs using CKF
and SCKF and measurement which can be used in the attack
detection.

E. Cyber-attack detection

In this scenario, we consider two cases: Firstly, the per-
formance of different estimators using the x2-detector for
random, DoS and replay attacks. Fig. 9, Fig. 11 and Fig. 12
show the normalized innovation ratio g(t) obtained from y2-
detector under the aforementioned cyber attacks. It is clear that
g(t) passes the threshold in using both CKF and SCKF and

Figure 4: State estimation results with noisy measurements.

triggers an alarm indicating the presence of an attack, while
the EKF is not successful in doing so. Secondly, to handle
the FDI attack, the Euclidean detector was employed as an
alternative detector to overcome the limitation of x2-detector.
As can be seen in Fig. 13, the normalized innovation ratio
g(t) obtained from x2-detector remains under the threshold,
however, g(t) obtained from the Euclidean detector is above
the threshold and triggers an alarm.

Table I: Parameters and variables definition

Parameters ~ Description Value
D,J Damping factor and inertia 0.05,10
constant per unit
T, Te Mechanical input and electrical torque 0.8
T Too d-q transient open-circuit 0.13,0.01
time constant
T4, Tq d-q axis reactance 2.06,1.21
:r:i, :v; d-q axis transient reactance 0.37,0.37
Vi Terminal bus voltage No=1.02
\%:} Infinite bus voltage No=0.98
E¢q Steady-state internal No=2.29
voltage of armature No=2.29
) Ist state, rotor angle No=0.82
wo nominal synchronous speed No=377
Aw 2nd state, rotor speed —
efl, eél 3rd and 4th states, —
d-q transient voltage
14, %q d-q axis current No=0.63, 0.51
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Figure 5: State estimation results under model uncertainty.

VII. CONCLUSION

In this paper, we have compared the performance of
two nonlinear filters, namely the EKF and the CKF under
the affect of modeling error and cyber attacks. Based on
theoretical analysis, we show that the CKF has better
estimation accuracy than the EKF under some conditions.
We also argue that the CKF is able to detect cyber attack
reliably which is superior to the EKF. To justify our claims,
we have investigated the performance of various filters on
synchronous machine under different scenarios. Based on our
extensive simulations, it can be seen that the CKF generates
better estimation results than the EKF. In the future works, we
will develop event-triggered CKF for the nonlinear dynamic
system under cyber-attacks.

APPENDIX A

EKF ALGORITHM
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Figure 6: State estimation results under random attack.

1) Initialization of the filter at k£ = 0:

Lf?+ = E(l‘o)
{ P = Bl(wo — i) (w0 — )] O

where represents the expected value and the + in
superscript implies an a posteriori estimate.

2) Computation of the partial-derivation matrices for
k=1,2,...

P _ Ofk-
k=1 = akm : & 63
I afk,1| (68)
k=1 = Touw i;:_l

3) Computation of the time update of the state estimate and
estimation-error covariance (k =1,2,...):

{P_l—Fk 1Pk lF 1+Lk 1Qk lLkl (69)

2, = f(Zr—1,ur-1,0)

Time Update

Measurement Update

1) Computation of the partial-derivation matrices for
k=1,2,...

Hk 1= ahkl
My, = 6hk 1| (70
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Figure 7: State estimation results under replay attack. Figure 8: State estimation results under DoS attack.
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2) Computation of the measurement update of the state
. . . . 40 b
estimate and estimation-error covariance (k =1,2,...):
35 A
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Figure 9: Cyber attack detection under DoS attack.
p(@k—1|Dg-1) = N(@k—1jp—1, Pe—1jr-1) (72)
Factorize where m = 2n,.
_ T 3) Compute the ropagated cubature oints
Py 11 = Sk—1|k715k_1|k_1- (73) ) -omp propag p
) ) t=12,....,m)
2) Compute the cubature points (2 = 1,2,...,m):
A *
Xik—1k—1= Sk—1jk—1& + Tr—1jp—1 (74) irpe—1 = f(Xik—1jk—1, uk—1). (75)

16
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Figure 11: Cyber attack detection under random attack g y
5) Estimate the predicted error covariance
4) Estimate the predicted state
Pyg—1=— E k\k 1 zk\k 1~ Lk |k— 1xk\k 1+ Qk—1.
m ‘
1 (77
A *
Tplk—1 = m E Xi,k|k—1' (76)

i=1



Measurement Update
1) Factorize

Prjk—1 = Skik—15Hk_1- (78)
2) Compute the cubature points (z = 1,2,...,m)
Xi k=1 = Skjk—1&i + Tjp—1 (79)
3) Compute the propagated cubature points
G=1,2,...,m)
Z; k-1 = M X k-1, u).- (80)
4) Estimate the predicted measurement
Z L zm:Z 81
Z = — i klk—1-
Blk=1 = 2 ik|k—1

5) Estimate the innovation covariance matrix

RS T s 2T
P k-1 = o Zl Zi k|12 k-1~ Zh|k—1 2k -1 T Lk-
1=
(82)
6) Estimate the cross-covariance matrix

1 m
T X T
Pyokjk—1 = o E Xiklk—1Z; -1 — Thk—12k|k—1-
i=1

(83)
7) Compute the Kalman gain
Wi = Pa:z,k\k—lpz_;kw_l- (34)
8) Compute the updated state
Tk = Trjp—1 + Wi(zk — Zkjp—1)- (85)
9) Compute the corresponding error covariance
Py = Pyjj—1 — WiPo g1 W (86)

APPENDIX C
SCKF ALGORITHM

Time Update
1) Skip the factorization (73) because the square-root of the
error covariance, Si_1|x—1 is available. Compute from
equation (74) to equation (76).
2) Estimate the square-root factor of the predicted error
covariance

Skjk—1 = Trial([Xyr—15¢,k-1]) (87)

Where Sg 1—1 is a square-root factor of (J;_1 such that
Qr-1= SQ,k_lsch’kfl and the weighted, centered (prior
mean is subtracted off) matrix

* _ 1 * _ A * A
klk—1 — 1ﬁm[X1,k|k—1 Thlk—1 XQ,k\k—l Th|k—1--

X:@,/c\kq - jklkfl]
(88)

Measurement Update

1) Skip the factorization (78) because the square-root of
the error covariance, Sy x_1, is available. Compute from
equation (79) to equation (81).

2) Compute the square-root of the innovation covariance
matrix

Sz kik—1 = Trial([Zyx 1SR k]) (39)

where Sk is a square-root factor of Ry, such that R, =
Sr ST, and the weighted, centered matrix

_ 1 s 5
Zpik-1 = 751 Z1kk—1 ~ Zklk—1 D2klk—1 ~ Zklk—1-

Z k=1 = Zh|l—1]
(90)

3) Compute the cross-covariance matrix

Prokik—1 = kalekTm_l (2]

where the weighted, centered matrix

_ 1 . X
Xij—1 = \/TTL[XLMI@A = Trjo—1 X2 kjk—1 — Thik—1---

X klk—1 — Tkk—1]
92)

4) Compute the Kalman gain

Wy = (sz,klk—l/szz,km_1)/Szz,k\k—1~

5) Compute the updated state Ty, as in (85).
6) Compute the square-root factor of the corresponding error
covariance

93)

Sk\k = Trial([Xk‘k,l — szk\kflwkSR,k])- (94)
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