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Cubature Kalman Filter as a Robust State Estimator Against Model
Uncertainty and Cyber Attacks in Power Systems

Tohid Kargar Tasooji, Sakineh Khodadadi

Abstract—It is known that the conventional estimators such
as extended Kalman filter (EKF) and unscented Kalman filter
(UKF) may provide favorable performance; However, they may
not guarantee the robustness against model uncertainty and cyber
attacks. In this paper, we compare the performance of cubature
Kalman filter (CKF) to the conventional nonlinear estimator, the
EKF, under the affect of model uncertainty and cyber-attack.
We show that the CKF has better estimation accuracy than the
EKF under some conditions. In order to verify our claim, we have
tested the performance various nonlinear estimators on the single
machine infinite-bus (SMIB) system under different scenarios. We
show that (1) the CKF provides better estimation results than
the EKF; (2) the CKF is able to detect different types of cyber
attacks reliably which is superior to the EKF.

Index Terms—extended Kalman filter, unscented Kalman filter,
cubature Kalman filter, model uncertainty, cyber attack

I. INTRODUCTION

CYBER-PHYSICAL systems (CPSs) are systems that
integrate sensing, communication, control, computation

and physical processes [1], [8]–[21]. CPSs are now ubiqui-
tous in multiple areas including chemical processes, smart
grids, mine monitoring, intelligent transportation, precision
agriculture, aerospace, etc. [2]–[4]. One problem affecting
CPSs, inherent in the use of a communication network to
establish communication between system components, is their
susceptibility to cyber attacks, [5]–[7]. Today’s threat of cyber
attacks to CPSs is increasing at an alarming pace, and there is
a consequent urgency in protecting CPSs against cyber attacks.

Cyber Attacks to CPSs have received much attention from
the research community. Teixeira et al. [22] analyzed different
attack models, including Denial of Service (DoS), replay,
False data injection (FDI) and zero dynamic attacks. Cardenas
et al. [23] investigated cyber attacks to measurement and
actuator data integrity and availability. The authors present
two types of CPS attacks: DoS and deception attacks. DoS
attacks obstruct the communication channels preventing
the exchange of information between system components.
Deception attacks affect the integrity of data by manipulating
its content. Mo et al. [24] consider a form of deception attack
known as replay-attacks. The authors introduce a replay
attack model on CPS and analyze the performance of the
control system under attack.

In this article, our primary interest is robust state estimation
of nonlinear systems under cyber attacks. Most studies in non-
linear state estimation focus on extended Kalman filter (EKF)
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[25], [26], unscented Kalman filter (UKF) [27]–[31], square-
root unscented Kalman filter (SR-UKF) [32]–[35], extended
particle filter [36], [37] and ensemble Kalman filter [38].

Guo et al. [39] propose a new linear attack strategy
on remote state estimation and present the corresponding
feasibility constraint to ensure that the attack can successfully
bypass a χ2-detector. Shi et al. [40] propose a stochastic
modeling framework for CPSs considering the effect of
adversary attacks. Based on this framework, the authors
formulate and solve a joint state and attack estimation
problem. Xie et al. [41] model the economic impact of
malicious data attacks on real-time market operations. They
examined the economic impact of FDI attacks against
state estimation. Yang et al. [42] present an appropriate
phasor measurement unit (PMU) placement for reliable
state estimation against FDI attacks. Gandhi et al. [43]
propose a new robust Kalman filter based on the generalized
maximum-likelihood-type estimate against outliers. Taha et
al. [44] present a risk mitigation strategy, based on Sliding-
Mode Observer and an attack detection filter, against threat
levels from the grid’s unknown inputs and cyber-attacks.
Karimipour et al. [45] presented a robust dynamic state
estimation algorithm based on EKF against FDI attacks
in power systems. Zhao et al. [46] introduce a general
constrained robust dynamic state estimation (DSE) framework
based on UKF to address various equality and inequality
constraints while is robust against measurement noise and bad
data. Manandhar et al. [47] design a framework for the linear
system using KF together with the χ2-detector and Euclidean
detector which is able to detect different types of faults and
attacks. Qi et al. [48] compare different types of Kalman
filters and dynamic observers under model uncertainty and
malicious cyber attacks on nonlinear systems.

One problem associated with state estimators and their
application is modelling error. When the mathematical model
deviates from the actual plant being monitored, model predic-
tions deviate from the actual state and therefore compromise
their use in any application. This problem is more significant
in the case of nonlinear systems, given that all of the filters
known in the literature rely on system approximations of some
form. The possible presence of cyber attacks therefore make
this problem more critical. Based on these observations, in
this paper we focus on robust state estimation under cyber
attacks and compare the performance of two well known
filters, namely the EKF and the CKF.

The focus of this article is to draw a comparative study
of the most popular nonlinear filters and their tolerance to
both modelling error and cyber attacks. More specifically, we
compare the EKF to the CKF. First, we study the effect of
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modelling error. Based on our analytical analysis, we argue
that the CKF provides better estimates than the EKF under
certain conditions. We then consider the effects of cyber
attacks and once again, we argue that the CKF outperforms
the EKF when used to detect cyber attacks. We show that
the CKF can reliably detect cyber attacks, including random
attacks, DoS, replay and FDI attacks, and outperforms
the EKF in all type of attacks. We illustrate our claims
via extensive simulations of the two filters under various
conditions, including parameter uncertainties, uncertainty in
measurement and noises as well as cyber attacks, using a
fourth order synchronous machine.

The rest of the paper is organized as follows: Section II
presents dynamic state estimation for nonlinear systems based
on EKF and CKF. Section III presents the effect of modeling
error on each estimator. Section IV presents the modelling
of different types of cyber-attacks and the affect of random
attacks on each estimator. Section V describes two cyber-
attack detectors. Section VI presents the performance analysis
of each estimator under different scenarios. Finally, Section
VII presents the conclusions.

II. NONLINEAR STATE ESTIMATORS

Throughout the rest of the paper we consider a nonlinear
discrete-time system model of the form:{

xk = f(xk−1, uk−1) + wk−1

yk = h(xk, uk) + vk
(1)

where xk is the system state vector, uk is the input vector, wk
is the process (random state) noise, yk is the noisy observation
or measured output vector, and vk is the measurement noise.
The noise sequences wk and vk are assumed to be white,
Gaussian, and independent of each other:{

E[wk] = 0
E[wkw

T
k ] = Qk

(2){
E[vk] = 0
E[vkv

T
k ] = Rk

(3){
E[wkwj

T ] = 0 (for j ̸= k)
E[vkv

T
k ] = 0 (for j ̸= k)

(4)

E[wkv
T
j ] = 0 (5)

Equations (2) and (3) show that wk and vk have a zero
mean, with covariance matrices Qk and Rk, respectively.
Equation (4) indicates that the values of vk (respectively, wk),
at different time instants are uncorrelated, while equation (5)
implies that the process (state) and measurement (observation)
noises are not cross-correlated.

We will consider the following filters:

A. EXTENDED KALMAN FILTER
EKF is a well established nonlinear filter that has been used

in multiple application over the last four decades. Some of its
limitations include the following [51]–[53]:

1) The EKF algorithm is based on a first-order Taylor
expansion and therefore works well with relatively mild

nonlinear models but performance can degrade when
dealing with highly nonlinear systems.

2) The computation of the Jacobian matrices used in the
linearization is often difficult and error-prone.

3) It suffers from the so-called curse of dimensionality or
divergence or both; i.e. state estimates deviate from the
true state for high order nonlinear models.

The discrete-time EKF algorithm for the state estimation is
summarized in the appendix [54].

B. CUBATURE KALMAN FILTER
CKF algorithm was proposed by Arasaratnam and Haykin

[52], to resolve the limitations encountered in the EKF. The
CKF algorithm consists of a numerical approximation of the
integral consistent of the product of a nonlinear function and
a Gaussian function, using a spherical-radial cubature rule.
Unlike the EKF algorithm, the CKF captures the higher-order
terms of the nonlinear system resulting in better estimates.
A limitation encountered in the CKF algorithm is however,
the possible loss of positive definiteness when computing the
predictive covariance in the filter algorithm, which can halt
the CKFalgorithm. The discrete-time CKF algorithm for state
estimation is summarized in the appendix [52].

C. SQUARE-ROOT CUBATURE KALMAN FILTER
SCKF is square-root extension of CKF which propagates

square-root factors of the predictive and posterior error co-
variances. Some benefits are reported for SCKF:

1) Symmetry and positive (semi) definiteness of the covari-
ance are preserved.

2) Doubled-order precision.
The discrete-time SCKF algorithm for state estimation is
summarized in the appendix [52].

III. MODEL UNCERTAINTY

One of the significant challenges in dynamic state estimation
(DSE) is the inaccuracy of the model and parameters which
can consequently deteriorate state estimation [55]. The non-
linear stochastic system (1) under model uncertainty can be
rewritten as follows:{

xk = f(xk−1, uk−1) + ∆Ak−1xk−1 + wk−1

yk = h(xk, uk) + ∆Ckxk + vk
(6)

Where ∆Ak−1xk−1 and ∆Ckxk represent parameter uncer-
tainties, ∆Ak−1 and ∆Ck are unknown matrices satisfying
∥∆Ak−1∥ ≤ α and ∥∆Ck∥ ≤ β, respectively.

Definition 1. The estimate x̂k|k of the system state xk
is said to be stable in the minimum mean square er-
ror (MMSE) sense, if E

{∥∥xk − x̂k|k
∥∥2} is bounded, i.e.,

supkE
{∥∥xk − x̂k|k

∥∥2} ≤ ∞

Assumptions 1. There exist positive real numbers ã, c̃, p, p̄,
w̃, ṽ > 0 such that the following bounds on various matrices
are satisfied for every k ≥ 0: (i) ∥Ak−1∥ ≤ ã, (ii) ∥Ck∥ ≤
c̃, (iii) pI ≤ Pk|k ≤ p̄I , (iv)

∥∥E{
wTk−1wk−1

}∥∥ ≤ w̃, (v)
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∥∥E{
vTk vk

}∥∥ ≤ ṽ, (viii) ∥∆Ak−1∥ ≤ δa
∥xk−1∥ , (ix) ∥∆Ck∥ ≤

δc
∥xk∥

Assumptions 2. The nonlinearity of function f(xk−1, uk−1)
satisfying by (6) is mild such that, in Taylor series expansion
around ak−1

f(xk−1, uk−1) = f(ak−1, uk−1) +Ak−1(xk−1 − ak−1)
+o(xk−1, ak−1, uk−1)

(7)
• It has derivatives of all orders.
• f(xk−1, uk−1) is real analytic on an open set D.
• The higher order terms is bounded as a follows:

∥o(xk−1, ak−1, uk−1)∥

=

∥∥∥∥ ∞∑
n=2

fn(ak−1)
n! (xk−1 − ak−1)

n

∥∥∥∥ ≤ µ
(8)

Where for a small positive value ρ, we have:

∀xk−1 ∈ D ∥xk−1 − ak−1∥ ≤ ρ (9)

Remark 1. Note that Ak−1 is the state transition matrix
which is the Jacobian matrix of the nonlinear function f(.),
Ck is measurement matrix which is the Jacobian matrix of
the nonlinear function h(.) and Pk|k is the covariance of the
estimation error.

Assumptions 3. There exist positive real numbers εθ, εϕ such
that the nonlinear functions θf and ϕh are bounded via∥∥θf (ek−1|k−1)

∥∥ ≤ εθ
∥∥ek−1|k−1

∥∥2 (10)∥∥ϕh(ek−1|k−1)
∥∥ ≤ εϕ

∥∥ek−1|k−1

∥∥2 (11)

Lemma III.1. Consider the stochastic nonlinear system with
parameter uncertainties given by (6) and let Assumption 1
and Assumption 3 be satisfied. Then the upper bound for
the estimation error in the CKF, eck|k, satisfies the following
bound:

E
{∥∥∥eck|k∥∥∥2} ≤ p̄

p (1−
γ
2 )
kE

{∥∥e0|0∥∥2}+ ξc

pγ (12)

provided that the initial estimation error satisfies
∥∥e0|0∥∥ ≤ ϵ,

and ξc is sufficiently small. Note that ξc is a function of noise
covariance and the parameter uncertainty and 0 < γ ≤ 1.

Proof. Define a random variable Xi,k−1|k−1 ∼
N(x̂k−1|k−1, Pk−1|k−1) as Cubature points with Gaussian
distribution and also ∆xk−1|k−1 ∼ N(0, Pk−1|k−1) with
the Gaussian distribution. With these assumptions we can
compute cubature points as follows:

Xi,k−1|k−1 = x̂ck−1|k−1 +∆xik−1|k−1. (13)

Using equations (6), (13), (75) and (76) and considering the
parameter uncertainty in the process model, the prediction
error can be computed as a follows:

eck|k−1 = xk − x̂ck|k−1 = f(xk−1, uk−1) + ∆Ak−1xk−1

+wk−1 −
{

1
m

m∑
m=1

f(x̂ck−1|k−1 +∆xik−1|k−1, uk−1)

}
(14)

Using Taylor series expansion around x̂ck−1|k−1, we can write:

eck|k−1 = Ak−1e
c
k−1|k−1 + θf (|eck−1|k−1|) + wk−1

−Ak−1

{
1
m

m∑
m=1

∆xik−1|k−1

}
−

{
1
m

m∑
m=1

θf (|∆xik−1|k−1|)
}

+∆Ak−1xk−1 = Ak−1e
c
k−1|k−1 + θf (|eck−1|k−1|)

+wk−1 +∆Ak−1xk−1.
(15)

The estimation error under parameter uncertainties is given
by:

eck|k = xk − x̂ck|k = f(xk−1, uk−1) + ∆Ak−1xk−1

+wk−1 − x̂ck|k−1 −Kk(yk − h(x̂ck|k−1)) = Ak−1ek−1|k−1

+θf (|eck−1|k−1|) + ∆Ak−1xk−1 + wk−1

−Kk(h(xk, uk)−
{

1
m

m∑
m=1

h(x̂ck−1|k−1 +∆xik−1|k−1, uk−1)

}
+vk +∆Ckxk),

(16)
where h(x̂ck|k−1) can be expanded in Taylor series around
x̂k|k−1 as follows:

eck|k = Ak−1e
c
k−1|k−1 + θf (|eck−1|k−1|) + ∆Ak−1xk−1

+wk−1 −Kk(Cke
c
k|k−1 + ϕh(e

c
k−1|k−1) + vk +∆Ckxk

−Ck
{

1
m

m∑
m=1

∆xik−1|k−1

}
−
{

1
m

m∑
m=1

ϕh(|∆xik−1|k−1|)
}
).

(17)
Thus

eck|k = Ãeck−1|k−1 + Lk +Nk, (18)

where the estimation error consist of three terms:
Ã = [I −KkCk]Ak−1

Lk = [I −KkCk]θf (e
c
k−1|k−1)−Kkϕh(e

c
k−1|k−1)

+[I −KkCk]∆Ak−1xk−1 −Kk∆Ckxk
Nk = [I −KkCk]wk−1 −Kkvk.

(19)

Define the Lyapunov function V : Rn → R:

V (eck−1|k−1) = eTk−1|k−1P
−1
k−1|k−1ek−1|k−1. (20)

From Assumption 1.(iii) we have:

1
p̄

∥∥∥eck−1|k−1

∥∥∥2 ≤ V (eck−1|k−1) ≤
1
p

∥∥∥eck−1|k−1

∥∥∥2 . (21)

Replacing (18) and (19) into (20) we can write:

V (eck|k) = [Ãeck−1|k−1 + Lk +Nk]
TP−1

k|k [Ãe
c
k−1|k−1

+Lk +Nk].
(22)

Applying Lemma 1 of [56] we can write the following
inequality:

V (eck|k) ≤ (1− γ)V (eck−1|k−1) + LTk P
−1
k|k [2Ãe

c
k−1|k−1 + Lk]

T

+2NT
k P

−1
k|k [Ãe

c
k−1|k−1 + Lk] +NT

k P
−1
k|kNk

(23)
Taking conditional expectation E[V (eck|k)|e

c
k−1|k−1] results in

the following inequality:

E
{
V (eck|k)|e

c
k−1|k−1

}
− V (eck−1|k−1) ≤ −γV (eck−1|k−1)

+E
{
LTk P

−1
k|k [2Ãe

c
k−1|k−1 + Lk]

T |eck−1|k−1

}
+E

{
2NT

k P
−1
k|k [Ãe

c
k−1|k−1 + Lk]|eck−1|k−1

}
+E

{
NT
k P

−1
k|kNk|e

c
k−1|k−1

}
.

(24)
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Each term can be computed as a follows:

• E
{
LTk P

−1
k|k [2Ãe

c
k−1|k−1 + Lk]

T |eck−1|k−1

}
:

Using (19), Assumption 1 and Assumption 3 we can
obtain the norm of Lk as a follows:

∥Lk∥ ≤ ∥I −KkCk∥
∥∥∥θf (eck−1|k−1)

∥∥∥
+ ∥Kk∥

∥∥∥ϕh(eck−1|k−1)
∥∥∥+ ∥Kk∥ ∥∆Ckxk∥

+ ∥I −KkCk∥ ∥∆Ak−1xk−1∥ ≤ (1 + k̃c̃)εθ

×
∥∥∥eck−1|k−1

∥∥∥2 + k̃εϕ

∥∥∥eck−1|k−1

∥∥∥2 + (1 + k̃c̃)δa + k̃δc

= ε
∥∥∥eck−1|k−1

∥∥∥2 + δ,

(25)
where k̃ is the upper bound for the Kalman gain Kk.
Using (25) and under Assumption 1 we can write:

LTk P
−1
k|k [2Ãe

c
k−1|k−1 + Lk] ≤ (ε

∥∥∥eck−1|k−1

∥∥∥2 + δ) 1p

×(2(ã+ k̃c̃)
∥∥∥eck−1|k−1

∥∥∥+ ξ′kε
∥∥∥eck−1|k−1

∥∥∥+ ξ′kδ)

= κnl

∥∥∥eck−1|k−1

∥∥∥3 + κu

∥∥∥eck−1|k−1

∥∥∥
(26)

• E
{
2NT

k P
−1
k|k [Ãe

c
k−1|k−1 + Lk]|eck−1|k−1

}
:

From (19) and considering that Nk only depends on wk−1

and vk, we have:

E
{
2NT

k P
−1
k|k [Ãe

c
k−1|k−1 + Lk]|eck−1|k−1

}
= 0 (27)

• E
{
NT
k P

−1
k|kNk|e

c
k−1|k−1

}
:

From (19) and under Assumption 1, we have:

E
{
NT
k P

−1
k|kNk

}
≤ 1

p ∥I −KkCk∥2 E
{
wTk−1wk−1

}
+ 1
p ∥Kk∥2 E

{
vTk vk

}
≤ 1

p (1 + k̃c̃)2w̃ + 1
p k̃

2ṽ

= κnoise
(28)

Using (23)-(28) we establish the following inequality:

E
{
V (eck|k)|e

c
k−1|k−1

}
− V (eck−1|k−1) ≤ −γV (eck−1|k−1)

+κnl

∥∥∥eck−1|k−1

∥∥∥3 + κu

∥∥∥eck−1|k−1

∥∥∥+ κnoise.

(29)
Defining: ∥∥∥eck−1|k−1

∥∥∥ ≤ γ
2p̄κnl

(30)

we can write:

κnl

∥∥∥eck−1|k−1

∥∥∥∥∥∥eck−1|k−1

∥∥∥2 ≤ γ
2p̄

∥∥∥eck−1|k−1

∥∥∥2 . (31)

Hence from (21), (29)-(31), Assumption 1.(iii) and Lemma 2.1
of [62] we obtain the following inequality:

E
{∥∥∥eck|k∥∥∥2} ≤ p̄

p (1−
γ
2 )
kE

{∥∥e0|0∥∥2}+ ξc

pγ (32)

which guarantees the boundedness of the estimation error
under model uncertainty.

Lemma III.2. Consider the stochastic nonlinear system with
parameter uncertainties given by (6) and let Assumptions 1-3

be satisfied. Then the upper bound for the estimation error in
the EKF, eck|k, satisfies the following bound:

E
{∥∥∥eEk|k∥∥∥2} ≤ p̄

p (1− γ)kE
{∥∥e0|0∥∥2}+ ξE

pγ (33)

if the initial estimation error satisfies
∥∥e0|0∥∥ ≤ ϵ and ξE

is sufficiently small. Note that ξE is a function of noise
covariance and the parameter uncertainty and 0 < γ ≤ 1.

Proof. Expanding in Taylor series expansion and ignoring
higher order terms, we can compute the prediction and es-
timation error under the parameter uncertainty as a follows:

eEk|k−1 = Ak−1e
E
k−1|k−1 + wk−1 +∆Ak−1xk−1 (34)

eEk|k = ÃeEk−1|k−1 + Lk +Nk, (35)

where the estimation error consist of three terms:

Ã = [I −KkCk]Ak−1

Lk = [I −KkCk]∆Ak−1xk−1 −Kk∆Ckxk
Nk = [I −KkCk]wk−1 −Kkvk.

(36)

The rest of the proof is similar to the proof of Lemma III.1,
and is omitted.

Theorem III.3. Consider the stochastic nonlinear system with
parameter uncertainties given by (6) and let Assumption 1 and
Assumption 3 be satisfied. Assuming that

1) The initial estimation error is sufficiently small, i.e. ∃ϵ:∥∥e0|0∥∥ ≤ ϵ (37)

2) The ξc defined from Lemma III.1 and ξE defined from
Lemma III.2 are small enough.

3) The process noise wk and the measurement noise vk are
Gaussian distribution satisfying by (2)-(5).

Then, the CKF provides better estimation of the system states
than the EKF, i.e.,

E
{∥∥∥eck|k∥∥∥} ≤ E

{∥∥∥eEk|k∥∥∥} (38)

Proof. We will compare these filters in terms of estimation
error. Applying Lemma III.2 and including the effect of the
high order terms in the EKF, equation (33) can be rewritten
as a follows:

E
{∥∥∥eEk|k∥∥∥2} ≤ p̄

p (1− γ)kE
{∥∥e0|0∥∥2}+ ξE

pγ

+o(eEk−1|k−1)
(39)

Based on conditions of Theorem III.3 and using (12) and (39)
we can write:

lim(∥e0|0∥,ξc)→(0,0) E
{∥∥∥eck|k∥∥∥2} ≤

lim(∥e0|0∥,ξc)→(0,0)[
p̄
p (1−

γ
2 )
kE

{∥∥e0|0∥∥2}+ ξc

pγ ] ≤

lim(∥e0|0∥,ξE)→(0,0) E
{∥∥∥eEk|k∥∥∥2} ≤

lim(∥e0|0∥,ξE)→(0,0)[
p̄
p (1− γ)kE

{∥∥e0|0∥∥2}+ ξE

pγ

+o(eEk−1|k−1)]

(40)

If the nonlinearities in the model are mild, then by Assumption
2, we can assume the error incurred in neglecting the high
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order terms (o(eEk−1|k−1)) is small enough. So, the CKF and
EKF will result similar performance, i.e.,

E
{∥∥∥eck|k∥∥∥} ∼= E

{∥∥∥eEk|k∥∥∥} (41)

However, for the highly nonlinear systems, as long as Assump-
tion 2 is not satisfied for the high order terms, then we can not
ignore the higher order terms and the error of neglecting the
high order term will enlarge the upper bound of convergence
in the EKF method. So, CKF provides smaller upper bound for
the estimation error rather than the EKF under the proposed
region (process and measurement noise, uncertainty parameter
and estimation error become small enough), i.e.,

E
{∥∥∥eck|k∥∥∥} < E

{∥∥∥eEk|k∥∥∥} (42)

This completes the proof.

IV. ATTACK MODEL

In this paper, we considered the following four types of
attacks [47], [57], [58].

1) Random attack: An adversary manipulates the sensor
readings. This type of attack can be modelled as follows:

yak = h(xk, uk) + vk + δk (43)

Where yak , vk and δk are corrupted measurement, mea-
surement noise and random attack vector injected to the
measurement, respectively. In this paper, we assume that
the random attack is bounded by arbitrary energy signal
as a follows:

∥δk∥ ≤ δ̃ (44)

2) Denial of Service (DoS) attack: An adversary prevents
communication with the sensors by jamming the commu-
nication channels, thus flooding packets in the network.
The DoS attack can be a barrier in sensor data transfer,
control data transfer, or both. In this paper, we model the
DoS attack as the lack of the updated measurements to
the estimator:

yat =

{
h(xt1, ut1) + vt t ∈ (t1, t2]
h(xt, ut) + vt t /∈ (t1, t2],

(45)

where the measurement is keep unchanged for t ∈ (t1, t2]
and the updated measurement cannot be sent to the
estimator .

3) Replay attack: A replay attack is a form of network attack
in memorizes a string of sensor readings and transmit
then at a later time. A replay attack on the output i at
t ∈ [t1, t2] can be modelled as follows:

yai,t = hi(xt−∆T , ut−∆T ) + vt t ∈ [t1, t2] (46)

where ∆T = t2 − t1
4) False data injection (FDI) attack: In this case, an attacker

knows the system model, including the parameters A, B,
C, Q, R, and gain K and injects false sensor measure-
ments in order to confuse the system when implementing

a Kalman filter estimator with the χ2-detector [59]. To
clarify the idea, let’s consider the following system [60]: xk = f(xk−1, uk−1) + wk−1

yk = h(xk, uk) + vk
yak = yk + ak

(47)

where yk, yak and ak are the measured output, corrupted
measurement and FDI attack generated by the attacker,
respectively. The FDI attack can be described as:

ak = −yk + ηk (48)

where −yk will cancel the original signal and η is as-
sumed to be an arbitrary bounded energy signal (detection
threshold) with the following characteristic:

∥ηk∥ ≤ η̃ (49)

Lemma IV.1. Consider the nonlinear stochastic system under
random attack of the form (43). Let’s Assumption 1 and
Assumption 3 hold. Then, if the initial estimation error satisfies∥∥e0|0∥∥ ≤ ϵ and ψc is sufficiently small, then the estimation
error eck|k using the CKF algorithm satisfies the following
bound:

E
{∥∥∥eck|k∥∥∥2} ≤ p̄

p (1−
γ
2 )
kE

{∥∥e0|0∥∥2}+ ψc

pγ (50)

Note that ψc is a function of noise covariance and random
attack and 0 < γ ≤ 1.

Proof. By considering the random attack presented in mea-
surement, the prediction error and the estimation error are
given by:

eck|k−1 = xk − x̂ck|k−1 = f(xk−1, uk−1) + wk−1

− 1
m

m∑
m=1

f(Xi,k−1|k−1, uk−1) = Ak−1e
c
k−1|k−1+

θf (|eck−1|k−1|) + wk−1

(51)

eck|k = xk − x̂k|k = f(xk−1, uk−1) + wk−1 − x̂ck|k−1

−Kk(yk − h(x̂ck|k−1)) = Ak−1e
c
k−1|k−1 + θf (|eck−1|k−1|)

+wk−1 −Kk(h(xk, uk) + vk + δk

−
{

1
m

m∑
m=1

h(x̂ck−1|k−1 +∆xik−1|k−1, uk−1)

}
)

(52)
Thus

eck|k = Ãeck−1|k−1 + Lk +Nk (53)

Where the estimation error consist of three terms:

Ã = [I −KkCk]Ak−1

Lk = [I −KkCk]θf (e
c
k−1|k−1)−Kkϕh(e

c
k−1|k−1)−Kkδk

Nk = [I −KkCk]wk−1 −Kkvk
(54)

We will follow all steps from (20) to (23) which yields
the inequality (24). All terms in the inequality (24) will be
the same except the second term which can be rewritten as a
following:

∥Lk∥ ≤ ∥I −KkCk∥
∥∥∥θf (eck−1|k−1)

∥∥∥+ ∥Kk∥
∥∥∥ϕh(eck−1|k−1)

∥∥∥
+ ∥Kk∥ ∥δk∥ ≤ (1 + k̃c̃)εθ

∥∥∥eck−1|k−1

∥∥∥2 + k̃εϕ

∥∥∥eck−1|k−1

∥∥∥2
+k̃δ̃ = ε

∥∥∥eck−1|k−1

∥∥∥2 + εδ
(55)
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Using (19) and under Assumption 1 and Assumption 3 we
have:

LTk P
−1
k|k [2Ãe

c
k−1|k−1 + Lk] ≤ (ε

∥∥∥eck−1|k−1

∥∥∥2 + εδ)
1
p

×(2(ã+ k̃c̃)
∥∥∥eck−1|k−1

∥∥∥+ ξ′kε
∥∥∥eck−1|k−1

∥∥∥+ ξ′kεδ)

= κnl

∥∥∥eck−1|k−1

∥∥∥3 + κa

∥∥∥eck−1|k−1

∥∥∥
(56)

Using (24), (27), (28) and (56) the following inequality can
be established:

E
{
V (eck|k)|e

c
k−1|k−1

}
− V (eck−1|k−1) ≤ −γV (eck−1|k−1)

+κnl

∥∥∥eck−1|k−1

∥∥∥3 + κa

∥∥∥eck−1|k−1

∥∥∥+ κnoise
(57)

Thus, from (21), (30), (31), (57), Assumption 1.(iii) and
Lemma 2.1 of [62] we can obtain the following inequality:

E
{∥∥∥eck|k∥∥∥2} ≤ p̄

p (1−
γ
2 )
kE

{∥∥e0|0∥∥2}+ ψc

pγ (58)

Lemma IV.2. Consider the nonlinear stochastic system under
random attack as stated in (43). Let’s Assumptions 1-3 hold.
Then, there exist upper bound for the estimation error eEk|k
using the EKF algorithm as a follows:

E
{∥∥∥eEk|k∥∥∥2} ≤ p̄

p (1− γ)kE
{∥∥e0|0∥∥2}+ ψE

pγ (59)

if the initial estimation error satisfies
∥∥e0|0∥∥ ≤ ϵ and ψE

is sufficiently small. Note that ψE is a function of noise
covariance and random attack and 0 < γ ≤ 1.

Proof. The proof is based on Lemma IV.1 and analogous with
Lemma III.2, hence omitted.

Theorem IV.3. Consider the nonlinear stochastic system
under random attack given by (43). Let’s Assumption 1 and
Assumption 3 hold. Assuming that

1) The initial estimation error is sufficiently small, i.e. ∃ϵ:∥∥e0|0∥∥ ≤ ϵ (60)

Where ϵ is sufficiently Small.
2) The ψc defined from Lemma IV.1 and ψE defined from

Lemma IV.2 are small enough.
3) The process noise wk and the measurement noise vk are

Gaussian distribution satisfying by (2)-(5).
Then, the CKF provides better estimation of the system states
than the EKF, i.e.,

E
{∥∥∥eck|k∥∥∥} ≤ E

{∥∥∥eEk|k∥∥∥} (61)

Proof. The proof follows similar steps used in the proof of
Theorem III.3, hence omitted.

V. ATTACK/FAILURE DETECTOR

When reading data is available, the nonlinear filters can be
used to generate the estimated states. A detector is utilized to
compare the actual sensor readings and the estimated output
with the purpose of detection. If the difference between these
two is above a threshold, an alarm is triggered to notify the
presence of the attacker. In this paper, two types of detectors
are employed for the detection of potential attacks.

1) χ2-detector: The χ2-detector is a residue-based detector
which makes a decision based on the sum of squared
residues zk+1. The residue zk+1 at time k+1 is defined
[47]:

z(t+ 1) = y(t+ 1)− ŷ(t+ 1) (62)

Then, the χ2-detector test is normalized by the covariance
matrix of z(t) as follows:

g(t) = z(t)TB(t)z(t) (63)

In summary, the χ2-detector compares g(t) with the
threshold obtained using the χ2-detector-table [61] to
identify an attack. The only limitation encountered in the
χ2-detector is detection of FDI attack, which Euclidean
detector can be used for this purpose.

2) Euclidean detector: The Euclidean detector was proposed
by Manandhar et al. [47] to overcome the limitations of
χ2-detector. We will show that FDI attacks may fail to
get detected by χ2-detector. The Euclidean detector is
defined by the following equation:

d =
√

(yobs,1 − yest,1)2 + · · ·+ (yobs,n − yest,n)2

(64)
where yobs = [yobs,1, yobs,2, . . . , yobs,n] represents mea-
surement vector and yest = [yest,1, yest,2, . . . , yest,n] is
the estimated output vector.

VI. CASE STUDY

In this section, we compare the performance of the nonlinear
filters in the presence of modelling error and cyber attacks
on the synchronous machine shown in Fig. 1. Equations (65)
and (66) represents the fourth-order nonlinear synchronous
machine state-space model [49], [50].

[δ ∆ω e′q e′d]
T = [x1 x2 x3 x4]

T

[Tm Efd]
T = [u1 u2]

T
ẋ1 = ω0x2
ẋ2 = 1

J (Tm − Te −Dx2)
ẋ3 = 1

T ′
do
(Efd − x3 − (xd − x′d)id)

ẋ4 = 1
T ′
qo
(−x4 − (xq − x′q)iq)

(65)

y1(t) =
Vt

x′
d
(x3) sin(x1) +

V 2
t

2 ( 1
xq

− 1
x′
q
) sin(2x1) .

Where ω0 = 2πf0 is the nominal synchronous speed (elec.
rad/s), ω the rotor speed (pu), Tm the mechanical input torque
(pu), Te the air-gap torque or electrical output power (pu), Efd
the exciter output voltage or the field voltage as seen from the
armature (pu), and δ the rotor angle in (elec.rad). The air-gap
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torque or electrical output power Te and the d-axis and q-axis
currents (id,iq) can be computed by following:

Te =
Vt

x′
d
(x3) sin(x1) +

V 2
t

2 ( 1
xq

− 1
x′
q
) sin(2x1)

id =
x3−Vt cos(x1)

x′
d

iq =
Vt sin(x1)

xq

(66)

More details about parameters and variables are described in
Table 1.
For the synchronous machine we consider both parameter

Figure 1: Diagram of nonlinear state estimator for a syn-
chronous machine.

uncertainty and cyber-attacks against the measurement. Fig.2
shows the block diagram of the estimation and detection
mechanism for the synchronous machine. Our scheme con-
sists of five components namely, synchronous machine, PMU
measurement, attacker, nonlinear state estimators and detec-
tors. The PMU device measures input voltage and current
samples from the synchronous machine and transmits data
packets to the estimator where an attacker may manipulate
the transmitted data. A detector monitors the system behavior
and identifies the presence of the attacker.

In order to test the aforementioned estimators performance
on the synchronous machine, we consider five scenarios:
Scenario 1: normal conditions (no modelling error and no
attack)
Scenario 2: noisy measurements
Scenario 3: model uncertainty
Scenario 4: cyber-attack
Scenario 5: cyber-attack detection.
We implement discrete-time EKF, CKF and SCKF algorithms
in MATLAB. Table 1. defines the parameters of the generator
model. The initial value of the states, estimated states and
state covariance matrix considered are: xobs = [0.4; 0; 0; 0],
xest = [0.4; 0; 0; 0] and P0 = diag([102, 102, 102, 102]), re-
spectively. In the simulations, two input Tm = 0.8 (constant)
and Efd = step with initial value of 2.11 and final value
of 2.32 are applied to the system. The noise added to the
process and measurement consists of white-noise sequences
with covariance wk ∼ (0, Qk) = (0, 0.0012 × I4×4) and
vk ∼ (0, Rk) = (0, 0.012 × I).

A. Estimator’s performance under normal conditions
In this section, we compare the estimation provided by the

CKF, SCKF and EKF ignoring the effect of modelling error

Figure 2: Block diagram of estimation and detection mecha-
nism for the synchronous machine.

and cyber attack. Fig. 3 shows the performance of EKF, CKF,
and SCKF in normal conditions. Considering the nonlinear
model, all estimated states converge to real states.

B. Estimator’s Performance with Noisy Measurements
In this part, the process and measurement covariance are set

as wk ∼ (0, Qk) = (0, 0.0012 × I4×4) and vk ∼ (0, Rk) =
(0, 0.52 × I). Fig. 4 shows the state estimation results under
corrupted measurement which CKF and SCKF have better
performance in terms of state tracking and robustness.

C. Estimator’s performance under model uncertainty
In this section, we assume that the reactance (x′d, x

′
q) in

(65) and (66) change abruptly from 0.375 to 0.475 abruptly at
t = 2.5s due to a short-circuit fault in the transmission line.
The estimated states by the EKF, CKF, and SCKF are shown
in Fig. 5. It can be seen that the estimation results using the
EKF deviate from original states at t = 2.5s due to sudden
change in the reactance. However, CKF and SCKF provide
estimates with high accuracy. The example is representative of
the robustness of CKF and SCKF under parameter uncertainty.
Also, the estimates provided by the CKF and SCKF do not
dependent on initial value of the estimates being close to the
real state. By contrast, the EKF is very sensitive to the initial
value of the rotor angle.

D. Estimator’s Performance under Cyber Attacks
In this scenario, four types of attacks are applied to the

system and the performance of estimators are compared.
For the modelling of random attack, we assume that δt =
0.1sin(2π60t) is added to the measurement at t = 0.
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Figure 3: State estimation results under normal conditions.

Also, replay attack can be added to the measurement as a delay
of the form yai (t) = yi(t− 0.3).
In order to model the DoS attack, we assume that the mea-
surement is kept unchanged for t ∈ [0.2s, 1.8s].
For the modelling of FDI attack, we assume that the attacker
knows the Kalman gain and manipulates the Kalman gain
in order to corrupt the dynamic state estimation without the
attack being detected. We model the FDI attack by modifying
the actual Kalman gain (Ka = K × diag([0.05, 0, 0, 0])) and
manipulating the measurement (ya(t) = y(t) + 0.05).
Fig. 6, Fig. 7, Fig. 8 and Fig. 10 show state estimation results
under random, DoS, replay, and FDI attacks. Both the CKF
and SCKF closely track the real states with high accuracy,
while the EKF does not. Also, it can be seen in the figures
that there is a difference between estimated outputs using CKF
and SCKF and measurement which can be used in the attack
detection.

E. Cyber-attack detection

In this scenario, we consider two cases: Firstly, the per-
formance of different estimators using the χ2-detector for
random, DoS and replay attacks. Fig. 9, Fig. 11 and Fig. 12
show the normalized innovation ratio g(t) obtained from χ2-
detector under the aforementioned cyber attacks. It is clear that
g(t) passes the threshold in using both CKF and SCKF and
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Figure 4: State estimation results with noisy measurements.

triggers an alarm indicating the presence of an attack, while
the EKF is not successful in doing so. Secondly, to handle
the FDI attack, the Euclidean detector was employed as an
alternative detector to overcome the limitation of χ2-detector.
As can be seen in Fig. 13, the normalized innovation ratio
g(t) obtained from χ2-detector remains under the threshold,
however, g(t) obtained from the Euclidean detector is above
the threshold and triggers an alarm.

Table I: Parameters and variables definition

Parameters Description Value

D, J Damping factor and inertia 0.05,10
constant per unit

Tm, Te Mechanical input and electrical torque 0.8
T ′
do, T

′
qo d-q transient open-circuit 0.13,0.01

time constant
xd, xq d-q axis reactance 2.06,1.21
x′
d, x

′
q d-q axis transient reactance 0.37,0.37

Vt Terminal bus voltage No=1.02
VB Infinite bus voltage No=0.98
Efd Steady-state internal No=2.29

voltage of armature No=2.29
δ 1st state, rotor angle No=0.82
ω0 nominal synchronous speed No=377
∆ω 2nd state, rotor speed —
e′q , e

′
d 3rd and 4th states, —

d-q transient voltage
id, iq d-q axis current No=0.63, 0.51
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Figure 5: State estimation results under model uncertainty.

VII. CONCLUSION

In this paper, we have compared the performance of
two nonlinear filters, namely the EKF and the CKF under
the affect of modeling error and cyber attacks. Based on
theoretical analysis, we show that the CKF has better
estimation accuracy than the EKF under some conditions.
We also argue that the CKF is able to detect cyber attack
reliably which is superior to the EKF. To justify our claims,
we have investigated the performance of various filters on
synchronous machine under different scenarios. Based on our
extensive simulations, it can be seen that the CKF generates
better estimation results than the EKF. In the future works, we
will develop event-triggered CKF for the nonlinear dynamic
system under cyber-attacks.

APPENDIX A

EKF ALGORITHM

Time Update
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Figure 6: State estimation results under random attack.

1) Initialization of the filter at k = 0:{
x̂+0 = E(x0)
P+
0 = E[(x0 − x̂+0 )(x0 − x̂+0 )

T ]
(67)

where represents the expected value and the + in
superscript implies an a posteriori estimate.

2) Computation of the partial-derivation matrices for
k = 1, 2, . . . : {

Fk−1 = ∂fk−1

∂x |x̂+
k−1

Lk−1 = ∂fk−1

∂w |x̂+
k−1

(68)

3) Computation of the time update of the state estimate and
estimation-error covariance (k = 1, 2, . . . ):{

P−
k−1 = Fk−1Pk−1F

T
k−1 + Lk−1Qk−1L

T
k−1

x̂−k = f(x̂k−1, uk−1, 0)
(69)

Measurement Update
1) Computation of the partial-derivation matrices for

k = 1, 2, . . . : {
Hk−1 = ∂hk

∂x |x̂−
k

Mk−1 = ∂hk−1

∂v |x̂−
k

(70)
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Figure 7: State estimation results under replay attack.

2) Computation of the measurement update of the state
estimate and estimation-error covariance (k = 1, 2, . . . ):

Kk = P−
k H

T
k (HkP

−
k H

T
k +MkRkM

T
k )

−1

x̂+k = x̂−k +Kk[yk − hk(x̂
−
k , 0)]

P+
k = (I −KkHk)P

−
k

(71)

APPENDIX B
CKF ALGORITHM

Time Update
1) Assume that the posterior density function is known at

time k .

p(xk−1|Dk−1) = N(x̂k−1|k−1, Pk−1|k−1) (72)

Factorize

Pk−1|k−1 = Sk−1|k−1S
T
k−1|k−1. (73)

2) Compute the cubature points (i = 1, 2, . . . ,m):

Xi,k−1|k−1 = Sk−1|k−1ξi + x̂k−1|k−1 (74)
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Figure 8: State estimation results under DoS attack.
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Figure 9: Cyber attack detection under DoS attack.

where m = 2nx.
3) Compute the propagated cubature points

(i = 1, 2, . . . ,m)

X∗
i,k|k−1 = f(Xi,k−1|k−1, uk−1). (75)
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Figure 10: State estimation results under FDI attack
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Figure 11: Cyber attack detection under random attack

4) Estimate the predicted state

x̂k|k−1 =
1

m

m∑
i=1

X∗
i,k|k−1. (76)
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Figure 12: Cyber attack detection under replay attack.

0 2 4 6 8 10 12 14 16

Time(sec)

0

0.5

1

1.5

2

2.5

3

3.5

4

4.5

g(
t)

2 detector

EKF
CKF
SCKF
Threshold

0 2 4 6 8 10 12 14 16

Time(sec)

0

5

10

15

20

25

30

35

g(
t)

Euclidean detector

EKF
CKF
SCKF
Threshold

0 5 10
0

0.1

0.2

0.3

Figure 13: Cyber attack detection under FDI attack.

5) Estimate the predicted error covariance

Pk|k−1 =
1

m

m∑
i=1

X∗
i,k|k−1X

∗T
i,k|k−1−x̂k|k−1x̂

T
k|k−1+Qk−1.

(77)
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Measurement Update
1) Factorize

Pk|k−1 = Sk|k−1S
T
k|k−1. (78)

2) Compute the cubature points (i = 1, 2, . . . ,m)

Xi,k|k−1 = Sk|k−1ξi + x̂k|k−1 (79)

3) Compute the propagated cubature points
(i = 1, 2, . . . ,m)

Zi,k|k−1 = h(Xi,k|k−1, uk). (80)

4) Estimate the predicted measurement

ẑk|k−1 =
1

m

m∑
i=1

Zi,k|k−1. (81)

5) Estimate the innovation covariance matrix

Pzz,k|k−1 =
1

m

m∑
i=1

Zi,k|k−1Z
T
i,k|k−1−ẑk|k−1ẑ

T
k|k−1+Rk.

(82)
6) Estimate the cross-covariance matrix

Pxz,k|k−1 =
1

m

m∑
i=1

Xi,k|k−1Z
T
i,k|k−1 − x̂k|k−1ẑ

T
k|k−1.

(83)
7) Compute the Kalman gain

Wk = Pxz,k|k−1P
−1
zz,k|k−1. (84)

8) Compute the updated state

x̂k|k = x̂k|k−1 +Wk(zk − ẑk|k−1). (85)

9) Compute the corresponding error covariance

Pk|k = Pk|k−1 −WkPzz,k|k−1W
T
k . (86)

APPENDIX C

SCKF ALGORITHM

Time Update
1) Skip the factorization (73) because the square-root of the

error covariance, Sk−1|k−1 is available. Compute from
equation (74) to equation (76).

2) Estimate the square-root factor of the predicted error
covariance

Sk|k−1 = Trial([Xk|k−1SQ,k−1]) (87)

Where SQ,k−1 is a square-root factor of Qk−1 such that
Qk−1 = SQ,k−1S

T
Q,k−1 and the weighted, centered (prior

mean is subtracted off) matrix

X ∗
k|k−1 = 1√

m
[X∗

1,k|k−1 − x̂k|k−1 X∗
2,k|k−1 − x̂k|k−1...

X∗
m,k|k−1 − x̂k|k−1]

(88)

Measurement Update

1) Skip the factorization (78) because the square-root of
the error covariance, Sk|k−1, is available. Compute from
equation (79) to equation (81).

2) Compute the square-root of the innovation covariance
matrix

Szz,k|k−1 = Trial([Zk|k−1SR,k]) (89)

where SR,k is a square-root factor of Rk such that Rk =
SR,kS

T
R,k and the weighted, centered matrix

Zk|k−1 = 1√
m
[Z1,k|k−1 − ẑk|k−1 Z2,k|k−1 − ẑk|k−1...

Zm,k|k−1 − ẑk|k−1]
(90)

3) Compute the cross-covariance matrix

Pxz,k|k−1 = Xk|k−1ZT
k|k−1 (91)

where the weighted, centered matrix

Xk|k−1 = 1√
m
[X1,k|k−1 − x̂k|k−1 X2,k|k−1 − x̂k|k−1...

Xm,k|k−1 − x̂k|k−1]
(92)

4) Compute the Kalman gain

Wk = (Pxz,k|k−1/S
T
zz,k|k−1)/Szz,k|k−1. (93)

5) Compute the updated state x̂k|k as in (85).
6) Compute the square-root factor of the corresponding error

covariance

Sk|k = Trial([Xk|k−1 −WkZk|k−1WkSR,k]). (94)
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