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Abstract

A history-independent data structure does not reveal the history of operations applied to
it, only its current logical state, even if its internal state is examined. This paper studies
history-independent concurrent dictionaries, in particular, hash tables, and establishes inherent
bounds on their space requirements.

This paper shows that there is a lock-free history-independent concurrent hash table, in
which each memory cell stores two elements and two bits, based on Robin Hood hashing. Our
implementation is linearizable, and uses the shared memory primitive LL/SC. The expected
amortized step complexity of the hash table is O(c), where ¢ is an upper bound on the number of
concurrent operations that access the same element, assuming the hash table is not overpopulated.
We complement this positive result by showing that even if we have only two concurrent processes,
no history-independent concurrent dictionary that supports sets of any size, with wait-free
membership queries and obstruction-free insertions and deletions, can store only two elements of
the set and a constant number of bits in each memory cell. This holds even if the step complexity
of operations on the dictionary is unbounded.

1 Introduction

A data structure is said to be history independent (HI) |41,/45] if its representation (in memory
or on disk) depends only the current logical state of the data structure and does not reveal the
history of operations that led to this state. History independence is a privacy property: for
example, a history-independent file system does not reveal that a file previously existed in the
system but was then deleted, or that one file was created before another. The notion of history
independence was introduced by Micciancio [41], and Naor and Teague [45] then formalized two
now-classical notions of history independence: a data structure is weakly history independent
(WHI) if it leaks no information to an observer who sees the representation a single time; it is
strongly history independent (SHI) if it leaks no information even to an observer who sees the
representation at multiple points in the execution. History independence has been extensively
studied in sequential data structures |1},/13,|16]/17,[23]24,27],28.|41},44.|45] (see Section @, and the
foundational algorithmic work on history independence has found its way into secure storage systems
and voting machines |8-11}[15,/19,25,/47,52]. Surprisingly, despite the success of history independence



in the sequential setting, there are very few results on history independence in concurrent data
structures |7,54]. In this work we initiate the study of history-independent concurrent hash tables.
A hash table implements a dictionary, an abstract data type that supports insertions, deletions
and lookups of items in a set. Hash tables make for an interesting test case for history-independent
concurrent data structures: on the one hand, they naturally disperse contention between threads
and allow for true parallelism [20,29}30,/42,50,53]. On the other hand, many techniques that are
useful in concurrent data structures are by nature not history independent: for example, timestamps
and process identifiers are often encoded into the data structure to help manage contention between
threads, but they reveal information about the order of operations invoked in the past and which
process invoked them; and tombstones are sometimes used to mark an element as deleted without
physically removing it, decreasing contention, but they disclose information about deleted elements
that are no longer in the dictionary. In addition to not being history independent, these standard
tools of the trade require large memory cells, often impractically so, whereas hash tables are meant
to serve as a space-efficient, lightweight dictionary. Ideally, if the universe size is [U| = u, then each
memory cell should be of width O(logu), storing a single element in the set and not much more.

Our goal. It is tricky to define history independence in a concurrent setting [7]. The bare
minimum that one could ask for is correctness (i.e., linearizability [31]) in concurrent executions,
and history independence when restricted to sequential executions. To date there has been no hash
table satisfying even this minimal notion. A slightly stronger definition was proposed in |7]: that
the data structure be linearizable in concurrent executions, and be history independent when no
state-changing operation is in progress. This is called state-quiescent history independence (SQHI).
The open problem that we consider is:

Is there a linearizable lock-free SQHI hash table that uses O(m) memory cells, of width
O(logu) each, to represent a set of m elements from a domain of size u, independent of
the number of concurrent operations?

Our results. Our main result is a positive one:

Theorem 1. There is a lock—fre(ﬂ SQHI concurrent hash table using the shared memory primitive
LL/SCE| where each memory cell stores two elements and two bits (i.e., 2[logu| + 2 bits). The
expected amortized step complexity of the hash table is O(c), where ¢ is an upper bound on the number
of concurrent operations that access the same element, assuming that the loacﬁ on the hash table is
bounded away from 1.

Our construction shows that issues of concurrency that are often handled by heavyweight
mechanisms such as global sequence numbers, maintaining a list of all ongoing operations, and so
on, can be resolved by maintaining in each memory cell a lookahead that stores the element in the
next cell, and two bits indicating whether an insertion (resp. deletion) is ongoing in this cell.

Our implementation is based on Robin Hood hashing [18], a linear-probing hashing scheme where
keys that compete for the same location ¢ in the hash table are sorted by the distance of ¢ from their
hash value (see Section . We call the distance of cell 7 from the key’s hash value the priority of
the key in cell i. Priority-based linear-probing hash tables have been used for history independence

! Lock-freedom requires that at any point in time, if we wait long enough, some operation will complete.
2See Section [2| for the definition of LL/SC.
3The load is the ratio of the number of elements stored in the hash table to the number of memory cells.



in a sequential [16,45] or partially-concurrent [54] settingﬁ but these constructions are insensitive
to the choice of priority mechanism. We show that among all linear probing hash tables based on
priority mechanisms with a lookahead, only the priority mechanism used in Robin Hood hashing has
the property that we can conclude an element is not in the table by only reading a single cell—a key
property that our algorithm relies on.

As we said above, our hash table stores two keys and two extra bits in each cell. We complement
our construction with a negative result showing that it is necessary to store extra information in the
cells of the table beyond just a single key, in order to have both SQHI and wait freedom:

Theorem 2. [Informal] There is no concurrent SQHI hash table representing sets of up to m < u
elements using m memory cells, each of which stores either a key that is in the set or L, and
supporting wait-free lookups and obstruction-free insertions and deletz’onsﬂ Furthermore, if each cell
also includes [logu]| and constant number of additional bits, this impossibility holds for sufficiently
large w and m < /u.

This result separates sequential hash tables from concurrent ones: sequential hash tables can be
made history independent while storing one element per cell [16,45|. Moreover, the impossibility
result makes no assumptions about the step complexity of the hash table, so it applies even to highly
inefficient implementations (e.g., implementations where individual operations are allowed to read
or modify the entire hash table). The assumption that the dictionary can store up to m elements
using m cells holds for our construction from Theorem [I and it is necessary in Theorem [2] to avoid
empty cells that are used only for synchronization, not for storing values from the set. We also
prove that Theorem [I]is tight in the sense that we cannot achieve a wait-free history-independent
implementation using a one-cell lookahead plus O(1) bits of metadata (only lock-freedom is possible).

2 Preliminaries

The asynchronous shared-memory model. We use the standard model, in which a finite
number of concurrent processes communicate through shared memory consisting of m memory
cells. The shared memory is accessed by executing primitive operations. Our implementation uses
the primitive load-link/store-conditional (LL/SC), which supports the following operations: LL(z)
returns the value stored in memory cell z, and SC(z, new) writes the value new to z, if it was not
written since the last time the process performed an LL(x) operation (otherwise, x is not modified).
SC returns true if it writes successfully, and false otherwise. We also use the wvalidate instruction,
VL(x), which checks whether x has been written to since the last time the process performed LL(x).

An implementation of an abstract data type (ADT) specifies a program for each process and
operation of the ADT; when receiving an invocation of an operation, the process takes steps according
to this program. Each step by a process consists of some local computation, followed by a single
primitive operation on the shared memory. The process may change its local state after a step,
and it may return a response to the operation of the ADT. We focus on implementations of a
dictionary, representing an unordered set of elementsﬁ It supports the operations insert(v), delete(v)
and lookup(v), each operation takes an input element v and returns true or false, indicating whether
the element is present in the set based on the specific operation.

4The hash table constructed in [54] is phase-concurrent: it can handle concurrent operations of the same type
(insert, delete or lookup), but not concurrent operations of different types (e.g., inserts and lookups).

SWait-freedom requires that every operation must terminate in a finite number of steps by the executing thread,
regardless of concurrency and contention from other threads. Obstruction-freedom only requires an operation to
terminate if the process executing it runs by itself for sufficiently long.

SFor simplicity, we focus on storing the keys and ignore the values that are sometimes associated with the keys.



A configuration C specifies the state of every process and of every memory cell. The memory
representation of a configuration C' is a vector specifying the state of each memory cell; this does not
include local private variables held by each process, only the shared memory. The system may have
several initial configurations. An ezecution « is an alternating sequence of configurations and steps,
which can be finite or infinite. We say that an operation completes in execution « if « includes both
the invocation and response of the operation; if o includes the invocation of an operation, but no
matching response, then the operation is pending. We say that op; precedes op, in execution «, if
opy response precedes op, invocation in «.

The standard correctness condition for concurrent implementations is linearizability [31]: intu-
itively, it requires that each operation appears to take place instantaneously at some point between its
invocation and its return. Formally, an execution « is linearizable if there is a sequential permutation
7 of the completed, and possibly some uncompleted, operations in «, that matches the sequential
specification of the ADT, with uncompleted operations assigned some output value. Additionally,
if op; precedes op, in «, then op; also precedes op, in 7; namely, the permutation 7 respects the
real-time order of non-overlapping operations in a. We call this permutation a linearization of «.
An implementation is linearizable if all of its executions are linearizable.

An implementation is obstruction-free if an operation by process p returns in a finite number of
steps by p, if p runs solo. An implementation is lock-free if whenever there is a pending operation,
some operation returns in a finite number of steps of all processes. Finally, an implementation is
wait-free if whenever there is a pending operation by process p, this operation returns in a finite
number of steps by p.

History independence. In this paper we consider implementations where the randomness is
fixed up-front; after initialization, the implementation is deterministic. An example of such an
initialization is choosing a hash function. It is known that in this setting, strong history independence
is equivalent to requiring, for an object with state space @), that every logical state ¢ € Q) corresponds
to a unique canonical memory representation, fixed at initialization [27,28|.

Several notions of history independence for concurrent implementations were explored in |7]. In
this paper we adopt the notion of state-quiescent history independence (SQHI), which requires that
the memory representation be in its canonical representation at any point in the execution where no
state-changing operation (in our case, insert or delete) is pending. The logical state of the object
is determined using a linearization of the execution up to the point in which the observer inspects
the memory representation. (It is shown in |7] that stronger notions of history independence are
impossible or prohibitively expensive; in particular, if we require history independence at all points
in the execution, an open-addressing hash table over a universe U must have size at least |U].)

3 Overview of the Hash Table Construction

In this section we describe our main result, the construction of a concurrent history-independent
lock-free hash table where each memory cell stores two elements plus two bits. We give a high-level
overview, glossing over many subtle details in the implementation.

Our hash table is based on Robin Hood hashing |18|, a type of linear-probing hash table. In
Robin Hood hashing, each element x is inserted as close to its hash location h(z) as possible, subject
to the following priority mechanism: for any cell ¢ and elements x # y, element = has higher priority
in cell i than y, denoted = >,, y, if cell 7 is farther from z’s hash location than it is from y’s:
i — h(x) >i— h(y) (or, to break ties, if i — h(z) =i — h(y) and = > y)m

"Here and throughout, we assume modular arithmetic that wraps around the m-th cell.



Robin Hood hash tables maintain the following invariant ff]

Invariant 1 (Ordering Invariant [54]). If an element v is stored in cell i, then for any cell j between
h(v) and i, the element v' stored in cell j has priority higher than or equal to v (that is, v' >, v).

Note that we use ‘higher than or equal to’ instead of ‘higher than’, even though all elements are
distinct. This is because we later use this invariant in a table that includes duplicates of the same
element (see Section . The invariant is achieved as follows.

Let A[0,...,m — 1] be the hash table. To insert an element v, we first try to insert it at its hash
location, h(v). If A[h(v)] is occupied by an element v/, then whichever element has lower priority
in cell h(v) is displaced, that is, pushed into the next cell. If the next cell is not empty, then the
displaced element either displaces the element stored there or is displaced again, creating a chain
of displacements that ends when we reach the end of the run: the first empty cell encountered in
the probe sequence. (A run is a maximal consecutive sequence of occupied cells.) We place the last
displaced element in the empty cell, and return. We refer to the process of shifting elements forward
as propagating the insertion.

Deletions are also handled in a way that preserves the invariant: after deleting an element v from
cell 7 of the hash table, we check whether the element v in cell ¢ + 1 “prefers” to shift backwards,
that is, whether cell i is closer to h(v’) than cell i + 1. If so, we shift v backwards into cell ¢ and
examine the next element. We continue shifting elements backwards until we reach either the end of
the run (an empty cell), or an element that is already at its hash location. This is referred to as
propagating the deletion.

Finally, to perform a lookup(v) operation, we scan the hash table starting at location h(v), until
we either find v and return true, reach the end of the run and return false, or find an element with
lower priority than v (that is, reach a cell j such that A[j] <, v). In the latter case, the invariant
allows us to conclude that v is not in the hash table, and we return false.

The crucial property of Robin Hood hashing that makes it suitable for our concurrent implemen-
tation is that following an insertion or deletion, no element in the hash table moves by more than
one cell. In Section [3.1] we discuss why, among all priority mechanisms, only Robin Hood hashing is
suitable for our implementation.

As we mentioned in Section [} several traditional mechanisms for ensuring progress in the face of
contention are unavailable to us, because they compromise history independence or increase the cell
size too much (or both). We begin by outlining the challenges involved in constructing a concurrent
history-independent Robin Hood hash table, and then describe our implementation and how it
overcomes them.

Handling displaced elements. In Robin Hood hashing, insertions may result in a chain of
displacements, with multiple higher-priority elements “bumping” (displacing) lower-priority elements
to make room for a newly-inserted element. In a sequential implementation, if we wish to “bump” a
lower-priority element y in favor of a higher-priority element x, we simply store y in local memory,
overwrite the cell containing y in the hash table to place = there instead, and then proceed to find a
place for y in the hash table. While a new place for y is sought, it exists only in the local memory of
the operation performing the insertion. In a concurrent implementation this approach is dangerous:
if a displaced element y does not physically exist in the hash table, then a concurrent lookup(y)
operation may mistakenly report that y is not in the hash table. This is not allowed in a linearizable
implementation|

8We assume that in all cells, L, indicating an empty cell, has lower priority than all other elements.
9Unless y itself is concurrently being inserted or deleted; however, Robin Hood hashing displaces elements upon
insertion or deletion of other elements, so we are not guaranteed this.



Avoiding moves that happen behind a lookup’s back. In sequential Robin Hood hashing, if
a lookup(z) operation is invoked when x is not in the set, the operation traverses the table starting
from location h(z), until it reaches an empty cell or a cell i with a value y <,, x and returns
false. However, in a concurrent implementation this is risky: a lookup(x) operation might scan from
location h(z) until it reaches a cell ¢ with a value y <;,, x, never seeing element z, even though x
18 in the set the entire time. This can happen if z is initially ahead of the location currently being
examined by the lookup(z) operation, but then, between steps of the lookup(z) operation, multiple
elements stored between z and location h(z) are deleted, pulling = backwards to a location that the
lookup(x) operation has already passed.

Synchronization without timestamps, process IDs, and operation announcements. In
our implementation we wish to store as little information as possible in each cell, both for the sake
of memory-efficiency and also to facilitate history independence (extraneous information must be
eventually wiped clear, and this can be challenging). To ensure progress, operations must be able to
“clear the way” for themselves if another operation is blocking the way, without explicitly knowing
what operation is blocking them, or which process invoked that operation, as we do not wish to store
that information in the hash table.

3.1 Robin Hood Hashing with 1-Lookahead and Lightweight Helping

To overcome the challenges described above we introduce a lookahead mechanism. Each cell ¢ has
the form A[i] = (value, lookahead, mark), consisting of three slots: the value slot stores the element
currently occupying cell 4, or L for an empty cell; the lookahead slot is intended to store the element
occupying cell 7 + 1, when no operation is in progress; and the mark slot indicates the status of the
cell, and can take on three values, mark € {S, I, D}, with S standing for “stable”, indicating that
no operation is working on this cell, and I, D indicating that an insertion or deletion (resp.) are
working on this cell. If the cell is stable (5), then its lookahead is consistent with the next cell: if
Ali] = (a,b,S) and Ali + 1] = (¢,d, M), then b = c. If a cell is marked with I or D, its lookahead
might be inconsistent.

The role of the lookahead. Adding a lookahead serves two purposes. First, it allows lookups
to safely conclude that an element is not in the hash table by reading a single cell: if we are
looking for element z, and we reach a cell Afi] = (v,v’,*) such that either ¢ = h(x) and = >, v,
Or v >p, & >p,,, V', then = can safely be declared to not be in the hash table. This resolves the
concern that an element may be moved “back and forth” behind a lookup’s back, so that the lookup
can never safely decide that the element is not in the hash table. Second, the lookahead serves as
temporary storage for elements undergoing displacement due to an insertion: instead of completely
erasing a lower-priority element y and writing a higher-priority element x in its place, we temporarily
shift y from the value slot to the lookahead slot of the cell, and store x in the value slot. Later on,
we move ¥y into the value slot of the next cell, possibly displacing a different element by shifting it
into the lookahead slot, and so on. At any time, all elements that are in the table are physically
stored in shared memory, either in the value slot or the lookahead slot of some cell — ideally, in the
value slot of some cell and also in the lookahead slot of the preceding cell.

The choice of Robin Hood hashing. Any priority-based linear-probing hash table satisfies the
ordering invariant (Invariant . However, Robin Hood hashing also satisfies the following additional
invariant: If an element v" stored in cell 7 has higher priority than v, then for any cell j between
h(v) and 7, the element v” stored in cell j also has higher priority than v. This invariant allows us



to determine the following by reading only two consecutive cells, cell 4 which stores element v' and
cell 7 + 1 which stores element v”:

1. v is in the table (v = v or v = "),

2. v is not in the table and should be inserted to cell i + 1 (i +1 = h(v) and v >,,,, v", or
v’ >pz‘ v >Pi+1 U”)v

3. if v is in the table, it can only be in a cell before cell i (v' <, v), or
4. if v is in the table, it can only be in a cell after cell i +1 (v" >, v).

This allows the algorithm to make decisions based on a single cell using the lookahead slot, without
depending on the entire sequence of values read starting from the initial hash location, which may
have changed since they were last read. We show that it is not possible to determine that element v
is not in the hash table using any other priority mechanism by reading only two consecutive cells. We
do so by showing that every two consecutive cells in the canonical memory representation of a set that
does not include v is equal to the same cells in a different canonical memory representation of a set
that does include v, where the priority mechanism determines the canonical memory representation

(see Section [5.3)).

The role of the mark. The mark slot can be viewed as a lock, except that cells are locked by
operations, not by processes; to release the lock, a process must help the operation that placed
the mark, completing whatever steps are necessary to propagate the operation one step forward,
from the “locked” cell into the next cell (which is then “locked” by the operation). Operations move
forward in a manner that resembles hand-over-hand locking [12]; we explain this in detail below.

Life cycle of an operation. FEach operation — lookup(z),insert(x) or delete(x) — goes through
some or all of the following stages:

1. Finding the “correct position” for element x: starting from position h(x) — lm we scan each
cell, until we either find element x in the hash table, or we find the cell where element x
should have been if it were in the hash table, and conclude that x is not in the hash table. As
discussed above, the choice of Robin Hood hashing guarantees that if element x is not in the
table (and there are no ongoing operations), we can find such a cell. At this point, lookup(x)
returns the appropriate answer, and insert(z), delete(x) may also return, if x is already in the
hash table (for insert(z)) or is not in the hash table (for delete(z)). Note that if x is found in a
lookahead slot of a cell with a delete operation in progress, we may not determine that v is in
the table. This is because an earlier operation may have already detected that the element is
deleted, causing the delete operation to “take effect”, and no later operation can be linearized
before this delete operation.

Along the way, operations help advance any other operation that they encounter: if an operation
encounters a non-stable cell, it performs whatever steps are necessary to make the cell stable,
and only then is allowed to proceed.

2. Let i — 1 be the cell reached, where cell 7 is the “correct position” for element x. The lookahead
of cell © — 1 should reflect the absence (for insert) or presence (for delete) of element xH Then
the operation makes its initial write into the table:

10To detect concurrent operations on element x, we need to start the scan in location h(z) — 1, not h(z); this will
become clear below.

" This is the reason that scans for element 2 begin in location h(z) — 1: it is possible that z is currently being
inserted or deleted, but the change is reflected only in location h(z) — 1 at this point.



e insert(x) writes x into the lookahead slot of cell i — 1: if A[i — 1] = (v,v/, S), then the
insert writes Afi — 1] = (v,z,I), “locking” the cell. At this point, the newly-inserted
element x is considered to be displaced, as it is stored only in the lookahead slot of cell
i — 1, immediately preceding its correct location (cell 7).

e delete(x) logically erases x from the lookahead slot of cell i — 1: if Ali — 1] = (v, z, S),
then the delete writes Afi — 1] = (v, z, D), “locking” the cell. The cell now contains a
logical “hole” (the lookahead slot containing the value v), which may need to be filled by
moving backwards elements from cells A[i + 1], A[i + 2], ... until we reach either the end
of the run or an element that is already in its hash position.

3. Following the initial write, operations continue moving forward until the end of the run,
propagating any operations that they encounter, to resolve the chain of displacements that
may occur. In some sense, processes “lose their identity” in this stage: because we do not use
process IDs, timestamps or sequence numbers, processes can no longer keep track of their
own operation and distinguish it from other operations, and must instead help propagate all
operations equally. By proceeding all the way to the end of the run and helping all operations
along the way, a process ensures that by the time it returns, its own operation has been
completed, either by itself or some other process, or a different process becomes responsible for
ensuring the operation completes (see more details below).

3.2 Propagating an Operation

Consider consecutive cells A[i] = (a,b, M), Ali + 1] = (¢, d, M), with the mark M € {I, D} in cell
Ali] indicating that an operation in progress. Operations are not allowed to overtake one another, so
if cell Afi+ 1] is not stable (M’ # S), we help whatever operation is in progress there by propagating
it forward one step, clearing the way for the current operation. Note that helping an operation in
cell A[i 4 1] may require us to first clear the way by helping an operation in cell A[i + 2], which may
in turn require helping an operation in cell A[i + 3], and so on.

Now suppose that cell A[i 4 1] is stable. Propagating the operation that is currently in cell A[i]
one step forward into cell A[i + 1] involves modifying both A[i] and A[i + 1]; however, we cannot
modify both cells in one atomic step, as we are using single-word memory primitives. Thus, the
propagation is done by a careful interleaving of LL, VL and SC steps, in a manner that is similar
to hand-over-hand locking [12], except that the “locks”, represented by the mark slot, are owned
by operations rather than processes: this allows any process to take over the propagation of an
operation that stands in its way, even if it did not invoke that operation. To modify cells A[i] and
Ali + 1] when cell A[i] is already “locked”; an operation first “locks” cell A[i + 1], setting its mark
appropriately (and also changing its contents, that is, the value and lookahead slots); then it releases
the “lock” on cell A[i], setting the mark to S (and possibly also changing its contents).

In the sequel, we make distinguish between operations and processes. An operation that is in
mid-propagation (i.e., at any point following the initial write and before the operation is complete)
and is currently located in cell A[i] can be propagated by any process that reaches A[i]. As noted
above, following their initial write (and also before it, on their way to their target location), processes
are in some sense nameless workers that simply propagate all the operations they encounter, until
they reach the end of the run. However, prior to the initial write of an operation, only the process
that invoked the operation knows of it, so at this point the operation is synonymous with the process
that invoked it.

Propagating an insertion (see Fig. [1). Suppose that A[i] = (a,b,I) and Afi + 1] = (¢, d, S),
with cell A[i] “locked” by a propagating insertion. Element b has been displaced by the insertion:



it is temporarily stored in the lookahead slot of Ali],
and we need to move it forward into the value slot of
Ali + 1], displacing element ¢ instead (unless ¢ = L,
in which case A[i+1] is an empty cell, and no further
elements need to be displaced). The target state
following the propagation step is A[i] = (a, b, S), A[i+
1] = (b,e,I), if ¢ # L (element ¢ is now displaced),
and A[i] = (a,b,5),Ali + 1] = (b,d,S) if ¢ = L
(no element is displaced, and the insertion is done
propagating). We describe here the case where ¢ # L
(the other case is very similar).

We move from the current state, A[i] =
(a,b,I),Ali + 1] = (¢,d,S), to the target state,
Ali] = {(a,b,S), Ali + 1] = (b, ¢, I), in several steps:
we begin by performing an LL on cell Afi], an LL on
cell A[i + 1], and then a VL on cell A[i], to ensure
that it has not been altered while we were reading
Ali + 1]. Then we “lock” A[i + 1] and at the same
time modify its contents, by performing an SC to set
Ali + 1] + (b, ¢, I}. This SC may fail, but since A[i]
is already “locked” (it is marked with I), no other
operation can overtake the current insertion without
helping it move forward. Thus, there are only two
possible reasons for a failed SC on A[i 4 1]: either
some other process already performed the same SC,
in which case we can proceed to the next step; or a
new operation performed its initial write into Afi + 1],
in the process “locking” it for itself. In this case we
must first help propagate the new operation to clear
the way, and then we can resume trying to propagate
the current insertion.

Suppose the SC on A[i 4 1] succeeds (either the
current process succeeded, or some other process did).
At this point we have A[i] = (a,b,I), Ali + 1] =
(b, c, I'), with both cells “locked” by the insertion. We
now “release the lock” on A[i] by performing an SC to
set A[i] < (a,b, S). This SC may also fail, but in this
case, since cell A[i] itself is “locked” prior to the SC,
the only possible reason is that some other process
performed the same SC successfully. Thus, there is
no need to even check if the SC succeeded; we simply
move on to the next cell.

Propagating a deletion (see Fig.[2). Recall that
the initial write of a delete(x) operation targets the
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(a) The initial write of insert(b) into a cell Ali], fol-
lowed by its first propagation step. The sequence
of LL, VL and SC operations is depicted from top
to bottom.

mark | ... | S I I S
lookahead | ... b c d e
value | ... a b c 1
mark S | S 1 S
lookahead b c d e
value a b c 1
mark S S I S
lookahead b c d e
value a b c d
mark S S | S S
lookahead b c d e
value a b c d

(b) The rest of the propagation steps, omitting
the LL, VL and SC operations.

Figure 1: Depiction of the insertion process of
element b, initiated by operation insert(b), where
b is inserted into a cell A[i] = (a, ¢, S) such that
a>p b>p . c

cell preceding the location of x, “locking” it by marking it with D. Deletions maintain the following
invariant as they propagate: if cell A[i] = (a,b, D) is “locked” by a deletion (i.e., marked with D),



and the subsequent cell is stable, Afi + 1] = {(¢,d, S),

then the value slot of A[i 4+ 1] (i.e., the value c¢) is
either | or redundant: in the latter case, it is either
the target of the deletion (immediately following the
initial write), or we have already copied it into cell
Ali], so that a = ¢ (following subsequent propagation
steps). Since cell Afi + 1] is stable, its lookahead
matches the value slot of the next cell, Afi + 2] =
(d,e,«). Now there are three cases:

e If d = 1, then we have reached the end of the
run, and we need to set Afi]| = (a, L, S), Afi +
1] = (L,1,S). The delete operation is then
done propagating.

o If d # 1 and h(d) =i+ 2, then element d is al-
ready in its hash location, A[i+2], and does not
need to be shifted backwards. In this case we
need to set Ali| = (a, L,S), Ali+1] = (L,d, S),
“puncturing” the run and completing the prop-
agation of the delete operation. However, the
process that punctured the run is not allowed to
return immediately, for reasons that we explain

mark
lookahead
value

mark
lookahead
value

mark
lookahead
value

mark
lookahead
value

S| S| S S
b c d e
a b c d
LL

SC

v

D S S| S
b c d e
a b c d
LL
VL

D | D S| S
b c d e
a c c d
SC

v

S D|S | S
c c d e
a c c d

below.

Finally, if d # L and h(d) # i + 2, then element
d should be shifted one step back (closer to
h(d)), from Ali+ 2] to Ali 4+ 1]. In this case we
need to set Ali] = (a,d,S), Ali + 1] = (d,d, D),
duplicating element d. Notice that the invariant
is maintained: following the update, the value
slot of cell Afi + 2] = (d, e, %), which remains
untouched[7 is redundant, because we copied
d backwards into cell A[i + 1]. We duplicate
element d instead of deleting it from the looka-
head slot to preserve the next invariant: The
element in the lookahead slot is either consis-
tent with the next cell, or it directly precedes
the element in the value slot of the next cell in
a table constructed according to Robin Hood
hashing, containing all the elements in A.

In this final case the deletion is not done propa-
gating: we still need to delete d from cell A[i+2],
and we may also need to shift subsequent ele-
ments one step back, closer to their hash loca-
tions.

(a) The initial write of delete(d) into a cell A[i] =
(a,b, S), followed by one propagation step. The
sequence of LL, VL and SC operations is depicted
from top to bottom.

mark | ... | S | D | D | S
lookahead c c d e
value a c d d
mark S| S |D]| S
lookahead c d d e
value a c d d
mark S S| D | S
lookahead c d d e
value a c d | L
mark S S | S S
lookahead c d | L e
value a c d 1

(b) The rest of the propagation steps, omitting
the LL, VL and SC operations. The propagation of
the delete operation completes upon encountering
element e where h(e) =i + 4, that is, element e
is already in its hash location.

The changes to cells Afi] and Ali + 1] are done in a Figure 2: Depiction of the deletion process of
manner similar to the way insertions are propagated, element b, initiated by operation delete(b).

“By the current operation. Other operations may make their initial write into cell ¢ + 2, but if they do, they update
the lookahead slot, not the value slot.
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by interleaving LL, VL and SC operations so that we first “lock” cell A[i + 1] and update its contents
at the same time, then “release” cell A[i] and update its contents at the same time.

Puncturing a run. One delicate point is that if a process p punctures a run R by splitting it
into two runs R, Ry with an empty cell between them, and then p returns (upon “reaching the
end of the run” R;), then some operations may become stranded in the second part, Ry, with no
process working to propagate them. This can happen, for example, if prior to the puncture a lookup
operation helped another operation o and pushed it into Rs, but then found its target and returned
prior to completing operation 0. The process q that originally invoked o may lag behind, so that it
reaches the end of R; only after the run is punctured. In this case, if ¢ returns, operation o will be
stranded with no process working in Rs.

To avoid this scenario, it suffices to have any process p that punctures a run continue into the
second part and propagate all operations it finds there. However, this is also problematic, because
we cannot allow a situation where some operations are incomplete, and a process p that invoked a
lookup operation is the only process propagating them: this violates SQHI. Therefore we distinguish
between two cases: if a process ¢ whose original operation is an insert or delete punctures a run,
it continues into the second part. On the other hand, if a process ¢ whose original operation is a
lookup encounters a location where it needs to puncture a run in order to help propagate a delete
operation, it does not do so. This can cause the indication that an element is not in the table to be
“split” across two cell, rather than just one, by an ongoing insert operation that cannot overtake an
ongoing delete operation that needs to puncture a run to complete. To address this, We design a
mechanism that allows lookup operations to identify that an element is not in the table based on the
values of two cells instead of just one (Lines [52H55).

Restarting an operation. There are two scenarios that cause an operation o(z) to restart, and
both occur prior to a successful initial write into the table. The first is if o is an insertion or deletion
that has found the “correct” location for element x, but the initial write into the table, which is
done using SC, fails. This indicates that the operation may need to re-position itself, as the “correct”
location for element x may have changed, and we do this by restarting the operation. The second
scenario occurs during the lookup stage, when the process searches for element x: if the process
reads a cell Afi] = (a,b,*) such that b >, z, but the next cell is A[i + 1] = (¢, d, *) such that
¢ <p;4, , then there is a chance that element 2 was ahead of location i when A[i] was read, but due
to concurrent deletions, it was moved behind cell ¢ by the time A[i + 1] was read. To avoid false
negatives, the process restarts its lookup from position h(z) — 1.

We note that restarting from scratch is only for simplicity; instead, we can move backwards
cell-by-cell until reaching a cell A[j] = (a, b, *) such that either j = h(z) — 1 or a >}, =, and then
resume forward movement. Each step back can be blamed on a concurrent deletion that moved
element x one step backwards, so this is more efficient in workloads with low contention of deletes.

4 Code and Proof for the History-Independent Hash Table

The pseudocode for the insert, delete and lookup operations is presented in Algorithm (1} Algorithm
and Algorithm [3] respectively. Procedure help _op, presented in Algorithm [4] describes the code for
helping propagate an operation to the next cell by some process. Procedure propagate, presented in
Algorithm [5], describes the code for ensuring that an operation completes its propagation.

The hash table A is of size m, and is initialized to A[i] = (L, L, S), for every 0 < i < m. For
a cell Afi], 0 < i < m, that contains the value (a,b, M), denote Ali].val = a, Ali].next = b and

11



Algorithm 1 Pseudocode for insert

insert(v):
1: 1+ h(v) —1
2: (a,b, M) < LL(A[i])
3: first < true
4: repeat
5: ifa=vor (b=vand (M # D or h(b) #i+ 1)) then
6: return false > v already in the table
T if M # S then > Ali] is unstable
8: help _op(i)
9: goto Line
10: if b= 1 orv>, , bthen > Insert position found
11: if SC(A[7], (a,v,I)) then
12: propagate(h(v), i, {I})
13: return {rue
14: goto Line
15: 14 1i+1
16: if —first and i = h(v) then abort() > No empty cell to insert v

17: first < false

18: (a,b, M) < LL(A[1])
19: until v >, a

20: goto Linel]

Ali].mark = M.

It is easy to see that Robin Hood hashing maintains the ordering invariant. Furthermore, it has
been shown that the ordering invariant guarantees the unique memory representation for any given
set of elements [b4]. For a set P of elements from U of size at most m, let can(P) be the canonical
memory representation induced by Robin Hood hashing in a table of size m. This also holds for
multisets, where elements can appear multiple times. Specifically, in Robin Hood hashing, duplicates
of the same element are stored in consecutive cells. For a multiset P of elements from U of size at
most m, including multiplicities, let can,,,;:(P) be the canonical memory representation induced by
Robin Hood hashing in a table of size m. Note that if set P does not include multiplicities of the
same element, can(P) = can,, ;(P). Let A|,q denote the projected array from A, which includes
only the wval slot at each cell.

Lemma 3 ( [16]). Let P be the multiset of elements in Alyar, if Alvar satisfies the ordering invariant,
then Alyar = canpui(P).

The proof relies on the following key invariant that extends the ordering invariant to also account
for the lookahead slot and element repetition.

Invariant 2 (Extended Ordering Invariant). For every 0 <i < m:
(a) If Ali].val = v, then for any h(v) < j <1, A[jl.val >, v.
(b) Ali].next >p, | Ali+ 1].val or h(A[i].next) =i+ 1.

(c) Lither Ali].val >p, Ali].next or h(A[i].next) =i+ 1 and Ali].next >, ., Ali + 1].val.
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Algorithm 2 Pseudocode for delete
delete(v):

21: i <= h(v) — 1

22: {(a,b, M) < LL(A[i])

23: first < true

24: repeat

25: if (i = h(v) and v >, a) or (a >p, v >p,., band (M = S or h(b) #i+ 1)) then

26: return false > v is not in the table
27: if M # S then > A[i] is unstable
28: help _op(7)

29: goto Line

30: if a = v then > Step back one cell to locate v in the lookahead slot
31: 1+ 1—1

32: goto Line

33: if b = v then > Delete position found
34: if SC(A[i], (a,v, D)) then

35: propagate(h(v),i,{D})

36: return true

37: goto Line

38: 1 1+1

39: if —first and i = h(v) then return false > The loop iterated through all cells in the table
40: first < false

41: (a,b, M) < LL(A[7])

42: until i # h(v) and v >,, a

43: goto Line

Invariant is the ordering invariant for the value slots in a table that can store multiple copies
of the same element (recall that deletions create duplications). Invariant and Invariant
ensure that the “correct position” of the element in the lookahead slot is the next cell. Invariant
ensures that an element with higher priority displaced the element in the lookahead slot, while
Invariant verifies that the lookahead can displace the value of the next cell. The only exception
to this is when all the cells in the table are occupied, in which case it may be that h(A[i].next) = i+1.
Invariant [2] allows us to use the properties of Robin Hood described earlier.

Cell i is stable if Ali]l.mark = S, and unstable otherwise. An unstable cell is associated with
exactly one operation, where a cell A[i] = (x,*, I) is associated with an insert operation, and a
cell A[i] = (x,%, D) is associated with a delete operation. A cell that becomes unstable after a
successful SC in Line [11]is associated with the insert operation that performs this successful SC. A
cell that becomes unstable after a successful SC in Line [34] is associated with the delete operation
that performs this successful SC. An operation propagates from cell A[i] to cell Afi + 1] because
of a successful SC in DSC called in Line [76] [77], [86] or [88] and it either becomes unstable with the
operation or remains stable. Stable cell A[i + 1] becomes unstable after a successful SC in a DSC
called in Line [77| or Line . In both cases, A[i + 1] becomes unstable based on the value of an
unstable cell A[i], hence, A[i + 1] becomes associated with the same operation as A[i]. For simplicity,
we assume that if a cell becomes unstable with the same operation again, it becomes unstable with
a new different operation. Later (Lemma , we show that this cannot happen and a cell becomes
unstable with a particular operation only once.
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Algorithm 3 Pseudocode for lookup

lookup(v):

44: i < h(v) —1
45: {a,b, M) < LL(A[i])
46: first < true

47: repeat

48: ifa=vor(b=wvand (M # D or h(b) #i+ 1)) then

49: return true > v is in the table
50: if (i = h(v) and v >p, a) or (a >p, v >p, , band (M = S or h(b) #i+ 1)) then

51: return false > v is not in the table
52: if M =1 then > Check if the indication that v is not in the table is split across two cells
53: (€, %, %) < LL(A[i + 1])

54: if b>p, v >, cand h(b) # i+ 1 and VL(A[i]) then

55: return false

56: if M # S then help op(7)

57: 11+ 1

58: if —first and i = h(v) then return false > The loop iterated through all cells in the table
59: first < false

60: (a,b, M) < LL(A[1])

61: until i # h(v) and v >, a
62: goto Line [44]

The next invariant describes the structure of stable and unstable cells.

Invariant 3. For every 0 < i < m:

(a) If Ali].mark # D, Ali].val # Ali].next or Ali].val = L.

(b) If Afi].mark = S, then Ali].next = Ali + 1].val.

(c) If Ali].mark € {I, D}, then Ali].next # L, and either Ali].val # L or h(Ali].next) =i+ 1.

(d) If Alil.mark = D, and if the operation propagated to cell Ali + 1], then Ali]l.next >p,_

Ali + 1].val, where:

o If Ali+1].mark € {S, I}, orif Ali+ 1].mark = D but Ali + 1] is unstable with a different
operation, then Ali + 1].val = L.

o [f Ali+1].mark = D and Ali+1] is unstable with the same operation, then A[i+1].val # L.

Otherwise, Ali].next = Ali + 1].val.

(e) If Ali]l.mark = I, and if the operation propagated to cell Ali + 1], then Ali].next = Ali + 1].val,

otherwise, Ali].next # Ali + 1].val.

An operation may abort if the table is full and there is no vacant cell to insert a new element.

This can happen when a process initiating an insert operation does not find a vacant cell for the
new element (Line , or when an insert operation cannot be propagated to the next cell without
violating the ordering invariant, indicating there is no vacant cell for the displaced element (Line .
We prove correctness assuming there is always a stable empty cell available to insert a new element.
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Algorithm 4 Pseudocode for help op
help_op(7):
63: (a,b, M) < LL(A[7])
64: (c,d, M) < LL(A[i + 1])
65: if M; # S then
66: while My # S and (M; # D or My # D or b= ¢) and
(My #1Torb#c)and (My# D orc# 1) do

67: <CL, b, M1> < <C, d, M2>
68: 1+1+1
69: (c,d, M) — LL(A[i +1])

> (M; # S and My = S5) or (My =My =D and b # c)
or (Mi=Tandb=c)or (M;=Dandc=1)
70: if My =TI and VL(A]i]) then

71: (x,y, M3) « LL(Al: — 1])

72: if M3 =1 and y = a and VL(A[i]) then > Ensure A[i — 1] is unlocked

73: SC(A[i — 1], (x,y, S))

74: if ¢ >,,,, b and not a lookup operation then abort () > Table is full

75: else if b = c then SC(A[i], (a,b,5)) > Ali + 1] is already locked or propagation ended

76: else if ¢ = | then DSC(i + 1, (b,d, S),1, (a,b, S)) > End of the propagation

e else DSC(i + 1, (b,c, I),1,(a,b,S)) > Propagate insert to A[i + 1] and unlock A[i]

78: else if s; = D and VL(A[i]) then

79: (x,y, M3) < LL(A[i — 1))

80: if M3 = D and y # a and VL(A[i]) then > Ensure A[i — 1] is unlocked

81: SC(A[i — 1],{(x,a, S))

82: if c=_1 or My = D then

83: SC(A[i], (a,c, S)) > Ali + 1] is already locked or propagation ended

84: else if My = S then > Lock A[i + 1] and update A[]

85: if d# L and h(d) # i+ 2 then

86: DSC(i +1,(d,d, D),i,(a,d, S))

87: else if not a lookup operation then

88: if DSC(: +1,(L,d, S),i,{a, L, S)) then > End of the propagation

89: if d # 1 then propagate(i + 1,7+ 2,{I,D}) > Punctured a run
DSC(i, tupy, J, tups): > Write tup; to Ali] and if successful, write tup, to A[j]

90: if SC(A[i], tup,) then

91: SC(A[j], tups)

92: return {rue

93: else

94: tup < LL(A[i])
95: if tup.val = tup,.val then SC(A[j], tup,)

This guarantees that no operation aborts, and if there is an unstable cell, some operation can
propagate to the next cell.

Assumption 1. There exists an empty cell in A, i.e., there exists a cell i such that Afi] = (L, *,S),
where 0 < i < m.
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Algorithm 5 Pseudocode for propagate
propagate(i, j, A): > AC{I,D}
96: repeat
97: (a,b, M), prev < Alj]
98: while (a,b, M) = prev and M € A do

> Continue while A[j] does not change and contains a delete or insert operation

99: help_op(j)
100: prev < (a, b, M)
101: (a,b, M) + A[j]

102: J+—J+1
103: until (a =L or (M =S andb=_1))orj=1
> Stop upon reaching an empty cell or back to the start

In Section [4.1] we state and prove the structure of propagating operations in the table, and this
allows us to prove in Section that A satisfies both Invariant [2| and Invariant [3| throughout the
execution of the algorithm. This allows us to prove the algorithm’s key properties; In Section [.3] we
prove the hash table implementation is linearizable, in Section [£.4] that it is history independent,
and in Section that it is lock-free.

4.1 Proving the Propagation Structure of Operations

Next, we show that the propagation of operations follows a pattern similar to hand-over-hand locking.
Assuming that A[i] is locked (i.e., it contains an ongoing insert or delete operation), we then lock
Ali + 1], release Ali], lock A[i + 2], release A[i + 1], and so on. Throughout the next section, we
assume that Invariant [3| holds at any point in the execution, where Invariant and Invariant
ensure that when a process helps propagate an operation to the next cell, it can distinguish whether
the operation propagated to the next cell or not.

The next lemma follows immediately from the definition of the LL and VL operations.

Lemma 4. If a process performs LL(Ali]), followed by LL(A[j]), then performs a VL(A[i]) that returns
true, then during the execution of the LL(A[j]) operation, the value of Ali] remained unchanged since
the last corresponding LL operation.

Lemma 5. Assume Invam’ant@ holds and cell A[i] becomes unstable with operation o, then the only
possible order of events is:

1. Ali] becomes unstable with operation o.
Operation o propagates to cell Afi + 1].
Ali] stabilizes.

If operation o also propagates to Ali + 2], then the operation propagates to Ali + 2].

AR S

If Ali + 1] becomes unstable with the operation o, then Ali + 1] stabilizes.

Proof. By the code, an operation propagates to cell A[i + 1] after a process sees that cell A[i] is
unstable with the same operation. Assume the lemma statement does not hold and consider the first
two events that happen in reverse order.

16



e A[i| stabilizes before the operation propagates to A[i + 1]: Assume the operation is an
insert operation and consider all the possible scenarios in which a successful SC stabilizes A[i].
If the successful SC(A[i], (x,%,.5)) happens in Line (73| or then by Lemma {4} during the
LL(A[4]) or LL(A[i + 1]), respectively, that precedes the successful SC, we have A[i] = (x,b, I)
and A[i + 1] = (b, %, ). By Invariant the operation has already propagated to A[i + 1]. If
the successful SC happens in a DSC called in Line [76| or then the value of A[i] does not
change between the LL(A[:]) that precedes the successful SC and the successful SC. Thus, the
conditions in Line 90| and Line [95in the DSC procedure ensure that A[i + 1] = (b, *, %), while
Ali] = (*,b,I) and unstable with the insert operation. By Invariant the operation has
already propagated to A[i + 1].

Assume the operation is a delete operation and consider all the possible scenarios in which a
successful SC stabilizes Afi]. If the successful SC(A[i], (*, %, S)) happens in Line 81] or 83} then
by Lemma 4] during the LL(A[i]) or LL(A[i + 1]), respectively, that precedes the successful SC,
we have A[i] = (x,b, D) and A[i+1] = (¢, *, M), such that b # c¢. This is because the conditions
in Line [66] [80] and [83] ensure that either M = D and b # ¢, or ¢ = L. In the latter case, by
Invariant b # 1. By Invariant , the operation has already propagated to A[i + 1].
If the successful SC happens in a DSC called in Line |86| or , then the value of A[i] does
not change between the LL(A[:]) that precedes the successful SC and the successful SC. Thus,
the conditions in Line [90] and Line [95in the DSC procedure ensure that A[i + 1] = (d, *, %),
while A[i] = (x,b, D), such that b # d. This is because either d = L and by Invariant [3(c)]
b# L, or by the condition in Line [84| and Lemma {4 A[i + 1] = (¢,d, S) while A[i] = (a,b, D).
Since the condition in Line [82{ does not hold, ¢ # |, and by Invariant b = c. In addition,
by Invariant ¢ # d. However, by Invariant the operation has already propagated to
Ali +1].

e If the operation also propagates to A[i + 2], the operation propagates to Afi + 2]
before A[i] stabilizes: If the operation is an insert operation, then the operation propagates
to Ali 4 2] after a successful SC in a DSC called in Line [76| or In the LL(A[i 4 1]) that
precedes the successful SC, A[i + 1] = (¢, *,I) and unstable with the insert operation. We
already showed that A[i + 1] remains unstable with the operation up until the operation
propagates to A[i + 2], thus the VL(A[i + 1]) in Line [72| returns true. As A[i] is still unstable,
the LL(A[i]) in Line [71] returns the value (x,b,I), and by Lemma 4] as the VL(A[i 4 1]) is
successful, during the LL(A[i]), A[i] = (*,b,1) and A[i + 1] = (¢, *,I). As both cells are
unstable with the same operation, by Invariant b = ¢, and the condition in Line |72| holds.
Thus, there is an SC(A[i], (x,*, S)) before the successful SC that propagates the operation to
Ali +2]. Since all SCs on unstable cells change their value to be stable, both outcomes of the
SC(A[i], (x,%,S)) operation, either successful or unsuccessful, indicate that cell A[i] stabilizes.

If the operation is a delete operation, then the operation propagates to A[i+ 2] after a successful
SC in a DSC called in Line [86| or 88 In the LL(A[i + 1]) that precedes the successful SC,
Ali 4+ 1] = (¢, *, D) and unstable with the delete operation. We already showed that A[i + 1]
remains unstable with the operation up until the operation propagates to A[i + 2], thus the
VL(A[i + 1]) in Line [80| returns true. As A[i] is still unstable, the LL(A[i]) in Line [71] returns
the value (x,b, D), and by Lemma [4] as the VL(A[i + 1]) is successful, during the LL(A[:]),
Ali] = (%,b, D) and A[i + 1] = (¢,*, D). As both cells are unstable with the same operation,
by Invariant b # ¢, and the condition in Line 80| holds. Thus, there is an SC(A[i], (x,*, S))
before the successful SC that propagates the operation to A[i 4+ 2]. Since all SCs on unstable
cells change their value to be stable, both outcomes of the SC(A[i], (x,*, S)) operation, either
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successful or unsuccessful, indicate that cell Ai] stabilizes.

e If A[i + 1] becomes unstable with the operation, A[i + 1] stabilizes before A[i]
stabilizes: We showed that if A[i + 1] becomes unstable, then the operation also propagates
to cell Afi + 2] before A[i 4 1] stabilizes. Since we also showed that A[i] stabilizes before the
operation propagates to A[i + 2], this proves this case. O

The next lemma verifies that an operation only propagates once to a cell. If the cell becomes
unstable after the propagation, this follows directly from Lemma

Lemma 6. An operation can only propagate once to any cell in the table.

Proof. 1f cell Ai + 1] becomes unstable after the propagation of the operation, then by Lemma ,
Ali] stabilizes before A[i 4 1] stabilizes. Since an unstable cell can only change to be stable, and
cell A[i] must be unstable for the operation to propagate to cell A[i + 1], the operation cannot
propagate again to A[i + 1]. If cell A[i + 1] remains stable after the propagation, then by Lemma
Invariant and Invariant E after the operation propagates to A[i+ 1] and while A[i] is unstable,
the conditions in Line and prevent the operation to propagate again to cell A[i+1]. [

4.2 Proving Invariant [2| and Invariant

The next property of Robin Hood hashing is the key to establishing the correctness of the lookup
stage. It shows that if an element in location ¢ in the table has higher priority than element v, then
all elements in locations between h(v) and 7 in the table also have higher priority than element v.
According to the ordering invariant, this shows that v’s location in the table must be after ¢. For
element v € U and cell 0 < i < m, let rank(v,i) =i — h(v) be the distance of cell i from v’s initial
hash location. Since we use linear probing, this is also ¢’s rank in v’s probing sequence.

Lemma 7. Consider a multiset P and element v, if canp,u(P)[i] >p, v, 0 < i < m, then for all
h(v) < ] < i; Canmult(P)[j] >pj v.

Proof. Denote u = canp(P)[i]. Since u >, v, either rank(u,i) > rank(v,i) or rank(u,i) =
rank(v,i) and uw > v. Either way, for all h(v) < j < i, rank(u,j) > rank(v,j). By the
ordering invariant, for every h(u) < j < i we have canyu(P)[j] >p; u, which implies that
rank(canui(P)[j],7) > rank(u,j). Since rank(u,i) > rank(v,i), h(u) < h(v) < i, and for ev-
ery h(v) < j < i, then rank(canu:(P)[j],j) > rank(u,j) > rank(v, j). If rank(canpu:(P)[j],7) >
rank (v, j), then can,i;(P)[j] >p, v. Otherwise, if rank(can,..:(S)[j], j) = rank(v, j), it holds that
rank(can i (P)[j], j) = rank(u, j) and can,,.;(P)[j] > v > v, implying that can,,.u(P)[j] >p, v. O

The next lemma shows that if an element is pushed into the lookahead slot during an insert, its
position in the table should be in the next cell.

Lemma 8. Ifa >, b, 0 <i<m, and h(a) # i+ 1, then a >p,_, b.

Proof. As a >, b, either rank(a,i) > rank(b,) or rank(a,i) = rank(b,i) and a > b. If rank(a,i) >
rank(b, 1), since h(a) # i+ 1, rank(a,i) # m — 1, and we also get that rank(a,i+ 1) > rank(b,i+ 1).
If rank(a,i) = rank(b,i), we have that h(b) = h(a), and it also holds that rank(a,i + 1) =
rank(b,i + 1). O

The next lemma shows that if an element is shifted backwards during a delete, its position in the
table should be in the previous cell.
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Lemma 9. Ifa >,, b, 0 <i <m, and h(b) # i, then a >p, | b.

Proof. As a >, b, either rank(a,i) > rank(b,) or rank(a,i) = rank(b,i) and a > b. If rank(a,i) >
rank(b, i), since h(b) # i, rank(b,i) # 0, and we also get that rank(a,i — 1) > rank(b,i — 1).
If rank(a,i) = rank(b,i), we have that h(b) = h(a), and it also holds that rank(a,i — 1) =
rank(b,i — 1). O

The next lemma is proved by case analysis of all the possible ways to change a cell in A.
Lemma 10. At any algorithm step, A satisfies Invariant[3 and Invariant[3

Proof. At the beginning A is empty and both invariants hold trivially. Assume table A satisfies the
lemma statement and consider the next step that changes the table. This happens because of a
successful SC operation:

e Successful SC in Line Let (a, b, M) be the value returned from the LL(A[i]) that precedes
the successful SC operation. By the condition in Line[7] M = S. The successful SC changes
the value of Ali] to be (a,v,I). Invariant is trivially maintained, as no changes are made
to any wval slot. By the condition in Line , v >p,., b. By Invariant during the successful
SC, Ali + 1] = (b, %, *). Either h(v) =i+ 1, or since this is not the first iteration in the loop,
by the conditions in Line (19| and Line o} v <j,, a. This proves that Invariant [2| continues to
hold. Since A[i] is the first cell to become unstable with this insert operation and the val slot
does not change, this also proves Invariant

e Successful SC in Line Let (a, b, M) be the value returned from the LL(A[i]) that precedes
the successful SC operation. By the condition in Line M = S. The successful SC changes
the value of A[i] to be (a,b, D). Since no val or next slot is changed, the table continues to
satisfy Invariant [2 By Invariant just after the successful SC, A[i].val = Ali 4+ 1].next,
and since A[i] is the first cell to become unstable with this delete operation and the val slot
does not change, the table also satisfies Invariant [3]

e Successful SC in help op: Let (a,b, M) and (c,d, M) be the values returned from the
LL(A[i]) and LL(A[é + 1]), respectively, in Line or which precede the successful
SC operation. If a successful SC(A[i],*) or SC(A[i + 1],*) happens, by Lemma {4| during
the LL(A[i]) that precedes the successful SC, A[i] = (a,b, M1) and Ali + 1] = (¢, d, Ma). Let
(x,y, M3) be the value returned from the LL(A[i — 1]) in Line |71] or [79| before the successful
SC. If a successful SC(A[i — 1], x) happens, by Lemma [4] during the LL(A[i]) that precedes the

successful SC, A[i — 1] = (x,y, M3) and A[i] = (a,b, M;).

— Successful SC(A[i — 1],*) in Line The value of A[i — 1] is replaced from (z,y, I)
to (x,y,S). Since My = I and y = a, by Invariant Ali] is unstable with the same
insert operation as A[i — 1]. By Lemma [5| during the successful SC, A[i] = (y,b, I) and
Invariant [3| holds. Invariant [2 trivially holds as no wval or next slot is changed.

— Successful SC(A[i], *) in Line The value of A[] is replaced from (a, b, I') to {(a,b, S).
By Invariant as b = ¢, the operation in A[i] propagated to A[i+ 1], and just after the
successful SC, Afi + 1] = (b, %, %), which implies Invariant |3} Invariant [2] trivially holds as
no val or next slot is changed.

— Successful SC(A[i + 1],*) in DSC called in Line or By the code, My = 1,
My = S and b >, ., c¢. The successful SC changes the value of A[i+1] to (b,d, S) if c = L,
and to (b, ¢, I) otherwise. Since by Lemma |§| this is the only propagation of the operation
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to cell A[i 4+ 1], by Lemma [5| during the successful SC, A[i] = (a,b, I) and Invariant
holds for this cell. Since c is replaced with a higher priority value, all elements where cell
141 is between their initial hash location and their actual location in A continue to satisfy
the ordering invariant. By Invariant and Invariant a # b. By Invariant ,
either h(b) =i+ 1 or a >p, b, and by Lemma [7| the table satisfies Invariant

If c= 1, Ali + 1].nest does not change. Additionally, since either d = L, or L <, d
and h(d) = i + 2, both Invariant [2| and Invariant |3| hold. Otherwise, by Invariant ,
Ali + 2].val = d and ¢ # d. By Lemma [5| A[i] is still unstable with the operation, and
the operation has not yet propagated to the next cell, which implies Invariant [3] Either
h(d) = i42,0r ¢ >p,,, d. If ¢ >p,,, dand h(c) # i+2, by Lemmald ¢ >, d. Otherwise,
if h(d) = i + 2, either h(c) =i+ 2 or rank(c,i+ 2) > rank(d,i +2) and ¢ >,,,, d, and
Invariant 2 holds.

— Successful SC(A[i], ) in DSC called in Line [76|or The successful SC changes the
value of A[i] from (a,b, I) to (a,b,S). The conditions in Line 90| and Line [95| ensure that
the operation propagated to cell A[i+1], and by Invariant just after the successful SC,
Ali+1] = (b, *, %), Since the val slot does not change, this implies Invariant 3| Invariant
trivially holds as no val or next slot is changed.

For the next scenarios, which deal with propagating a delete operation, we use the claim below
to prove that Invariant [2] continues to hold when an element is shifted backwards.

Claim 11. If A[i] = (a,b, D) and A[i + 1] = (c, *,*) such that b # c, then either a >p, c or
h(c) =i+ 1 and a # c.

Proof. By Invariant b >, c. If h(c) =i+ 1, we show that h(a) =i + 1 implies that
a # ¢, and this shows that a # c. If h(a) = ¢ + 1, by Invariant ¢ >p,,, b, in contradiction.
Next, assume that h(c) # i + 1. By Lemma |§|, b >, c. By Invariant either a >, b or
h(b) =i+ 1. By Invariant either a >, b or h(b) =i+ 1. If a >, b, since b >, ¢, by
transitivity of >, we also have a >, c. Otherwise, if h(b) =i+ 1, as b >, ¢, it must also
hold that h(c) =7+ 1. O

— Successful SC(A[i — 1],*) in Line The successful SC changes the value of Afi — 1]
to (x,a,S). Since M1 = D and y # a, by Invariant the operation propagated to Ali].
If a # L, Afi] is unstable with the same delete operation as A[i — 1], and by Lemma [5]
just after the successful SC, A[i] = (a,b, D). Otherwise, if a = L, by Lemma [6] Ali]
cannot become unstable with the operation. By Invariant , just after the successful
SC, Ai] = (L, *,x). Either way, as the mem slot does not change, Invariant (3| holds.
Claim [T1] proves that Invariant [2] holds.

— Successful SC(A[i],*) in Line The successful SC changes the value of A[i] from
(a,b, D) to (a,c,S), where either c = L or My = D. If ¢ = L, by Invariant b+# L.
By Invariant and Lemma |§| Ali 4+ 1] cannot become unstable with the operation. By
Invariant just after the successful SC, Afi + 1] = (L, *,*). Otherwise, if ¢ # L, then
My = D and the condition in Line 66| ensures that b # ¢. By Invariant Ali+1] is
unstable with the same delete operation as A[i], and by Lemma [5], just after the successful
SC, Ali + 1] = (¢, d, D). Either way, as the mem slot does not change, Invariant (3 holds.
Claim [11] proves that Invariant [2 holds

— Successful SC(A[i + 1],*) in DSC called in Line or The successful SC
changes the value of A[i + 1] to (d,d, D) if d # L and h(d) # i + 2, and to (L,d,S)
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otherwise. By Lemma |5 during the successful SC, Afi] = (a, b, D). By the code, My = S
and ¢ # 1, and by Invariant the operation did not propagate to cell Afi + 1]
yet. Thus, by Invariant 3] b = ¢ and ¢ # d. In addition, just after the successful SC,
Ali + 2] = (d,*,*). By Invariant b=c>p., dor h(d) =i+ 2. This implies
that Invariant , Invariant and Invariant hold for both cases. For d # | and
h(d) # i+ 2, ¢ >p,., d, and by Lemma |7| and Invariant just before the successful
SC, for all h(d) < j <i+ 1, Afjl.val >, d. Hence, Invariant continues to hold when
d is shifted to the val slot of A[i + 1]. For d = L or h(d) =i+ 2, Invariant continues
to hold trivially.

— Successful SC(A[i], ) in DSC called in Line [86|or The successful SC changes the
value of A[i] from (a,b, D) to (a,d,S) if d # L and h(d) # i+2, and to (a, L, S) otherwise.
The conditions in Line [90|and Line [95| ensure that the operation propagated to cell Afi+1].
If d # L and h(d) # i + 2, by Lemma[f] it must be that Afi + 1] = (d, d, D) before A[i]
stabilizes. Otherwise, by Invariant and Lemmal6] it must be that Afi +1] = (L, *,*)
before A[i] stabilizes. Either way, as the mem slot does not change, Invariant [3| holds.
Claim [T1] proves that Invariant [2 holds. O

For the rest of the section, we assume that A always satisfies Invariant 2] and Invariant [3| omitting
the reference to Lemma [10| for brevity.
Next, we show that relying on Assumption [} no operation aborts.

Lemma 12. If Assumption[]] holds, no operation aborts.

Proof. An operation aborts in Line |16/ or Line If an insert(v) operation aborts in Line by
the code, A[h(v) — 1] = (a,b,*), such that v <p, -, a (by Line and v <p, . b (by Line [10).
By Lemma (7| and Invariant for every 0 < i < m, Ali].val >, v. Thus, all val slots must be
nonempty, that is, not equal to L.

If an operation aborts in Line [74] then by Lemma [4] there is a point before the abort where
for some 0 < i < m, Ali] = (a,b,I) and A[i + 1] = (c, ¥, *) such that ¢ >, , b. By Invariant [2| and
Invariant , this implies that h(b) =i+ 1 and a >, b. Thus, by Lemma and Invariant for
every 0 <1i < m, Afi].val >,, b. Similarly to the previous case, this implies that Assumption 1| does
not hold. 0

4.3 Linearizability

We order the insert and delete operations that actually insert or delete elements from the table and
change the state of the dictionary according to the order of their initial writes. In most cases, we can
show that a lookup(v) operation returns true if and only if v is present in the table A, either in a
lookahead or value slot, during its last read of A, and v is present in the table A if and only if v is in
the set by the order of operations defined above. (This also applies for insert and delete operations
that return false.) The only exception is when the initial write by an insert(v) or delete(v) operation
has occurred, but the first propagation of the operation has not yet completed. An operation on
element v which starts before the initial write may be unaware of such insertion or deletion. As
a result, it can conclude that v is not in the set (resp., in the set) when it is present (resp., not
present) in the table, before the first propagation completes. However, since this operation must be
concurrent with the uncompleted insert or delete operation, we can simply place this operation before
the uncompleted operation in the order, ensuring that the operation returns the correct response
according to the order of operations.
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The next two lemmas show that the lookahead slots also satisfy the ordering invariant of Robin
Hood hashing, similar to the value slots.

Lemma 13. Let v € U, if for some 0 < i < m, Ali]l.val >p, v, then for all h(v) < j < 1,
Aljlval >y, v, and A[j].next >p, , v or h(A[j].next) = j + 1.

Proof. As Invariant holds, by Lemma for all h(v) < j <, Aljl.val >, v. Let h(v) < j <4,
then by Invariant either A[j].next > Alj+1].val or h(Alj].next) = j+ 1. If Alj].next >

Zpj+1 Zpj+1
Alj + 1].val, since A[j 4+ 1].val >,. ., v and as >, is transitive, we get that A[j].next >, v. O

Lemma 14. Let v € U, if for some 0 < i < m, Ali].val <p, v, then for alli+1 < j < h(v) — 1,
Aljlval <p, v and all i < j < h(v) — 1, A[j].next <p, v or h(A[j].next) = j + 1.

Proof. By Invariant 2(a)] for all i + 1 < j < h(v) — 1, A[j].val # v. Otherwise, there is a lower
priority element between v’s location and h(v). This together with Lemma (7] implies that for
all i +1 < j < h(v) =1, Afjlval <p; v. Let i < j < h(v) — 1. By Invariant [2(c)| either
Aljl.next <p, Aljl.val <p, v or h(Alj].next) = j + 1.

We say the v is physically in A if there is a cell 0 < ¢ < m such that A[i].val = v or A[i].next = v.
Even if v is physically present in A, an operation might conclude that v is not in the set. For
this reason, we also have the following definition; We say that v is logically in A, if there is a
cell 0 < ¢ < m such that Afi].val = v or Afi].next = v and A[i].val >,, v. By Invariant [2| if
Ali].val <, Ali].next, then h(A[i].next) =i+ 1. Hence, if v is physically in A but not logically in
A, A[h(v) — 1].next = v, and no other cells contain the value v.

Next, we prove that each of the conditions for determining that v is not in the table ensures this.

Lemma 15. Let v € U. If one of the following statements holds, then v is not logically in A:
1. A[h(v)].val <p, ) .
2. Alh(v) — 1.val >p, V.
Furthermore, if one of the following statements holds, then v is not physically in A:
1. A[h(v)].val <p, ., v and A[h(v) — 1].next # v.
2. Alh(v) — 1.val >y, _, v and A[h(v) — 1].nezt # v.

3. There is cell i, 0 < i < m, such that Ali].val >p, v >, Ali].next and either Ali].mark = S
or h(Ali].next) # i+ 1.

4. There is cell i, 0 < i <m and i # h(v) — 1, such that Afi].next >p, v >, Ali + 1].val and
h(Ali].next) # i+ 1.

Proof. We consider the different cases:

1. If Afh(v)].val <p, ., v, by Lemma for all h(v) < j < h(v) — 1, A[jl.val <p, v and all
h(v) < j < h(v) — 1, Alj]l.next <, v or h(A[j].next) = j + 1. If A[h(v) — 1].next = v, v is not
logically in A, and if A[h(v) — 1].next # v, it is not even physically in A.

2. Assume A[h(v) — 1].val >p, v and A[h(v) — 1].next # v. By Lemma for all h(v) <
J < h(v) =1, Aljlval >, v, and A[j].next >, ., v or h(A[jl.next) = j+ 1 # h(v). If
Alh(v) — 1].next = v, v is not logically in A, and if A[h(v) — 1].next # v, it is not even
physically in A.
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For the next two cases, we use the following claim:

Claim 16. If there is 0 < i < m such that Afi].val >,, v >, ., Ali + 1].val and Ali].next # v, then
v 18 not physically in A.

Proof. By Lemma |13} for all h(v) < j <1, A[j]l.val >, v, and A[j].next >, v or h(A[j].next) =
j+1# h(v). By Lemma foralli+2 < j <h(v)—1, Ajl.val <, vand alli+1 < j < h(v) -1,
Aljl.next <, vor h(A[j].next) = j+1. Let i+1 < j < h(v)—1 and assume that h(A[j].next) = j+1.
If j # h(v) — 1, then j + 1 # h(v) and A[j].next # v. Otherwise, by Invariant , either
Alh(v)—1].next <p, ,_, A[h(v)—1].val <p, _, vor Alh(v)—1].next >, Alh(v)].val >p, S v. O
3. Assume that Afi].val >, v >p,,, Ali].next and Afi].mark = S or h(A[i]l.next) # i+ 1. If

i = h(v) — 1, by the second case of the lemma, v is not physically in A. By Invariant if

Ali] is stable, Afi 4 1].val = Ali].next <, , v. By Invariant if h(A[i].next) # i+ 1, then
Ali+1].val <p, ., Ali]l.next <p,,,, v. Either way, as <, , is transitive, A[i +1].val <;,,, v. By

—Pi+1
Claim [I6] v is not physically in the table.

4. Assume that Afi].next >,, v >p,., Ali + 1].val and h(A[i].next) # i+ 1. Since h(Ali].next) #
i+1, by Invariant we have A[i].val >p, Ali].next. By the transitivity of >, Ali].val >,, v.
By Claim v is not physically in the table. O

In the next lemma, we verify that if a delete(v) or lookup(v) operation concludes that v is not in
the table, then v is not logically in the table.

Lemma 17. Consider a delete(v) or lookup(v) operation that returns false, then during the last read
of A in the operation, v is not logically in A.

Proof. We show that during the last read read of A in the operation one of the conditions in
Lemma [15| holds, which proves the lemma statement. Let (a,b, M) be the last value read from A in
the delete(v) or lookup(v) operation. Let ¢ be the cell from which the value is read.

Consider a delete(v) or lookup(v) operation that returns in Line [39| or [58| respectively. This
happens if the loop goes through all the cells in the table and returns to the starting point, which is
back to h(v), so, i = h(v) — 1. By the condition in Line |42 or Line a >,, v, otherwise the loop
restarts. In addition, by Line [30] or Line 48} a # v. So, we must have a >, v, and by Lemma[I5} v
is not logically in the table.

Consider a delete(v) or lookup(v) operation that returns in Line [26] or respectively. Either
i=h(v) and v >, a, or a >,, v >p,,, band M = S or h(b) #i+ 1. By Lemma in the first case
v is not logically in the table, and in the second case v is not physically in the table.

Consider a lookup(v) operation that returns in Line [55] Then, as the VL(A[i]) in Line
returns true, during the LL(A[i + 1]) in Line Ali] = (a,b,I) and A[i + 1] = (¢, *, *) such that
b>p., v>p., cand h(b) =i+ 1. By Lemma (15, v is not physically in the table. O

A simple inspection of the code reveals that the only place where a new element is inserted into
the table is by an SC in Line The next lemma verifies that the element is not physically present
in the table just prior to such SC.

Lemma 18. Consider an insert(v) operation that performs a successful SC in Line then right
before the successful SC, v is not physically in A.
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Proof. We show that right before the successful SC in Line [I1], one of the conditions in Lemma [T5]
that imply v is not physically in the table holds, which proves the lemma statement. Let (a,b, M)
be the last value read from A in Line[2] or [I§ in the operation. Let ¢ be the cell from which the value
is read.

By the code, the successful SC is performed on cell A[i]. By Line either b = L or v >p, ., b.
If i = h(v) — i, since by the code M = S, Alh(v)] =0b. If i # h(v) — 1, this is not the first iteration
in the loop, and by the conditions in Line [I9and [, a >, v. O

The only place where an element is deleted from the table is by an SC in a DSC in Line [86| or
during the first propagation of a delete operation. The next lemma verifies that right after the first
propagation ends the element is deleted entirely from the table.

Lemma 19. Consider a delete(v) operation that performs a successful SC(A[i], *) operation in
Line . Then right after a successful SC in Line or that stabilizes Ali] with the delete

operation, v 1s not physically in A.

Proof. By the code, when A[i] is unstable with the delete operation, Ai] = (a,v, D), a # v. By
Lemma [5, A[i] stabilizes after the operation propagates to A[i + 1]. Just before the successful SC
that propagates the operation to A[i + 1], cell Afi + 1] is stable. Thus, just before this successful SC,
Ali+1] = (v,b, S), such that v # b. By the code, Invariant and Lemmal 6] after the propagation,
Ali +1) = (b,b,D) or A[i + 1] = (L,b, D).

We show that v is not present in cell j, j # i, while A[i] is unstable and after the operation
propagated to cell A[i 4 1]. By Invariant |2} either a >,, v, or h(v) = i+ 1 and v >, b. If
h(v) = i+ 1, we get that A[h(v) — 1J.val >p, ;v or A[h(v)].val <p,, v, and by Lemma |15
v is only present in the A[i].next slot. Otherwise, if h(v) # i+ 1, a >, v. By Lemma [13]
for all h(v) < j < i, Aljlval >p, v and Afjl.next >, , v. Since b # v, either v >, b or
v <p;,, b. However, it cannot be the case that v <, , b, since by Lemma , this implies that
Ali].next # v. Hence, v >, , b, and by Lemma for all i +2 < j < h(v) — 1, Aljl.val <p; v
and for all i +1 < j < h(v) — 1, A[j].next <, v or h(A[j].next) = j + 1. For j = h(v) — 1, if
h(A[j].next) = h(v), then A[j].next >, Alj + 1].val >p, ., v.

When A[i] stabilizes, Afi] = (a,b, S). Since a,b # v and v is not present in any other cell in the
table, v is completely deleted from A. O

We say that insert and delete operations that perform a successful SC in Line [11] and Line [34],
respectively, are set-changing operations. We say that a set-changing operation is dangling if it
performs a successful SC(A[i], *) in Line [L1|or Line 34} and A[i] has not stabilized yet. Note that by
the code, these operations eventually return true.

Lemma 20. There is only one dangling insert(v) or delete(v) at any point in the execution.

Proof. Assume there are two dangling operations o1 and 02 at the same point in the execution,
such that operation o; performs a successful SC(A[é], *) in Line |11 or Line [34] before operation oy
performs a successful SC(A[j], *) in Line [L1]or Line . By the code, after the successful SC in o1,
Ali] = (a,v,I) or Ali] = (a,v, D), a # v. Since o0y in dangling at the same time as o;, the value of
Ali] stays the same when the successful SC in 02 happens. As only a stable cell can become unstable,
this implies that i # j. If o2 is an insert(v) operation, by Lemma just before the successful SC in
02, v is not physically in the table. However, this contradicts that v is in A[i] at that point.

If 09 is a delete(v) operation, just before the successful SC in 02, A[j] = (c,v, S), such that ¢ # v.
By Invariant Alj 4+ 1] = (v,%,%). If h(v) =1 < j < 4, by Invariant as h(v) #1i+1,
a >p, v. However, this contradicts Lemma [7] If h(v) —1 < i < j < h(v) — 1, then h(v) # j + 1.
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By Invariant , ¢ >p, v. By Lemma this implies that A[i + 1].val >, , v. We show that
while A[i] is unstable, A[i + 1] = (b, ¥, *), such that v >, | b, leading to a contradiction. If 03 is a
delete operation, this directly follows from Invariant If 07 is an insert operation, just before
the successful SC that makes A[i] unstable, by the code, A[i] = (a,b, S) such that v >, b. By
Invariant , at the same point, A[i + 1] = (b, *, ). By Lemma [5| no other operation other than
o1 can propagate to cell Afi + 1]. As only successful SCs that propagate operations change val slots,
and by Invariant , the claim follows. O

Lemma 21. If there is no dangling operation, then every element v is either logically in A or not
physically in A.

Proof. By the code, after a successful SC(A[i], %) in Line|l1|in an insert(v) operation, Afi] = (x,v, I).
By Lemma [5[ and Invariant just before A[i] stabilizes, A[i + 1] = (v, *,%). This along with
Lemma [I9] implies that just after an operation is no longer dangling, v is either physically in A or
not physically in A. Element v can be “pushed” from a val slot only during a propagation of some
insert operation; if Afi] = (v,d, S) it becomes A[i] = (b, v, S), where by the code, b >, v, and v
stays logically in A. O

Lemma 22. If an operation is dangling, then it is still pending.

Proof. After a process performs a successful SC in Line [I1] or [34]in a delete or insert operation, it
calls propagate. By the code, the process does not return until A[i] stabilizes. O

In the next lemma, we verify that if there is a dangling delete(v) operation, an insert(v) or
lookup(v) operation concludes that v is in the table only if v is logically in the table. If such an
operation returns that v is in the table when v is only physically in the table, then it ignores the
concurrent deletion, meaning the deletion does not take effect yet. However, a delete(v) operation
that precedes the insert(v) or lookup(v) operation may already determine that v is not in the table,
thereby causing the deletion to take effect.

Lemma 23. Consider an insert(v) operation that returns false or a lookup(v) operation that returns
true, if during the last read of A in the operation there is a dangling delete(v) operation, then v is
logically in A.

Proof. Since there is a dangling delete(v) operation, by the code, there is a cell A[i] = (a,v, D)
during the last read from A in the insert(v) or lookup(v) operation. Let (a,b, M) be the last value
read from A in the insert(v) or lookup(v) operation. Let j be the cell from which the value is read.
By Line [5| in an insert operation, and Line in a lookup operation, a = v or b = v and either
M # D or h(v)#i+1. Ifa=wvor b=wv and h(v) # i+ 1, then v is logically in A. If b = v and
M # D, then i # j, and at least one of them is different than h(v) — 1, which implies that v is
logically in A. O

Let element v € U, we construct the permutation 7, that consists only of the insert(v), delete(v)
and lookup(v) operations in the execution, as follows; First, we order the set-changing operations in
the same order that the successful SCs in Line 11} and Line [34] happen in the execution. Next, we go
through all the non-set changing operations in the order they are invoked in the execution, which are
insert or delete operations that return false, and lookup operations that return either true or false.
Consider non-set changing insert(v), delete(v) or lookup(v) operation o; If there is a dangling delete(v)
operation ogelete during the last read of A in o, if 0 is an insert operation or a lookup operation that
returns true, we place o immediately before operation ogejete. If 0 is a delete operation or a lookup
operation that returns false, we place o immediately before the next set-changing operation that
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follows Ogejete in the ordering. If there is a dangling insert(v) operation oOjnsert during the last read of
A in o, if 0 is an insert operation or a lookup operation that returns true, we place o immediately
before the next set-changing operation that follows ojnsert in the ordering. If o is a delete operation
or a lookup operation that returns false, we place o immediately before operation ojnsert. Otherwise,
if there is no dangling operation during the last read of A in o, let o’ be the set-changing operation
that performs the next successful SC in Line [11] that follows the last read of A in o, then we place o
immediately before operation o’. If no such operation o’ exists, we place o at the end.

We build the permutation 7 by interleaving all permutations 7, for every v € Y. We do this in a
way that respects the real-time order of operations with different input elements. Since the ordering
of the operations in each permutation is independent, such interleaving is possible.

Lemma 24. The hash table implementation is linearizable.

Proof. Let v € U, we prove the claim for permutation m,. This is enough to prove the claim, as the
correctness of the sequential specification is independent of operations with a different input element,
and 7 respects the real-time order of operations with different input elements.

Correctness: First, we show the ordering respects the sequential specification of a set. Consider
an operation o included in the permutation m,, and consider all the different options:

e insert(v) operation o that performs a successful SC in Line By Lemma v is not
physically in the table just before this SC. This implies that if there is an insert(v) operation o’
that also performs a successful SC in Line [IT] and precedes o is the order, then there must be a
delete(v) operation o” that performs a successful SC in Line [34] and is placed between o and o'.

e delete(v) operation o that performs a successful SC in Line Let o’ be the latest
insert(v) operation that performs a successful SC in Line 11| and precedes o in the order. There
is such an insert operation, as by the code, during the successful SC in Line v is physically
in the table. Assume there is a delete(v) operation o” that performs a successful SC in Line
and is placed between o' and o. Then, o’ must be dangling during the successful SC in o,
otherwise, by Lemma [19| and since there is no set-changing insert(v) operation placed between
0" and o, v is physically not in the table. However, this contradicts Lemma [20} which states
there is only one dangling delete(v) operation at a given point in the execution.

e insert(v) operation o that returns false or a lookup(v) operation o that returns true:
If there is a dangling insert(v) during the last read of A, then o is placed after this operation
and there is no delete operation that returns true between them. Otherwise, let o' be the
latest insert(v) operation that performs a successful SC in Line [L1] before the last read of A
in 0. There is such an insert operation, as by the code, during the last read of A element v
is physically in the table. If there is a dangling delete(v) operation o” during the last read
of A in o, then o is placed before this operation. By Lemma o' precedes 0" in the order.
Thus, o’ precedes o in 7,. Assume there is a non-dangling delete(v) operation o” that performs
a successful SC in Line and is placed between o' and o. By the construction of m,, the
successful SC in o” happens before the last read of A in o and after the successful SC in o'.
However, o must be dangling during the last read of A is o, otherwise, by Lemma (19| and
since there is no set-changing insert(v) operation between o” and o, v is physically not in the
table, in contradiction to assuming o” is not dangling. This proves no set-changing delete(v)
operation is placed between o' and o.

e delete(v) or lookup(v) operation o that returns false: By Lemma [17, during the last read
of A in o, v is not logically in A. Assume that v is not physically in the table. This implies that
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if there is an insert(v) operation o that performs a successful SC in Line [11] and precedes the
last read of A in o, then there must be a delete(v) operation o” that performs a successful SC
in Line [34] after the successful SC in o' and before the last read of A in 0. By the construction
of my, o is placed after o’ in the order. If v is physically in the table, by Lemma there
must be a dangling insert(v) or delete(v) operation o’. If the dangling operation is an insert(v)
operation, o is placed before o', and there are no set-changing operations placed between them.
If there is a set-changing insert(v) operation o” that precedes o’ in the order it also precedes
o, and as shown in the previous case, there is a set-changing delete(v) operation 0" placed
between o’ and o in the order. If the dangling operation is delete(v), o is placed after o/, and
there are no set-changing operations placed between them.

Real-time order: We need to show that if operation o7 returns before operation oy invokes,
then o1 also precedes 09 in 7y:

e Both o0; and o, are set-changing operations: Since set-changing operations are pending
during the successful SC in Line [I1] or Line [34] the claim follows directly.

e 01 is a set changing operation and o, is a non-set changing operation: Operation o1
performs a successful SC in Line [11] or [34] before the last read of A in 0y. By the construction,
09 is placed before o1 only if 01 is dangling, but by Lemma [22] this implies o1 is pending, in
contradiction to the initial assumption.

e 0; is a non-set changing operation and o, is a set changing operation: Then the last
read of A in 01 happens before the successful SC in Line [I1] or [34] in 0. By Lemma [22] o is
not dangling during the last read of A in oy, and according to the construction of m,, o; is
placed before 09 in .

e Both 0; and 09 are an insert(v) operation that returns false or a lookup(v) operation
that returns true, or a delete(v) or lookup(v) operation that returns false: If there is
no dangling operation during the last read of A in both 0; and o3, the operations are placed
after the last set-changing that performs a successful SC before the last read of A and before
the next set-changing operation that performs a successful SC after the last read of A. If
there is a dangling operation o during the last read of A in o1, then o; is placed just before
o or just after o. If 07 is placed just before o, 09 is either placed before o, or before another
set-changing operation that follows o in m,. If 0; is placed just after o, oo is also placed after
o0, or before another set-changing operation that follows o in the order. Assume there is no
dangling operation during the last read of A in 0; and a dangling operation o during the last
read of A in 09. By construction, since o does not perform a successful SC yet during the last
read of A in o1, 01 is placed before o in . Operation oy is placed just before o, or after o.
To conclude, o7 is placed before an operation that does not follow the operation o9 is placed
before. If 01 and o9 are placed before the same operation, the construction places o1 before oo.

e 0; is an insert(v) operation that returns false or a lookup(v) operation that returns
true and os is a delete(v) or lookup(v) operation that returns false, or vice-versa:
Like in the previous case, if there is no dangling operation during the last read of A in o1, 01
is placed before os. If there is a dangling operation o during the last read of A in o1, then oy
is placed just before o or just after o. If 0 is no longer dangling during the last read of A in 09,
09 is placed after o. Lastly, if o is also dangling during the last read of A in o9, if 0; is placed
just before o then o9 is placed just after o, and if 07 is placed just after o then oo is placed just
before 0. We show that the latter case cannot happen.
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Assume that o is dangling during the last read of A in both 07 and 02, and o7 is placed
just after o and oy is placed just before o. If 01 is an insert(v) operation that returns false
or a lookup(v) operation that returns true and og is a delete(v) or lookup(v) operation that
returns false, then o is an insert(v) operation. As o is a dangling insert(v) operation and by
Lemma [20] there is only one dangling operation, v is physically in A during the last read of
A in 0y. By the code, o9 identifies one of the conditions in Lemma [I5] based on the last read
of A. Since v is physically in A during the last read of A in o9, the last read is of A[h(v)]
and A[h(v)].val <p, ., v. By the code, A[h(v) —1] is read before A[h(v)] in 0z. Since v is not
logically in A, the dangling insert operation performs an SC(A[h(v) — 1], (x,v, I)) in Line
In addition, this SC happens before oy invokes, which implies that oy reads v from A[h(v) — 1],
in contradiction.

If 01 is a delete(v) or lookup(v) operation that returns false and o is an insert(v) operation that
returns false or a lookup(v) operation that returns true, then o is a delete(v) operation. Right
after a delete(v) operation performs a successful SC(A[i], ) in Line [34) Afi] = (a,v, D), a #v
and A[i + 1] = (v, *, x). Therefore, v is physically in A while A[i] is unstable. If i = h(v) — 1,
following the code, when A[i + 1] becomes unstable, v is no longer logically in A, and it stays
this way until A[] stabilizes. Otherwise, v is physically in A until A[i] stabilizes. By Lemmal[l7]
during the last read of A in o1, v is not logically in A, and it stays this way during the last
read of A in 0y. This contradicts Lemma [23] which states that v is logically in A in this last
read. O

4.4 History Independence

When all cells are stable, there are no duplicate elements in the table, and the lookahead slot in
each cell is equal to the value slot of the next cell. Together with Invariant |2 this implies that if no
operation is propagating, the table is in the canonical memory representation of the set of elements
stored in the table, imposed by Robin Hood hashing. As discussed in Section [3.2] we show that
when an operation returns, it either completes its propagating, or a different ongoing insert or delete
operation takes over responsibility for finishing the propagation. This ensures that when there are
no ongoing insert or delete operations, the table is in its canonical memory representation.

We say that an insert or delete operation is active if there is a cell in the table unstable with this
operation. An empty cell is a cell Afi] = (L, %, %) or A[i] = (x, L, S). Note that if Afi] = (x, L,S),
cell A[i] itself is not empty in the sense that the value it contains is L, but it indicates that cell
Ali+1] is empty. The propagation of an operation ends upon reaching an empty cell Afi] = (L, *,.S)
for an insert operation (Line [76]), and empty cell A[i] = (x, L, S) for a delete operation (Line [36).
For a delete operation, the propagation also ends upon reaching an element in its hash location
(Line . When the propagation of the operation ends, if A[i] is unstable and reaches such cell
Ali 4 1], cell Afi + 1] does not become unstable with the operation. By Lemma[5] at most two cells
are unstable with the same operation, and these two cells are consecutive. In addition, once no cells
are unstable with the operation, no other cell becomes unstable with the same operation.

It is easy to verify that an unstable cell is associated with exactly one active insert or delete
operation:

Lemma 25. Any unstable cell i, 0 < i < m, contains an active operation:
1. If Ali] = (%, %, I), then an insert operation is unstable in cell i.

2. If Ali] = (%, %, D), then a delete operation is unstable in cell i.

28



Lemma [25] implies that any cell without an active operation is stable.
The next lemma shows that the propagation of an operation that inserts or deletes element v
must end before reaching cell h(v) again.

Lemma 26. An active insert(v) or delete(v) operation cannot be propagated beyond cell h(v) — 1
after cell h(v) — 1 becomes unstable with the operation.

Proof. Assume an active insert(v) or delete(v) operation propagated beyond cell h(v) — 1 after cell
h(v) — 1 becomes unstable with the operation. That is, the operation propagates to A[h(v)] after cell
A[h(v) — 1] becomes unstable with the operation. Consider an insert(v) operation initially unstable
in cell 7. By Line , when the operation is unstable in cell i, it is of the form (x,a;41, ), where
a;+1 = v. By Line [77] when the operation is unstable in cell j, i < j < h(v) — 1 it is of the form
(aj,ajt1,I). By Line just after the operation propagates to cell h(v) it is equal to (ap(y), *, *).
By Line v >p,., Git2, and by Line aj >p; ajyq fori < j < h(v) —1.

Consider a delete(v) operation initially unstable in cell i. By Line when the operation is
unstable in cell 7, it is of the form (%, a;+1, D), where a;4+1 = v. By Line Just before the successful
SC that propagates the operation to cell j, i < j < h(v) — 1, it is of the form (a;,a;41,5), and
immediately after the successful SC it is of the form (a;11,aj41, D). By the condition in Line ,
h(ajy1) # j+ 1, for i < j < h(v) — 1, and by Invariant [3, a; >p, a;+1.

In both cases we have that for i < j < h(v) — 1, aj >, a;j1. This implies the next claim:

Claim 27. h(ah(v),l) = h(ah(v)) = h(v)

Proof. If i = h(v) — 2, then ap(y)—1 = v >p,, _; An(v), and this also implies that h(ay)) = h(v).
Otherwise, we inductively show that v >, a1, < j <h(v) — 1.

Base case: its given that v >, a;12. As h(v) #i+ 1, by Lemma[§, v >, ., aiyo.

Induction step: Assume the claim holds for j and prove it for j + 1,7 < j+ 1 < h(v) — 1. By
the induction hypothesis, v > | aji1. Since a1 >p, , aji2, by transitivity of >, ,, it also holds
v >pog 2. As h(v) #j+ 1, by Lemma U >pi, Qg2

By setting j = h(v) — 2, we showed that v > ph(oy—1 @h(v)—1, Which implies that h(anwy—1) = h(v).
Since ap(y)—1 >py(,)_1 h(v), this also implies that h(apw,)) = h(v). O

For a delete(v) operation, Claim [27] contradicts that h(ap)) # h(v). Consider an insert(v)
operation; by Lemma [5| just before the successful SC that propagates the operation to A[h(v)],
Alh(v) — 1] = (an@w)—1: n(), I) and A[h(v)] = (ap@)41:%,5). AS Q)1 >pyy_1 Anw) and by
Claim @ it also holds ap(,)—1 > iy Ch(v)- I addition, ap(y) > i) Ch(v)+15 and by the transitivity
of >, 0 Qh(v)—1 Zppyy Gh(v)+1- However, since A[h(v) —1].val = apy)—1, A[h(v)]-val = ap(y)41 and
h(ap(w—1) = h(v), this contradicts Invariant O

For each active operation, we assign a responstble operation to ensure its complete propagation
through the table. During its execution, an active operation may have several operations assigned
to it, but at any particular point, only one operation is responsible for it. In addition, the same
operation can be responsible for several active operations. Initially, an active operation is responsible
for itself. Next, we explain how to assign responsible operations, in case the active operation returns
before being propagated.

Fix an active operation o, and let resp(k), k > 0, be the k-th operation responsible to o,. The
responsible operation is either an insert or delete operation, but not a lookup operation. We also
define a point in the execution for each responsible operation in which the operation becomes
responsible for o,. Define resp(0) = o, and pt(0) to be the step in the execution which includes o,
invocation. The next lemma shows how to inductively find a responsible operation to o,, ensuring
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that if a responsible operation returns before o, becomes inactive, then another operation becomes
responsible to o.

Lemma 28. Let o, = resp(k), k > 0, be the k-th operation responsible to o4. If o, returns while o,
is still active we can find the next responsible operation resp(k + 1) as follows; there is an operation
overlapping o, that empties cell j in Line[88, with d # L, while o, is unstable in cell i and previously
unstable in cell j, and all cells between j and i are nonempty. The successful SC in Line[8§ is defined
to be pt(k + 1), and it holds that pt(k) precedes pt(k + 1).

Proof. k= 0: In this case, o, = 04. Since o, is active, by Lemma it returns after calling propagate,
and seeing an empty cell j. Assume the operation is unstable in cell i during its last read of cell A[j].
As operation o, checks that the cell value changes or there is no unstable insert or delete operation
up to cell j, the active operation propagated to cell j. It must be that ¢ # j, as by the propagation
structure, only the first cell the operation is unstable in can have the val slot equal to 1, and by
Invariant the next is also not equal to L. This also implies that cell A[j] becomes unstable
with the operation and then stabilizes. Consider the propagation of the operation from cell j down
to cell 4. By the code, when the operation is propagated to some cell it must be nonempty, otherwise,
this contradicts the fact that the operation is active. Therefore, cell j is emptied after the the cell
becomes unstable with the operation and before it is last read in the operation.

Consider the closest cell to i, between cell j and cell i, that is emptied after the active operation
becomes unstable in this cell and not after cell j is emptied. Let k be this closest cell, 7 < k < 1.
While cell k is emptied, the operation is unstable in some cell k& < ¢ <i. When cell k is emptied, as
we assume the operation is still active, the operation is propagated to at least cell k + 1. From the
choice of k, this implies that cell k£ + 1 up to cell £ must be non-empty, and the cell must be emptied
in Line B8 with d # L. The operation that empties cell k is the operation we are looking for.

k > 1: By the assumption, operation o, empties cell j in Line , while o, is active in cell ¢ and
all cells between j and i are nonempty. By the code, before o, returns and after emptying cell j, it
calls propagate, starting from cell j + 1. If o, ends the propagate call upon reaching cell j, as o, was
already active in cell j, by Lemma [26] o, is no longer active. Therefore, the propagate call ends after
encountering an empty cell j/. Assume the operation is unstable in cell i during the last read of cell
A[j] in the propagate call. Just Before calling propagate, there are no empty cells between cell j + 1
and the cell o, is unstable in. Additionally, by Lemma 0, can only be unstable in nonempty
cells, hence, cell j’ is emptied after cell j is emptied.

Consider the closest cell to 7', between cell ;' and cell 7/, emptied after the active operation
becomes unstable in this cell and not after cell 5’ is emptied. Let k be this closest cell, 7/ < k < 4’
While cell k is emptied, the operation is unstable in some cell k < £ < ¢'. When cell k is emptied,
the operation is propagated to at least cell £ 4+ 1. From the choice of k, this implies that cell £ 4 1
up to cell £ must be non-empty, and the cell must be emptied in Line [88 with d # L after pt(k). O

Lemma [28] implies that if an execution of the algorithm ends in a configuration with no pending
operations, then there is no active operation in this configuration. The next lemma can be proven
using Lemma

Lemma 29. Consider a finite execution that ends in a configuration with no pending insert or delete
operation, if v is present (resp., not present) in the table, then the state implied from w (defined in
Section [{.5) includes (resp., does not include) v.

Lemma 30. The hash table implementation is SQHI.
Proof. Consider a configuration with no pending insert or delete operations. Assume there is

an active operation o, in this configuration. By Lemma there is a sequence of operations,
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0q = 1esp(0), ... resp(k), k > 0, such that resp(j + 1) overlaps resp(j), 0 < j < k. In addition, the
sequence induce execution points, pt(0), ..., pt(k), such that resp(j) is pending at pt(j), 0 < j <k
and pt(j) precedes pt(j + 1), 0 < j < k. This implies that from o, invocation and up until
operation resp(k) returns, there is a pending operation in the execution. Since the execution reaches
a configuration with no pending insert or delete operations after o,’s invocation, k is finite and o,
must be inactive before resp(k) returns, in contradiction to the assumption that o, is active. We
showed there is no active operation in this configuration, and by Lemma [25] all cells in A are stable.
This implies that for all 0 < i < m, A[i].next = Ali + 1].val and all elements appear once in a val
slot in A. Let P be the set of all elements in A, where every element appears once. By Lemma
this is exactly the state implied from a linearization of an execution leading to this configuration. By
Invariant and Lemma[3] A, = can(P), and for all 0 <i < m, A[i].next = can(P)[i +1]. O

4.5 Lock-Freedom

A failed SC operation indicates that there was either a successful initial write or a successful
propagation of some operation. As we showed an operation propagates a finite number of times
before it completes, and there is a finite number of processes, there can only be a finite number of
initial writes before an operation finishes propagating. Finally, we show that eventually, some process
must return; otherwise, after some time, there will be no new initial writes, and all operations must
complete propagating. In this case, the table becomes constant with only stable cells, and some
process must eventually identify this and return. The only exception is when only lookup operations
take steps. In this case, we show that even if operations cannot finish propagating, since lookup
operations do not puncture runs, some operation can still find the element it is looking for or detect
its absence from the table.

The next lemma shows the condition in Line [74] only holds if all cells in the table are non-empty.

Lemma 31. Consider a multiset P such that |P| < m—1, if canpu(P)[i] # L and can(P)[i+1] #

1L, 0<i<m, then canpuy(P)[i] >p,,, can(P)[i + 1].

Proof. Denote can, ;(P)[i] = a and canp i (P)[i + 1] = b. If canyun(P)[i] = canpuu(P)[i + 1]
we are done, so assume that can,,,;(P)[i] # canpu(P)[i + 1]. If rank(b,i) < rank(b,i + 1), then
it must also hold that rank(a,i) > rank(b,i). Since there must be an empty cell in can,;(P),
h(a) # i + 1, and it also holds that rank(a,i 4+ 1) > rank(b,i + 1). Otherwise, h(b) =i + 1 and
rank(b,i + 1) =0 < rank(a,i) < rank(a,i+ 1). O

Lemma 32. The hash table implementation is lock-free.

Proof. Consider execution prefix a with a pending operation. Assume there is an infinite extension
of o where no operation returns. Since there is a finite number of processes, eventually, there are no
new active operations, that is, no more successful SCs in Line [II] or [34] Consider this infinite suffix
of a’s extension.

Claim 33. Assume the table A does not change in the suffiz, if a process takes infinitely many steps,
it must either perform an SC or return.

Proof. First, we show that if a process in an insert or delete operation that takes infinitely many
steps reaches help op, it performs an SC. By Assumption (1| there is a stable cell in the cell, and
therefore, the process eventually exists the while loop in Line [66] If the condition in Line [74] does
not hold, the process performs an SC. By Lemma (31| and Invariant the condition in Line
can only hold when there is no empty cell in the table, and Assumption [I] ensures this does not
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happen. A lookup operation may not perform an SC inside help op because of the condition in
Line However, Similar to insert and delete operations, a lookup operation that takes steps inside
help _op eventually exits it.

Next, we show that a process taking infinitely many steps must either return, or, if it is an insert or
delete operation, call help op, and if it is a lookup operation, execute an SC inside help op. Consider
a process that takes infinitely many steps inside an insert(v), delete(v), or lookup(v) operation in the
loop between Lines [AHI9] Lines 24H42] or Lines [A7H6]] respectively. By the conditions in Lines [7] and
a process in an insert or delete operation calls help op, or only reads stable cells.

First, assume v is physically in the table. If v appears in a val slot, by Invariant for all
J between h(v) and the first appearance of v, A[j].val >, v. Otherwise, if v appears only in a
next slot of cell i, by Invariant 2(c)| either Afi].val >,, v or i = h(v) — 1. If Afi].val >, v, by
Lemma m, for all j between h(v) and i, A[j].val >p, v. Thus, since the loop starts at A[h(v) — 1]
and the condition in the until statement does not hold before reaching this cell (Line Line
or Line , eventually the loop reaches a cell where v is present in its next or next slot. Since we
assume all cells reached in the loop are stable, if an insert operation reaches a cell with v in its next
slot, it is stable. Similarly, for a delete operation, the loop eventually reaches a cell with v in its
next slot. Hence, by the condition in Line [5| an insert operation returns, and by the condition in
Line [33] a delete operation executes an SC. For a lookup operation, the only scenario the condition
in Line {48 does not hold when the loop reaches cell 7 that contains v is when A[i] = (x,v, D) and
h(v) =i+ 1. By Invariant either Afi + 1] = (v, *,%), A[i + 1] = (¢, *, D) where ¢ # v, or
(L,*,%). If Ali + 1] = (v, *,*), then the condition in Line [48| holds for the next cell. Otherwise,
help op(i) is called and the condition in Line [66| does not hold upon entering the while loop. Then,
the condition in Line holds and the operation executes an SC. This shows that for a lookup
operation, either the condition in Line [5| holds and the operation returns, or it executes an SC.

Assume v is not physically in the table. By Lemma [7] there are three options: 1. for all cells
i, v >y, Ali].val, 2. for all cells ¢, Afi].val >p, v, or 3. there is an index i such that for all cells
h(v) < j <, Aljl.val >, v, and for all cells i < j < h(v), v >p, A[j].val. In the first case, the
condition in Line in an insert operation holds after reading the first cell in the loop h(v) — 1,
and the condition in Line [26]in a delete operation or the condition on Line [51]in a lookup operation
holds after reading the second cell in the loop h(v). In the second case, the condition in the until
statement never holds (Lines , or , and eventually, the condition in Line in a delete
operation or the condition in Line [58|in a lookup operation holds. By Assumption (1, there is an
empty cell, and a process in an insert operation eventually reaches it, and the condition in Line
holds. In the third case, the loop reaches cell ¢ as the condition in the until statement does not
hold up until this cell. Since every cell reached in the loop is assumed to be stable for an insert or
delete operation, we have A[i].next = Afi + 1].val <, , v and Ali].val >,, v, and the condition in
Line [10| in an insert operation and the condition in Line 26| in a delete operation holds. Consider
a lookup operation. If A[i] is stable, then similar to the previous case, the condition in Line
holds. If Afi].mark = D and A[i + 1].val # Ali].next, then, following the code, when the lookup
operation reaches this cell it calls help _op, the while loop stops at cell Afi + 1], and the condition in
Line 82 holds and the operation executes an SC. If A[j].mark = I, either A[j].next <, , v and the
condition in Line |51| holds, or A[j].next >, , v, and the condition in Line |55/ holds. In all cases, we
showed the process returns, performs an SC, or is an insert or delete operation and it calls help op,
which also implies the process performs an SC.

Consider a process that takes infinitely many steps after calling propagate, then the process takes
infinitely many steps in a specific call of propagate. Assume the process never calls help op, then
the condition in Line 9§ never holds. However, the condition in Line [I03] does not hold after a finite
number of iterations, and the process exists the propagate call. O
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The next claim shows that if there is an active operation, after a finite number of steps, a
propagation of an active operation down the table must occur.

Claim 34. If there is an active operation at the ends of «, after a finite number of steps, an unstable
cell becomes stable in the infinite extension of a.

Proof. Assume no active operation becomes inactive or propagated down the table in the infinite
extension of a. By the assumption, eventually, any SC in the execution happens in help op, and
there are no new active operations. As there are a finite number of active operations, by Lemma [5]
there are a finite number of propagations of active operations before a cell stabilizes. Since an SC
in the extension only stabilizes cells or propagates active operations, eventually, the values in the
table do not change. Before any SC, the executing process reads the updated values of the table,
hence, eventually, there are no attempts to perform an SC, otherwise, since the table is constant,
it must be successful and propagate or deactivate an operation. However, by Claim a process
either returns or performs an SC, contradicting the initial assumption of the claim. O

By Lemma [26] an active operation can be propagated a finite number of times. Thus, by
repeatedly applying Claim [34] and since the number of active operations in the extension is bounded,
eventually, all operations become inactive and the table becomes constant. However, this contradicts
Claim as no process can perform an SC or return. O

4.6 Amortized Step Complexity

This section proves that the amortized step complexity of our hash table is O(c) per operation, where
¢ is the number of potentially-concurrent operations working on the same element (whether they be
lookups, inserts or deletes). Consider a batch of n operations, each invoked by a different process
Assume that the ratio between the number of insertions in the batch and the size of the hash table is
bounded by some constant « € (0, 1)|E| We prove that in expectation over the hash function, even
under a worst-case scheduler that knows the hash function, the total number of steps required to
complete all operations is O(n - ¢). First we sketch the proof and then provide the full details.

4.6.1 Overview of the Analysis

Fix a process p that invokes an operation o on element z (i.e., o € {insert(x), delete(z), lookup(z)}).
Let N be a random variable representing the length of the run that contains h(z), if we schedule all
insertions from the batch prior to scheduling operation o. This is an upper bound on the distance
from h(x) to the “correct location” for element x (the cell where z is stored, or if = is not in the set,
the cell where x would be stored if it were in the set). Also, let P < N - ¢ be the number of processes
working on elements in the same run as z. We design a charging scheme that charges each step
taken by process p to some operation — either its own operation o, or an operation working in the
same run as element z — in such a way that the total charge for any operation is at most O(N? - ¢).
We then prove that if the load on the hash table is bounded away from 1, then E[N?3] = O(1), where
the expectation is over the choice of the hash function. By linearity of expectation, the expected
number of steps required for all operations to complete is O(n - ¢).

The charging scheme assigns to each operation all successful steps performed “on its behalf”,
regardless of which process performed them. Propagating an operation one position forward requires

12This assumption is made to simplify the modeling and analysis, but it is not essential.
3Here, too, a more fine-grained analysis is possible, taking into consideration only elements that are in the hash
table at the same time, but for simplicity we take the total number of insertions as an upper bound.
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only a constant number of successful steps, so the total charge here is O(N). In contrast, failed
steps are charged to the operation whose successful SC caused the failure. For example, if a process
p attempts to propagate an operation o from position ¢ to position ¢ + 1, but some other process
q succeeds in doing so faster than p, then the O(1) steps that process p “wasted” are charged to
operation o; but if ¢’s failure is instead caused by some operation o’ # o making its initial write into
position 7 + 1, then the wasted steps are charged to operation o/. The largest charge is for causing a
process to restart its operation prior to its initial write into the table; the process may have wasted
up to N steps, and all are charged to the operation whose successful SC caused the restart. Each
operation is propagated at most once across each position in the run (at most N positions), and each
propagation step involves a constant number of successful SCs, which each fail up to P processes,
possibly causing them to restart and costing N wasted steps. Thus, the total charge to an operation
is bounded by O(N - N - P) = O(N?3 - ¢).

4.6.2 Amortized Runtime Analysis

We begin by proving that a process that restarts its lookup can “blame” some other process for this:

Lemma 35. Let p be a process that restarts its operation o on element x € U during its lookup stage,
after reading cell i. Then between the time when p last read cell i — 1 and the time it read cell i and
restarted, some insert or delete operation was propagated across cell i — 1.

Proof. Let t;_1 be the time when cell ¢ — 1 was last read prior to restarting, and let ¢; be the time
cell i was read, causing the operation to restart. At time ¢;_1 we had A[i — 1] = (a, b, M) for some
values a,b € U and M € {I,D,S}. If a # x and b # =z, since the process then continued to read
cell 7, we know that b >,, « (otherwise, the operation would either restart at cell ¢ — 1, return, or
make its initial write into cell ¢ — 1). First, assume that M = S and the cell is stable. This must
hold for an insert or delete operation, otherwise p would have helped the operation working on cell
i — 1 and then re-read the cell. If a = = or b = z, the operation would return if it is lookup(x) or
insert(z), and a delete(x) would either make its initial write into cell ¢ — 1 if b = x, or it would step
back to cell i — 2 if a = x and then either make its initial write there, continue moving backwards,
resume moving forwards, or restart at cell i — 2. In all of these cases, time ¢;_1 is not the last time
that cell ¢ — 1 is read prior to restarting at cell i. Thus, we may assume that a # x and b # x. All
together, since cell ¢ — 1 is stable at time ¢;_1 and its lookahead slot is b, the value slot of cell 7 is
also b. If M € {I, D}, then this must be a lookup operation, as explained above. If M = I, then
a # v and b # v, as otherwise, the operation returns. Thus, b >, v. Cell ¢ is read by p between ¢;_1
and t;, and at that time, either the value of cell ¢ changes, which implies there was a propagation
across cell i — 1, or A[i] = (c, %, *) such that ¢ >, v. Since after the operation propagates to cell 4
the value slot of cell i is equal to the lookahead slot of cell i — 1, at time t;_1, either Afi] = (¢, *, %)
or Afi] = (b,*,*). If M = D, then at time ¢;_1, either A[i] = (b, *, %) or A[i] = (c, *, *) such that
b >, c. In the latter case, as p helps the operation working on cell ¢ — 1 after it propagated to cell i,
it must complete its propagation to cell i by stabilizing cell i. Otherwise, either a # v and b # v,
which implies that b >, v, or b = v. Either way, b >,, v. We showed that in all cases, during time
ti, Ali] = (, *,*), where ¢ >, v.

Since we know that the process restarted after reading A[i] at time t;, at that time we had
Ali] = (¢, *,%) and ¢ <p, x. It follows that some operation modified the value slot of cell i from
its previous value, ¢ >, x, to its current value, ¢ <;,, z. This can only happen if some operation
propagated across cell ¢ — 1 and into cell 3. O

For our analysis we also need to bound the third moment of the length of the run to which an

34



arbitrary element belongs. We do this by adapting the analysis from [58|, which bounds the expected
length of the run (i.e., the first moment).

Lemma 36. Let Op be a batch of n sequential operations. For any constants k € Nt and o € (0, 1),
if the load on the table is at most a, then for any element © € U, if N denotes the length of the run
containing position h(z), we have E [N*] = Oy(1).

Proof. As we said, we adapt the analysis of [58|, which partitions the table into dyadic intervals,
and shows that a long run can be “blamed” on some interval having a higher than expected load —
a low-probability event.

Fix the set S C U of elements that are currently in the hash table, and recall that o = |S|/m is
the load on the hash table. For i = 0,...,logm, an ¢-block is a consecutive interval of 2¢ cells starting
from some cell of the form 4 - 2¢ for i > 0, that is, B = [i - 2¢, (i + 1) - 2° — 1]. The load on block B is
given by Lp(B) = [{y € S\ {z}: h(y) € B}|. A block is called nearly full if L,(B) > (1 + 9)a|B|,
where § € (0,1) is a parameter whose value will be fixed later, subject to the constraint that
(1+d0)a<1.

Let R be the run containing 2(z). Asshown in [58] (Lemma 3), for every £ > 0, if | R| € [2¢+2, 26+3),
then one of the 12 consecutive ¢-blocks starting 8 blocks before the ¢-block containing h(x) and
ending 3 blocks, is nearly full. Thus, if P, is the probability that an ¢-block is full, we have

Pr [yR\ e 2442 2“3)] < 12P,.

The expected load on an ¢-block B is given by

2@
E[Ly(B)] = Y Prlh(y) € Bl =S| = 2 a,
yeS\{z}
where a = |S|/m is the load on the table. Thus, if B is nearly full, we have Ly (B) > (14 6)E[Lx(B)].
In [58], the hash function family is assumed to be 5-wise independent, but here we consider a fully
independent hash function familyE so by Chernoff,

Py < Pr[Ly(B) — E[Lp(B)] > (1 + §E[Ly(B)]] < e VELa(B)/3 = g=0%a2(/3,

To bound the expected k-th moment of N, we can write

logm &
E[NF < 1F 428 4 ) (2f+3) P
=0
logm
14
<1+ 2k Z e(€+3)kloge . 6—§2cx2 /3
=0
logm
¢
-1+ ok + Z e(f+3)k10g6762a2 /3'
=0

For sufficiently large ¢, the exponent is bounded from above by —§2a2¢/6, and therefore, for some
constant S > 0, the sum can be written as O(1) + Z;):g’g e 52" = O(1). All together, we have
E[N*] = O(1), where the O(-)-notation hides constants depending on k and a. O

1n fact, as in [58], a t-wise independent hash family for a sufficiently large constant ¢ which depends on k should
suffice.
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For a hash function h : U — [m], a set of n operations Op, each performed by a different process,
and a schedule o € [n]¥, let T (Op, o) denote the total running time of all operations in Op when
h is the hash function and o is the schedule (not counting steps of processes that have already
completed their operation). Let Tj(Op) = max,¢[n« Th(Op, o) be the worst-case running time over
all schedulers. The maximum is well-defined: let 7;(Op) be a tree representing all possible executions
of the operations in Op with the hash function h: every node of 7,(Op) represents a prefix of an
execution, and has at most n children, one for each process that may take the next step, if it has
not completed its operation yet. Nodes representing execution prefixes where all operations have
completed have no children. By lock-freedom, every path in 7, (Op) is finite, as under every schedule,
all operations eventually complete. Also, the tree has finite branching factor (at most n). Thus, by
Kénig’s Lemma, the tree must be finite, and T, (Op), which is the depth of the tree, is well-defined.

Given the contents A : [m| — U x U x {S, I, D} of the hash table, we define the target position
pos(x) of an element x € U as follows:

e If there is a cell ¢ such that A[i] = (a,b,*) where either a = x or b = x, then pos(zx) is the
closest index of such a cell to h(z) (in the sense of the directed distance going forward from

h(z)).

e Otherwise, pos(x) is the index of the closest cell i to h(z) such that A[i] = (a,b, x), with
a>p; & >py, b

Lemma 37. Fiz a set Op of n operations, and let ¢ be the mazimum number of operations working
on the same element (whether they be insertions, deletions or lookups). If 0 < a < 1 for some
constant o, Then

En [Th(Op)] = O(n - ¢).

Proof. For a fixed hash function h : Y — [m], and an operation o; € Op on element x € U, define:

e N; = Nj(h): the length of the run containing h(x) — 1, if we scheduled all the insertions from
the batch Op and then o;. This is an upper bound on the distance from h(z) to pos(x) at any
point in any execution prefix of Op.

e P, = Pi(h) < N; - c: the number of processes whose elements belong to the same run as
operation o;’s element.

We account for the steps of an operation o € Op on element x € U as follows.

e In the lookup phase, steps where the process moves from h(z) — 1 to pos(x) and does not help
another operation:

— If the process ultimately restarts, then all steps taken in the current pass from h(z) — 1
to the location where the lookup restarts are charged to some insert or delete operation
that caused the discrepancy: by Lemma some insert or delete must have propagated
across the position the process read just prior to restarting, and we charge this operation
(or one of them, if there are multiple). Since an operation only propagates at most once
over each position in the table, it can only be blamed once by each process for each

position in the run. Therefore the total charge to any operation incurred by all restarts is
O(N; - N; - P;)) = O(N} - ¢).
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— If the process does not restart, this pass is charged to operation o itself. The total charge
is O(1V;), as this is the maximum possible distance from h(z) — 1 to the target position
pos(x) where the process either returns or attempts to make its initial write.

e Failed initial writes, along with the pass from h(z) — 1 to the target location that preceded
(at most N; + 1 steps), are charged to the operation whose successful SC caused the failure.
Since operations propagate at most once across any location, and propagating one step
forward involves a constant number of successful SCs, the total charge to an operation is

e The successful initial write of an insert/delete operation o is charged to operation o itself.

e Following the initial write, steps that help an operation o’ are charged as follows. Propagating
o' one step forward can be broken up into a constant number of stages, each of which consists of
a constant number of LLs, followed by a VL or SC. After all stages are successfully completed,
the operation moves forward one location. This excludes “clearing the way” by helping other
operations advance (e.g., when two consecutive cells are unstable, the first cannot advance
until the second becomes stable), as those steps will be charged to the other operations.

Successful stages in the propagation of o' are charged to o’. On the other hand, failed stages
(i.e., those that end with a failed VL or SC) are charged to:

— Operation o, if the successful SC that caused the failure is part of the propagation of o';
or

— An operation o” whose initial write caused the failure.

These are the only two possibilities for a failed stage. The total charge to each operation is at
most O(1) per process and location in the run, as each operation propagates at most once across
each location in the run. Therefore the total charge for an operation is O(N; - P;) = O(N? - ¢).

The total charge to an operation o is bounded by O(NZ-3 - ¢). Ignoring constants, the total cost of
scheduling all n operations is bounded by

n
c- g N3.
i=1

This is true for any schedule, and therefore it is true also for the maximum over all schedules. Since
E[N?] = 1, in expectation the total cost is O(n - ¢). O

5 Lower Bounds for History-Independent Dictionaries

To prove the lower bound (formalized below in Theorem we first use two properties of canonical
memory assignments that serve as obstacles for wait-free history-independent dictionary implemen-
tations (see Theorem [38| below). We focus on the case where the number of memory cells m is
smaller than the universe size |U|. (If m = |U| then there is a trivial implementation where every
memory cell represents a single element in the universe, and is set to 1 if the element is in the set, or
0 otherwise.) Let can(gq) denote the canonical memory representation of state g € Q.

The first property captures a scenario where for some element v € U, no single memory cell
indicates whether v is in the set: for every memory cell £, there exist two states g, ¢’ of the set where
memory cell £ has the same value (can(q)[¢] = can(¢’)[{]), but state ¢ includes v while ¢’ does not.
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Property 1. For element v € U, there exists an wnitial configuration Cy such that for every
0 < ¢ < m, there are states q,q' € Q such that v € ¢, v ¢ q and can(q)[¢] = can(q’)[(].

When the implementation uses read-modify-write primitives, we can show that any wait-free
history-independent implementation induces a canonical memory assignment where no element
satisfies Property [Il These primitives read a memory cell and write a new value that depends on
the old value in one atomic step. In the case of the LL/SC primitive, where the new value may
depend not only on the current state of the cell but also on the history of previous operations, we
must introduce an additional property to reach the same impossibility result. The second property
captures a scenario where for some element v € U, a memory cell cannot have the same value across
all states that include v or all states that do not include v.

Property 2. For element v € U, there exists an initial configuration Cy such that for every
0 < £ < m, there are states q1,q},q2,q5 € Q where can(q1)[¢] # can(q})[€] and can(q2)[¢] # can(g)[¢],
but v € q1,q) and v & qa,db.

Although Properties [I] and [2] are properties of individual elements, we abuse the terminology by
saying that an implementation satisfies Property [1| (resp. Property [2]) if some element satisfies Prop-
erty |1| (resp. Property . We abuse the terminology even further by saying that an implementation
satisfies both properties if there is some element that satisfies both at the same time.

In the proof of the next theorem, we construct two executions «g, a1, such that in «q, element v
is not in the dictionary throughout, and in a1, element v is in the dictionary throughout; however,
there is a lookup(v) operation that cannot distinguish ag from «;, and therefore cannot return. To
“confuse” the lookup operation, every time it accesses a cell £ using an operation whose behavior
depends only on the cell’s current value (such as read/write or compare-and-swap), we use Property
to extend executions ag, 1 in a way that the reader cannot distinguish between them and gain
clear-cut information about the presence of v in the dictionary; and if the access is using VL or SC,
we use Property [2] to first “overwrite” the value of cell ¢, ensuring the VL or SC returns false in
both executions. Since the lookup operation cannot distinguish a from o/, it is doomed to return an
incorrect answer in one of them (or to never return). The full proof appears in Section .

Theorem 38. There is no SQHI implementation of a dictionary with a wait-free lookup operation
and obstruction-free insert and delete operations from read-modify-write and LL/SC primitives that
induce a canonical memory assignment satisfying both Property[1 and Property[3

5.1 Proof of Theorem [3§

Consider a SQHI implementation with wait-free lookup operation that, for initial configuration Cy,
induces an assignment can that satisfies both Property [I] and Property 2| The properties imply
there is an element v € U such that for every 0 < ¢ < m there are states ¢,q¢ € @ such that
v € q, v ¢ qand can(q)[l] = can(¢')[¢], and states q1, ¢}, g2, ¢4 € Q where can(q1)[¢] # can(¢})[¢] and
can(q2)[¢] # can(qh)[¢], but v € q1, ¢} and v ¢ qa, ).

We consider executions of the implementation with two processes, a “reader” process r that
executes a single lookup(v) operation and a “writer" process w that repeatedly executes insert and
delete operations. The executions that we construct have the following form:

S1,7r1,S2,r2, ..., Sk, Tk,

where S; is a (possibly empty) sequence of operations executed by the writer process, during which
the reader process takes no steps, and r; is a single step by the reader process. We abuse notation
and for k = 0 we get an empty execution.
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In any linearization of @ = Sy, 71, ..., Sk, rE, the operations in the sequences 51, ..., S, must be
linearized in order, as they do not overlap. Furthermore, the lookup(v) operation carried out by the
reader is not state-changing. Thus, the linearization of « ends with the object in state ¢, where ¢ is
the state reached by applying the operation’ sequence S, ..., S, from the initial state. We abuse
the terminology by saying that the execution “ends at state ¢”.

We say that an execution o = S1,r1, 52,79, ..., Sk, Tk avoids (never avoids) v if for every state g
traversed during the sequence of operations Sy, S, ..., Sk, not including the initial state, we have
v ¢ q (v € q). An empty execution « both avoids and never avoids v; this is fine for our purposes,
because the reader only starts running after the first operation’ sequence Sj.

Lemma 39. If execution a = S1,71, ..., Sk, rp avoids (resp., never avoids) v € U, then the lookup(v)
operation can only return the value false (resp., true) at any point in «.

Proof. Fix an execution a = S1,71, 52,79, ..., Sk, rr and note that in any linearization, the operations
in the sequences S1, ..., S, must be linearized in-order, as they are non-overlapping operations by
the same process. The lookup(v) operation cannot be linearized before the first sequence S, because
it is only invoked after this sequence of operations completes. Thus, the lookup(v) operation either
does not return in «, or it is linearized after some operation in a sequence S;, 1 < j < k. In the
latter case, if a avoids v, the lookup(v) operation is linearized after a state that does not contain
element v and returns false. Similarly, if & never avoids v, the lookup(v) operation is linearized after
a state that contains element v and returns true. O

To build an execution that avoids or never avoids v, we need to traverse between two states in a
way that preserves the absence or presence of v in the set:

Lemma 40. Let v € U. For every two states q1,q2 € Q such that v € qa (resp., v & q2), there is a
sequence of operations seq(qi, q2) that takes the set from state q1 to state g and goes through only
states that include v (resp., do not include v), not including the starting state q;.

Proof. If v € g2 and v ¢ qi, the sequence seq(q1,q2) begins with an insert(v) operation. If v ¢ go
and v € q1, the sequence seq(q1,q2) begins with an delete(v) operation. The sequence seq(q1,q2)
continues with a delete(u) operation for each element u € ¢; \ g2 in an arbitrary order, and then
with a insert(u) operation for each element u € g2 \ ¢; in an arbitrary order. Since all the elements
not in ¢ and in ¢; are removed and elements in g3 and not in ¢; are inserted, this sequence takes
the set from state g1 to state go. If v € go, element v is inside the first inner state, and since it is
never removed, any inner state between the two states also includes element v. Similarly, if v ¢ g,
element v is not inside the first inner state, and since it is never inserted, any inner state between
the two states also does not include element v. O

For the purpose of the impossibility result, we assume, that the local state of a process p
contains the complete history of p’s invocations and responses. Two finite executions a1 and as
are indistinguishable to the reader, denoted aq ~ s, if the reader is in the same state in the final
configurations of o and ao.

Lemma 41. Fiz k > 0, and suppose we are given two executions of the form aj = Si,r1,.. ., S’,i, Tk

T . .
and oy = Sf,n, .. .,S,%,rk such that o ~ as, a1 avoids v and as never avoids v. Then we can
extend oy into an execution oy = Si,r1,.. -7511,7"k35é+177“k+1 that also avoids v and ag into an

. . T
execution oy = ST, 71, ..., Sp, Ty Spoq, T that also never avoids v, such that oy ~ of.
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Proof. By assumption, the reader is in the same local state at the end of both executions a1 and asg
and so its next step is the same in all of them. Let cell £, 0 < ¢ < m, be the memory cell accessed
by the reader in its next step in both executions.

Since can satisfies property [1] for element v, there are states ¢, ¢’ € @ such that v € ¢, v ¢ ¢’ and
can(q)[¢] = can(q)[¢]. Let ¢ be the state a; ends at, and g2 the state ay ends at. Since can satisfies
property [2| for element v, there a state ¢} such that v ¢ ¢} and can(q1)[¢] # can(q})[¢]. Similarly,
there a state ¢4 such that v € ¢} and can(g2)[¢] # can(q})[¢].

We extend a; = Si,r1,...,S%, 7 into o) = St,7q,.. '7S]1+15Tk+1a by appending a sequence
of complete operations S} 11 = seq(q1,q1)seq(qy,q") according to Lemma , followed by a single
step of the reader. The resulting execution still avoids v by Lemma 40| as v ¢ ¢},q¢". We extend
g = S%,rl,...,Sg,rk into afy = S’%,rl,...,S,%H,rkH, by appending a sequence of complete
operations S7 11 = seq(q2,q3)seq(q5, q) according to Lemma , followed by a single step of the
reader. Since we assume inserts and deletes are obstruction-free, there is such an execution. The
execution still never avoids v by Lemma as v € ¢h,q. If the reader’s next step is an SC or VL
operation, since can(q1)[¢] # can(q})[¢] and can(g2)[¢] # can(q})[¢], the value of cell £ changes since
the reader’s most recent LL in both executions. Hence, the SC or VL operation must fail in both
o) and of,. Otherwise, since o) ends at state ¢’ and o, ends at state ¢, and can(q)[¢] = can(¢')[¢],
when the reader takes its step, it observes the same state and response for the memory cell ¢ that it
accesses in both executions. Therefore, the reader cannot distinguish the new executions from one
another. O

Proof of Theorem[38 We construct two arbitrarily long executions, in each of which a lookup
operation takes infinitely many steps but never returns. The construction uses Lemma [41] inductively:
we begin with empty executions, af and aj. These executions trivially satisfy the conditions of
Lemma [1] as the reader has yet to take a single step in any of them and is in the same local state
in both executions. We repeatedly apply Lemma 41| to extend these executions, obtaining for each
k > 0 two executions of and o, such that of avoids v, a§ never avoids v and the reader cannot
distinguish the executions from one another.

Suppose for the sake of contradiction that the reader returns a value bool at some point in a’f.
Then it returns the same value bool at some point in execution aé , as it cannot distinguish these
executions, and its local state encodes all the steps it has taken, including whether it has returned a
value, and if so, what value. However, by Lemma [39] the reader can only return the value false in

execution o and the value true in execution o, in contradiction. O

5.2 Natural Assignments

We now consider natural assignments, where each memory cell can hold either a hash of an element
that is currently in the dictionary, or L, indicating a vacancy (it is permitted to store multiple copies
of the same element in memory.) The next definition formalizes the notion of natural assignments:

Definition 1. An assignment can is natural if for every state ¢ € Q:
1. For every 0 < { < m, either can(q)[¢] = L or can(q)[¢] € q.
2. For every v € q there is an 0 < ¢ < m such that can(q)[{] = v.

A natural assignment with k-bits metadata is an assignment can such that for every ¢ € Q,
can(q) = (cannat(q), meta(q)), where canyy is a natural assignment and meta : Q@ — {0, l}k is an
arbitrary mapping of () to k bits of information.
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The proof of theorem [2] uses Property [I]and Property [2] First, we show that a natural assignment
using m < u memory cells cannot avoid satisfying Property (1, and for sufficiently large u, the
same holds for a natural assignment with O(logu)-bit metadata using m < y/u memory cells. A
(u, n)-dictionary is a set that contains at most n elements from a domain of size wu.

Lemma 42. Consider a natural assignment with k-bits metadata to the state space of an (u,n)-
dictionary, k > 0, n > 2 and m < u. If k =0, the assignment satisfies Property[1. Furthermore,
for k = [logu] + ¢, where ¢ is a constant, n > 3 and m < \/u, there exists a sufficiently large u for
which the assignment satisfies Property [1]

Proof. We show the following claim:

min(t+1,n) (t+1

Claim 43. If m < u/t such that t < =*=° £ _ 2, then can satisfies Property .

2k
Proof. Let 0 < £ < m and assume that for ¢t + 1 distinct elements vy,...,v41 € U, for every
J € [t +1] and all states ¢, ¢’ € Q such that v; € ¢ and v; ¢ ¢, can(q)[¢] # can(q')[4].
We can partition the state set ) according to the elements vy, ..., v¢41 as follows: The set X;, | .,

where i; € {0,1}, j € [t + 1], and for at most min(¢ + 1,n) locations i; = 1, contains all the states
q € @ such that v; € ¢ if and only if i; = 1. The number of sets in this partition is Zﬁg(tﬂm) (tJlrl).
Consider two sets Xj, 4, ., # Xi’l,...i;+1 and states ¢ € X, 4,,, and ¢’ € Xi’p---,iéﬂ' As for some
j €[t +1]d; # i, either v; € g and v; ¢ ¢’ or v; € ¢’ and v; ¢ ¢, and can(q)[¢] # can(q')[¢]. This
implies that there are at least Zﬁg(tﬂ’n) (tJlrl) distinct values in the /-th entry of the canonical
representations of all the states.

Consider states that contain only elements of {v1,...,v;41}. For every such state ¢, since can is
natural, can(q)[¢][0] € {L,v1,...,ve+1}. Hence, the number of distinct values in the ¢-th memory cell
for these states is at most (t+2)2*. However, by the lemma assumption, (t+2)2F < Y20 (t+Lm) (t”lLl),
in contradiction.

This shows that for every 0 < £ < m there are at most ¢ elements v € U, where for all states
¢,q € @ such that v € ¢ and v ¢ ¢/, can(q)[¢] # can(¢’)[¢]. Thus, this inequality holds for at most
t - m < u elements over all memory cells and there is at least one element for which Property

holds. O

For k = 0, the inequality in Claim [43] holds for ¢ = 1, which proves the first part of the lemma.
Assume that k = [logu| + ¢ for a constant ¢. For n > 4 and ¢t > 3, we get that

min(t+1,n)

3 EHLY [t t4
l 4 24
=0
By setting t = \/u, we get
min(t+1,n) /t4+1
(=0 (z)_2> tt _ u? 9
2k 24-2k 24 .2[ogul . 2c

Since ¢ is a constant and u?/ Mlogul — O(u), for a sufficiently large u, the following inequality
holds: /u < u?/24 - ollogul . 9¢ _ 9 Thus, by Claim the assignment satisfies Property |1| for
m < yu=u/t. O

Next, we show that if the dictionary is allowed to contain m elements, then Property [1] implies
Property [2| for the same element.
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Lemma 44. Consider a natural assignment with k-bits metadata can to the state space of a (u,m)-
dictionary. If Property[]] holds for element v then Property[d also holds for element v.

Proof. Let element v be some element for which Property [2| does not hold. This implies that
Property [2] also does not hold for the underlying natural assignment can,,;. We show that this
implies that Property [I] also does not hold for element v, which proves the lemma. Since Property
does not hold, for some memory cell £, either there is some value x such that for all ¢ € Q) where
v € g we have canpq(q)[¢] = x, or there is some value z such that for all ¢ € Q where v ¢ ¢ we have
cannqt(q)[] = .

Consider the first case, where for all states ¢ that contain v we have cany,q(q)[¢] = z. If z = v,
then Property (1] is violated for v: in every state ¢’ such that v ¢ ¢’ we have can,.:(¢')[¢] # v (by
definition of natural assignments), and in every state ¢ such that v € ¢ we have can,q(q)[¢] = v,
so in every pair of states ¢, such that v € ¢ but v ¢ ¢’ we have can,q(q)[¢] # can(q’)[¢], violating
Property |1l The only other possible value for x is L, because there exists a state, ¢ = {v}, where
every memory cell stores either v or L, and since v € ¢, we have can,q(q)[¢(] = x. But this also
cannot be: let ¢’ be a set of m elements, including v. In can,:(q), every memory cell must store
some distinct element, and in particular we cannot have canyq.(q)[¢] = L.

Now suppose that for all states g that do not contain v we have can,q(q)[¢] = x for some value z.
Then we must have x = L, because in state (), which does not include v, all base elements store L.
But on the other hand, there exists a state ¢’ containing m elements distinct from v (since m < u),
and in can,,:(¢’), we cannot have any cells that store L. Therefore this case is impossible. O

Theorem [38] which we prove below, together with Lemma [4] and Lemma [42] prove the following
theorem:

Theorem 45 (Theorem [2} stated formally.). Given any collection of memory cells supporting any
read-modify-write shared memory primitive operations as well as LL/VL/SC, there is a no wait-free
SQHI implementation of a (u, m)-dictionary from m < u memory cells whose canonical memory
representation induces a natural assignment. Furthermore, for a sufficiently large u, the same holds
for implementations from 3 < m < \/u memory cells, whose canonical memory representation
induces a natural assignment with k-bits metadata such that k = [logu] + ¢ for some constant c.

5.3 Designing a History-Independent Linear-Probing Hash Table

In this section, we consider a general linear probing hashing scheme with an arbitrary total priority
ordering for each cell 0 < i < m, which can be compared using the binary relation <,,. Using the
linear probing scheme of [16,/45], the hash function h and the collection of priorities determine a
unique canonical representation for each state in @, let can be this assignment. (See the description
for Robin Hood hashing in Section , replacing the specific priorities with general ones.) For
simplicity, we assume that the maximal number of elements that can be stored in the table is m — 1,
that is, it is not fully occupied. In previous work, both the insert and delete operations of this
scheme assume there is an empty cell in the table [16]. Specifically for Robin Hood hashing, we
showed that deletion also works when there is no empty cell, and the propagation of the operation
ends before reaching the initial hash location of the deleted element (Lemma . In this section, we
prove that the priority scheme in Robin Hood hashing is the only scheme that has the key property
on which our algorithm is based. First, we define linear assignments, which are assignments where
elements move at most one cell during an insertion or deletion. We show that if an assignment is
not linear, it cannot satisfy the property. Finally, we show that linear assignments and Robin Hood
hashing are equivalent.
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5.3.1 Linear Assignments

Our algorithm requires that for every ¢ € @ and v ¢ ¢, we can determine that v is not part of ¢ by
only reading two consecutive cells in can(q). We show that the underlying assignment can must be
linear to satisfy this property. In a linear assignment, for every ¢ € @ and v ¢ ¢, the position of
every v’ € ¢ moves down at most one cell in can(q U {v}) compared to can(q).

The next lemma gives an equivalent definition to linear assignments that considers deletion
instead of insertion.

Lemma 46. Consider an assignment can, the following two statements are equivalent:

1. Let g € Q, q #0, and v € q, the position of every v' € ¢\ {v} moves up at most one cell in
can(q \ {v}) compared to can(q).

2. Let g € Q and v ¢ q, the position of every v' € ¢ moves down at most one cell in can(qU {v})
compared to can(q).

Proof. Assume that for every ¢ € Q, q # (), and v € g, the position of every v € ¢\ {v} has moved
up at most one cell in can(q) compared to can(q \ {v}). Let ¢ € Q and v ¢ ¢, by the assumption the
position of every v' € ¢ has moved up at most one cell in can(q) compared to can(q U {v}). This
implies that every v' € ¢ has moved down at most one cell in can(q U {v}) compared to can(q).
Assume that for every ¢ € @ and v ¢ ¢, the position of every v’ € ¢ has moved down at most
one cell in can(q U {v}) compared to can(q). Let ¢ € Q, ¢ # 0, and v € ¢, by the assumption the
position of every v' € @ has moved down at most one cell in can(q) compared to can(q \ {v}). This
implies that every v/ € ¢ has moved up at most one cell in can(q \ {v}) compared to can(q). O

We prove that if can is not linear, then for some ¢ € @ such that v ¢ ¢, we cannot determine
that v is not in ¢ only by reading two consecutive cells in can(q). This is because the values of
any two consecutive cells in can(q) are the same as those in can(q’) for some state ¢’ where v € ¢'.
Intuitively, if a deletion causes an element to move two cells up compared to its initial location, an
assignment with a lookahead only to the next cell will not detect this deletion in the cells in between
this change (except for the last cell before the initial location of the element). This allows us to
“hide” this element in different parts of the table, making a part of the table look identical to a table
without this element. Let dist(j,7) = (i — 7) mod m, 0 < i,7 < m, be the distance of position i from
starting position j, and let pos(q,v), v € g, be the position of element v in can(q).

Lemma 47. If the assignment can is not linear, then there is state ¢ € @Q and element v ¢ q
such that for every 0 < i < m there is ¢ € Q such that v € ¢ and can(q)[i] = can(¢')[i] and
can(q)[i + 1] = can(q’)[i + 1].

Proof. Since can is not linear, there are ¢ € @, ¢ # 0 and v € ¢, and element v' € ¢\ {v} that
moves up at least two cells in can(q) compared to can(q \ {v}). Deleting element v from ¢ results
in a chain of elements that move up along the table, v = vp,..., v, & > 1. Element v;_q is
replaced with element v;, 1 < 57 <k, and the value viy41 = L is placed in the cell where the last
element vy was. By the assumption, element v is part of the chain, hence, v; = v/ for 1 < i < k
and dist(pos(q,vi—1), pos(q,v;)) > 1. For any element u € ¢ such that pos(q,vj—1) < pos(q,u) <
pos(q,vj), i.e., u is placed in between v;_; and v; in can(g), it must hold that rank(u, pos(q,vj_1)) >
rank(u, pos(q,u)), hence, such element can only possibly move because of a deletion of an element
between these positions.

Since |q| < m — 1, there is an empty cell in the can(g). This implies the deletion of element
v; from ¢, 1 < j < k results in the deletion chain v;,...,v;. Let u be the element in position
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can’(q\{v:i})  can’(g)  can*(¢\{u}) can’*(¢\ {vo})
Vo . (] . Vo (%1}
U1 ce U1
U1 U1 V1 (%)
Vi—1 ce Vi—1
Vi—1 . Vi—1 ce Vi—1 (o
u .. u
U Vi+1 U (% U Vi1
Vi1 . v; Vi+1 . Vi4+1
o i e oo L e
1 e Vi 1 e 1
Vo PN ce Vo

Table 1: Illustrating the proof of Lemma

pos(q,v;) + 1 in can(q) and consider the deletion of this element from ¢. In can(q\ {u}), the position
of v; is pos(q,v;) + 1 and the position of vy for i < j < k is pos(q,vj). The position of all other
elements remain the same in can(q \ {u}) as in can(q).

Consider the deletion of v; from ¢. In can(q \ {v;}), the position of v;j41 is pos(q,v;), i < j <k,
and the position of all other elements remain the same in can(q \ {v;}) as in can(q). Let can? be
the assignment can, where each cell also includes the value of the next cell. We divide the table
into three parts, in each part can?(q \ {v;}) is equal to can?(q), can?(¢\ {vo}) or can?(q \ {u}) (see

Figure :

1. Between pos(q,vo) and pos(q,vi—1) + 1, can(q \ {v;}) is equal to can(q), which implies that
between pos(q,vo) and pos(q,vi_1), can?(q \ {v;}) is equal to can?(q).

2. Between pos(q,vi—1) + 1 and pos(q,v;), can(q \ {vi}) is equal to can(q \ {vo}), which implies
that between pos(q,v;_1) + 1 and pos(q,v;_1) — 1, can®(q \ {v;}) is equal to can?®(q \ {vo}).

3. Between pos(q,v;) and pos(q,vp), can(q \ {v;}) is equal to can(q \ {u}), which implies that
between pos(q,v;) and pos(q,vg) — 1, can?(q \ {v;}) is equal to can?(q \ {u}).

Since v; ¢ ¢\ {v;} and v; € ¢,¢ \ {vo}, ¢\ {u}, this concludes the proof. O

5.3.2 Linear Assignments are Equivalent to Robin Hood Hashing
For a given hash function h consider the next collection of priorities:

Definition 2 (Age-rules [45]). For every 0 < i < m and elements vi,v2 € U, if rank(vy,i) >
rank(va, i) then v >p, v, and if rank(vi,i) < rank(va,i) then vi <, va, otherwise rank(vi,i) =
rank(ve, i) (i.e., h(v1) = h(ve)), the priority is determined according to some fized total order < on
the elements in U.

It is easy to see that using age-rule is equivalent to Robin Hood hashing |18|, with tie-breaking
using some given total order, where the priority is given to elements that are further away from their
initial hash location. Next, we prove that linear assignments must use age rules.

The next lemma shows that age rules yield a linear assignment:

Lemma 48. An assignment can induced by a hash function h and age-rules is linear.
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Proof. Assume the priority functions are determined by age rules and can is not linear. Then
there are ¢ € @, ¢ # 0 and v € ¢, and element v € ¢\ {v} that moves up at least two cells
in can(q) compared to can(q \ {v}). Deleting element v from ¢ results in a chain of elements
that move up along the table, v = vp,...,v;, K > 1. By the assumption, element v’ is part
of the chain, hence, v; = v/ for 1 < i < k and dist(pos(q,vi—1), pos(q,v;)) > 1. Let u be the
element in pos(q,v;—1) — 1. Since wu is not part of the deletion chain and is positioned between
vi—1 and v;, rank(u, pos(q,vi—1)) > rank(u,pos(q,v;—1) — 1). This can only happen if h(u) =
pos(q,vi—1) — 1 = pos(q,u). In addition, since the value v;_; is replaced with v; in the deletion chain,
rank(vi, pos(q,vi—1)) < rank(v, pos(g,v;)). In the deletion of v; from ¢, u stays in the same position
in can(q \ {vi}) as in can(q). Since rank(v;, pos(q,vi—1) — 1) < rank(v;, pos(q,v;)), in the insertion
of v; to ¢ \ {v;} the insertion process examines u and finds that u >p,s(g,0,_,)—1 vi- Therefore, by
the choice of priority functions, rank(u, pos(q,vi—1) — 1) > rank(vi, pos(q,vi—1) — 1). However, we
get that 0 = rank(u, pos(q,vi—1) — 1) > rank(v;, pos(q,vi—1) — 1) > rank(v;, pos(q,vi—1)) > 0, in
contradiction. 0

Next, we show that a choice of priorities other than age-rules yields a non-linear assignment:

Lemma 49. Consider a linear assignment can, for any q € Q and u,v # L, if u is in position i in
can(q) and v is in position © + 1 # h(v) in can(q), then rank(u,i) > rank(v,i).

Proof. Assume there is a ¢ € @ and u,v # L such that u is in position ¢ in can(g), v is in position
i+1# h(v) in can(q) and rank(u,i) < rank(v,i). All positions between h(u) and i must be occupied
by some element. Similarly, all positions between h(v) and i + 1 must be occupied by some element.
Let ¢’ be the state resulting from deleting all elements between h(u) and ¢ — 1 in can(g). This results
in u being in position h(u) in can(q’) and v in position h(u) + 1 in can(q’) since v is not in its hash
location in can(q) and rank(v, h(u) + 1) < rank(v,7). Let ¢” be the state resulting from deleting the
element in position h(u)+ 1 in can(q’). Since u is in its hashing position in ¢’ it will not go up a cell
in can(q”). It must hold that rank(v, h(u) — 1) < rank(v, h(u) + 1) and v prefers to be two positions
above its current position in can(q’). However, this contradicts the linearity of the assignment. [J

6 Related Work

History-independent data structures. Efficient sequential history-independent data structure
constructions include fast HI constructions for cuckoo hash tables [44], linear-probing hash tables |16]
26|, other hash tables [16}45], trees |1},41], memory allocators |26,/45], write-once memories [43],
priority queues |17], union-find data structures [45], external-memory dictionaries |13}22-24], file
systems [8]|10L|11},|51], cache-oblivious dictionaries [13|, order-maintenance data structures [16],
packed-memory arrays/list-labeling data structures [13,/14], and geometric data structures [59].
Given the strong connection between history independence and unique representability [27,28|, some
earlier data structures can also be made history independent, including hashing variants [2}/18],
skip lists [48], treaps [5], and other less well-known deterministic data structures with canonical
representations |[3,4,49,|55,|57]. There is work on the time-space tradeoff for strongly history-
independent hash tables, see e.g., [37-39] and references therein.

The algorithmic work on history independence has found its way into systems. There are now
voting machines [15], file systems [8-10], databases [11,47,/52], and other storage systems [19] that
support history independence as an essential feature.

History independence for concurrent data structures. To our knowledge, the only work to
study history independence in a fully concurrent setting is [7], which investigated several possible
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definitions for history independence in a concurrent system that might never quiesce. Several lower
bounds and impossibility results are proven in |7]. In particular, it is shown that if the observer is
allowed to examine the memory at any point in the execution, then in any concurrent implementation
that is obstruction free, for any two logical states ¢, ¢ of the ADT such that some operation can
cause a transition from ¢ to ¢/, the memory representations of ¢, ¢ in the implementation must
differ by exactly one base object. This rules out open-addressing hash tables, unless their size is |U|,
because it does not allow us to move elements around.

Sequential hash tables. There are several popular design paradigms for hash tables, including
probing, both linear and other probing patterns (e.g., |2,/18,32}:35,/40]); cuckoo hashing [46]; and
chained hashing [36]. These can all be made history independent [16}[26,44,|45|, typically by imposing
a canonical order on the elements in the hash table. This involves moving elements around, which
can be challenging for concurrent implementations. Notably, for sequential history-independent hash
tables, history independence does not come at the cost of increasing the width of memory cells—it
suffices to store one element per cell; our work shows that in the concurrent setting, storing one
element per cell is not enough.

Concurrent hash tables. There is a wealth of literature on non-history-independent concurrent
hash tables; we discuss here only the work directly related to ours, which includes concurrent
implementations of linear probing hash tables in general, and Robin Hood hashing in particular. We
note that while |7] gives a universal wait-free history-independent construction that can be used to
implement any abstract data type, including a dictionary, the construction does not allow for true
concurrency: processes compete to perform operations, with only one operation going through at a
time. In addition, the universal construction of [7] uses memory cells whose width is linear in the
state of the data type (in the case of a dictionary, the size of the set that it represents), and in the
number of processes.

There are several implementations of concurrent linear-probing hash tables, e.g., [21,56]. It is
easier to implement a concurrent linear-probing hash table if one is not concerned with history
independence: since the elements do not need to be stored in a canonical order, we can simply place
newly-inserted elements in the first empty cell we find, and we do not need to move elements around.
Tombstones can be used to mark deleted elements, thus avoiding the need to move elements once
inserted.

As for Robin Hood hashing, which gained popularity due to its use in the Rust programming
language, there are not many concurrent implementations. Kelly et al. [34] present a lock-free
concurrent Robin Hood hash table that is not history independent. Their design is based on a
k-CAS primitive, which is then replaced with an optimized implementation from CAS [6]. This im-
plementation uses standard synchronization techniques that require large memory cells: timestamps,
operation descriptors, and so on. Bolt [33] is a concurrent resizable Robin Hood hash table, with a
lock-free fast path and a lock-based slow path. This implementation is not lock-free, although it
does avoid the use of locks in lightly-contended cases (the fast path).

Shun and Blelloch [54] present a phase-concurrent deterministic hash table based on linear
probing, which supports one type of operation within a synchronized phase. Different types of
operations (inserts, deletes and lookups) may not overlap. The hash table of [54] is based on the
same history-independent scheme used in [16}/45]. In this scheme, each memory cell stores a single
element; this does not contradict our impossibility result, because none of these implementations
support overlapping lookups and operations that modify the hash table (inserts and/or deletes).
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