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Abstract—Federated Learning (FL) enables collaborative
model training across decentralized devices without sharing
raw data, but it remains vulnerable to poisoning attacks that
compromise model integrity. Existing defenses often rely on
external datasets or predefined heuristics (e.g. number of ma-
licious clients), limiting their effectiveness and scalability. To ad-
dress these limitations, we propose a privacy-preserving defense
framework that leverages a Conditional Generative Adversarial
Network (cGAN) to generate synthetic data at the server for
authenticating client updates, eliminating the need for external
datasets. Our framework is scalable, adaptive, and seamlessly in-
tegrates into FL workflows. Extensive experiments on benchmark
datasets demonstrate its robust performance against a variety
of poisoning attacks, achieving high True Positive Rate (TPR)
and True Negative Rate (TNR) of malicious and benign clients,
respectively, while maintaining model accuracy. The proposed
framework offers a practical and effective solution for securing
federated learning systems.

Index Terms—Federated Learning, Poisoning Attacks, Syn-
thetic Data Generation, Byzantine Resilience, Adversarial Ro-
bustness, Model Authentication, Secure Federated Learning.

I. INTRODUCTION

N an era of data-driven artificial intelligence, organizations

increasingly rely on large-scale machine learning models
trained on vast amounts of user data. From personalized
recommendation systems to predictive healthcare analytics,
the success of these models hinges on access to diverse and
representative datasets [/1].

However, collecting and centralizing user data raises se-
rious privacy concerns, as evidenced by high-profile data
breaches and regulatory actions. Notable incidents, such as the
Facebook-Cambridge Analytica scandal [2] and the Equifax
data breach [3]], have underscored the risks of centralized data
storage and processing. These incidents not only resulted in
significant financial penalties and reputational damage but also
eroded public trust in data-driven technologies. Companies
such as Google and Facebook have faced substantial penalties
for mishandling user data, with fines reaching billions of
dollars under regulations like the General Data Protection
Regulation (GDPR) [4] and the California Consumer Privacy
Act (CCPA) [5]. The rising awareness of digital privacy has
fueled the demand for decentralized learning paradigms that
minimize data exposure while enabling collaborative model
training. However, compliance with these regulations often
conflicts with the need for large-scale data analysis, creating
a pressing challenge for organizations.
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Federated Learning (FL) [6]] has emerged as a promising so-
lution to address this challenge, enabling collaborative model
training across decentralized devices without sharing raw data.
By keeping data on local devices and only sharing model
updates, FL preserves privacy while facilitating the develop-
ment of powerful machine learning models. This approach has
gained traction in applications ranging from healthcare [1] to
finance [7]], where data sensitivity and regulatory compliance
are paramount. Despite its advantages, FL faces significant
threats, especially from poisoning attacks [8]—[15]], where
malicious actors exploit the decentralized nature of FL to
compromise the training process.

Poisoning attacks can be categorized as untargeted at-
tacks [13[|-[[15]], which degrade the global model’s perfor-
mance, and targeted attacks [12], where an adversary ma-
nipulates the model’s behavior towards a specific goal. A
prominent example is backdoor attacks [10], [16], where
the adversary embeds hidden triggers in the model’s decision-
making process, allowing for selective misclassification of
inputs. Most existing defenses rely on mitigation techniques
rather than proactive detection, making them less effective
against sophisticated attacks.

Existing defenses against poisoning attacks generally fall
into two categories: (1) Robust aggregation techniques,
which redesign the aggregation process to resist malicious
updates [[17]—[20], and (2) Filtering-based approaches, which
aim to detect and remove poisoned updates using valida-
tion datasets [21]-[23] or via clustering techniques [24]-
[27]. However, these methods either introduce trade-offs in
model accuracy, rely on predefined heuristics (e.g. number
of malicious clients, ratio of updates to discard etc.), or
require access to additional datasets, which conflicts with the
privacy-preserving principles of FL. Moreover, they struggle
to handle dynamic changes in attack strategies, as adversaries
can adapt their behavior to bypass static detection rules. These
limitations highlight the need for a defense mechanism that
does not rely on external validation data and can adapt to
evolving attack strategies.

In this paper, we address the challenge of authenticating
client updates in FL by proposing a filter-based method that
uses synthetic data generated by a Generative Adversarial Net-
work (GAN). GANs are effective at producing synthetic data
that closely mirrors real distributions [28]]. Our approach lever-
ages the learned global model to train the GAN, eliminating
the need for external validation datasets. Unlike conventional
defenses that rely on static thresholds or predefined heuristics,
our method dynamically adapts to evolving attack strategies
by generating synthetic data tailored to the current state of
the global model. This adaptability ensures that the defense
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TABLE I
SUMMARY OF THE NOTATIONS USED THROUGHOUT THE PAPER.

Symbol  Meaning
C Set of all clients (N = |C|)
A Set of adversarial clients (M = |.A|)

H Set of honest clients (C \ A)

€ Fraction of adversarial clients (¢ = M/N)

Global model at round ¢

Local model of client ¢ at round ¢

R Aggregation rule

D; Local dataset of client ¢
n < N  Number of sampled clients at any given round
n Learning rate for local model training
« Dirichlet data distribution parameter
G Generator function of our conditional GAN
D Discriminator function of our conditional GAN
Dsyn Synthetic dataset generated by the generator G
La Loss function of the generator G
B Byzantine aggregation heuristic:

o In TRIMAVG, S specifies the ratio of updates to discard
from each extreme (trimming).

e In MULTIKRUM, B specifies the ratio of malicious
clients, determining how many updates to discard before
aggregation.

remains robust against increasingly sophisticated and adaptive
poisoning attacks.

To the best of our knowledge, Zhao et al. [22] is the only
prior work in this area using GANs. However, their approach
requires an external validation dataset to train the GAN,
violating the privacy-preservation principle of FL. In contrast,
our method ensures a privacy-preserving defense by training
the GAN solely on the global model. We evaluate our method
through extensive experiments on multiple datasets and model
architectures, demonstrating significant improvement in FL’s
robustness against poisoning attacks.

In summary, the key contributions of this paper are:

e A GAN-based defense for federated learning, which
generates synthetic data to authenticate client updates
without relying on external validation datasets.

o Privacy-preserving client verification at server side,
by leveraging only the learned global model to detect
malicious contributions.

o Improved robustness against poisoning attacks,
demonstrated through extensive evaluations on diverse
datasets and architectures.

By seamlessly integrating into federated learning work-
flows, our approach offers a scalable, adaptive, and privacy-
preserving defense mechanism that strengthens model integrity
against poisoning threats.
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Fig. 1. An overview of Federated Learning (FL) framework.

II. BACKGROUND & RELATED WORK

A. Federated Learning

Federated Learning (FL) [6], [7] enables collaborative model
training across multiple clients without sharing local datasets.
In the traditional FL framework, a central server S, coordinates
the training process across a set of N clients, denoted as C =
{1,2,..., N}, where each client ¢ € C possesses a private
dataset, D;. The server S initializes the global model Méo)
(randomly or pre-trained). Subsequently, at each training step

t, the following steps are performed:

1) The server S randomly samples a subset C; C C of
clients, where |C;| =n and n < N.

2) Each selected client ¢ € C; receives the latest global
model Mg ) from the server.

3) Each selected client ¢ € C; trains the model locally using
its private datasets D; for several epochs to obtain an
updated model i.e.

E
MY« MY -y vV Dy )
e=1
where, Mi(t’o) = Mg).

4) Each client i € C; sends their locally updated model
Mi(t) back to the server.

5) The server aggregates the received updates using an
aggregation rule R, such as Federated Averaging
(FedAvg) [6], to compute the new global model:

Mg e RUM Yice,) @)
This iterative process continues until the global model con-
verges or the training reaches a predefined stopping criterion.
Fig. [T] provides an overview of the FL workflow.
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B. Poisoning Attacks in FL

In poisoning attacks [8]-[15], [29], [30], adversaries aiming
to corrupt the global model can deliberately introduce ma-
licious updates. These attacks exploit the inherent trust in
the federated learning process, as the server relies on client
contributions and lacks the ability to verify the integrity of
their data or model updates.

Depending on the adversary’s objectives, poisoning attacks
in FL are broadly classified as untargeted and targeted attacks.
The objective of untargeted attacks [13]-[15], [25] is to
degrade the overall performance of the global model. By
disrupting the training process, these attacks can lead to
poor convergence or high error rates, rendering the model
ineffective for its intended purpose.

In contrast, rargeted attacks [10], [12]], [[16]], [31]-[33]] are
more sophisticated and precise, aiming to bias the model’s
behavior on specific inputs while maintaining acceptable per-
formance on most other data. These attacks are particularly
dangerous because they can remain undetected for extended
periods, as the global model may perform well on most inputs,
masking the adversary’s influence.

Poisoning attacks can be executed through data poisoning
or model poisoning, both aiming to degrade the global model’s
performance. In data poisoning attack [34], [35]], the adversary
manipulates the local dataset of the compromised clients to
introduce misleading information during the training process.
For example, adversaries may inject mislabeled examples, alter
features, or create synthetic data designed to bias the model.
The success of such attacks often hinges on the adversary’s
ability to subtly alter the data so that the malicious influence
is not immediately apparent during aggregation.

On the other hand, model poisoning attack [10], [12] is
a more direct approach where the adversary manipulates the
local model parameters themselves before submitting them
to the central server. This manipulation can be designed to
introduce specific vulnerabilities into the global model, such
as biasing the model towards incorrect outputs for certain
inputs or reducing the overall robustness of the model. Unlike
data poisoning, model poisoning does not rely on altering the
training data but instead directly adjusts the learned weights
or gradients. These updates can be carefully crafted to mimic
benign contributions, making detection highly challenging.

C. Defense against Poisoning Attacks

Existing defenses against poisoning attacks in Federated
Learning (FL) can be classified into two broad categories: Ro-
bust aggregation mechanisms and Filtration-based techniques.
While robust aggregation focuses on minimizing the impact of
malicious updates during model aggregation, filtration-based
techniques aim to detect and exclude poisoned updates before
aggregation. However, these methods are often limited by
their reliance on predefined heuristics or external datasets,
highlighting the need for more adaptive and privacy-preserving
solutions. In the following, we provide a detailed discussion
of these categories.

1) Mitigation via Robust Aggregation: Robust aggregation
mechanisms aim to reduce the impact of poisoned updates

without necessarily filtering them out. These methods focus
on designing the aggregation algorithms that are resilient to
outliers and adversarial manipulations. A common approach
is to use Median [I18], [36], [37], which computes the
median of each parameter, reducing sensitivity to outliers.
While effective against a small number of malicious clients,
its robustness diminishes when a substantial proportion of
clients are compromised, as the median can still be skewed
under such conditions. Trimmed-Mean [18]] enhances the
robustness of aggregation by excluding a fixed fraction of
extreme values, both the highest and lowest, before performing
the aggregation. By discarding these outliers, it mitigates their
influence, offering greater resilience compared to median-
based aggregation. Krum [25] is another robust aggregation
technique that selects the update closest to majority of client
contributions, effectively minimizing the influence of outliers.
However, it is less effective when facing colluding adversaries
or adaptive attack strategies. Bulyan [19] combines the
strengths of Krum [25] and Trimmed Mean [18]]. It first
uses Krum [25] to iteratively select the best updates and
subsequently applies Trimmed Mean [18] to compute the
aggregate of these selected updates, enhancing robustness
against adversarial manipulations. RFA [20] proposes to use
geometric median as an alternative of standard coordinate-
wise median for aggregation, offering improved resilience to
outliers.

Despite their advantages, robust aggregation methods strug-
gle against adaptive adversaries capable of tailoring their
attack strategies to bypass these defenses. They are also less
effective against large number of colluding adversaries leading
to reduced overall global model accuracy.

2) Filtration via Detection: Filtration-based approaches
aim to detect and exclude poisoned updates from the aggre-
gation process. These methods typically involve analyzing the
updates submitted by clients and identifying anomalies that
suggest malicious activity. These approaches either cluster
client updates to detect outliers or use a validation dataset
to authenticate updates. However, clustering-based methods
may struggle with adaptive adversaries, while validation-based
methods require access to clean data, which is often unavail-
able in FL.

Clustering-based techniques group client updates based on
similarity metrics, with outliers potentially flagged as poisoned
updates. This approach relies on the assumption that benign
updates form a coherent cluster, while malicious updates
deviate from this pattern. For example, Auror [27] uses
K-Means [38] clustering to distinguish between benign and
malicious updates. FoolsGold [39] uses cosine-similarity
metric to measure the distance between updates and filter out
adversarial ones. F1lame [40] specifically targets backdoor at-
tacks, combining clustering-based filtration with noise addition
to reduce the impact of poisoned updates.

Authentication-based techniques, on the other hand, rely on a
clean validation dataset to distinguish between malicious and
benign updates. For instance, FLTrust [21]] uses a validation
dataset to determine the direction of each update and assigns
scores based on how closely an update’s direction matches
the direction of other updates. Li er al. [23|] proposes to
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detect malicious updates in their low-dimensional embeddings
using spectral anomaly detection, given access to a clean
validation dataset. Similarly, Zhao et al. [22], similar to our
approach, train a Generative Adversarial Network (GAN)
and use it to produce a synthetic dataset for validation.
However, their method relies on centralized data for training
the GAN, whereas our approach does not require any such
dataset. More recent approaches such as DeepSight [24],
and FedDMC [41] extend traditional defenses by incorporating
adversarial feature analysis and deep learning-based anomaly
detection. These methods aim to improve detection accuracy
and robustness against adaptive adversaries, but they often
require additional computational resources and may still rely
on external datasets.

Despite these advancements, existing defenses often in-
troduce trade-offs in model accuracy or are constrained by
their reliance on predefined heuristics or external datasets. For
example:

e Krum selects only one update per round, significantly
slowing convergence.

o Its variant, MUL T IKRUM, requires prior knowledge of the
exact number of malicious clients.

e Trimmed Mean relies on a heuristic to determine the
fraction of extreme values to discard before aggregation.

e FLTrust and the work by Li ef al. [23|] depend on a
clean validation dataset.

These limitations highlight the need for a more adaptive,
privacy-preserving, and scalable defense mechanism. In the
following sections, we formalize the problem setup and in-
troduce our proposed framework, which addresses these chal-
lenges through synthetic data generation and dynamic client
authentication.

III. PROBLEM SETUP

In this section, we describe the threat model underlying
our work, outline the defense objectives considered while
designing our framework, and specify the assumptions made.

A. Threat Model

We consider the classical FL setup as described in Sec-
tion[[I-A] wherein IV clients collaborate to train a global model
Mg under the orchestration of a central server S. An adversary
controls a subset of clients A C C, where |A| = M.

1) Adversary’s Goal: The adversary A aims to manipulate
the parameters of the global model M by injecting malicious
updates, either through data poisoning or model poisoning.
The goal is to either prevent the model from converging (as
in untargeted attacks) or to cause misclassification on specific
adversary-chosen examples without significantly impacting the
overall performance of the global model (as in targeted attacks)
(cf. Section [[I-B).

2) Adversary’s Capability: We assume a non-omniscient
adversary with the following characteristics:

+ Knowledge of local settings: The adversary is aware

of the loss function, learning rate, local data, and model
updates of the compromised clients.

Algorithm 1 Federated Learning with GAN-based defense.
Input:

S Orchestration Server

N # of clients

D; local dataset of ¢-th client

n Learning rate

T Total communication rounds

E # of local epochs

b Batch size

R Server-side aggregation rule
Output:

M Trained global model

1 M éo) < random initialization.

2. fort=1,2,---,T do

3: S randomly samples a set C; of n clients.
4 Global model Mg ) is sent to sampled clients.

5: Client-side and Server-side tasks run in parallel:
6: Client-side:

7 for each ¢ € C; do in parallel

8 Mi(t) <+ LocalTraining(%, Mg), 7,0, F).
9: Send Mi(t) back to the server.

10: end for

11: Server-side:

12: Set the discriminator D < Mg ).

13: Train the generator G of cGAN.

14: Obtain Dy, using trained generator G.

15: S collects all updates Mm, Vi € Cy.
16: A FilterUpdates({Mit)}iect, Dqyn)-
172 MYV RMDY), je A,

18: end for

19: return MC(;T). > Return final global model

o Awareness of the aggregation rule: The adversary
knows the aggregation rule R and any server-side defense
mechanism.

o Limited visibility: The adversary cannot access the local
data or updates of honest clients.

This setup reflects real-world deployments where an adversary,
even when part of the federation, cannot access internal
information of honest clients unless those clients are also
compromised.

B. Defense Objectives

Our framework is designed to meet the following objectives:

1) Robustness: Ensure that the global model remains re-

silient against both targeted and untargeted poisoning
attacks.

2) Generality: Operate without prior knowledge of the
total number of adversaries M or the exact nature of
their attacks.

3) Fairness: Minimize the risk of falsely excluding benign
client updates during filtration.

These objectives guide the design of our framework, which
leverages synthetic data generation and dynamic client authen-
tication to address the limitations of existing defenses.
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Algorithm 2 Local model training of ¢-th client.

Algorithm 3 Filtering Client Updates

Input:

M Global model

n Learning rate

b Batch-size

E # of local epochs
Output:

M i(t) Updated local model

12 MY MY

2: if i € A then > Client 4 is malicious
3: Mi(t) < PoisonAttack

4: else > Client 7 is benign
5: fore=1,2,--- ,F do

6: Samg)le D, of size b from D;.

7 M — MY — pvi(D,; MY

8: end for

9: end if

return Mi(t) back to server.

4

C. Assumptions
We make the following additional assumptions in this work:

o Uncompromised server: The server neither colludes
with the adversary nor fails to perform defense tasks
honestly.

o Colluding adversaries: Malicious clients may coordinate
their strategies and have access to a portion of the real
dataset, akin to honest clients.

o Limited adversarial control: Malicious clients can ma-
nipulate only their own training data and local model
updates but cannot access or manipulate the data of
honest clients.

In the following section, we formalize our defense framework,
which leverages synthetic data generation and dynamic client
authentication to address the challenges outlined above, ensur-
ing robustness, generality, and fairness in federated learning
environments.

IV. DEFENSE FORMULATION

Our key idea is to leverage a conditional Generative Adver-
sarial Network (cGAN) [28] to generate a synthetic dataset
using the current global model, which is subsequently used
to authenticate model updates. We begin by outlining the
motivation behind this framework, followed by a detailed ex-
planation of the cGAN’s training and data generation process,
and conclude with a description of how the generated data is
used for authentication.

A. Defense Intuition

At their core, machine learning classification tasks aim to learn
decision boundaries that separate data points into different
classes. In poisoning attacks, adversaries seek to perturb these
decision boundaries to either degrade the model’s overall
performance or cause targeted misclassification. Consequently,
the primary goal of any defense mechanism is to counteract

Input:
m Filtration method to use
S Set of all client models
Diyn Synthetic validation dataset
EVAL(.) An evaluation function
T (optional) Threshold for fixed method
Output:
Ay Set of accepted client models
1: function FILTERUPDATES(m, S, Dgyn, T)
2: metrics < {}
3: for each u;, € S do
4: metrics[ug] <— EVAL(ug, Deyn)
5: end for
6: At — {}
7: if m = “Fixed” then
8: for each u;, € S do
9: if metrics[uy] > 7 then
10: At — At U ug
11: end if
12: end for
13: else if m = “Adaptive” then
14: 7 < Mean(metrics)
15: for each u;, € S do
16: if metrics[uy] > 7 then
17: A — A Uy
18: end if
19: end for
20: else if m = “Cluster” then
21: C4, Cs <+ K-Means(metrics, 2)
22: if |C1| > |C3] then
23: A Cy
24: else
25: A+ Cy
26: end if
27: end if
28: return A; > Return set of accepted models

29: end function

these perturbations — either by identifying and removing
malicious contributions, as in filtration based methods, or by
mitigating their impact, as in robust aggregation approaches.

Authentication-based methods are particularly effective for
detecting adversarial manipulations to these decision bound-
aries. By validating model updates against a trusted reference,
these methods can directly assess the integrity of clients’
contributions. However, they typically rely on access to a clean
validation dataset, which is challenging to obtain in a privacy-
preserving Federated Learning (FL) setting.

To address this limitation, our approach leverages a Con-
ditional Generative Adversarial Network (cGAN), wherein
the global model serves as the discriminator, to generate a
synthetic validation dataset. This synthetic dataset is then used
to identify and filter out malicious contributions. The intuition
behind this design is that the global model, after few rounds of
aggregation, contains sufficient information about the decision
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boundaries to serve as a basis for synthetic data generation.
However, this approach assumes that the initial global model
is reasonably reliable and uncontaminated. In practice, this can
be ensured by:

o Training the initial model on a small set of trusted clients,

o Using a pre-trained model as the starting point, or

« Employing robust aggregation mechanisms in the initial

rounds before switching to our approach.

B. Training the cGAN

A typical Conditional GAN (cGAN) consists of two compo-
nents, a generator (GG) and a discriminator (D), competing in
a zero-sum game. The generator creates synthetic (fake) data,
while the discriminator distinguishes between real and fake
data, thereby pushing the generator to produce increasingly
realistic outputs. However, traditional cGAN training relies on
a large amount of data from real distribution, which is often
unavailable in most real-world applications. Consequently, we
adapt the conventional cGAN training process to suit our
requirements.

Specifically, in our design, the cGAN discriminator is not a
binary classifier; instead it is a standard classifier initialized to
current global model M, (t), trained up to the current round t.
Unlike the conventional cGAN setting, the generator’s objec-
tive is not to deceive the D. Instead, it aims to produce class-
specific synthetic data that D correctly classifies according
to its existing decision boundaries. This ensures that the
generated data aligns with the underlying data distribution
learned by the global model.

During training, the following steps are performed:

1) The generator G generates a batch of synthetic samples

conditioned on class labels.

2) These samples are evaluated by the discriminator D (i.e.,
Mg)), which outputs class probabilities based on the
current global model.

3) Finally, Cross-Entropy (CE) loss is computed between
the target class labels and the discriminator’s predictions
for the generated samples, and G’s parameters are up-
dated accordingly.

The generator’s optimization objective is given by equa-
tion (3)).

mén Lo =E.up, [((D(G(2]y)),y)] (3)
Where:
e 2z ~ p, indicates the input noise sampled from a random
distribution.

e y ~ p, represents the class label of the generated sample.

o G(z|y) is the generated data from class y.

o D(G(z|y)) is the discriminator’s estimates of probability

over all classes for the generated data G(zy).

e {(-,y) is the standard Cross-Entropy (CE) loss.
By keeping D fixed, our approach ensures that the generator
learns to produce synthetic data that adheres to the global
model’s decision boundaries, without necessarily representing
the underlying data at the clients. This synthetic dataset can
then serve as a trusted reference for authenticating client
updates.

C. Generating Synthetic Data

Once trained, the generator is used to produce a synthetic
dataset, Dyyn = {(X;,Yi)},, where K = ¢ - C, with C
being the total number of classes and g the number of samples
generated per class. For each sample, the generator takes as
input a noise vector z ~ p, and a class label y ~ p,, and
outputs a synthetic sample X; = G(z|y) corresponding to the
class Y; = y.

Although the generated data Dy, may not precisely repli-
cate original data, it still serves a crucial role in the de-
fense framework. By aligning with the global model’s learned
decision boundaries, the synthetic dataset provides a robust
reference for detecting and mitigating poisoned model updates.
This approach ensures that a reliable validation dataset is avail-
able without compromising the privacy-preserving principles
of Federated Learning (FL).

D. Authentication of Model Updates

After collecting model updates from all clients, the server
validates each update by evaluating its performance on the syn-
thetic dataset Dsy, generated by the cGAN (see Section [TV-C).
We propose two authentication approaches: (1) threshold-
based using fixed or adaptive thresholds, and (2) clustering-
based authentication.

To determine whether an update is malicious or benign, the
server first evaluates each update’s performance on Dy, using
a chosen metric F (typically accuracy or loss). In the fixed
threshold approach, an update Mi(t) from client ¢ is accepted as
benign if and only if F (Mi(t); Dqyn) > 7, where 7 is a constant
threshold. While simple to implement, this requires careful
threshold selection that may vary across different models and
datasets.

The adaptive threshold approach, on the other hand, of-
fers more flexibility by dynamically adjusting 7 at each
round t. Common implementations set 7(!) to statistical
properties of the current round’s metrics, such as the mean
(mean({}'(MZ.(t))}) or median (median({]-'(Mi(t))}). This au-
tomatic adaptation makes the method particularly effective
against evolving attack patterns while maintaining high benign
update acceptance rates.

As an alternative, clustering-based techniques can also be
employed to group updates based on their performance metrics
(e.g., via K-Means [38]]) and flag outliers as malicious updates.
While this method is robust, our experiments demonstrate that
the adaptive threshold approach achieves better performance.
Algorithm [3] outlines the steps for filtering updates, with the
threshold-based authentication used by default, and clustering-
based authentication provided as an alternative.

V. EXPERIMENTAL SETTING

This section includes details on the datasets, attack scenarios,
baseline methods, and evaluation metrics. We implement ex-
isting attacks and defenses by following their original design
and, when available, using the provided code.
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Fig. 2. Proposed defense pipeline to authenticate updates.

A. Datasets and Model

We evaluate our approach on three widely used image classi-
fication datasets:

o MNIST [42]: A dataset of 28x28 grayscale images of
handwritten digits, comprising of 60,000 training samples
and 10,000 test samples.

o Fashion-MNIST (FMNIST) [43]: A dataset of 28x28
grayscale images of clothing items across 10 classes, with
60,000 training samples and 10,000 test samples.

o CIFAR-10 [44]: A dataset of 32x32 RGB images across
10 classes, consisting of 50,000 training samples and
10,000 test samples.

We train LeNet-5 [45]] for both MNIST and Fashion-MNIST
datasets, while ResNet-18 [46]] is used for CIFAR-10 dataset.
To simulate realistic federated learning scenarios, we partition
the data among clients using a Dirichlet distribution, as done in
prior works by Zhang et al. [47] and Bagdasaryan et al. [|10].
We set @ = 1.0 to simulate an i.i.d. setting and o = 0.5 to
simulate a non-i.i.d. setting.

B. System Setup

In all experiments, we set the total number of clients to
100, with a subset of these clients being malicious. In each
communication round, the server randomly samples 10 clients
to participate. Each selected client performs 10 local training
epochs using Stochastic Gradient Descent (SGD) with a fixed

learning rate of 0.01 and a batch size of 128, before submitting
their updated models back to the server for aggregation.

The training process spans 100 communication rounds for
the MNIST and Fashion-MNIST datasets, while extending to
200 rounds for the CIFAR-10 dataset. The number of rounds
is determined by the dataset’s complexity, with fewer rounds
allocated to simpler datasets like MNIST and Fashion-MNIST,
and more rounds for the more intricate CIFAR-10. Further
details regarding the training hyperparameters and setup are
provided in the Appendix A.

C. Attack Setup

To evaluate the robustness of our framework, we implement
the following poisoning attacks:

« Random Noise (RN) Attack: Malicious clients submit
random noise, sampled from a normal distribution, as
their model updates. The goal is to disrupt the con-
vergence of the global model by introducing arbitrary
updates.

« Sign Flipping (SF) Attack: Malicious clients invert the
sign of their gradient updates [48]], effectively performing
gradient ascent instead of descent. This disrupts the
optimization process and causes the global model to
diverge.

o Label-Flipping (LF) Attack: Malicious clients flip the
labels [14] of their local training data. This aims to
degrade the global model’s performance by introducing
mislabeled training samples.

« Backdoor (BK) Attack: Malicious clients inject a trigger
(e.g., a small pixel pattern) into their local training data
and train their models to misclassify triggered inputs into
a specific target class. Specifically, we add trigger to to
samples of class 0 and set the target label to class 6.

These attacks were selected to cover a range of adversarial
strategies, from simple noise injection to sophisticated data
poisoning. By including attacks that target both the opti-
mization process (e.g., Sign Flipping) and the training data
(e.g., Label Flipping, Backdoor), we ensure a comprehensive
evaluation of our framework’s resilience.

In each scenario, the proportion of malicious clients is
varied from 10% to 30%, reflecting real-world FL deployments
where attacks need to be effective with a smaller proportion
of malicious clients, as highlighted in Google’s study on
cross-device FL [49]]. This range allows us to evaluate the
framework’s performance under varying levels of adversarial
influence while addressing both cross-device and cross-silo FL
settings. Unless otherwise specified, all sampled adversaries
submit malicious updates.

D. Compared Baselines

We compare the performance of our proposed defense frame-
work against several state-of-the-art methods, including:

o Federated Averaging (FEDAVG) [60]: The standard ag-
gregation method in federated learning, which averages
client updates. This serves as a baseline for performance
in non-adversarial settings.
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« MEDIAN [18]: A robust aggregation method that selects
the median of client updates to mitigate the impact of
outliers.

o Geometric Median (GEOMEDIAN) [20]: An aggrega-
tion method that computes the geometric median of client
updates, providing robustness against Byzantine attacks.

e Trimmed Mean (TRIMAVG) [18]: A method that re-
moves a fraction of extreme updates before averaging,
enhancing robustness to adversarial inputs.

« MULTIKRUM [25]: A Byzantine-resilient aggregation
method that selects a subset of client updates based on
their similarity to others.

These methods were selected to cover a broad spectrum
of aggregation strategies, ranging from standard approaches
(e.g., FEDAVG) to advanced Byzantine-resilient techniques
(e.g., MULTIKRUM, GEOMEDIAN). By including methods
that address both statistical heterogeneity (e.g., MEDIAN,
TRIMAVG) and adversarial robustness (e.g., GEOMEDIAN,
MULTIKRUM), we ensure a comprehensive evaluation of our
framework under diverse conditions. Furthermore, these base-
lines are widely recognized in the federated learning literature
for their effectiveness and robustness, making them suitable
benchmarks for comparison.

E. Evaluation Metrics

We evaluate our method using the following metrics, inspired
by Nguyen et al. [50] and Zhang et al. [47]:

« Main Task Accuracy (ACC): Measures the accuracy of
the global model on a clean, benign test set. This metric
evaluates the model’s performance on its primary task in
the absence of adversarial interference.

o Attack Success Rate (ASR): Indicates the fraction of
test samples misclassified into the adversary’s target class.
This metric quantifies the effectiveness of backdoor or
targeted attacks.

o True Positive Rate (TPR): Measures the proportion of
malicious models correctly identified:

TP
~ TP+ FN’

where TP is the number of malicious models correctly
detected, and FN is the number of undetected malicious
models. This metric reflects the defense’s ability to detect
adversaries.

o True Negative Rate (TNR): Measures the proportion of
benign models correctly identified:

1IN
" TN + FP’

TPR “4)

TNR (@)
where TN is the number of benign models correctly clas-
sified, and FP is the number of benign models misclas-
sified as malicious. This metric evaluates the defense’s
ability to avoid false positives.

These metrics collectively provide a comprehensive assess-
ment of our method’s performance, balancing task accuracy,
attack resilience, and detection capabilities.

VI. EXPERIMENTAL RESULTS

We compare our method against state-of-the-art baselines
under various adversarial settings and analyze its performance
using the evaluation metrics described in Section The
experimental results demonstrate that our proposed framework
achieves high accuracy and robustness across various datasets
and attack scenarios.

A. Robustness Against Poisoning Attacks

We evaluate the robustness of our framework against the
four poisoning attacks described in Section Our results
demonstrate that the proposed framework achieves strong
performance across all attack scenarios and data distribu-
tions, significantly outperforming baseline methods such as
FEDAVG, MEDIAN, TRIMAVG, GEOMEDIAN, and MULTI-
KRUM. Below, we summarize the key results under both IID
and non-IID settings.

1) Performance Under IID Settings: Under IID conditions,
our framework achieves near-benign performance, effectively
mitigating Random Noise, Sign Flipping, and Label-Flipping
attacks, even with 30% malicious clients. For example, the
fixed threshold method consistently achieves near-perfect ac-
curacy (ACC = 0.99) on the MNIST dataset with 30% mali-
cious clients (Table [II).

For Backdoor attacks, the framework demonstrates strong
resilience, significantly reducing the ASR compared to base-
lines. For instance, on the Fashion-MNIST dataset with 10%
malicious clients, our adaptive threshold methods achieve an
ASR of 0.01, compared to 0.24 for FEDAVG and 0.68 for
GEOMEDIAN (Table . However, under stronger adversar-
ial conditions (e.g., 30% malicious clients), our framework
shows comparable vulnerability to Backdoor attacks as other
methods. For example, on the MNIST dataset, the adaptive
threshold methods reduce the ASR to 0.74, while FEDAVG and
MULTIKRUM achieve ASR values of 0.99 and 1.00, respec-
tively (Table[Il). This indicates that Backdoor attacks remain a
challenging threat for all aggregation methods, including ours.

2) Performance Under Non-IID Settings: To evaluate the
framework’s robustness under realistic federated learning sce-
narios, we conduct experiments with non-IID data distributions
using the Dirichlet distribution (ov = 0.5). The results, summa-
rized in Table demonstrate that our framework maintains
strong performance even under non-IID conditions.

On the MNIST dataset, fixed threshold methods achieve
near-perfect accuracy (ACC = 0.99) and completely mitigate
Random, Label-Flipping, and Sign Flipping attacks with 10%
malicious clients (Table [II). Under stronger adversarial con-
ditions (e.g., 30% malicious clients), the framework maintains
high accuracy (ACC = 0.99), outperforming existing baselines.

The adaptive threshold method using the median occasion-
ally fails in rounds where more than 50% of clients are
malicious, as the median’s breakdown point is 50%. Despite
this limitation, our method consistently outperforms baselines
in challenging scenarios.

On the Fashion MNIST dataset, our framework demon-
strates strong resilience under non-IID conditions, achieving
ACC = 0.88-0.89 for untargeted attacks while maintaining a
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TABLE II
RESULTS SHOWING MAIN TASK ACCURACY (ACC) AND ATTACK SUCCESS RATE (ASR) UNDER VARIOUS ATTACKS AND MALICIOUS CLIENT
PROPORTIONS (10%, 20%, 30%) WITH DIRICHLET o = 1.0.

e =10% e = 20% e =30%

Baseline RN LF  SF BK RN LF - SF BK RN LF - SF BK
ACC ACC ACC ACC ASR ACC ACC ACC ACC ASR ACC ACC ACC ACC ASR
FEDAVG 0.86 0.98 0.11 0.99 0.91 0.30 0.11 0.10 0.99 0.98 0.15 0.11 0.10 0.99 0.99
MEDIAN 0.99 0.99 0.99 0.99 0.19 0.53 0.11 0.99 0.99 0.98 0.10 0.11 0.11 0.99 0.99
~ TRIMAVG* 0.95 0.98 0.11 0.99 0.87 0.55 0.11 0.11 0.99 0.98 0.10 0.11 0.11 0.99 0.99
£ GEOMEDIAN 0.99 0.99 0.99 0.99 0.95 0.10 0.11 0.99 0.99 0.99 0.10 0.11 0.11 0.99 1.00
E MULTIKRUM* 0.95 0.11 0.97 0.99 0.90 0.10 0.11 0.11 0.99 0.99 0.10 0.11 0.11 0.99 0.99
GAN (FIXED THRESHOLD) 0.99 0.99 0.99 0.99 0.92 0.99 0.99 0.99 0.99 0.99 0.99 0.99 0.99 0.99 0.99
GAN (CLUSTERED) 0.99 0.99 0.99 0.99 0.87 0.99 0.86 0.11 0.99 0.99 0.99 0.64 0.11 0.99 1.00
GAN (ADAPTIVE: MEDIAN) 0.99 0.99 0.99 0.99 0.00 0.98 0.99 0.99 0.99 0.01 0.60 0.11 0.10 0.99 0.99
GAN (ADAPTIVE: MIXED-1) 0.99 0.99 0.99 0.99 0.00 0.99 0.98 0.99 0.99 0.00 0.99 0.81 0.53 0.98 0.74
GAN (ADAPTIVE: MIXED-2) 0.99 0.99 0.99 0.99 0.00 0.99 0.99 0.11 0.99 0.12 0.11 0.88 0.11 0.99 0.99
FEDAVG 0.10 0.86 0.10 0.88 0.24 0.25 0.61 0.10 0.88 0.83 0.12 0.40 0.10 0.89 0.87
cz MEDIAN 0.88 0.88 0.88 0.88 0.08 0.10 0.10 0.10 0.88 0.85 0.10 0.10 0.10 0.88 0.93
Z  TRIMAVG* 0.75 0.89 0.10 0.89 0.20 0.46 0.10 0.10 0.88 0.81 0.10 0.10 0.10 0.88 0.92
2  GEOMEDIAN 0.88 0.89 0.88 0.89 0.68 0.10 0.10 0.86 0.89 0.92 0.10 0.10 0.10 0.88 0.96
g MULTIKRUM* 0.75 0.89 0.10 0.88 0.35 0.10 0.75 0.10 0.88 0.86 0.10 0.10 0.10 0.88 0.94
E GAN (FIXED THRESHOLD) 0.89 0.89 0.89 0.89 0.36 0.89 0.89 0.89 0.89 0.77 0.88 0.88 0.88 0.89 0.90
= GAN (CLUSTERED) 0.89 0.89 — 0.89 0.28 0.88 0.86 0.10 0.88 0.83 0.88 0.70 0.10 0.88 0.93
GAN (ADAPTIVE: MEDIAN) 0.88 0.88 0.89 0.88 0.01 0.77 0.89 0.88 0.88 0.92 0.50 0.78 0.28 0.88 0.94
GAN (ADAPTIVE: MIXED-1) 0.88 0.88 0.88 0.88 0.09 0.88 0.88 0.88 0.88 0.91 0.88 0.77 0.10 0.88 0.96
GAN (ADAPTIVE: MIXED-2) 0.89 0.89 0.89 0.89 0.18 0.78 0.89 0.89 0.89 0.82 0.71 0.79 0.10 0.88 0.92
FEDAVG 0.11 0.87 0.47 0.88 0.30 0.11 0.71 0.10 0.88 0.86 0.10 0.47 0.10 0.87 0.95
MEDIAN 0.87 0.88 0.86 0.88 0.53 0.14 0.71 0.82 0.88 0.95 0.12 0.48 0.41 0.87 0.98
3' TRIMAVG* 0.13 0.87 0.84 0.88 0.28 0.12 0.75 0.63 0.88 0.93 0.11 0.45 0.31 0.87 0.99
& GEOMEDIAN 0.87 0.88 0.86 0.88 0.73 0.14 0.74 0.82 0.88 0.97 0.11 0.46 0.63 0.87 0.98
é MULTIKRUM* 0.13 0.88 0.84 0.88 0.30 0.12 0.78 0.68 0.87 0.93 0.10 0.51 0.29 0.85 0.98
© GAN (FIXED THRESHOLD) 0.88 0.88 0.88 0.88 0.29 0.88 0.87 0.88 0.87 0.88 0.86 0.86 0.86 0.87 0.97
GAN (CLUSTERED) 0.87 0.88 0.88 0.87 0.45 0.87 0.87 0.87 0.87 0.95 0.86 0.87 0.86 0.86 0.98
GAN (ADAPTIVE: MEDIAN) 0.86 0.86 0.87 0.86 0.53 0.63 0.86 0.86 0.85 0.97 0.14 0.78 0.41 0.85 0.98
GAN (ADAPTIVE: MIXED-1) 0.86 0.86 0.86 0.86 0.60 0.86 0.86 0.86 0.86 0.96 0.86 0.85 0.85 0.86 0.99
GAN (ADAPTIVE: MIXED-2) 0.87 0.87 0.87 0.87 0.46 0.87 0.87 0.87 0.86 0.96 0.86 0.86 0.81 0.85 0.99

*we set 8 = 0.1, 0.2, 0.3 (where (3 is byzantine aggregation heuristic, see Table for TRIMAVG and MULTIKRUM respectively under 10%, 20%, and 30%

malicious clients.

low ASR (between 0.01-0.31) in Backdoor attacks with up
to 20% malicious clients. For example, with 10% malicious
clients, adaptive threshold methods achieve an ASR of 0.01,
compared to 0.25 for FEDAVG and 0.17 for MEDIAN (Ta-
ble [ITI).

On the more complex CIFAR-10 dataset, our framework
maintains competitive accuracy (ACC = 0.86—0.88) under non-
IID conditions, slightly lower than FEDAVG (ACC = 0.88) but
still within a reasonable margin. For Backdoor attacks, our
framework achieves an ASR of 0.47-0.97, which, while still
high, is lower than FEDAVG (ASR = 0.98) and MULTIKRUM
(ASR = 0.98).

B. Performance Under Non-Adversarial Settings

We evaluate the framework’s performance in the absence
of malicious clients to ensure it does not degrade model
performance under normal conditions. We measure the Main
Task Accuracy (ACC) on the MNIST, Fashion-MNIST, and
CIFAR-10 datasets under both IID (« 1.0) and non-IID
(o = 0.5) data distributions. The results, summarized in Ta-
ble demonstrate that our framework maintains competitive
accuracy compared to other baseline methods.

C. Detection Performance

In addition to accuracy and attack success rates, we evaluate
the TPR and TNR to assess the framework’s ability to identify
malicious updates while preserving benign ones. We compare
our approach with MULTIKRUM, as both methods actively
select updates during aggregation.

Our adaptive threshold methods achieve a high TPR, con-
sistently identifying malicious updates with minimal false
negatives. For example, on the MNIST dataset with 10%
malicious clients, MIXED-2 maintains a TPR between 0.98 —
1.00 for all attack types, compared to 0.09-0.64 for MUL-
TIKRUM. Under stronger adversarial conditions (e.g., 30%
malicious clients), the framework maintains a TPR of 0.90,
outperforming MULTIKRUM (TPR = 0.75).

Similarly, the framework excels in preserving benign up-
dates, achieving a high TNR across all datasets. On Fashion-
MNIST dataset with 10% malicious clients, our adaptive
threshold methods achieve a TNR of 0.97 — 0.99, compared to
0.89 — 0.95 for MULTIKRUM. Even under non-IID conditions,
the framework maintains a high TPR and TNR, demonstrating
robustness to statistical heterogeneity.

To further illustrate the detection performance, we present
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TABLE III
RESULTS SHOWING MAIN TASK ACCURACY (ACC) AND ATTACK SUCCESS RATE (ASR) UNDER VARIOUS ATTACKS AND MALICIOUS CLIENT
PROPORTIONS (10%, 20%, 30%) WITH DIRICHLET o = 0.5.
e = 10% e =20% e = 30%

Baseline RN LF SF BK RN LF SF BK RN LF SF BK
ACC ACC ACC ACC ASR ACC ACC ACC ACC ASR ACC ACC ACC ACC ASR
FEDAVG 0.85 0.98 0.10 0.99 0.90 0.28 0.11 0.10 0.99 0.98 0.15 0.10 0.10 0.99 0.99
MEDIAN 0.99 0.99 0.99 0.99 0.11 0.10 0.11 0.98 0.99 0.98 0.10 0.11 0.11 0.99 0.99
~ TRIMAVG* 0.95 0.99 0.11 0.99 0.87 0.53 0.11 0.11 0.99 0.97 0.10 0.10 0.11 0.99 0.99
£ GEOMEDIAN 0.99 0.99 0.99 0.99 0.94 0.10 0.11 0.99 0.99 0.99 0.10 0.11 0.11 0.99 1.00
E MULTIKRUM* 0.96 0.99 0.97 0.99 0.89 0.10 0.11 0.11 0.99 0.99 0.10 0.11 0.11 0.99 1.00
GAN (FIXED THRESHOLD) 0.99 0.99 0.99 0.99 091 0.99 0.99 0.99 0.99 0.98 0.99 0.99 0.99 0.99 0.99
GAN (CLUSTERED) 0.99 0.99 0.11 0.99 0.88 0.98 0.11 0.11 0.99 0.98 0.99 0.10 0.11 0.99 0.99
GAN (ADAPTIVE: MEDIAN) 0.99 0.99 0.99 0.99 0.00 0.98 0.99 0.99 0.99 0.00 0.58 0.49 0.32 0.99 0.99
GAN (ADAPTIVE: MIXED-1) 0.99 0.99 0.99 0.99 0.00 0.99 0.99 0.99 0.99 0.01 0.99 0.10 0.11 0.99 0.99
GAN (ADAPTIVE: MIXED-2) 0.99 0.99 0.99 0.99 0.00 0.99 0.99 0.11 0.99 0.00 0.11 0.90 0.11 0.99 1.00
. FEDAVG 0.69 0.87 0.10 0.89 0.25 0.26 0.61 0.10 0.89 0.77 0.12 0.10 0.10 0.88 0.89
2] MEDIAN 0.88 0.87 0.88 0.89 0.17 0.47 0.10 0.10 0.88 0.79 0.10 0.10 0.10 0.89 0.94
Z  TRIMAVG* 0.77 0.88 0.10 0.89 0.19 0.56 0.67 0.10 0.89 0.83 0.10 0.10 0.10 0.88 0.91
2  GEOMEDIAN 0.88 0.89 0.88 0.89 0.66 0.10 0.10 0.86 0.89 091 0.10 0.10 0.10 0.88 0.95
S  MULTIKRUM* 0.80 0.89 0.10 0.89 0.38 0.10 0.10 0.10 0.89 0.82 0.10 0.10 0.10 0.88 0.94
E GAN (FIXED THRESHOLD) 0.89 0.89 0.88 0.89 0.31 0.88 0.88 0.88 0.89 0.80 0.88 0.88 0.88 0.89 0.92
= GAN (CLUSTERED) 0.89 0.89 0.88 0.88 0.33 0.84 0.79 0.10 0.88 0.82 0.88 0.63 0.10 0.88 0.90
GAN (ADAPTIVE: MEDIAN) 0.88 0.88 0.88 0.88 0.01 0.86 0.88 0.88 0.88 0.04 0.49 0.10 0.10 0.88 0.95
GAN (ADAPTIVE: MIXED-1) 0.88 0.88 0.88 0.88 0.01 0.88 0.88 0.88 0.88 0.34 0.88 0.10 0.10 0.88 0.94
GAN (ADAPTIVE: MIXED-2) 0.89 0.89 0.89 0.89 0.02 0.89 0.88 0.10 0.89 0.84 0.79 0.76 0.10 0.88 091
FEDAVG 0.11 0.87 0.54 0.88 0.30 0.11 0.71 0.10 0.88 0.88 0.10 0.47 0.10 0.87 0.98
MEDIAN 0.87 0.87 0.87 0.88 0.51 0.14 0.72 0.81 0.87 0.94 0.11 0.45 0.40 0.87 0.98
3' TRIMAVG* 0.13 0.87 0.84 0.88 0.27 0.12 0.75 0.69 0.88 0.93 0.11 0.44 0.32 0.87 0.98
&  GEOMEDIAN 0.87 0.88 0.87 0.88 0.75 0.14 0.75 0.82 0.87 0.98 0.12 0.45 0.67 0.87 0.99
é MULTIKRUM* 0.13 0.88 0.84 0.87 0.31 0.12 0.78 0.70 0.87 0.93 0.11 0.52 0.32 0.85 0.98
© GAN (FIXED THRESHOLD) 0.88 0.88 0.87 0.88 0.29 0.87 0.87 0.88 0.88 0.87 0.86 0.86 0.86 0.87 0.96
GAN (CLUSTERED) 0.88 0.88 0.87 0.87 0.48 0.87 0.87 0.87 0.87 0.93 0.86 0.87 0.87 0.87 0.97
GAN (ADAPTIVE: MEDIAN) 0.87 0.86 0.86 0.86 0.47 0.62 0.86 0.86 0.85 0.97 0.15 0.77 0.57 0.85 0.99
GAN (ADAPTIVE: MIXED-1) 0.86 0.86 0.86 0.86 0.61 0.86 0.86 0.86 0.85 0.97 0.86 0.85 0.85 0.85 0.99
GAN (ADAPTIVE: MIXED-2) 0.87 0.87 0.87 0.86 0.52 0.87 0.87 0.87 0.86 0.96 0.87 0.86 0.81 0.85 0.98

*we set 8 = 0.1, 0.2, 0.3 (where (3 is byzantine aggregation heuristic, see Table for TRIMAVG and MULTIKRUM respectively under 10%, 20%, and 30%

malicious clients.

TABLE IV
RESULTS SHOWING PERFORMANCE OF DIFFERENT METHODS UNDER
BENIGN SETTING.

MNIST FMNIST CIFAR-10
Baseline a= 05 10 05 10 05 10
FEDAVG 099 099 0.89 0.89 0.88 0.88
MEDIAN 099 099 0.89 0.89 0.88 0.88
TRIMAVG* 099 099 0.89 0.89 088 0.88
GEOMEDIAN 099 099 0.89 0.89 0.88 0.88
MULTIKRUM* 099 099 0.89 0.89 0.89 0.88
GAN (FIXED THRESHOLD) 099 099 0.89 0.89 0.88 0.88
GAN (CLUSTERED) 099 099 0.89 0.89 0.87 0.88
GAN (ADAPTIVE: MEDIAN) 099 099 0.88 0.88 0.86 0.87
GAN (ADAPTIVE: MIXED-1) 099 099 0.88 0.88 0.86 0.87
GAN (ADAPTIVE: MIXED-2) 099 099 089 089 087 0.87

*we use 8 = 0.0 for TRIMAVG and MULTIKRUM.

heatmaps comparing MULTIKRUM and our proposed method
variants under a Random Noise attack with 30% malicious
clients. Figure 4] shows the results for the MNIST dataset,
where our framework achieves high TPR and TNR, sig-
nificantly outperforming MULTIKRUM. Similarly, Figures [3]

and [5 demonstrate the effectiveness of our framework on the
Fashion-MNIST and CIFAR-10 datasets, respectively. These
heatmaps highlight the robustness of our method in accurately
distinguishing between benign and malicious updates across
diverse datasets.

Detailed results can be found in Appendix B.

D. Impact of Malicious Client Proportion

We analyze the effect of varying the proportion of malicious
clients from 10% to 30% to evaluate the framework’s scala-
bility and robustness under increasing adversarial influence.

On the MNIST dataset with 30% malicious clients, adaptive
threshold methods achieve near-perfect accuracy (ACC = 0.99)
for Sign Flipping attacks, significantly outperforming baselines
like FEDAVG (ACC = 0.10) and MULTIKRUM (ACC = 0.10).

Similarly, on the Fashion-MNIST dataset, the framework
maintains high accuracy (ACC = 0.88-0.89) and low attack
success rates (ASR = 0.01-0.31) even with 20% malicious
clients (Table [ITI).

These results highlight the scalability and robustness of our
framework under increasing adversarial influence, making it
suitable for real-world federated learning scenarios where the
proportion of malicious clients may vary.
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Fig. 3. Heatmap of detection performance for MULTIKRUM and proposed variants under a Random Noise attack (30% malicious clients) on the MNIST
dataset. The proposed GAN-based framework achieves high TPR and TNR, outperforming MULTIKRUM in detecting malicious updates.

E. Impact of Convergence

To evaluate the robustness of our framework under varying
levels of initial model reliability, we analyze the impact of
the global model’s convergence state on its ability to detect
malicious updates and mitigate attacks, particularly Backdoor
attack on the CIFAR-10 dataset. We train the global model for
K (K =5,10,25,50,100) rounds without adversarial attacks
before introducing malicious clients, ensuring that the initial
model is reliable. We specifically focus on Backdoor attack
due to their unique property: they become more effective in
later rounds as the global model converges and stabilizes,
making it harder to erase the backdoor once implanted [51]].

The results, presented in Figure [6] demonstrate that as K
increases, the detection rate of malicious updates improves
significantly, leading to a decrease in ASR for the Backdoor
attack. For example, with K = 100, the adaptive threshold
(median) and clustered methods reduce the ASR to 0.20,
compared to 0.60 for K =5 and K = 10. This improvement
is attributed to the global model’s increased reliability and
convergence after K rounds of benign training, providing more
accurate information to the cGAN for synthetic data generation
and update validation.

F. Summary of Results

In summary, our experimental results demonstrate that our pro-
posed framework achieves strong performance under both non-
adversarial and adversarial settings. It maintains high Main
Task Accuracy (ACC) while effectively mitigating the impact
of poisoning attacks, as evidenced by low Attack Success Rate
(ASR) values. Additionally, our framework excels in detecting
malicious clients, achieving high True Positive Rate (TPR)
and True Negative Rate (TNR) values. These results highlight
the robustness of our method in real-world federated learning
scenarios.

VII. LIMITATIONS AND FUTURE WORK

While our proposed GAN-based defense framework demon-
strates strong performance in mitigating poisoning attacks, it
has certain limitations. The framework remains vulnerable to
Backdoor attacks under strong adversarial conditions (e.g.,
30% malicious clients), particularly in early training rounds
when the global model is less reliable. Additionally, the com-
putational overhead introduced by the GAN may limit scala-
bility in large-scale federated learning scenarios. Future work
could focus on enhancing Backdoor defense mechanisms,
optimizing the GAN architecture for efficiency, and improving
robustness in early training rounds. Extending the framework
to more complex datasets and real-world applications, such
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Fig. 4. Heatmap comparing MULTIKRUM and proposed method variants under a Random Noise attack under a Random Noise attack with 30% malicious

clients on the Fashion-MNIST dataset.

as healthcare or autonomous driving, would also broaden its
applicability and practical impact.

VIII. CONCLUSION

In this paper, we proposed a GAN-based defense framework
for federated learning that effectively mitigates poisoning at-
tacks while preserving model accuracy. Our framework lever-
ages synthetic data generation to authenticate client updates
without requiring external datasets, ensuring privacy and ro-
bustness. Extensive experiments on MNIST, Fashion-MNIST,
and CIFAR-10 datasets demonstrate that the proposed method
outperforms state-of-the-art baselines in detecting malicious
updates and maintaining high accuracy under both IID and
non-IID settings. Despite its limitations, such as vulnerability
to strong Backdoor attacks and computational overhead, the
framework represents a significant step forward in securing
federated learning against adversarial threats. Future work
will focus on addressing these limitations and extending the
framework to more complex and real-world scenarios.
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APPENDIX A
DETAILED EXPERIMENTAL SETUP

A. Training Hyperparameters

For all experiments, local training is performed using Stochas-
tic Gradient Descent (SGD) with L2 regularization, Nesterov
momentum (A = 0.9), and a weight decay of 1x10~%. A static
learning rate of 0.01 is used throughout the training process.
Benign clients train for 10 epochs with a batch size of 128.
The training configurations for malicious clients vary and are
described in the following section.

B. Attack Details

We evaluate the robustness of our framework against four
types of poisoning attacks: Random Noise, Sign Flipping,
Label Flipping, and Backdoor attacks. Below, we provide
details on the implementation of each attack:

1) Random Noise Attack: Malicious clients add noise
sampled from a Uniform Distribution (u = 0, 0 = 0.5)
to their model updates before submitting them to the server.
This attack aims to disrupt the global model’s convergence by
introducing random perturbations. To maximize their impact,
all malicious clients submit the same perturbed update to the
Server.

2) Sign Flipping Attack: This attack destabilizes the global
model by reversing and scaling the direction of gradient
updates. Malicious clients flip the signs of their model updates
and multiply them by a scaling factor « before submission.
Specifically, malicious clients submit the following:

M = =y x M (©)

In our experiments, we set v = 5.0 to amplify the impact of
the Sign Flipping attack.

3) Label Flipping Attack: During local training, malicious
clients flip the labels of a subset of training samples (e.g.,
changing label 0 to 9 in MNIST). This attack aims to degrade
the global model’s accuracy by introducing incorrect label
information. In our experiments, we rotate all labels (e.g.,
0 —+ 1,1 — 2, and so on). To further amplify their impact,
malicious clients scale their model updates by a factor of
~v = 4.0 before submission.

4) Backdoor Attack: Malicious clients embed a backdoor
trigger (a specific pixel pattern) into a subset of training
samples and relabel them to a target class. During testing, the
presence of the trigger causes the model to misclassify inputs
as the target class. In our implementation, the trigger consists
of two sets of parallel horizontal lines (each 7 pixels in width
and 1 pixel in height), resembling a double equal sign (==).
The lines are positioned with a 1-pixel gap between them and
a 2-pixel gap from the top and left edges of the image. For our
experiments, we set the target class to 2, relabeling samples
from class 0 to class 2.

The adversary carrying out the backdoor attack employs a
two-fold training strategy:

1) Inmitial Training: The global model is trained using only

triggered samples, resulting in a high Attack Success
Rate (ASR) but low Main Task Accuracy (ACC).

2) Realignment Training: The adversary then fine-tunes
the model using a mix of triggered and clean samples
to restore ACC while maintaining a high ASR.

In our experiments, each sub-training phase is performed for
5 local epochs.

APPENDIX B
ADDITIONAL RESULTS

Tables and present the True Positive Rate (TPR)
and True Negative Rate (TNR) results for scenarios with 10%,
20%, and 30% malicious clients, respectively. These results are
evaluated under both IID (o = 1.0) and non-IID (a = 0.5)
data distributions across all attack types.

In addition to the heatmaps presented in the main body , we
include 14 additional heatmaps in this appendix to provide
a comprehensive view of the detection performance under
various settings. Figures showcase the results for differ-
ent datasets (MNIST, CIFAR-10), attack types (Sign-Flipping,
Label-Flipping, Backdoor, Random Noise), and proportions of
malicious clients (10%, 30%). These heatmaps highlight the
robustness of our proposed framework in identifying malicious
updates while preserving benign ones across diverse scenarios.
Supplementary Material: The full set of heatmaps for all
datasets, attack types, and malicious client proportions is
available as supplementary materials.
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DISTRIBUTIONS UNDER VARIOUS ATTACKS WITH 10% MALICIOUS CLIENTS.

TABLE V
RESULTS SHOWING TRUE POSITIVE RATE (TPR) AND TRUE NEGATIVE RATE (TNR) FOR BOTH IID (o = 1.0) AND NON-IID (@ = 0.5) DATA

16

a=1.0 a=0.5

Baseline RN LF SF BK RN LF SF BK
TPR TNR TPR TNR TPR TNR TPR TNR TPR TNR TPR TNR TPR TNR TPR TNR
MULTIKRUM 064 095 064 095 064 095 015 091 064 095 063 095 064 095 0.07 090
=~ GAN (FIXED THRESHOLD) 1.00 100 100 100 100 1.00 000 1.00 100 099 100 100 1.00 1.00 0.03 1.00
£ GAN (CLUSTERED) 1.00 095 092 095 078 094 045 090 100 094 093 095 078 0.88 035 090
E GAN (ADAPTIVE: MEDIAN) 1.00 0.57 1.00  0.57 1.00  0.57 1.00  0.57 1.00  0.57 1.00 0.57 1.00 0.57 1.00  0.57
GAN (ADAPTIVE: MIXED-1)  1.00  0.57 1.00  0.57 1.00  0.57 1.00  0.57 1.00  0.57 1.00  0.57 1.00 0.57 1.00  0.57
GAN (ADAPTIVE: MIXED-2) 1.00 090 1.00 091 098 090 1.00 090 1.00 091 1.00 091 1.00 092 098 0.89
MULTIKRUM 0.64 095 064 095 061 095 001 08 064 095 064 095 046 093 000 0.8
; GAN (FIXED THRESHOLD) 1.00 097 1.00 0.99 1.00 098 001 097 1.00  0.95 1.00  0.98 1.00 097 0.04 098
= GAN (CLUSTERED) 1.00 095 094 094 — — 022 0.88 1.00 094 090 093 084 095 021 0.88
S GAN (ADAPTIVE: MEDIAN) 1.00 0.57 1.00 0.57 1.00 057 097 0.57 1.00 057 1.00 0.57 1.00 057 098 0.57
= GAN (ADAPTIVE: MIXED-1)  1.00  0.57 1.00  0.57 1.00 057 081 0.5 1.00 057 1.00 0.7 1.00 057 098 0.57
GAN (ADAPTIVE: MIXED-2) 1.00 091 1.00 0.90 1.00 0091 0.48  0.81 1.00  0.88 1.00 0091 1.00 091 090 0.84
MULTIKRUM 064 095 064 095 064 095 000 089 064 095 064 095 064 095 0.00 0.8
2. GAN (FIXED THRESHOLD) 1.00  0.98 1.00 097 1.00 097 0.01 097 1.00 097 1.00  0.98 1.00 097 0.03 0.96
& GAN (CLUSTERED) 1.00 0.87 1.00  0.88 1.00 087 007 070 1.00 0.86 1.00 0.87 1.00 0.88 0.04 0.68
é GAN (ADAPTIVE: MEDIAN) 1.00 060 100 060 100 0.60 0.12 0.52 1.00 0.60 1.00 0.60 1.00 0.60 030 0.53
O GAN (ADAPTIVE: MIXED-1) 1.00 0.60 1.00 0.60 1.00 059 0.13 051 1.00 0.60 1.00 059 1.00 059 0.08 0.0
GAN (ADAPTIVE: MIXED-2) 1.00  0.83 1.00 0.83 1.00 0.82 008 0.58 1.00 0.82 1.00 0.83 1.00 082 0.13 0.58

TABLE VI
RESULTS SHOWING TRUE POSITIVE RATE (TPR) AND TRUE NEGATIVE RATE (TNR) FOR BOTH IID (o = 1.0) AND NON-IID (o = 0.5) DATA
DISTRIBUTIONS UNDER VARIOUS ATTACKS WITH 20% MALICIOUS CLIENTS.
a=1.0 a=0.5

Baseline RN LF SF BK RN LF SF BK
TPR TNR TPR TNR TPR TNR TPR TNR TPR TNR TPR TNR TPR TNR TPR TNR
MULTIKRUM 028 082 073 093 074 093 006 077 026 081 069 092 074 093 006 0.77
~ GAN (FIXED THRESHOLD) 1.00 1.00 100 1.00 100 1.00 001 0.99 1.00 099 1.00 1.00 1.00 1.00 0.01 1.00
¥ GAN (CLUSTERED) 1.00 098 087 096 065 079 0.12 0.88 1.00 098 062 079 092 093 0.09 0.86
E GAN (ADAPTIVE: MEDIAN) 099 065 099 065 099 065 099 065 099 065 099 065 099 065 099 0.65
GAN (ADAPTIVE: MIXED-1) 1.00 065 099 065 099 0.65 1.00  0.65 1.00  0.65 1.00  0.65 099 0.65 099 0.65
GAN (ADAPTIVE: MIXED-2) 1.00 096 099 096 092 093 097 095 .00 096 099 096 099 093 098 095
MULTIKRUM 0.26  0.81 072 092 024 081 0.01 075 027 082 0.71 092 074 093 0.00 0.75
; GAN (FIXED THRESHOLD) 1.00 099 1.00 0.99 1.00 099 0.01 0.99 1.00 098 1.00 097 1.00 098 0.01 0.98
= GAN (CLUSTERED) 1.00 098 086 095 088 095 0.09 08 099 098 0091 097 078 095 0.06 0.86
S GAN (ADAPTIVE: MEDIAN) 099 064 099 065 099 065 037 050 099 065 099 065 099 065 091 0.63
= GAN (ADAPTIVE: MIXED-1)  1.00  0.65 1.00 065 099 065 032 048 1.00 0.65 1.00 065 099 065 0.80 0.60
GAN (ADAPTIVE: MIXED-2) 099 095 098 095 097 097 0.06 077 100 097 1.00 096 098 093 0.15 0.79
MULTIKRUM 072 092 073 092 074 092 000 075 072 092 072 092 074 092 000 075
3. GAN (FIXED THRESHOLD) 1.00 097 1.00 097 1.00 098 001 097 1.00  0.97 1.00 097 1.00 098 002 097
&  GAN (CLUSTERED) 1.00 096 100 096 100 095 001 0.62 1.00  0.95 1.00 096 1.00 095 0.01 0.64
é GAN (ADAPTIVE: MEDIAN) 099 067 099 067 099 067 004 045 099 067 099 067 099 067 002 045
O GAN (ADAPTIVE: MIXED-1)  1.00  0.67 1.00 0.67 1.00 0.67 005 045 1.00  0.67 1.00  0.67 1.00 0.67 009 045
GAN (ADAPTIVE: MIXED-2) 1.00 094 1.00 094 1.00 094 0.01 0.51 1.00  0.94 1.00 094 .00 094 0.02 050
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TABLE VII
RESULTS SHOWING TRUE POSITIVE RATE (TPR) AND TRUE NEGATIVE RATE (TNR) FOR BOTH IID (ax = 1.0) AND NON-IID (@ = 0.5) DATA
DISTRIBUTIONS UNDER VARIOUS ATTACKS WITH 30% MALICIOUS CLIENTS.

a=1.0 a=0.5

Baseline RN LF SF BK RN LF SF BK
TPR TNR TPR TNR TPR TNR TPR TNR TPR TNR TPR TNR TPR TNR TPR TNR
MULTIKRUM 030 070 075 089 080 091 002 058 047 077 074 088 077 090 0.01 0.8
~ GAN (FIXED THRESHOLD) 1.00 100 100 1.00 100 1.00 0.02 100 100 099 1.00 100 1.00 100 0.01 1.00
£ GAN (CLUSTERED) 1.00 099 08 098 084 099 005 08 1.00 100 065 081 082 099 0.08 0.86

N (ADAPTIVE: MEDIAN I .7 b . b . y . b .7 I .7 I .7 b .

E GAN (A ) 098 073 074 063 081 066 067 060 098 073 096 073 098 073 075 0.64
GAN (ADAPTIVE: MIXED-1) 1.00 073 097 073 098 073 093 0.71 1.00 073 091 070 098 073 074 0.63
GAN (ADAPTIVE: MIXED-2) 1.00 099 096 097 096 098 008 076 1.00 098 097 098 084 091 008 0.77
MULTIKRUM 033 071 076 089 077 090 000 058 042 075 071 087 079 091 000 0.8
& GAN (FIXED THRESHOLD) 1.00 099 100 099 100 099 000 09 100 098 100 098 1.00 096 0.01 096
2 GAN (CLUSTERED) 1.00 099 090 098 076 093 001 082 100 1.00 083 097 069 093 001 0.82
S GAN (ADAPTIVE: MEDIAN) 098 073 097 073 097 073 020 041 098 073 083 0.67 098 073 026 043
= GAN (ADAPTIVE: MIXED-1) 1.00 0.73 099 073 098 073 016 039 100 073 075 062 098 073 028 044
GAN (ADAPTIVE: MIXED-2) 1.00 099 098 098 099 008 002 070 099 097 099 098 095 095 005 075
MULTIKRUM 071 086 075 087 081 09 000 059 072 08 075 087 0.81 090 0.00 0.59
2. GAN (FIXED THRESHOLD) 1.00 097 100 097 100 098 001 095 100 097 1.00 098 1.00 097 0.01 096
&  GAN (CLUSTERED) 1.00 099 100 099 100 099 001 063 100 099 1.00 099 1.00 099 0.02 0.59
é GAN (ADAPTIVE: MEDIAN) 098 075 098 075 098 075 003 039 098 075 098 075 098 075 0.03 038
O GAN (ADAPTIVE: MIXED-1) 1.00 075 100 075 100 075 003 038 100 075 100 075 100 075 0.05 038

GAN (ADAPTIVE: MIXED-2) 1.00 098 1.00 098 099 098 001 043 1.00 098 099 097 099 098 003 045
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Fig. 7. Heatmap showing detection performance for the Sign-Flipping attack on the MNIST dataset under non-1ID (a = 0.5) conditions with 10% malicious
clients.
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Fig. 8. Heatmap illustrating detection performance for the Sign-Flipping attack on the CIFAR-10 dataset under non-IID (o = 0.5) conditions with 10%
malicious clients.
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Fig. 9. Heatmap comparing detection performance for the Sign-Flipping attack on the MNIST dataset under non-IID (o = 0.5) conditions with 30% malicious
clients.
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Fig. 10. Heatmap showcasing detection performance for the Sign-Flipping attack on the CIFAR-10 dataset under non-IID (cv = 0.5) conditions with 30%
malicious clients.
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Fig. 11. Heatmap depicting detection performance for the Label-Flipping attack on the MNIST dataset under non-IID (o« = 0.5) conditions with 10%
malicious clients.
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Fig. 12. Heatmap showing detection performance for the Label-Flipping attack on the CIFAR-10 dataset under non-IID (ov = 0.5) conditions with 10%
malicious clients.
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Fig. 13. Heatmap illustrating detection performance for the Label-Flipping attack on the MNIST dataset under non-IID (o« = 0.5) conditions with 30%
malicious clients.
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Fig. 14. Heatmap comparing detection performance for the Label-Flipping attack on the CIFAR-10 dataset under non-IID (aw = 0.5) conditions with 30%
malicious clients.
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Fig. 15. Heatmap showcasing detection performance for the Backdoor attack on the MNIST dataset under non-IID (o« = 0.5) conditions with 10% malicious
clients.
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Fig. 16. Heatmap depicting detection performance for the Backdoor attack on the CIFAR-10 dataset under non-IID (oo = 0.5) conditions with 10% malicious
clients.
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Fig. 17. Heatmap showing detection performance for the Backdoor attack on the MNIST dataset under non-IID (o = 0.5) conditions with 30% malicious
clients.
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Fig. 18. Heatmap illustrating detection performance for the Backdoor attack on the CIFAR-10 dataset under non-1ID (o = 0.5) conditions with 30% malicious
clients.
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Fig. 19. Heatmap comparing detection performance for the Random Noise attack on the MNIST dataset under non-IID (o« = 0.5) conditions with 10%
malicious clients.
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Fig. 20. Heatmap showcasing detection performance for the Random Noise attack on the CIFAR-10 dataset under non-IID (o = 0.5) conditions with 10%
malicious clients.
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