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DR-PETS: Learning-Based Control With Planning in Adversarial
Environments
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Abstract— Ensuring robustness against epistemic, possibly
adversarial, perturbations is essential for reliable real-world
decision-making. While the Probabilistic Ensembles with Tra-
jectory Sampling (PETS) algorithm inherently handles uncer-
tainty via ensemble-based probabilistic models, it lacks guar-
antees against structured adversarial or worst-case uncertainty
distributions. To address this, we propose DR-PETS, a distri-
butionally robust extension of PETS that certifies robustness
against adversarial perturbations. We formalize uncertainty
via a p-Wasserstein ambiguity set, enabling worst-case-aware
planning through a min-max optimization framework. While
PETS passively accounts for stochasticity, DR-PETS actively
optimizes robustness via a tractable convex approximation
integrated into PETS’ planning loop. Experiments on pendulum
stabilization and cart-pole balancing show that DR-PETS cer-
tifies robustness against adversarial parameter perturbations,
achieving consistent performance in worst-case scenarios where
PETS deteriorates.

[. INTRODUCTION

Deep reinforcement learning (RL) provides a powerful
framework for sequential decision-making. However, deploy-
ing RL in practical settings demands robustness to epistemic
uncertainty (e.g., adversarial perturbations or model mis-
match) [1]. These uncertainties are often heterogeneous, non-
stationary, or even adversarial, making robustness guarantees
critical for safe deployment. While recent work has focused
on robust RL methods that account for worst-case transi-
tions [2], many state-of-the-art algorithms remain vulnerable
to structured adversarial perturbations.

Model-based RL (MBRL) improves sample efficiency
by learning an explicit environment model [3], enabling
planning strategies like model predictive Control (MPC) [4]
to simulate and optimize long-horizon decisions. Among
MBRL methods, the probabilistic ensembles with trajectory
sampling (PETS) algorithm [5] stands out: it combines
probabilistic ensemble models with MPC to achieve high
data efficiency and performance. However, PETS’ robust-
ness stems implicitly from its ensemble-based uncertainty
quantification, which assumes stochastic (not adversarial)
deviations. This leaves it ill-equipped for scenarios where
perturbations strategically exploit model inaccuracies [6].

Motivated by this, we propose DR-PETS, a distributionally
robust version of PETS. In DR-PETS, planning is still
achieved through MPC but, differently from PETS, the
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MPC cost is regularized and the regularizer arises from
a suitable reformulation of the underlying control problem
with ambiguity sets defined by the p-Wasserstein distance
to capture epistemic uncertainties. Since this leads to an
otherwise intractable problem, DR-PETS employs a tractable
approximation, resulting in a regularized version of the
original MPC cost. In what follows we briefly survey some
closely related works on DR learning and MPC.

Related work: A common approach to handle uncertainty
in RL is to consider worst-case transition models [7], often
formalized via distributionally robust Markov decision pro-
cesses (DR-MDPs) [8], [2], where ambiguity sets are mod-
eled using the Wasserstein distance [9]. Building on this, [10]
establishes a duality between robustness and regularization,
a concept also leveraged in model-free DR RL, such as
DR Q-learning [11], which recasts Q-values into a DR
Bellman operator via strong duality. Convergence guarantees
for Wasserstein-robust Q-learning in linear, time-invariant
systems are provided in [12]. In [13], a robust RL framework
for constrained MDP using optimal transport perturbations
is proposed; however, unlike our method, it requires of-
fline perturbation computation and application to training
data. In DR-MPC, [14] formulates DR chance constraints
and proposes a data-driven approach for value-at-risk under
Wasserstein ambiguity, while [15] derives DR-MPC for conic
moment-based ambiguity sets, assuming set shrinkage with
more data. Finally, [16] proposes an ambiguity tube MPC
for nonlinear stochastic systems with cost-to-go concavity.

Contributions: We propose DR-PETS, a DR extension of
PETS that explicitly certifies robustness against adversarial
perturbations. Our key contributions include: (i) integrating
Wasserstein ambiguity sets into the MPC cost functional
for worst-case-aware planning without perturbing training
data [10], [13]; (ii) reformulating the intractable max-min
problem via Wasserstein duality [17], yielding a convex max-
imization with a regularized cost; (iii) empirical validation
on adversarial pendulum and cart-pole environments, demon-
strating superior robustness over PETS; (iv) open-source
implementation at https://tinyurl.com/595c76t6.
Our work advances prior robust RL methods in three key
ways: (1) unlike [13], which computes adversarial perturba-
tions offline by corrupting training data and then deriving a
policy, DR-PETS directly optimizes for a robust policy by
maximizing a regularized reward function, eliminating the
need for explicit perturbation injection; (2) avoids iterative
forward simulations, unlike [?], preserving PETS’ data effi-
ciency; and (3) explicitly certifies robustness against adver-
sarial perturbations, unlike PETS, which only accounts for
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stochastic uncertainty. While this work focuses on theoretical
certification of robustness against adversarial perturbations
in an unconstrained setting, it establishes a foundational
framework for future research to rigorously integrate safety
constraints; indeed, as showed in [13], the inclusion of safety
constraints significantly amplifies the benefits of robust meth-
ods by reducing sensitivity to model perturbations. This is
the objective of future researches.

II. PRELIMINARIES AND PROBLEM SETUP

Sets are in calligraphic and vectors in bold. A random
variable is denoted by V and its realization is v. We denote
the probability density function, or simply pdf, of v by
p(v). Whenever we take the integral involving a pdf we
always assume that the integral exists. The expectation of
a function h(-) of v is E,| = [h(v)p(v)dv, where
the integration is over the support of p(v ) The condltlonal
pdf of vy with respect to v is p (v1 | v2). Countable sets are
denoted by wg, .k, , where wy, is the generic set element, k;
(ky,) is the index of the first (last) element and & : k,, is the
set of consecutive integers between (including) k; and k,.
We use < -,- > as the inner product and ) as the Cartesian
product. Let M (B) represent set of distributions over a Borel
set 5. Whenever it is clear from the context, a function g(+)
is denoted by g. The norm is denoted by ||-|| and the dual
norm by ||-||,. The symbol ~ denotes approximations.

A. Probabilistic ensembles with trajectory sampling (PETS)
algorithm

Consider a MDP [5] defined by the tuple (X, U, f,r,~),
where X is the set of states and U/ is the set of actions, such
that f : X xU — P(X) is the transition probability function
where P(X) denotes space of probability measures over X',
r: X xU - R is the reward function, and v € [0,1) is
the discount factor. At time ¢, given state x; € X C R¥, the
agent applies action u; € U C RY, then the subsequent
state xy41 is determined by the conditional distribution
F(Xeg1|xe,uy) e xep1 ~ f(Xpp1]xe, we), VX1 € X, and
r(x¢,uy) returns the immediate reward received when the
MDP is in state x; and u; is applied. The results in [5] rely
on the following:

Assumption 1: Given an MDP, (X,U, f,r,~) the tran-
sition probability function f is unknown and reward r is
known.

Under Assumption|[I] to estimate the transition probability
function f, PETS collects a dataset D of N € Z, samples
from the system, defined as {(x, us,X¢41)}=0.1,.. N1,
where the actions are generated according to some criteria, e.
g. randomly. Then an ensemble of B € Z neural networks
(NNs) can be trained on the collected dataset; formally,
the b-th NN is modelled as a Gaussian distribution by
fo, ~ N(mag,,%0,), with b= 1,2,..., B and 6, being the
parameters of b-th NN. As in [5], given a system state x; and
an action uy, the output of the ensemble, i.e. the probability
to reach the new expected state X1, is the average over the

] B
NN, ie., fo(Rep1lxe,w) = 5 32 fo, (Reg1lxe, wy).
b=1

For planning and action selection, PETS uses an MPC-
based policy. For a given current state X;, system model fg
and a finite horizon T' € Z_, the RL planning through MPC
maximizes the objective function

t+T—1
jf“ (Xt>utt+T 1 Z ’7 “r Xz‘yui)‘fit , (D
where we denote a simulated state by X;, and for ¢ = ¢
we initialize X; to x; as system state. In (IJ) the expectation
is over simulated future trajectories generated by X;11 ~
fg(-\f{i, u;) given the initial state x;.

With this setting, PETS algorithm aims to find a finite

sequence u;,, p_; = {uf,uf,,,...,uj p_,} such that
Uy, 7 €arg max T, (X¢, Wpepy7—1)
W¢:t+T—1 (2)

s.t. Utt47-1 € Uu.
B. Distributionally robust MDPs

We introduce distributionally robust MDPs (DR-MDPs)
following [10], where the unknown transition probability
function f is within an uncertainty set F, i.e. f € F. As
commonly assumed in the literature [13], [10], we let F to be
(x,u)-rectangular i.e. F = ®(x,u)eXxu Fx,u where Fx
is a set of transitions f(-|x,u) € P(X) for a given state-
action pair. Hence, F is a Borel set and we let any possible
transition probability function f be a random variable with
support on F, such that f ~ fi € M(F). Here, the class
of the distributions M is the ambuiguity set each of which
have support on F.

Definition 1: (p-Wasserstein distance [17]) Let p €
[1,400] and (F,d) be a metric space, where d : F x F —
R, is a lower semicontinuous metric. The p-Wasserstein
distance between fi, i € M(F) is

1
Wi, i) =  inf / d(f, fyrd > 3)
i = nt ([ atdfrand. )
where Q(ji, 1) is the set of distributions over F x F with
marginals & and f.

Inspired by [10] and [18], we choose a p-Wasserstein ball
Q. (/1) as the ambiguity set over F, centered in /i and defined
as

Qe(r) :={ - Wo(j, ) < €} 4)

B
where € > 0 is the radius of the ball, and & := i Z

with § 7, being the Dirac distribution with full mass f
b

C. Problem statement

Following [10], we let the p-Wasserstein DR-MDP (WR-
MDP) tuple as (X,U,r, F,Q(i1)), and we define corre-
sponding DR formulation of (2)) as:

Problem 1: Given a WR-MDP
find the sequence of control
{u},uj,,...,uj ;_,} such that,

o € g max int By 700 )|

Wir—1 €U, )

(X’ Z/IV r? ‘F’ QC(IEL))’

inputs uj, p_; =

s.t. Ugy, Ugt1y .00y



where Jf(xt, Ut y7—1) is defined as in (T)).

By evaluating the infimum over the ambiguity set (/)
in () we consider a worst-case scenario for the objective
function in (II]) and this corresponds to a robust formulation
of (). To lighten the notation, for any given transition prob-
ability function f and time sequence ¢+ : t+ 71 — 1 starting
from current time ¢+4, we denote J7(X¢44, Uetii+7—1) With
Jiti(f). In the subsequent analysis we make the following
assumption:

Assumption 2: Consider Problem |I| with Q.(/1) defined
in @. The radius of the ball, €, is such that jt(f) ~
Tfo) + (¥ 5, Telfo)vp) , for all [ € Q. (i)

Remark 1: Assumption [2] is standard in the literature on
DR-RL (see e.g. [10], [13] and [19]). Intuitively, it implies
that e is sufficiently small, i.e., within the feasibility domain
of Problem [I] a first order approximation for the cost holds.

Authors in [18] and [13] showed that the objective function
in Problem |1|is intractable. Our main objective is to derive a
tractable reformulation of cost function in (3). We do this by
leveraging the strong duality of (3)), as established in [17],

inf E; -J(f
() IR «(f)

:i%fii%{ s |4 ©)
(6’” -3 ZEbe,”, (Afo, fou)” D }
{ () + Md (fb,feb)p)}—)\e”}_

Our approach aligns with the DR framework proposed in
[11], although developed for a finite discrete state space.
Indeed, for our framework of a continuous state space we use
of an ensemble of neural networks to model the transition
dynamics f and the subsequent derivation of a regularized
reward function through a Wasserstein ambiguity set.

III. MAIN RESULTS

To develop the DR-PETS algorithm we need a tractable
reformulation of (3 for which we employ the last equality
in (6). In fact, in the following Theorem we show that
(6) is formed of two terms: the empirical estimate of the
performance index over the ensemble and a regularizer.

Theorem 3.1: Let Assumption [2] hold. Then:

1 B ~ A
SHP{BZ [T (fo) + A(d (fmfeb)p)]_)‘ep}
b=

A>0 fo

B 1 )
Z e<B;\jvf9b$(fab) '

—1
P el
p—1

(7
Proof: Motivated by the approach of [19] and relying

on Assumption 2] we can write the last equality in (6) as

A>0

~

supl 1S int [75) + A fa)] 2}
b 1

)+ sup{; zB:iB)f{<erb$(f9b),vb>

A>0 i

Q)] - Aep} ®)

We begin our proof by solving the inner minimization
problem in (8); we define j(v) as

ilI;lbfj(Ub) = ia?bf {<erbjt(f9b),vb> + A Hvap} , 9

where we introduce the auxiliary variable J,, such that
llvp|| > dp, obtaining

inf {<Vf9b$(f0b)»vb> + A0 | |loe]| < 5b}

Vp,0p

: (10)
= Inf {h(vp, &) | [|v]| < 6o}
Vp,0b

First, note that for any vy, j(vy) < h(vp, dp) for all feasible o,
in (T0). This implies j(vp) < infs, {h(vp, 0 | [|vs] < )},
and by minimizing both sides w.r.t v, we see that

inf j(vp) < inf {h(vp,0) | [lus]l < d}-
v Vp,0p

Let 6; = ||lvf ||, where v; is the optimal solution to (), and
note that (vj,d;) is a feasible solution to such that
h(vi,0f) = j(vf). Therefore, we can derive the optimal
solution of (@) by finding the optimal solution of (T0):

inf {(V}, Ji(fo),v) + 207 | Jusll < 6}

Vp,0p
~ it {ivnbf {95, TilFo)svn) + 267 | o]l < 5b}}
= >f0{w’ int b{< o, Tilfou): vb>}}

= 2% {pap v | vy, 7ha)| } (11)

where the last step comes from the definition of the dual
norm |-||,. The minimization over d, in (I} is dependent
on A and the value 6; () that achieves the minimum can be
obtained by exploiting the convexity of (TI)) in d,. To obtain

87 (\) we set the derivative of A&} — 4 vae T:(fo,) H with
b *
respect to &, equal to zero, which leads to

V7, 7elda)|.
ol

oy (A) =

By plugging d;(A\) in (II) we obtain a solution to the

inner minimization in (8]):



11r}1bf KV T:(fo,) vb> + A lvp | }
— AN = 5N vaebjt(feb)

* 12)

P

(1-p) Hvﬂ,bjt(feb) :71
PEoT AFT

We can now solve the outer maximization in (8] by using
(12) which leads to

sup{; ii}}bf (¥, TilFo)s o0 + Al 7Y - Aep}
b=1

A>0
P
p—1 )
*
— )P

(13)

-0 (3T [V, 5Ga)
= sup

_p 1
A>0 pr-1 Ap—1

Note that (13)) is a maximization of a concave function in A:
the solution can be obtained by setting the derivative of (13

w.r.t. A equal to zero:
_p_
p1>
- — AP
B .
(é S |5, Fia)|

p )
p—1
—€P.

o (=2 ($E]75, 50
a pﬁ)\plfl

> (14
prP—T A\p—1
Setting (I4) equal to zero and solving for A gives,
5 N
(3=t V7,5 7)
A=
per!
By plugging A* into (I3) we have
B PN
(1-p) (113 Dob—1 vaebjt(feb) : >
e — \*eP
prIAT (15)

B _p_
—e (Z V5, 7o)
b=1

Finally, combining with () we arrive at (7)) as the closed
form solution. [ ]

As in PETS algorithm, we compute the expectation over
the estimated state trajectory in using a particle-based
propagation, i.e., propagating ) € Z, particles from initial
state X} = x; at time ¢, where ¢ = 1,2,...,Q. Each
particle is propagated using X} 1~ fgb. Furthermore, as
in PETS, we use cross entropy method (CEM) [20] to
select actions, which iteratively samples M € Z, action
sequences {uf, ;_}i—12,.n from a candidate distribu-
tion CEM(-) := N(pu,Xy). Actions sampled from the
candidate distribution are evaluated using (7), and parameters

pu and ¥, are updated iteratively based on best action
sequence among M samples.

By exploiting the B-NNs ensemble and letting p = 2 we
develop a simplified version of that we use in our DR-
PETS algorithm that is reported in the following result.

Theorem 3.2: Given the problem in (@), the optimization
objective can be reformulated as,

B t+T—1
max :|

ut:t+T1{ : Z { Z 7 tr X“ul
T
( Z kZ: xt+1:t+k~f9b

b=1
[erb In(fo, (Rt k[ Kek-1, Upsi-1))

(16)

t+T—1 :|

Z Eﬁqﬁ+1~feb [’yl bk (XZ,U_Z)]

i=t+k

))
s.t. g, U1y --0 s W4T —1 eu.
Proof: Considering Theorem [3.1] when p = 2, the Lh.s.

of can be rewritten as,
1
2 2
\ ) .an

1& . 1& R
Ezjt(f@ _6<BZHVf%~7t(f9b)
b=1 b=1

Now, considering the horizon 7', during the planning
we sample M possibly different sequences of actions, i.e.,
{uf:H_T_l}k:Lg ,,,,, - Thus, the expectation in the first part
of is only w.r.t. fgb, and it can be approximated by
propagating () particles for each k. Next, we simplify the
gradient term V fe,,jt( fo,) in by unrolling it over time
horizon T'. We use X to emphasize that the state is predicted

using the learned model. For brevity consider J; = J4( fgb).
t+T—1
er [ Z Ef 7’ by xl,uz)]]
(18)

= ’Y/Vfgb (feb (Xeq1%e, Ut)$+1)d§<t+1
= o600+ [ foalSe, w) V() i

where ¢(%¢,ur) =7 [V, (fo, (Resal%e, ) e

_ Continuing the unrolling of (I8) with fo,(Xeyi) =
foo, (Xeqi|Reqi—1, Weyi—1) We have:

Vi, Tt = ¢Gew) +7 / Jo,(ke41)V 5, Terdiein

= (X¢, wy) +7/f9b (Xe41)O(Xp g1, Upp1)dXeq

+72/f(?b(f‘tﬂ)/feb(ﬁt+2)¢(ﬁt+27ut+2)d§<t+2df{t+1+
o+ VT_l/fob(itH) ..

/feb (Xe47-1)Vf, Tt 1Rt m—1:041- 19)



Note that, Vfgb t7t+T71 = Vfg T()/\(t+T,1,ut+T71) = 0.

Then, by substituting ¢ in (T9) we obtain:
vfebjt =7 / vfgb f«% (Xit1)Trr1dXe 41

+72/f6,,(f<t+1)/vfeb (fab(it+2))(7t+2dﬁt+2:t+1

. (20)
+"'+7T_1/f9b<§(t+1)"'
/stb (fo, (Regr—1)) Tear—1d%e 112041
Multiplying each term in 20) by %, and ob-
b \Xt4i

serving that ffgb (ﬁt+1)vf9b 1n(f9b()2t+1))$+1d}2t+1 =

Eg, ., [erb hl(fgb (f(Hl))th], we can write:

Vi, Jt = 1Ex [Vfgb 1H(f9b)\7t+1}

+ ’y2]Ef(t+1:t,+2’\‘f9b |:vf9b ln(feb ()A(t+2))"7t+2:| T

T-1

+7 ]E’A‘fr+1:t+Tf1Nf9b [erb In(fo, (kt+T—1))«7t+T—1:|

T-1
oD DL LA ACAE
k=1

t+T—1
D B, [t )] @
i=t+k

By combining and (21) we obtain (T6). [

To recap, we aim to solve (2) despite the unknown
transition model f. We address this by formulating a DR
version of (]II) assuming f follows a distribution within the
ambiguity set Q. (/). Given the WR-MDP, we define the DR
optimization problem in (3). Applying p-Wasserstein duality,
we derive (7) as a tractable solution to Problem[I] comprising
an empirical estimate over the ensemble performance index
and a regularizer. Leveraging the B-NNs ensemble, we
further simplify Theorem [3.1] yielding (16).

IV. NUMERICAL RESULTS

We evaluate DR-PETS under epistemic uncertainty by
testing its learned policy in perturbed environments distinct
from the nominal training setup. Experiments on Pendu-
lum and Cartpole swing-up tasks compare DR-PETS with
PETS [5], using custom environments with parameter pertur-
bations to challenge policy robustness. Each task runs for 200
steps with an ensemble of B = 5 neural networks modeling
transition probabilities and () = 10 propagated particles. The
B-NN ensemble is trained on the nominal environment for
100 episodes, after which DR-PETS’ robustness is assessed
across perturbed settings. The implementation and custom
environments are available at https://tinyurl.com/
595c76tol

A. Example: Pendulum task

We start with a nominal pendulum of mass 1 kg and length
0.5 m. Using the algorithm and code from [5], we train an
ensemble of 5 NNs to estimate the transition probability
function and solve the MPC planning problem via CEM.
DR-PETS differs from PETS by optimizing a distributionally
robust MPC objective (T6), whereas PETS uses (I). To
compare performance, we simulate pendulums with masses
varying from 0.5 kg to 1.5 kg i.e. uncertainty set and evaluate
total rewards across the set of masses.

=300 T T T

-400

T T T
PETS Confidence interval
S
'S Confidence interval|

-500 7
600 - AN 4
700 - 1

-800

Cumulative Reward

-900

-1000 ’

1100 | I I 1 I
0.5 0.6 0.7 0.8 0.9 1 1.1 1.2 1.3 1.4 1.5

Pendulum Mass (kg)

Fig. 1. Total episodic reward obtained by the PETS (in blue) and DR-PETS
(in red) for perturbation of pendulum mass. Shaded region denotes half of
one standard error.

The plot in figure [I] is obtained after 50 simulations for
each mass perturbation. The performance difference between
PETS and DR-PETS is under parameter perturbations is
marginal, although the proposed algorithm exhibits more
robustness to model parameter uncertainty. Indeed, when the
mass value is higher than 1 kg, the DR-PETS reaches slight
higher cumulative reward.

B. Example: Cartpole task

PETS confidence interval
—PETS

:
DR-PETS confidence \mcl\ul[

Cumulative Reward
poy ow

I
0.2 0.3 0.4 0.5 0.6 0.7 0.8
Pole Length (m)

Fig. 2. Total episodic reward obtained by the PETS (in blue) and DR-
PETS (in red) for perturbation of pole length. Shaded region denotes half
of one standard error.

We take a nominal cartpole system with the pole length
(1) and mass (m) being 0.5 m and 1 kg respectively; we
employ the algorithm and code provided by [5] to train
an ensemble of 5 NNs that estimate the system dynamics.
To assess the performance of DR-PETS relative to PETS,
we conduct simulations involving cartpole with varying pole
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lengths, ranging from 0.2 m to 0.8 m, and then assess the
total rewards achieved for each length value.

Figure [2] presents cumulative reward comparisons of DR-
PETS and PETS over 50 simulations against length pertur-
bation. Beyond a 0.6 m pole, both algorithms show a sharp
performance decline, but DR-PETS degrades more gradually,
maintaining higher cumulative rewards. Additionally, PETS
exhibits a wider confidence interval, suggesting greater per-
formance variability.
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APPENDIX
A. Special cases: p =00 and p=1
When p = oo, Wasserstein duality results in

B

Wl =

inf[J; (o) | d(fo, fo,) < €]
b—1 f
(22)

1 o :
> <l o, vo)]
b=1"I=E

By considering a first order approximation of [J(-) with
respect to the inputs f, we have

Mm

inf \.7t fgb —+ Ub)]

— el

I ) 23)
=3 ;«Z&(ﬁ)b) - ;; vaebjt(feb)

As a result, the closed-form solution and adversarial pertur-
bations follow the same form as in Theorem [3.11 Also note
that p = oo results in the special case, where all inputs are
perturbed using the same magnitude e.

When p = 1, all previous derivations hold through (TT),

.}
)}

We can see that in (24) equals zero when \ >
HV Jo, Ji( fgb)H and —oo otherwise. Then while considering

inf { A0~ 8 [V, Tilfan)

5,>0

= inf {(Sb ()\ ~ Herbet(feb)

6, >0

(24)

the outer maximization problem

Sup{; émf (95, i) ) + Al /\e}

A>0

we must have \* = max,—1 . p ‘Vfa Jt(fgb) , which
b
results in the closed-form solution for the Wasserstein dis-

tributionally robust objective to become

Tifa) =€, max_||V7, Ti(fa,)

b=1,....B

: e

Wk

The form of (23) resembles Theorem 3.1} However, there
is no adversarial interpretation when p = 1, as the magnitude
of each adversarial perturbation is chosen to be zero in (24).
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