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Abstract

Recent research has revealed that high compression of Deep
Neural Networks (DNNs), e.g., massive pruning of the
weight matrix of a DNN, leads to a severe drop in accu-
racy and susceptibility to adversarial attacks. Integration
of network pruning into an adversarial training framework
has been proposed to promote adversarial robustness. It
has been observed that a highly pruned weight matrix tends
to be ill-conditioned, i.e., increasing the condition num-
ber of the weight matrix. This phenomenon aggravates the
vulnerability of a DNN to input noise. Although a highly
pruned weight matrix is considered to be able to lower
the upper bound of the local Lipschitz constant to tolerate
large distortion, the ill-conditionedness of such a weight
matrix results in a non-robust DNN model. To overcome
this challenge, this work develops novel joint constraints
to adjust the weight distribution of networks, namely, the
Transformed Sparse Constraint joint with Condition Num-
ber Constraint (TSCNC), which copes with smoothing dis-
tribution and differentiable constraint functions to reduce
condition number and thus avoid the ill-conditionedness of
weight matrices. Furthermore, our theoretical analyses un-
veil the relevance between the condition number and the
local Lipschitz constant of the weight matrix, namely, the
sharply increasing condition number becomes the dominant
factor that restricts the robustness of over-sparsified mod-
els. Extensive experiments are conducted on several pub-
lic datasets, and the results show that the proposed con-
straints significantly improve the robustness of a DNN with
high pruning rates.

1. Introduction
With an increasing depth of deep neural networks (DNNs),
the size of a DNN has exploded to encompass millions
or even billions of parameters, introducing significant
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Figure 1. Comparison of condition number and robust accuracy of
three methods at different pruning rates (90% v.s. 95%). The his-
togram ’Acc’ represents the value of the robust accuracy of differ-
ent methods at the same pruning rate, while the line graph ’Cond’
represents the condition number of the model.

challenges for resource-constrained devices, marked by
substantial computational and storage burdens, stemming
from highly redundant feature representations and over-
parameterization. It is worth noticing that even in a sparse
network configuration, comprising merely 5% of the total
parameters has demonstrated comparable performance to
that of fully parameterized networks [12] in the best case.
Furthermore, previous works [2, 15, 17, 33] discover that
well-trained DNNs exhibit the potential for pruning more
than 90% of their connections without incurring any dis-
cernible loss in accuracy. These results suggest that the
pruned redundant neurons are of minor of the least contri-
bution to the model’s performance. However, the aforemen-
tioned sparse models, i.e., the pruning models with only
10% or fewer neuron connections left, are extremely sus-
ceptible to carefully crafted perturbations, i.e., adversarial
examples [34]. To address this concern, PGD [28] suggests
that network capacity is crucial to robustness, as larger net-
work capacity implies more complex adversarial decision
boundaries. Increasing the network capacity may provide
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(a) Ill-conditioned weight space (b) 90% sparsity (c) 95% sparsity

Figure 2. a) The ill-conditioned weight space in the full connection layer; b) The parameter distribution of the pruned model on 90%
sparsity, the value distribution; c) The parameter distribution of the pruned model on 95% sparsity. See per-layer pruning ratio in Supple-
mentary Materials.

a better trade-off between standard accuracy and its adver-
sarial robustness [32]. In contrast, it is notable that an ap-
propriately higher weight sparsity [16, 36] implies better
robustness on naturally trained models. It seems that the
two viewpoints above conflict with each other, but after pro-
viding a comprehensive analysis from both theoretical and
empirical perspectives, we find that these discordant view-
points are essentially consistent.

To obtain robust and reliable networks, Min-Max robust
optimization-based Adversarial Training (AT) [28, 32] pro-
vides a popular way against first-order adversarial attacks
that rely on gradients of the loss function w.r.t. the input.
The studies [30, 37] incorporate pruning strategies and AT
techniques into a unified optimization framework, bolster-
ing sparse model robustness. The framework mentioned
above can indeed alleviate the decreasing robustness due
to sparsity. However, it is unclear which connections in the
network are critical for preserving model performance, and
the robust accuracy sharply drops along with the increasing
model sparsity. To elucidate these aspects, we designed a
comprehensive set of experimental and theoretical analyses.

In this work, we first study the relationship between
the sparsity and the adversarial robustness of DNNs and
develop constraints to alleviate the contradictions between
model pruning and robustness. We then theoretically prove
that the proposed sparse constraint increases the sparsity of
a DNN by limiting the Lipschitz constant. However, over-
sparsified models undermine robustness due to dramatically
increasing condition number of the weight matrix, yield-
ing an ill-conditioned weight space [34]. We observed that
the condition number of the weight matrices replaces the
Lipschitz constant when the sparsity rises, even though the
sparsity constraint has limited the Lipschitz constant. Em-
pirical evaluation on CIFAR10 [21], CIFAR100 [21] and
Tiny-Imagenet [23] validates our approach’s performance
and effectiveness, which coincides with our motivations and

theory.
The main contributions of this paper are summarized as

follows:
• To the best of our knowledge, we are the first to theo-

retically prove the relationship among the sparsity of the
model, the local Lipschitz constant, and the condition
number of weight matrices of a DNN.

• Based on the theoretical findings, we developed novel dif-
ferentiable constraints for training a sparse and robust net-
work, namely, Transformed Sparse Constraint joint with
Condition Number Constraint (TSCNC), to resolve the
conflict between the model’s sparsity and robustness.

• In experiments, we achieve state-of-the-art performance
in mainstream (VGG, ResNet, and WideResNet) archi-
tectures on various datasets. Besides, it demonstrates
strong migratability and the visualization of condition
number on the last layers indicates that our method im-
proves the robustness against adversarial samples.

2. Related Work
In this section, we briefly review sparse optimization-based
methods, network pruning, and adversarial training.

2.1. Sparse Constraint
Finding sparse networks via pruning useless neuronal con-
nections is a popular solution in the sparsity of DNNs
[8, 9, 14, 19, 27]. The pretraining-pruning fine-tuning three-
step pruning strategy [18] is a widely used training scheme.
However, pre-training a dense network is time-consuming,
thus it can train a sparse network directly from scratch
through ℓp norm regularizer (p ∈ {0, 1}). Consider an em-
pirical risk minimization of the general objective function
with a sparse ℓp constraint term, as shown in Eq. (1):

L(θ) = argmin
θ

1

N

(
N∑
i=1

L (h (xi; θ) , yi)

)
+λ ∥θ∥p , (1)
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where ∥θ∥p denotes the ℓp norm regularization of the pa-
rameters θ and λ is a weighing factor for regularization
to control the sparsity of θ. L (·) is the loss function and
(xi,yi) denotes input-output pairs composed of dataset of
size N .

Among them, ℓ1 norm regularization (Lasso) [22] forces
the value of the weight matrix to be close to zero with
the advantages of feature selection and interpretability, has
been widely used to train a sparse DNNs. In contrast to
ℓ1 regularizer, ℓ0 norm regularization term [26] imposes a
stricter penalty of sparsity constraint on the weight matrix
and ℓ0 norm causes no shrinkage on the actual values of
the weight matrix. However, minimizing ℓ0 norm regu-
larization term is usually numerically intractable and NP-
hard [29].

2.2. Adversarial Training
To improve the robustness of a network against well-
designed adversarial examples, AT [12] is one of the pri-
marily effective approaches in practice among previous
work [4, 7, 13]. AT uses a natural saddle point formulation
as the objective function to optimize the Min-max empirical
risk problem:

min
θ

E(X ,Y)∼D

[
max

∥δ∥p≤ε
L (θ,X + δ,Y)

]
, (2)

where (X ,Y) is the input-output pairs of datasets submit to
distribution D, L(·) is the loss function and θ represents the
set of weight parameters, δ is additive adversarial perturba-
tion within ε ⊆ Rd. The inner maximization problem aims
to find the adversarial perturbation to input samples that
achieves a high loss by iterative adversarial attacks, such
as Projected Gradient Descent (PGD) based attacks [7], the
outer minimization problem is to obtain model parameters
so that the “adversarial loss” given by the inner attack prob-
lem is minimized.

2.3. Learning Sparse and Robust Models
Recent works are devoted to constructing simultaneously
sparse and robust models by using sparse settings and ad-
versarial training frameworks. [30] proposed to make the
pruning process aware of the robust training objective and
remove slight impact connects according to AT loss. [24]
proposed to train sparse and robust DNNs through second-
order information of adversarial loss. [34] proposed to com-
bine the tensor product with the differentiable constraints
for promoting sparsity and improving robustness. [10] pro-
posed an inherent trade-off between sparsity and robustness,
finding sparse and robust DNNs through empirical evalua-
tion and an analytical test of the Lottery Ticket Hypothesis.

However, the aforementioned pruning strategies back-
ward propagation of AT loss, which tend to model param-
eters not towards exactly zero, thereby, leading to pruning

parameters with small coefficients, while these parameters
may contribute to the robustness of DNNs. Sparse methods
can still improve robustness through limiting Lipshitz con-
stant [16]. Inevitably, their robustness drops dramatically
at high sparsity. An attractive problem is that higher sparse
models are more vulnerable to adversarial samples. Thus, it
is necessary to demonstrate the relevance between the spar-
sity and robustness of networks, and the intrinsic factors that
affect the balance of sparse networks to adversarial samples.

3. Methodology
In this section, we present the details of the proposed
TSCNC. We first introduce the relevance between the
higher sparsity and the robustness, then propose a novel
sparse constraint that is consistent with our theoretical anal-
ysis, preventing the dramatic deterioration of robust accu-
racy in extremely sparse situations.

3.1. Sparsity and Robustness
We focus on DNNs with ReLU activation functions for clas-
sification tasks as an example to study the relevance be-
tween sparsity and robustness, the same applies to the com-
plex structure of some modern DNNs as well as most pool-
ing and activation functions being predefined with fixed
policies. Let us consider a simple multi-layer perceptron
g (·) with L hidden layers and each hidden layer is param-
eterized by a weight matrix Wl ∈ Rnl−1×nl and wk ∈
WL+1 [:, k], in which l ∈ [1 : L+1]. For input samples xi,
we have

gk (xi) = w⊤
k σ
(
W⊤

L−1σ
(
· · ·σ

(
W⊤

1 xi

)))
(3)

where wk is the k-th column of WL, gk (·) denotes the pre-
diction scores of input samples for class k and σ is the acti-
vation function. Here, we ignore the bias term b for clarity.
Notice that W⊤x+b can be simply rewritten as W̃⊤[x; 1],
where W̃ = [W;b]. Let ŷ = argmaxk∈[1:c] gk (xi)
denote the predicted output classification results. Assum-
ing the classifier is Lipschitz continuous, let us denote by
Lk
q,x the (optimal) local Lipschitz constant of the function

gŷ (x)− gk (x) over a fixed Bp (x, r), in which Bp (x, r) is
a close ball centered at x with radius r > 0 under ℓp norm.
Based on previous work [16, 20], the relation between the
local Lipschitz constant and the weights is given as follows:

Proposition 3.1 ([35]). Let ŷ = argmaxk∈[1:c] gk (x), and
1
p + 1

q = 1, then for any ∆x ∈ Bp (0, r), p ∈ R+ and a set
of Lipschitz continuous functions {gk : Rn → R}, with:

∥∆x∥p ≤ min

{
min
k ̸=ŷ

gŷ(x)− gk(x)

Lk
q,x

, r

}
:= γ (4)

it holds that ŷ = argmaxk∈[1:c] gk(x+∆x), which means
the classification decision does not change on Bp(x, γ).
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Therein, γ is an instance-specific lower bound that guar-
antees the robustness of multi-class classifiers.

Theorem 3.2 (Sparsity and Robustness of nonlinear
DNN [16]). Let the weight matrix be represented as Wj =
W′

j ◦Mj , in which {Mj [u, v]} are independent non-zero
Bernoulli B(1, 1−αj) random variables, for j ∈ [1 : l−1].
Then for any x ∈ Rn and k ∈ [1 : c], it satisfies the follow-
ing:

EM[1:d−1]
(Lk

i,x) ≤ ci (1− η(α1, ..., αl−1;x)) (5)

where i = 1, 2, and η is monotonically increasing function
w.r.t. each αj . Here, c2 = ∥Wŷ −Wk∥2

∏
j

∥∥W′
j

∥∥
F

and
c1 = ∥wŷ −wk∥1

∏
j

∥∥W′
j

∥∥
1,∞ are two constants,

According to Theorem 3.2, for q ∈ {1, 2} (i.e., p ∈
{∞, 2}), Lk

q,x is prone to get smaller if any weight ma-
trix gets more sparse. At the same time, if the distri-
bution of weights is closer to zero, it suggests a smaller
value of ∥Wj∥p. It is worth noting that the Lipschitz con-
stant is of great importance for evaluating the robustness of
DNNs, and it is effective to regularize DNNs by minimizing
Lk
q,x, or equivalently ∥▽gŷ (x)−▽gk (x)∥q for differen-

tiable continuous functions [20]. A smaller Lipschitz con-
stant implying larger γ and stronger robustness represents a
higher level of robustness as a larger distortion can be tol-
erated. An appropriately higher weight sparsity or smaller
parameter distribution of weights leading to a high level of
robustness.

However, when we continue to apply stronger sparse
constraints or pruning strength to get a smaller value of
∥Wj∥p, we observe that the DNNs cannot get more robust
by limiting the local Lipschitz constant, even contrarily,
leading to dramatic drops in robustness. This is because un-
structured sparsity may lead to a non-full rank of the weight
matrix with a certain row or column of all zero elements, as
shown in Fig. 2a. The condition number of a low-rank ma-
trix is∞, which means the matrix falls into ill-conditioned
weight space.

3.2. Lipschitz Constant and Condition Number
Definition 3.3 (ℓ2-norm condition number). The ℓ2-norm
condition number of a full-rank matrix A ∈ RK×I is de-
fined as: κ(A) = σmax(A)

σmin(A) , where σmax(A) and σmin(A)

are maximal and minimal singular values of A, respec-
tively.

The condition number κ(A) is commonly used to mea-
sure the sensitivity of a function in the event of how much a
small perturbation of the input x can change the output y. A
matrix with the condition number being close to one is said
to be “well-conditioned”, on the other side a matrix with
a large condition number is said to be “ill-conditioned”,

which causes the vanishing and exploding gradient prob-
lem [31]. Let us consider an input perturbation δx and out-
put perturbation δy, which satisfies y+ δy = W(x+ δx).
Therein, W = {Wl} are weight matrix. Then we have

1

κ(W)

∥δx∥
∥x∥

≤ ∥δy∥
∥y∥

≤ κ(W)
∥δx∥
∥x∥

(6)

From Eq. (6), it can be concluded that κ(W) restricts the
range of variation of output perturbation δy. That is, im-
proving the condition number promotes the robustness of
the network to the adversarial noise.

We then have the following theorem.

Theorem 3.4. The sparsity of DNNs satisfies the following
relationship with local Lipschitz constant Lk

q,x and the con-
dition number κ (W):

1

2
·
Lk
q,x

∥W∥
≤ κ (W) (7)

Proof (Sketch). By getting the RHS of the Eq. (6) and
changing the position of ∥x∥ and ∥δy∥, we have,

∥x∥
∥y∥

≤ κ(W)
∥δx∥
∥δy∥

(8)

Next substituting an equation y = Wx into Eq.(8), then we
can get,

1

∥W∥
≤ κ(W)

∥δx∥
∥δy∥

(9)

Without loss of generality, if we keep the relative error
∥δy∥
∥δx∥ of the model at a constant value, the lower bound of
condition number κ(W) will become large when we in-
crease the sparsity of the model, i.e., the small value of
∥W∥. In contrast, we can limit the condition number of
the weight matrix to improve the robustness through differ-
entiable constraints at high sparsity. Thus we need to re-
strain the relative error ∥δy∥

∥δx∥ to a small value. Let us denote
h(·) := gŷ(·) − gk(·), according to the definition of Lips-
chitz’s constant, the Lk

q,x can be re-expressed as follows:

Lk
q,x = sup

∥δx∥≤r

∥h(x+ δx)− h(x)∥
∥δx∥

(10)

Moreover, the upper bound of ∥hk(x + δx) − hk(x)∥ can
be obtained, which is equivalent to the maximum,

∥hk(x+ δx)− hk(x)∥
= ∥[gŷ(x+ δx)− gk(x+ δx)]− [gŷ(x)− gk(x)]∥
= ∥[gŷ(x+ δx)− gŷ(x)] + [gk(x)− gk(x+ δx)]∥
≤∥(gŷ(x+ δx)− gŷ(x))∥+ ∥(gk(x+ δx)− gk(x))∥
≤2 ∥δy∥

(11)
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Therefore, we obtain the upper bound of the local Lipschitz
constant,

Lk
q,x = sup

∥δx∥≤r

∥h(x+ δx)− h(x)∥
∥δx∥

≤ 2
∥δy∥
∥δx∥

(12)

By combining Eq.(9) and Eq.(12), it leads to (7).

It can be seen from Eq.(7), building an extremely sparse
neural network means a smaller value of ∥W∥. At the same
time, the value of the condition number will sharply in-
crease. This satisfies our expectation that a highly sparse
network reduces the rank of the weight matrix, and tends
to fall into ill-conditioned weight space, despite the spar-
sity of the network equally minimizing the local Lipschitz
constant. They are linearly correlated and the Lk

q,x can-
not keep shrinking due to the capacity and the depth of
network [5, 6]. According to Eq.(6) and Eq.(7), we can
draw a conclusion that adequate sparsity of the network can
improve the robustness due to limiting the local Lipschitz
constant and thus obtaining a larger perturbation boundary.
Moreover, a moderate condition number of the weight ma-
trix is also indispensable.

3.3. Scale-Invariant Condition Number Constraint
A central question in training a sparse network is how to
reserve the neuron connections which can promote robust-
ness. Integrating the adversarial training technique into the
pruning procedure is not enough. As it has been showed
from Thm.3.2 that exist ∀q ∈ {1, 2} for ∥Wj∥p can limit
the local Lipschitz constant Lk

q,x. We reckon that promot-
ing the shrinkage of non-zero elements in the weight matrix
towards zero elements is equally important to minimize the
Lk
q,x value. Thus, we impose constraints through Frobenius

regularization to limit the Local Lipschitz as follows:

LCC =

L∑
l=1

(
log
(
τ + ∥Wl∥2F

))
(13)

Where L is the size of linear layers, and 0 < τ ≪ 1 being
the small smoothing factor, which avoids exploding or van-
ishing gradients during back-propagation, we set τ = 1e−4
in our experiments. The logarithmic function log (·) satis-
fies:

∂W̃l

∂w̃l,ij
=

∂(µlWl)

∂(µlwl,ij)
=

∂Wl

∂wl,ij
. (14)

Here, W̃l = µlWl, b̃l = µlbl. For the positive homogene-
ity function (σ(W̃lxl−1+b̃l) = µl ·σ(Wlxl−1+bl) when
a > 0), since penalizing the intrinsic norms of the weight
matrix is generally ineffective [25], so we choose log (·) to
measure the Scale-invariant L2 [34].

Meanwhile, we observe that it is not enough to train
a robust model relying on sparse constraint alone, due to

Figure 3. The variation of the condition number in the process of
adversarial training with VGG-16, where ’Standard’ indicates the
pretaining network.

the reason that extremely sparse network causes the ma-
trix to be non-full rank, i.e., leading to higher condition
number κ (W) in the sparse step. Orthogonal neural net-
work [3] forces the condition number of weight matrices to
be close to 1 through spectral constraint. Let {σi}ki=1, k =
min{a, b} denote the singular values of a weight matrix,
Wl ∈ Ra×b arranged in descending order of magnitude.
and σmax(Wl)

2 denotes the largest one. It is known that
∥Wl∥2F =

∑k
i=1 σ

2
i ≥ σmax(Wl)

2, thus, the regulariza-
tion term in Eq. (13) could also prevent condition number
from being too large.

3.4. Transformed Sparse Model
In training networks under a sparse model with high levels
of pruning rates, one practice is to remove weights that have
less impact on accuracy. We achieve this by first employing
an adaptive masks matrix directly multiplying the weight
matrix, then marking the corresponding model parameter
whether to remove or not.

Let a mask matrix Z ∈ Rm×n in which the elements
Zi,j ∈ {0, 1} control the elements of weight matrix W ∈
Rm×n whether to remove. Then we can reformulate the
weight matrix W as W̃ = W⊙Z and the min-max empir-
ical risk function in models h (·) can be rewritten as:

LE = min
W̃

Ep(xi,yi)∼D

[
max

∥δ∥p≤γ
LCE(h(xi + δ;W̃), yi)

]
(15)

where, δ denotes the adversarial perturbation added to the
input tensor; ∥·∥p denotes the ℓp norm of adversarial per-
turbation and we set p =∞ in experiments, LCE represents
the Cross Entropy Loss function. For training sparse net-
works, we selectively prune model parameters correspond-

5



Algorithm 1: TSCNC
Input: reference model weights Wl(0 ≤ l ≤ L);

sparsity p%; input samples (x, y) ∼ D
Output: sparse model weights Wl

1 for each sample (x, y) ∼ D do
2 xadv ← attack(x, y);
3 for each layer l do
4 ∆W← −W ⊙∆Z
5 if layer is convolution then
6 ∆LCE ←

{∑
i

[
∇ziL × a⊤i

]}
∆W;

7 else if layer is fully connected then
8 ∆LCE ← {∇zL}a⊤∆W;
9 end

10 end
11 Sort ∆LCE and set mask matrix Z;
12 for each epoch do
13 xadv ← attack(x, y);
14 for each layer l do
15 W̃l ←Wl ⊙ Zl;
16 Wl ← argmin

W̃l

{LE + λLCC};

17 end
18 end
19 return Wl;

ing to small loss change with LCE. So we can use Taylor
expansion to express the change of loss function as:

∆LCE =
∂LCE

∂w
∆w +

1

2
∆w⊤H∆w (16)

where H denotes the Hessian matrix computed as the
second-order derivatives of the loss function. Generally,
the difference ∆w gets small enough, and the second-order
gradient is close to zero. Thus, we set a variable β which
is determined by the sparsity rate. Once the absolute value
of ∆LCE is less than β, then zi,j is assigned to zero value,
which explicitly means that the parameter of wi,j is selected
to remove. Conversely, if the absolute value is larger than
β, then zi,j is assigned to one value, which implies that we
will reserve wi,j in the whole training process.

It is easy to acquire the value of ∆w by calculating the
difference between before and after the back-propagation.
There is another important issue to computing first-order
information of loss function, the following Propositions de-
scribe the method of calculating the gradient of the weight
matrix for the convolution layer and the fully-connected
layer.

Proposition 3.5. For lth convolution layer, firstly, we de-
fine weight matrix W ∈ Rcout×cink

2

, activation map A ∈
Rcin×sa , and layer output Z ∈ Rcout×sz such that it satis-
fies Z = WA, ∇WL =

∑
i

[
∇Zi
L ×A⊤

i

]
where i ex-

presses spatial index. Note that k is the weight kernel size,

cin is channel number of lth layer, cout is channel number of
(l+1)th layer, and sa is spatial size of activation map a, sz
is spatial size of layer output z.

Proposition 3.6. For lth fully-connected layer, firstly, we
define weight matrix W ∈ Rm×n, (activated) layer input
a ∈ Rm, and layer output z ∈ Rn such that it satisfies
z = W⊤a,∇WL = a{∇ZL}⊤. Note that m and n denote
the total number of nodes in each lth and (l + 1)th layer.

According Proposition 3.5 and 3.6, we expand the equa-
tion Eq. (16) for lth convolution layer and fully-connected
layer respectively as follows:

Conv : ∆LCE =

{∑
i

∇zi
La⊤i

}
∆W

FC : ∆LCE = {∇zL}a⊤∆W

(17)

∆LCE is a key idea of our pruning methodology, be-
cause it provides us with internal information about the
weight matrix W, letting us know which model parameters
are useful or useless factors, and we can determine which
model parameters can be pruned without weakening the ad-
versarial robustness. If the model parameters with larger
loss change with ∆LCE, We can conclude that even if small
changes occur, they can easily affect the model’s predic-
tion of adversarial examples. Thus, they can be considered
as factors for gaining robust knowledge through adversar-
ial training. In the opposite case, we argue that the model
parameters corresponding to small ∆LCE are not so promi-
nent in the adversarial example that their effects can simply
be ignored. Therefore, If we preset the model pruning rate,
we can easily prune the model parameters, just eliminating
them in order of low adversarial ∆LCE.

3.5. Training Robust Model with Sparse Constraint

We focus on training a robust neural network at high spar-
sity. We build theoretical relationships among the sparsity,
the local Lipschitz constant, and the condition number of
neural networks. Thus, the constraints for condition num-
ber within the framework of sparse DNNs with limiting
the Lk

q,x can exactly improve the robustness against vari-
ous perturbations. By combining the constraints and sparse
constraint discussed above, we construct the following cost
function to jointly learn extremely sparse and robust mod-
els:

R(W̃) = LE(W̃) + λLCC (18)

where the hyperparameter λ > 0 controls the influence of
the regularizers on the final solution. In this work, we de-
scribe Algorithm 1 to explain TSCNC in detail.
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CIFAR-10 CIFAR-100

Model
Sparsity 90% 95% 90% 95%

Method HYDRA MAD TSCNC HYDRA MAD TSCNC HYDRA MAD TSCNC HYDRA MAD TSCNC

VGG-16
(14.7M)

Clean 76.40 81.40 81.94 74.50 71.60 81.30 52.56 48.71 54.20 50.78 44.77 53.57
FGSM 58.94 57.07 60.17 55.91 54.81 58.74 32.40 35.71 38.97 30.77 33.05 36.49
PGD 49.58 51.08 53.27 48.73 48.44 51.87 25.32 26.61 29.10 21.15 22.64 25.97
SA 53.24 53.61 55.80 50.58 50.46 53.36 34.70 33.34 36.02 32.91 31.47 34.23
AA 42.55 43.12 49.49 40.19 40.62 46.43 19.87 20.28 24.95 18.50 19.02 23.83

WRN-28-10
(36.5M)

Clean 87.40 88.00 89.64 –.– 72.36 84.90 62.50 48.27 62.82 55.47 43.84 57.78
PGD 53.27 54.20 57.63 52.21 53.85 56.32 28.63 29.64 32.97 28.60 27.41 30.71
APGD 49.47 51.36 54.91 47.78 49.21 53.67 26.79 28.61 31.73 26.28 26.57 30.41
CW∞ 51.29 53.44 57.01 50.55 51.45 55.97 25.53 27.60 29.43 23.89 24.11 28.41
AA 49.16 49.50 54.09 47.46 47.55 53.54 24.63 24.48 27.34 21.30 21.64 25.78

Table 1. Comparing the adversarial robustness accuracy on small-scaled datasets CIFAR-10 and CIFAR-100 with VGG-16 and
WideResNet-28-10. We control the sparsity of models to 90% and 95%, the bold indicates the best performance at the same sparsity
under the same attack method. See results of VGG-11, ResNet-18 in the Supplementary Materials.

Tiny-Imagenet

Model Sparsity Method HYDRA MAD TSCNC

VGG-16
(14.7M)

90%

Clean –.– 47.00 47.17
FGSM 17.83 18.90 23.47
PGD 16.21 16.35 19.97
CW∞ 13.44 13.58 16.78
APGD 13.95 14.56 17.80
AA 11.80 12.44 15.57

95%

Clean –.– 24.72 45.21
FGSM 16.34 16.90 21.07
PGD 14.68 14.35 18.86
CW∞ 12.33 13.10 18.84
APGD 12.02 12.89 16.25
AA 11.00 11.41 14.39

Table 2. Comparing the adversarial robustness accuracy on Tiny-
ImageNet dataset with VGG-16. Underline: from MAD paper.

4. Experimental Results

4.1. Implementation Settings
We here introduce adversarial attack methods and hyperpa-
rameter settings.

4.1.1. Adversarial Attack
We verify the effectiveness of our model under different
adversarial attack methods, such as Fast Gradient Sign
Method (FGSM) attack [13], the Projected Gradient De-
scent (PGD) attack [28], Auto PGD (APGD) [11], Square
Attack (SA) [1], CW∞ [7] and Auto Attack (AA) [11]. We
set the PGD attack and FGSM with the perturbation mag-
nitude ϵ = 8/255, steps t = 10, and step size α = 2/255
for ℓ∞ norm attack. The SA is a black-box attack with-
out any internal knowledge of the targeted model, and the
number of queries is set to 100. We implement APGD with
cross-entropy loss, and it has 30 steps with random starts
and momentum coefficient ρ = 0.75. We use CW∞ attack

with the same perturbation budget as the PGD attack.

4.1.2. Performance Metrics and Hyperparameters
For all approaches, we adversarially train models by using
TRADES-AT [39] with ϵ = 8/255, perturb steps=2/255
and distance=l∞ for adversarial loss. The proposed method
is compared with recent advanced baselines: HYDRA [30],
MAD [24], and for baselines, the optimal hyperparameters
are consistent with those given in the paper. We set the batch
size to 128 and the epoch to 200 for all methods. In our
method, we train the sparse model from scratch using SGD
with momentum 0.9, weight decay 0.0005, initial learning
rate 0.1 and take a step scheduler to lower the learning rate
by 0.1 times on each 30 and 45 epochs.

4.2. Results and Discussion
We report the results of our comparative evaluation with
HYDRA [30] and MAD [24] Besides performance on ad-
versarial samples, our performance on clean samples also
outperforms existing methods.

Our method outperforms existing works in all experi-
ments. As shown in Fig. 2b, the distribution of parameter
values trained by TSCNC is closer to zero than HYDRA.
Our method tends to retain the parameters with small values
but high adversarial robustness. TSCNC is 4.3% and 4.06%
higher than HYDRA for CIFAR-10 and CIFAR-100 each on
average of two networks. This is because the hidden layers
and fully connected layers of the model pruned by HYDRA
mostly fall into non-full rank weight matrix space as shown
in Fig. 1, affecting robustness when encountering stronger
adversarial attacks.

TSCNC has 1.55% and 1.83% degradation for CIFAR-
10 and CIFAR-100 respectively on an average of two net-
works, whereas MAD has 2.34% and 2.54% degradation
respectively. MAD has no change in the value of the pa-
rameter, simply determining whether to pruned a parameter

7



Figure 4. The impact of different value of λ on robust accuracy,
the pruning ratio is set to 90% and 95%, respectively.

based on the loss change. It can be seen in Figs. 2b and 2c,
that TSCNC constraints the weight distribution and tends to
retain smaller values of parameters than MAD.

4.3. Ablation Study
We analyse the effectiveness of the proposed constraint in
Sec. 4.3.1, and the impact on robustness under different
sparsity in Sec. 4.3.2.

4.3.1. Regarding Constraint
Constraint Since we argue that LCC are essential to ad-
verse resilience, we evaluate the effect of this component
on CIFAR-10 using WRN-28-10, as shown in Tab. 3. We
conduct two experiments between just sparsity training and
using conditional number constraint LCC.

As observed in Tab. 3, LCC is particularly beneficial for
adversarial generalization of the model under high spar-
sity, being able to prevent a matrix from falling into the
ill-conditioned weight space. Thus, the inclusion of LCC

terms allows TSCNC to perform well. Moreover, as shown
in Fig. 3, TSCNC always ensures that the condition number
of the model is in a lower value range during training.

Sparsity Attack Type (w.o./w. LCC)

PGD CW∞ APGD AA

90% 55.25/57.63 54.69/57.01 50.89/54.91 49.92/54.09
95% 51.37/56.32 49.76/55.97 46.88/53.67 45.61/53.54

Table 3. The results of ablation study on the presence of LCC in
TSCNC (WRN-28-10) on CIFAR-10 dataset.

Hyperparameter LCC has a single hyperparameter λ,
which determines the magnitude of the constraint of the
condition number, and in turn, controls the distribution of

Figure 5. The results at different sparsity under various attack
methods, we select WRN-28-10 with PGD adversarial training on
CIFAR-10 compared with HYDRA and MAD.

the parameters in the weight matrix. It is necessary to in-
vestigate how λ controls the robustness of DNNs. Fig. 4
shows the impact of λ under the PGD attack on the CIFAR-
10 dataset, showing that with the increase of λ, the precision
of the model is on the rise, this is mainly because regular-
ization can limit the local Lipschitz constant when the in-
put produces tiny perturbation. However, when λ continues
to increase, the overall loss value will be too large, which
makes the gradient disappearance easy to occur in the train-
ing process and makes it difficult to converge. we finally
determined λ = 0.001 with better performance compara-
tively.

4.3.2. Regarding Sparsity and Robustness
We here look into the robustness with variation of sparsity.
We compare TSCNC with other methods under 4 types of
attack, using WideResNet-28-10 on CIFAR-10. As shown
in Fig. 5, we plot the robust accuracy curves. On the one
hand, the results confirm that the robustness of the model
can benefit from moderate sparsity, e.g., the robust accuracy
of TSCNC rises by 4.08% (68.68% to 72.76%) from 0% to
90% sparsity under PGD attack. The baseline methods drop
at varying degrees.

5. Conclusion

In this work, we theoretically demonstrate the relation-
ship between the sparsity, the local Lipschitz constant, and
the condition number of deep neural networks. Based on
such findings, we propose novel joint constraints to bal-
ance the sparsity and robustness of DNNs. The proposed
method combines smoothing distribution and differentiable
constraints, to reduce the condition number of the weight
matrix and avoid falling into ill-conditioned space. Various
experiments are conducted on different datasets and attack
methods to verify the effectiveness of the proposed method.
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A. Experimental Environments
• GPU: NVIDIA GeForce RTX 4090
• CPU: AMD EPYC 7413
• Python Version: 3.11
• PyTorch Version: 2.6.0

B. More Details of Condition Number

Let us consider a general linear transformation y = Wx,
with input-output pairs (x,y) and the weight matrix W.
The induced norm of W measures how much the mapping
caused by W can stretch vectors,

∥W∥ = max
x̸=0

∥Wx∥
∥x∥

(19)

It is also important to consider how much matrix W can
shrink vectors. The reciprocal of the minimum stretching
can be expressed as the induced norm of the inverse matrix:

∥∥W−1
∥∥ = max

y ̸=0

∥∥W−1y
∥∥

∥y∥
=

1

minx ̸=0
∥Wx∥
∥x∥

Therefore, an equivalent definition of the Condition Num-
ber is as follows:

κ(W) =
σmax(W)

σmin(W)
= ∥W∥

∥∥W−1
∥∥ (20)

Limiting the condition number κ(W) of the weight ma-
trix of the network will lower the upper bound of the cor-
responding output response, which is aroused by input per-
turbations. Thus, reducing the condition number promotes
the system’s robustness to adversarial noise.

C. Visualization of Per-Layer Pruning Ratio

To compare how parameters are pruned, we visualize the
per-layer pruning ratio of TSCNC and MAD in Fig. 6.
As observed from figure, comparatively, TSCNC tends to
prune less parameter in initial layers of the network, while
it achieves higher pruning rate in layers with more number
of parameters. As for MAD, it keeps pruning ratio above
50% across all layers.

D. More Details and Experiments of TSCNC

D.1. Results on VGG-11 and ResNet-18

Performance of TSCNC and MAD on VGG-11 and ResNet-
18 are presnted in Tab. 4. Our method outperforms MAD
by a large margin.

(a) Layer-wise Pruning Ratio on VGG-16

(b) Layer-wise Pruning Ratio on ResNet-18

Figure 6. Visualization of Layer-wise Pruning Ratio of TSCNC
and MAD, under Sparsity of 90% and 95%, using (a) VGG-16
and (b) ResNet-18 on CIFAR-10.

D.2. Results on SVHN
We’ve shown the gains achieved by TSCNC on CIFAR-
10 dataset, CIFAR-100 dataset, and Tiny-Imagenet dataset.
For SVHN dataset [38], this comprehensive advantage is
even more obvious. As shown in table 5, at a high pruning
ratio, i.e., 95% sparsity, the TSCNC outperformed HYDRA
and MAD by 4.85% and 4.72% under AA attack on VGG.

D.3. Comparison to ADMM and ATMC
To validate the effectiveness of the proposed method, we
compare the adversarial robustness on CIFAR-10 dataset
with other baselines, i.e., ADMM[37] and ATMC [14]. As
shown in table 6, It is worth noting that the TSCNC achieves
an overwhelming advantage at a high pruning ratio. We ob-
tain gains up to 8.7, and 10.72 percentage points in robust
accuracy, compared to ADMM, and ATMC under AA at-
tack method. This advantage may be traced to the joint con-
straint of the pruning, which prevents the parameter matrix
from being ill-conditioned.
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CIFAR-10 CIFAR-100

Model
Sparsity 90% 95% 90% 95%

Method MAD TSCNC MAD TSCNC MAD TSCNC MAD TSCNC

VGG-11
(9.2M)

Clean 68.07 79.65 65.01 77.98 34.48 52.51 32.17 50.29
FGSM 46.38 53.52 44.09 52.39 20.92 27.72 18.85 27.47
PGD 43.14 49.14 41.38 47.78 19.34 25.66 17.77 24.97

ResNet-18
(11.2M)

Clean 74.25 84.67 71.16 82.25 41.47 54.93 34.77 51.08
FGSM 51.21 60.40 49.35 57.93 22.72 31.26 19.20 28.88
PGD 47.84 54.07 46.49 53.70 21.52 28.72 18.73 27.09

Table 4. Comparing the adversarial robustness accuracy on small-scaled datasets CIFAR-10 and CIFAR-100 with VGG-11 and ResNet-18.
We control the sparsity of models to 90% and 95%, the bold indicates the best performance at the same sparsity under the same attack
method.

SVHN

Model Sparsity 90% 95%

Method HYDRA MAD TSCNC HYDRA MAD TSCNC

VGG-16
(14.7M)

Clean 87.90 92.80 93.05 85.50 91.90 92.91
FGSM 64.22 64.54 68.96 63.11 63.25 68.17
PGD 54.61 55.46 58.89 52.12 53.44 57.70
CW∞ 49.72 49.85 52.17 48.21 48.73 51.69
AA 47.55 48.87 51.79 46.03 46.16 50.88

WRN-28-10
(36.5M)

Clean 91.00 93.80 94.70 –.– 92.87 93.32
FGSM 69.07 70.94 74.91 68.28 69.15 74.13
PGD 60.34 60.28 62.46 59.07 58.75 61.89
CW∞ 56.42 56.71 58.43 54.34 54.87 57.30
AA 54.45 54.57 56.55 52.16 52.02 55.94

Table 5. Comparison of our approach with other pruning-based baseline methods. We use SVHN dataset with VGG-16 and WideResNet
networks, iterative adversarial training from [28] for this experiment.

CIFAR-10

Model Sparsity 90% 95%

Method ADMM ATMC TSCNC ADMM ATMC TSCNC

VGG-16
(14.7M)

FGSM 51.94 51.07 60.17 48.45 49.37 58.74
PGD 44.89 44.81 53.27 41.45 41.50 51.87
SA 46.71 46.61 55.80 44.95 43.02 53.36
AA 39.27 40.46 49.49 35.71 38.13 46.43

WRN-28-10
(36.5M)

FGSM 52.35 52.57 57.63 50.81 50.93 56.32
PGD 48.77 50.15 54.91 46.47 48.28 53.67
CW∞ 50.55 51.82 57.01 47.96 48.39 55.97
AA 46.45 47.54 54.09 42.17 44.03 53.54

Table 6. Comparing the adversarial robustness accuracy on CIFAR-10 with other baselines, ADMM and ATMC. We control the sparsity
of models to 90% and 95%, the bold expression denotes the best performance within the same sparsity under the same attack method.
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