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Abstract 

This study examines how AI identity influences psychological empowerment and unethical AI 

behavior among college students, while also exploring the moderating role of IT mindfulness. 

Findings show that a strong AI identity enhances psychological empowerment and academic 

engagement but can also lead to increased unethical AI practices. Crucially, IT mindfulness acts as 

an ethical safeguard, promoting sensitivity to ethical concerns and reducing misuse of AI. These 

insights have implications for educators, policymakers, and AI developers, emphasizing For Peer 

Review the need for a balanced approach that encourages digital engagement without 

compromising student responsibility. The study also contributes to philosophical discussions of 

psychological agency, suggesting that empowerment through AI can yield both positive and 

negative outcomes. Mindfulness emerges as essential in guiding ethical AI interactions. Overall, the 

research informs ongoing debates on ethics in education and AI, oGering strategies to align 

technological advancement with ethical accountability and responsible use. 
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Introduction 

Emerging artificial intelligence (AI) technology has a pronounced impact on higher education, 

addressing existing challenges in educational settings such as larger school sizes and the scarcity 

of elite instructors. In all these areas, it has been noted that AI has led to massive changes: some 

estimates suggest that at least 80 percent of workers will have the quantity and quality of at least 

some of their tasks influenced (for the better) by AI (Canagasuriam & Lukacik, 2024). This means 

that, in educational contexts, psychological empowerment has been shown to mitigate the 

combined eGects of emotional exhaustion and depression, demonstrating that social relationships 

and leadership can bolster mental health in institutions (Schermuly & Meyer, 2016). However, this 

is not to say that AI is without dangers; cybercriminals have also turned to AI to bolster their 

attacks, for example, in the form of spear phishing or malware installation, showcasing how AI can 

be abused as a tool to harm enterprises (Mirsky et al., 2023). 

Psychological empowerment—comprising meaning, competence, self-determination, and 

impact—has strong eGects on person-environment interactions, which ultimately influence how 

individuals feel about and perform their jobs (Gregory et al., 2010). Empowered individuals behave 

diGerently in projects and, beyond stimulating their senses, tend to be more innovative, 

contributing to project success and performance (Malik et al., 2021). Moreover, as advances in AI 

threaten to imperil the professional identities that scientists have come to rely on, they are faced 

with the obligation to adapt their roles to new technologies (Goto, 2021). This, in turn, suggests that 

AI identity is likely to be as useful in explaining users’ behavior as IT identity or social identity, as 

demonstrated by cases of obsessive online social gaming (Gong et al., 2021). In education, AI 

social robots are being used to improve student attention and instructional eGectiveness, 

especially in foreign languages and STEM subjects (Edwards et al., 2019). 

Nonetheless, when people feel entitled to technological resources, they are more likely to engage 

in unethical behavior, particularly if they feel "cheated" by not receiving the special compensations 

they believe they deserve (Amo et al., 2022). In fact, studies have shown that when people perceive 

machines as less human-like, moral intent decreases, feelings of guilt lessen, and consequently, 

their actions become less moral (Giroux et al., 2022). AI robots have been used as teachers, peers, 

and telepresence instructors to deliver consistent, personalized instruction (Edwards et al., 2019). 

As the development of machine learning and deep learning algorithms continues to extract 

increasingly subjective, holistic insights from data and apply them to more personalized learning 
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experiences, AI devices are becoming more eGective and user-friendly (Chi et al., 2022). However, 

caution is needed in the adoption of AI in education, particularly because the social characteristics 

of AI teachers, including — or especially — their voice and social presence, may or may not aGect 

learners’ perceptions and outcomes (Edwards et al., 2019). 

Generative AI, in particular, could be used to transform learning environments into personalized 

and eGicient educational spaces. An AI-powered chatbot called ChatGPT is often able to generate 

large amounts of tailored text from prompts and, with appropriate training, can debug computer 

code, generate marketing text, and perform many other tasks (Zhang et al., 2024). Generative AI 

could reduce working hours without compromising quality; for instance, it might be an aGordable 

way to enhance education (Zhang et al., 2024). Despite these benefits, concerns remain regarding 

the accuracy and reliability of AI-generated information. Other research has revealed the potential 

for poorer learning outcomes, as AI-enabled teaching systems may allow inaccuracies to influence 

learning, which could impact learners' attitudes and behaviors (J. H. Kim et al., 2023). To address 

this, practitioners ensure that educational content generated by artificial intelligence is error-free 

by employing mechanisms such as multi-step verification and rewarded feedback (J. H. Kim et al., 

2023). 

As AI spreads to many more parts of the economy and society—such as education—responses to 

the issues created by machines that learn (especially when trained in biased ways) will need to be 

more carefully developed (and analytic philosophy might be called upon to assist). There are 

important ethical questions surrounding AI and its use in hiring, such as the concern of not 

replacing subjective decisions with algorithms (Figueroa-Armijos et al., 2023). Furthermore, ethical 

AI use can help mitigate risks, such as non-compliance with legislation like the General Data 

Protection Regulation (GDPR), where firms are expected to publicly make an ethical commitment 

and demonstrate high data security standards (Méndez-Suárez et al., 2023). In the AI4People 

framework, five basic ethical principles—beneficence, non-maleficence, autonomy, justice, and 

explicability—are outlined, described as providing a 'human-centric approach' to the development 

of ethical AI and the protection of human dignity (Bankins & Formosa, 2023). With interpretability 

issues surrounding investigations of ethical breaches involving AI, accountability must extend 

beyond individuals to include companies, developers, and sometimes the AI systems themselves 

(Sullivan & Fosso Wamba, 2022). 



 4 

The prominent contributions of this work lie in the development of a novel theoretical framework 

that demonstrates the connection between AI identity, perceptions of psychological 

empowerment, and ethical conduct, which can help guide educators and policymakers in fostering 

responsible AI use among students. Although much has been written about AI in education, there 

are few contextual perspectives or studies that explicitly discuss how students’ identification with 

AI (AI identity) might impact their behavior. Our research will aim to bridge this gap by examining 

psychological empowerment and mindfulness as variables that may facilitate or inhibit the 

unethical use of AI in IT. The main contribution of this work lies in oGering a new theoretical 

framework that combines AI identity, psychological empowerment, and moral behavior, which 

could serve as a practical reference for educators and policymakers to help students develop 

responsible AI usage. 

 

Literature Review 

AI and Its Educational Applications 

The history of AI in higher education reflects major success and failure. Alan Turing’s notion of the 

‘Turing machine’ to describe the general problem of automation (introduced in 1943 and now 

considered the foundation of AI), and John McCarthy’s flagging of ‘artificial intelligence’ as the 

‘science and engineering of making intelligent machines’ (1956)  (Tuo et al., 2024). Although early 

public interest was sustained, AI alternated between periods of rapid advancement, or 'AI 

summers,' characterized by unrealistic expectations, and downturns, or 'AI winters,' largely caused 

by political funding cuts and the failure of AI markets to materialize. However, recent progress in 

computer vision, speech recognition, and natural language processing has reignited its 

development (Tuo et al., 2024). In education, AI has been embraced not only as a tool to aid 

learning or reach new learners but also as a solution to the challenges posed by larger class sizes 

and teacher shortages (Edwards et al., 2019). Artificial intelligence (AI) also plays a role as robot 

teachers, among other applications, promising to enhance the quality of instruction, eGiciency, and 

engagement in various subjects, including foreign languages and STEM disciplines (Edwards et al., 

2019). These tools, whether teachers, classmates, or telepresence robots, are expected to have 

broad applicability within educational environments (Edwards et al., 2019). 
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The integration of AI into education also necessitates careful consideration of its pedagogical 

implications. For example, students’ judgments about AI instructors’ social qualities (voice and 

social presence) and the impact on learning are likely to vary significantly (Edwards et al., 2019). As 

the eGiciency of AI technology continues to rise, it is likely to figuratively occupy even more 

positions in the classrooms of the future, working as tools for better learning and smarter 

educational management. Nonetheless, concerns about the ethics of AI use and whether 

individuals would allow their children to be taught by an AI system rather than a human instructor 

need continued consideration (Figueroa-Armijos et al., 2023). More generally, the state of AI in 

higher education is part of a greater educational movement of technological innovation to enhance 

educational experiences and outcomes. 

Generative AI algorithms and tools such as ChatGPT are bringing many positive benefits to 

education, particularly by improving research and learning. These tools are helping transform 

education into a contact point where learners can acquire novel capacities in various fields, ranging 

from hospitality to tourism, which are provided with AI-oriented skills (Dwivedi et al., 2024). A main 

strength is their capability to oGer on-the-fly tailoring of content to human prompts, such as 

ChatGPT (a large language model-powered tool that generates unique content in response to 

human prompts), which can be used to generate AI-driven educational content (Zhang et al., 2024). 

Its ability to produce enormous volumes of bespoke text at great speed allows educators and 

students to benefit from professional expertise in code debugging, script writing, and marketing 

content creation. This improves learning while reducing creation time by 40 percent and improving 

quality by 18 percent (Zhang et al., 2024). Furthermore, tools like text-to-image generators that turn 

text into visuals and enable users to create original illustrations can add symbolic and memorable 

value to educational content (Miao & Yang, 2023). 

However, despite the clear advantages, AI-based integration into education could lead to the 

dissemination of unauthentic information as one of its perils. It is easy to see why these text-

generating AI systems, oGered as they currently are (sometimes even oGline), can needlessly 

deprive our writing of much-needed context or originality (J. H. Kim et al., 2023). Still, the pros of 

generative AI in education remain substantial: new avenues for engaging with content, improved 

learning productivity, and boosted creativity in the classroom. Yet these technologies also show 

promise for improving educational outcomes in the future by providing new tools and pedagogies to 

teach and learn (Sullivan & Fosso Wamba, 2022). 
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AI Identity 

The idea of AI identity involves how each of us makes sense of and engages with the role of AI in our 

lives. AI identity is also a role identity, which refers to the self-concept one constructs based on the 

roles one plays in a social context, intentionally and voluntarily, such as in an academic or work 

environment (Cao et al., 2023). The positive self-identification of an individual with familiar IT use, 

which we call "IT identity," can motivate creative IT use and foster fruitful AI engagements (Carter et 

al., 2020). This is consistent with the theory that people who highly identify with AI might use its 

capabilities more eGectively in academic settings. Identifying with various roles, identity theory 

posits, helps individuals construct a self-model that, in turn, guides their behavior and their 

perceptions of the social world around them (Stets & Burke, 2000; Stryker & Burke, 2000). Moreover, 

in the context of AI, the very mechanism of self-categorization that is instrumental in the formation 

of AI identity underpins how individuals integrate AI into their professional lives. 

Particular identities— in this case, those organized around the fixed role of AI in teaching—can be 

especially powerful for reducing self-uncertainty. Thus, AI identity bestows upon the user a specific 

place in well-defined environments and reinforces his or her feeling of competence and power to 

interact with the machine (Hogg & Adelman, 2013). This identity—personal identity—shapes how 

one understands oneself and his or her behavior. As role identity theory suggests, an ongoing and 

proactive process of reasoning (sensemaking) construes a self-view based on cues from one’s 

social environment, driving one’s behavior to conform to that identity (Cao et al., 2023). 

The development of AI systems that autonomously complete entire work processes threatens 

professional role identity, as professionals’ epistemic latitude (the ability to use knowledge and 

skill) is curtailed. As a consequence, the actor’s self-conception (role identity) is changed by AI 

(Strich et al., 2021). Such a shift might, in turn, lead to identity threat—the perception that AI poses 

a threat to their self-entity—and might damage both their self-esteem and threaten professional 

identity more broadly (Craig et al., 2019). On the other hand, a supportive AI identity (in which 

workers view AI as a helpful aspect of their job) would decrease AI resistance and enhance job 

acceptance, stabilizing self-esteem and buGering against identity threats (Mirbabaie et al., 2022). 

Furthermore, the rarity of AI identity in the workplace can heighten beliefs of uniqueness and 

entitlement, inflating psychological states that, if left unchecked, could lead to unethical behavior 

(Cao et al., 2023). This means that AI identity entails not only the social position of AI in people's 

lives but also the role that an AI agent plays in individuals’ self-concept formation on a 
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psychological level, as well as the impact an AI system’s personal interactions have on their 

professional and personal identity dynamics. 

Studies in the field of AI identity indicate both prosocial and antisocial behaviors, although few have 

direct relevance in school settings. Psychological entitlement—entitlement resulting from a belief 

in a strong AI identity—can easily lead to unethical behavior, especially when AI identity is 

perceived as distinctive in the workplace. This uniqueness can magnify feelings of entitlement, 

thereby increasing the likelihood of unethical actions (Cao et al., 2023). On the other hand, a more 

positive AI identity might also reduce identity threats and related counter-regulatory behaviors. 

Therefore, individuals who incorporate AI into their identities might exhibit higher levels of self-

esteem and more stable professional selves, which could lead to adaptive behavioral outcomes as 

well (Mirbabaie et al., 2022). However, the broad adoption of AI systems that perform key 

professional tasks can challenge professional role identity and negatively impact perceptions of 

self and job satisfaction, as employees may feel deprofessionalized and dominated by a system 

that they cannot influence (Strich et al., 2021). In terms of social influence, AI systems can be 

regarded as similarly "avatar-like" as human experts, influencing users’ judgment and decisions, 

which reflects at least a preliminary degree of acceptance and trust in AI-generated suggestions 

(Wang et al., 2020). In addition, the disclosure of AI identity can alter consumer behavior. For 

example, in studies we have conducted, undisclosed AI agents were perceived as more skillful and 

empathetic than disclosed AI agents, improving eGiciency and potentially decreasing unethical 

behavior relative to the disclosed agents (Li et al., 2024). These studies don’t directly apply to 

students in school, but they do provide insights into how AI identity might aGect behaviors when AI 

is a major element of a setting. This implies that a merging of identities with AI may produce a 

fractured signal to behavior, depending on context and perception. 

Psychological Empowerment in Technology Use 

Psychological empowerment refers to a complex construct that reflects an individual’s subjective 

motivation or personal energy to drive their own initiatives in the workplace. This empowerment is 

typically associated with feelings of control and influence on the part of the worker. The construct is 

defined by four core dimensions: competence, meaning, choice (self-determination), and impact. 

Psychological empowerment climates within organizations are powerful predictors of enhanced 

individual performance because they nurture autonomy, competence, and meaningfulness within 

employees’ roles (Wallace et al., 2011). This dimension of competence relates to the belief that you 
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can perform your job eGectively, accompanied by a sense of self-eGicacy and mastery of your work 

behaviors (Dust et al., 2014; Mahama & Cheng, 2013). Employee empowerment leads to higher 

levels of psychological empowerment, including increased intrinsic motivation and task 

performance, when leaders support and empower their employees (Fong & Snape, 2015). Identity 

theory suggests that individuals are more likely to perform their jobs well when they perceive 

themselves as occupying those roles, which in turn makes them feel more competent and 

autonomous (Stryker & Burke, 2000). 

Meaning, another concept that defines psychological empowerment, relates to the congruence 

(coherence) between the individual’s work role and their personal values or ideas about what is 

important for the specific task (Dust et al., 2014; Mahama & Cheng, 2013). Choice, also known as 

autonomy or self-regulation, describes a desirable work state characterized by a feeling of 

autonomy and freedom in regulating one's work behaviors, thereby aGording more independence 

regarding tasks, such as deciding what to do (Dhillon et al., 2020; Dust et al., 2014). Finally, 

influence concerns perceptions of one’s power to impact organizational outcomes or the strategic 

direction of one’s work unit—in other words, feelings of the meaningfulness and significance of 

one’s contributions (Dhillon et al., 2020; Dust et al., 2014). Together, they form a second-order 

construct, discoverable through factor analyses as discrete but related aspects of the 

psychological empowerment experience (Dhillon et al., 2020; Dust et al., 2014). This feeling of 

psychological empowerment that exists at an organizational level, where teams and employees are 

empowered, is associated with increased perceptions of collective competence, autonomy, and 

meaningfulness, which, in turn, are all linked to better performance outcomes (Craig et al., 2019). 

In addition, psychological empowerment can foster intrinsic motivation, ultimately leading to 

greater task performance, increased organizational citizenship behaviors, and a more proactive 

orientation toward work (Dust et al., 2014; Iqbal et al., 2020). The involvement of employees is a 

crucial dimension of work environments that stimulates and mobilizes employees when performing 

at work (Mahama & Cheng, 2013). Self-eGicacy, autonomy, and task-perceived control are crucial 

for how people engage with new technologies, including education with AI (Spreitzer, 1995). 

Empowered users not only respond to their work environments but can also assert agency over 

their role design to better equip themselves for interaction with AI systems (Dust et al., 2018). This 

promotes thoughtful and responsible technology usage, especially when linked to ethical behavior. 
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However, this same feeling of agency can cross into ethically dubious areas, especially when 

people misuse the capabilities of AI. Although empowerment builds responsibility and 

competence, it can also build entitlement. Students, for example, may abuse AI tools such as 

ChatGPT for immoral reasons, outsourcing homework or engaging in plagiarism, assuming they can 

avoid detection or that the end justifies the means (Ouyang et al., 2015). This is the paradox of 

psychological empowerment, which may be both motivating and morally opaque when power goes 

unaccountable. For that, tools such as mindfulness in IT are necessary to enable the ethical use of 

AI and prevent its abuse. 

Unethical Use of AI in Education 

The Unethical applications of AI in a variety of fields, such as education, present formidable 

challenges and ethical problems. Among the most obvious examples of immoral AI practices is 

programming AI systems to commit fraud, for example, by providing false data to artificially 

intelligent tax software or by gaming self-checkouts by scanning cheaper barcodes for higher-

priced items. This kind of behavior is commonly motivated by a reduced anticipatory guilt when 

dealing with AI compared to the same number of humans, as individuals find AI systems to lack 

human-like characteristics and aGects (T. Kim et al., 2023). Another unethical use of AI is in the 

domain of privacy breaches, where AI systems access or change data without permission, resulting 

in economic losses and moral violations (Chatterjee et al., 2015). Moreover, businesses can use AI 

applications that lead to bias or violate data protection regulations, such as the GDPR, which 

require rigorous ethical practices and security (Méndez-Suárez et al., 2023). Biased algorithms in 

decision-making, such as hiring processes, are also a significant problem that we must address, as 

they can lead to unjust and discriminatory outcomes (John-Mathews, 2022). These cases illustrate 

the various unethical uses of AI and underscore the necessity for ethical considerations in the 

development and deployment of AI technology. 

From a pedagogical perspective, the psychology of use serves as a primary motivator for immoral AI 

applications. Psychological empowerment, such as a sense of self-eGicacy and agency, shapes 

what individuals consider their responsibilities and roles. If ethical leadership with psychological 

empowerment is capable of improving creativity and moral behavior by aligning individuals’ values 

with the organizational purpose, it can also open the door to immoral activity. Online warnings have 

been reported, for instance, to deter immoral practices such as cheating (Corrigan-Gibbs et al., 

2015). Yet with the presence of AI platforms, things could be very diGerent. The virtual nature of AI 
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reduces anticipatory guilt, leaving humans feeling less guilty for immoral behavior (T. Kim et al., 

2023). Furthermore, psychological entitlement, where deservingness is heightened, can be 

enhanced through AI interactions, which can lead to further immorality (Cao et al., 2023). 

Psychological entitlement, in addition to AI’s supposed novelty, can encourage more crimes of 

dishonesty. Being rare and seen as something special about AI systems can enhance the feeling of 

entitlement and help individuals rationalize unethical behavior as acceptable in the face of unmet 

expectations (Cao et al., 2023). This is particularly troubling for decision making – such as in 

recruitment – where transparency issues within AI frameworks can contribute to feelings of 

injustice and mistrust. AI systems perceived as untrustworthy and biased can also be exploited for 

private gain (Figueroa-Armijos et al., 2023). Interpretability of AI judgments becomes especially 

important, since it can expose or hide moral problems, depending on how transparently the 

decision-making process of the AI is disclosed to users (John-Mathews, 2022). 

These psychological forces play out in educational environments in diGerent ways, such as how AI 

systems are used to promote one’s own ends or how moral norms are broken by an perceived lack 

of regulation. Students may also exploit AI technologies, like AI writing guides, for immoral activities 

such as plagiarism. A lack of transparency and accountability on the part of AI systems can further 

foster such actions. Insights into the psychological motivations behind unethical AI use, including 

psychological empowerment and entitlement, are key to developing measures to curb them. Moral 

governance, AI transparency, and a sensibility to psychological processes are critical to supporting 

ethical AI use in education and beyond. 

Mindfulness in IT and Ethical Decision-Making 

Mindfulness in IT is an IT personality characteristic consisting of greater awareness and sensitivity 

to present moment perceptions, that has a large impact on one’s experience of technology 

(Thatcher et al., 2018). The term holds particularly true in the case of moral AI use, which 

encourages an enhanced sensitivity to the consequences of dealing with AI. Mindfulness helps 

people identify between the positive and negative patterns, which is essential for grappling with the 

ethical ramifications of AI technologies (Thatcher et al., 2018). By adopting mindfulness into IT, 

organisations can reduce unethical or addictive use of technologies and promote a more fair and 

ethical relationship with digital tools  (Thatcher et al., 2018). Additionally, mindfulness is a living 

trait that can be trained for, so organisations can help foster ethical IT use by incorporating 
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mindfulness into their culture and training initiatives (Thatcher et al., 2018). This relates to a 

generalisation of mindfulness as an active, receptive response to the present moment that has 

been shown to lead to greater cognitive and aGective outcomes across a wide range of domains, 

from leisure to the workplace (Creswell, 2017). Thus, training IT to be mindful is a proactive 

approach towards improving ethical AI use, bringing technology engagements in line with the 

principles of fairness, transparency and accountability (Cheng et al., 2021). 

In doing so, mindfulness promotes moral agency among individuals and organisations. In its 

prodding toward contemplative interaction with AI systems, mindfulness also allows the subject to 

think about the moral consequences of his actions. Companies can learn from this by building AI 

systems that are socially responsible, making them relevant for all users, particularly marginalized 

and underrepresented groups (Cheng et al., 2021). Such IT-level mindfulness also aids individual 

users in terms of stress reduction and decision-making, and it can assist in the design of more 

ethical and equitable AI algorithms. The mindfulness practice can be embedded in organizational 

training programs as part of a long-term, more responsible approach to fostering a culture that 

rewards mindful engagement with AI tools for the long-term benefit of society rather than for short-

term gains. 

Mindfulness in IT is the balance between psychological empowerment and illegitimate AI 

applications. Psychological empowerment, which increases the sense of competence and self-

suGiciency (Spreitzer, 1995), could sometimes also lead to the misuse of AI technologies—such as 

oGshoring jobs or academic obfuscation. However, the more mindfulness people have, the more 

they’re likely to think in the background and consider what the ethical implications of their choices 

are while navigating AI (Thatcher et al., 2018). Among others, mindfulness acts as a protective layer 

by allowing users to see what unmoral practices might lead to, and fostering less reckless use of AI 

technologies. For instance, students in learning environments that are more sensitive to how they 

engage with AI systems are less likely to resort to unethical acts of plagiarism or misappropriation 

of AI generated content. Such reflective work acts as a cushion against the possibility that 

psychological empowerment is itself unethical (Thatcher et al., 2018). 

In addition, IT mindfulness fosters an awareness of the longer-term eGects of unethical AI usage to 

foster good and ethical decisions in institutions (Creswell, 2017). If AI is promoted with such a 

reflective mindset, people are far more likely to consider the wider social impact of their decisions 

instead of just personal advantage. This psychology of empowerment, coupled with awareness, 
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fosters a rationalised usage of AI, one that inspires people to take full advantage of AI-enabled 

technologies while holding fast to their values. The final goal is that the inclusion of mindfulness in 

IT contributes to an even more ethical and responsible tech culture, in education as well as beyond. 

Theoretical Framework 

Combining AI identity, psychological empowerment and mindfulness in IT makes for a strong set of 

assumptions that make ethical decisions about AI use profoundly important. AI identity (defined as 

the extent to which people identify with AI) contributes to the formation of psychological states and 

behaviours. An assertive AI identity is potentially coupled with an increase in psychological 

entitlement, and drives blatant unfaith when individuals view themselves as particular or merited 

treatment because of their AI expertise or know-how (Cao et al., 2023). This sense of AI individuality 

as unusual or singular is an additive to that right, a catalyst for unethical behavior. The environment 

in which AI identity is situated therefore plays an important role in individuals’ interactions with AI 

technologies, and entitlement may drive immorality in high-status or low-status environments (Cao 

et al., 2023). 

Psychological empowerment – which includes an impression of power and competence – can be 

facilitated or threatened by AI systems, depending on how they shape people’s work identities. 

Workers, for example, who perceive AI as a contribution to their work environment might feel more 

empowered, potentially inspiring ethical behaviour. In contrast, those who experience AI as a threat 

to their career are likely to feel disempowered and inclined toward immoral behavior (Strich et al., 

2021). This paradox reveals how AI’s impact on psychological empowerment is nuanced and hinges 

on how people think about AI’s role in their work. Thus, positive attitudes toward AI could facilitate 

empowerment and moral decision-making. 

Mindfulness in IT is not always explicitly invoked here, but it could be assumed to be a key 

moderation mechanism that keeps users conscious of their actions and the moral dimensions of 

their use of AI. For instance, in commercial behavior, disclosing the identity of AI agents lowered 

social esteem, which is associated with higher unethical behavior (Li et al., 2024). When that’s the 

case, mindfulness training might be used to remind oneself of one’s behaviour and make them 

more ethical by asking them to think about what their behaviour might say about others. As an 

approach to paying close attention in the moment and fostering ethical engagement, mindfulness 

might be thus a guard against misappropriation of AI. 
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Additionally, the moral culture of companies – particularly one that is guided by AI ethics standards 

– contributes to responsible conduct. Moral structures help workers behave responsibly and grasp 

the larger consequences of AI choices (Méndez-Suárez et al., 2023). Organizations can support a 

virtuous cycle of ethical AI by making AI identity, psychological empowerment and mindfulness part 

of it. This is a model that helps people act ethically toward AI technologies and ensure that what 

they are doing is within the framework of ethical practices and social values. Ultimately, this 

combined model reduces unethical behaviour, ensuring a responsible, ethical IT workplace. 

Research Model and Hypotheses 

AI can be incorporated in teaching, which is both a blessing and a challenge, especially in the area 

of ethics. To make sense of these problems, this dissertation extends the theoretical frameworks of 

identity theory, psychological empowerment and mindfulness in IT to address the roles these 

constructs play in ethical and unethical applications of AI. The suggested research model, depicted 

below (figure 1), makes AI identity, psychological empowerment and IT mindfulness the main 

determinants of ethical AI education. 

 

 

Figure 1: Conceptual Model 

 

Experimental and observational studies may help illuminate how AI identity can serve as an 

empowering psychological reality. AI identity refers to the extent to which an individual, 
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metaphorically, symbolically, and figuratively, incorporates AI into their sense of self. This 

integration influences their psychological states and workplace behaviors (Cao et al., 2023). 

Psychological empowerment is a motivating and sustaining personal journey in which an individual 

learns to derive internal sources of control or motivation in their work environment by enhancing 

four dimensions of empowerment: meaning, competence, self-determination, and impact 

(Mahama & Cheng, 2013). Similar to the case of women who believe in perpetual dieting, there is 

still no direct empirical evidence linking AI identity and psychological empowerment. However, 

conceptual analyses of the phenomenon provide support for this connection. For instance, 

employees with a strong AI identity may perceive themselves as more competent, which is likely 

associated with the competence facet of psychological empowerment (Cao et al., 2023). 

Internalizing AI into one’s work identity can preserve self-worth and decrease identity threats, 

thereby improving perceptions of personal agency and eGect, which are fundamental elements of 

psychological empowerment (Mirbabaie et al., 2022). Additionally, AI systems can also influence 

professional role identities, impacting employees’ perceptions of their professional identity and 

capabilities, potentially leading to indirect eGects on psychological empowerment (Strich et al., 

2021). Although the hypothesis that AI identity enhances psychological empowerment has not 

been directly tested, the conceptual context outlined here, along with the two empirical studies 

discussed, supports this connection and encourages further empirical research. Thus, the 

proposed hypothesis is:  

Hypothesis 1 (H1): AI identity has a positive eGect on psychological empowerment. 

The links between psychological empowerment and the ethical use and/or misuse of AI can be 

understood through the lens of psychological entitlement and its behavioral consequences. 

Psychological empowerment, which includes fostering positive self-eGicacy and greater decision 

latitude, typically leads to cognitive conditions that encourage ethical leadership behavior and 

creativity (Javed et al., 2017). However, when psychological empowerment fosters entitlement, it 

can lead to immoral behavior. This entitlement—characterized by elevated self-esteem and a 

demand for special treatment—can drive individuals to commit immoral acts in order to fulfill their 

perceived needs (Cao et al., 2023). In the case of AI, this might result in abuses of AI technologies, 

with entitled individuals using AI devices for self-serving purposes or to violate norms. Perceptions 

of AI as non-humans can also amplify this eGect, as individuals experience less anticipatory guilt 

when interacting with AI than with humans, which increases unethical behavior (T. Kim et al., 2023). 
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There is even evidence that this tendency toward immorality escalates when dealing with AI 

compared to human agents because people feel less emotional and moral concern (T. Kim et al., 

2023). Although psychological empowerment can encourage beneficial outcomes like creativity, it 

can also foster rogue AI if it promotes entitlement without suGicient ethical monitoring. This 

underscores the need for a balance between empowerment and ethical training and reporting to 

reduce immoral activity in AI tools.  Hence, 

Hypothesis 2 (H2): Psychological empowerment has a positive eGect on unethical use of 

AI. 

IT mindfulness is a term used to describe an individual's skill in acting in a conscious and 

responsive manner regarding their technology use, monitoring their thoughts, emotions, and 

actions as they interact with IT systems (Thatcher et al., 2018). If someone has a strong AI identity, it 

may even feel psychologically empowering because they have an understanding and belief in AI. 

However, high levels of IT mindfulness can mitigate this sense of agency by prompting individuals 

to critically assess how they use AI tools. The practice of mindfulness enhances our awareness of 

ethical implications and potential drawbacks, encouraging a more balanced use of AI.  Mindfulness 

is therefore a regulating variable, cooling the tension between AI identity and psychological agency. 

Students who are aware of their AI usage are less likely to experience unregulated empowerment 

that might lead to hyper-confidence or unethical conduct. Instead, mindfulness encourages a 

reflective and cautious approach to AI, minimizing the risk of AI overidentification and promoting 

more informed uses of these technologies (Thatcher et al., 2018). Thus, the proposed hypothesis is: 

Hypothesis 3a (H3a): Mindfulness in IT negatively moderates the relationship between AI 

identity and psychological empowerment. 

Mindfulness in IT helps balance the divide between psychological empowerment and immoral AI. 

Although psychological empowerment promotes autonomy and self-control, it can also encourage 

unethical behavior when individuals are overly confident or feel entitled to misuse AI for personal 

purposes, such as outsourcing homework or engaging in academic cheating (Spreitzer, 1995). 

However, IT mindfulness helps counteract this threat through moral reflection and understanding. 

The more mindful students are in their AI use, the more aware they will be of the long-term 

consequences of their actions—such as the ethical implications of cheating or plagiarizing with AI 

(Thatcher et al., 2018). Mindfulness encourages us to align our actions with broader ethical 
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expectations, helping to minimize the possibility of unrighteous behavior. By increasing awareness 

of the risks, IT mindfulness also ensures that through psychological empowerment, we will use AI 

purposefully rather than with impunity (Creswell, 2017). This moderating eGect highlights the 

importance of developing mindfulness in educational settings where AI tools are increasingly 

integrated, aiding students in navigating the existential questions these technologies raise. Hence: 

Hypothesis 3b (H3b): Mindfulness in IT negatively moderates the relationship between 

psychological empowerment and unethical use of AI.  

Methodology 

We use a questionnaire to evaluate business school students’ perceived AI willingness attitudes 

and beliefs based on existing, validated scale constructs adapted to our study setting (Appendix 1). 

More specifically, psychological empowerment, in the sense defined by Spreitzer, (1995), is a 

second-order phenomenon: competence, meaningfulness, impact, and choice. For example, 

psychological power is defined as importance, ability, influence, and control (Spreitzer, 1995). This 

second-order understanding of psychological empowerment has been studied and tested in the 

literature to date, such as in Dhillon et al., (2020). Each non-demographic question was scaled 

using a five-point Likert scale (1 = ‘Strongly disagree’, 5 = ‘Strongly agree’). 

These respondents were selected from an online panel oGered by Qualtrics and ranged across 

multiple demographic groups. The survey instrument was accessed by 282 students, and 240 of the 

responses met the criteria for error-free completion. To ensure a respondent profile that accurately 

reflected what was realistically available, we included screening questions as stipulated for the 

study. Participants were excluded if they lacked prior experience using ChatGPT or other AI tools, or 

if they completed the survey in under 5 minutes (a time baseline that was pre-tested). 

Data Analysis 

Data analysis was conducted using partial least squares-based structural equation modeling (PLS-

SEM) with Smart-PLS 4.0.9 and SPSS software (Ringle, 2005). This approach was chosen for two 

reasons: 1) PLS-SEM is particularly suitable for modeling endogenous constructs, and 2) it aligns 

well with the exploratory nature of the results presented in this study. Additionally, PLS-SEM oGers 

several advantages over the CB-SEM approach  by avoiding numerous limiting assumptions. It 
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demonstrates robustness issues such as skewed distributions and omitted regressors, and residual 

distributions (Cassel et al., 1999). 

Data analysis followed a two-step procedure as outlined by Anderson & Gerbing (1988a). Initially, 

the measurement model underwent examination to establish the reliability and validity of the 

constructs. Subsequently, the structural model was analyzed to assess predictive relevance, eGect 

magnitudes, and variance explained. 

Demographics 

In Table 1, the demographic information reveals that the respondent pool comprised 51.6% male 

and 47.3% female participants, with the majority (67.97%) falling between the ages of 18-24 years 

old. The remaining 32.8% of the participants were 25 years of age or older. 

Table 1: Demographics   

Age Gender Race Education 

18 – 24 67.97% Male 51.56% 
White or 

Caucasian 
31.64% 

Some high 

school or 

less 

0.78% 

25 - 34 21.88% Female 47.27% 
Black or African 

American 
6.64% 

High school 

diploma or 

GED 

6.25% 

35 – 44 7.42% 
Prefer Not 

to Say 
1.17% 

American 

Indian / Native 

American or 

Alaska Native 

1.56% 

Some 

college, but 

no degree 

17.97% 

45 – 54 1.95%   Asian 48.44% 
Bachelor’s 

degree 
51.95% 

55 – 64 0.78%   

Native 

Hawaiian or 

Other Pacific 

Islander 

0.00% 

Graduate or 

professional 

degree 

14.06% 

Over 

65 
0.00%   Other 8.98% 

Associates 

or technical 

degree 

8.98% 

    
Prefer Not to 

Say 
2.73% 

Prefer Not 

to Say 
0.00% 
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Measurement Model 

Table 2 presents the results of factor loadings, Cronbach alphas, composite reliabilities, average 

variance explained (AVE), and factor correlations. All factor loadings surpass 0.76, exceeding the 

0.70 threshold, demonstrating robust discriminant validity. The Cronbach alpha coeGicients exceed 

0.88, surpassing the 0.70 threshold, signifying strong internal validity. Moreover, the composite 

reliability values are higher than 0.93, indicating satisfactory internal consistency. The AVE values 

are greater than 0.7, confirming strong convergent validity, as recommended by Hair, J., Black, W., 

Babin, B. and Anderson (2010). 

The square root of the Average Variance Extracted (AVE) in the factor correlation matrix indicates 

satisfaction of the Fornell-Larcker criterion, as the diagonal elements are all greater than the 

loadings for the other latent variables. This finding signifies strong discriminant validity (Fornell & 

Larcker, 1981). Figure 2 presents the Heterotrait-Monotrait Ratio (HTMT) results, where it is evident 

that all the relationships between latent variables are below 0.84, providing strong evidence of 

discriminant validity (Henseler et al., 2015). 

 

Table 2: Reliability, validity, and factor correlations   

Scale Item 
Std 

Load 

Cronbach's 

Alpha 

Comp 

Reliability 
AVE 

Factor Correlations 

U
N

ET
H

IC
 

AI
ID

EN
T 

C
O

PM
ET

 

M
EA

N
 

IM
PA

C
T 

C
H

O
IC

E  

IT
_M

IN
D

 

 

UNETHIC1 0.96  

0.95 

 

0.97 0.91 0.95      

 

UNETHIC2 0.96 

UNETHIC3 0.94 

AI_IDEN1 0.92  

 

0.96 

 

 

0.97 

 

 

0.85 0.54 0.92     

 

AI_IDEN2 0.94 

AI_IDEN3 0.95 

AI_IDEN4 0.89 

AI_IDEN5 0.93 

COMPT1 0.92  

0.93 

 

0.95 

 

0.84 
0.47 0.40 0.91    

 

COMPT2 0.92 

COMPT3 0.92 

COMPT4 0.89 

MEAN1 0.95  

0.96 

 

0.97 

 

0.89 
0.60 0.56 0.68 0.95   

 

MEAN2 0.96 
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MEAN3 0.94 

MEAN4 0.93 

IMPACT1 0.83  

0.88 

 

0.93 

 

0.81 0.53 0.44 0.64 0.56 0.90  

 

IMPACT2 0.94 

IMPACT3 0.93 

CHOICE1 0.86  

 

0.94 

 

 

0.96 

 

 

0.81 0.38 0.31 0.79 0.56 0.68 0.90 

 

CHOICE2 0.91 

CHOICE3 0.92 

CHOICE4 0.91 

CHOICE5 0.91 

IT_MIND1 0.82  

 

 

 

0.95 

 

 

 

 

0.96 

 

 

 

 

0.70 

 

 

 

 

0.04 

 

 

 

 

0.21 

 

 

 

 

0.32 

 

 

 

 

0.23 

 

 

 

 

0.25 

 

 

 

 

0.35  

 

 

 

 

0.84 

IT_MIND2 0.87 

IT_MIND3 0.88 

IT_MIND4 0.90 

IT_MIND5 0.90 

IT_MIND6 0.85 

IT_MIND7 0.76 

IT_MIND8 0.81 

IT_MIND9 0.77 

IT_MIND10 0.77 
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Figure 2: HTMT 

 

Common Method Variance 

To minimize the eGects of CMV, the study design was carefully considered (Conway & Lance, 2010; 

PodsakoG et al., 2003). Three researchers reviewed the questionnaire for words and phrasing that 

could prevent ambiguity. Moreover, the order of the questionnaire items was arranged to limit 

carryover eGects from context (PodsakoG et al., 2003). Lastly, contextual shifts were created to 

induce psychological distancing between sets of objects, according to Craighead et al. (2011). 

Second, a marker variable was included to help control for the possibility of inflated common 

method variance (CMV). Further, advanced respondents received the promise that individual 

responses would be reported only in aggregate, with no data collected on individual identity. This 

approach eGectively reduces evaluation apprehension, thereby further mitigating method bias 

(Conway & Lance, 2010). 

We used Harman’s one-factor test as an indicator of common method variance (CMV) – that is, if 

CMV is present, one factor will dominate or one general factor will, in general, explain a large 

portion of variance (Harman & Harman, 1976). An exploratory factor analysis with varimax rotation 

revealed that the first factor accounted for only 21.20% of the variance, and when considering all 

seven factors combined, they explained 82.74% of the total variance. These results indicate the 



 21 

absence of a dominant general factor, suggesting that CMV is unlikely to have significantly 

influenced our findings. 

Structural Model 

Figure 3 presents the structural model, depicting path coeGicients, significance levels, and R-

squared values. The model proposed in this study accounts for 36% of the variance associated with 

Unethical use of ChatGPT and 31% of the variance associated with psychological empowerment. 

Both main eGects were statistically significant, as well as both of the moderating eGects. 

 

 

Figure 3: Structural Model 

 

The study's findings indicate that AI identity (H1) positively influences psychological empowerment. 

Furthermore, psychological empowerment (H2) was found to have a positive impact on the 

unethical use of ChatGPT. Concerning the moderating eGects, both were observed to be 

statistically significant. Specifically, IT Mindfulness was found to negatively moderate the 

relationship between AI Identity and psychological empowerment (P-value <0.05, as shown in 

Figure 4). Additionally, IT Mindfulness also negatively moderates the relationship between 

psychological empowerment and unethical use of ChatGPT (P-value <0.05, as depicted in Figure 5). 

 

Unethical Use 
of AI

R2=0.36

Psychological 
empowerment

R2=0.31

MeaningfulnessImpact Competence Choice

AI Identity

0.91***

Mindfulness in 
IT

0.82*** 0.89***0.82***

H1:0.47*** H2:0.65***

H3b: -0.11* H3a: -0.12*

*      Significant at p<0.5
**    Significant at p<0.01
***  Significant at p<0.001
- - - Not Significant
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Figure 4: Simple Slope 

 

Figure 5: Simple Slope 
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Discussion 

This study investigated the relationships between AI identity, psychological empowerment, 

mindfulness in IT, and the unethical use of AI in higher education. The results revealed that AI 

identity was positively associated with psychological empowerment, and psychological 

empowerment predicted unethical uses of AI technologies. 

Meanwhile, mindfulness in IT negatively moderated both the relationship between AI identity and 

psychological empowerment, as well as the link between psychological empowerment and 

unethical AI use. 

The outcomes indicate that individuals who identify more strongly with AI—viewing it as a central 

part of their academic and professional lives—feel more empowered to use AI technologies. 

Empowering students in this manner fosters confidence and a sense of eGicacy, helping them 

recognize how AI in the classroom can support their learning goals. However, it also poses the 

possibility of confirmation bias, which could promote immoral practices—from the misuse of AI 

devices for cheating (including plagiarism) to assigning tasks to artificial intelligence. 

The results make it even more crucial that IT mindfulness plays a role in reducing the risks 

associated with AI identity and psychological empowerment. High-Memory students are 

encouraged to approach the AI software more kindly. They are asked to determine what the morally 

permissible option would be, despite acknowledging that they are using the technology at their own 

risk. Although psychological empowerment can encourage overconfidence, mindfulness can 

restrain this by prompting users to question their AI-use decisions and thus steer clear of unethical 

behavior. Not only do AI identities facilitate psychological empowerment and academic 

engagement, but they also enable students and educators to experience greater health and 

wellness through ethical and responsible AI use. The intersection of Artificial Intelligence in 

Education and Positive Psychology promotes learning and well-being for all stakeholders involved 

(Bittencourt et al., 2023). 

This helps explain why AI, when used responsibly, can be a powerful force for good in education, as 

well as why it can have negative eGects. They also argue that, alongside the benefits AI identity and 

psychological empowerment can provide in enhancing students' engagement and performance, 

there is also a potential for significant ethical risks if these factors are mismanaged. 
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Implications 

Given the results, universities and educators should not only promote the use of AI in learning but 

also encourage students' mindfulness in IT from an early stage. By doing so, institutions can instill 

mindfulness that will stay with students as they continue to use these technologies in science and 

industry, increasing the likelihood that they will use AI tools ethically rather than carelessly. 

Mindfulness training or IT workshops might be added to training to support ethical AI decision 

making. 

This research could be valuable for the creators of educational AI tools. It encourages 

consideration of students’ understanding and use of AI and the development of AI systems for 

thoughtful application. One possible outcome might be an ethics warning or a log of how many 

times a student has used a digital assistant, such as AI-C, prompting students to reflect more 

critically on its usage. 

These findings provide a starting point for examining how AI identity and psychological 

empowerment function in diGerent educational settings, including various professional 

environments outside of higher education. The study could also explore long-term bias reductions 

by incorporating mindfulness instruction into IT courses through a before-and-after study to test 

whether and how eGectively it systematically eliminates unethical AI usage among students. 

Institutions strive to create environments where students are comfortable with AI while keeping 

their consciences attuned to its ethical limits. Achieving this is challenging, but it can be done 

through a moralizing approach to the technology, fostering a culture of moral scrutiny, and 

incorporating tools and models (including the mindfulness model) into academic AI research. 

Additionally, institutions can work to correct any misconceptions that democratization through AI 

tools justifies students 'cheating' in their academic work. 

 

Conclusion 
This qualitative study investigated the grey areas that exist between and among AI identity, 

psychological empowerment, sensation seeking, mindfulness, and the criminal and unethical use 

of AI in higher education. The results highlight the dual nature of psychological empowerment, 
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which can foster purposeful and positive engagement with AI but also fuel unethical behavior in the 

absence of appropriate checks. This remains true even when a very strong AI identity underpins 

individuals' academic and professional identities, acknowledging both the advantages of 

empowerment and the risks of overconfidence or abuse in the deployment of AI tools. 

Mindfulness was a key moderating factor; for example, IT mindfulness attenuated the impact of AI 

identity and psychological empowerment. Those students scoring higher on mindfulness were 

more likely to adopt a reflective and ethical approach to AI use, which significantly reduced the 

odds of unethical behavior. This implies that cultivating mindfulness in IT can become a useful 

strategy for counterbalancing some of the possible ethical hazards of AI in education. In keeping 

with identity theory, those who strongly identify with AI technologies might behave in ways 

consistent with their ‘perceived role as powerful AI users’ and this could impact both ethical and 

unethical behaviour (Stryker & Burke, 2000). 

Encouraging our children to be technologically engaged while also promoting ethical responsibility 

within the human community is vital and must be addressed in curricula. By incorporating 

mindfulness into IT training, responsible AI use can be fostered. Indeed, students will not only 

maximize the benefits of available AI tools but also cultivate the courage to confront emerging 

ethical dilemmas. Moving forward, future research should aim to deepen the understanding of how 

AI identity and psychological empowerment interrelate across diverse contexts and consider the 

long-term outcomes regarding the ethical use of AI following the cultivation of mindfulness in 

learning and work. 
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