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Abstract—This paper showcase an experimental study on
anomaly detection using computer vision. The study focuses
on class distinction and performance evaluation. It combines
OpenCV with deep learning techniques while employing a
TensorFlow-based convolutional neural network (CNN) for real-
time face recognition and classification. The system effectively
distinguishes among three classes such as authorized personnel
which is the admin class, intruder class, and No human class.
For this study a MobileNetV2-based deep learning model is
utilized to optimize real-time performance to ensure high compu-
tational efficiency without compromising accuracy. For this case
extensive dataset preprocessing, including image augmentation
and normalization is done to enhance the model’s generalization
capabilities. Our analysis demonstrates classification accuracies
of 90.20% for admin, 98.60% for intruders, and 75.80% for
non-human detection, while maintaining an average processing
rate of 30 frames per second (FPS). The study leverages transfer
learning, batch normalization, and Adam optimization to achieve
stable and robust learning. Additionally, an in-depth comparative
analysis of various class differentiation strategies is conducted to
highlight the impact of feature extraction techniques and train-
ing methodologies. The results indicate that advanced feature
selection and data augmentation significantly enhance detection
performance. Specially, in distinguishing human and non-human
scenes. As an experimental study, this research provides critical
insights into optimizing deep learning-based surveillance systems
for high-security environments to improve the accuracy and
efficiency of anomaly detection for real time applications.

Index Terms—OpenCV, TensorFlow, Face Recognition, Deep
Learning.

I. INTRODUCTION

Recent advances in computer vision and deep learning have
revolutionized anomaly detection. Past studies on generative
adversarial networks and perceptual loss functions [1] laid the
groundwork for learning subtle feature differences for distin-
guishing anomalies. Scalable frameworks such as TensorFlow
[2] have accelerated this research. On the other hand, seminal
contributions in deep convolutional neural networks [3], [4]
have established methodologies for extracting robust hierar-
chical features from images. Moreover, efficient architectures
Such as MobileNetV2 [5] and densely connected convolutional
networks [6] have been seen achieve high accuracy with

minimal computational cost. Which is an enssential factor for
real-time applications. In addition, advanced object detection
frameworks, including YOLOv3 [7] and robust methods have
improved the speed and precision of localizing anomalies.
Optimization strategies such as Adam optimization [8] and
batch normalization [9] enhance training stability. On the
other hand, normalization techniques [10], [11] together with
insights into deep network generalization [12], [13] under-
scores the importance of robust preprocessing. This study
aims to conduct a comparative analysis of class distinction
and performance metrics in anomaly detection using computer
vision which is built upon the methodologies and insights from
seminal works from [1]–[39].

.

II. RELATED WORKS

Advancements in computer vision have paved the way
for robust anomaly detection systems that excel in real-time
applications. Early research on generative adversarial networks
and perceptual loss functions [1], [2] laid the groundwork
for learning subtle feature differences which are critical in
anomaly detection. Scalable frameworks such as TensorFlow
[3] have accelerated the development of these systems. On the
other hand, seminal contributions in deep convolutional neural
networks [7], [15] have established the core methodologies
for extracting hierarchical features from images. Studies found
out that efficient network architectures, notably MobileNetV2
[5] and densely connected convolutional networks [10] have
demonstrated that it is possible to achieve high accuracy even
under resource constraints. Which is an essential requirement
for real-time anomaly detection. Object detection methods
such as YOLOv3 [18] and region based frameworks [12], [19]
further contribute to precise localization of anomalies within
video streams. Optimization techniques, including Adam Opti-
mization [8] and batch normalization [9] are widely employed
to enhance convergence and training stability in deep net-
works. Several studies mention that Normalization strategies
[22], [23] have the capability to mitigate issues related to
internal covariate shift. This shifts can improve overall model
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performance. Additionally, recent work on rethinking gener-
alization in deep networks [24] and advanced normalization
methods [25] have provided deeper insights into achieving ro-
bust performance on large scale datasets. Beyond model train-
ing interpretability has emerged as a critical aspect of modern
anomaly detection systems. Frameworks such as SHAP [26]
and image perturbation techniques [27] offer model-agnostic
explanations that help clarify the decision making process.
This in turn increases trust in these systems. Meanwhile,
traditional machine learning approaches like support vector
networks [6] and random forests [9] continue to serve as
important baselines facilitating comprehensive analyses of
performance metrics.

III. METHODOLOGY

The proposed study integrates Computer Vision-based face
recognition with an OpenCV-driven detection to enable real-
time intruder identification in surveillance environments. This
study follows an experimental research methodology, where
observations and controlled evaluations are conducted to assess
the effectiveness of the proposed approach. This section details
the data collection, preprocessing steps, model architecture,
and training specifications used to conduct the research work.

A. Data Collection and Preprocessing

The dataset comprises three distinct classes: Admin, In-
truder, and No Human. The Admin class consists of 500
images of authorized personnel, representing individuals who
are permitted access within secured areas. The Intruder
class includes 500 images, sourced from the Flickr-Faces-
HQ dataset [19] and augmented with additional facial images
from diverse sources. These images represent unauthorized
individuals which ensures that the model learns to differentiate
between legitimate and suspicious entities. Lastly, the No Hu-
man class contains 500 images depicting backgrounds without
any human presence, allowing the system to distinguish empty
scenes from those containing individuals. On the other hand,
each image is resized to 224×224 pixels to match the input
requirements of the convolutional neural network (CNN). To
enhance the model efficiency pixel intensity normalization is
applied which transforms image values to the range [-1, 1]
using the following equation:

Xnorm =
X

127.0
− 1

This normalization technique accelerates convergence during
training and improves the model generalization as suggested
in prior research on deep learning optimization [3], [9].

B. Model Architecture and Training

A transfer learning strategy is implemented using Mo-
bileNetV2 [5] as the backbone architecture. This was se-
lected for its efficiency in feature extraction and suitability
for real-time applications. Each input image is denoted as

(I ∈ R224×224×3) which is processed through multiple convo-
lutional layers that apply feature extraction using the following
operation:

Fl = f (Wl ∗ Fl−1 + bl)

where Wl and bl represent the layer’s weights and biases, and
f(·) is the activation function (e.g., ReLU). The classification
head consists of fully connected layers followed by a softmax
activation function to compute the probability distribution over
the three classes.

P (c|I) = ezc∑3
i=1 e

zi

where zi denotes the logit output for class i. The model
is trained using the following categorical cross-entropy loss
function:

L = −
N∑
i=1

3∑
c=1

yi,c log (P (c|Ii))

where yi,c represents the ground truth label. The network is
trained over 50 epochs with a batch size of 16 and a learning
rate of 0.001.

IV. RESULTS AND ANALYSIS

A. Dataset and Experimental Setup

The dataset consists of 1500 images evenly distributed
among the three classes (Admin, Intruder, and No Human). To
enhance variability and mitigate overfitting, data augmentation
techniques such as rotation, scaling, and horizontal flipping
were applied. The experiments were conducted on a moderate
computing setup which includes a 4 core processor with
integrated GPU and 16 GB of RAM. The classification model
was implemented using TensorFlow nd trained with a batch
size of 32 over 50 epochs.

B. Performance Metrics

The classification system was evaluated using four standard
performance metrics such as Accuracy (ACC), Precision (P),
Recall (R), and F1-Score. These metrics provide a compre-
hensive view of the model’s performance by quantifying its
ability to correctly classify instances and balancing the trade-
off between false positives and false negatives. In this case the
accuracy is defined as

ACC =
TP + TN

TP + TN + FP + FN

which represents the proportion of correctly classified in-
stances (both true positives and true negatives) out of all
instances. Precision is given by

P =
TP

TP + FP

and it measures the fraction of predicted positive instances
that are indeed correct which indicates the model’s reliability
in its positive predictions. In this case Recall is defined as

R =
TP

TP + FN



which evaluates the model’s ability to identify all actual
positive instances which highlights its sensitivity. In this case
the F1-Score which is the harmonic mean of Precision and
Recall is expressed as

F1 =
2× P ×R

P +R

which provides a single metric that balances both precision
and recall. Here, TP (True Positives) denotes the correctly
classified positive cases, TN (True Negatives) represents the
correctly classified negative cases, FP (False Positives) refers
to negative cases that are incorrectly classified as positive, and
FN (False Negatives) are positive cases that are missed by the
model. These metrics are essential as they offer insights into
the overall accuracy of the system and the behavior of the
classifier with respect to type I and type II errors. These are
critical for applications where the cost of misclassification is
high.

C. Classification Performance

The classification performance of the proposed system was
evaluated using the following metrics. Table I presents the
classification results across the three classes.

TABLE I
CLASSIFICATION PERFORMANCE

Class Accuracy(%) Precision(%) Recall(%) F1-Score(%)

Admin 90.20 89.50 91.00 90.24
Intruder 98.60 98.40 98.80 98.60
No Human 75.80 74.00 77.50 75.70

1) Admin Face Detection: In our testing the system
correctly classified 90.20% of Admin class images which
demonstrates reliable recognition of authorized personnel. The
precision score of 89.50% indicates a low false positive rate,
while the recall of 91.00% signifies strong sensitivity in detect-
ing Admin faces. The overall F1-score of 90.24% highlights
a well-balanced classification performance between precision
and recall. These results emphasize the system’s effectiveness

Fig. 1. Admin face detection (Experimental Setup)

in distinguishing authorized personnel and ensuring secure
access control.

2) Intruder Face Detection: In our testing it is observed
that Intruder detection achieved the highest classification per-
formance with an 98.60% which demonstrates the system’s
robustness in identifying unauthorized individuals. The preci-
sion score of 98.40% and the recall of 98.80% confirm that
the system maintains a minimal false positive rate while effec-
tively detecting intruders. Moreover, the F1-score of 98.60%
further validates the model’s reliability in distinguishing be-
tween authorized and unauthorized individuals. The superior

Fig. 2. Intruder face detection (Experimental Setup)

performance in this category highlights the effectiveness of
deep feature extraction and training methodologies employed
in this study.

3) No Human Detection: For No huaman detection the
system correctly identified 75.80% of frames with no human
presence. The precision score of 74.00% suggests some degree
of misclassification, while the recall of 77.50% indicates that
most empty frames were correctly detected. The F1-score of
75.70% highlights the need for improvements in distinguishing
human absence.

Fig. 3. No human detection (Experimental Setup)



Particularly in cases where complex backgrounds or shad-
ows may influence detection accuracy. To counter that En-
hancements such as refined background subtraction techniques
and additional training on varied environmental conditions
could further improve performance in this category.

D. Statistical Analysis

In order to determine whether the performance improve-
ments were statistically significant, a two-sample t-test was
conducted. The conducted t-test results are summarized in the
following Table II.

TABLE II
TWO-SAMPLE T-TEST RESULTS COMPARING BASELINE AND PROPOSED

SYSTEM

Category Baseline(%) Proposed(%) t-Statistic df p-Value

Admin 85.0 90.20 4.12 48 0.0003
Intruder 95.0 98.60 3.85 48 0.0005
No Human 70.0 75.80 3.67 48 0.0007

The findings highlight that all p-values are below 0.01
which confirms that the accuracy improvements achieved by
the proposed system are statistically significant. These results
strongly indicate that the model outperforms baseline methods
in face classification tasks.

E. Real-Time Processing Evaluation

The system’s efficiency in real-time applications was also
analyzed. The results are presented in Table III.

TABLE III
REAL-TIME PROCESSING PERFORMANCE

Metric Value

Average FPS 30
Processing Time per Frame (ms) 33.3

The findings indicate that the system maintained an average
processing speed of 30 FPS with a frame processing time of
33.3 ms. These results confirm the feasibility of deploying the
model in real-time security applications. This ensures rapid
and reliable facial classification.

F. Confusion Matrix Analysis

To further evaluate the robustness and discriminative capa-
bility of the proposed classification framework, a comprehen-
sive confusion matrix was computed on the test dataset. The
confusion matrix provides a granular view of the classifier’s
performance by enumerating the true positives, false positives,
true negatives, and false negatives for each class, thereby
facilitating an in-depth error analysis. Figure 4 illustrates the
confusion matrix for the three classes: Admin, Intruder, and
No Human. In this matrix, each row represents the actual class,
while each column represents the predicted class. The diagonal
elements correspond to the correctly classified instances, and
the off-diagonal elements indicate the misclassification counts.

A notable observation is that the Intruder class exhibits
a very high concentration of correctly classified instances,
as evidenced by the near-zero values in the off-diagonals.
This outcome reinforces the high precision and recall metrics
reported for intruder detection. Conversely, the Admin and
No Human classes show slight overlap in misclassifications,
which suggests that there are some challenges in distinguishing
between subtle variations in these categories. These misclassi-
fications, albeit few, highlight areas where further optimization
of feature extraction and network calibration could lead to
improved performance.

Fig. 4. Confusion Matrix for Admin, Intruder, and No Human classes.

The detailed breakdown provided by the confusion matrix
not only corroborates the aggregate performance metrics (ac-
curacy, precision, recall, and F1-score) presented in Table I
but also serves as a diagnostic tool for identifying specific
weaknesses in the model. Such insights are crucial for iterative
model refinement, as they guide targeted enhancements in
preprocessing, feature selection, and network architecture.
Moreover, the granular error analysis supports the statisti-
cal significance of the observed performance improvements,
thereby reinforcing the practical applicability of the proposed
system in real-world fraud prevention scenarios.

V. DISCUSSION

The experimental evaluation demonstrates that the proposed
approach achieves high classification performance and real-
time processing efficiency in anomaly detection using com-
puter vision. The system achieves classification accuracies
of 90.20% for authorized personnel, 98.60% for intruders,
and 75.80% for non-human scenes which highlights its effec-
tiveness in distinguishing between different categories. This
strong performance is attributed to the deep feature extraction
capabilities of MobileNetV2 [5], coupled with robust training
methodologies such as Adam optimization [20] and batch
normalization [19]. These techniques significantly enhanced



model convergence and stability. This ensured reliable classifi-
cation under varying conditions. Extensive data preprocessing,
including image augmentation and normalization [21], [22]
has proven crucial in mitigating the effects of variations in
lighting, background complexity, and obstruction challenges
often encountered in real-world surveillance environments.
The comparative analysis with traditional object detection
models such as YOLOv3 [33] and region-based CNNs [12],
[17] further demonstrates the superiority of the proposed ap-
proach for handling diverse and dynamic visual inputs. Unlike
conventional methods which often struggle with fine grained
distinctions between intruders and authorized personnel. In
contrast, the deep learning-based classifier exhibits higher sen-
sitivity and precision which makes it well-suited for anomaly
detection in security essential applications. Beyond accuracy
the interpretability remains a crucial aspect of real-world
deployment. The integration of SHAP interpretability methods
[26] and meaningful perturbation analysis [27] provides deeper
insights into the decision making process which can enhance
model transparency and trustworthiness. This is particularly
important for high-security environments where advanced
AI techniques can ensure that classification results can be
verified and understood. Additionally, benchmarking against
classical machine learning approaches including support vector
networks [6] and random forests [9] reinforces the advan-
tages of deep learning-based anomaly detection in terms of
adaptability, feature learning, and real-time responsiveness. By
integrating optimized deep learning models with extensive pre-
processing and interpretability techniques this study provides
valuable insights into advancing real-time anomaly detection.
Future work can explore further enhancements including the
incorporation of self-supervised learning techniques, domain
adaptation strategies, and real-world deployment testing, to
further refine the system’s accuracy and adaptability in dy-
namic environments.

VI. CONCLUSION

This study presents an integrated framework for anomaly
detection using computer vision that leverages a TensorFlow-
based CNN built on MobileNetV2 along with an OpenCV-
driven detection engine. Extensive experimental evaluations
demonstrate that the system achieves classification accuracies
of 90.20% for authorized personnel, 98.60% for intruders,
and 75.80% for non-human scenes, all while maintaining a
processing rate of 30 frames per second. The combination
of advanced data augmentation and normalization techniques
with robust optimization strategies such as Adam optimization
[20] and batch normalization [21] has proven critical for
enhancing model convergence and stability. Furthermore, our
approach shows significant advantages over traditional object
detection methods in terms of both accuracy and real-time
performance. Future work will focus on incorporating inter-
pretability methods and scaling the system to handle larger
and more diverse datasets, thereby setting a benchmark for
next-generation surveillance systems in anomaly detection.
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