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Abstract
As Virtual Reality (VR) expands into fields like healthcare and
education, ensuring secure and user-friendly authentication
becomes essential. Traditional password entry methods in VR
are cumbersome and insecure, making password managers
(PMs) a potential solution. To explore this field, we conducted
a user study (n=126 VR users) where participants expressed a
strong preference for simpler passwords and showed interest
in biometric authentication and password managers. On these
grounds, we provide the first in-depth evaluation of PMs in
VR. We report findings from 91 cognitive walkthroughs, re-
vealing that while PMs improve usability, they are not yet
ready for prime time. Key features like cross-app autofill are
missing, and user experiences highlight the need for better
solutions. Based on consolidated user views and expert anal-
ysis, we make recommendations on how to move forward
in improving VR authentication systems, ultimately creating
more practical solutions for this growing field.

1 Introduction

The emerging field of Virtual Reality (VR) is expected to
have an increasing impact on our lives. Apart from being used
for entertainment, use of virtual reality technology is gaining
traction in domains such as military applications [74], health-
care [64], industry [54, 67], education [37], and culture [14].
Therefore, it is crucial to implement user authentication mech-
anisms that make sure only authorized individuals have access
to their VR services and related data. But the most prevalent
authentication method in VR, passwords, has reached a break-
ing point due to their lack of usability [90]. Entering secrets
using VR controllers or free-hand interactions is cumbersome,
slow, and error-prone, particularly when dealing with complex
and lengthy character combinations. From a security perspec-
tive, these gestures lack shoulder-surfing resistance, leaving
them vulnerable to external observation attacks [27, 46, 97].

To approach the VR authentication problem, current re-
search is mostly focused on proposing solutions that leverage

VR capabilities to support immersive and user-friendly mech-
anisms [46, 55, 57, 70, 82, 97]. But the process from research
to real-world deployment will take time. As it happened in
other scenarios like authentication for web services or smart-
phones, moving away from passwords completely becomes
challenging due to inertia and their easiness to deploy as a
quick-and-dirty solution [11].

To facilitate this transitory period dealing with passwords
in VR, we research: 1) the experience and desires of users
for alternative authentication mechanisms; and 2), the suit-
ability of password managers (PMs) to support VR users.
We investigate PMs since they are a recognized approach
to enhance both security and usability in dealing with pass-
words [7, 53, 76]. Our survey reveals a growing interest in
integrating PMs into VR, a trend increasingly reflected in
public discussions on online forums [9, 81]. This demand is
expected to grow given that web browsing is a non-negligible
use-case in VR, and that passwords remain the most frequent
authentication method encountered by VR users, as shown in
our survey and previous studies [90]. Furthermore, with the
increasing VR adoption trends [89], the ability to synchronize
passwords across users’ personal devices becomes essential.
Indeed, the recent releases of VR-specific PMs [49] highlight
the increasing relevance of PMs in the VR ecosystem. How-
ever, no prior studies explore their applicability to VR. Our
research questions and contributions are summarized below.

RQ1 What are user experiences with authentication in
VR? What are users’ password manager behaviors and
suggested improvements regarding authentication in VR?

We conducted a survey-based user study (n=126) with VR
users to explore their interactions with authentication in VR,
covering used mechanisms and their usability and security
perceptions, partially building on Stephenson et al.’s user
study [90] on authentication experiences. We extended the
scope to cover user desires for authentication in VR and
considering a more diverse sample (less biased towards males
and using VR for purposes other than gaming).
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Our findings confirm previous research [90] indicating that
users choose simpler passwords for convenience due to the
cumbersome input methods in VR. New insights revealed
challenges in account creation, with limited authentication
options and no automated password generation. Automated
password creation and input, could help streamline this pro-
cess. Of 126 participants, 34 used PMs for VR accounts, while
67% of non-users considered adopting a PM on their headset
to simplify logins.

RQ2 How suitable are current password manager solu-
tions for VR as evaluated by experts?
In response to our survey results highlighting demand, we
conduct the first comprehensive review of password managers’
suitability and features in VR. Specifically, we conduct expert
reviews of seven popular PMs on two VR headsets, including
the few managers available that are specifically designed for
VR, and covering standalone, browser-based, extension-based,
and web-based versions. We analyzed the usability through 91
cognitive walkthroughs (7 PMs across 13 tasks) [51], heuristic
evaluations using Nielsen’s rules [68, 69], and VR-specific
usability principles [66]. We further expanded the evaluation
with the VR-UDAS (Usability, Deployability, Accessibility,
and Security) framework, incorporating 20 criteria from [90]
and 9 additional security criteria from [11].

Password managers in VR reduce the need to switch between
real and virtual worlds by eliminating the hassle of recalling
passwords. Compared to traditional VR password input [90],
they better meet key usability criteria but face significant
limitations. The only standalone VR PM lacks features like
autofill, password editing, and secure configuration. No PM
could autofill across apps, highlighting the need for better
integration. A VR-specific browser-based PM had vulnerabili-
ties exposing usernames and stored site data despite password
protection. Common design flaws included nested menus,
icon overuse, and poor password strength indicators.

Our findings on users’ authentication needs in VR align
with the research roadmap proposed in [90], confirming that
user expectations match the direction of ongoing research.
Most participants rely on passwords, often exhibiting risk-
prone behaviors due to the VR context. Users recognize the
potential of password managers in VR and desire broader
availability, especially on devices. We recommend improve-
ments to authentication support, including PMs, to address
gaps in the VR authentication research agenda.

2 Related Work

Virtual reality immerses users in a computer-generated en-
vironment via a headset, allowing interaction with virtual
objects. Initially focused on entertainment and gaming, VR
now extends to culture [14], industrial training [67], educa-
tion [37], therapy [12, 20], and military applications [74].

Authentication methods in VR. Previous studies proposed
modified or novel authentication schemes for VR, developed
in the lab and evaluated for performance and usability. How-
ever, many of these prototypes were not based on prior user
studies and did not address actual user needs. We comple-
ment this line of work by surveying users and confirming that
ongoing research indeed aligns to user needs.

In 2017, George et al. [27] conducted a lab study with 25
participants to evaluate the usability and security of PINs and
unlock patterns as VR authentication methods. They found
these traditional mechanisms to be usable and secure when
adapted to VR. However, 18% of 400 entered secrets were
guessed correctly within three attempts. Despite the VR dis-
play being hidden from observers, vulnerabilities such as
visible controller inputs and users’ unawareness of physical
observation due to immersion were highlighted.

Länge et al. [46] analyzed the shoulder-surfing resistance
of knowledge-based authentication methods, including their
own schemes designed to resist observation attacks. While
the classic 4-digit PIN excelled in usability and authentication
performance, it proved highly vulnerable to shoulder surfing.
Other schemes showed slightly lower performance but greater
resilience against observational attacks.

Sadik and Ruoti [84] surveyed 999 participants to examine
devices used for password entry and associated challenges.
They found that without password managers, users often
weaken passwords for ease of entry. Although not focused
on VR, a third of participants criticized virtual keyboards.
The authors recommend device-aware password generation
algorithms to address these challenges.

Our study confirms that traditional authentication meth-
ods like PINs and patterns achieve high usability, whereas
passwords present challenges for users when typing in virtual
environments.

Several studies have proposed novel authentication
schemes, predominantly biometric-based [55, 56, 77, 92]. Our
research confirms that this trend aligns with user needs, as
we included a more diverse sample compared to previous
studies [42].

In 2021, Jones et al. [42] reviewed VR authentication litera-
ture, emphasizing studies with user participation. They found
a lack of diversity, with more male participants than female,
often without gender reporting, and a significant absence of
elderly individuals.

Stephenson et al. [90] evaluated authentication mechanisms
in AR and VR, analyzing novel research and existing methods
based on threat models, deployability, usability, accessibility,
and security. They also surveyed 139 AR/VR users and de-
velopers, including 37 VR developers and 132 VR users, to
assess current methods. Their findings highlight that tradi-
tional passwords are impractical in VR, particularly for users
with disabilities, leading to workarounds. This underscores
the need for alternative methods, such as sensor-based intu-
itive authentication or federated logins. Operating systems
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often lack support for non-password authentication methods,
raising concerns about data leakage from sensor access. To
ensure secure VR authentication, robust arbitration and pro-
tection mechanisms are essential.

Bonneau et al. [11] developed a framework to evaluate au-
thentication schemes based on Usability, Deployment, and
Security criteria. Their analysis of 33 schemes and two desk-
top password managers highlighted the challenges of re-
placing passwords, as no scheme fully meets all criteria.
Password managers, however, showed significant advantages,
aiding users in managing passwords effectively. While the
framework has been adapted for mobile authentication [45],
Stephenson et al. [90] modified it for AR and VR, incorpo-
rating accessibility criteria to address the unique interaction
methods of these environments. They used it to systematize
authentication schemes for AR and VR. We have incorpo-
rated the framework for our expert evaluation of password
managers in VR.

Password Managers. While no prior research has specifi-
cally addressed the usability and adoption of password man-
agers in virtual reality—and they therefore remain under-
explored— many researchers have studied password man-
agers in other contexts such as desktop PCs [7, 88], mobile
phones [86], or educational institutions [58], and among dif-
ferent user groups [76, 80]. Pearman et al. [76] found built-in
manager users prioritize convenience, while separate manager
users value security. Mayer et al. [58] surveyed 277 US uni-
versity participants, highlighting usability and convenience as
key to password manager adoption. Ray et al. [80] noted older
adults mistrust cloud storage but adopt password managers
due to recommendations. Other studies explored credential
audits [36, 44] and setup behaviors [4]. Munyendo et al. [65]
examined user behavior when switching password managers.
Key drivers included usability issues, costs, and distrust from
security breaches, with nearly 20% citing breaches as a pri-
mary reason. Such breaches erode trust in both the affected
and other password managers.

Simmons et al. [88] categorized password manager use
cases and design paradigms, using cognitive walkthroughs to
evaluate desktop PMs. They found extension-based PMs chal-
lenging to set up, browser-based ones lacking functionality
and a locking feature, and interface issues like nested menus
and excessive icon use. We build on their approach to review
seven password managers in VR, comparing findings to gain
insights into their usability in this context.

A significant amount of research exists focusing on the
security of password managers [15, 23, 71, 72, 87, 91]. Fahl
et al. [23] analyzed the security of 22 mobile password man-
agers, including LastPass and 1Password, revealing that An-
droid apps could exploit clipboard functionality to access
copied credentials without requiring permissions. They found
all PMs used Advanced Encryption Standard (AES) for vault
protection. Oesch et al. [72] later showed that generated pass-
words in browser- and extension-based PMs remain vulnera-

ble to guessing attacks. By 2021, Oesch et al. [71] reported
mobile PMs to be less secure than desktop versions. We eval-
uated the security of password managers in virtual reality as
part of the applied VR-UDAS framework.

3 User Survey Methodology

Study Design. We have designed a survey to capture VR au-
thentication experiences, and needs, structured in four groups
of questions. The full questionnaire is attached in Appendix
A.3, including a section to collect basic demographic infor-
mation at the end of the survey. The survey covers:

• General experience with authentication in VR. Partic-
ipants should state when they had to authenticate, which
methods they have used, and how satisfied they were
with the process in general (Questions Q1-Q4).

• Perceived usability and security. Participants who used
a specific authentication method in VR were asked to
rate its ease of use and security on a Likert scale from 1
(very difficult/not secure) to 5 (very easy/very secure).
They were also asked to provide reasons for their ratings
(Questions Q5-Q8).

• Account creation with passwords for VR. We asked
participants about their experience in creating accounts
that require passwords on VR devices, focusing on chal-
lenges related to password management. Specifically, we
aimed to determine if participants chose different secrets
for VR accounts (Questions Q9-Q14).

• Improvements and password managers. These ques-
tions aimed to uncover users’ preferences and sugges-
tions for improving VR authentication. We also explored
whether VR users would adopt password managers, rec-
ognizing their role in securely managing passwords in
non-VR scenarios [7, 58] (Questions Q15-Q21).

The first two blocks of questions on general authentication
experiences, usability, and security are based on Stephenson
et al.’s script [90]. Our extensions provide deeper insights into
user-centered authentication improvements and the potential
use of password managers for VR users.

Recruitment and Pilot. Participants were recruited via
Prolific [73, 78] and social media platforms like Reddit, Dis-
cord, and Facebook. Eligibility required participants to be
over 18, fluent in English, and VR users. A screening ques-
tionnaire (Appendix A.2) assessed VR usage and authenti-
cation experience, with only eligible participants invited to
the main survey. Participants were randomly selected from
four VR usage categories (Education, Health and Wellness,
Productivity, Entertainment), with 30 per category, ensuring
diversity and aligning with qualitative research sample size
recommendations [34]. This approach expanded beyond the

3



typical gaming-focused participant pool. We conducted a pilot
test with six participants to refine question formulations and
verify completion time estimates. Some participants reported
using smartphones with headsets like Google Cardboard [33]
for basic VR experiences. However, these setups lack the in-
teractivity and capabilities of dedicated VR systems, so we
added a question to the screening questionnaire to exclude
participants with only smartphone-based VR experience.

Survey Data Analysis. Our analysis was exploratory, fo-
cusing on capturing under-explored perspectives in VR au-
thentication, so we limited quantitative data analysis to de-
scriptive statistics without statistical testing. Open-ended
questions were analyzed using an iterative, inductive cod-
ing approach [63]. One researcher developed a codebook,
which was then applied to the dataset by two researchers in-
dependently. Inter-coder reliability, assessed using Cohen’s
Kappa [16], ranged from 0.71 to 0.93, indicating substantial to
almost perfect agreement [59]. The final codebook, including
Kappa values, is available in Appendix E.

Ethics. The user study was approved by our university’s
Institutional Review Board (IRB). The survey complied with
GDPR regulations [22], and all data collection was conducted
using a LimeSurvey [30] instance hosted on university servers.
Participants were fairly compensated at an hourly rate of 14
EUR, receiving 1 EUR for the 5-minute screening question-
naire and 4 EUR for the main 20-minute survey.

4 Survey Results

The survey was conducted between June 2023 and April
2024, with 797 participants completing the screening. Of
these, 195 (24.5%) reported never having authenticated. Non-
smartphone VR users were asked why they had not authenti-
cated, with common reasons including authentication being
unnecessary for the device/app (44%) or not owning the de-
vice (41%), confirming the hypothesis from Stephenson et
al. [90]. Many devices were owned by friends, family, em-
ployers, or businesses like gaming arcades. Additionally, 16%
of users had someone else authenticate for them, likely for
convenience or because they didn’t own the account or device.
Allowing others to authenticate poses security risks, such
as unauthorized access. Interestingly, 4 participants stated
that authentication was unnecessary because they owned the
device or used it privately.

After excluding participants who did not use authentication
or used smartphones for VR, the sample was reduced to 484.
Using the sampling strategy in Section 3, we finalized a group
of 126 users, evenly distributed across VR usage categories
(see Table 4). Demographics and participant backgrounds
are detailed in Table 3. Our analysis found no significant
differences in users’ qualitative feedback across the different
categories, as discussed in the following sections.

4.1 RQ1.1 - VR Authentication Experiences

VR Apps. We asked participants to list their three most fre-
quently used VR apps to understand their authentication ex-
posure. We then tested these apps on VR devices (see Table 5
in the Appendix) to investigate their authentication meth-
ods. Most apps require textual passwords, paired accounts, or
software-based tokens. For example, YouTube VR on Meta
Quest devices requires a 6-symbol code and Google account
login on a secondary device, potentially involving password
managers or biometrics depending on the device. Authenti-
cation in VR browsers varies by website, using methods like
passwords, one-time passwords (OTP), single sign-on (SSO),
and federated identity systems. Overall, passwords were the
most common authentication method, consistent with prior
research [90].

Authentication Exposure and Methods Used. From the
126 participants, 80% reported that authentication was
required during the initial device setup. Additionally, 55%
mentioned having to authenticate either while setting up
or after opening an app for the first time. 29% percent
needed to authenticate before making a purchase, 17% had to
authenticate each time they opened an app, and 13% required
authentication before every device usage. The most used
authentication method in VR are passwords, which were
used by 68% of the participants. The second most used
method is pairing with another device, followed by entering a
PIN. The frequency of used methods is shown in Figure 1.
Some respondents reported using the mechanisms face and
fingerprint recognition, which are not directly available in
VR headsets but may be part of the authentication flow
when device pairing or token-based authentication involves a
secondary device, such as a smartphone. We have decided
to include these results in our study as they offer valuable
insights into perceptions of authentication (see Section 7.5
for more details).

Perceived Usability and Security. Next to the frequency
of use, Figure 2 illustrates the mean values of the perceived
easiness and perceived security for each authentication
method our participants used in VR. All methods, except for
token-based authentication, are rated as somewhat easy to
very easy. The highest scores are given to Fingerprint (m=4.8,
SD=0.51), PIN (m=4.63, SD=0.67), and Face Recognition
(m=4.47, SD=0.9). The open-text responses revealed that
fingerprint authentication was indeed considered easy to
execute (n=14) and fast (n=5). PINs were considered easy
to input in VR (n=24), easy to remember (n=16), and fast
(n=14), according to the open questions. Face recognition
was deemed easy due to its automatic tracking (n=11), though
some participants reported issues with the enrollment process
and lighting conditions. Regarding passwords, 63% of the
participants who used them found the mechanism easy in VR,
citing reasons such as familiarity (n=9) and easiness of input
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Figure 1: Authentication methods used by participants (in
percentages and absolute numbers), sorted from highest
to lowest.

Figure 2: Perceived ease and security of authentication
methods rated by participants on a Likert scale from 1
(very hard to use/not secure) to 5 (very easy to use/very
secure), sorted by ease scores (highest to lowest).

(n=12). In contrast, 34% of participants who used passwords
in VR reported difficulties, such as challenges with input
(n=19) and remembering complex passwords (n=11). Despite
29 participants being negative, the overall easiness score for
passwords was relatively high (m=4.07, SD=1.14). Token-
based authentication had the lowest perceived easiness score
(m=3.81, SD=1.17). While 56% cited ease of use, the stronger
negative scores come from users that encountered challenges
like code expiration and the potential loss of the token. The
highest ranked methods regarding security, are fingerprint
(m=4.8, SD=0.51), face recognition (m=4.71, SD=0.46) and
password (m=4.35, SD=0.92). The high perceived security
of fingerprint authentication is attributed to: uniqueness
(n=6), the perception that nobody can get access in general
(n=5), and participants’ belief that the fingerprint cannot
get stolen, copied or hacked (n=3). Participants expressed
similar concerns about face recognition, with two noting the
risk of attacks using photos or AI to clone faces. Regarding
passwords, 21 participants felt strong passwords provided
very high security, and 10 believed no one could access their
accounts. Some felt secure due to storing passwords safely or
using unique ones for each account (2 each).

Account Creation with Passwords. Roughly 40% of the
participants, 51 out of 126, had created an account for or on
VR. These accounts were created for various purposes such as
gaming (33%), setting up the device (22%), or gaining access
to specific applications (14%). Regarding password selection,

the average satisfaction with account creation on/for VR is
slightly positive (m=3.76, SD=1.01), mostly due to familiarity
with the process on other devices. However, the answers sur-
face important reasons for dissatisfaction, including controller
annoyance (n=8), time-consuming process (n=7), difficult pro-
cess on VR with too many or too complex steps (n=3) and no
other authentication options available. In fact, 5 participants
reported opting for simpler passwords for convenience, to
ease input in VR environments (see Section 7.1), and 18 par-
ticipants indicated that they use the same or similar passwords
across all accounts for ease of memorization.

4.2 RQ1.2 - Password Management and Im-
provements

This section analyzes users’ password management practices
and suggestions for improvement.

Password Managers. Out of the 126 respondents, 81%
indicated that they use a password manager in general. The
primary drivers behind adoption were convenience, cited by
88.2%, followed by security at 27.4%. To be specific, 44.1%
of password manager users found it convenient to eliminate
the need to remember passwords, while around 13.7% respec-
tively mentioned that using a password manager made the
login process easier and saved time (11.7%). In terms of secu-
rity benefits, the most mentioned aspect for users is the secure
storage of passwords, mentioned by 10.8% of respondents.
Other reasons for using a password manager include it being
enabled by default or mandated by the individual’s company.

The main reasons for not using password managers
were trust issues (62.5%), including concerns about security
breaches, fear of losing access, and reluctance to use them
for critical accounts. Three participants specifically avoided
using PMs for sensitive credentials like banking. Addition-
ally, 29.2% preferred their own methods, such as memorizing
passwords or storing them elsewhere. Other reasons included
lack of awareness, cost, and time constraints for setup.

Interestingly, most non-PM users are aware of password
managers but choose not to use them due to distrust, of-
ten stemming from recent security breaches. Our findings
align with prior research on PM adoption and non-adoption
[44, 58, 75, 76, 80]. On the other hand, one participant ex-
pressed concerns about data leaks, which has prompted them
to consider adopting password managers.

Regarding the devices used with password managers, 34
individuals reported using them for or on VR systems. We
asked the remaining 92 participants, including password man-
ager non-adopters, if they would consider using a PM for
their credentials used in VR systems. In this regard, 67.4% of
participants currently not using a PM for VR are considering
adopting one (n=62). Among this group, 66.1% (41 out of 62)
express a preference for using a password manager directly
on the VR device. Reasons for this perspective are easiness
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(n=12), the convenience of automated login processes (n=8),
to save time (n=7), for synchronization (n=6), no need to re-
member (n=5), for convenience (n=4), and as a support for
the frustrating password typing processes (n=3). Others (n=3)
stated a positive experience from previous PM usage, or like
the feature of storing passwords (n=2). Two participants men-
tioned that a reason was to avoid the need to take the headset
off and go back to the main device. Another person claimed in-
terest in using a password manager if it was available on their
device. 21 participants preferred using a password manager
for VR authentication on a device outside the VR environ-
ment. Reasons included easier use (n=5), greater attention to
security on non-VR devices (n=4), better input methods on
other devices (n=1), and a perceived increase in security. Two
participants expressed trust issues with using a PM directly
on the VR headset, while one preferred smartphone authen-
tication, and another felt the VR device didn’t have enough
passwords to warrant a PM.

Despite the benefits of password managers, some users
remain hesitant due to concerns about recent data breaches
(n=10), a preference for personal security practices like
memorizing passwords (n=4), or a lack of perceived need for
a PM (n=11). One participant mentioned difficulty typing
a primary password in VR and expressed a preference for
entering individual passwords instead, possibly because they
use fewer passwords in VR.

Suggested Improvements. When asked if VR authen-
tication could be improved, 61% (n=77) of participants
responded affirmatively. Of these, 30% (n=23) expressed in-
terest in biometric solutions, such as iris scanning, fingerprint,
or facial recognition, alongside improvements to existing
methods like body movement-based authentication. Seven
participants specifically mentioned the need for VR-friendly
solutions:

“Current methods often rely on traditional inputs like passwords
or gestures, which may not fully leverage VR’s capabilities.
Introducing more immersive and biometric authentication methods
tailored to VR could enhance security and user experience.” - P768

Indeed, 13 participants recognized VR as an innovative
technology that is still evolving and thus requires improve-
ment, including the development of novel solutions:

“Right now, most VR platforms rely on usernames and passwords
to verify users’ identities, you’d think we could come up with
something more innovative.” - P209

Regarding alternatives, enhanced security was important
for 15 participants, who suggested using more secure mecha-
nisms, implementing multifactor authentication, or generally
enhancing security measures. 9% of the participants (n=7)
expressed a preference for other alternative authentication
methods such as voice-based authentication, token-based au-

thentication, or simply more options beyond passwords. Two
participants stated to prefer PINs and patterns because those
are easier to input. Additionally, 28 participants highlighted
the importance of improving usability. Two participants men-
tioned frustration, while six emphasized the need for faster
authentication. Others reported wishing for increased accu-
racy for specific methods, better accessibility, and improved
input methods or a larger virtual keyboard. Three participants
specifically mentioned the importance of integrating pass-
word managers into the VR environment. Another participant
emphasized the need for greater transparency in the user au-
thentication process in VR.

In summary, participants highlighted the need for improved
authentication in VR, emphasizing usability. They are open
to novel methods, particularly biometric authentication, as
long as they are secure and user-friendly. They recognize
VR’s unique requirements and support the use of tailored
solutions, including password managers. While biometrics
are well-researched, the potential of password managers in
VR remains underexplored, motivating our expert analysis in
Section 5.

5 Expert Review Methodology

To address the survey findings on password manager
interest and improving authentication flows, we examined
the availability and features of PMs for VR. Our research
includes what we believe to be the first usability testing of
password managers in a VR environment. We conducted
expert reviews to evaluate how well current solutions help
users manage passwords in VR. We considered four types of
password managers:

VR-standalone PM. A VR-native app, i.e., an application
specifically designed for virtual reality environments, which
can be downloaded from the official app store and installed
for use with the headset.
Browser-based PM. Password managers that are directly
integrated into VR web browsers (built in).
Extension-based PM. Browser extensions that can be
downloaded and installed in a VR browser to enable
password management functionality.
Web-based PM. Password managers accessible through a
web interface on any device with a browser.

We selected a range of password managers for review, in
total seven, including the only VR-standalone manager (Last-
Pass for Meta Quest [61]), a browser-based manager (Meta
Quest browser password manager), the sole extension-based
manager for Meta Quest (LastPass Extension), and four web-
based managers (LastPass [50], 1Password [2], Dashlane [19],
Bitwarden [10]), all of which are popular according to rank-
ings [29, 93]. We opted for the premium versions of LastPass,
1Password, and Dashlane, as their free versions do not sup-
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port cross-device use, which is important for most users. We
focused on officially available PMs, excluding those requiring
sideloading or workarounds. Screenshots of the selected PMs
can be found in Figure 3 in the Appendix.

Cognitive Walkthrough tasks. We evaluate the selected man-
agers on a common set of tasks that are relevant when dealing
with passwords. We based on the tasks from the analysis
of desktop password managers conducted by Simmons et al.
in [88], tailoring them to our VR scenarios. Specifically, we
cover 13 tasks: setup, registering a password, login with stored
and non stored credentials, updating a password and login
with it, removing a password from the manager, login with
the PM installed in a secondary device, creating accounts,
(un-)locking the PM, ensuring safe settings, and storing data
other than passwords in the PM. While the reference study
evaluated password managers across 17 different tasks, we
have removed four tasks which do not fit into our context,
namely: login from multiple subdomains, set up and sync on
a secondary device, complete a credential audit, and recover
access to the manager. We expect these tasks to be more com-
plex or infrequent, and therefore likely to be carried out on the
user’s primary device(s), rather than in VR. A fully detailed
description of the 13 tasks we considered in our analyses can
be found in Appendix B.

Heuristics. During the cognitive walkthroughs, we used
usability heuristics to evaluate the password managers. We
applied Nielsen’s 10 usability heuristics, which are also rel-
evant for VR [43], and selected three additional heuristics
from Murtza et al. [66] that apply to 2D apps like password
managers. The full list of heuristics used in our evaluation is
provided in Appendix C.

VR-UDAS Framework. To extend the evaluation of pass-
word managers beyond interface usability, we have employed
the evaluation framework to assess and compare authentica-
tion mechanisms initially developed in [11] and subsequently
adapted for AR/VR in [90]. The VR refinement includes
20 Deployability, Usability, Accessibility, and Security crite-
ria focusing on benefits relevant for users as collected in a
user survey. We added 9 security criteria from the original
framework in order to provide a more solid analysis of PMs’
security. We call this framework VR-UDAS and apply it to
compare how well PMs perform in VR with respect to rele-
vant authentication methods available in VR, passwords and
iris scanning, as evaluated in [90]. The complete description
of the framework criteria is provided in Appendix D.

Review Execution. The expert review regarding PM inter-
faces was conducted independently by three researchers, fol-
lowing the cognitive walkthrough approach [85] and Nielsen’s
recommendations [69] for usability heuristic assessment. This
approach balances effectiveness and efficiency, as three re-
viewers are sufficient to identify most usability issues. The
evaluators brought diverse expertise with backgrounds on
usable security, and VR security and privacy. The team docu-
mented heuristic violations and compliance issues during task

completion, using the think-aloud method to record verbal
comments and VR device screens for post-task analysis.

The second part of the evaluation, followed the VR-UDAS
framework criteria for a semi-structured assessment of pass-
word managers, based on guidelines from [11,90]. The analy-
sis combined insights from the cognitive walkthrough, heuris-
tic evaluation, and hands-on testing with the device. The first
two authors independently conducted the review, scoring each
scheme separately. They then discussed their findings to ad-
dress any disagreements. When necessary, a third researcher
facilitated the discussion to help reach a consensus.

We conducted the password manager reviews on Meta
Quest devices, the most common among our survey partic-
ipants. Testing was done using the Meta Quest Pro (Meta
Horizon OS version 66.0) and Meta Quest 2 (version 68.0)
(see Appendix G for PM version details).

6 Expert Review Results

In this section, we present the results of the expert reviews
to address our second research question on the suitability of
PMs for VR.

6.1 RQ2 - Password Manager Usability in VR
We begin with a comparative overview of supported features
in Table 1, then address critical usability issues that could
impact security or efficiency, followed by less significant
concerns.

Supported Features - The Good and the Bad. At first
glance, we can observe that the only VR-native application,
LastPass VR app, offers the fewest features. The app provides
a basic view of the vault, allowing users to launch websites
and copy credentials. It does not support autofill, editing or
adding items, or ensuring secure settings. The main feature it
offers is to manually copy the credentials and paste them into a
website or an application for authentication. These credentials
should be previously added in another device or through the
web interface so they are synchronized and appear in the VR
LastPass App. As illustrated in Figure 4 in the Appendix,
this involves considerably more steps compared to the autofill
features as seen in Figure 5 for the Meta Quest browser PM
and in Figure 6 for the LastPass browser extension (both in the
Appendix). It is also possible to lock the password manager
by using OS-based functionality to lock the app itself, helping
mitigate vulnerabilities (see Section 6.1). The app suffered
from technical issues, leading to credentials not being shown
or updated in the vault, and requiring us to switch to another
account for the review. It should also be noted that, as of
writing, the app has not been updated since October 2022
(according to data listed in the Meta Quest store).

While all the web-based password managers we reviewed
offer similar features up to task 9, Bitwarden is the only one
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Table 1: Password manager feature comparison based on cognitive walkthrough tasks.

Task Feature LastPass
VR app¹

Meta
browser¹

LastPass
extension²

LastPass
web³

Bitwarden
web³

Dashlane
web³

1Password
web³

1: First time setup Streamlined Setup ✓ o o o o
2: Registering a credential Adding credentials o ✓ ✓ ✓ ✓ ✓
3: Login with unstored cre-
dential

Auto-saving credentials ✓ ✓

4: Updating a credential Editing credentials ✓ ✓ ✓ ✓ ✓

5: Login with updated cre-
dential

Auto-updating
credentials ✓ ✓

6: Removing a stored creden-
tial

Removing credentials ✓ ✓ ✓ ✓ ✓ ✓

7: Login with stored creden-
tial

Autofill credentials o ✓ ✓ o o o o

8: Login without PM
Using PM on another
device ✓ ✓ ✓ ✓ ✓ ✓

9: Creating an account Password generation on
account creation

✓ o o o o

Strength feedback
of generated pw ✓ ✓ ✓ ✓

10: Locking PM Locking o ✓ ✓ ✓
11: Unlocking PM Unlocking ✓ ✓ ✓ ✓
12: Ensuring safe settings Item access protection ✓ ✓ ✓ ✓ ✓

13: Storing & autofilling non-
credential data

Storing & autofilling
other data ✓ o o o o

✓ : feature available | o : feature partially available | empty : feature not available. ¹Native application | ²Browser extension | ³Web application

that does not provide feedback on credential strength, Dash-
lane does not fully feature (un)-locking capabilities and 1Pass-
word does not support individual secure settings for critical
credentials. None of the managers provide autofill function-
ality for other websites, which is unsurprising, as websites
typically cannot access content across different browser tabs
or domains.

In conclusion, the LastPass browser extension provided
the best user experience in VR. All tasks were completed
with minimal effort, and the extension included all necessary
features. The locking mechanism, which requires activation
in settings, was the only partially fulfilled feature. One
option (auto logout on browser close) did not work in the VR
browser, but the time limit option functioned correctly. The
UI was intuitive and easy to navigate. A major limitation of
all reviewed managers is the lack of autofill functionality for
apps outside the browser, requiring users to manually copy
and paste credentials. The Meta Quest browser password
manager is an exception, supporting autofill for progressive
web apps (PWAs) installed via the Meta Quest store [79].
Extending this functionality to non-PWAs would require
access to application rendering pipelines, necessitating
significant architectural changes by OS developers.

Usability Issues During Setup. The setup process for
all password managers, except for the Meta Quest browser
manager, was cumbersome. Web-based managers require
entering the primary password and confirming authorization
on the VR device or primary device, creating additional steps.

1Password further complicates the process by not allowing
the primary password field to be unmasked and requiring a
40-character secret key. The flow for installing extensions
is misleading: 1Password incorrectly identifies Meta Quest
as a Chrome browser, and while LastPass provides a
download link, the extension must be found through a
non-standard process in settings. Once located, installation is
straightforward. LastPass’s VR app is easy to find and install
but requires typing the primary password. The Meta Quest
browser manager is the simplest, requiring no installation or
primary password, but is the least secure. It also interacts with
other managers, offering to store their primary passwords.
Overall, typing complex passwords in VR could lead users
to choose weaker secrets or rely on less secure built-in
managers, which negatively impacts security [35]. The
interference of multiple password managers and their security
implications, seen in non-VR studies [72, 88], warrant further
research, especially regarding how using less secure man-
agers may undermine the benefits of adopting an external one.

Usability Issues Related to PM Locking. Locking func-
tionality is essential for VR devices, especially when shared,
to prevent unauthorized access to credentials. While all man-
agers can benefit from the Meta device’s OS-level access
controls (app and headset PIN-based protection), this requires
extra configuration and does not count as built-in support.
Four out of seven managers offer vault locking options within
the PM, including time settings for inactivity, browser clo-
sure, or a manual lock button. Bitwarden and 1Password have
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auto-locking enabled by default.
Protecting specific credentials with a primary password in

the vault or when autofilling those, adds an extra security layer,
even when the main password manager is unlocked. Five
out of seven managers provide this feature, with options to
protect all credentials or individual ones. LastPass extension,
LastPass web, Bitwarden, and Dashlane offer these options.
The Meta Quest browser also includes a security feature that
locks saved passwords and prompts for a passcode before
autofilling credentials.

The absence of options to secure individual credentials
(LastPass App, Bitwarden) reduces flexibility and efficiency,
leaving users with higher security needs unsupported.
Additionally, password managers with locking features
often provide unclear or difficult-to-find documentation on
vault protection, leading to suboptimal configurations. For
example, Dashlane does not clarify that its lock feature
activates only after 5 minutes, which can create mistrust or
perceptions of unreliability. Secure defaults and in-context
setup documentation are critical to prevent such errors,
especially for managers relying on system-wide access
controls [86]. For instance, while the Meta Quest browser
manager allows configuring protection for individual items
with a passcode, usernames, email addresses, and website
details remain visible in browser settings. Without further
safeguards, anyone with browser access can view these
details or disable protection. Simmons et al. [88] noted
similar issues in browser-based password managers, where
credentials remained accessible even after logging out.

Password Generation and Feedback Usability Issues.
Automated password generation is a feature to guarantee the
security benefits of having a password manager [53] and one
of the most valued functionalities by users [86]. Neither the
Meta Quest browser manager nor LastPass app support auto-
mated password generation, significantly limiting the usability
of choosing secure passwords. Users would have to choose
passwords themselves (potentially leading to less secure se-
crets [84]) or take additional steps to use external generators
(high usability friction).

All web-based PMs and the LastPass extension include
password generation features, though their functionality
presents differences in integration and parametrization op-
tions. Bitwarden, Dashlane and 1Password offer a genera-
tor directly integrated in the credential creation pane. While
Bitwarden lacks any customization option in the integrated
generator, a more complete tool can be found in advanced set-
tings. Dashlane and 1Password both feature fully integrated
and highly customizable generators. Among the possibilities
for customization, the user can create “memorable”, “easy-to-
use”, “easy-to-say” passwords, tune the length, and/or exclude
special or ambiguous characters. LastPass web and extension
offer mixed experiences: the web interface hides the generator
in nested settings, while the browser extension conveniently

displays a customizable generator directly on the registra-
tion form. Therefore, LastPass extension fulfills complete
support for password generation. In terms of usable security,
for managers that cannot interact with websites, integrated
parametrizable passwords are the best option (only covered
in 2 PMs). Separate tools can be difficult to locate, require
additional steps (find, generate, copy, switch to creation pane,
paste) and prevent users from creating strong passwords eas-
ily. Similarly, the lack of customization might be negative
when it is necessary to comply with specific password policy
requirements, leading users to manually edit them in a less
secure, more predictable fashion [95].

Password strength meters, often shown as a colored
bar with labels, are one method to raise user awareness
of weak passwords. Four out of the seven evaluated man-
agers—1Password, LastPass extension, LastPass web, and
Dashlane—feature these meters during password generation
(see Table 1). All use the zxcvbn library [1, 17, 40, 47] to
assess password strength, although the user-facing feedback
lacks detailed explanations on what constitutes a strong
password.

General Interface Usability Issues. Our examination of
heuristic violations highlighted both strengths and weaknesses
in password managers. Consistent user feedback, essential
for system status visibility, was well-implemented in most
tools. Notifications informed users when items were added or
modified in the vault, though this feature was absent in 1Pass-
word and the Meta Quest browser manager. Helpful features
like LastPass’s download progress bar and password strength
checkers supported this heuristic by keeping users informed
and aiding in secure password selection, as also noted by
Simmons et al. [88]. However, adding explanatory labels to
strength checkers could further enhance their usability. On
the downside, some managers failed to provide warnings or
confirmation prompts before credential deletion, increasing
the risk of accidental password removal.

Relying solely on small, unlabeled icons can confuse users,
as noted by Simmons et al. [88]. For example, Bitwarden
uses three unlabeled icons next to the password field in the
add/edit item window. Their functions (checking password
breaches, generating a new password, or counting symbols)
become clear only after clicking, which is cumbersome in VR.
Hidden features further complicate usability, such as Last-
Pass’s password generator buried under multiple menu layers
or Meta Quest browser PM’s credential delete option hidden
in a three-dots menu. Deeply nested settings, also criticized by
Simmons et al., increase search time. Input assistance is par-
ticularly valuable in VR, yet the Meta Quest browser manager
and LastPass VR app only store usernames and passwords,
unlike web-based PMs, which support additional fields like
names and addresses. Only LastPass extension can both store
and autofill these fields.

Many managers offer help buttons next to icons that link to
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documentation pages. While useful, this is less critical in VR,
as users likely access the manager on their primary devices
and are already familiar with its features.

6.2 RQ2 - Extended Analysis: UDAS in VR

In the following sections, we present key findings from the
VR-UDAS framework evaluation, organized by usability,
deployability, accessibility, and security, with a summary
of criteria fulfillment in Table 2.

Usability. Autofill is the most crucial usability feature for
VR password manager users, so we assess Efficient-to-Use
based on its availability. As shown in Table 1, only the Meta
Quest browser PM and LastPass extension support autofill,
enabling logins in 1–3 seconds, depending on whether an
additional click is required. Other PMs offer copy-paste func-
tionality, simplifying the process but remaining only quasi-
Efficient-to-Use, as noted in our cognitive walkthrough. This
method takes about 30 seconds, involving copying the user-
name and password separately between applications (see Fig-
ure 4 for steps). Manual input, depending on complexity and
memory, takes 40–60 seconds. These estimates, based on our
walkthroughs, may vary with system familiarity.

None of the password managers were Physically-Effortless
due to input methods relying on hand or head movements. All
PMs require users to remember a primary password, making
them quasi-Memorywise-Effortless, except for the Meta
Quest browser PM. This manager does not require a primary
password unless a passcode is set, as noted in our cognitive
walkthrough, making it Memorywise-Effortless, at the cost of
less protection. All password managers are Easy-to-Learn,
as determined through cognitive walkthroughs and heuristic
evaluations, despite the absence of user studies. They are
also convenient, with Nothing-to-Carry, Infrequent-Errors
during authentication, and being Acceptable-in-Public, as
they avoid unusual movements—apart from entering the
primary password, which we assume has already been input.

Deployability. The Meta Quest browser password manager
meets the OS-Supported criterion as it is pre-installed on
the device and requires no additional installation. The
LastPass VR app, LastPass extension, and Meta Quest
browser password manager are specifically designed for VR.
Due to earlier technical issues (Section 6.1), LastPass VR is
classified as quasi-Mature-for-VR, whereas the Meta Quest
browser password manager and the LastPass extension are
fully Mature-for-VR. The Meta Quest browser PM is not
Platform-Agnostic, as it is unavailable on other platforms,
while the rest can be used on other devices and browsers.
The LastPass VR app is quasi-Platform-Agnostic since it
supports other platforms but not this specific version. Iris
scanning is designated as quasi-Mature-for-VR because it is
currently available for mixed and augmented reality [38, 90]

but not yet for VR devices. All options meet the Low-Power-
Consumption requirement, as running an app within the VR
environment requires minimal power.

Accessibility. All password managers perform the same
with regard to accessibility criteria in the framework. None are
Accessible-Visual, as users need to see the interface. All PMs
quasi-fulfill Accessible-Mobility, as interacting with them re-
quires physical movement of controllers, head, or hands but
no more than general interaction with the device would. This
criterion is similar to the criterion Physical-Effortless but
allows for speech-interaction. Additionally, most password
managers are not Accessible-Cognitive, as users must remem-
ber a password. The Meta Quest browser password manager
partially fulfills this criterion with an optional passcode. Sim-
ilarly, the LastPass VR app and extension require the primary
password only once, keeping users logged in thereafter.

In response to the improvement question on our survey,
two participants requested more accessible options but did
not provide specific details.

Security. The primary password is evaluated as not
Resilient-to-Guessing, in line with findings by Bonneau et
al. [11] and Stephenson et al. [90], which show that users
often struggle to choose secure passwords. In the Meta
Quest browser manager, using a secret (4-16 digit passcode)
is optional, and even when enabled, it is not Resilient-to-
Guessing. This vulnerability also applies to Resilient-to-
Physical-Observation, as passwords or passcodes entered on a
virtual keyboard are vulnerable to shoulder surfing. However,
since passwords are not considered sensitive user data, all
password managers meet the Protects-User-Privacy criterion.
While most managers can store non-credential information
(task 13 of the cognitive walkthrough), this is not necessary
for the PM to function.

We interpret the Multi-Factor criterion as applying an ad-
ditional security layer to the initial login into an existing PM
account. It is fulfilled if enforced by the PM. While web pass-
word managers offer biometric or token-based authentication
as additional factors, these options are unavailable in VR,
reducing security when transitioning to this platform.

Following the argument in [11], all password managers
are classified as not Resilient-to-Targeted-Impersonation. At-
tackers could target the primary password, and no multifactor
option is enforced by default. The Meta Quest browser man-
ager has no primary password requirement, so an attacker
with physical access could obtain credentials if no additional
access controls are set. None of the PMs are Resilient-to-
Internal-Observation, as attackers can intercept user input
within the VR device or eavesdrop on cleartext communica-
tion between prover and verifier.

Among the examined PMs, the Meta Quest Browser PM
and LastPass extension store the correct URL with credentials,
ensuring autofill only occurs on legitimate websites. Assum-
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Table 2: Evaluation of the password managers based on the framework by Bonneau et al. [11] and Stephenson et al. [90],
including their evaluations of passwords and iris scanning as incumbent methods for comparison.
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LastPass VR app − ◦ ◦ • ◦ − ◦ • • • • − • • ◦ ◦ − • − − − ◦ − − − • • • ◦
Meta Quest browser PM • − • • • − • • • • • − • • ◦ ◦ − • − − − − • − • • • − −
LastPass extension − • • • • − ◦ • • • • − • • ◦ ◦ − • − − − ◦ • ◦ − • • • ◦
LastPass web − • − • ◦ − ◦ • • • • − • • ◦ − − • − − − ◦ − ◦ − • • • ◦
Bitwarden web − • − • ◦ − ◦ • • • • − • • ◦ − − • − − − ◦ − • • • • • ◦
Dashlane web − • − • ◦ − ◦ • • • • − • • ◦ − − • − − − ◦ − ◦ ◦ • • − ◦
1Password web − • − • ◦ − ◦ • • • • − • • ◦ − − • − − − ◦ − • ◦ • • • ◦

Password [11, 90] • • • • − − − • • − − − • • − − − • − ◦ − − − • • • • − −
Iris Scan [11, 90] • − ◦ • • • • • • • • ◦ • • • • • ◦ − − − − − − • ◦ − • •

• = PM fulfills criterion; ◦ = PM quasi-fulfills criterion; − = PM does not fulfill criterion.

ing sites follow best practices and implement TLS [11], we
consider these PMs Resilient-to-Phishing. In contrast, PMs
without autofill rely on users to manually store URLs and
initiate the login process. While this reduces phishing risk
if followed correctly, it places responsibility on users to act
consistently. Therefore, we classify these PMs as not Resilient-
to-Phishing, as their effectiveness depends on user behavior.
We classify the Meta Quest browser PM and LastPass app,
which offer optional system-wide locking, as not Resilient-to-
Theft. In contrast, Bitwarden and 1Password auto-lock vaults
by default after inactivity, making them Resilient-to-Theft in
case the VR device is stolen. Other PMs do not auto-lock by
default but allow configuration or session closure, classifying
them as quasi-Resilient-to-Theft.

All PMs with cloud-stored vaults use client-side, "zero-
knowledge" encryption, eliminating reliance on third parties.
However, verifying this is difficult for closed-source clients
like LastPass and 1Password. Given LastPass’s history of se-
curity incidents [26,31,94], we align with Bonneau et al. [11]
in exercising caution with its client. All PMs meet Requiring-
Explicit-Consent, as initiating authentication requires user
input of a secret. The Meta Quest browser PM also fulfills
this criterion, requiring user action (e.g., pressing submit) to
complete autofill. Following Bonneau et al. [11], we assume
sites salt passwords, ensuring they remain unlinkable. Con-
sequently, password managers meet this criterion, providing
security comparable to passwords.

We evaluated the criteria Resilient-to-Throttled-Guessing
and Resilient-to-Unthrottled-Guessing considering the pri-
mary passwords. Three PMs—LastPass, Bitwarden, and

1Password—throttle guessing by limiting password entries
after repeated failures. LastPass locks the manager for 5 min-
utes after 8 failed attempts, while Bitwarden and 1Password
slow submission processes without strict limits. Dashlane al-
lows unlimited attempts. Resilience to unthrottled guessing
depends on the strength of primary passwords. Except for
the Meta Browser PM (no primary password) and 1Password
(only a length requirement), all tested PMs enforce password
rules and detect weak passwords. However, only randomly
generated passwords ensure resilience. Among the tested
PMs, only LastPass suggests using a randomly generated
primary password, though it is not mandatory.

7 Discussion

In this section, we discuss our findings, comparing them to
previous works and pointing at future works and limitations.

7.1 VR Users Prefer Simpler Passwords

Our study found that a significant number of individuals tend
to choose simpler passwords for convenience, particularly
due to input limitations when using passwords in VR systems.
Across all survey questions, 14 participants reported in the
open questions that they chose weak secrets. Five participants
opted for a simple PIN for its ease and speed of input, as
well as easy memorization. Similarly, four participants chose
passwords for these reasons and for easier error correction,
while two participants mentioned using unlock patterns for
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the same purposes. Five participants reported opting for
an easier password when creating an account, used for VR
purposes, so it is easier to enter.

“I tend to use much simpler passwords with no symbols and zero
capital letters and numbers, because its a slog typing in a long
automatically generated password.” - P581

Particularly, users are encountering challenges in inputting
information with controllers, citing difficulties like extended
input times and complexity of pointing at individual keys on
a virtual keyboard, leading to imprecise interactions. Choos-
ing weak secrets for the sake of convenience poses signifi-
cant security risks, highlighting the urgent necessity for more
user-friendly authentication solutions in VR environments.
These findings align with Stephenson et al.’s [90] survey re-
sults, and we confirm them in a more diverse population, as
their sample was predominantly male (92%). Interestingly,
we observed that our participants found passwords to be more
usable (m=4.07) than those in their study on the same scale
(m=2.9) [90]. Some positive responses mentioned using aut-
ofill features, either through a PM in VR or on a smartphone.
This suggests participants assessed the ease of inputting pass-
words based on the entire VR authentication process, includ-
ing other devices and software. This signals that PMs (with
autofill) already do a good job in usability, and it is especially
noticeable that more than 80% of the users in our sample are
PM adopters; and that it is difficult to understand perceived
usability when the authentication steps and configurations
might vary (see Section 7.5). Familiarity with these schemes
may also contribute to high usability ratings, as noted in prior
studies [98].

7.2 Promising but Not Yet Ready

Our analysis shows that VR-specific password managers, like
the Meta Quest browser PM and LastPass VR app, lack key
features such as password generation, credential editing, and
non-credential data storage. Overall, extension-based and
web-based PMs demonstrated better usability. Comparing our
evaluation of PMs with the assessment of manually entered
passwords in VR using the UDAS framework by Stephen-
son et al. [90], we find that password managers in VR, de-
spite current limitations, still fulfill important usability criteria,
whereas traditional passwords fall short in these areas (see
Table 2). The only usability aspects that passwords fulfill are
Easy-to-Learn, due to their familiarity and non-complexity (in
the sense that people are ubiquitously exposed to passwords
and know how they work), and Nothing-to-Carry.

PMs offer a viable interim or complementary solution for
managing passwords in VR authentication flows. The im-
mersive nature of VR and reliance on spatial interactions
demand minimizing users’ physical effort. PMs with autofill
capabilities reduce effort by eliminating the need to switch

between real and virtual worlds, avoiding secondary devices
for password entry—an inconvenient and time-consuming
process. This also enhances security by enabling strong, auto-
generated passwords without manual entry, mitigating risks
like shoulder-surfing or keystroke inference from VR hand
motions [96]. Security requirements for PMs in VR largely
mirror those for 2D interfaces [72]. Frequent primary pass-
word entry could be replaced by passwordless authentica-
tion methods. In the following, we discuss this and other
actionable recommendations to improve PM integration in
VR towards achieving a seamless and secure authentication
experience, based on our findings.

7.3 Improving VR Authentication

Our participants, as in previous research [90], show a pref-
erence for the introduction of biometrics in VR. They also
acknowledge the (currently unexploited) potential of VR to
provide tailored solutions to prove their identity. In this regard,
we believe future work could focus on synergistic approaches,
for example leveraging VR-specific biometrics to complement
password managers. This could allow for a seamless experi-
ence where the user wears their device, gets in by biometric
proof (e.g., through iris scan [38, 41, 62], eye-tracking [52],
EEG recognition [5, 24, 83]) and unlocks access to their PM
autofilling any required passwords. This will solve the us-
ability and security limitation of having to type a primary
password in VR and current issues with locking/unlocking
the PM safely (see Section 6).

Seamless functionality requires better integration of pass-
word managers across apps and browsers. Currently, iris scan-
ning is the only deployed biometric mechanism in mixed
reality. Due to its maturity, it could be an immediate comple-
mentary solution for VR password managers.

Moreover, passkeys, cryptographic key pairs based on the
FIDO standard [25,28], are gaining traction as a passwordless
authentication method. They are being adopted as a primary
password replacement, an alternative to One-Time Passwords
for two-factor authentication, and for website logins. Many
password managers support passkeys on desktop and mobile
devices [3, 8, 18, 48], but they are not yet available for VR—a
feature worth integrating.

Risk-based (also: adaptive) authentication, which adjusts
authentication requirements based on the risk of a user’s login
attempt, could help address frequent credential entry in VR.
By evaluating contextual factors, it selects the best authentica-
tion method, balancing security and usability [6]. Investigat-
ing this approach in VR could streamline authentication while
maintaining security, reducing the effort required, and align-
ing with participants’ preferences for more authentication
options.
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7.4 Recommendations and Future Work

Researchers. Our survey on VR authentication experiences
highlighted the limitations of online surveys in capturing the
complexities of user interactions. VR authentication involves
diverse devices, capabilities, and account connections, which
can confuse participants about the specific flow being ref-
erenced. Surveys lack the granularity to distinguish these
variations, leading to potential misconceptions. To address
this, we recommend supplementing surveys with observa-
tional studies to better understand contextual factors and user
behaviors, providing deeper insights into VR authentication
challenges.

User studies are essential to explore usability challenges
of password managers in VR, identify user needs, and test
current solutions. System testing based on expert insights
may not reflect typical user behavior [69]. However, our study
tasks and the usability issues highlighted in our expert re-
view provide a foundation for designing such studies. Metrics
like System Usability Scale (SUS) scores [13] and mental
load assessments during PM tasks can help benchmark usabil-
ity. Future research could examine how usability challenges
contribute to insecure behaviors, offering actionable recom-
mendations. Key areas for exploration include the impact of
using multiple PMs in VR on security and usability, as well
as addressing accessibility issues to improve the overall user
experience. Continuing research on increasing awareness and
adoption of password managers is as well crucial, as positive
experiences with PMs can encourage users to try them on
other devices.

Developers and Designers. Users highlighted the need
for more secure and user-friendly authentication solutions,
particularly biometrics, which are already common on other
devices. Apple’s introduction of iris scanning in the Apple
Vision Pro, known as Apple Optic ID [38], could offer sig-
nificant benefits to other VR devices equipped with similar
sensors and cameras.

Our survey found that VR users often allow others to au-
thenticate on shared or non-owned devices, risking exposure
of personal information. We recommend secure solutions for
shared devices, like easy multiprofile management or a guest
mode with quick profile switching. These options offer better
security without requiring a full multi-account setup, which
may be too effortful for short sessions [60].

Our evaluation of password managers in VR revealed miss-
ing key features like autofill, password generation, and cre-
dential management. These features are crucial to address
usability challenges, such as switching between devices and
frequent, cumbersome inputs. None of the password managers
could autofill across the system, including within applications
or the app store. Platform providers should integrate password
managers into the OS, enabling both first and third-party man-
agers to autofill password fields across applications, similar to
solutions in iOS and Android [32,39]. Additionally, password

managers should recognize when users are in VR and offer
tailored configurations to balance usability and security. Cur-
rently, VR-specific managers replicate 2D interfaces, missing
the unique affordances of VR. We recommend exploring how
novel interactions, feedback mechanisms, and visualizations
can be designed to better support users in effectively man-
aging passwords in VR. Credential audits could serve as a
starting point, as their implementation and visualization on
other devices are often perceived as overwhelming, leading
to user inaction [44].

7.5 Limitations

Survey. Our study relies on self-reported data from the survey,
which is a limitation. To improve data quality, we applied
attention checks to filter out invalid responses.

In asking participants about VR authentication mecha-
nisms, we provided a list of both current and research-based
options. We noticed some misconceptions, such as partici-
pants reporting the use of eye-tracking (n=36) or movement-
based authentication (n=36), despite these mechanisms not
being supported by their reported headsets. Participants may
have confused eye and movement tracking, available for other
features, with authentication. We excluded these mechanisms
from our usability and security comparison, but exploring
how biometric data in VR is perceived as identifying could
be an interesting future research topic.

Some participants reported using fingerprint and face recog-
nition for VR, likely referring to their use of secondary devices
like smartphones during the authentication flow. We believe
participants rated these biometric methods based on their ex-
periences with non-VR devices, offering insights into whether
such features are desired for VR.

We purposely sampled participants to explore diverse per-
spectives, capping the number per category. This may have
underrepresented dominant use cases, such as Entertainment,
and overrepresented smaller categories like Health and Well-
ness. The overlap in usage—83% of participants reported
using VR for gaming—may have contributed to the lack of
qualitative differences observed across domains. This overlap
highlights the challenge of disentangling user experiences
in multifaceted contexts and may limit the ability to draw
domain-specific insights. Future studies could refine this ap-
proach to better capture these nuances.

On-device testing. Our app analysis was conducted in
July 2024. Since apps and app stores are regularly updated,
authentication methods and interfaces may change over time.
We tested password managers on Meta devices, the most
popular among our survey participants [21], but did not assess
them on other standalone devices like PICO, which could
provide additional insights. Moreover, evaluators’ personal
use of managers may introduce bias. It is also to mention
that the extended VR-UDAS framework analysis is based
on heuristics and assumptions, and as noted by Bonneau et
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al. [11], weighting criteria by context could offer a more
accurate evaluation. Additionally, the ratings do not account
for factors like vulnerability to specific attacks.

8 Conclusion

The focus of current research lies predominantly on proposing
solutions to improve the VR authentication experience, with-
out fully considering real-world user needs. Understanding
user experiences, and integrating their suggested improve-
ments, is vital before implementing novel VR-specific authen-
tication methods. To address this, we conducted a user study
to gain a comprehensive understanding of users’ challenges
and needs in VR authentication. Our contribution fills a gap
in the literature by explicitly examining user experiences with
authentication, account creation, and the adoption of pass-
word managers in VR. Following this, we evaluated seven
password managers to assess how well they support password
management within VR. Insights from our study can guide
researchers and practitioners in advancing authentication prac-
tices in VR, thereby ultimately enhancing user security and
safety in virtual environments.
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A Surveys

A.1 Consent

Information: Thank you for your interest in our research
work. In this research project we want to expose authenti-
cation challenges and needs that Virtual Reality (VR) users
from different domains face. This is a three-part study and
this survey will cover the first part. You will not necessarily
go through all phases. You will be invited to the next part if
selected.

Survey 1 - In this short survey we want to investigate the
primary reasons for which Virtual Reality (VR) systems are
used as well as identify the fields you are associated with, so
that we can better comprehend your perspective.
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Survey 2 - From this base, we would like to conduct a
second, larger survey about usable authentication in VR for
users from different fields. If selected, you will be asked to
complete a survey about your experiences in authenticating
on VR devices.

Procedure and Participation: Survey 1 will take approxi-
mately 3-5 minutes to complete. We offer 1 EUR / 0.87 GBP
for completing this first survey.

Survey 2 will take approximately 15-20 minutes to com-
plete. We offer 5 EUR / 4.29 GBP for completing this first
survey.

If you have accessed the surveys via Prolific, you will re-
ceive a code for your payment. The participation in any phase
of this study is voluntary and you can choose to withdraw
from the study at any time. Only complete surveys will receive
compensation.

Data Collection and Processing: If you did not access
the surveys via Prolific, we would need to collect your email
address, so we can eventually contact you for the next part.
Regarding the compensation in this case, before payment, we
will check whether you have answered the questions com-
pletely and attentively. Participants who have not done so will
not receive a payout. We would need to collect the following
information which are necessary, following the University’s
procedure. Personal data that you submit for the payout will
not be associated with your decisions in the study. The in-
formation will be collected in a separate survey and stored
separately. This information will not be used for any other
purpose and will be deleted immediately after. Other than
this information, the record of your survey responses does
not contain any personally-identifying information about you
and please do not enter any personal information, even from
others, in the open text fields, unless a specific survey ques-
tion explicitly asks for it. Art. 4 para. 1 of the General Data
Protection Regulation (GDPR) defines personal data as all
information about an identifiable individual. A person is iden-
tifiable if they can be identified by a name, ID number, loca-
tion data, online identifier, physical, physiological, genetic,
mental, economic, cultural, or social identity. All data will
remain anonymous. The survey will be executed on an GDPR-
compliant instance of LimeSurvey, hosted by the University’s
server, therefore all data are stored securely on the server. The
data will be processed locally using statistical software, and
the collection of background data, such as gender, is solely for
analyzing statements diversely. No conclusions about individ-
uals will be drawn from the provided information. Results will
be disclosed anonymously in tables or graphics, preventing
individual recognition. The interviews will be audio-recorded
only and the audio data will be stored locally. The data will
then be transcribed anonymously and the audios will be re-
moved while the transcriptions are kept in a local storage,
which is only accessible to academic researchers.

Risks and Benefits: Your participation in this study does
not involve any risks to you beyond those of everyday life.

Taking part in this research study may not benefit you person-
ally, but we may learn new things that could help others.

A.2 Screening Survey Questionnaire
We have replicated the following questions for the screening
survey from Stephenson et al. [90]: Q1-Q3, Q5, Q6, Q9, Q12,
Q13 while we have added Q4, Q7, Q8, Q10, Q11, and Q14.

A.2.1 Virtual Reality Usage

Q1 How frequently do you use a VR device?
(Answer choices: ◦ Less than 1 time/month ◦ 1 - 5
times/month ◦ 6 - 10 times/month ◦ 11 - 15 times/month
◦ more than 15 times/month)

Q2 Which VR device do you use? If you use more than one,
select the one you use more frequently.
(Answer choices: ◦ Meta Quest (any model) ◦ HTC
VIVE (any model) ◦ PICO (any model) ◦ Valve Index
◦ PSVR (any model) ◦ HP Reverb (any model) ◦ Varjo
(any model) ◦ VR Glasses for Smartphones (e.g., Google
Cardboard) ◦ Other: (free text))

Q3 Do you own the device?
(Answer choices: ◦ Yes ◦ No, my friend owns it ◦ No, my
employer owns it ◦ No, somebody else owns it (please
specify): (free text))

Q4 When do you use VR?
(Answer choices: □ At work □ In my freetime □ At the
institution I’m studying in)

Q5 Some activities people are using VR for are listed below.
If you use VR for any of those purposes, please indicate
it by checking all options that apply to you.
(Answer choices: ◦ Gaming ◦ Web browsing ◦ Watching
videos and other media purposes ◦ Fitness ◦ Virtual tours
◦ Metaverse ◦ E-Learning ◦ Therapy sessions ◦ Medi-
cal training ◦ Stress management ◦ Industrial training
◦ Flight simulations ◦ Military training ◦ Prototyping
and production planning ◦ Architecture, engineering and
construction ◦ Attending courses ◦ Meetings/Video con-
ferences)

Q6 For what other purposes, if any, do you use VR?
(Free text)

Q7 Which are the three apps that you use the most on the VR
device? Please provide the name and a short description
of the app.
(Answer choices: □ App 1: (free text) □ App 2: (free
text) □ App 3: (free text)

Q8 How is your overall experience while using a VR de-
vice?

19



(Answer choices: ◦ Very satisfying □ Satisfying ◦ Nei-
ther satisfying nor unsatisfying ◦ Unsatisfying ◦ Very
unsatisfying)

A.2.2 Authentication in VR

Authentication refers to the act of verifying your identity
through various means such as a password, biometric infor-
mation, a paired device, or other similar techniques.

Q9 Did you ever have to authenticate on a VR device?
(Answer choices: ◦ Yes ◦ No (please specify the reason
in the next question))

Q10 If Q9 was answered with ‘No’. Why did you not have to
authenticate?
(Free text)

A.2.3 Demographics

Q11 What is your age range?
( ◦ 18-24 ◦ 25-34 ◦ 35-44 ◦ 45-54 ◦ 55-64 ◦ 65 or older
◦ Prefer not to answer)

Q12 What is your gender identity?
(◦ Female ◦ Male ◦ Non-binary ◦ Prefer not to answer)
◦ Self-described as: (free text))

Q13 What is the highest level of school you have completed?
(◦ Some High-School, no diploma ◦ High-School or
equivalent ◦ Some college, no degree ◦ Associate degree
◦ Bachelor’s degree ◦ Master’s degree ◦ Doctoral degree
◦ Prefer not to answer ◦ Other: (free text))

Q14 Which of the following best describes your educational
background or job field?
(◦ I have an education in, or work in, the field of com-
puter science, engineering, or IT. ◦ I do not have an
education in, or work in, the field of computer science,
engineering, or IT. ◦ Prefer not to answer)

Q15 Which of the following best describes the sector you
primarily work in?
(Answer choices: ◦ Agriculture, Food and Natural Re-
sources ◦ Architecture and Construction ◦ Arts ◦ Busi-
ness Management & Administration ◦ Education &
Training ◦ Finance ◦ Government & Public Administra-
tion ◦ Medicine ◦ Hospitality & Tourism ◦ Information
Technology ◦ Legal ◦ Policing ◦ Military ◦ Manufactur-
ing ◦ Marketing & Sales ◦ Retail ◦ Science, Technology,
Engineering & Mathematics ◦ Social Sciences ◦ Trans-
portation, Distribution & Logistics ◦ Other: (free text))

A.3 Main survey Questionnaire

A.3.1 General Experience with Authentication in VR

We have extracted the following questions for the survey from
Stephenson et al. [90]: Q1-Q3, Q5-8, while we have added
Q4 and Q9-Q21 ourselves.

Q1 In the previous survey, you stated that you had to authen-
ticate while using a VR device. When did you have to
authenticate on the device(s)?
(Answer choices: □ During device setup □ Every time
when opening an app □ While setting up an app/after
opened the first time □ Before a purchase was made □
Before every device usage □ Other: (free text))

Q2 Please choose the option(s) that describe your experience
with the following authentication mechanisms for each
item.

Don’t
know

Haven’t
used it For VR Outside

VR
PIN □ □ □ □
Password □ □ □ □
Via pattern □ □ □ □
With token □ □ □ □
Pairing with
another device □ □ □ □

Eye tracking □ □ □ □
Iris scan □ □ □ □
Face recog-
nition

□ □ □ □

Fingerprint □ □ □ □
Body move-
ment

□ □ □ □

Q3 Which other method(s) did you use for authenticating in
VR?
(Free text)

Q4 How satisfied are you with the convenience of the fol-
lowing authentication mechanisms in VR? Please rate
each of the items on a scale from 1 to 5 (very unsatisfied
to very satisfied).

1 2 3 4 5
Entering PIN □ □ □ □ □
Entering password □ □ □ □ □
Via pattern □ □ □ □ □
With a token □ □ □ □ □
Pairing with another device □ □ □ □ □
Eye tracking □ □ □ □ □
Iris scan □ □ □ □ □
Face recognition □ □ □ □ □
Fingerprint □ □ □ □ □
Body movement □ □ □ □ □
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A.3.2 Method-related Experiences

Questions 5-8 were repeated for each method were the answer
for Q2 was ‘Used for VR’.

Q5 How easy/hard is it for you to use [method] on the VR
device?
(Answer choices: ◦ Very easy to use ◦ Somewhat easy
to use ◦ Neither easy nor hard ◦ Somewhat hard to use ◦
Very hard to use)

Q6 Please explain your answer for the above question.
(Free text)

Q7 How secure did you feel while using [method] for au-
thentication on the VR device?
(Answer choices: ◦ Very secure ◦ Somewhat secure ◦
Neither secure nor insecure ◦ Somewhat insecure ◦ Not
secure)

Q8 Please explain your answer for the above question.
(Free text)

A.3.3 Account creation

Q9 Did you ever have to create an account or register for an
app/website/system that required setting a password on
the VR device?
(Answer choices: ◦ Yes ◦ No)

Q10 For what purpose did you have to create an account?
(Free text)

Q11 Do you create your passwords differently when using
VR than in other devices?
(Answer choices: ◦ Yes ◦ No)

Q12 Please explain your answer for the above question by
elaborating the reasons.
(Free text)

Q13 How was your overall experience regarding the account
creation process?
(Answer choices: ◦ Very satisfying ◦ Satisfying ◦ Nei-
ther satisfying nor unsatisfying ◦ Unsatisfying ◦ Very
unsatisfying)

Q14 Please explain your answer for the above question and
specify what challenges you encountered when setting
up the account.
(Free text)

A.3.4 Password Managers

A Password Manager (PM) could help you authenticating
throughout different devices, systems and apps. It stores your
passwords and other login credentials and can generate strong

passwords. There are external password managers (e.g. Last-
Pass) as well as built-in browser password managers (e.g.
Chrome’s Passwordmanager) which are able to fill in your
credentials automatically wherever needed.

Password managers are tools that can securely handle pass-
words for you. They can remember your passwords, generate
new ones, and even sync them across devices. There are vari-
ous types of password managers:

• If you allow your web browser to save your passwords,
you are using your browser’s password manager.

• Third-party application password managers are software
that you install directly onto your devices or a service
you can access on the web.

• Your operating system can serve as a password man-
ager as well. For example, the Keychain functionality
on MacOS can remember passwords in and out of your
browser.

Q15 Based on our description, which password managers are
you currently using (not only considering VR)?
(Answer choices: □ I don’t use any password manager
□ Password Manager as a third-party application (e.g.,
Keeper, Dashlane, Lastpass) □ Browser Password Man-
ager (e.g., Google Chrome, Mozilla Firefox) □ System
Password Manager (e.g., Keychain, Samsung Pass))

Q16 Please name the reasons why or why you are not using
password managers.
(Free text)

Q17 For which device(s) are you using a PM?
(Answer choices: □ Smartphone □ Tablet □ Laptop/PC
□ VR □ Other: (Free text))

A.3.5 User Preferences and Needs

Q18 Do you think the authentication processes in VR can be
improved?
(Answer choices: ◦ Yes ◦ No)

Q19 Please explain your answer for the above question.
(Free text)

Q20 If answer to Q17 was not ‘VR’. Would you consider us-
ing a Password Manager for Virtual reality?
(Answer choices: □ Yes, I would like to use a PM di-
rectly on the VR device □ Yes, but outside VR on a
smartphone or PC □ No)

Q21 Please explain your answer for the above question.
(Free text)
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A.3.6 Follow Up

Q22 Please let us know if you would be interested in taking
part in an interview. The session would take around 30
minutes.
◦ Yes ◦ No

B Cognitive Walkthrough Tasks

The tasks marked with an asterisk (*) have been adapted from
the original tasks by Simmons et al. [88].

1. *First time setup: The evaluator was required to set
up the password manager. This included downloading
the manager (if applicable), installing it, log in with an
existing PM account, and finishing any remaining setup
tasks. Evaluators avoided using external documentation,
focusing instead on how the manager’s UI supported this
use case.

2. Registering a credential in the manager: The evaluator
needed to register a credential (an account name and
password) in the manager. They were free to complete
this task in any way they wanted so long as they did not
leave the manager’s interface.

3. Log in with an unstored credential: The evaluator
would log into a test website we created with credentials
not already stored in the manager. This would trigger the
manager to suggest saving the credentials. The task was
complete once the credentials were saved.

4. Updating a credential in the manager: The evaluator
needed to update a credential previously stored in the
manager. They were free to complete this task in any way
they wanted so long as they did not leave the manager’s
interface.

5. Login with updated credentials: The evaluator would
log into a test website with credentials different than
those stored in the manager, this requires the extra task
of updating the credentials on the test website before.
This would trigger the manager to suggest saving the
updated credentials. The task was complete once the
updated credentials were saved.

6. Removing a credential stored in the manager: The
evaluator would use the manager to remove a target cre-
dential.

7. Log in with credentials stored in the manager: The
evaluator would log into a test website that has associated
credentials stored in the manager. The task was complete
once the evaluator finished the autofill process and was
logged into the website.

8. *Log in from a VR without a PM: The evaluator would
log into a test website using their VR device. This device
did not have a manager installed, and the evaluator was
not allowed to install one. Instead, they would need to
view the credential in the desktop manager or mobile
device, then manually enter it into the VR device.

9. Create an account: The evaluator would need to create
a new online account, making sure to use a generated
password. What approach they took in generating the
password was left up to the evaluator, though they did
examine the default settings and modified them if they
wished to.

10. Lock manager: The evaluator would need to lock the
manager.

11. Unlock manager: The evaluator would need to unlock
the manager.

12. *Ensure safe settings: The evaluator would need to en-
sure that user interaction was required before credentials
would be autofilled or viewed. This included identifying
the appropriate setting and changing it if necessary.

13. Store non-credential data in manager: The evaluator
would be tasked with storing a phone number and ad-
dress in the manager. They would then be asked to enter
this information into a website. They were free to enter
the information using autofill if supported.

C Heuristics

The 10 usability heuristics by Nielsen [68]. Heuristics 11, 12,
and 13 were derived from [66].

1. Visibility of system status: The design should always
keep users informed about what is going on, through
appropriate feedback, within a reasonable amount of
time.

2. Match between the system and the real world: The
design should speak the users’ language. Use words,
phrases, and concepts familiar to the user, rather than
internal jargon. Follow real-world conventions, making
information appear in a natural and logical order.

3. User control and freedom: Users often perform actions
by mistake. They need a clearly marked "emergency
exit" to leave the unwanted action without having to go
through an extended process.

4. Consistency and standards: Users should not have to
wonder whether different words, situations, or actions
mean the same thing. Follow platform and industry con-
ventions.
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Table 3: Detailed participant demographics and VR background. Participants could select multiple usage purposes, so percentages
represent the proportion of participants who reported using VR for each purpose, and they may add up to more than 100%.

n = 126 n = 126 n = 126

G
en

de
r Male 65%

D
ev

ic
es

Meta Quest (any) 53%

U
sa

ge
Pu

rp
os

es

Gaming 83%
Female 32% PSVR (any) 17% Videos/other Media 50%
Non-binary 2% HTC Vive (any) 10% Virtual tours 40%
No Answer 1% HP Reverb (any) 9% Fitness 29%

Other 6% Metaverse 29%
Valve Index 5% E-Learning 27%

A
ge

18-24 31%

Fr
eq

ue
nc

y < once/month 16% Web browsing 25%
25-34 49% 1-5 times/month 42% Stress management 19%
35-44 14% 6-10 times/month 25% Flight simulation 10%
45-54 4% 11-15 times/month 9% Attending courses 10%
55-64 2% > 15 times/month 9% Architecture/engineering/construction 9%

E
du

ca
tio

n

High school 17%

O
w

ne
rs

hi
p Self 56% Therapy 9%

Bachelor’s degree 43% By friend 29% Meetings/conferences 8%
Master’s degree 19% By employer 9% Prototyping/production planning 7%
Doctorate 2% By school/institution 4% Industrial training 6%
Some college 17% Other 3% Medical training 6%
Associate degree 2% Military training 1%

IT

Yes 53%
No 45%
Prefer not to say 2%

Table 4: Number of participants and purposes per usage meta-category.

Meta-Category Purposes Participants (n)

Education Attending courses, E-Learning 31
Health and Wellness Fitness, Therapy sessions, Stress management 29

Productivity

Military training, Industrial training, Medical training,
Prototyping and production planning, Architecture/
engineering and construction, Flight simulation,
Meetings/Video conferences

36

Entertainment
Gaming, Watching videos and other media purposes,
Virtual tours, Metaverse, Web browsing 30

Table 5: Most used VR apps (reported by users) and their required authentication mechanisms (based on researcher testing).
Numbers in brackets indicate the number of mentions. A "-" indicates no authentication required. An asterisk (*) means login is
mandatory, while no asterisk indicates login is optional.

Meta Quest device Authentication PSVR device Authentication

Beat Saber (17) - YouTube (7) Device pairing
YouTube VR (11) Token Beat Saber (5) -
Netflix (4) *Token/Password Gran Turismo (2) -
VR Chat (4) *Password/Account pairing
Google Earth VR (4) -

HTC Vive device Authentication HP Reverb device Authentication

YouTube (4) Password YouTube (5) Password
Google Earth VR (4) - Browser (2) Password/OTP/SSO/Federated login
VR Chat (2) *Password/Account pairing
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5. Error prevention: Good error messages are important,
but the best designs carefully prevent problems from
occurring in the first place. Either eliminate error-prone
conditions, or check for them and present users with a
confirmation option before they commit to the action.

6. Recognition rather than recall: Minimize the user’s
memory load by making elements, actions, and options
visible. The user should not have to remember infor-
mation from one part of the interface to another. Infor-
mation required to use the design (e.g. field labels or
menu items) should be visible or easily retrievable when
needed.

7. Flexibility and efficiency of use: Shortcuts — hidden
from novice users — may speed up the interaction for
the expert user such that the design can cater to both
inexperienced and experienced users. Allow users to
tailor frequent actions.

8. Aesthetic and minimalist design: Interfaces should not
contain information that is irrelevant or rarely needed.
Every extra unit of information in an interface competes
with the relevant units of information and diminishes
their relative visibility.

9. Help Users Recognize, Diagnose, and Recover from
Errors: Error messages should be expressed in plain
language (no error codes), precisely indicate the problem,
and constructively suggest a solution.

10. Help and Documentation: It’s best if the system doesn’t
need any additional explanation. However, it may be nec-
essary to provide documentation to help users understand
how to complete their tasks.

11. VR-specific: Immersion: The system should immerse
the user in virtual reality, specific to visual realism. Sur-
vey respondents reported issues with poor screen resolu-
tion, low frame rates, lens flare, lack of spatial sounds,
etc. that all contributed to a less immersive VR experi-
ence.

12. VR-specific: Glitchiness: The system should promote
a streamlined experience by keeping systematic glitches
low. Survey respondents reported issues with glitches,
including crashes, errors, high buffering times, and other
software malfunctions.

13. VR-specific: Minimize switching between actual and
virtual world: The system should be able to rely on
itself for all usage; that is, keep all necessary user tasks
and information within VR, instead of creating tasks that
the user may only be able to execute when VR headset
is taken off or information that can only be accessed by
taking headset off.

D Definitions of Evaluation Criteria

Deployability Criteria:

1. OS-Supported: A PM/method is built into the operating
systems of the device, therefore is already installed on
the device and no extra step for installation is required.

2. Platform-Agnostic: A PM/method could also be used
on a computer or smartphone with no additional hard-
ware. For example, a PM/method that requires the use
of controllers is not platform-agnostic. A PM/method
is quasi-Platform-Agnostic if another version of the
PM/method is available on other platforms.

3. Mature-for-VR: A PM/method has been implemented
and deployed for VR for actual authentication pur-
poses beyond research. A method is quasi-Mature if
a PM/method is implemented and deployed on other
devices/for other platforms, but not exactly this version.

4. Low-Power-Consumption: A PM/method does not per-
form any type of signal processing. A PM/method may
also fulfill the criterion if it performs signal processing
but is proven to have a negligible effect on the battery
life of the device.

Usability Criteria:

1. Efficient-to-Use: The time the user must spend authenti-
cating with a PM/method is lower than without or accept-
ably short. The criterion is fulfilled for a PM if autofill-
feature is available. A PM is quasi-Efficient-to-Use if it
offers copy-pasting-credential feature but not autofill.

2. Physically-Effortless: The authentication process, or
interacting with the PM/method does not involve explicit
actions requiring physical effort. A PM/method is quasi-
Physically-Effortless if the user’s effort is limited to a
single movement, comparable to a button press.

3. Memorywise-Effortless: Users of the PM/method do
not have to remember any secrets at all. A PM/method is
quasi- Memorywise-Effortless if users have to remember
one secret for everything (such as the primary password).

4. Easy-to-Learn: A PM/method is familiar and is not
complicated to explain.

5. Nothing-to-Carry: Users do not need to carry an addi-
tional physical object (electronic device, mechanical key,
piece of paper) to use the PM/method. A PM/method
is quasi-Nothing-to-Carry if the object is one that they
would carry everywhere all the time anyway, such as
their mobile phone, but not if it is their computer (includ-
ing tablets).
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6. Infrequent-Errors: The task that users must perform to
log in usually succeeds when performed by a legitimate
and honest user. In other words, the PM/method is not so
hard to use or unreliable that genuine users are routinely
rejected.

7. Acceptable-in-Public: A majority of users would feel
comfortable using the PM/method in any public place.
The PM/method therefore must not require large, visi-
ble actions or speaking. If the PM/method only requires
gestures the user would already do to interact with the
device, that also fulfills this criterion. We are not consid-
ering the use of the primary password for this scenario
but assume it was entered before and the user already
has access to the PM in public.

Accessibility Criteria:

1. Accessible-Visual: The PM/method does not require a
user to be able to see or the use of eye biometrics.

2. Accessible-Hearing: The PM/method does not require
a user to hear.

3. Accessible-Speech: The PM/method does not require a
user to speak.

4. Accessible-Mobility: The PM/method does not require
physical movements, besides speech. The use of the
PM/method is also either completely passive or requires
only movement that the user is likely to already be doing.
This is similar to Physically-Effortless, but it permits
speech interaction instead of requiring any physical but-
ton presses.

5. Accessible-Cognitive: The PM/method does not require
the user to memorize a secret or perform other cogni-
tive tasks such as counting. A PM is considered quasi-
Accessible-Cognitive if the user needs to remember a
secret once, then stays logged in or if the secret is op-
tional.

Security Criteria:

1. Resilient-to-Physical-Observation: The PM/method
does not require the use of gestures which would be
visible to observers. A PM is quasi-Resilient-to-Physical-
Observation if a secret for accessing the PM or saved
passwords is optional and needs to be activated first.

2. Protects-User-Privacy: The PM/method does not utilize
any sensitive user data. Passwords are not considered
sensitive user data.

3. Multi-Factor: The PM/method involves multiple factors
/authentication layers by design/by default. A PM is
considered quasi-Multi-Factor if an additional layer is
only added when the device or location is unknown.

4. Resilient-to-Targeted-Impersonation: It is not possible
for an acquaintance (or skilled investigator) to imperson-
ate a specific user by exploiting knowledge of personal
details (birth date, names of relatives etc.).

5. Resilient-to-Internal-Observation: An attacker cannot
impersonate a user by intercepting the user’s input from
inside the user’s device (e.g., by keylogging malware) or
eavesdropping on the cleartext communication between
prover and verifier.

6. Resilient-to-Leaks-from-Other-Verifiers: Nothing that
a verifier could possibly leak can help an attacker im-
personate the user to another verifier. This penalizes
PMs/methods where insider fraud at one provider, or a
successful attack on one back-end, endangers the user’s
accounts at other sites.

7. Resilient-to-Phishing: An attacker who simulates a
valid verifier cannot collect credentials that can later
be used to impersonate the user to the actual verifier.
This penalizes PMs/methods allowing phishers to get
victims to authenticate to lookalike sites and later use
the harvested credentials against the genuine sites.

8. Resilient-to-Theft: If the PM/method uses a physical
object for authentication, the object cannot be used for
authentication by another person who gains possession
of it. We still grant quasi-Resilient-to- Theft if the pro-
tection is achieved with the modest strength of a PIN,
even if attempts are not ratecontrolled, because the attack
does not easily scale to many victims.

9. No-Trusted-Third-Party: The PM/method does not
rely on a trusted third party (other than the prover and
the verifier) who could, upon being attacked or other-
wise becoming untrustworthy, compromise the prover’s
security or privacy.

10. Requiring-Explicit-Consent: The authentication pro-
cess cannot be started without the explicit consent of the
user.

11. Unlinkable: Even if verifiers collaborate, they cannot
determine, based solely on the authenticator, whether the
same user is authenticating to both. To rate this benefit,
we disregard linkability introduced by other mechanisms
(same user ID, same IP address, etc).

12. Resilient-to-Throttled-Guessing: The resilience of a
PM/method against an attacker whose rate of guessing
is throttled by the verifier. While user-chosen secrets
can be resilient, they need to be of sufficient complex-
ity. Hence, four-digit PINs are not considered resilient.
For iris scan-method, we consider the same as in [90]:
According to [38, 62], companies impose very strict ac-
curacy requirements for biometrics, making it Resilient-
to-Guessing.
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13. Resilient-to-Unthrottled-Guessing: The resilience of a
PM/method against an attacker whose rate of guessing
is not throttled by the verifier, e.g. offline brute-force
attacks. For passwords, we only consider randomly gen-
erated passwords truly resilient, and user-chosen pass-
words as quasi-resilient if these are properly checked
for strength (i.e. complexity, vulnerability to dictionary
attacks and rainbow tables, etc.).
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E Complete Codebook

Table 6: Themes and Frequencies: Reasons why participants never authenticated. Filtered out smartphone VR users before
(n=147).

Theme Code Quote Example N %
Ownership 61 41

by a friend “It isn’t my device, my friend sets it up and I use it.” 23
not owned “i do not own it” 21
by company “Provided by company demo specialists.” 7
by institution/school “It belongs to my university.” 5
by employer “I used VR in my workplace so everytime my work enviroment is setup for

me to be used.”
3

by family member “It is my son’s device and he lets me use it sometimes just to try out games
and so on”

2

Necessity 63 43
not necessary “It never asked me to” 21
app doesn’t need authentication “Not required on the apps and games I use” 21
device doesn’t need authentication “Psvr has never required me to” 11
was automatically done “The device is already signed in” 10

Done by somebody
else 21 14

somebody else authenticated “the person who owns it did” 21
Other 6 4

don’t know “I’m not sure - I’m not that familiar with it” 4
unclear “i didnt” 2
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Table 7: Themes and Frequencies: Reasons for Perceived Easiness and Security using Face Recognition Authentication (n=34).
Multicoding was allowed. Kappa: 0.82 (Easiness), 0.84 (Security).

Theme Code Quote Example N %
Easy 27 79

simple “Easy and convenient” 13
automatic track “the device automatically scan your face and log you in” 11
unique “Simple operation once it is set up and ones face is unique” 3
fast “The device instantly recognizable my face” 2
useful “I love that option, it is very useful and easy.” 2
no problems encountered “it was fair , i had no difficulty navigating around that mode ” 2
well explained “It’s well explained and intuitive to me” 1
no need to remember secrets “you do not have to remember any password or pin” 1
reliable “[...] is otherwise reliable and safe to use.” 1

Not easy 9 26
depends on physical appearance “I’ve had some issues before with this due to my distinct physical appearance” 2
bad light “Sometimes in bad lighting the face recognition is a bit challenging [...].” 2
struggle in beginning “[...] at first it was difficult for me to record my face with the software [...]” 1
hard to set it up “Because sometimes i get lost in the setup.” 1
doesn’t always detect “[...] it sometimes does not recognise my face and I have to retry it a few times.” 1
time consuming “This can sometimes take long to recognize the face.” 1
depends on technology “Can be tricky if technology is not strong enough” 1

Secure 1 3
secure “it is very secured” 1

Reasons for Perceived Easiness

Theme Code Quote Example N %
Secure 27 79

no access from outside “No one can access your device without your face.” 13
unique “Faces are different” 11
secure “It’s secure” 6
no harms “I see no reason to feel insecure while using face recognition” 2

Not secure 7 21
a picture or AI clone can be used “[...] I feel that they can hack me with some image or photo of me and use my devices” 2
face similarity “The security is very secure, unless someone has a similar face to me.” 2
other methods are more secure “I feel secure although not as much as with the iris/eye methods.” 2
company mistrust “I am not sure how secure the company is when it comes to data/security breaches.” 1

Usability 3 9

bad light
“Sometimes in bad lighting or the camera is a little foggy,
the face recognition is a bit challenging, [...]” 1

time consuming “It takes a while at times, to recognize the face.” 1
fast “face recognition is fast ” 1

Reasons for Perceived Security
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Table 8: Themes and Frequencies: Reasons for Perceived Easiness and Security using Fingerprint Authentication (n=21),
multicoding was allowed. Kappa: 0.77 (Easiness), 0.86 (Security).

Theme Code Quote Example N %
Easy 16 80

simple “Just place your finger on the device and get authenticated ” 14
fast “[...] it saves me time whenever I need to unlock the device. ” 5
efficient “It was fast and efficient” 1
smooth “I can quickly enroll their fingerprints, and the subsequent authentication process

is smooth and seamless [...]”
1

seamless “I can quickly enroll their fingerprints, and the subsequent authentication process
is smooth and seamless [...]”

1

Secure 4 20
secure “simple and secure” 3
no access without knowledge “Anyone wont be able to access it without your knowledge” 1

Not easy 1 5
time consuming “For some reason fingerprints can take more than one try to work.” 1

Other 1 5
none “i dont have any experience with fingerprint on vr” 1

Reasons for Perceived Easiness

Theme Code Quote Example N %
Secure 17 85

unique “No two fingerprints are the same” 6
no access from outside “I felt I only have access to the device” 5
can’t be copied “Because the fingerprint is unique to me and cannot be copied by another user to gain access” 3
data is secured “Your files or software wont get affected because of someone trying to access something” 2
most secure method “The safest option” 2

Not secure 2 10
can be hacked “It’s not 100% bulletproof. I imagine it can be cracked as well.” 1
can be stolen “Fingerprints can be ’stolen’ ” 1

Other 1 5
none “no experience finger print on VR” 1

Reasons for Perceived Security
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Table 9: Themes and Frequencies: Reasons for Perceived Easiness and Security using Token-based Authentication (n=16),
multicoding was allowed. Kappa: 0.93 (Easiness), 0.85 (Security).

Theme Code Quote Example N %
Easy 9 56

easy to input “It is much easier to input the digits from the token” 3
easy “It was easy as it was a basic token verification which is straight forward ” 3
no need to remember secret “It’s a once off token even if I loose it after using it im’m secured” 1
using app is easy “I use an app that provides a OTP” 1
user friendly “It is user friendly ” 1

Somewhat Easy 3 19
unusual method “Not as widely used as the other methods” 2
neutral “I feel pretty indifferent about this one” 1

Not easy 2 13

time expiration
“Sometimes the token might not work due to time has expired
and after requesting more, it might take a little while.” 1

can get lost “Tokens can be faulty or somehow used or lost.” 1
can be faulty “Tokens can be faulty or somehow used or lost.” 1

Other 2 13
don’t know “I am uncertain” 1
none “I haven’t used a token, or thought it was a password when I saw it...” 1

Reasons for Perceived Easiness

Theme Code Quote Example N %
Secure 8 50

secure “Using a token is very safe and no one will get your token.” 4
unique “Very secure because it is unique to each token ” 3
auto generated secret “The device automatically generate digits ” 3
as safe as passwords “I presume a token would be as save as a password.” 1

Not secure 7 50
access to outside with token “You never know how many devices that token is for or how many people have access to it.” 3

sometimes not working
“The tokens do not work sometimes especially when the
connection might interrupt or you have left it for too long” 2

can be used beforehand “Maybe the token can be used beforehand” 1

time expiration
“The tokens do not work sometimes especially when the
connection might interrupt or you have left it for too long” 1

less known method “Less known to me’ 2
Other 2 13

don’t know “I wasn’t sure if it’s secure” 1
none “very hard due to some key for token missing” 1

Reasons for Perceived Security
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Table 10: Themes and Frequencies: Reasons for Perceived Easiness and Security using Pairing Authentication (n=72),
multicoding was allowed. Kappa: 0.71 (Easiness), 0.72 (Security).

Theme Code Quote Example N %
Easy 45 63

simple ‘Its easy and fast when connecting to other devices” 24
no problems encountered ‘I’ve had no problems and it’s easy to authenticate my vr using my device” 8
clear process ‘It is [...] easy to locate to follow the steps” 7
fast ‘Its easy and fast when connecting to other devices” 7
known method ‘It is just like any other device I could use to pair and I was familiar.” 3
depends on device ‘Easy depending on the other device” 2
device always available ‘Always have my phone on me so it’s incredibly simple” 2
helpful UI ‘The UI simplifies the process” 1
practical ‘very practical” 1
no technical knowledge required ‘a minimal level of technological knowledge is enough to deal with such matters ” 1

Not easy 31 43
time consuming ‘Because it’s long and sometime it doesn’t work well” 7
technical issue: device not found ‘Sometimes the other device is not really easy to find or there is a time limit” 6
requires (strong) internet connect ‘As long as the signal is strong enough it usually goes fast and easy enough.” 5
complex process ‘Sometimes it is hard to understand the process of pairing.” 3
bothersome ‘It’s a little unconvienent, because I have to take off the VR headset [...]” 3
doesn’t work well ‘[...] under various circumstances, the expected behavior might not be the one

exhibited.”
2

devices need to be nearby ‘If I don’t have the other device nearby the. i cannot connect” 2
not the easiest method ‘Not the easiest method” 2
additional work ‘Additionaly work” 1
has to take off VR ‘It’s a little unconvienent, because I have to take off the VR headset [...]” 1
guidance necessary ‘[...] they can accomplish it with a bit of patience and guidance from the device’s

instructions.”
1

need for another device ‘You need to have a different device with You” 1

devices need to be up to date
‘Sometimes it is not easy to pair with another devices
especially if that device doesn’t have the latest software and features.” 1

can’t switch paired devices easily
‘For some apps you may only pair your VR with one device,
for example if the paired device is my android phone,
the App struggles when I try to change the paired device to my laptop.”

1

Other 6 8
unclear ‘It depends” 6

Reasons for Perceived Easiness

31



Theme Code Quote Example N %
Secure 47 66

no harm "I’ve no reason to not feel secure whilst using another device to authenticate my
VR device"

9

feels secure "Secure enough, when it is paired." 8
only person controlling devices "No one can do it except me" 8
other device is protected "My phone is protected by the PIN and fingerprint, so it’s safe" 7
permission is required "[...] the vr device can be only accessed when accepting the request on my other

device"
6

local network "Secure because it was via cable not wireless." 3
known method "[...] I was familiar with the process and most device use the same method so it

felt safe."
3

multiple devices involved "Pretty secure to have 2 distinct devices" 2
bluetooth as secure protocol "I find this authentication method secure because I understand how the bluetooth

protocol works, which makes it a strong auth. method."
2

devices need to be nearby
"It is very secure because both devices need to be around
the same location for it to be done, and confirmation is needed from both
devices to pair successfully."

2

Not secure 19 27
cautious about pairing with unknown devices "I felt it might connect to other random devices that are not mine" 6
personal devices involved "I don’t feel entirely secure because I don’t know the kind of virus the other device

has"
4

information can be leaked "not sure if my information wont be hacked" 4
feels somewhat not secure "You struggle a bit at first" 2

own devices can be vulnerable
"[...] While the process itself doesn’t raise major security concerns,
there might be vulnerabilities depending on
how the devices handle encryption and authentication protocols. [...]"

2

bluetooth unsafe "If its through Bluetooth it could be connected to any Bluetooth device" 1

fake phone numbers can be used
"I know some people can fake a phone number but its still quite hard for them
to get past that" 1

devices are shared
"Pairing I would think is not that secure since everyone
in my family can pair with their smartphone if they want." 1

easy access to one device "I feel the other person might have access to my devise" 1
Usability 4 6

fast "it makes it fast and easy for me to use and enjoyable" 4
easy "Its easy to use" 1

Other 5 7
unclear "I had doubts that it would reflect faster and that I had to search for it under

settings."
5

Reasons for Perceived Security
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Table 11: Themes and Frequencies: Reasons for Perceived Easiness and Security using Unlock Pattern Authentication (n=28),
multicoding was allowed. Kappa: 0.78 (Easiness), 0.72 (Security).

Theme Code Quote Example N %
Easy 21 75

simple "Very easy to use a pattern." 11
known method "I use this method on other devices" 4
fast "[...] it’s easy, fast and simple." 4
easy to remember "easy to remember" 3
easy if pattern is simple "Just choose an easy pattern and use it [to] get authenticated" 1
user friendly "this authentication approach is designed to be user-friendly [...]" 1
accessible "this authentication approach [...] offers a smooth and accessible way to unlock and access VR devices." 1

Not easy 9 32
need to be familiar "You need to be familiar with the input devices in order to draw or select the pattern [...]" 3
easy to forget pattern "[...] I tend to forget my pattern" 3
dizziness "Requires some head movement, which can cause dizzines" 1
too much work "It’s too much work" 1
not flexible "For me a pattern is not that flexible [...]" 1
problem with indication "Sometimes I had a problem with an indication of the pattern [...]" 1
complex input in VR "It was a bit confusing [...] with the complexity of having to virtually draw a pattern." 1

Security 2 7
easy pattern not safe "creating a easy pattern is not safe [...]" 2

Other 1 4
unclear "its same as using pin" 1

Reasons for Perceived Easiness

Theme Code Quote Example N %
Not secure 15 54

can be copied or known "the only risk is someone else getting to know it." 6
observable "Other people can see my hands movement [...]" 3
easy patterns not secure "because it is easy to create simply to remember patterns which might not be secure" 3
not as secure as passwords "Easier to figure out than a password" 2
not safe longterm "I don’t feel that it’s really safe long term." 1

always same pattern not secure
"from my experience people tend to use the same patterns [...],
and in some cases a pattern might not be that secure" 1

Secure 13 46
secure "my pattern is secure" 5
only one knowing "No one can crack the pattern only me who set the pattern." 3
not easy to guess "It’s not that easy to guess my pattern" 3
unique "It is a unique pattern, why should I feel insecure?" 1
sees no harm "I see no harm or insecurity while using Patterns in VR" 1

complex pattern is secure
"A bit secure the complexity of using the pattern somehow gave me an impression
of good security." 1

in combination with other methods
"[...] for the highest level of security, combining pattern-based
authentication with other stronger authentication factors is recommended." 1

Usability 1 4
simple "simple and fast" 1
fast "simple and faste" 1

Other 1 4
unclear "I do not know whether this option of authentication is secure or not." 1

Reasons for Perceived Security
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Table 12: Themes and Frequencies: Reasons for Perceived Easiness and Security using PIN Authentication (n=68), multicoding
was allowed. Kappa: 0.81 (Easiness) and 0.76 (Security)

Theme Code Quote Example N %
Easy 63 93

easy to use "Is very easy [...]" 28
easy to input "Entering pin is fast , convenient [...]" 24
easy to remember "I easily remember my pin.. [...]" 16
fast "It’s a pretty simple and quick process [...]" 14
intuitive "The way to enter the PIN is very intuitive [...]" 6
short secret "PINs being short by nature don’t pose much of a problem" 4

easy restoring
"It is the best authentication method because should one forget their pin,
it allows one to retrieve the pin via an app (e.g. oculus)" 2

accessible "A pin is always accessible from my paired devices so It just automatically fills in." 2
shared PIN "I use pin given to Me if I’m using another person’s headsets" 1

Security 10 15
secure "I think It’s friendly user and protects data" 5
unsecure "It’s fast and easy but people can guess it" 4
different PINs every time "I use different passwords for each and every thing that I use." 1

Not easy 5 7
need to remember "as long as you remember your pin using it is almost straight forward" 2
difficult tracking sometimes "There may be problems in tracking hand movements." 2

Other 2 3
unclear "method of key movement that was set to enter the pin" 2

Reasons for Perceived Easiness

Theme Code Quote Example N %
Secure 33 49

secure "There is alphabets, digits etc so I believe that my password it’s very secured" 10
only one knowing "I belive l am the only one who knows my pin and can put it in." 10
not easy to guess "Somewhat because it’s not easy to steal" 4
selecting different or complex PINs "It can be only as secure as the PIN is." 3
change regularly "I find it secure because I use a pin code which is not easy to guess and it changes regularly" 3
no harm "I didn’t experience any problems" 2
can’t be hacked "My pin can not be hacked" 2
unique "I have a unique PIN which only is known to me" 1
attack doesn’t stay unnoticed "No one can break the 4-number code so fast that I won’t notice" 1
environment looks reliable "the environment for entering the PIN looks reliable" 1

Not secure 31 46
easy to guess/break "It is secured, but pin is easy to brake" 14
not different from other devices "because i can’t see a difference with other systems, it’s safe" 5
not the safest "It’s not the super safest option out there [...]" 5
other options desirable "[...] pin usage wouldn’t be my favourite option for security." 4
only digits "A small amount of digits isnt the safest route to go" 4
simple security better than none "even simple security is better than none." 2
short and vulnerable "since it is only a short number of digits ,it makes it easy for someone to guess." 2
not unique enough "Could be more unique, so more secure " 1

observable
"I do not feel secure because somebody might be watching me
entering the PIN code from the external monitor." 1

Usability 12 18
easy to use "It’s not the super safest option out there but very easy to use." 8
easy to remember "use numbers l like and remember" 4

Other 2 3
unclear "My opinion" 2

Reasons for Perceived Security
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Table 13: Themes and Frequencies: Reasons for Perceived Easiness and Security using Password Authentication (n=86),
multicoding was allowed. Kappa: 0.72 (Easiness) and 0.73 (Security)

Theme Code Quote Example N %
Easy 54 63

easy to use "I do not find it difficult to insert my password [...]" 19
easy to input "Like a pin only more secure, it’s easy to enter." 12
known method "I do not find it difficult to insert my password because I am familiar with the password" 9
easy (conditionally) "It’s easier provided I remember the password" 7
fast "[...] it does not even consume much time or require are lot to be done." 7
intuitive "It’s pretty straightforward" 5
easy to remember "same as pin simple password can easily be remembered" 4
clear instructions "I mean I just had to follow the guide, nothing too complicated." 2
autofill "It is easy because the password autofills itself" 2
restore option "The password is always easy to remember, and one can always reset it easily if one forgets it." 1
stored credentials "always save my details" 1
other device was used "It was average because I used my phone" 2

Not easy 29 34

difficult input with controllers
"I use password managers that generate long random passwords.
Having to enter these manually is tedious and prone to error" 19

hard to enter complex passwords "Aiming for specific characters on a floating keyboard proved to be quite troublesome [...]" 11

hard to remember
"the systems require a complicated password that contains different characters
which might be hard to remember if you do not write it down." 4

time consuming "[...] you have to slowly type in your password otherwise you will make mistakes." 4
rather choose other methods "[...] in this case, regarding authentication, I’d be inclined to choose other methods" 1
technical issue "[...] But my password as a developer has not worked since they changed to Meta [...]" 1

hard to use a PM
"The password, in my case, isn’t very pleasant to use because I use a 3rd party
password manager, that needs to be opened and consulted every time I have to log in." 1

Other 5 6
unclear "I only complicated put all the email used vr controller" 5

Reasons for Perceived Easiness
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Theme Code Quote Example N %
Secure 60 70

use strong passwords "I usually create strong passwords." 21
secure "I didn’t feel any threat so i felt secure" 11
nobody can access "Password is only known by myself." 10

not easy to guess
"your password can involve basically any character’s from your keyboard
and as long as you want it to be not easy to guess" 6

known method "[...] I don’t think vr has any more problems than anywhere else." 6
no harm "I never had problem with that method " 6
change regularly "I change my password often and use different passwords for different interfaces" 3
only one knowing the password "Only I know the password, which makes me feel secure." 3
different passwords "I use different passwords for everything and this seems secure to me" 2
stored securely "A password is a code that is known by you and when kept safe, a very secure

method to use."
2

unique password "I feel very secure because I know my password is both unique and strong [...]" 2
hidden input "I feel secure as the password is hidden" 2
will notice bad activity "You received email when you account is used in the devices" 1

trust
"my trust in the overall VR platform and the specific application requesting
the Entering password plays a significant role in my sense of security." 1

encrypted
"I think I am relatively safe, because I think my banking and SS number,
are in a encrypted secured computer, belonging to Meta." 1

Not secure 20 23

not most secure
"I think that if the password is complex and long, it is even a good form
of security, but there are much better ones." 5

can be hacked "Sometime passwords can be hacked [...]" 4

observable
"Some people tend to want to look over your shoulder as you key
in the password so I still feel a bit insecure entering my password" 4

stored somewhere else "I have to have my password up on my phone so that’s not too secure" 2
aware that easy passwords are unsafe "the more simple the password the more insecure it is" 2
no trust "I felt somewhat secure because I was fairly new to the tech and couldn’t com-

pletely trust it"
2

data in risk when hacked "Should anyone have access to my pin then my data is in risk" 1
Other 6 7

unclear "I was not comfortable with the security features as they were not blatantly stated." 6

Reasons for Perceived Security
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Table 14: Themes and Frequencies: Reasons for using password managers, multicoding allowed (n = 102). Kappa: 0.71

Theme Code Quote Example N %
Convenience 90 88

no need to remember credentials
"There are many passwords that l have to remember so using password managers
becomes easy when l have forgotten some of them" 45

easier login process "This is an example quote" 14
overview of accounts "This is an example quote" 13
time saving "saves time when logging in" 12
easy to use "Also, it aids in fast and easy login process." 9
autofill "I don’t like retyping passwords when entering apps [...]" 9

password storing
"Because I find it convenient to have my passwords stored
in a built-in software as part of the browsers I’m using frequently." 7

synching "I use the same browser on all devices. I always have all my passwords with me" 7
convenient "Mostly convenience" 6
for backups "For back-ups." 3
easy access to frequently used sites "I like being able to acces commonly used sites quickly" 2
makes life easier "I use it to make my life easier." 2

sharing credentials
"They allow my family to log out and in to my accounts while
I am absent in case they need to do anything for me or them" 1

reliable "I find them reliable" 1
Security 28 27

stored securely
"I used a password manager because of the convenience of
having all my passwords stored in a safe platform." 11

password generation "They are useful for creating strong randomised passwords [...]" 9
protects in general "It’s simple way to keep online accounts safe" 5
secure "Easy and secure" 3

Other reasons 3 3
activated by default "They kind of already have been there and I didn’t turn them off" 2

mandatory by company
"My company’s policy requires to have the internal
Password Manager account activated and use it." 1

Other 2 2
unclear "Its the ones I know" 2

Table 15: Themes and Frequencies: Reasons for not using password managers (n = 24), multicoding allowed. Kappa: 0.71 (same
question as above)

Theme Code Quote Example N %
Security 17 71

trust issues
"I feel that if someone can get access to my password
manager they will have access to other sensitive information" 15

uses own practices "I have few creative passwords, so I believe that there is no need for password managers." 7
sees no risk "I dont think that it could be hacked or anything like that, so I don’t see a reason to be too secure" 2

considering using a PM
"I wasn’t convinced by them until now.
I am getting closer and closer to changing my view, hearing
around how often data leakage has been happening lately"

1

Other reasons 7 29
lack of awareness "It’s my first time hearing about it" 3
sees no necessity "I am the only one using the device." 2
cost "I don’t trust in the password managers and it’s too pricey to me." 1
no time for set up "I dont have time to set up the PM and migrate all my passwords" 1

Other 1 1
unclear "I am not using any password manager." 1
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Table 16: Themes and Frequencies: Reasons for why or why not authentication process in VR needs to be improved, multicoding
allowed. N = 126; Yes = 77; No = 49. The Within-percentages for all themes, except for No improvements and Other, are
calculated based on the number of participants who responded affirmatively to the question about whether improvements could
be made. Kappa: 0.83

Theme Code Quote Example N % Within % Total
Usability 28 36 22

make it easier "To make it simpler to log onto." 7

make it more user-friendly
"It can be something more intuitive and in a friendly environment
to transmit security for passwords but easy to use" 6

faster authentication "If the process is somehow faster [...]" 6
more accuracy "The verification system is not accurate and technology needs

to grow"
3

accessibility "Maybe in the future with more accessible options" 2

better input methods
"The biggest problem in vr is you have to type, I don’t
know if we can improve that." 2

frustration
"There is still some [frustration] when trying
to authenticate using VR Apps" 2

larger virtual keyboard "[...] The virtual keyboard should be large and easy to see" 1
Biometric as
alternative 23 30 18

iris scan "Iris scanning [...] could be the way to go" 8

fingerprint
"Users might feel more secure if the VR device
supports [...] biometric authentication (e.g., fingerprint [...])." 8

face recognition "Include face ID in more apps and processes to make it more
secure."

7

voice recognition "Introducing more immersive and biometric authentication
methods tailored to VR, such as voice recognition or hand ges-
tures, could enhance security and user experience."

5

include biometric features
"Provides some good options, though would like the more secure
biometric options more readily available" 6

improve body movement
"I believe that body or eye movement could
be improved to work more correctly and precisely." 3

DNA authentication "We could move to more hard to copy techniques like DNA" 2

eye tracking
"I believe that body or eye movement could
be improved to work more correctly and precisely." 1

Security 15 19 12

security can be improved
"We could develop more VR-specific
methods [...] to make it more [...] secure." 10

MFA or MMA
"VR devices should support more secure authentication methods,
such as [...] multi-factor authentication." 4

use more secure alternatives
"There can be alternative input methods, that [...]
implement regular security audits and updates." 3

Innovation 13 17 10
innovation necessary "They could introduce something new" 10

VR specific solutions
"All apps and services should have VR friendly options
since VR is becoming more and more common." 7

VR still new technology "Its still new thing there so it can only be better " 5
More alternatives 7 9 6

more PINs/patterns "More options for pattern or PIN after initial account set up." 2

tokens
"Users might feel more secure if the VR device supports [...]
virtual security tokens." 2

pairing
"I think it can be massively improved if you could do it
all on your phone then connect your vr headset to your device" 2

move away from social media
account pairing "Maybe move away from social media accounts" 1
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Table 17: Themes and Frequencies (cont.): Reasons for why or why not authentication process in VR needs to be improved,
multicoding allowed. N = 126; Yes = 77; No = 49. The Within-percentages for all themes, except for No improvements and Other,
are calculated based on the number of participants who responded affirmatively to the question about whether improvements
could be made. Kappa: 0.83

Theme Code Quote Example N % Within % Total
Password managers 3 4 2

use of password managers "Some [...] devices don’t allow PM’s" 3
General 7 9 6

processes can be improved "As more and more users use VR, the process should get
easier"

7

Transparency 1 1 1
make methods more transparent "I think it is good but could be more transparent" 1

No improvements 42 86 33
current state good enough "The various authentication processes in VR are efficient." 38
no over-complication needed "I don’t think it need to be complicated. " 3
no over-protection needed "For leisurely purposes I do not think over protection is nec-

essary."
1

Other 11 − 9
don’t know "I am not sure how" 8
unclear "No questions" 5
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Table 18: Themes and Frequencies: Reasons for considering using a PM for VR. Question was asked to participants who are not
using PMs for VR (n=92) if they would consider using a PM directly on the VR devices, outside VR, or not at all. Kappa: 0.71

Theme Code Quote Example N %
Directly on VR device 38 41

easiness "It would [...] make the process of pairing and authentication quick
and easy."

12

automate login process
"All my passwords are captured and use the VR to
automatically make use of them" 8

fast "To save time" 7

synching
"With an apple headset, all my stored keys would be instantly
added from keychain to the VR as well" 6

no need to remember "To help me remember my passwords" 5
convenient "It’s more convenient" 4

to prevent a lot of typing in VR
"To avoid having to type passwords I’d consider using a
native PM on the VR device." 3

positive experience "As I use PM elsewhere, I would be happy to use it in VR too" 3
no need to go back to main device "It will be easier to login and authenticate, without going to the main

device."
2

storing passwords "its easier to recover your passwords" 2
support the VR user "It would be of great help" 1
if PM available "It’s very tedious to not have it built in so it would help a lot" 1

Outside 21 23
easier outside "I think it would be easier just to confirm on a smartphone" 5
feels more secure with other devices "It will be much secure this way." 4
trust issues with PMs on VR "Not sure of the trustworthiness of it being on VR" 2
improves security on VR "I would use it because then my passwords are more secure and in

one safe spot."
2

outside VR for better input methods "Even tho vr is great, as of now it does not easy to type [...]" 1
smartphone preferred "If i could sign in on my phone that is on my person before i use the

vr headset. "
1

prefers not to mix devices "not mixing" 1

redundant on VR
"I do not want to bother using PM on the VR because it might
be redundant action on this type of device." 1

not so many passwords on VR "Not that many passwords to remember on the oculus." 1
faster outside "It just simply easier and faster to use a password manager outside

of it."
1

Not considering 30 33
no need "I don’t see the need" 11
doesn’t trust PMs in general "I do not trust" 10
own practices preferred "I just prefer to memorize my passwords" 4
fear of complexity "I think it would be somewhat more difficult to set up in VR" 2

primary passwords complex to enter
"Password for the password manager should be long, so entering
it on the VR headset would be infuriating" 1

continuous authentication is safer "It would be better for VR to check everytime who is logging" 1
satisfied with current solutions "I am happy with what I have at the moment" 1
no familiarity with PMs "I am not familiar with password manager." 1

Both considerable 3 3

no need to remember
"It would provide me with secure passwords which I
wouldn’t have to remember myself" 1

Other 8 9
unclear "I just don’t feel it’s something I’d want to do at this moment." 9
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Table 19: Themes and Frequencies: Reasons for why or why not choosing passwords differently for VR. Question was posed to
participants who indicated they had previously created an account that required setting a password on a VR device (n = 51).
Kappa: 0.77

Theme Code Quote N %
Not differently 32 63

pw easy to remember "I keep my password same so not to forget them" 18
same practice as usual "It was a similar interface to other devices" 10
has set of passwords "I usually use multiple passwords between websites" 3

already has strong passwords
"Because if the combination is strong enough it will secure
your info across different operating systems and devices" 2

no need to use a different one "I don’t see a reason to why it would be different" 9
security not important "I don’t really require secure methods to access these apps" 1

Differently 16 31
security practice "To make sure that my VR activities are private." 6
easier passwords "I tend to choose shorter, easier-to-type passwords that I can remember well. " 5
different policies "I used a different password based on the requirements" 3

shared device or account
"I have different passwords for different devices because
certain people close to me may use some of them with me" 2

Other 5 10
unclear reason "I did not create a different password" 5

Table 20: Themes and Frequencies: Reasons for perceived satisfaction of creating an account in VR. Question was posed to
participants who indicated they had previously created an account that required setting a password on a VR device (n = 51).
Kappa: 0.84

Theme Code Quote Example N %
Satisfied 33 65

easy to use "easy to do it" 13
no difficulties encountered "I didn’t experience any problems." 12
clear instructions "The setup had clear and concise instructions which did not take long to

action"
5

secures data "Simple, makes apps more secure" 4
known process "It is the usual process so it is not that difficult" 3
uses same password for everything "I use one password for everything and I did not encounter any chal-

lenges"
1

satisfied, when no personal data involved
"No need for me to share personal banking information which I
am always worried of doing" 1

quick with SSO
"Simple and quick registration process even when using
external portals - google, facebook." 1

quick with pairing "If it is connected to the device, it uses the information provided on the
device."

1

Not satisfied 19 37
controller annoyance "Writing in vr is a nuisance" 8
process took too long "It’s mostly annoying to write the emails and the passwords because it

takes a long time"
7

difficult process on VR "It was a fun little challenge that required a lot of guidance" 3
no options to choose from "Most accounts they do not have a vast options to choose from [...]" 1
mandatory account "I think needing a facebook/meta account to use a VR headset is wrong" 1
privacy concerns "[...] a person form the community tried to help, but asked to many

personal identifiers."
1

buggy process "My main issue was bugs, either on the interface interaction or the
process overall"

1

Neither nor 2 4
somewhat satisfied "It was okay" 1
no reason mentioned "It was as expected" 2

Other 1 2
unclear "We didn’t have a serial number since it was company issued" 1
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F Password Manager Screenshots

(a) LastPass VR app [61] (b) LastPass web [50] (c) Dashlane web [19]

(d) 1Password web [2] (e) Bitwarden web [10] (f) LastPass extension

(g) Meta Quest browser PM

Figure 3: The seven password managers in VR that were reviewed by experts.
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Figure 4: Steps required to authenticate into Reddit using the LastPass VR app. Autofill is not available. 1) Logging into the
password manager with credentials. 2) Vault overview and copying the username. 3) Launching the website. 4) Opening the
website in the browser and pasting in the username. 5) Going back to LastPass to copy password. 6) Switching back to the
browser for pasting in the password and log in.
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Figure 5: Steps required to authenticate into Reddit using the Meta Quest Browser password manager. Autofill is available. 1)
Activating the password manager in the browser settings, no login required. 2) Manually entering the URL in the browser to
launch the website. 3) Clicking into the username field to get the autofill request by the PM. 4) Once the stored credentials are
selected, the fields are filled, and the user is ready to log in.

Figure 6: Steps required to authenticate into Reddit using the LastPass browser extension. Autofill is available. 1) Logging into
the extension with credentials, after clicking on the extension icon in the browser menu bar. 2) Vault overview and launching the
website of the stored credentials. 3) The website is launched with the credentials already autofilled in the fields.
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G Password Manager Versions

LastPass
VR app [61]

Meta Quest
browser PM

LastPass
extension

LastPass
web [50]

Bitwarden
web [10]

Dashlane
web [19]

1Password
web [2]

1.0
34.4.0.51.164.632504017

(Meta Quest Browser) 4.127.0 22/11/2024 22/11/2024 22/11/2024 22/11/2024
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