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Abstract
Note that this work has not been published in a peer reviewed venue
yet 1. While we have made our best effort to ensure the validity of our
findings, it is therefore still work in progress and potentially subject
to change.

AI-generated images have become so good in recent years that
individuals cannot distinguish them any more from “real” images.
This development creates a series of societal risks, and challenges
our perception of what is true and what is not, particularly with
the emergence of “deep fakes” that impersonate real individuals.
Watermarking, a technique that involves embedding identifying in-
formation within images to indicate their AI-generated nature, has
emerged as a primary mechanism to address the risks posed by AI-
generated images. The implementation of watermarking techniques
is now becoming a legal requirement in many jurisdictions, includ-
ing under the new 2024 EU AI Act. Despite the widespread use
of AI image generation systems, the current status of watermark-
ing implementation remains largely unexamined. Moreover, the
practical implications of the AI Act’s watermarking requirements
have not previously been studied. The present paper therefore both
provides an empirical analysis of 50 of the most widely used AI
systems for image generation, and embeds this empirical analysis
into a legal analysis of the AI Act. We identify four categories of
generative AI image systems relevant under the AI Act, outline the
legal obligations for each category, and find that only a minority
number of providers currently implement adequate watermarking
practices.
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1 Introduction
The rapid advancements in generative AI technologies have made
it increasingly difficult to distinguish AI-generated content from
human-generated content. This poses significant risks to the in-
tegrity of our information ecosystem, democratic processes and
societal trust, especially when AI is used to create realistic images,
such as deep fakes [7, 9, 54]. In response to these challenges, ju-
risdictions around the world, including the European Union, are
introducing legal provisions to improve transparency around AI-
generated content [9, 20]. While technical solutions for marking-,
labelling- and detecting AI-generated images are well advanced
[9, 39], it is unclear to what extent such solutions are yet used in
practice and thereby provide important protections for citizens in
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the age of AI. Such a study is especially important to study because
laws like the 2024 EU AI Act require adequate (water)marking and
labelling of AI-generated content. This paper aims to address this
gap.

Even though, from a societal perspective, the implementation of
watermarking and labelling techniques is important to reduce risks
fromAI-generated content and the primarymechanism to do so, the
providers of generative AI systems can have conflicting incentives.
They, after all, often want to provide their customers with the
ability to create content without any visible or invisible signs of
being artificially generated. This poses additional challenges for
larger companies in the AI space who not only deploy AI systems
but also develop the models behind them. Here, there is a risk of
model collapse, meaning the quality of AI models has been shown
to degrade when trained on AI-generated content [49]. Plus, Social
media companies like Meta may face liability for the distribution of
content that poses societal risks under laws like the 2022 EU Digital
Services Act, further providing an incentive for large providers to
mark AI-generated content. Therefore, this article tries to survey
the status quo in the adoption of watermarking and labelling in
practice, focusing on generative text-to-image systems.

To align business and societal incentives better, companies face
increasing legal requirements in the AI space. The 2024 EU AI
Act mandates two key measures to mitigate the risks posed by AI-
generated content: (1) the embedding ofmachine-readablemarkings
in all AI-generated outputs to facilitate automated detection of
synthetic content and (2) visibly disclosing the artificial origin of
AI-generated deep fakes [20]. In case of non-compliance, companies
face high potential fines, up to 15 million Euros or 3% of a global
annual turnover. These rules will start to apply from August 1 2026,
and their implementation could prove to be a foundational step
towards ensuring trust and mitigating the risks of generative AI
content. However, significant ambiguities exist around the practical
application of these legal requirements, including the allocation
of responsibility throughout the complex generative AI supply
chain and the definitions used (e.g., the definition of a ’deep fake’)
[15, 18, 40]. Therefore, this article seeks to clarify the complex
legal obligations under the AI Act in the context of labelling and
watermarking.

Contributions. This paper makes two contributions:

• Legal analysis and clarification of AI Act:We clarify the
applicability of the AI Act’s transparency requirements in
different common deployment scenarios of generative AI
text-to-image systems. These insights promise to contribute
towards a successful implementation of the AI Act, and also
inform the design of AI content transparency requirements
in other jurisdictions.
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• Empirical study and technical measurement of status
quo:Motivated by the legal analysis, we provide empirical
evidence on the current status quo of the implementation
of machine-readable marking and visible disclosure solu-
tions for AI-generated images. Importantly, we will share
our methodology and tooling to detect watermarking and la-
belling in images freely and openly, so that other researchers
can further study the space.

Structure. The remainder of this paper is structured as follows.
Section 2 provides background on the generative AI landscape and
reviews relevant literature on existing technical solutions for mark-
ing and labelling AI-generated content, and images in particular.
Section 3 presents a legal analysis of the AI Act’s transparency pro-
visions, with a focus on how these requirements apply in common
deployment scenarios of generative AI systems. Section 4 details
the methodology used in the empirical analysis. Section 5 presents
the results of this analysis. Finally, Section 6 discusses the implica-
tions of these findings for the (implementation of the) AI Act - and
beyond.

2 Background: The Generative AI supply chain
in text-to-image generation

This section introduces the primary concepts that underpin the
legal analysis of Section 3 and the empirical study of Section 4.

2.1 Text-to-image generation
Generative AI covers a vast ecosystem of related technologies ca-
pable of creating content. The term includes generative AI systems,
such as text-based chatbots (ChatGPT), image generation platforms
(Adobe Firefly, Midjourney), coding assistants (GitHub Copilot,
Amazon CodeWhisperer), or tools for generating audio, video, and
other content [15]. It also includes the underlying base models of
these systems, such as GPT-4, DALL-E-3 or Midjourney. These are
often referred to as foundation models or, in the context of the AI
Act also called general-purpose AI (GPAI) AI models [20]. These
base models use vastly different architectures, model parameters
and training algorithms, but what they share is that they aim to
analyse patterns and similarities in training datasets to be able
to generate new content with comparable characteristics [15, 37].
To perform this task, early generative models relied heavily on
labelled datasets and supervised machine learning techniques. Re-
cent breakthroughs in deep learning techniques, being able to learn
from large-scale unlabeled datasets, combined with increasing com-
puting power, have led to significant more progress in recent years
[30].

Text-to-image (TTI) models are specifically designed to create im-
ages that represent the information included in textual prompts [9].
TTI systems typically combine natural language processing (NLP)
techniques to extract relevant information from the text prompt,
with computer vision techniques to generate an image based on
this information [6, 9]. In recent years, text-to-image tools have
been becoming increasingly powerful [6]: benchmarks illustrate
the significant improvements in photorealistic images [47]. Individ-
uals are now often unable to recognise AI-generated image content
[27]. These developments underscore the transformative potential,
while also amplifying concerns around its risks and misuse. These

advancements come at high cost of computation and data – mod-
els with most photorealistic capabilities often require enormous
amounts of training data and computational resources [34]. Devel-
opment is thus dominated by actors who have such capabilities and
access, concentrated within a small groups of large tech companies
and well-funded academic institutions [29].

2.2 The generative AI supply chain
Generative AI applications, including image generators, are the
product of a complex and diverse supply chain, involving different
interconnected steps and a large variety of different participants
[15, 37]. A simplified version of the generative AI image supply
chain can be defined consisting of four primary players performing
different actions: 1) base model developers, 2) downstream devel-
opers, 3) system providers, 4) system deployers, as illustrated in
Figure 1. Most generative AI image applications depend on large-
scale pre-trained base models, which can subsequently be fine-
tuned for specific tasks or domains. The process of training such
a base model is costly, requiring time, expertise, data storage and
computing power. Following the creation of a base model, a de-
veloper has the option to utilise the model themselves, thereby
becoming the sole participant in all the steps outlined in Figure 1. A
notable example is OpenAI’s development and use of the DALL-E-3
image model in their ChatGPT application. However, developers
frequently (also) offer these models through paid services, such as
by providing networked access to their base models through an
Application Programming Interface (API) [15], thereby retaining
control over the model even when integrated in clients’ services.
An example is Adobe offering API access to their Firefly image
generation model [1]. Alternatively, model developers may opt
to distribute their model open-source, thereby making the model
publicly available for everyone to reuse and fine-tune. A notable
example is Stability AI offering open-source access to their Stable
Diffusion image generation model [38]. GitHub and CivitAI are
prominent repository’s for finding and downloading open-source
image base models [15, 37].

Following the distribution of a base model, downstream devel-
opers can choose to fine-tune these base models to adapt them for
specific applications, such as creating images in specific artistic
styles [15]. As with base models, developers of fine-tuned models
can subsequently use these models themselves, or distribute them
to others, either for a fee or via open-source platforms. An example
is the popular open-source photorealistic image model Juggernaut
XL hosted on Hugging Face, which is a fine-tuned version of a
model from Stability AI [46].

The subsequent stage in the supply chain involves the transfor-
mation of the model into a functioning system. As also written in
the AI Act, “AI models, including General-Purpose AI models, re-
quire the addition of further components, such as for example a user
interface, to become AI systems” [20]. This can be achieved through
a web interface, a mobile application, or a desktop client. In the
majority of cases of generative AI systems, the providers in charge
of adding a user interface are also the ones responsible for offering
access to the system to end-users (deployers). However, many dif-
ferent degrees of vertical integration, sharing and deploying again
exist [15]. Examples of system (interface) providers include: Canva,
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Figure 1: A simplified overview of the generative AI supply chain in the context of image generation systems

which for example allows end-users to generate images via their
platform using OpenAI’s DALL-E or Google’s Imagen model [11],
or Printing Press, which offers a freely available web interface via
Hugging Face where end-users can choose an open-source image
model, add a prompt and generate an image [56]. In the case of
mobile apps, examples include the Davinci Mobile App, using an
open-source Stable Diffusion model and the Dall-E model to let
users generate images via their app [2], or the Wombo Dream App,
which provides and deploys a system to generate images, though
not indicating which model is behind their application [5].

2.3 Techniques for (water)marking
AI-generated image content

Methods for marking AI-generated content can classified into two
broad categories: direct/visible and indirect/invisible methods [43].
Both approaches can be applied during the creation of AI-generated
content, or using post-generation techniques.

2.3.1 Direct marking methods. Direct methods include visible wa-
termarks (e.g., logos or icons within an image), content labels em-
bedded in an image, or separate disclosure fields that can include
disclaimers and warning statements about the content [43]. The
primary goal of such visible markings is to inform citizens directly
about the content, which is also often the end-goal of the indirect
methods [43].

The design and implementation of effective visible disclosures
remains a complex, multi-faceted challenge [17], where it is difficult
to ensure that average users fully comprehend markings indicating
the AI-generated nature of content. Additionally, visible markings
embedded in an image face practical limitations, as they can be
easily removed or can degrade the user experience of the content.
Separate disclosure fields, such as warning statements that are
automatically integrated into social platforms, could offer a more
robust approach in that sense.

2.3.2 Indirect marking techniques. Indirect marking techniques
embed machine-readable information into image content that is
aimed to be interpretable by technical systems rather than humans.
These include machine-readable watermarking solutions, metadata
embeddings, and digital fingerprinting approaches [43]. There exist
a range of techniques to do so.

Watermarking techniques: Machine-readable watermarking
techniques create subtle perturbations into content that can be

detectable by specialised algorithms to identify the content as AI-
generated. These techniques can be public or private, depending
on whether the detection algorithm or key is publicly shared [43].
Common methods for images include: altering specific pixels in the
spatial domain of an image (using for example the Least Significant
Bit (LSB) watermarking technique [8]), or embedding information
in a transform domain of an image (as done in image compression),
which is a more robust technique, but also computationally more
expensive [36]. Both those methods are applied post-generation [43,
55]. Watermarking can also be applied during the generation phase,
such as in the case of image diffusion models, which have recently
rose to prominence, where a watermark can be applied during
generation through embedding a predefined noise pattern into the
initial noise of the diffusionist model [55]. This technique however
is computationally expensive and would also require access to a
related detection algorithm [43, 55].

Several developers are starting to use invisible machine-based
watermarking solutions in their image generation models. Meta
states to use an invisible watermark (next to visible marking and
metadata embeddings), which is applied using a deep learning
model, but they do not share the corresponding model that can
be used to detect this watermark [41]. Meta has also worked with
other researchers on watermarking solutions that can be embedded
during the image generation process, which could prove valuable for
open-source models [23, 42]. Google adds an invisible watermark
into the pixels of AI-generated images from their Imagenmodels [1],
while also offering a related open-source detection tool [28]. The
open-source model developers Stability AI and Black Forest Labs
(together with their partners) also integrate invisible watermarking
techniques in (some of) their models [3, 52? ], using an open-source
watermarking python library that includes both a watermarking
encoding and decoder algorithm [10, 48, 51]. Additionally, several
organisations are offering API-based solutions or open-source tools
that allow others to embed post-generation hidden watermarks to
their images [32, 33].

Metadata-based marking: The data of an image consists of
several blocks of information, the most important being the block
containing the pixels of an image. Other blocks can contain ex-
tra (textual) information, which is referred to as ’image metadata’.
There exists several formats for embedding metadata to images, the
most used formats are those of the EXIF, XMP and IPTC standards.
Information about the AI-origin of an image can be embedded in
the image using the textual formats of these standards. In the case
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of the IPTC standard, the ’creator’ or ’contributor’ field can for
example be used to include the AI generation tool that was used
[35]. Metadata information can also be cryptographically signed
by adding a unique identifier to the metadata, so that when the
image is shared, others can verify its authenticity using the signa-
ture [43]. The effectiveness of metadata for marking AI-generated
images can be questioned, as metadata can be easily removed from
a file, is often automatically stripped during sharing on social media
platforms (to bandwidth and preserve privacy), can be easily ma-
nipulated, or can raise privacy concerns. Cryptographic approaches
could prove more robust, especially when used to verify ’truth’
instead of detecting ’fakes’, but their success also depends on the
participation of multiple parties in the digital ecosystem. A promi-
nent example in that sense is the technical specification that was
developed by an industry-led consortium called the Coalition on
Content Provenance and Authenticity (C2PA) [25, 43] to track the
origin and authenticity of digital content. This specification is an
open-source interoperable framework that allows for the integra-
tion of metadata embeddings, (visible and invisible) watermarking
techniques, cryptographic signing options and digital fingerprint-
ing [43]. C2PA thereby offers an online open-source detection tool
that uses trust list and cryptographic keys to store and detect the
signed metadata and watermarks of images from trusted users of
the C2PA standard [12]. In the context of metadata, this approach
is again mainly relevant to verify truths, as metadata can easily be
stripped from image files. If, however, combined with watermark-
ing and digital fingerprinting techniques, this forms a more robust
solution.

Digital fingerprinting: Digital fingerprints are unique iden-
tifiers that can be derived from the content of an image (such as
patterns in pixel values) [43]. Fingerprinting therefore does not in-
volve manipulating the image content, but instead uses algorithms
to generate representations (also called hashing) of the image that
can be matched against external databases [43]. An example of
digital fingerprinting used in practice is Youtube’s Content ID sys-
tem, which scans for copyrighted materials used on Youtube, by
linking it to an external database of verified content [53]. Similarly,
the C2PA framework also allows for using digital fingerprinting
techniques, as cryptographically signed hashes can be included
in the metadata of an image and then stored and detected via the
C2PA implementation tool, which is currently used by Adobe [45].
Plus, stripped image metadata of a generated image can also be
recovered using a hash algorithm or embedded watermark [13, 16].
Another approach to digital fingerprinting is to embed fingerprints
in the training data content, which is also shown to allow detection
after generation [57].

3 Legal analysis: Watermarking obligations
under the EU AI Act

This section analyses the EU AI Act’s transparency provisions for
generative AI content (Section 3.2) using four common deployment
scenarios of generative AI systems to analyse the practical implan-
tation (Section 3.3). Although other jurisdictions, such as South
Korea [50], have also introduced transparency rules for generative
AI, the EU AI Act is the most comprehensive and wide-ranging AI

regulatory framework to date and is therefore the reference for this
paper.

3.1 Approach and Scope of the AI Act
The AI Act adopts a risk-based approach, whereby legal obligations
depend on the risks and impact of the various AI risk categories
[20]. There are five risk categories, namely: 1) A limited set of AI-
systems with unacceptable risks, the use of which is forbidden in
the EU; 2) A list of high-risk AI-systems, which must adhere to strict
legal requirements before they can be sold, used or made available
on the EU market; 3) AI-applications with specific transparency
risks (which can also include high-risk systems). These include
- amongst others - chatbots, generative AI systems and emotion
recognition systems, which each have to adhere to certain specific
transparency-related requirements; 4) In addition to AI-systems,
the scope of the AI Act includes rules for general-purpose AI (GPAI)
models. These are models that can be integrated into a large variety
of downstream applications and thereby have a broad impact. The
models behind generative AI applications are explicitly stated as a
typical example of a GPAI model. The AI Act imposes obligations on
providers of suchmodels to provide documentation and information
to downstream providers. A sub-category of GPAI models - those
defined as GPAI models with systemic risks - is subject to additional
obligations, which include the assessment andmitigation of possible
systemic risks; 5) All other AI systems and/or models fall into the
minimal- or no-risk category and do not face any obligations from
the AI Act (other EU laws might still apply).

The AI Act’s scope applies to public and private entities, includ-
ing non-EU actors offering or using their AI-systems (or output
of their systems) in the EU. Exceptions exist for research, mili-
tary, and in some cases free/open-source AI-systems, though the
transparency requirements still apply to the latter.

The AI Act distinguishes between providers (those developing
and/or marketing AI-systems or GPAI models under their own
name/trademark) and deployers (those deploying AI systems to
end-users under their own authority). Most obligations fall onto
providers, with deployers facing limited requirements in the case
of deploying high-risk systems or certain AI-systems with trans-
parency risks. End-users (individuals or organisations that interact
with - or are affected by- an AI-system) do not face any legal obli-
gations. The majority of the AI Act’s provisions, including the
transparency requirements, take effect on August 1, 2026, with
penalties up to €15 million, or 3% of annual global turnover in case
of non-compliance with the transparency requirements.

With the AI Act just having been adopted, there is a strong need
to clarify how to translate its legal requirements into technical
artefacts, as aimed at by this work.

3.2 The AI Act’s rules for watermarking and
disclosing AI-generated content

Article 50 outlines two specific transparency rules that apply to gen-
erative AI image systems: Firstly, article 50(2) states that providers
of generative AI systems shall ensure that “the outputs of these
systems are marked in a machine-readable format and detectable as
artificially generated or manipulated” [20]. Hereby also stating that
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“providers shall ensure their technical solutions are effective, inter-
operable, robust and reliable as far as this is technically feasible”,
taking into account the type of content, costs of implementation and
state of the art [20]. The recitals list different techniques and meth-
ods that can be used or combined to fulfil this requirement, these
include “watermarks, metadata identifications, cryptographic meth-
ods for proving provenance and authenticity of content, logging
methods, fingerprints or other techniques, as may be appropriate”
[20].

Further to this technical marking requirement, article 50(4) man-
dates that deployers of generative AI systems that “generate or
manipulate image, audio or video content constituting a deep fake
have to disclose that the content has been artificially generated or
manipulated” [20]. Article 3(60) thereby defines a deep fake as an
“AI-generated or manipulated image, audio or video content that
resembles existing persons, objects, places, entities or events and
would falsely appear to a person to be authentic or truthful” [20].
In contrast to the rule for machine-readable marking, the different
methods that can be used for implementing this disclosure are not
specified. Article 50(5) however does state that the information re-
ferred to in both these transparency rules “shall be provided to the
natural persons concerned in a clear and distinguishable manner
at the latest at the time of the first interaction or exposure” [20].
For the purpose of this study, we interpret this as a requirement to
include a watermark or label directly and visibly in the output of a
generative AI system (e.g., a visible label included in a deep fake
image), instead of in a separate disclosure message or label (e.g., a
text label included in the interface of the system).

The transparency rules of article 50 apply only to AI-systems
(e.g., apps or web tools), meaning that the developers and providers
of the models behind generative AI applications are not required
to implement any of the transparency requirements.

The requirements for the separate category of GPAI-models also
do not include any measures aimed at AI-generated content. The
second draft of the code of practice for GPAI models does, however,
currently include a committent for providers of GPAI models with
systemic risks to use methods such as watermarks for identifying
and reporting incidents related to the use of their model [19].

Important to note is that in contrast to some other AI Act require-
ments, providers of AI systems released under free and open-source
licenses are not exempted from the transparency requirements of
article 50 (article 2(12)). Plus, as most (English) generative AI apps
can and are being used in the EU, the providers of these systems
would also have to adhere to these requirements.

3.3 What the watermarking rules mean in
practice

Figure 2 illustrates a simplified representation of the generative
AI supply chain that was discussed in Section 2.2. In practice, the
distinction between model developers, system providers, and de-
ployers is less clear-cut and the implementation of the transparency
requirements not strictly divided between these roles. To clarify
the application of the AI Act’s transparency rules in practice, we
identify four deployment scenarios of generative AI systems and
analyse how the rules apply in each case. These scenarios serve as

the foundation for the measurement study in Section 4.

Category 1. End-to-end integrated systems.
Organisations that develop generative AI (GPAI) models often in-
tegrate them into their own applications or platforms, which are
directly accessible to end-users. These organisations thereby act
as both provider and deployer of the generative AI system under
the AI Act, which will require compliance with both transparency
requirements. The dual role of model and system developer would
allow these organisations to implement robust watermarking tech-
niques in the model development phase (such as embedding initial
noise patterns in diffusion-based models).

Most organisations in this category also provide access to their
GPAI models to other developers of generative AI tools. Access can
be offered through controlled channels, such as API’s, where the
model weights and source code remain restricted. Examples include
OpenAI or Adobe offering API access to their image models [1, 44].
Or, organisations can adopt an (partly) open-source approach, mak-
ing their models freely available for download and use by others,
for example through the popular AI repository platform Hugging
Face (see also category 3). An example is StabilityAI, which deploys
a generative AI system via their own DreamStudio tool [4], while
also offering open-source access to some of their models [38].

Some organisations in this end-to-end category also operate
large (social) media or image platforms (e.g., Google, Meta, Adobe),
which requires these providers to comply with the risk mitigation
rules under the EU’s Digital Services Act as well. Furthermore, cer-
tain GPAI models integrated in these end-to-end systems may fall
under the AI Act’s category of GPAI models with systemic risk,
which would require the implementation of additional systemic
risk mitigation measures.

Category 2. Systems using API model access.
Many generative AI image systems are built by leveraging (easy-to-
use) API’s from large-scale GPAI model providers. These systems
integrate the API’s into user-friendly interfaces, such as mobile
apps or web tools, often with additional features, like the option to
select between different models or tools to help users improve their
prompts. This approach allows organisations to use high-quality
models without needing the expertise or infrastructure to build and
run them.

Organisations leveraging models via API’s are typically both
the provider and deployer of the generative AI system and, thus,
will need to comply with both both transparency requirements.
Compliance can be achieved by relying on features (such as invis-
ible watermarks) that are already built into the model or offered
by model providers as an API-parameter option. Otherwise or-
ganisations would need to implement their own measures after
the images are created via the API. For example through the addi-
tion of post-processing watermarks, or the embedding of metadata.
Applying visible disclosure measures solely to deep fake images
could thereby provide a significant challenge for (especially smaller-
scale) organisations, as this would require a separate (NLP-based)
solution capable of specifically detecting deep fake prompts. A sim-
pler approach could involve applying visible disclosures to all the
generated images, although this may negatively impact the user
experience and business model of a provider.
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Figure 2: The applicability of the AI Act’s (water)marking and disclosure rules along the generative AI supply chain

Figure 3: Hugging Face’s Inference API widget (bottom right),
as found on the popular stable-diffusion model page

In some cases, API providers can also offer pre-built code or
templates for creating a user interface alongside the API. These
providers could then potentially be considered as system providers
under the AI Act, thus bearing responsibility for the machine-
readable marking requirement. However, as guidance is still to
be expected on the distinction between providers and deployers
and such situations are relatively rare in practice, we do not analyse
this case in this study.

Category 3. (Open-source) Systems deployed on Hugging Face.
By providing a platform and tools for storing, testing, sharing and
deploying AImodels, The Hugging Face has an important role in the
generative AI ecosystem. Many AI image model developers share
their open-source models on Hugging Face and use the Hugging
Face interactive API inference widget (a pre-configured interface
added to the model’s page) to also directly allow end-users to use
the model to generate images, as shown in Figure 3. Hugging Face
provides the infrastructure for this tool, and by default, the widgets
are enabled by Hugging Face for publicly available models. Model
owners do retain full control of themodel and can adjust the settings

of these widgets. Next to the API-widgets, Hugging Face also offers
”Spaces”, which is an easy-to-use deployment tool on Hugging Face
that allows providers to host and offer machine learning apps to end-
users. Many (small-scale) developers use Hugging Face Spaces to
deploy generative AI image systems based on open-source models
hosted on Hugging Face.

We include this category because in terms of the AI Act, it is
not trivial to highlight who would bear the responsibility for com-
plying with the AI Act’s requirements in these cases. It could be
argued that Hugging Face, which offers the user interface but has
no control over the model, would be the provider and deployer
in some of these cases. Plus, we include this category in our mea-
surement study to analyse if popular open-source image models
automatically include pre-baked watermarking solutions in their
content when offered directly via such Hugging Face tools.

Category 4. Systems using other (open-source) models under their own
trademark.
This category includes organisations that use AI models of other
organisations in their own system, but deploy them under their
own name and trademark, without disclosing the underlying mod-
els used. Organisations in this category thereby classify as both the
provider and deployer of a generative AI system, requiring them to
comply with both transparency obligations. Many of such organ-
isations use downloaded versions of open-source models, which
requires infrastructure to host and run these models. Organisations
can thereby also fine-tune these models, and possibly share them
further via API’s or open-source repository platforms.

This category can also encompass organisations that use API
model access. While API license terms typically require crediting
the model developer, exceptions exist, or organisations may disre-
gard the license terms.

The next section explores whether and how watermarking solu-
tions are currently being implemented in practice, using the four
deployment scenarios outlined above as the basis for this analysis.
In practice, distinguishing between these categories can however
prove challenging, due to the many different ways in which gener-
ative AI models and systems are developed and shared.
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4 Methodology: watermarking in practice
This section describes the methodology used to analyse the current
status quo in the implementation of machine-readable marking and
visible disclosure measures for AI-generated content transparency.

4.1 Selection of AI systems for analysis
For our study, we selected 50 of themost used generative AI systems.
We selected these systems from a range of different business models
and distribution channels in order to represent a diverse range of
popular tools across the four different deployment categories of
Section 3.3.

Category 1 systems (end-to-end integrated) were selected by
filtering the Stanford Foundation Models ecosystem table [26] and
selecting organisations that offer free image generation tools using
their own foundational models. We selected 11 systems from this
list.

Category 3 systems (open-source systems hosted on Hugging
Face) were selected by filtering the Hugging Face ’model’ section
on the five most downloaded open-source text-to-image generation
models that offered the Hugging Face API widget tool (Figure 3) for
image generation on their respective model pages [21]. Additionally,
five of the most ’trending’ Hugging Face Spaces (environment to
host AI apps) for image generation were included in the analysis
[22].

The web and mobile app-based systems from categories 2 (using
API model access) and 4 (using others’ AI models under own trade-
mark) were selected using the search query "AI image generation"
in the Apple App Store and Google Search. The top 14 systems
from each modality (28 in total) that offered free text-to-image gen-
eration (if needed: by using an account or by starting a free trial)
were included. Duplicates from Category 1, such as ChatGPT, were
excluded. The deployment characteristics - such as model or API
mentions, or other attributions - were reviewed in documentation
and interface environments to classify the systems as Category 2
or 4.

This resulted in a total of 50 systems, listed in Table 1. For each
system, we also recorded general information, such as the modal-
ity, provider, model(s) used, number of reviews and the provider’s
country of listing (to be added in the Appendix).

4.2 Generation of images with selected systems
For each system, at least two images were generated using the
standard settings. We used a neutral prompt: “A PhD student” and
a potentially risky and clear deep fake prompt: “A beautiful deep
fake photograph of Donald Trump in the McDonald’s”, to analyse
if watermarks are added specifically to deep fake images.

For systems that allow choosing between different models in
the interface, images were generated for several different available
models (randomly selected). All generated images were stored using
the “save” or “download” function added in the system’s interface,
or otherwise using the standard save function of the phone or
laptop. The images are archived on GitHub for reference (to be
shared upon publication).

4.3 Detection of watermarks and disclosures
To analyse the adoption of marking and disclosure measures in
practice (in the context of the AI Act), we used the two evaluation
metrics outlined in Table 1. Evaluating the implementation of the
machine-readable marking requirement was done through a com-
bination of documentation analysis, code analysis and a technical
inspection of the generated images (hereby relying on the review
of marking techniques from Section 2.3):

• Documentation Analysis: To meet the AI Act’s machine-
readable marking requirement, information on the use of
such measures must also be clearly presented to users (as
discussed in section Section 3.2). Therefore each system’s
documentation was reviewed to analyse if watermarking,
metadata or digital fingerprinting practices are used. Sources
included app or website descriptions, FAQs, terms of use,
privacy policies, and ReadMe files.

• Code Analysis: For systems using open-source models (pri-
marily category 2 and 3 systems), the model information
pages and source code (if available on Hugging Face or
GitHub) were inspected for mentions of watermarking (li-
braries), detection tools and/or metadata adaptions.

• Image inspection: Next, the following tools were used to
analyse the generated images. Note: code for running the
technical tools on the image database will be shared on GitHub
upon publication.
– Metadata: To analyse the metadata of each image, an on-
line metadata inspection tool [14] that is based on the
EXIF metadata extraction tool of Phil Harvey [31] was
used. This tool retriefs all image metadata from the pri-
mary metadata standards (e.g., EXIF, IPTC, and XMP).
The resulting metadata was then manually inspected for
AI-generation related mentions, such as the use of the
’contributor’ field from the IPTC metadata standard that
can include the AI generation tool that was used.

– Watermarking: Identifying the use of (hidden) watermarks
required an iterative process. If mentions of watermark-
ing solutions and related detection tools were found in
either the documentation or code analysis of the systems,
we applied the corresponding detection tool to all the 50
images. We found only two instances of watermarking so-
lutions that included publicly shared tooling to also detect
these watermarks. These are from Google [28] and the
open-source watermark library that is used in models of
Stability AI and Black Forest Labs [10, 48, 51]. We created
an algorithm to run these public detection tools on all the
generated images.

– Digital Fingerprinting: Verifying the use of digital finger-
printing solutions was done in a similar, iterative, manner.
In this case, we could only find the C2PA technical speci-
fication (discussed in Section 2.3) being openly shared as
a digital fingerprinting solutions used in practice [25]. We
used the C2PA detection tool hosted on the C2PA website
[24] to verify the presence of a C2PA digital fingerprint,
metadata embedding and/or watermark in each of the
generated images.
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Table 1: Metrics used for evaluating the implementation of marking and disclosure measures in AI systems

Additionally, manual inspections were used to verify if the gener-
ated images included visible watermarks or other disclosure meth-
ods that could indicate that the content was AI-generated. This was
done both for the neutral prompt images and the images generated
with the clear deep fake prompt, as in the context of the AI Act, the
requirement for visible markings only applies to deep fake images.
We however did not evaluate whether these images would classify
as deep fakes under the AI Act’s definition of a deep fake (’falsely
appearing to a person to be authentic or truthful’) [20].

5 Results
Our results are shown in Table 4, with the main findings detailed
in the following paragraphs, hereby using the the four generative
AI deployment scenarios of Section 3.3.

It is important to emphasise that the AI Act’s transparency re-
quirements are only applicable from August 2026 onwards. Con-
sequently, the purpose of these measurements are not to evaluate
compliance, but rather to present and discuss the current status
quo of the implementation of machine-readable (water)marking
and disclosure solutions, and the challenges associated with imple-
menting and enforcing legal requirements (such as in the AI Act)
related to such solutions.

Limited implementation of machine-readable watermark-
ing solutions, primarily in end-to-end systems (category 1).
Among the 50 systems analysed, we found that 18 of these included
some form of amachine-readable watermark in the generated image.
The most commonly used solution was the embedding of metadata
that indicated the AI-generated origin of the data (10 systems),
which is easily removable from the images. Hidden watermark-
ing techniques were found in only a small subset of systems (6)
systems, 3 of which belonged to the end-to-end system providers
Google (DeepMind), Meta and StabilityAI. We also found 3 cases
of hidden watermarks embedded in systems from category 2 and
4, by using the open-source python watermarking library that is
used in the popular open-source models of Stability AI and Black
Forest Labs. However, in many of the other systems that rely on
the models (or APIs) from Stability AI or Black Forest Labs, we
could not detect hidden watermarks. Machine-readable marking
solutions are mainly used by end-to-end providers from category
1 (10/11 systems) and large-scale providers in category 2. Many
of these providers also operate a social/digital media platform, or
search engine (e.g., Meta, Google, Adobe, Canva, Microsoft).

Visible markings for deep fake images are rarely used in
practice. Visible watermarks or other disclosure solutions that are
embedded within the image and that indicate the AI-generated
nature of the content were found in only 8 out of the 50 systems.

Figure 5 shows three examples of such disclosures in images gen-
erated with the neutral prompt. In all eight cases, these markings
were not exclusively applied to deep fake images, but rather to all
the images generated with the system. In half of the systems that
used visible markings, there was an option for end-users to remove
the visible markings, either through a checkbox or via signing-up to
a paid plan the system, as illustrated in Figure 6. Interestingly, while
end-to-end providers (category 1) have almost all implemented a
form of machine-readable marking, visible disclosures (of deep fake
images) were found to be used in only 2 of the 11 end-to-end sys-
tems. Some of these end-to-end systems, however, did restrict the
use of clear deep fake prompts (e.g., Donald Trump), showing an
alternative approach to tackling the risks of deep fakes.

Only a few different (open-source) GPAI models are used
by non end-to-end providers. We found only a limited number
of GPAI models being used by the non-end-to-end systems that
indicate the use of anothermodel (category 2 and 3 systems). Almost
all of these models - or finetuned versions of these models - came
from Stability AI (such as their Stable Diffusion or SDXL models),
Black Forest Labs (Flux models) or OpenAI (DALL-E). For category
4 systems, those using models under their own trademark, model
usage remains largely unclear, except for the one system where
we found the hidden watermark that is also used by Stability AI
and Black Forest Labs, which likely indicates the use of one of the
models from these organisations.

Watermarking solutions used by end-to-endmodel providers
are not automatically extended to API-based systems. Al-
though some end-to-end operators, such as StabilityAI or Ope-
nAI, implement machine-readable watermarks in their own models
and/or systems, these features are not automatically extended to,
or used by, the providers of systems that leverage those models via
APIs. This is most clearly seen in the case of the models deployed
on Hugging Face (category 3 systems). Here we could detect only a
single system using a watermark solution, whereas the providers
of the models that are deployed (either via the API widget or the
Spaces platform) often do implement such solutions in their own
platforms or models. The same however holds for systems in cat-
egory 2, where in some of these systems the providers do embed
metadata information or use the C2PA standard, but these embed-
dings do not indicate the use of another base model.

6 Limitations
It is essential to acknowledge several limitations and constraints in
our analysis. First, there is a possibility that we failed to identify
certain watermarking and digital fingerprinting techniques that are
used in practice. We tried our best to find any disclosures of water-
marking from the documentation of the providers of the systems,
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Figure 4: Results from analysing the 50 generative AI image systems, using the metrics from Table 1

but there is a chance that they might have not disclosed them and
used non-standard techniques that we did not check for. Second, al-
though we used prompts that we clearly see as deep fakes, we admit
that the definition of a deep fake might be subject to debate. Finally,
some AI systems that we analysed did not offer a save button for the
images within the systems’ interface environment, which required
us to use other downloading methods. This may have caused certain

metadata to be lost, potentially affecting our findings regarding the
embedding of machine-readable watermarks.

7 Discussion
7.1 The wild west of AI image generation
Few providers implement watermarking, mostly large or-
ganisations. Our findings show that only a minority of providers
currently implement machine-readable marking practices, as will
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Figure 5: Examples of visible markings applied in the content
generated with the neutral prompt (’A PhD student’)

Figure 6: Examples of systems that allow end-users to remove
visible markings from the generated images

soon be required by the EU AI Act. It is predominantly large and
well-funded organisations (mostly from from category 1) that im-
plement such solutions. Given that many of these organisation also
operate digital and social media platforms, the implementation of
machine-readable marking measures may primarily be driven by
aligning incentives, such as preventing the pollution of their (social)
media platforms or AI training datasets, or protecting copyrighted
images.

Lack of robust watermarking, even among large providers.
While it could be argued that the majority of the machine-readable
marking solutions that we found in this study are interoperable,
they are predominantly designed to verify "truth" (e.g., the C2PA
specification). Robust watermarking methods that focus on verify-
ing "non-truth" (i.e., detecting AI generated images), remain rare,
even among large providers. Given that the AI Act requires both
robust and interoperable solutions (as far as technically feasible), it
is questionable if the majority of current techniques align with this
requirement, particularly in the case of providers that exclusively
embed metadata (8/18 systems), which can be easily removed. Addi-
tionally, the majority of marking solutions are currently relying on
post-generation techniques. Using robust watermarking methods
directly in the model generation phase, particularly by category 1
GPAI model providers, could significantly ease implementation for
downstream system providers using API’s and require significant
extra effort for bad actors to remove such measures. The absence of
such pre-embedded solutions now forces smaller system providers
to either implement cheaper and weaker methods (metadata), or
to refrain from implementing any solutions at all, as observed in
many cases in this study.

Visible disclosures are rarely used, especially by large com-
panies, and can often be removed. Visible disclosures indicating
the AI-generated nature of images are yet rarely used, especially
among end-to-end operators from category 1. This is likely driven
by the impact that such measures have on the user experience, and
not because of costs or technical difficulties. At the same time, we
see that several smaller organisation do use visible markings to
get users to sign-up to a paid plan that allows the removal of the
markings (which is unlikely to satisfy AI Act compliance). When
visible disclosures are used, they are applied to all generated images,
rather than specifically deep fake images, as soon mandated by the
AI Act.

Challenges in restricting labelling to deep fakes, especially
for smaller organisations. To restrict the use of visible disclosures
to specifically deep fake images, providers would need a separate
system - likely NLP-based - that can classify certain prompts as deep
fakes, which can prove difficult and computationally expensive for
smaller organisation to implement. We do, however, observe that
similar methods are used in practice, as several large organisations
restrict specific deep fake prompts (e.g., Donald Trump), showing
an alternative method to tackle the harms of deep fakes. However
such measures are also vulnerable to evasion by malicious actors,
as they can for example use curating prompts that evade those
safety checks. Whether visible markings will become more widely
implemented as the AI Act’s transparency requirements take effect
in August 2026 remains uncertain. Moreover, it is necessary to also
consider the question of how effective the current markings (as
seen in Figure 5) are in helping the normal layperson understand
that these images are AI-generated.

Concentrated AI ecosystem, with just a few players. Our
findings highlight the important role that providers of the most
advanced (open-source) models play in shaping the ecosystem. A
large number of system providers rely on models (or fine-tuned
versions) from just a handful of GPAI model providers (e.g., Stability
AI, Black Forest Labs and OpenAI). While these providers do try to
incorporate watermarking solutions in their models, these solutions
are easy to disable (e.g., by commenting out a line of code) or not
consistently applied to API-based deployment methods. If these
providers can design more robust watermarking solutions that are
not easily bypassed, this could shift the paradigm, requiring model
deployers to actively remove watermarks, rather than add them.
Platforms such as Hugging Face can play an important role in
enforcing such measures for open-source models that are hosted
on their platform. Especially as Hugging Face might also qualify as
a system deployer (and possibly provider) of generative AI systems,
when developers use the Hugging Face API inference widget to
deploy the model on the Hugging Face platform. By not exempting
open-source systems from the transparency requirements, the AI
Act has taken an important step in to address the critical role of
open-source providers.

7.2 Challenges for the effective implementation
of the AI Act

Our legal analysis highlights the ambiguities around the distinc-
tions made in the AI Act between providers, deployers, models and
systems in the context of the generative AI image systems. This
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also raises concerns whether the burden of compliance is appropri-
ately distributed across the generative AI supply chain. The burden
for compliance with the machine-readable marking and deep fake
disclosure requirements may disproportionally fall on small-scale
app and website developers, rather than on the large-scale and
well-funded organisations that develop the models behind these
applications. Thereby, robust machine-readable solutions would
be best implemented at the model development stage, where they
could also be enforced via API and licensing terms. Plus, enforcing
compliance at the model developer level would be easier given the
relatively small number of organisations that can develop advanced
image models, compared to the thousands of category 2, 3, and 4
systems. One potential solution to this issue could be to designate
the most advanced image models as GPAI models with systemic
risk, which would require developers to take measures for mitigat-
ing systemic risks, such as the use of watermarks. Alternatively,
it could be considered to classify providers that offer ready-to-use
model APIs as providers of AI systems (via the implementing guide-
lines), as such an API is arguably a form of adding an interface to a
model.

Implementing the AI Act’s visible disclosure requirement for
deep fakes poses additional challenges, which could lead to risky
large-scale non-compliance gaps. Restricting disclosures to only
deep fake images requires complex methods that could be hard
to implement for smaller developers, but applying labels to all
generated images could negatively impact the user experience and
draw users to platforms of non-compliant providers.

Finally, given the variety of marking techniques that are used in
practice, and the growing number of category 2, 3 and 4 systems,
automated methods for compliance inspection, which integrate
various detection mechanisms, will be essential to ensure compli-
ance and effective enforcement when the AI Act’s transparency
requirements come into effect.

8 Conclusions
In this paper, first, we studied the implications of the EU AI Act on
the need to implement watermarking techniques for AI-generated
images and deep fakes. We identified four categories of AI system
that are relevant under the AI Act, outlined the legal obligations
for each category. Next, we studied the status quo in implementing
watermarking in practice, looking at 50 of the most widely used AI
systems for image generation. We found that only few providers
currently implement adequate watermarking.

Moving forward, society is faced with an uphill battle where it
will be challenging to have adequate watermarks in all AI-generated
images. After all, much of the relevant AI technology is available
open-source and free of charge. With models getting smaller, it will
increasingly become easier to produce AI-generated images at home.
However, it is reassuring that the largest providers of AI-images do
already provide protections. It will, however, be extremely difficult
to protect society from actors with malicious intents in challenging
our perceptions of truth and reality.

To address some of these challenges, we will develop an auto-
mated (open-source) tool that integrates the technical detection

methods used in this study, to enable larger-scale analysis and to al-
low other researchers and enforcement agencies to study the space
and potentially assess for AI Act compliance at a later stage.

References
[1] Adobe. 2025. Firefly API Documentation. https://developer.adobe.com/firefly-

services/docs/firefly-api/
[2] DaVinci AI. 2025. DaVinci AI - Get Apps. https://davinci.ai/get-apps
[3] Stability AI. 2024. Generative Models - Invisible Watermark Detection. https://

github.com/Stability-AI/generative-models#invisible-watermark-detection. Ac-
cessed: 2025-01-20.

[4] Stability AI. 2025. DreamStudio Beta - AI Image Generation. https://beta.
dreamstudio.ai/generate

[5] Wombo AI. 2025. Wombo Dream on Google Play. https://play.google.com/store/
apps/details?id=com.womboai.wombodream&hl=en

[6] Sarah K Alhabeeb and Amal A Al-Shargabi. 2024. Text-to-Image Synthesis With
Generative Models: Methods, Datasets, Performance Metrics, Challenges, and
Future Direction. IEEE Access (2024).

[7] Autoriteit Persoonsgegevens. 2024. AI Algorithmic Risks Report, Netherlands,
Summer 2024. Available at: https://www.autoriteitpersoonsgegevens.nl/en/
documents/ai-algorithmic-risks-report-netherlands-summer-2024.

[8] Abdullah Bamatraf, Rosziati Ibrahim, and Mohd Najib B Mohd Salleh. 2010.
Digital watermarking algorithm using LSB. In 2010 International Conference on
Computer Applications and Industrial Electronics. IEEE, 155–159.

[9] C. Bird, E. Ungless, and A. Kasirzadeh. 2023. Typology of Risks of Generative
Text-to-Image Models. In Proceedings of the 2023 AAAI/ACM Conference on AI,
Ethics, and Society. 396–410.

[10] Black Forest Labs. 2025. Flux: Generative AI Models by Black Forest Labs. https:
//github.com/black-forest-labs/flux Accessed: 2025-01-21.

[11] Canva. 2025. AI Image Generator by Canva. https://www.canva.com/ai-image-
generator/

[12] Coalition for Content Provenance and Authenticity (C2PA). n.d.. Content Cre-
dentials - Verify Content. https://contentcredentials.org/verify Accessed:
2025-01-20.

[13] Content Authenticity Initiative. n.d.. Open Source FAQs. https://opensource.
contentauthenticity.org/docs/faqs Accessed: 2025-01-20.

[14] ExifTool Developers. 2024. Exif Tools: Online Metadata Viewer. Available at:
https://exif.tools/#upload.

[15] P. Dewitte. 2024. Better Alone than in Bad Company: Addressing the Risks
of Companion Chatbots through Data Protection by Design. Computer Law &
Security Review 54 (2024), 106019.

[16] Digimarc. n.d.. C2PA 2.1: Strengthening Content Credentials with Digital Wa-
termarks. https://www.digimarc.com/blog/c2pa-21-strengthening-content-
credentials-digital-watermarks Accessed: 2025-01-20.

[17] Abdallah El Ali, Karthikeya Puttur Venkatraj, Sophie Morosoli, Laurens Naudts,
Natali Helberger, and Pablo Cesar. 2024. Transparent AI Disclosure Obligations:
Who,What,When,Where,Why, How. In Extended Abstracts of the CHI Conference
on Human Factors in Computing Systems. 1–11.

[18] Alex C Engler and Andrea Renda. 2022. Reconciling the AI Value Chain with the
EU’s Artificial Intelligence Act. CEPS.

[19] European Commission. 2023. Second Draft of the General Purpose AI
Code of Practice Published by Independent Experts. https://digital-
strategy.ec.europa.eu/en/library/second-draft-general-purpose-ai-code-
practice-published-written-independent-experts Accessed: 2025-01-21.

[20] European Union. 2024. Regulation (EU) 2024/1689: Artificial Intelligence
Act. Available at: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%
3A32024R1689.

[21] Hugging Face. 2025. Trending Text-to-Image Models on Hugging Face. https:
//huggingface.co/models?pipeline_tag=text-to-image&sort=trending

[22] Hugging Face. 2025. Trending Text-to-Image Spaces on Hugging Face. https:
//huggingface.co/spaces?sort=trending&search=text-to-image

[23] Pierre Fernandez, Guillaume Couairon, Hervé Jégou, Matthijs Douze, and Teddy
Furon. 2023. The stable signature: Rooting watermarks in latent diffusion models.
In Proceedings of the IEEE/CVF International Conference on Computer Vision. 22466–
22477.

[24] Coalition for Content Provenance and Authenticity (C2PA). 2024. C2PA: Content
Authenticity Initiative. Available at: https://c2pa.org.

[25] Coalition for Content Provenance and Authenticity (C2PA). 2024. C2PA Specifi-
cation Version 2.1. Available at: https://c2pa.org/specifications/specifications/2.
1/specs/C2PA_Specification.html.

[26] Stanford Center for Research on Foundation Models (CRFM). 2025. Ecosystem
Graphs. https://crfm.stanford.edu/ecosystem-graphs/index.html?mode=table

[27] Joel Frank, Franziska Herbert, Jonas Ricker, Lea Schönherr, Thorsten Eisenhofer,
Asja Fischer, Markus Dürmuth, and Thorsten Holz. 2024. A representative study
on human detection of artificially generated media across countries. In 2024 IEEE
Symposium on Security and Privacy (SP). IEEE, 55–73.

11

https://developer.adobe.com/firefly-services/docs/firefly-api/
https://developer.adobe.com/firefly-services/docs/firefly-api/
https://davinci.ai/get-apps
https://github.com/Stability-AI/generative-models#invisible-watermark-detection
https://github.com/Stability-AI/generative-models#invisible-watermark-detection
https://beta.dreamstudio.ai/generate
https://beta.dreamstudio.ai/generate
https://play.google.com/store/apps/details?id=com.womboai.wombodream&hl=en
https://play.google.com/store/apps/details?id=com.womboai.wombodream&hl=en
https://www.autoriteitpersoonsgegevens.nl/en/documents/ai-algorithmic-risks-report-netherlands-summer-2024
https://www.autoriteitpersoonsgegevens.nl/en/documents/ai-algorithmic-risks-report-netherlands-summer-2024
https://github.com/black-forest-labs/flux
https://github.com/black-forest-labs/flux
https://www.canva.com/ai-image-generator/
https://www.canva.com/ai-image-generator/
https://contentcredentials.org/verify
https://opensource.contentauthenticity.org/docs/faqs
https://opensource.contentauthenticity.org/docs/faqs
https://exif.tools/#upload
https://www.digimarc.com/blog/c2pa-21-strengthening-content-credentials-digital-watermarks
https://www.digimarc.com/blog/c2pa-21-strengthening-content-credentials-digital-watermarks
https://digital-strategy.ec.europa.eu/en/library/second-draft-general-purpose-ai-code-practice-published-written-independent-experts
https://digital-strategy.ec.europa.eu/en/library/second-draft-general-purpose-ai-code-practice-published-written-independent-experts
https://digital-strategy.ec.europa.eu/en/library/second-draft-general-purpose-ai-code-practice-published-written-independent-experts
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32024R1689
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32024R1689
https://huggingface.co/models?pipeline_tag=text-to-image&sort=trending
https://huggingface.co/models?pipeline_tag=text-to-image&sort=trending
https://huggingface.co/spaces?sort=trending&search=text-to-image
https://huggingface.co/spaces?sort=trending&search=text-to-image
https://c2pa.org
https://c2pa.org/specifications/specifications/2.1/specs/C2PA_Specification.html
https://c2pa.org/specifications/specifications/2.1/specs/C2PA_Specification.html
https://crfm.stanford.edu/ecosystem-graphs/index.html?mode=table


[28] Google Cloud. n.d.. Verify Image Watermark Using Vertex AI. https://cloud.
google.com/vertex-ai/generative-ai/docs/samples/generativeaionvertexai-
imagen-verify-image-watermark Accessed: 2025-01-20.

[29] Roberto Gozalo-Brizuela and Eduardo C Garrido-Merchan. 2023. ChatGPT is not
all you need. A State of the Art Review of large Generative AI models. arXiv
preprint arXiv:2301.04655 (2023).

[30] Desta Haileselassie Hagos, Rick Battle, and Danda B Rawat. 2024. Recent advances
in generative ai and large language models: Current status, challenges, and
perspectives. IEEE Transactions on Artificial Intelligence (2024).

[31] Phil Harvey. 2024. ExifTool: Metadata Utility. Available at: https://exiftool.org.
[32] Hugging Face. n.d.. Watermarked Content Credentials. https://huggingface.co/

spaces/Truepic/watermarked-content-credentials Accessed: 2025-01-20.
[33] IMATAG. n.d.. Forensic Watermarking API. https://www.imatag.com/api/

forensic-watermarking-api Accessed: 2025-01-20.
[34] Ada Lovelace Institute. 2023. Allocating Accountability in AI Supply Chains.

Technical Report. Available at: https://www.adalovelaceinstitute.org/wp-
content/uploads/2023/06/Allocating-accountability-in-AI-supply-chains-June-
2023.pdf.

[35] International Press Telecommunications Council. 2024. IPTC Photo Metadata
Standard 2024.1. https://www.iptc.org/std/photometadata/specification/IPTC-
PhotoMetadata#contributor Accessed: 2025-03-21.

[36] Hung-Jui Ko, Cheng-Ta Huang, Gwoboa Horng, andWANG Shiuh-Jeng. 2020. Ro-
bust and blind image watermarking in DCT domain using inter-block coefficient
correlation. Information Sciences 517 (2020), 128–147.

[37] K. Lee, A. F. Cooper, and J. Grimmelmann. 2023. Talkin”Bout AI Generation:
Copyright and the Generative-AI Supply Chain. arXiv preprint arXiv:2309.08133.
Available at: https://arxiv.org/abs/2309.08133.

[38] Andreas Liesenfeld and Mark Dingemanse. 2024. Rethinking open source gen-
erative AI: open washing and the EU AI Act. In The 2024 ACM Conference on
Fairness, Accountability, and Transparency. 1774–1787.

[39] Shao-Ping Lu, Rong Wang, Tao Zhong, and Paul L Rosin. 2021. Large-capacity
image steganography based on invertible neural networks. In Proceedings of the
IEEE/CVF conference on computer vision and pattern recognition. 10816–10825.

[40] K. Meding and C. Sorge. 2024. What constitutes a Deep Fake? The blurry
line between legitimate processing and manipulation under the EU AI Act.
arXiv:2412.09961 arXiv preprint.

[41] Meta AI. 2023. Meta AI Updates. https://about.fb.com/news/2023/12/meta-ai-
updates/ Accessed: 2025-01-20.

[42] Meta AI. 2024. Labeling AI-Generated Images on Facebook, Instagram, and
Threads. https://about.fb.com/news/2024/02/labeling-ai-generated-images-on-
facebook-instagram-and-threads/ Accessed: 2025-01-20.

[43] National Institute of Standards and Technology. 2024. NIST AI 100-4: Technical
Report on AI Standards. Technical Report. Available at: https://nvlpubs.nist.gov/
nistpubs/ai/NIST.AI.100-4.pdf.

[44] OpenAI. 2025. DALL-E 3 API Documentation. https://help.openai.com/en/articles/
8555480-dall-e-3-api

[45] Partnership on AI. 2024. Case Study: Adobe’s Approach to Synthetic Me-
dia. https://partnershiponai.org/wp-content/uploads/2024/03/pai-synthetic-
media-case-study-adobe.pdf Accessed: 2025-01-20.

[46] RunDiffusion. 2025. Juggernaut XL v9 on Hugging Face. https://huggingface.co/
RunDiffusion/Juggernaut-XL-v9

[47] Chitwan Saharia, William Chan, Saurabh Saxena, Lala Li, Jay Whang, Emily L
Denton, Kamyar Ghasemipour, Raphael Gontijo Lopes, Burcu Karagol Ayan, Tim
Salimans, et al. 2022. Photorealistic text-to-image diffusion models with deep
language understanding. Advances in neural information processing systems 35
(2022), 36479–36494.

[48] ShieldMnt. n.d.. Invisible Watermark. https://github.com/ShieldMnt/invisible-
watermark Accessed: 2025-01-20.

[49] Ilia Shumailov, Zeyad Shumaylov, Yi Zhao, Nicolas Papernot, Ross Anderson, and
Yarin Gal. 2024. AI Models Collapse When Trained on Recursively Generated
Data. Nature 631, 8022 (2024), 755–759.

[50] South Korean National Assembly. 2024. [2206772] Act on the Development of
Artificial Intelligence and the Establishment of Trust-Based Foundations (Alter-
native Bill) (Chairperson of the Science, ICT, Broadcasting, and Communications
Committee). Available at: https://likms.assembly.go.kr/bill/billDetail.do?billId=
PRC_R2V4H1W1T2K5M1O6E4Q9T0V7Q9S0U0.

[51] Stability AI. n.d.. Invisible Watermark GPU. https://github.com/Stability-
AI/invisible-watermark-gpu Accessed: 2025-01-20.

[52] Stability AI. n.d.. Safety Measures in Stability AI. https://stability.ai/safety
Accessed: 2025-01-20.

[53] Symphonic Distribution. n.d.. What is YouTube Content ID? https://support.
symdistro.com/hc/en-us/articles/217943943-What-is-YouTube-Content-ID Ac-
cessed: 2025-01-20.

[54] United Nations. 2024. Governing AI for Humanity: Final Report. Available
at: https://www.un.org/sites/un2.un.org/files/governing_ai_for_humanity_final_
report_en.pdf.

[55] Yuxin Wen, John Kirchenbauer, Jonas Geiping, and Tom Goldstein. 2023. Tree-
ring watermarks: Fingerprints for diffusion images that are invisible and robust.

arXiv preprint arXiv:2305.20030 (2023).
[56] Yntec. 2025. PrintingPress on Hugging Face Spaces. https://huggingface.co/spaces/

Yntec/PrintingPress
[57] Ning Yu, Vladislav Skripniuk, Sahar Abdelnabi, and Mario Fritz. 2021. Artificial

fingerprinting for generative models: Rooting deepfake attribution in training
data. In Proceedings of the IEEE/CVF International conference on computer vision.
14448–14457.

12

https://cloud.google.com/vertex-ai/generative-ai/docs/samples/generativeaionvertexai-imagen-verify-image-watermark
https://cloud.google.com/vertex-ai/generative-ai/docs/samples/generativeaionvertexai-imagen-verify-image-watermark
https://cloud.google.com/vertex-ai/generative-ai/docs/samples/generativeaionvertexai-imagen-verify-image-watermark
https://exiftool.org
https://huggingface.co/spaces/Truepic/watermarked-content-credentials
https://huggingface.co/spaces/Truepic/watermarked-content-credentials
https://www.imatag.com/api/forensic-watermarking-api
https://www.imatag.com/api/forensic-watermarking-api
https://www.adalovelaceinstitute.org/wp-content/uploads/2023/06/Allocating-accountability-in-AI-supply-chains-June-2023.pdf
https://www.adalovelaceinstitute.org/wp-content/uploads/2023/06/Allocating-accountability-in-AI-supply-chains-June-2023.pdf
https://www.adalovelaceinstitute.org/wp-content/uploads/2023/06/Allocating-accountability-in-AI-supply-chains-June-2023.pdf
https://www.iptc.org/std/photometadata/specification/IPTC-PhotoMetadata#contributor
https://www.iptc.org/std/photometadata/specification/IPTC-PhotoMetadata#contributor
https://arxiv.org/abs/2309.08133
https://arxiv.org/abs/2412.09961
https://about.fb.com/news/2023/12/meta-ai-updates/
https://about.fb.com/news/2023/12/meta-ai-updates/
https://about.fb.com/news/2024/02/labeling-ai-generated-images-on-facebook-instagram-and-threads/
https://about.fb.com/news/2024/02/labeling-ai-generated-images-on-facebook-instagram-and-threads/
https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-4.pdf
https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-4.pdf
https://help.openai.com/en/articles/8555480-dall-e-3-api
https://help.openai.com/en/articles/8555480-dall-e-3-api
https://partnershiponai.org/wp-content/uploads/2024/03/pai-synthetic-media-case-study-adobe.pdf
https://partnershiponai.org/wp-content/uploads/2024/03/pai-synthetic-media-case-study-adobe.pdf
https://huggingface.co/RunDiffusion/Juggernaut-XL-v9
https://huggingface.co/RunDiffusion/Juggernaut-XL-v9
https://github.com/ShieldMnt/invisible-watermark
https://github.com/ShieldMnt/invisible-watermark
https://likms.assembly.go.kr/bill/billDetail.do?billId=PRC_R2V4H1W1T2K5M1O6E4Q9T0V7Q9S0U0
https://likms.assembly.go.kr/bill/billDetail.do?billId=PRC_R2V4H1W1T2K5M1O6E4Q9T0V7Q9S0U0
https://github.com/Stability-AI/invisible-watermark-gpu
https://github.com/Stability-AI/invisible-watermark-gpu
https://stability.ai/safety
https://support.symdistro.com/hc/en-us/articles/217943943-What-is-YouTube-Content-ID
https://support.symdistro.com/hc/en-us/articles/217943943-What-is-YouTube-Content-ID
https://www.un.org/sites/un2.un.org/files/governing_ai_for_humanity_final_report_en.pdf
https://www.un.org/sites/un2.un.org/files/governing_ai_for_humanity_final_report_en.pdf
https://huggingface.co/spaces/Yntec/PrintingPress
https://huggingface.co/spaces/Yntec/PrintingPress

	Abstract
	1 Introduction
	2 Background: The Generative AI supply chain in text-to-image generation
	2.1 Text-to-image generation
	2.2 The generative AI supply chain
	2.3 Techniques for (water)marking AI-generated image content

	3 Legal analysis: Watermarking obligations under the EU AI Act
	3.1 Approach and Scope of the AI Act
	3.2 The AI Act's rules for watermarking and disclosing AI-generated content
	3.3 What the watermarking rules mean in practice

	4 Methodology: watermarking in practice
	4.1 Selection of AI systems for analysis
	4.2 Generation of images with selected systems
	4.3 Detection of watermarks and disclosures

	5 Results
	6 Limitations
	7 Discussion
	7.1 The wild west of AI image generation
	7.2 Challenges for the effective implementation of the AI Act

	8 Conclusions
	References

