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Abstract

Web access today occurs predominantly through mobile devices,
with Android representing a significant share of the mobile de-
vice market. This widespread usage makes Android a prime target
for malicious attacks. Despite efforts to combat malicious attacks
through tools like Google Play Protect and antivirus software, new
and evolved malware continues to infiltrate Android devices. Source
code analysis is effective but limited, as attackers quickly abandon
old malware for new variants to evade detection. Therefore, there
is a need for alternative methods that complement source code
analysis. Prior research investigated clustering applications based
on their descriptions and identified outliers in these clusters by
API usage as malware. However, these works often used tradi-
tional techniques such as Latent Dirichlet Allocation (LDA) and
k-means clustering, that do not capture the nuanced semantic struc-
tures present in app descriptions. To this end, in this paper, we
propose BERTDetect, which leverages the BERTopic neural topic
modelling to effectively capture the latent topics in app descriptions.
The resulting topic clusters are comparatively more coherent than
previous methods and represent the app functionalities well. Our
results demonstrate that BERTDetect outperforms other baselines,
achieving ~10% relative improvement in F1 score.

CCS Concepts

« Security and privacy — Malware and its mitigation; « Infor-
mation systems — Information retrieval.
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1 Introduction

Mobile devices are pervasively used, and most of our online activi-
ties, be it web access, social networking, finance, gaming, or news
reading, happen over mobile apps. While app market operators such
as Google and Apple are working to make the mobile app ecosystem
safer [5, 18], mobile malware, spyware, and greyware are still being
reported [13, 39]. Most of the time, these apps with malicious inten-
tions hide behind legitimate uses. For instance, according to recent
reports, in 2023, Kaspersky identified over 153,000 malicious instal-
lation packages containing mobile banking Trojans [22]. The rising
prevalence of mobile malware also poses broader security chal-
lenges within corporate networks, as compromised smartphones
and tablets can expose sensitive or proprietary data, potentially
leading to data breaches.
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Traditional methods of malware detection include creating sig-
natures from source code patterns [7]. However, this method can
not detect previously unseen malware and will have limitations
when attackers create different variants or obfuscate code. Another
approach is to monitor the run-time behaviour of apps, i.e., dy-
namic analysis and use anomaly detection methods [16]. This is a
resource-intensive approach and can create many false positives [6].

As aresult, several works looked into the possibility of extracting
signals from app metadata as a complementary means to detect
new malware. For example, CHABADA [19] clusters applications
based on their natural language descriptions, and identify outliers
by relying on the API usage within these clusters with the expecta-
tion of identifying suspicious or potentially malicious behaviour. It
first uses Latent Dirichlet Allocation (LDA) to identify prevalent
topics within the app descriptions. Based on the topic probabilities
derived from LDA, it then applies the k-means clustering to cluster
applications with similar descriptions. Alecci et al. [1] follow a sim-
ilar approach by using GPT embeddings of app descriptions. Both
these studies treat the Google Play description of an app as a proxy
for its advertised behaviour whilst using the API call sequences to
verify the actual implemented behaviour.

Recent advances in natural language processing, especially driven
by transformer architectures, allow the possibility of improving
these methods. Compared to traditional methods such as LDA, neu-
ral topic modelling has shown great success in many fields [40, 43]
in uncovering latent topics and themes from large amounts of text
data. In this work, we show that neural topic modelling tools such as
BERTopic [20] can be effectively used to discover common themes
and underlying narratives in text data and as result, can be used to
create a data analytics pipeline to detect Android malware. More
specifically, we make the following contributions:

e We propose BERTDetect, a novel framework for detecting
Android malware using app metadata. BERTDetect utilizes
BERTopic to cluster Google Play app descriptions into co-
herent topics. These clusters enable API pattern analysis to
detect malicious behavior. To our knowledge, this is the first
application of neural topic modelling in malware detection.

e We compare BERTDetect’s performance against baseline
approaches such as LDA, CHABADA, and G-CATA, demon-
strating significant improvements in malware detection.
Notably, BERTDetect increases the True Positive Rate from
42.86% to 50.89% and the F1 score from 0.49 to 0.54 com-
pared to these previous methods.
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o We conduct further analysis and attribute BERTDetect’s ef-
fectiveness to more coherent topics generated by BERTopic.
This coherence enables more precise outlier detection, al-
lowing BERTDetect to accurately identify malicious apps
that often advertises false pretences.

2 Related Work
2.1 Android Malware Detection

Many studies have shown that mobile apps often request permis-
sions that are unrelated to their intended functionality. This be-
havior not only poses significant privacy risks but also serves as
an indicator for detecting malicious activities [10, 11, 17, 30, 31].
DREBIN [6] is one of the early work in Android malware detection
that allows lightweight smartphone analysis. It combines static
analysis of app features—permissions, API calls, and network ad-
dresses—into a vector space and uses machine learning to classify
apps as malicious or benign. Other static analysis approaches such
as [27, 42] have also contributed significantly to the development of
malware detection techniques. In order to overcome the limitations
of static methods and improve detection accuracy, dynamic analysis
approaches, such as DroidScope [45] and TaintDroid [16] use dy-
namic taint analysis, and Andromaly [37] uses anomaly detection
techniques to detect malware at runtime.

While dynamic approaches can detect malware that evades static
analysis, they are often resource-intensive, and require a controlled
execution environment. Other approaches address these challenges
by integrating both static and dynamic features with machine learn-
ing models to improve detection performance [3, 46]. For instance,
DL-Droid [3], is a deep learning-based system that improves An-
droid malware detection by carefully generating test inputs based
on the app’s current behavior. DL-Droid demonstrated high detec-
tion rates, particularly in identifying new, unseen malware, achiev-
ing up to 99.6% accuracy when using both dynamic and static fea-
tures. However, this approach, while effective, adds complexity and
increases computational demands, which may limit its practicality
in environments with limited resources.

In summary, mainstream Android malware detection methods—static
and dynamic analysis—each have limitations. Static analysis struggles
with code changes and obfuscation, while dynamic analysis demands
significant computational resources. These challenges underscore the
need for complementary strategies, like using metadata, to improve
detection.

2.2 Metadata for Android Malware Detection

To overcome the limitations of source code-based methods and
dynamic analysis, other works have explored the inclusion of easily
accessible metadata. For example, CHABADA [19] leverages the
disparity between the advertised and actual behavior of the app to
detect anomalies. It uses Latent Dirichlet Allocation (LDA) for topic
modelling and subsequent clustering of Android app descriptions,
coupled with an analysis of sensitive API usage via unsupervised
One-Class SVM. Due to its unsupervised nature, CHABADA can
detect malicious behaviours without prior knowledge of malware
signatures.

Recent work G-CATA [1] generates OpenAl text embeddings of
app descriptions to directly cluster these embedding using k-means
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algorithm. By doing so, G-CATA achieves more accurate grouping
of apps that lead to a significant improvement in malware detection
performance compared to CHABADA. However, it may not cap-
ture topics as effectively as a specialised topic modelling approach,
which utilize iterative processes to optimize topic assignments. A
few other works used app metadata to detect non-malicious yet
dubious behaviors of mobile apps. These include detecting spam
apps [35, 36], deliberate mis-categorizations [38], and app counter-
feits [21, 32].

In contrast to these, BERTDetect goes a step further by integrating
neural topic modelling to cluster apps based on their app descriptions.
Rather than relying solely on static metadata or predefined categories,
our framework effectively identifies outliers within these clusters by
analyzing API call patterns, offering a more effective and adaptable
method for mobile malware detection.

3 BERTDetect Framework

BERTDetect is based on the intuition that an app’s functionality
can be represented by one or more high-level natural language top-
ics. For example, a food delivery app may consist of functionality
groups related to food defined by words such as {food, order,
dinner, pizza} and maps and navigation defined by words such
as {location, map, co-ordinates} for the food delivery part.
These functionality groups can be associated with various Android
APIs [19]. For example, the delivery-related functionality group will
use Android’s Location Manager API calls. And the online order-
ing functionality group will access Subscriptions and In-App
Purchases API If an app accesses API calls outside its functionality
groups, it can be considered an outlier and potentially malicious.

Based on this intuition, we propose BERTDetect, Android mal-
ware detection framework, which has two main phases: Training
and Inference. The training phase consists of three steps; i) Generat-
ing topics for Google Play descriptions using BERTopic, ii) Assigning
apps to topics based on topic affinity, and iii) Training One-Class
SVMs for each topic based on their API call usage. In the inference
phase, new apps are evaluated against the established topic clusters
and the corresponding outlier detection model to identify potential
malware. In Figure 1, we show a schematic overview of our process.
Next, we describe each step of the training phase in detail, followed
by the inference phase.

3.1 Training Phase

3.1.1  Generating topics for Google Play descriptions using BERTopic.
We first generate a set of topics and a topic probability distribution
by training a BERTopic model [20] using Google Play descriptions of
benign apps. A topic probability distribution indicates the likelihood
that a particular app description is associated with each of the topics,
providing a way to quantify the relevance of topics within the text.

BERTopic first creates document embeddings for app descrip-
tions using a pre-trained BERT [15] model to obtain document-level
information. Then, the dimensionality of these embeddings is re-
duced using the UMAP [28] algorithm, and similar embeddings
are clustered together using the HDBSCAN algorithm. Finally, the
app descriptions of each cluster are tokenized and weighed using
class-based variation of TF-IDF to generate a topic representation.
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Figure 1: BERTDetect Framework

We chose BERTopic for this module of the framework because it
effectively handles the non-spherical nature of clusters, providing
more accurate and meaningful topic representations. This capa-
bility is especially useful for capturing the complex structure of
textual data, as evidenced by BERTopic’s superior clustering per-
formance in domains such as news classification and scientific
literature analysis [34, 41]. Other topic modelling methods such as
Top2Vec [4] and Doc2Vec [25], use a centroid-based topic modelling
approach that generates the topic representation from words that
are close to the cluster’s centroid. This centroid-based approach
assumes that clusters are spherical, centered around a single point.
However, in real-world scenarios, clusters often have more com-
plex, non-spherical structures, and relying on centroids can lead
to less accurate and potentially misleading topic representations.
BERTopic’s ability to capture these complex cluster shapes makes
it a good fit for our framework.

BERTopic automatically determines a fixed number of topics for
any given dataset, which is particularly advantageous for applica-
tions where the exact number of topics is not known beforehand.
This number is determined based on the clustering method em-
ployed by BERTopic and the specific characteristics of the dataset
being analyzed. When we apply BERTopic to our dataset of benign
app descriptions, it identifies 76 distinct topics, a number that is
comparable to those used in other works, such as G-CATA, which
also utilize a similar range of topics (cf. Section 4.2).

3.1.2  Assigning apps to topics based on topic affinity. Topic mod-
elling associates an app description with each topic, assigning a
specific probability to indicate the strength of that association.
Similar to the usage in CHABADA [19], we refer to this as “topic
affinity”. Our next step is to assign each app description, and thus
the corresponding app, to a single topic by selecting the topic with
the highest probability, i.e., the topic with the strongest affinity. As
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Figure 2: Distribution of the first and second highest affinity
values assigned to app descriptions in BERTopic. (a) illus-
trates that, for most app descriptions, the highest affinity
values are close to 1.0, indicating a strong association with a
single dominant topic. (b) displays the distribution of the sec-
ond highest affinity values, which are predominantly close
to zero.

shown in Figure 2, BERTopic tends to allocate a high probability to
a single dominant topic for most app descriptions. This suggests
that the model is confident in its assignment, making it reasonable
to rely on the topic with the highest affinity as the primary repre-
sentation of the app. This clear assignment ensures that each app
is associated with the topic that best captures its core character-
istics. It provides an interpretable representation that minimizes
ambiguity. By grouping apps based on their dominant topic, we
can identify groups of applications showing similar characteristics,
enabling us to analyze patterns of behavior and usage within these
topics. We present qualitative examples in Appendix A, comparing
the topics generated for Viber and Telegram across BERTopic, LDA,
and CHABADA. These examples highlight BERTopic’s effective-
ness in capturing coherent and interpretable topics that align with
each app’s primary functionality.



3.1.3  Training One-Class SVMs for each topic based on their API
call usage. For each app assigned to a given topic, we extract the
API calls by analyzing the app’s APK file using Androguard [14].
We then use the same method as Alecci et al. [1] to extract the
list of used API calls that are protected by permissions. Then, we
convert these API calls into binary feature vectors to train One-
Class Support Vector Machine models (OC-SVM) for each topic. As
mentioned in Section 3.1.1, during training, we use only benign

apps.

3.2 Inference Phase

As illustrated in Figure 1(B), during the inference phase, we use the
trained BERTopic model to find the topic for each app in the test set.
Then, for each app, we extract the API calls and use the correspond-
ing OC-SVM to decide whether the app belongs to that class or not
- if not, we consider it malware. Unlike the training phase, which
used only benign apps, here we use benign and known malicious
apps to assess the performance of BERTDetect and compare with
baselines.

4 Experiment Setup and Results

In this section, we introduce the dataset used to evaluate BERT-
Detect’s performance. Next, we describe the baselines used for
comparison, followed by malware detection results.

4.1 Dataset

We use the ANDROCATSET dataset by Alecci et al.[1], comprising
5,000 benign apps from the Google Play Store, categorized into 50
unique classes (100 apps per class), manually verified by the authors.
Each app includes a unique app ID, description text, and a list of
sensitive API calls, governed by Android permissions and extracted
via Androguard[14].

ANDROCATSET also includes 500 malicious apps. However they
did not contain the app descriptions, which we extracted from
AndroZoo [2] and the Google Play Store. Out of the 500 malicious
samples, descriptions for 448 were successfully retrieved.

We split ANDROCATSET into training, validation, and test sets
(Table 1). The training set contains 4,000 benign apps, while valida-
tion and test sets each have 500 benign apps, expanded with 224
malicious apps randomly sampled. The training set contains only
benign apps, since our unsupervised framework learns from them
exclusively.

Table 1: Dataset Summary

Dataset Split Benign Apps Malicious Apps  Total Apps
Training Set 4000 - 4000
Validation Set 500 224 724

Test Set 500 224 724

4.2 Baseline Models

We compare our method with three baselines.

i) LDA [9] (Latent Dirichlet Allocation) A probabilistic topic model
that identifies latent topics in text. Using the LDA MALLET library,!
apps are assigned to the topic with the highest affinity.

!LDA MALLET (MAchine Learning for LanguagE Toolkit)
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ii) CHABADA [19], Combines LDA with k-means clustering on
topic affinities of app descriptions. It identifies outliers using OC-
SVMs trained on sensitive APIs. For fair comparison, we set the
number of topics to 50, following Alecci et al. [1].

iii) G-CATA [1] (GPT-based CATegorization of Android apps)
Generates app description embeddings using OpenAl’s ada text
embeddings API and clusters them into 50 groups via k-means. OC-
SVMs trained on benign app APIs are used to detect outliers. Unlike
LDA, CHABADA, and BERDetect, G-CATA clusters directly from
text embeddings.

Finally, we highlight that unlike CHABADA and G-CATA, BERT-
Dectect which uses BERTopic, does not involve a separate clustering
step. This is because BERTopic integrates clustering within its topic
modelling process (cf. Section 3.1.1).

4.3 Malware Detection Performance

We present the results in Table 2, where BERTDetect emerges as
the most effective method, achieving the highest F1 Score of 0.54
and a TP Rate of 50.89%, indicating its ability to identify malware
while maintaining a balanced performance across other metrics.

Table 2: Performance Results for Malware Detection

Method TN Rate FP Rate FN Rate TP Rate F1 Score
LDA 85.60% 14.40% 80.80% 19.20% 0.25
CHABADA 83.80% 16.20% 68.75% 31.25% 0.37
G-CATA 86.60% 13.40% 57.14% 42.86% 0.49
BERTDetect 82.40% 17.60% 49.11% 50.89% 0.54

Although G-CATA exhibits the highest True Negative (TN) rate
at 86.60%, it shows low True Positive (TP) rate of 42.86%. In mal-
ware detection, it is crucial to maintain a high true positive rate
while also achieving a high true negative rate to avoid missing real
threats and minimizing false alarms. The significant increase of the
True Positive Rate in BERTDetect compared to G-CATA, and the
overall improvement of F1 score from 0.49 to 0.54 (i.e, ~10% rela-
tive increase), confirms the ability of BERTopic to more accurately
differentiate between benign and malicious apps.

5 Results Analysis

We conduct analysis on the topic and cluster quality of BERTDe-
tect and other baselines to explain why BERTDetect is performing
better.

5.1 Topic Quality Evaluation

First, we compare the quality of topics generated by BERTDetect
and other baselines using topic coherence measures. Topic coherence
reflects the human-interpretability of topics, i.e., the degree to which
the words within a topic cluster are semantically related [23, 24].
A high topic coherence indicates that the topics generated are
meaningful and can be easily understood, which ensures that they
(or clusters formed from them) accurately represent distinct and
interpretable themes of app functionalities. Comparable to other
work [20, 33], we measure the topic coherence using NPMI and Cv.
We provide a brief description of each metric in Appendix B.
Figure 3 presents complementary cumulative distribution func-
tion (CCDF) plots of NPMI and Cv scores for BERTopic, LDA, and
CHABADA. Note that we don’t have these results for the G-CATA
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because it applies k-means clustering directly to text embeddings.
As aresult, it does not generate topics that can be evaluated using
coherence measures like NPMI and Cv.

According to Figure 3(a), BERTopic consistently achieves higher
NPMI scores compared to LDA and CHABADA, indicating superior
topic quality. Around 70% of the topics generated by BERTopic have
a NPMI score greater than 0.2, whereas around 40% of the topics
from LDA and 0% from CHABADA achieve NPMI scores higher
than 0.2. This difference illustrates BERTopic’s ability to produce
more coherent topic clusters as measured by the NPMI metric.

Similarly, in Figure 3(b), which presents the CCDF of Cv co-
herence scores, BERTopic also outperforms LDA and CHABADA.
Approximately 90% of the topics generated by BERTopic have a Cv
score above 0.6, while only about 60% of LDA’s topics and none
from CHABADA exceed this threshold. This further demonstrates
the robustness of BERTopic in generating semantically coherent
topics across different coherence measures. Overall, the CCDFs of
BERTopic demonstrate a slower decline, implying that a higher pro-
portion of its topics attain higher coherence scores. In contrast, LDA
and CHABADA show steeper declines, with CHABADA exhibiting
the lowest overall topic quality.

— —— BERTopic e —— BERTopic
T LoA )\ T DA

—— CHABADA o8 v

01 02 0 3
NPMI Score Cv Score
@ (b)

Figure 3: CCDF of Topic Cluster Quality. The curves demon-
strate how BERTopic consistently maintains higher quality
topic clusters across different metrics compared to the base-
lines LDA and CHABADA.

Despite showing poor topic quality, earlier, we saw CHABADA
performed better in the end-to-end malware detection task than
LDA (cf. Table 2). This is because CHABADA performs a clustering
step after applying LDA for topic modelling, optimizing specifically
for the objective of distinguishing outliers rather than generat-
ing semantically coherent topics. This additional clustering step
allows CHABADA to cluster different topics together, capturing
similar app behaviors necessary for outlier detection. Overall, the
results show that BERTopic consistently outperforms both LDA and
CHABADA in terms of topic coherence, as evidenced by higher av-
erage scores and relatively low standard deviations for both Cv and
NPMI metrics. LDA, while performing better than CHABADA, shows a
notable gap in coherence quality compared to BERTopic. As we further
demonstrate later, the higher topic quality of BERTopic is the main
contributing factor to the higher malware detection performance of
BERTDetect.

5.2 Effect of Topic Quality

Figures 4 and 5 show two malware topic assignment examples. They
illustrate the word clouds of the topics to which two malware apps
were assigned, based on their app description by LDA, CHABADA,
G-CATA, and BERTDetect.

express
button

Funit’display help u S eea sili
%L‘; math ; data u nt w lCUl
|u;< I I | l

:
-
3
O requir -
I
_Y

Ty

0 32

230

result SP ay

é:o‘pe’rt:;;[-‘ unction: convert fea t ur

LDA Topic 41 CHABADA Topic Cluster 28

gidestination aref > Wi turn tyrnnep o E -
k] 2 wiie SDS i B 1
o L mviedtion 3 makeup
2] location & g
=t direction %‘ au
So information Q

I a collage maker
search ate;;rfzz%cllte'%ace e

ed)tlng

e v~ AT =) mf”fi;
=0 Ute srimage € feC

G-CATA Cluster 18 BERToplc TOpIC 31

Figure 4: Word clouds of the topic assignments of a malicious
“Bridal makeup" app.
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Figure 5: Word clouds of the topic assignments of a malicious
“Event reminder" app.

For instance, as shown in Figure 4, a malicious app with a de-
scription related to bridal makeup is assigned by BERTopic to the
topic “photo, editor, effects, makeup, and filters", which aligns well
with the app’s description. However, CHABADA and LDA catego-
rize this app under clusters related to mathematical operations and
conversions, while G-CATA places it in a cluster associated with
navigation. Similarly, in Figure 5, an event reminder and tracker
app is correctly assigned by BERTopic to the topic about “calendar,
agenda, events, and reminders," while the other models incorrectly
classify it under unrelated clusters like calculator or conversion
tools. These examples illustrate the limitations of CHABADA, LDA,
and G-CATA in accurately capturing the semantic meaning of app
descriptions, whereas BERTopics’s assignments show better con-
textual alignment, suggesting it as a more reliable method for iden-
tifying malware at the OC-SVM step.

Based on this observation, we next check whether the coherence
of the topic/topic cluster has an impact on the performance of the
malware detection results of the OC-SVMs. The scatter plot in Fig-
ure 6 shows the cluster/topic-wise F1 scores for LDA, CHABADA,
and BERTopic. We can see how both LDA and CHABADA have
most of their clusters with very low F1 scores, and only a limited
number of clusters out of the 50 clusters have non-zero F1 scores.
In contrast, BERTopic has more topics with higher F1 scores, and



1.0 L J v ¥ VeV
@ LDA
@ CHABADA o ag
@® BERTopic ee o
0.8+ e
[ [ ]
(CJ (] e e )
0.6 ® L
g ® [} [ J
& ® L] ® e
A ® °
“ o4 L ® ° L 2
[ J [ ] <« L
» L]
[
0.2 ®
0.0 & 5 M S@@RD |
0.0 0.2 0.4 0.6 0.8 1.0

Coherence Score

Figure 6: Cv Coherence vs F1 Score of individual topic clusters
from topic models LDA, CHABADA and BERTopic.

they are mostly aligned to the right side of the x-axis, indicating
higher coherence. Hence, the topics generated by BERTopic show
an overall higher coherence and F1 score in a majority of its topics.

All in all, these findings highlight the significant advantage of
BERTopic over both LDA and CHABADA in generating topic clus-
ters that are not only more coherent but also lead to better outlier
detection performance when applied with OC-SVMs. The higher
alignment of BERTopic’s clusters on the right side of the x-axis in
the scatter plots indicates a strong correlation between topic coher-
ence and F1 scores. This suggests that BERTopic’s ability to produce
more meaningful and distinguishable topics is a contributing factor
to its superior performance in identifying outliers.

5.3 Ablation w.r.t Neural Topic Modelling

Finally, to show that neural topic modelling of app descriptions has
a tangible impact on outlier detection performance, we trained an
OC-SVM model using API calls extracted solely from benign apps.
This approach allows to establish a baseline for understanding how
well the classifier performs without neural topic modelling, thereby
isolating the effects of topic modelling on the detection process. We
present the performance of this model on our test set in Table 3.

Table 3: Results with and without Neural Topic Modelling

Method TN Rate FP Rate FN Rate TP Rate F1 Score
OC-SVM only 55.60% 44.40% 29.46% 70.54% 0.52
BERTDetect 82.40% 17.60% 49.11% 50.89% 0.54

The results from the OC-SVM model trained solely on benign
API calls demonstrate notable limitations in distinguishing between
malicious and benign applications. While the model achieves a rel-
atively high True Positive Rate (TP Rate) of 71%, its True Negative
Rate (TN Rate) is considerably low at 56%, indicating that nearly
half of the benign apps are incorrectly classified as malicious. This
is further reflected in the high False Positive Rate (FP Rate) of 44%,
which suggests that many benign apps are mistakenly flagged as
threats. In inherently imbalanced applications, such as malware
detection, where the consequences of false positives are high (e.g.,
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generating unnecessary alerts disrupting user experience or creat-
ing alert fatigue), F1 score, which ignores True Negatives, may not
comprehensively evaluate the model’s effectiveness. As a result,
even though the F1 scores appear close, BERTopic outperforms the
basic model without topic modelling as it provides a better balance
between the true positives and true negatives. Finally, we also high-
light that when compared to other baselines in Table 2, the naive
OC-SVM method, in fact, performs well, surpassing all of them,
again highlighting the inadequacy of topic modelling approaches
of those works.

6 Discussion and Concluding Remarks

In this paper, we proposed BERTDetect, a neural topic modelling
approach that can identify functionality clusters within Google Play
descriptions of Android apps. These clusters enhanced the accuracy
and robustness of Android malware detection, providing a balance
between true positives and true negatives. As demonstrated in Sec-
tion 4, our approach using BERTopic consistently outperformed
baselines such as LDA, CHABADA, G-CATA. More specifically,
BERTDectect achieved a 10% relative increase in F1 score compared
to the next closest performing model G-CATA. We also provided
quantitative and qualitative evidence that the higher performance
of our method can be attributed to BERTopic’s (underlying topic
model behind BERTDetect) ability to generate more coherent and
meaningful topics, representing app functionalities correctly. Over-
all, our approach expands upon conventional methods, delivering
more reliable detection of malicious apps. We next discuss the limi-
tations and possible future improvements of our work.

Use of app metadata for malware detection: BERTDetect com-
plements existing static and dynamic analysis methods by leverag-
ing app metadata, offering a lightweight approach that avoids pars-
ing source code or monitoring network activities. While stronger
signals can be obtained from code-level or runtime analysis, BERT-
Detect can enhance overall protection—especially against previ-
ously unknown malware—when combined with these methods.
Impact of neural topic modelling:

We used BERTopic as our primary model, but other neural topic
models can provide similar benefits for outlier detection. Our analy-
sis in Section IV(F) confirms that topic modeling is crucial for boost-
ing precision and recall. Notably, BERTopic outperformed the Large
Language Model (LLM)-based GPT embeddings, and future work
could explore other neural topic models such as CombinedTM [8],
TopClus [29], or FASTopic [44]

Limitations of the dataset: Comparable to prior work [1, 19], we
demonstrated the performance of BERTDetect on the ANDROCAT-
SET dataset. However, there is a notable lack of datasets containing
both APK files and corresponding app descriptions. Other Android
malware datasets [6, 26] only include APK files, making it difficult
to test metadata-based methods like BERTDetect on a broader scale.
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A Qualitative Analysis of Topic Assignments

To validate the effectiveness of BERTopic in assigning a single
dominant topic to app descriptions, we present qualitative examples
of topic assignments for two popular messaging apps, Viber and
Telegram. Figures 7, 8, and 9 show word clouds for topics assigned
using BERTopic, Latent Dirichlet Allocation (LDA), and CHABADA,
respectively.

As seen in Figure 7, BERTopic identifies a coherent and inter-
pretable primary topic capturing core app features, with terms like
“message,” “chat,” “call,” and “friend,” reflecting the messaging and
communication functionalities of Viber and Telegram. In contrast,
LDA and CHABADA assign multiple topics per app, resulting in
fragmented representations where some topics lack clear relevance.
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Figure 7: For both Viber and Telegram apps, BERTopic as-
signs a dominant topic with terms closely related to mes-
saging. The high frequency of relevant terms indicates that
BERTopic successfully identifies and isolates the core fea-
tures of messaging apps, making the assignment intuitive
and directly interpretable.

For example, as shown in Figure 8, LDA assigns multiple topics
to Telegram (e.g., Topics 24, 23, 9, and 39). Among these, only one
topic closely relates to messaging, while others include generic
terms like “device”, “secure”, and “time”, diluting interpretability.
CHABADA’s approach, which applies k-means clustering to LDA
topics, produces broad clusters that lack focus, as shown in Figure 9.
These clusters often include generic terms like “make,” “help,” “one,”
and “use,” making it difficult to identify specific functionalities.

These examples highlight the advantage of our approach, which
selects the single most meaningful topic from BERTopic as a reliable
representation for each app. By focusing on one coherent topic, we
enhance interpretability and reduce the complexity and ambiguity
associated with multi-topic assignments.
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Figure 8: Wordclouds of topics assigned by LDA to Telegram.
Here, while Topic 23 is more relevant to Telegram, the appli-
cability of other topics; 9, 24, and 39 is marginal. They are
still related to the app. However, they don’t show a strong
coherence in what each topic is representing.
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Figure 9: (a) Word cloud of the topic cluster assigned by
CHABADA to Telegram’s app description, and (b) word cloud
of the topic cluster assigned by CHABADA to Viber’s app
description. Both clusters predominantly consist of generic
terms that fail to capture the distinct purposes of the apps.
While some keywords may loosely align with the app’s fea-
tures, the clusters remain too broad to effectively represent
the unique messaging and communication functionalities.

B Topic Coherence Metrics

Normalized Pointwise Mutual Information (NPMI) is a ro-
bust coherence measure for topic modeling, addressing the low-
frequency bias of Pointwise Mutual Information (PMI) by introduc-
ing a fixed upper bound. PMI measures how often two terms w;
and w; co-occur compared to their independent occurrences [12].
NPMI normalizes PMI by dividing it by the negative logarithm of
the co-occurrence probability, ensuring more reliable coherence
scores that reflect semantic relationships [24] (see Equation 1). NPMI
ranges from -1 to 1, with higher values indicating better coherence.

P(Wi,W )
N-1log Wp(jw.)
N _ - PRw)PRW)
NPMI(w;) ]Z:; —log P(wi, wj) v

Cv score is a widely used coherence metric, showing the highest
correlation with human evaluations according to Réder et al. [33].
To compute the Cv score, the corpus is tokenized, and top-N words
are extracted for each topic. Word embeddings (e.g., Word2Vec or
GloVe) represent these words in a high-dimensional space. A sliding
window generates context vectors based on word co-occurrence,
and cosine similarity is calculated between the context vectors of
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word pairs. These similarity scores are aggregated and normalized values indicating better topic coherence and stronger semantic
to produce the final Cv score, which ranges from 0 to 1, with higher relationships.
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