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Abstract—Various emerging applications in sixth-generation
(6G) wireless demand a seamless integration of communication
and sensing services, driving the development of integrated sens-
ing and communication (ISAC) systems. Using a common wave-
form for both functions introduces additional security challenges,
as information-bearing signals are vulnerable to eavesdropping.
While a variety of secure beamforming designs are proposed
in literature for metasurface-enabled ISAC systems with single-
antenna users and eavesdroppers, optimal designs for multi-
antenna scenarios remain unexplored. This paper addresses this
gap by studying a simultaneously transmitting and reflecting
reconfigurable intelligent surface (STAR-RIS)-enabled multi-user
multiple-input multiple-output (MU-MIMO) ISAC system and
proposing an optimal beamforming design to maximize the
sum secrecy rate while ensuring sensing quality for multiple
targets. An alternating-optimization based iterative solution is
developed to tackle the non-convex optimization problem. The
presented analysis confirms that the computational complexity
of the proposed algorithm grows linearly with the number of
metasurface elements. Our numerical results show the benefit
of using STAR-RIS to increase the sum secrecy rate of the MU-
MIMO ISAC system compared to its corresponding conventional
RIS (cRIS)-enabled and w/o RIS systems.

Index Terms—Integrated sensing and communication (ISAC),
simultaneously transmitting and reflecting reconfigurable intelli-
gent surface (STAR-RIS), physical-layer security, multiple-input
multiple-output (MIMO)

I. INTRODUCTION

Given the increasing demand for seamless coexistence
of communication and sensing services in various sixth-
generation (6G) wireless applications, integrated sensing and
communication (ISAC) has emerged as a cornerstone of re-
search within the wireless community [1]. The advantages
of intelligent metasurfaces in ISAC systems have also now
been well-established [2], [3]. However, since shared signals
are utilized for both communication and sensing in the ISAC
paradigm, these signals become potentially detectable by
sensing targets. This introduces significant security risks, as
sensing targets may potentially intercept confidential commu-
nication data. To address this security challenge, researchers
are exploring numerous innovative physical-layer security ap-
proaches.

In this direction, the problem of ergodic secrecy rate
maximization in a reconfigurable intelligent surface (RIS)-
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aided ISAC system, consisting of a single-antenna legitimate
user, a single-antenna eavesdropper, and a target was con-
sidered in [4]. The problem of radar signal-to-noise ratio
(SNR) maximization in a RIS-enabled ISAC system with
multiple single-antenna communication users, and one single-
antenna eavesdropping target was considered in [5]. Similarly,
the authors in [6] considered a RIS-enabled ISAC system
with multiple single-antenna communication users, one single-
antenna eavesdropper, and a passive target, where they propose
optimal beamforming design to minimize the maximum eaves-
dropping signal-to-interference-plus-noise ratio (SINR). The
optimal beamforming design to maximize the sum secrecy rate
in a RIS-enabled ISAC system with multiple single-antenna
communication users, and one single-antenna eavesdropping
target was proposed in [7]. Similarly, optimal secure beam-
forming design for simultaneously transmitting and reflecting
RIS (STAR-RIS)-enabled ISAC system with multiple single-
antenna communication users and a single/multiple single-
antenna eavesdropping target(s) were proposed in [8], [9].
More recently, a joint secure and covert beamforming design
for a STAR-RIS-enabled ISAC system was proposed with
multiple single-antenna secrecy users, multiple single-antenna
covert users (CUs), one single-antenna eavesdropping target,
and one single-antenna warden to detect the existence of the
wireless transmission from base station to CUs [10].

In summary, prior works proposed secure beamforming
for metasurface-enabled ISAC systems with single-antenna
users and eavesdroppers. However, the secrecy performance
of MU-MIMO ISAC systems with multi-antenna eavesdrop-
pers remains unexplored. Given that future 6G devices (e.g.,
smartphones, wearables, IoT devices, autonomous vehicles)
will feature multiple antennas, we study a STAR-RIS-aided
MU-MIMO ISAC system where the base station and com-
munication users have multiple antennas, and multiple single-
antenna targets collaboratively act as eavesdroppers.

Against this background, the main contributions of this
paper are:

1) We formulate the joint design of transmit, receive, and
STAR-RIS beamformers to maximize the sum secrecy
rate in a STAR-RIS-enabled MU-MIMO system, subject
to sensing QoS constraints for multiple targets, a trans-
mit power budget, STAR-RIS operation protocol, and
unit-norm receive beamforming.
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2) To ensure scalability, we propose an alternating opti-
mization (AO)-based iterative algorithm for the non-
convex problem, where receive beamformers are derived
in closed-form, and transmit and STAR-RIS beamform-
ers are obtained via a penalty dual decomposition-
based accelerated gradient projection method. Complex-
ity analysis of the proposed algorithm shows linear
scaling with the number of metasurface elements.

3) Extensive simulations demonstrate the performance
gains of the proposed STAR-RIS-enabled MU-MIMO
ISAC system and highlight the impact of key design
parameters. Results show superiority over benchmarks
in terms of average sum secrecy rate, and reveal the
effects of varying the number of user and eavesdropper
antennas.

II. SYSTEM MODEL AND PROBLEM FORMULATION

System Model: We consider a STAR-RIS-enabled MU-
MIMO ISAC system, as shown in Fig. 1, which consists
of a dual-function radio-communication (DFRC) base sta-
tion (BS), one STAR-RIS, K communication users, and L
sensing targets. The communication users are denoted by
Uk ∀k ∈ K ≜ {1, 2, . . . ,K}, and the targets are denoted by
El ∀l ∈ L ≜ {1, 2, . . . , L}. The BS has NT transmit antennas
and NR receive antennas, STAR-RIS has NS metasurface
elements, Uk (∀k ∈ K) is equipped with NU receive antennas,
and El (∀l ∈ L) has a single receive antenna. We denote the
wireless links between the transmit antennas array at the BS
and STAR-RIS, transmit antennas array at the BS and Uk, and
STAR-RIS and Uk by HBS ∈ CNS×NT , HBk ∈ CNU×NT ,
and HSk ∈ CNU×NS , respectively. The steering vector from
the transmit antenna array at the BS to El is denoted by
vT(ϕl) ∈ C1×NT , and that from El to the receive antenna
array of the BS is denoted by vR(ϕl) ∈ CNR×1, where ϕl is
the azimuth angle of El w.r.t. the BS. The self-interference link
between the transmit and receive antenna arrays at the BS is
represented by G ∈ CNR×NT . Similar to [5]–[7] and [9], we
assume that the targets are located far away from the STAR-
RIS, and therefore, the links between STAR-RIS and targets
do not exist. The set of indexes of the communication users
in the reflection and transmission regions of the STAR-RIS

Fig. 1. System model for STAR-RIS-enabled MU-MIMO ISAC.

are respectively denoted by KR and KT, where KR ∪ KT =
K ≜ {1, 2, . . . ,K} and KR∩KT = ∅. In line with [5]–[8], we
assume that the BS has access to perfect instantaneous channel
state information for all the links. However, different from the
existing papers [4]–[9], where a single-antenna eavesdropper
was considered, we assume that all the targets cooperatively
eavesdrop to decode the information symbols intended for the
communication users. In this manner, the targets effectively
behave as a single eavesdropper with multiple antennas,
maximizing the chance of successfully decoding information
symbols. Similar to [8], it is assumed that the STAR-RIS
operates in the power-splitting mode, i.e., for an incident signal
x, the response of the mth metasurface element of the STAR-
RIS in the reflection and transmission regions are respectively
modeled by θmRx and θmTx, where

∑
κ∈{R,T} |θmκ |2 = 1,

and ∠θmκ ∈ [0, 2π) ∀m ∈ NS ≜ {1, 2, . . . , NS}.
Following [5], the transmitted signal from the BS is given

by x =
∑

k∈K Fckwck+
∑

l∈L Fslwsl where wck ∈ CNmin×1

is the signal vector intended for Uk with Fck ∈ CNT×Nmin

being the corresponding transmit precoding matrix, Nmin ≜
min{NT, NU}, and wsl ∈ CNT×1 is the sensing vector corre-
sponding to El with Fsl ∈ CNT×NT being the corresponding
transmit precoding matrix. The signal received at Uk is then
given by yUk

= (HBk+HSkΘkHBS)x+nUk
≜ Zkx+nUk

,
where Zk = HBk + HSkΘkHBS ∈ CNU×NT , and nUk

∼
CN (0, σ2

Uk
I) is the additive white Gaussian noise (AWGN)

at Uk. Moreover, Θk = diag(θk), and

θk =

{
θR = [θ1R, . . . , θNSR]

T ∈ CNS×1, if k ∈ KR

θT = [θ1T, . . . , θNST]
T ∈ CNS×1, otherwise

. (1)

On the other hand, the signal received at El is given by
yEl

= vT(ϕl)x + nEl
, where nEl

∼ CN (0, σ2
El
) is the

AWGN at the target El. Hence, the received signals at the
targets can be collectively represented as yE = VTx + nE,
where VT ≜ [vT(ϕ1)

T,vT(ϕ2)
T, . . . ,vT(ϕL)

T]T ∈ CL×NT ,
and nE = [nE1 , nE2 , . . . , nEL

]T. Without loss of generality,
we assume σ2

Uk
(∀k ∈ K) = σ2

El
(∀l ∈ L) = σ2, and

with a slight abuse of notations, we define HBS ← HBS/σ,
HBk ← HBk/σ, and vT(ϕl)← vT(ϕl)/σ.

Hence, the instantaneous achievable secrecy rate
(in nats/s/Hz) for Uk is given by Rck(J,θ) =
ln det

[
I + ZkJckZ

H
kA

−1
kk

]
− ln det

[
I + VTJckV

H
TB

−1
k

]
,

where Jck ≜ FckF
H
ck (∀k ∈ K), Jsl ≜ FslF

H
sl (∀l ∈ L)

are the transmit covariance matrices, J ≜
{Jc1,Jc2, . . . ,JcK ,Js1,Js2, . . . ,JsL} ≜ {J̄1, . . . , J̄K+L},
Σck ≜

∑
ȷ∈K\{k} Jcȷ +

∑
l∈L Jsl, Akk ≜ I + ZkΣckZ

H
k ,

Bk ≜ I + VTΣckV
H
T, and θ = [θT

R,θ
T
T]

T. At the
same time, the echo signal received at the BS receive
antenna array from the sensing targets can be given
by yR =

∑
l∈L αlvR(ϕl)vT(ϕl)x + Gx + nR ≜∑

l∈L αlVRlx + Gx + nR, where VRl = vR(ϕl)vT(ϕl),
G ← G/σ, nR ∼ CN (0, I) is the normalized AWGN at
the BS, and αl depends on the target radar cross-section



(RCS) of El with known E{|αl|2} = ᾱl. WLOG, we
assume ᾱl = ᾱ ∀l ∈ L. Before processing the received
signal for sensing El, the BS applies a receive beamforming
vector φl ∈ CNR×1 resulting in the following post-combining
received signal: φH

l yR =
∑

ℓ∈L αℓφ
H
l VRℓx+φH

l Gx+φH
l nR.

Hence, the post-combining SINR of the echo signal
received at the BS from El is modeled as1 γsl(J,φl) =
ᾱφH

l VRlΣVH
Rlφl

[
ᾱ
∑

ȷ∈L\{l} φ
H
l VRȷΣVH

Rȷφl +

φH
l GΣGHφl+∥φH

l ∥2
]−1

, where Σ ≜
∑

k∈K Jck+
∑

l∈L Jsl.
One can therefore define the sensing rate of El at the receive
antenna array of the BS as Rsl(J,φl) ≜ ln

[
1 + γsl(J,φl)

]
.

Problem Formulation: With the given background, the
problem of sum secrecy rate maximization for the communi-
cation users can be formulated as follows:

(P1) maximize
J,θ,Φ

∑
k∈K

Rck(J,θ), (2a)

subject to Rsl(J,φl) ≥ ∆sl ∀l ∈ L, (2b)
tr(Σ) ≤ Pmax, (2c)
|θmR|2+|θmT|2=1 ∀m ∈ NS, (2d)
∥φl∥

2 = 1 ∀l ∈ L. (2e)

In (P1), the sensing QoS is guaranteed by (2b) where
∆sl is the sensing rate threshold for El, (2c) corresponds
to the transmit power constraint with a budget on transmit
power from the BS denoted by Pmax, and (2d) is due
to the power-splitting protocol at the STAR-RIS. Moreover,
Φ ≜ [φ1,φ2, . . . ,φL], and (2e) ensures unit-norm receive
beamforming at the BS receive antenna array for each receive
beamforming vector φl. One can easily note that (P1) is non-
convex due to (2a), (2b), (2d), and (2e). Furthermore, the
difference-of-concave nature of the objective function, and
the coupling between the optimization variables (J and θ)
in (2a) (2b) makes (P1) challenging to solve.

III. AO-BASED PROPOSED SOLUTION

The size of (P1) can be prohibitively large since STAR-RIS
should be composed of hundreds of metasurface elements in
practical deployments to unlock its real potential. Therefore,
designing a low-complexity solution to (P1) is crucial. Keep-
ing this in mind, in this section, we propose a low-complexity
algorithm to obtain a stationary solution to (P1), and also
present the corresponding complexity analysis.

A. Optimal Φ for a given (J,θ)

For a given (J,θ), the design of Φ depends only on (2b)
and (2e). Using the notion of generalized Rayleigh quo-
tient, eigenvalue decomposition (EVD), and (2b), the optimal
φl (∀l ∈ L) to maximize γsl(J,φl) is given by φl,opt =

λmax

(
Ψ−1

2 Ψ1

)
, where Ψ1 ≜ ᾱVRlΣVH

Rl, Ψ2 ≜
(
I +

ᾱ
∑

ȷ∈L\{l} VRȷΣVH
Rȷ + GΣGH

)−1
, and λmax(X) denotes

the eigenvector corresponding to the largest eigenvalue of

1We assume that all the targets are resolvable at the BS. The details of
the underlying signal processing for resolving multiple targets at the BS is
beyond the scope of this paper.

X. It is noteworthy that the orthonormal property of the
eigenvectors (obtained via EVD) satisfies (2e) by default.

B. Optimal (J,θ) for a given Φ

For a given Φ, (P1) boils down to the following non-convex
optimization problem:

(P2) : maximize
J,θ

{
(2a)|(2b), (2c), (2d)

}
. (3)

Note that the main challenge in solving (P2) is due to the
variable coupling in (2a), the sensing constraint in (2b), and
the equality constraint (2d). To tackle this issue, we first define
G (J,φl,∆sl, τl) ≜ ∆sl + τl − Rsl(J,φl). It is then easy
to see that G (J,φl,∆sl, τl) = 0 is equivalent to (2b) for
some τl ∈ R+. By applying the penalty dual decomposition
method [11], an augmented Lagrangian objective function
corresponding to (P2) can be written as
Rν,ρ(J,θ, τ ) =

∑
k∈K

Rck(J,θ)

−
∑
l∈L

[
νlG (J,φl,∆sl, τl)+0.5ρ−1G 2(J,φl,∆sl, τl)

]
, (4)

where τ ≜ [τ1, τ2, . . . , τL]
T ∈ RL×1

+ , ν ≜ [ν1, ν2, . . . , νL]
T

is the vector of Lagrange multipliers, and ρ is the penalty
multiplier. Therefore, using (4), the problem in (P2) can be
transformed to the following optimization problem:
(P3) : maximize

J,θ,τ

{
Rν,ρ(J,θ, τ )|τ ∈ RL×1

+ , (2c), (2d)
}
. (5)

One can note that the design variables are now decoupled
in the constraints in (P3). It can also be shown that the
transformation of (P2) to (P3) does not change the optimality
of the original problem. Since the objective function in (P3)
is smooth, and the constraints therein can be satisfied using
projection operations, one can obtain numerically efficient
solutions to the problem using Riemannian manifold optimiza-
tion (RMO)-based approaches such as Conjugate-Gradient,
Barzilai-Borwein, and Trust-Region methods. However, we
use the accelerated proximal gradient method [12], due to its
faster convergence, which is based on Euclidean gradients. It is
noteworthy that although the proximal gradient method in [12]
was originally proposed for optimization problems with non-
smooth objective function, it is also applicable for problems
with smooth objective functions.

Before proceeding further, we first obtain the gradients
of the augmented objective function Rν,ρ(J,θ, τ ) w.r.t. J
and θ. It is straightforward to note that ∇JRν,ρ(J,θ, τ ) =
[∇J̄1

Rν,ρ(J,θ, τ ), . . . ,∇J̄K+L
Rν,ρ(J,θ, τ )]. A closed-form

expression for∇J̄ϖ
Rν,ρ(J,θ, τ ) ∀ϖ ∈ {1, . . . ,K+L} can be

then given by ∇J̄ϖ
Rν,ρ(J,θ, τ ) =

∑
k∈K∇J̄ϖ

Rck(J,θ) +∑
l∈L

[
νl + ρ−1G (J,φl,∆sl, τl)

]
∇J̄ϖ

Rsl(J,φl), where

∇J̄ϖ
Rck(J,θ) =


ZH

ϖC−1
ϖ Zϖ −VH

TD
−1VT if ϖ = k

ZH
k

(
C−1

k −A−1
kk

)
Zk

−VH
T

(
D−1 −B−1

k

)
VT otherwise,

(6)
∇J̄ϖ

Rsl(J,φl) is given by (7), shown on the next page,
Cϖ ≜ I + ZkΣZH

k , and D ≜ I + VTΣVH
T. The



closed-form expressions in (6) and (7) are derived using
the relation det[I + XY−1] = det[I + Y−1/2XY−1/2],
and [13]. Detailed derivation of the gradients is omitted
due to space constraints. Similarly, an analytical expres-
sion for ∇θκRν,ρ(J,θ, τ ) ∀κ ∈ {R,T} is given by
∇θκRν,ρ(J,θ, τ ) =

∑
k∈K∇θκRck(J,θ), where

∇θκRkt(J,θ) =


vecd

{
HH

Sk

(
C−1

k ZkΣ

−A−1
kk ZkΣck

)
HH

BS

}
if k ∈ Kκ

0 otherwise.
(8)

Here we use the fact that G (J,φl,∆sl, τl) is not a function
of θκ , and (8) is obtained using [13] and the properties of
patterned matrices. We finally define ∇θRν,ρ(J,θ, τ ) =[(
∇θR
Rν,ρ(J,θ, τ )

)T
,∇θT

Rν,ρ(J,θ, τ )
)T]T

. Being
equipped with the closed-form expressions of
∇JRν,ρ(J,θ, τ ) and ∇θRν,ρ(J,θ, τ ), we now propose
an AO-based iterative routine, given in Algorithm 2, to
obtain a stationary solution to (P1).

In Algorithm 2, we first obtain the optimal (J,θ, τ )
using Algorithm 1 for a given τ and ρ. More specifi-
cally, in Algorithm 1, we start with J(0) = [0, . . . ,0],
and θ

(0)
R = θ

(0)
T =

√
0.5[1, . . . , 1]T. Note that these values

satisfy (2c) and (2d), respectively. Similarly, we choose a
random initial value of φl (∀l ∈ L) such that (2e) is
satisfied. We then update J using the following procedure:
In step 3 of Algorithm 1, we find an extrapolated point Q,
and then in step 4, we move along the gradient direction
∇QRν,ρ(Q,θ, τ ) with a step-size µ1. A closed-form expres-

Algorithm 1: AO-Based Algorithm to Solve (P1) for
fixed ν and ρ

Input: J(0), θ(0), τ (1), ν, ρ, t(0)= t(1)=1, ζ ≤ 1
1 J(1) = M(1) = J(0), θ(1) = ξ(1) = θ(0);
2 for ı = 1, 2, . . . do

/* Update transmit precoders J */

3 Q(ı) = J(ȷ)+t(ı−1)

t(ı)

{
M(ı)−J(ı)

}
+ t(ı−1)−1

t(ı)

{
J(ı)−J(ı−1)

}
;

4 M(ı+1) = ΠJ
{
Q(ı)+ µ1∇QRν,ρ(Q(ı),θ(ı), τ (ı))

}
;

5 U(ı+1) = ΠJ
{
J(ı) + µ2∇JRν,ρ(J(ı),θ(ı), τ (ı))

}
;

6 J(ı+1) =


M(ı+1) if Rν,ρ(M(ı+1),θ(ı), τ (ı))

≥ Rν,ρ(U(ı+1),θ(ı), τ (ı))

U(ı+1) otherwise
/* Update RIS beamformers θ */

7 ω(ı) = θ(ı)+t(ı−1)

t(ı)

{
ξ(ı)−θ(ı)

}
+ t(ı−1)−1

t(ı)

{
θ(ı)−θ(ı−1)

}
;

8 ξ(ı+1)=Πϑ

{
ω(ı) + η1∇ωRν,ρ

(
J(ı+1),ω(ı), τ (ı)

)}
;

9 ℘(ı+1) = Πϑ

{
θ(ı) + η2∇θRν,ρ

(
J(ı+1),θ(ı), τ (ı)

)}
;

10 θ(ı+1) =


ξ(ı+1) if Rν,ρ(J(ı+1), ξ(ı+1), τ (ı))

≥ Rν,ρ(J(ı+1),℘(ı+1), τ (ı))

℘(ı+1) otherwise
/* Update τ */

11 τ
(ı+1)
l =max

{
0, Rsl(J

(ı+1),φ
(ı)
l )−∆sl−νlρ

}
∀l ∈ L;

/* Update receive beamformers Φ */

12 φ
(ı+1)
l = λmax

(
(Ψ

(ı)
2 )−1Ψ

(ı)
1

)
∀l ∈ L;

/* Update t */

13 t(ı+1) = 0.5
{
1 +

√
1 + 4(t(ı))2

}
;

14 end
15 J(0) ← J(ı+1), θ(0) ← θ(ı+1), Φ(0) ← Φ(ı+1);

Output: J(0), θ(0), Φ(0)

Algorithm 2: AO-Based Algorithm to Solve (P1)
Input: J(0), θ(0), τ (1), ν, ρ, ζ ≤ 1

1 repeat
/* Obtain optimal (J(0),θ(0),Φ(0)) */

2 Solve (P1) for fixed (ν, ρ) using Algorithm 1
/* Update Lagrange multipliers ν */

3 νl ← νl + ρ−1G (J(0),φ
(0)
l ,∆sl, τ

(0)
l )∀l ∈ L;

/* Update penalty multiplier ρ */
4 ρ← ζρ;
5 until convergence;
/* Final assignment */

6 Jopt ← J(0), θopt ← θ(0), Φopt ← Φ(0);
Output: Jopt, θopt, Φopt

sion for ∇QRν,ρ(Q,θ, τ ) is obtained in a way similar to
∇JRν,ρ(J,θ, τ ). Moreover, the feasible set of J, denoted by
J is defined as follows: J ≜

{[
J̄1, . . . J̄ϖ, . . . , J̄K+L

]
,∈

C(K+L)×NT×NT : tr
(∑

ϖ J̄ϖ

)
≤ Pmax; J̄ϖ ⪰ 0

}
. By

letting Q̃ ≜ Q + µ1∇QRν,ρ(Q,θ, τ ), the projection of
Q̃ onto J , i.e., ΠJ (Q̃) can be obtained using the well-
known water-filling algorithm. A similar routine is followed
in step 5 of Algorithm 1. However, since Q can be a
bad extrapolation of J, we employ a monitor function in
step 6 of the algorithm to finally obtain an optimal value
of J for the current iteration. To find the optimal STAR-
RIS beamforming θ for the current iteration, we follow the
series of steps in 7–10, which are similar to those in 3–6
in Algorithm 1. The feasible set of θ, denoted by ϑ, is defined
as follows: ϑ ≜

{[
θT
R,θ

T
T

]T ∈ C2NS×1 : (2d)
}

. Define ω̃ ≜
[ω̃1R, . . . ω̃NSR, ω̃1T, . . . ω̃NST]

T = ω + η1∇ωRν,ρ(J,ω, τ ),
then the projection of ω̃ onto the feasible set ϑ is given by
Πϑ(ω̃) = ξ = [ξ1R, . . . , ξNSR, ξ1T, . . . , ξNST]

T, where ξmR =
ω̃mR√

|ω̃mR|2+|ω̃mT|2
and ξmT = ω̃mT√

|ω̃mR|2+|ω̃mT|2
, ∀m ∈ NS. For

the case when |ω̃mR|2 + |ω̃mT|2 = 0 ∃m ∈ NS, we choose
ξmR and ξmT randomly, such that |ξmR|2+ |ξmT|2 = 1. Note
that the optimal value of µ1, µ2, η1, and η2, in steps 4, 5, 8,
and 9, respectively, is obtained using a line search procedure,
following the Armijo–Goldstein condition [14]. In the sequel,
we update τ in step 11, the receive beamformers Φ in step 12,
and t in step 13. The steps 3–13 in Algorithm 1 are repeated
until the relative change in the augmented objective function
is below a predefined convergence threshold.

After obtaining the optimal (J,θ,Φ) in step 2 of Algo-
rithm 2 for the given iteration, we update the Lagrange multi-
pliers, ν, and the penalty multiplier, ρ, in steps 3 and 4, respec-
tively, in Algorithm 2. We repeat the steps 2–4 in Algorithm 2
until the relative change between the augmented objective,
i.e.,Rν,ρ(J,θ, τ ), and the true objective, i.e.,

∑
k∈K Rck(J,θ)

becomes less than a predefined convergence threshold.

C. Complexity Analysis

We present the per iteration computational complexity
of Algorithm 2 in terms of the number of complex-valued
matrix multiplications. It is easy to note that the complex-
ity of Algorithm 2 is dominated by that of Algorithm 1.
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Note that in Algorithm 1, the complexity of computing
[Z1,Z2, . . . ,ZK ] is given by O{KNTNSNU}. Next, the com-
plexity of computing ∇QRν,ρ(Q,θ, τ ) and ∇JRν,ρ(J,θ, τ )
can be represented by O{KNTNSNU + (K + L)[KN3

U +
KN2

TNU + KNTN
2
U + LN2

TNR]}. At the same time, the
complexity of projection onto J using water-filling algorithm
in steps 4 and 5 of Algorithm 1 leads to a computational
complexity of O{(K + L)N3

T}. Similarly, the computational
complexity of steps 8 and 9 is given by O{2KNUN

2
T +

2KN2
UNT + KNUNTNS}. It is noteworthy that the com-

plexity associated with steps 3, 6, 7, and 10–13 in Algo-
rithm 1 are asymptotically negligible. However, in a practical
system, NS ≫ max{NT, NR, NU,K, L}, therefore, the total
computational complexity of the proposed AO-based scheme
in Algorithm 2 is approximated by O{KNUNTNS}, which
is linear in NS.

IV. RESULTS AND DISCUSSION

We consider a scenario where the BS is located at
(0, 0, 5) m, and the STAR-RIS is located at (70, 10, 10) m.
The communication users in the reflection and transmission
regimes are randomly located inside a circle of radius 10 m,
centered at (150,−20, 2) m and (150, 40, 2) m, respectively.
The distance between l-th target and the BS is assumed to
be equal to (10 + 5l) m with an azimuth angle of (20l)◦.
The direct links between the BS and communication users are
modeled using Rayleigh fading with path loss exponent 3.6.
The channel between the BS and STAR-RIS, and STAR-RIS
and communication users follow Rician fading with Rician
factor of 3 dB, and path loss exponents equal to 2.2 and 2.4,
respectively. The BS-target channels are modeled as line-of-
sight (LoS) steering vectors with path loss exponent 2.2. The
path loss between two nodes at a distance of d m is modeled
as [−30−10ε log10(d)] dB, where ε is the path loss exponent.
Furthermore, the self-interference link G is modeled following
Rayleigh fading with variance equal to σ2.

For comparison of the system’s performance with STAR-
RIS, we consider two different benchmarks, namely conven-
tional RIS (cRIS)-enabled system, and w/o RIS system. It
is noteworthy that in the case of cRIS-enabled system, we
assume that the system is equipped with a reflection-only RIS
of size NS/2, and a transmission-only RIS of size NS/2,
while for the case of w/o RIS system, we consider HBS = 0
and hSk = 0 ∀k ∈ K. Unless stated otherwise, in all the
simulation results, we assume NT = 6, NR = 4, NU = 2,
NS = 100, K = 4 (with an equal number of users in the
reflection and transmission regions of the STAR-RIS), L = 2,
Pmax = 10 dBm, ∆sl = ln(1 + Γs) ∀l ∈ L, Γs = 5 dB,
ᾱ = 0.5, noise power spectral density of -174 dBm/Hz, and
a system bandwidth of 10 MHz. Note that for Figs. 3–5, the
average sum secrecy rate (ASSR) is obtained by averaging the
instantaneous sum secrecy rate over 100 independent channel
realizations.

In Fig. 2, we show the convergence behavior of the STAR-
RIS-enabled, cRIS-enabled and w/o RIS systems, where the
augmented objective refers to Rν,ρ(J,θ, τ ), and the true
objective refers to

∑
k∈K Rck(J,θ). We start the iterations

with τ = ν = 0, ρ = 10, and ζ = 0.1. It is important
to note from (4) that the augmented objective function
Rν,ρ(J,θ, τ ) may be negative during initial iterations,
since G (J,φl,∆sl, τl) ≫ 0. This indicates that the sensing
constraints in (2b) are largely violated in initial iterations.
It is also important to note that we compute the augmented
and true objectives after step 13 of Algorithm 1, and this
corresponds to one iteration in the figure. Therefore, the
objective function starts increasing and then saturates for
fixed (ν, ρ) as shown in the figure. We then update (ν, ρ)
following steps 3 and 4 in Algorithm 2; this causes an
increase in the total penalty, resulting in a sudden drop in the
augmented objective value. We keep repeating this procedure
until the convergence criterion for Algorithm 2 is achieved.
At the convergence, the augmented objective becomes equal



to the true objective, indicating G (J,φl,∆sl, τl) = 0,
i.e., (2b) being satisfied. Moreover, the rest of the
constraints, i.e., (2c)–(2e) are already satisfied in each
iteration of Algorithm 1. In Algorithm 1, we define the
convergence as the condition when {Rν,ρ(J

(ȷ),θ(ȷ), τ (ȷ)) −
Rν,ρ(J

(ȷ−5),θ(ȷ−5), τ (ȷ−5))}/Rν,ρ(J
(ȷ−5),θ(ȷ−5), τ (ȷ−5)) ≤

10−5. In a similar fashion, we define the convergence
for Algorithm 2 as {Rν,ρ(J

(ȷ),θ(ȷ), τ (ȷ)) −∑
k∈K Rck(J

(ȷ−5),θ(ȷ−5))}/Rν,ρ(J
(ȷ),θ(ȷ), τ (ȷ)) ≤ 10−5.

Fig. 3 shows the impact of the number of metasurface
elements (NS), and the number of transmit antennas at the
BS (NT) on the system’s performance. Note that since there
are no metasurface elements in the case of w/o RIS system,
the sum secrecy rate remains constant in the figure. It is
evident from the figure that increasing NS and/or NT increases
the ASSR of the MU-MIMO ISAC system due to increased
beamforming gain. The figure also establishes the superiority
of the STAR-RIS-aided system over that of the cRIS-aided and
w/o RIS systems, in terms of the ASSR. More specifically,
for (NT, NS) = (6, 162), the performance gain of STAR-RIS-
enabled system is ≈ 92% w.r.t. the w/o RIS, and ≈ 59.3% w.r.t
the cRIS-enabled system. At the same time, for NS = 162, we
observe a ≈ 73.3% performance gain in STAR-RIS-enabled
system by increasing NT from 6 to 8.

In Fig. 4, we illustrate the impact of the BS transmit power
budget (Pmax), the number of communication user antennas
(NU), and the number of targets (L, also representing the
number of eavesdropping antennas) on the STAR-RIS-enabled
system. The legend’s tuple denotes (NU, L). For a given setup,
a fixed portion of Pmax is allocated to meet the sensing
constraints in (2b), with the remaining power used for commu-
nication. Hence, increasing Pmax enhances the available power
for communication, boosting the ASSR. Similarly, higher NU

improves receive beamforming gain and further raises the sum
secrecy rate. For instance, at Pmax = 20 dBm and L = 1,
the sum secrecy rate improves by approximately 27.4% for
NU = 2 and 57% for NU = 4, compared to NU = 1.
Conversely, as L increases, the sensing constraints tighten, and
the rise in eavesdropping antennas causes a significant decline
in secrecy rate.

Fig. 5 shows the impact of the sensing SINR threshold
(Γs) on the secrecy rate of the STAR-RIS-enabled system.
As before, the legend’s tuple denotes (NU, L). Increasing
Γs raises the transmit power needed to meet the sensing
constraints in(2b), leaving less power for communication and
thus reducing the sum secrecy rate. When L = 1 (i.e., a single-
antenna eavesdropper), this reduction is marginal. However,
as L grows, the eavesdropper’s spatial diversity becomes
significant, leading to a sharp decline in the secrecy rate as Γs

increases.

V. CONCLUSION

In this paper, we addressed the joint transmit, receive, and
STAR-RIS beamforming design to maximize the sum secrecy

rate in a MU-MIMO ISAC system, subject to sensing QoS for
multiple targets, a transmit power budget, STAR-RIS power-
splitting protocol, and unit-norm receive beamforming con-
straints. To achieve an efficient solution, we proposed an AO-
based iterative algorithm, where receive beamformers are de-
rived in closed-form, and transmit and STAR-RIS beamform-
ers are computed using a penalty dual decomposition-based
accelerated gradient projection method. Simulation results
demonstrate that the STAR-RIS-enabled system outperforms
both cRIS-enabled and no-RIS benchmarks. Moreover, while
increasing the number of BS transmit antennas, metasurface
elements, or communication receive antennas enhances the
secrecy rate, a higher number of targets adversely affects
system performance, particularly under stringent sensing QoS
requirements.
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