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Abstract—With the growing need for real-time processing on
IoT devices, optimizing machine learning (ML) models’ size,
latency, and computational efficiency is essential. This paper
investigates a pruning method for anomaly detection in resource-
constrained environments, specifically targeting Electric Vehi-
cle Charging Infrastructure (EVCI). Using the CICEVSE2024
dataset, we trained and optimized three models—Multi-Layer
Perceptron (MLP), Long Short-Term Memory (LSTM), and
XGBoost—through hyperparameter tuning with Optuna, further
refining them using SHapley Additive exPlanations (SHAP)-based
feature selection (FS) and unstructured pruning techniques. The
optimized models achieved significant reductions in model size
and inference times, with only a marginal impact on their
performance. Notably, our findings indicate that, in the context
of EVCI, pruning and FS can enhance computational efficiency
while retaining critical anomaly detection capabilities.

Index Terms—CICEVSE2024, electric vehicle charging infras-
tructure (EVCI), model compression, Optuna, pruning, SHapley
Additive exPlanations (SHAP), TinyML.

I. INTRODUCTION

Efficiency in deep learning (DL) is crucial due to several
challenges. Initially, training and deploying models on a large
scale can be costly, consuming significant server resources and
contributing to the substantial carbon footprint of data centers.
Moreover, for applications requiring real-time processing on
IoT and smart devices, models must be optimized to operate
effectively within these constrained environments, addressing
concerns of privacy, connectivity, and responsiveness. Also,
the sensitivity of user data requires that models be capa-
ble of learning from minimal data to reduce the need for
extensive data collection. Consequently, as the demand for
personalized and diverse applications grows, the ability to train
and deploy multiple models efficiently without excessively
burdening the infrastructure becomes essential, demonstrating
the importance of developing more refined, resource-efficient
DL strategies [1].

As examples of efficiency in practice, healthcare systems
use ML efficiency through federated learning algorithms that
monitor chronic diseases in real-time using medical IoT de-
vices, such as wearable sensors and mobile health applica-
tions [2]. In computer vision applications, techniques like
cluster pruning address the high memory and computational

demands of Convolutional Neural Networks (CNNs), enabling
real-time algorithms on low-cost IoT devices [3]. Similarly,
in autonomous systems, activation pruning selectively reduces
activation maps in early neural network layers, minimizing
data movement and computational load while preserving real-
time processing capabilities [4].

Recent advancements in ML have focused on develop-
ing techniques that reduce model complexity and resource
consumption without compromising performance. Lightweight
models, which are designed to maintain high accuracy with
fewer computational demands, have emerged as a key solu-
tion [5]. Pruning is an effective strategy for making lightweight
models, which reduces the number of weights in a neural
network without significantly affecting performance [6].

This study emphasizes model optimization through pruning
to achieve efficient performance without compromising accu-
racy. By creating lightweight, resource-efficient models, prun-
ing facilitates deployment on low-power, resource-constrained
devices, enabling these devices to support TinyML applica-
tions. TinyML enables real-time, on-device anomaly detection,
eliminating the need for continuous cloud connectivity [7].
In the context of EVCI, TinyML can be deployed on a
microcontroller within EVs to monitor the Controller Area
Network (CAN) bus, providing an effective intrusion detection
system [8]. For these applications, the model must be highly
efficient to fit within the limited memory and processing
capacities of IoT devices, underscoring the importance of
pruning techniques to enhance model efficiency.

By the term efficiency, the footprint metrics of a ML
model—such as model size, latency, and the number of epochs
to convergence—are considered alongside the quality of the
model, measured by metrics such as accuracy, precision, and
recall [1]. As neural networks increase in size with additional
layers and nodes, minimizing their storage requirements and
computational costs becomes essential, especially for real-
time applications [9]. Compressing neural networks not only
enhances memory and energy efficiency but also reduces
network bandwidth and processing time, and improves pri-
vacy. Studies have shown that large networks are often over-
parameterized and can be compressed by up to 100 times
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without significantly impacting accuracy [10].
To the best of our knowledge, there is no previous work on

the application of pruning techniques for EVCI. Optimizing
ML models for EVCI is particularly valuable as it enables
real-time intrusion detection systems (IDS) to be installed
directly on electric vehicles (EVs). Since EVs are inherently
power-constrained devices, it is essential to use optimized
ML models that can operate efficiently without compromising
battery life. Deploying IDS on EVs enhances their ability to
detect and respond to security threats in real time, ensuring
the safety and reliability of both the vehicles and the broader
charging infrastructure. The main contributions of this study
are outlined as follows:

• Using the CICEVSE2024 dataset, we assessed model
efficiency and established a benchmark for future studies
in EVCI.

• By exploring pruning and FS as methods to optimize
ML models for anomaly detection in EVCI, we achieved
significant reductions in model size and inference time
without compromising performance.

• Through substantial computational gains, this work paves
the way for real-time, on-device anomaly detection in
EVCI, supporting the broader adoption of TinyML in this
field.

The structure of this paper is as follows: Section II covers
Data Overview and Preparation Steps, including Dataset De-
scription and Preprocessing; Section III presents the Methodol-
ogy, detailing Model Training and Hyperparameter Optimiza-
tion (HPO), FS, and Model Pruning; Section IV discusses the
Results and Analysis; and finally, Section V concludes with
the Conclusion.

II. DATA OVERVIEW AND PREPARATION STEPS

A. Dataset Description

The EVCI includes several essential components, such as
the EV, the Electric Vehicle Charging Station (EVCS), and the
Central Management System (CMS). An EVCS, which may
consist of one or more Electric Vehicle Supply Equipment
(EVSE) units, provides the necessary power to charge EVs.
The CMS functions as a cloud-based server that monitors and
manages the operations of various charging stations [8].

Recognized for its utility in cybersecurity research, CI-
CEVSE2024 provides a rich and diverse feature set for training
lightweight ML models, making it particularly suitable for this
work. The CICEVSE2024 dataset includes power consumption
data, network traffic, and host activities of the EVSE under
both benign and attack conditions [11], [12]. Despite the
availability of power consumption and host activities data, this
paper focuses solely on using network traffic data to detect
anomalies and classify different attack scenarios.

The network traffic dataset captures network traffic from
two EVSE, referred to as EVSE-A and EVSE-B. EVSE-
A communicates with the CMS via the Open Charge Point
Protocol (OCPP), while EVSE-B connects to both an EV using
ISO15118 protocol and the CSMS via OCPP. The dataset

includes various types of Reconnaissance (Recon) and Denial
of Service (DoS) cyberattacks, specifically targeting the OCPP
interfaces of the supply equipment. Figure 1 depicts the setup
utilized for this dataset.

EVSE-B

EVSE-A

EVCS

ISO15118

CMS

EV

OCPP

Wattmeter

Attacker

OCPP

Fig. 1. Experimental setup of the EVSE dataset

B. Preprocessings

To extract network traffic data from the raw packet capture
(pcap) files, the Python library NFStream is used. This process
transformed the pcap data into CSV format, making it easier
to analyze. Each of the initial datasets from district sources
EVSE-A and EVSE-B contains 86 common features.

Each charging station, EVSE-A and EVSE-B, has multiple
CSV files, each corresponding to specific attack scenarios. To
create a comprehensive dataset for each station, the individual
CSV files are merged sequentially based on the time, using
the initial timestamp of the bidirectional communication as
the reference. This process ensures the proper chronological
alignment of the data across all files. After merging the
data, all timestamp-related features were removed to prevent
temporal bias in the subsequent analysis. Since the datasets
from EVSE-A and EVSE-B overlap in terms of time, they
were kept separate to avoid interference, treating each station’s
data as a distinct entity.

Since the samples were not labeled initially, labels are
added to the dataset based on the type of attack each sample
was experiencing. Attack labels are assigned using the MAC
addresses of the samples, as the attacker had a known MAC
address in the simulated environment. Additionally, the type
of attack is inferred from the CSV file names and included
in the dataset. Following this, all features related to MAC
and IP addresses, whether for the source or destination,
are removed to avoid unnecessary bias, as these attributes
may introduce location or network-specific information that
could skew model predictions [13]. It is anticipated that ML
algorithms will classify and recognize data traffic based on
statistical features such as inter-arrival times, packet length
distribution, and the mean number of flows, which are more
relevant for generalizing across different environments [14].

To categorize the output labels, a mapping is defined
between the existing detailed labels and broader categories:



Benign, Recon, and DoS. Recon attacks involve scanning
networks or systems to gather information for potential fu-
ture attacks, while DoS attacks are characterized by system
overloads, causing services to become unavailable [12]. The
distribution of these labels for each EVSE is shown in Table I.

TABLE I
COMPARISON OF MULTI-CLASS LABEL DISTRIBUTIONS FOR CHARGING

STATIONS A AND B

Label EVSE-A Percentage EVSE-B Percentage
DoS 84.50% 23.87%

Recon 12.55% 49.66%
Benign 2.95% 26.47%

Features with more than 99% missing values in the samples,
as well as those containing a single constant value across all
samples, were removed to exclude non-impactful features. The
nominal features related to application names and categories
are encoded using label encoding. Although label encoding
carries the risk of introducing ordinal relationships—since
each label is assigned a unique number, unlike dummy coding,
which creates separate binary columns for each label—it
helps to keep the dataset size manageable by avoiding the
significant dimensionality increase and dataset sparsity caused
by dummy coding [15]. To ensure that this potential ordinality
does not negatively impact the model, explainability methods
are applied in the final analysis. This step ensures that the
contribution of these features to the output is minimal and
does not introduce any bias.

To remove highly correlated features, the correlation matrix
for features in each dataset (EVSE-A and EVSE-B) is first
calculated. Pairs of features with a correlation above 0.95,
indicating strong linear relationships, are identified. The oc-
currences of each feature involved in these pairs are counted
and prioritized, keeping those that appear most frequently. For
each pair, one feature is kept, while the other is removed to
minimize redundancy. Finally, the common features identified
from this process across both datasets are removed to ensure
consistency in features between the two datasets. At the end,
there are 49 features. No further encoding or scaling is done.

The processed datasets, labeled as EVSE-A and EVSE-B,
along with the accompanying code, are publicly accessible on
GitHub for further research.1

III. METHODOLOGY

A. Model Training and Hyperparameter Optimization

By referring to the Table I, it becomes clear that the
distribution of labels is not consistent between the two charg-
ing stations. While the ideal dataset would have a balanced
percentage of benign labels, in this case, EVSE-B was chosen
for training and EVSE-A for testing. If the process were
reversed, training would be done on a significantly smaller
number of benign samples, leading to poor model performance
due to the unbalanced distribution. To address this issue,
techniques such as oversampling, undersampling, or synthetic

1https://github.com/Western-OC2-Lab/EVCI-Pruning

data generation can be employed to balance the dataset [16].
This is also important to note that merging the datasets from
both stations is not a viable option, as it would disrupt the
time dependency inherent in the time series data.

Three different models are used in this study: an MLP as the
baseline model [17], an LSTM designed specifically for time
series data [18], and XGBoost, a powerful gradient boosting
algorithm [19].

To preserve the ordinality of the data while ensuring all
labels are included, the validation set is not selected randomly.
Instead, the last 20% of each detailed attack group is chosen
as the validation set. This approach maintains the sequence of
events and prevents label-specific leakage into the training set,
as future samples are only used for validation after training on
past data for each specific label.

HPO, which involves tuning model parameters within a
specified budget, is conducted to achieve optimal or near-
optimal performance [20]. This process is essential for im-
proving model accuracy and efficiency across various ar-
chitectures [21]. For this purpose, Optuna is used to effi-
ciently search for the best hyperparameter configurations. As
a flexible optimization framework, Optuna employs a define-
by-run approach, meaning the hyperparameter search space
is constructed dynamically during runtime rather than being
predefined [22].

Optuna is used for HPO across three different models: MLP,
LSTM, and XGBoost. For each model, fixed hyperparameters
such as the number of trials (set to 10) and evaluation metrics
(accuracy, precision, recall, and F1 score) are used. Optuna’s
objective function is designed to maximize validation accuracy
during the tuning process. Additionally, several other fixed
hyperparameters are applied across the models, including a
batch size of 32, 50 epochs, and the Adam optimizer for MLP
and LSTM models, with a window size of 5 for LSTM and
default settings for XGBoost. For MLP, ReLU is the activation
function for hidden layers and softmax for output layer. Early
stopping with a patience of 5 epochs monitors validation loss,
and categorical cross-entropy is used as the loss function for
neural networks. Table II presents the tuned hyperparameters
and their best-selected values for each model, highlighting the
most effective configurations identified during optimization.

B. Feature Selection

Resource constraints limit the data to features that contribute
more significantly to detecting the output [15]. In the realm
of network traffic anomaly detection, FS is a critical step
to ensure both computational efficiency and high detection
performance. This paper proposes using SHAP for FS in MLP
and LSTM algorithms. SHAP understands feature importance
by measuring the contribution of each feature to the model’s
output. Rooted in Shapley values from cooperative game
theory, SHAP calculates the marginal contribution of each
feature across all possible combinations, ensuring consistent
and interpretable results. This model-agnostic approach works
with any ML model, making it a popular tool for explaining
predictions [23], [24].

https://github.com/Western-OC2-Lab/EVCI-Pruning


TABLE II
OPTIMIZED HYPERPARAMETERS AND BEST VALUES SELECTED FOR EACH MODEL.

Model Optimized Hyperparameters Best Parameters Selected

Multi-Layer Perceptron (MLP) - Number of layers: [1, 8] (step=1)
- Neurons per layer: [16, 32, 64, 128]

- Number of layers: 4
- Neurons per layer: [16, 128, 64, 3]

Long Short-Term Memory (LSTM) - Number of layers: [1, 3] (step=1)
- Units per layer: [50, 75, 100]

- Number of layers: 3
- Units per layer: [100, 50, 3]

XGBoost

- Number of estimators: [100, 1000] (step=100)
- Max depth: [3, 10] (step=1)
- Learning rate: [0.01, 0.3] (log scale)
- Subsample: [0.5, 1.0] (step=0.1)
- Colsample bytree: [0.5, 1.0] (step=0.1)
- Gamma: [0, 5] (step=1)
- Min child weight: [1, 10] (step=1)
- Lambda: [0.0, 10.0] (step=0.1)
- Alpha: [0.0, 10.0] (step=0.1)

- Number of estimators: 500
- Max depth: 5
- Learning rate: 0.0736
- Subsample: 0.6452
- Colsample bytree: 0.6745
- Gamma: 0.8604
- Min child weight: 9
- Lambda (reg lambda): 7.6702
- Alpha (reg alpha): 8.0907

The kernel-based SHAP method is used for our neural
network models. For the MLP, 100 random samples from
the training set are used as background data, with predictions
made on 1,000 random samples from the test set. For the
LSTM, 100 consecutive samples from the training set and
1,000 consecutive samples from the test set are selected to
preserve the temporal sequence. In calculating SHAP values
for the LSTM, an average is taken over the specified sample
window size for each feature, allowing the SHAP values
to represent the average contribution of each feature across
multiple time steps. Increasing sample sizes could potentially
improve accuracy, though this was not feasible due to resource
constraints.

Finally, for XGBoost, inherent model explainability through
feature importance is utilized to understand the influence of
individual features on predictions. This built-in explainability
provides valuable insights into which features have the greatest
impact on the model’s outcomes.

Figures 2 and 3 display the average absolute SHAP values
for the top ten features, representing the average impact of
each feature on the model’s output magnitude. Each SHAP
value indicates the average change in the model’s prediction
due to that feature, measured in the model’s output units.
The higher the absolute SHAP value, the greater the feature’s
influence on the prediction outcome, regardless of direction.
Furthermore, figure 4 illustrates the ten top important features
derived from the XGBoost model, highlighting their individual
contributions to the model’s predictive accuracy.

C. Model Pruning

For model pruning in neural network-based models, specif-
ically MLP and LSTM in this paper, a gradual pruning
technique introduced by Zhu and Gupta [25] is employed to
incrementally set low-magnitude weights to zero. This method
increases the sparsity level over time, governed by a cubic
decay function in the sparsity update formula. This approach
balances model compression with performance by allowing the
network to adapt to each pruning step, minimizing the impact
on accuracy.

The final sparsity target for these neural network-based
models is set at 65%, meaning that 65% of low-magnitude
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Fig. 2. SHAP Summary Plot for MLP Model
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Fig. 3. SHAP Summary Plot for LSTM Model

weights are pruned to zero while the remaining weights are
fine-tuned to preserve accuracy. A key challenge at this stage
is that pruning alone does not reduce model size or inference
time, as each zero in the weight matrix is still stored as a
32-bit float and processed like any other value. Consequently,
predictions continue to perform operations on these zeroed
weights, offering no improvement in computational efficiency.

To address the inefficiency of storing and processing zero
values, all operations are performed in a sparse format. In



TABLE III
EVALUATION METRICS FOR MLP, LSTM, AND XGBOOST MODELS AT DIFFERENT STAGES

Model Name Model Stage Accuracy Precision Recall F1 Score Average Inference Time (ms) Model Size (KB)

MLP
Original 0.9841 0.9858 0.9841 0.9846 63.704041 46.70
Pruned 0.9804 0.9854 0.9804 0.9817 3.016179 36.46

Feature-Selected Pruned 0.9835 0.9868 0.9835 0.9843 1.317868 34.60

LSTM
Original 0.9915 0.9919 0.9915 0.9916 63.612781 355.07
Pruned 0.9919 0.9923 0.9919 0.9920 24.735132 253.64

Feature-Selected Pruned 0.9921 0.9925 0.9921 0.9922 9.948283 210.84

XGBoost
Original 0.9850 0.9865 0.9850 0.9854 0.202661 670.566
Pruned 0.9815 0.9845 0.9815 0.9823 0.198487 219.632

Feature-Selected Pruned 0.9815 0.9844 0.9815 0.9823 0.196298 216.716

0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7
Importance

src2dst_stddev_piat_ms

src2dst_packets

bidirectional_min_piat_ms

bidirectional_mean_piat_ms

bidirectional_packets

bidirectional_duration_ms

bidirectional_max_piat_ms

dst2src_ack_packets

dst2src_rst_packets

dst2src_packets

Fig. 4. Feature Importance Plot for XGBoost Model

this format, matrices are converted to store only non-zero
values, dramatically reducing memory usage. Specifically, a
compressed sparse row (CSR) format is used, where each
matrix is represented by three arrays: one for the non-zero
values, one indicating the column index of each value, and
a third row-pointer array that marks the start of each row
in the values array. This structure allows efficient storage
and computation by eliminating the need to store or process
zeros [26].

To achieve efficient prediction in neural networks using
sparse matrices, custom inference functions are developed to
maintain sparsity throughout computations. For MLPs, this
approach involves converting dense layer weights to sparse
matrices, performing matrix multiplications with the input,
and adding biases. Sparse activations, such as ReLU and
softmax, are applied exclusively to non-zero elements, thus
preserving sparsity across layers. In contrast, inference for
LSTMs presents a greater challenge due to their sequential
architecture. The LSTM inference function constructs individ-
ual sparse matrices for each gating mechanism—input, forget,
cell, and output—enabling precise matrix multiplications and
updates to the cell and hidden states at each timestep.

Pruning of the MLP and LSTM models can be further
enhanced through FS. In these models, FS involves removing
input nodes along with their connected layers, thereby con-
tributing to further weight reduction and pruning. Based on
SHAP values, the top 10 contributing features were identified
as the most influential candidates. In the MLP model, these
features account for approximately 90% of the total feature
importance, while in the LSTM model, they contribute around
80% to the overall feature importance.

For XGBoost, the number of estimators and maximum depth
were reduced from 500 to 100 and from 5 to 2, respectively, to
create a more compact model. By selecting the top 10 features
based on XGBoost’s inherent feature importance, over 98% of
the model’s total feature importance is retained.

The chosen values for sparsity target, number of estimators,
maximum depth, and number of features represent a balance
between compressing the model and retaining acceptable lev-
els of accuracy. This approach provides significant improve-
ments in computational efficiency and memory usage, with the
primary aim of minimizing any noticeable drop in evaluation
metrics.

IV. RESULTS AND ANALYSIS

Each model is investigated in three stages: first, the original
model itself; second, the model with a pruned structure;
and third, the model with both FS and pruning to further
reduce its size. These pruned models are compared with the
original versions in terms of evaluation metrics, model size,
and inference time. All experiments were conducted on a high-
performance desktop with a 12th Gen Intel Core i9 processor
and 64 GB of RAM, running Microsoft Windows 10 to ensure
consistency in evaluating model size and inference time across
all stages. Table III presents the results for the MLP, LSTM,
and XGBoost models.

The results for both the MLP and LSTM models show
improvements in model efficiency through pruning and FS,
with minimal impact on key evaluation metrics. In terms
of accuracy, precision, recall, and F1 score, both models
maintain high performance across the original, pruned, and
feature-selected pruning stages. Accuracy is calculated over
all samples, while precision, recall, and F1 score are averaged
across classes using a weighted approach, reflecting each
class’s contribution based on its frequency in the dataset.

A major impact of pruning and FS is observed in inference
time and model size. For these neural network models, 10%
of the test set is randomly selected, and the average inference
time per sample is measured. This subset, containing more
than 54,000 samples, is sufficiently large to reflect the behavior
of the entire dataset while reducing the computational burden
caused by the test set’s size. For the MLP model, the average
inference time per sample decreases substantially from 63.70
ms in the original model to 1.32 ms in the feature-selected
pruned model, a reduction of around 98%. The LSTM model



also benefits significantly from these optimizations, with infer-
ence time dropping from 63.61 ms to 9.95 ms, a reduction of
approximately 84.4%, demonstrating how sparsity effectively
reduces computational load.

Model sizes are presented here based solely on the weight
parameters, as these are directly impacted by pruning and
feature optimization. The original model’s weights are saved
in a dense format, while the pruned models’ weights are
stored in sparse format to reflect the reduced parameters
more accurately. For the MLP, the model size decreases from
46.70 KB to 34.60 KB, while the LSTM sees a considerable
reduction from 355.07 KB to 210.84 KB. These reductions
indicate that pruning and FS not only improve inference speed
but also optimize memory usage, making both models more
efficient and scalable without significant loss in accuracy.

For the XGBoost model, pruning and FS achieve a sig-
nificant reduction in model size, along with a decrease in
inference time, with minimal impact on performance. The
average inference time across all test set samples decreases
from 0.203 ms in the original model to 0.196 ms in the
pruned model with FS, improving computational efficiency.
Model size is also reduced from 670.57 KB to 216.72 KB,
highlighting the impact of these techniques on memory usage.

Through the pruning and FS techniques applied in this
work, model size and inference time are significantly reduced,
making it feasible to implement these models on resource-
constrained, low-power hardware typical of TinyML applica-
tions. This enables TinyML for real-time anomaly detection
in EVs, where efficient model deployment is crucial for
maintaining performance while minimizing computational and
memory demands.

V. CONCLUSION

This study demonstrates the effectiveness of pruning and
FS for deploying efficient ML models in EVCI. Using the
CICEVSE2024 dataset, we optimize three models—MLP,
LSTM, and XGBoost—through unstructured pruning and
SHAP-based FS. As a result, inference time is reduced by
97.93% for MLP, 84.36% for LSTM, and 3.14% for XGBoost,
while model sizes decrease by 25.91%, 40.62%, and 67.68%,
respectively, with performance metrics dropping by less than
0.5% across all models. These results highlight the potential
of targeted model compression techniques for deploying high-
performance, low-latency models in environments with limited
memory and processing resources. This research paves the way
for future work in TinyML and model compression techniques,
emphasizing the feasibility of on-device, real-time anomaly
detection in EVCI and similar IoT domains.
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