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Abstract

Large pre-trained vision-language models (VLMs), such
as CLIP, demonstrate impressive generalization but remain
highly vulnerable to adversarial examples (AEs). Previous
work has explored robust text prompts through adversarial
training, achieving some improvement in both robustness
and generalization. However, they primarily rely on single-
gradient direction perturbations (e.g., PGD) to generate AEs,
which lack diversity, resulting in limited improvement in ad-
versarial robustness. To address these limitations, we pro-
pose an evolution-based region adversarial prompt tuning
method called ER-APT, which combines gradient methods
with genetic evolution to generate more diverse and chal-
lenging AEs. In each training iteration, we first generate AEs
using traditional gradient-based methods. Subsequently, a
genetic evolution mechanism incorporating selection, muta-
tion, and crossover is applied to optimize the AEs, ensuring
a broader and more aggressive perturbation distribution.
The final evolved AEs are used for prompt tuning, achiev-
ing region-based adversarial optimization instead of con-
ventional single-point adversarial prompt tuning. We also
propose a dynamic loss weighting method to adjust prompt
learning efficiency for accuracy and robustness. Experimen-
tal evaluations on various benchmark datasets demonstrate
the superiority of our proposed method, outperforming state-
of-the-art APT methods. The code is released at here.

1. Introduction

Large pre-trained Vision-Language Models (VLMs) [21,
, 31], which are trained on massive amounts of visual

“The first two authors contribute equally to this work.

o Adversarial . Adversarial\ o Nature Example with
Random Perturbation
\ — @ Adversarial Example
‘e .. ) —> PGD Attack Step
S —> Region Evolution
(a) FAP (b) ER-APT

DTD
OxfordPets 35 Methods

&t FAP
3 ER-APT

3 3 Caltech101
M

FGVCAircraft Z 67
n

18 20 2 4 26 ImageNet-1K

Food10r" 59 32

61 34

36
63 19 UCF101

Flowers102

= SUN397

StanfordCars

(c) Robust Accuracy--FAP vs ER-APT

Figure 1. FAP vs ER-APT. (a) illustrates the adversarial examples
generation in FAP [61], which adopts the single-gradient direction
to generate adversarial examples. (b) illustrates the generation of
adversarial examples in our ER-APT, which combines gradient-
based adversarial example generation with genetic evolution. (c)
compares robustness of our ER-APT against FAP.

and language data, have achieved significant success across
various domains of artificial intelligence such as image
captioning [62], visual question answering [46], text-to-
image generation [34, 55]. More and more studies [16, 53]
have explored integrating VLMs into various downstream
tasks, driven by the continuous emergence of new VLM
architectures. However, as more research and applica-
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tions [10, 40] have been built on VLMs, any potential vul-
nerabilities could have a widespread impact on the perfor-
mance and reliability of downstream tasks. More and more
works [12, 26, 41, 57] have focused on the vulnerability
of VLMs and found that VLMs are vulnerable to adversar-
ial examples (AEs) [13, 17-20, 24, 44], that is, the model
output can be manipulated by imperceptible adversarial per-
turbations on the image [42, 52]. It poses significant safety
risks and raises serious concerns about their reliability and
security.

To improve the adversarial robustness against adversarial
attacks, a series of works [15, 23, 33, 56] have been proposed.
Among them, adversarial training [25, 27, 37] has been one
of the most effective and widely used methods, which can
be formulated as a mini-max problem to improve adversarial
robustness. Enhancing the robustness of large-scale VLMs
with a large number of parameters through adversarial train-
ing from scratch is impractical, as the process requires sig-
nificant computational resources for generating AEs at each
training step. Fine-tuning [49] offers an efficient approach to
adapting pre-trained models for downstream tasks. However,
as these models grow to tens or even hundreds of billions of
parameters, updating all their weights becomes increasingly
costly. The expense increases even further when adversarial
training is introduced to improve adversarial robustness.

To further improve the efficiency of training, prompt
tuning [22, 28, 48, 60] has emerged as a more efficient
alternative to traditional fine-tuning, enabling pre-trained
models to adapt to downstream tasks. Instead of updat-
ing the model’s weights, this method introduces learnable
prompt vectors, allowing the model to transfer knowledge
effectively. When incorporating adversarial training for fine-
tuning VLMs, prompt learning not only boosts adversarial
robustness but also improves training efficiency. Recent
works [4, 32, 47, 50, 54, 61] have leveraged the prompt
tuning to improve the adversarial robustness of VLMs in
downstream tasks. For example, Chen et al. [4] propose to
adopt adversarial visual prompting [2] to boost the adversar-
ial robustness of VLPs at test time. Li et al. [32] indicate that
CLIP’s robustness against adversarial attacks depends sig-
nificantly on the choice of inference prompts and propose to
combine text prompt tuning [59, 60] with adversarial to im-
prove the adversarial robustness. Zhang et al. [54] propose to
integrate multi-modal prompt [28] learning into adversarial
training to enhance the robustness against adversarial attacks,
which achieves the best robustness performance.

Although they have achieved significant improvement in
adversarial robustness, they only consider using the single-
gradient direction to generate the AEs for training, resulting
in limited robustness improvement. First, VLMs [39, 58]
have highly nonlinear characteristics, leading to local non-
linearity of the loss function. During each attack iteration,
the adversarial samples generated based on a single gradient

may not reach the local maximum region of the loss func-
tion, resulting in low-quality adversarial samples and limited
improvement in adversarial robustness. Second, previous
works primarily rely on single-gradient direction perturba-
tions (e.g., PGD) to generate AEs. However, these methods
often lead to overfitting specific attack patterns and struggle
to generalize against diverse or adaptive attacks.

To address these issues, we propose an evolution-based
region few-shot adversarial prompt tuning method called
ER-APT. The proposed method integrates gradient-based op-
timization with genetic evolution to enhance the adversarial
robustness. The ER-APT framework consists of two primary
stages: gradient-based adversarial example generation and
evolutionary refinement. In the first stage, AEs are generated
using gradient-based methods, targeting the most vulnerable
regions of the space to induce misalignment in model out-
puts. In the second stage, a genetic algorithm is employed
to iteratively refine these AEs through selection, mutation,
and crossover operations. This evolutionary mechanism fa-
cilitates the discovery of more diverse and high-quality AEs
for few-shot prompt tuning to effectively improve the adver-
sarial robustness. Unlike conventional adversarial prompt
tuning techniques that focus on single-point perturbations,
ER-APT employs a region-based optimization strategy, en-
abling broader and more comprehensive adversarial space
exploration.

Moreover, previous studies indicate that there is a trade-
off between clean accuracy and adversarial robustness. We
also propose a dynamic loss weighting method to balance
clean accuracy and adversarial robustness. Specifically, we
fine-tune the prompts of VLMs on the clean and adversarial
samples and regard the improvement of clean accuracy and
adversarial robustness as the two tasks. The convergence
rate of a task can be represented by its learning speed—the
faster the task loss decreases, the higher the learning speed.
As the learning speed increases, the task loss is assigned a
lower weight.

We conduct a series of experiments to evaluate the ef-
fectiveness of our ER-APT across various network architec-
tures and datasets. The experimental results indicate that the
proposed method can significantly improve the adversarial
robustness of VLMs, surpassing the state-of-the-art APT.
Our main contributions are in three aspects:

1. We propose an evolution-based region few-shot adver-
sarial prompt tuning method (ER-APT) that combines
gradient-based optimization with genetic evolution to en-
hance adversarial robustness.

2. We propose a dynamic loss weighting method that bal-
ances clean accuracy and adversarial robustness by ad-
justing loss weights based on the converged task speed,
assigning lower weights to faster-converging tasks.

3. Extensive experiments across various network architec-
tures and datasets demonstrate the superiority of our ER-



APT, outperforming state-of-the-art adversarial prompt
tuning methods.

2. Related Work

2.1. Prompt tuning for VLMs

Prompt tuning [28, 59, 60] has emerged as an effective
method for adapting large pre-trained Vision-Language Mod-
els (VLMs) like CLIP to downstream tasks with minimal
computational cost. Instead of updating all model parame-
ters, prompt tuning optimizes a small set of learnable param-
eters, making it a parameter-efficient alternative to full fine-
tuning. Zhou et al. [60] introduce the concept of learnable
textual prompts as a replacement for hand-crafted prompts to
enhance textual embeddings, a technique known as context
optimization (CoOp). Building upon this, Zhou et al. [59]
addresses the overfitting issue in CoOp by conditioning the
prompts on visual features, leading to improved performance.
This approach is referred to as conditional context optimiza-
tion (CoCoOp). Chen et al. [5] introduce the use of optimal
transport to align vision and text modalities, enabling the gen-
eration of discriminative and visually coherent local textual
prompts. Expanding beyond textual prompt tuning, Khattak
et al. [28] propose Multi-modal Prompt Learning (MaPLe),
which incorporates prompt tuning in both the vision and
language branches to enhance the alignment between visual
and textual representations.

2.2. Adversarial Prompt Tuning in VLMs

Some works have indicated that VLMs are vulnerable to
AEs, which are generated by adding some adversarial per-
turbations. Many defense methods have been proposed to
improve adversarial robustness, among which adversarial
training stands out. Recent works combine prompt tuning
with adversarial training to efficiently improve adversarial
robustness. Specifically, Chen et al. [4] propose Class-wise
Adversarial Visual Prompting (C-AVP), which enhances
adversarial robustness by generating class-specific visual
prompts, outperforming conventional methods in both stan-
dard and robust accuracy. Li et al. [32] proposes Adversarial
Prompt Tuning (APT) to enhance the adversarial robustness
of VLMs by learning robust text prompts instead of modify-
ing model weights. Zhang et al. [54] first adopt the image
encoder to generate AEs and leverage learnable text prompts
aligned with the generated adversarial image embeddings
to improve the adversarial robustness of VLMs, called Ad-
versarial Prompt Tuning (AdvPT). Zhou et al. [61] propose
leveraging multi-modal prompts [28] for adversarial training
and designing a loss function that balances the connection
between natural and adversarial features across different
modalities, thereby improving adversarial robustness.

3. The Proposed Method
3.1. Preliminary Study

CLIP comprises two key components: an image encoder
fr(-) with the parameters W, and a text encoder fr(-) with
the parameters WW;. Given a N-class image classification
task with an input image x and the corresponding label
y € {1,..., N}, we divide the image x into K patches and
embed them as: h(x) = {cus, h1(X),. .., hx(x)}, where
Cels 18 a class token and h;(x) is the i-th image patch embed-
ding. The image features can be extracted from the patch
embedding and represented as: z,, = fr (h(x); W,). Then
we generate handcrafted prompts t; € t = {t1,...,tn}
by inserting the class name into a template like “a photo
of a class.” Each prompt is then tokenized and embed-
ded as: d(t;) = {di(t;j),...,dn (t;)}, where d;(t;)
is the i-th token text embedding. The text features can
be extracted from the text embedding and represented as:
z] = fi (d(t;); W;). For the image classification, the prob-
ability of the image @ in the j-th class is calculated as:

exp (cos (zq,, z?) /77) 0
Z;il exp (cos (zv, zi) /77) 7

where cos(+) represents the cosine similarity score, K repre-
sents the total number of the given text, and 7 represents the
temperature parameter.

Prompt learning aims to train lightweight, learnable
prompts using only a few examples from downstream
data. The prompt learning can be divided into text
prompt learning and visual prompt learning. In terms
of text prompt learning, the learnable text prompt P,
is integrated into text embeddings as: d(t;,P,) =
{dy (t;),...,dm (t;), P}. The text features can repre-
sented as: ziJ’Pt) = f:(d(tj, P:); ;). By leveraging
cross-entropy, the learnable text prompts are optimized to
reduce the distribution gap between text-image logits and
the ground-truth label. It can be calculated as:

p(mvtj) =

P; =arg H;)in Ezy)LoE (cos (zl,,zgj’Pt)) ,y) )]

In terms of visual prompt learning, the learnable vi-
sual prompt P, is integrated into image embeddings
as: h(z, P,) = {cas, h1(x),...,hx(x), P,}. The fea-
tures of the image can be represented as: z(, p,) =
fr (h(x, P,);W,). The learnable image prompt is opti-
mized as:

P: = arg H}ginE(ny)ECE (COS (Z(v7Pv)7Z{> ,y) . (3)

Hence, composed of both image and text prompts, the
learnable prompt is represented as P = {P,,, P;}. The
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Figure 2. The Pipeline of the Proposed ER-APT. (a) Pipeline for the evolution-based region in adversarial example generation. (b) Pipeline
for the generation of the text and image features. (c) Pipeline for the dynamic loss weighting.

learnable prompt is optimized as:

4)

(7 ’Pt)) is the text-image logits, which

where cos (z(ﬂ’pv), Z;
can be abbreviated as fp(x).

To boost robustness, the prompt learning combined with
adversarial tuning can be formulated a mini-max problem:

min E(z,y)~D {%?%E (fp(x+96),y)|, (5)

where D is the data distribution, {2 is the set of the perturba-
tion, and ¢ is the adversarial perturbation.

3.2. Pipeline of The Proposed Method

Previous works use a single-gradient direction to solve the
internal maximization problem in Eq. 5 for generating adver-
sarial examples (AEs), leading to limited robustness gains.
To address this, we integrate gradient-based AE generation
with genetic evolution to enhance AE quality and improve
adversarial robustness, as illustrated in Fig. 2.

Adversarial example initialization. During the ¢-th at-
tack iteration, given the adversarial example population
Xl =z 467 e+6y ! x+ 83"}, where vV
is the initial population number. Then, we adopt the model
gradients to generate initialized AEs, calculated as:

8; = j-cqld; " +asign(Vy L(fp(z + ;1) y))),

(6)
where II[_. ) represents the projection operator onto the set
[—¢, €], o represents the step size and :céfl represent the i-th
sample in the population.

Fitness Evaluation and Selection. To guide the evolution-
ary process, we define fitness using adversarial loss:

Flx+6)) =L (fp(x+6),y). (7)

Higher fitness values indicate stronger adversarial effective-
ness. We rank the population in descending order based on
their fitness and retain the top A//3 individuals:

selected,t __ t t ¢
yselecte _{:1;4_551,:1:—"-582,...,$+55N/3}a ®)

where the indices s1, s2, . . are sorted such that:

< Ssnrys
Flatdl)=2F(+d,) = >F(x+o,,)
9
Mutation. Mutation introduces diversity into the popula-
tion by adding small random perturbations to the selected
individuals. Given an individual x,, the mutation process
generates a perturbed variant as:

o, =T _ g6 +¢€, E~U(-dxepxe), (10)

where U(—¢ X €, ¢ X €) represents a uniform random per-
turbation, with ¢ controlling the intensity of the mutation
perturbation. The mutated individuals can be represented as:

:c+5fn2,...,ac+6an/3},
an
Crossover. To further explore the adversarial space, we
introduce crossover operations by linearly combining two
randomly selected parents from the selected population:

miy?

Xmutated,t _ {w + Jt

8L =TI q[A\oL + (1 - N8t ], (12)



where 5;1, 6;2 are two distinct individuals randomly sam-
pled from Asetected ¢ and \ ~ 2/(0, 1) is a randomly sampled
weighting coefficient. The crossover-generated individuals

can be represented as:

x+622,...,w+6t }, (13)

CN/3

sover,t __ t
XCI”OSQOVCI’ — {x _|_ 661’
Finally, the new population at iteration ¢ consists of both
mutated and crossover-generated AEs:

Xt —_ Xmutated,t U Xcrossover,t U Xselected,t. (14)

Note that in the last generation, only selected samples
Aselectedst are used for prompt tuning.

3.3. Formulation of The Proposed Method

Instead of directly optimizing a single perturbation 8, our
method evolves a population of AEs iteratively. The inner
maximization problem is formulated as:

5615}1},5\/)5%(”’ +9),y), (15)

where G(x, ) is obtained through an iterative evolutionary
process, which is presented in Sec. 3.2. The learnable prompt
P is updated by minimizing the loss over the AEs from the
evolved population:

=% LUe@+e).m|. 16

8;€G(x,N)

min Bz )~ p

Hence, the mini-max formulation of the proposed method
can be calculated as:

N
. 1
In()lnE(w’y)ND 51;6%1(%1:),{/\/) N ; L (fg (w + (51') ,y) .

a7
Compared with standard adversarial training (Eq. 5), the
proposed method leverages evolutionary method to generate
diverse AEs, overcoming the limitation of standard adversar-
ial training, which optimizes against only a single worst-case
perturbation. By incorporating fitness-based selection, muta-
tion, and crossover, our method explores a broader range of
adversarial perturbations within the attack space, leading to
better adversarial generalization and enhanced robustness.

3.4. Proposed Dynamic Loss Weighting Method

Previous works indicate that there is a trade-off between
clean accuracy and adversarial robustness. Following [51,

], we adopt both accuracy and robustness losses to perform
adversarial prompt learning, calculated as:

L= alee(fp(®),y)+ ALk (fp(2), fp(x +6)), (18)

where Lcg represents the the cross entropy loss between the
clean image logits and ground truth label, Lx; represents
the Kullback-Leibler (KL) divergence between the logits of
clean images and adversarial examples, and « and 3 repre-
sents the weight parameters. Previous works manually set o
to 1.0 and S to 1.5 to conduct adversarial prompt learning.
However, these methods require significant domain expertise,
and their improvements in robustness remain limited. They
rely on hand-crafted loss weight strategies that are indepen-
dent of model states, without leveraging any state-specific
information. Since models exhibit statistical variations in
robustness throughout training, loss weight strategies should
be designed adaptively based on the model state informa-
tion. To further boost adversaria robustness, we propose a
dynamic loss weighting method to balance model accuracy
and robustness. Specifically, we fine-tune the prompts of
VLMs using both clean and adversarial samples, treating
improvements in clean accuracy and adversarial robustness
as two distinct tasks. The convergence rate of each task
is measured by its learning speed—the faster the task loss
decreases, the higher the learning speed. At the T-th time,
learning speed can be calculated by the ratio of the loss at
epoch T and epoch T — 1:

1) — L (fp(@).y)

=0 = T e @)
_ L (fe(2), fr(z +9))
wrob(T)— T—1 5
Ly (fp(x), fr(z +9))

where w,..(T) represents the learning speed of the clean
accuracy and wyop (T)represents the learning speed of the
adversarial robustness at the time T. The weight parameters
in Eq. 18 can be calculated by:

19)

s exp (wacc(T)/T)

a = it X 2.0 X exp (Wace(T) /T + exp (wrop (T)/T)’
L exp (wrob(T)/T)

B = Binit x 2.0 X exp (Waee(T)/T) + exp (u’rob(’]r)/T)7

(20)

where «;,;+ and B;ni; denote the initial values of « and 3
at the beginning of training, following the FAP setting of
1.0 and 1.5. The multiplication by 2.0 ensures fluctuations
around 1.0, adjusting the initialization of «, 5. Additionally,
T represents the temperature coefficient, which modulates
the weight differences among tasks. The detailed algorithm
is provided in the Appendix.

3.5. Theoretical Analysis

Theorem 1. Suppose that the loss function L is L-Lipschitz
inP, ie.

IL(P,x+6)— L(P,x+0)| < L|6—5||, V6,5 € A,



Natural Acc (%) ImageNet-1K  Caltech101 DTD EuroSAT OxfordPets

FGVCAircraft Food101 Flowers102 StanfordCars SUN397 UCF101 Average

C-AVP [4] 46.27 90.40 29.20 18.13 56.40
APT [32] 52.63 92.93 54.50 33.40 83.70
AdvPT [54] 24.53 68.70 43.717 53.33 46.27
AdvMaPLe [28] 52.93 92.17 57.93 54.97 83.27
AdvVLP [61] 53.23 92.37 57.53 15.50 82.93
FAP [61] 52.53 91.10 55.17 81.70 81.90
ER-APT (ours) 54.07 90.90 57.93 79.13 83.77

1.33 1.07 56.17 14.83 54.70 0.97 33.59
14.77 62.50 86.63 51.90 65.67 69.40 60.73
10.07 18.47 56.03 14.87 33.13 36.60 36.89
23.63 65.13 87.87 56.17 63.57 68.97 64.24
23.27 43.30 87.70 56.00 63.90 69.10 58.62
23.50 64.03 86.27 54.23 62.37 65.70 65.32
25.03 65.70 86.83 56.07 63.93 68.90 66.60

PGD-100 Acc (%) ImageNet-1K Caltechl01 DTD EuroSAT OxfordPets

FGVCAircraft Food101 Flowers102 StanfordCars SUN397 UCF101 Average

C-AVP [4] 12.77 52.60 13.87 15.83 16.43
APT [32] 2.07 30.23 10.47 0.87 4.40

AdvPT [54] 1.47 9.63 5.70 0.17 0.23

AdvMaPLe [28] 21.90 68.63 32.17 3297 36.87
AdvVLP [61] 22.10 67.97 32.73 17.30 35.57
FAP [61] 22.90 67.33 31.33 39.73 41.00
ER-APT (ours) 23.77 70.53 32.03 42.50 43.50

0.63 0.80 22.03 3.57 17.63 0.93 14.28
1.27 2.63 8.97 1.60 3.67 4.40 6.42

0.43 0.73 0.80 0.33 2.37 0.53 2.04

7.33 25.27 58.70 17.57 29.70 31.67 32.98
8.40 16.50 58.70 17.47 29.70 32.80 30.84
797 26.67 61.47 19.23 30.27 32.80 34.61
8.53 26.87 64.43 20.93 30.70 34.67 36.22

Table 1. Accuracy (%) of adversarial 16-shot learning on 11 datasets. The table above presents the Natural Accuracy, while the table
below reports the Robust Accuracy under PGD-100 attacks. Bolded numbers indicate the state-of-the-art results.

where A is the allowable perturbation space as
A.={0eR?: 6] <€} 1)
If ER-APT (17) optimizes the learnable prompts P to satisfy

N
% S Lz +6) <, (22)
=1

then for any perturbation § € A, we have
L(P,x+ ) <~v+Ln, (23)

where 1) satisfies there exists 6; € P such that ||0 — &;|| <,
and P = {01,062, ...,dn} denote the population of pertur-
bations maintained by ER-APT.

The evolutionary mechanism in ER-APT explicitly enforces
diversity in P (via mutation and crossover), ensuring 7 is
small. This tightens the bound y 4+ L7, improving robust-
ness across A.. Moreover, standard adversarial training (5)
minimizes maxsca, L(P,x + §), which only guarantees
robustness at isolated worst-case points (not neighborhoods).
The region-based bound of ER-APT is strictly stronger when
v+ Ly < maxsea, L(P,x +9).

4. Experiments
4.1. Setups

Datasets. To evaluate our method’s effectiveness, we follow
previous works [28, 59—61] and utilize 11 diverse image
recognition datasets covering multiple vision tasks. Specif-
ically, the datasets comprise two generic-object datasets
(ImageNet-1K [9] and Caltech101 [1 1]), a texture recogni-
tion dataset (DTD [6]), and five fine-grained object recogni-
tion datasets, including FGVCAircraft [35], OxfordPets [38],
Flowers102 [36], Food101 [3], and StanfordCars [29]. Ad-
ditionally, the collection includes datasets for scene recogni-
tion (SUN397 [45]), action recognition (UCF101 [43]), and
satellite image classification (EuroSAT [14]).

Baselines. To showcase the effectiveness of the proposed
method, we compare it with Zero-shot CLIP [39] capabili-
ties as well as several existing adversarial prompt learning
methods. First, we compare single-modal adversarial prompt
learning methods. For visual prompts, we evaluate against
C-AVP [4]. For textual prompts, we compare two methods:
APT [32], which focuses on learning robust text prompts in-
stead of modifying model weights, and AdvPT [54], which
first adopts the image encoder to generate AEs and then
leverages learnable text prompts for alignment. Additionally,
we compare various multimodal adversarial prompt learning
methods. In this regard, we primarily follow the methods
proposed by Zhou et al. [61], which includes AdvVLP, Ad-
vMaPLe [28] and FAP [61].

Implementation details. Our experiments are conducted on
the ViT-B/32 CLIP architecture, with results averaged over
three random seeds. In cross-dataset evaluations, all models
are trained for 5 epochs, while for other benchmark settings,
training extends to 10 epochs. Optimization is performed us-
ing SGD with a momentum of 0.9, an initial learning rate of
0.0035, and a cosine learning rate scheduler with a warm-up
phase during the first epoch. For adversarial prompt learning,
we employ token prompts of size 2 in both the vision and text
branches across the first nine transformer blocks. More im-
plementation details are shown in the Appendix. Adversarial
attacks are generated under the /., threat model using a 2-
step PGD attack with a perturbation bound of ¢ = 1/255 and
a step size of v = 1/255, following [39]. For our evolution-
based region, the iteration count and step size match those
of PGD to ensure fairness. The adversarial robustness is
assessed using a 100-step PGD attack. For our proposed
ER-APT method, we set the initial population size to N/ = 9
and the mutation perturbation intensity to ¢ = 0.1. For the
dynamic loss weighting, the temperature parameter is set to
T = 1.0. The selection of these parameters and impact on
ER-APT’s performance are shown in the Appendix.



Natural Acc (%) ImageNet-1K  Caltech101 DTD EuroSAT OxfordPets

FGVCAircraft Food101 Flowers102 StanfordCars SUN397 UCF101 Average

Zero-shot CLIP [39] 62.10 91.50 43.70 45.20 87.40 19.20 80.50 66.90 60.40 62.10 62.00 61.91
C-AVP [4] 44.87 85.47 30.23 25.17 74.20 7.13 56.53 43.17 27.27 41.97 44.60 43.69
APT [32] 12.23 53.57 11.93 11.33 13.97 7.83 7.30 13.73 5.90 14.73 18.30 15.53
AdVPT [54] 23.50 63.70 19.47 20.40 43.10 4.60 12.23 28.57 9.23 26.33 25.77 25.17
AdvVLP [61] 53.23 87.33 3343 18.37 78.80 10.70 55.80 49.77 38.70 52.80 51.50 48.22
AdvMaPLe [28] 52.93 88.23 30.87 17.60 71.87 11.10 56.67 52.90 36.70 52.53 50.97 48.03
FAP [61] 52.53 87.80 30.93 15.30 78.20 10.70 55.83 51.20 38.70 52.47 51.73 47.76
ER-APT (ours) 53.67 87.83 34.80 16.73 79.83 11.90 56.57 53.93 41.80 53.17 53.10 49.39

PGD-100 Acc (%) ImageNet-1K Caltechl101 DTD EuroSAT OxfordPets

FGVCAircraft Food101 Flowers102 StanfordCars SUN397 UCF101 Average

Zero-shot CLIP [39] 1.57 26.23 5.07 0.03 327 0.00 5.03 1.73 0.30 1.20 247 4.26
C-AVP [4] 11.67 48.07 12.93 4.57 19.03 0.83 9.70 16.20 2.90 12.77 10.47 13.56
APT [32] 0.90 7.70 3.47 0.00 L.10 0.63 0.10 0.67 0.00 2.37 0.33 1.57
AdvPT [54] 0.33 3.47 3.30 0.17 0.87 0.00 0.00 0.60 0.43 0.40 0.27 0.89
AdvVLP [61] 22.10 62.97 18.60 10.67 40.83 2.73 17.83 2523 10.97 21.67 22.10 23.25
AdvMaPLe [25] 21.90 64.90 17.50 10.53 42.83 2.73 18.53 28.73 10.43 21.90 23.20 23.93
FAP [61] 22.90 65.43 16.93 9.97 43.717 2.77 19.60 27.23 11.80 22.40 23.77 24.23
ER-APT (ours) 23.20 68.03 19.80 10.47 45.93 3.80 19.77 30.03 13.07 22.60 24.27 25.54

Table 2. Cross-dataset generalization from ImageNet-1K to various downstream recognition datasets. We report the mean and standard
deviation of natural and robust (PGD-100) accuracy. Bolded numbers denote the state-of-the-art results.

Base Class New Class

Method Base Nat Acc  Base Adv Acc  New Nat Acc  New Adv Acc
C-AVP [4] 31.68 14.43 30.39 13.36
APT [32] 18.21 3.80 13.99 3.07
AdvPT [54] 43.87 3.50 44.94 8.84
AdvVLP [61] 58.95 32.37 46.92 21.61
AdvMaPLe [28] 60.38 30.69 46.18 20.25
FAP [61] 70.52 38.05 49.58 21.86
ER-APT (ours) 71.76 41.81 53.88 26.29

Table 3. Adversarial base-to-new Generalization performance.
We report the average result of the Base Natural Accuracy (%),
Base Adversarial Accuracy (%), New Natural Accuracy (%), and
New Adversarial Accuracy (%) on 11 datasets. Detailed results for
each dataset are provided in the Appendix.

4.2. Adversarial few-shot learning

In this scenario, we assess the model’s capability to learn ro-
bust representations under extreme data scarcity. To achieve
this, we fine-tune the model using only {1,2,4, 8,16} sam-
ples per class, ensuring minimal downstream data availabil-
ity. In the main text, we primarily present the results under
the 16-shot setting, as shown in Table 1, while the remaining
experimental results are provided in the Appendix. From
the results, it is evident that compared to previous methods,
FAP [01] exhibits lower accuracy on nature examples in a
few datasets. However, its robustness accuracy achieves
state-of-the-art (SOTA) performance. In contrast, ER-APT
further improves performance on natural examples compared
to FAP, achieving the best accuracy across more datasets,
with an average improvement of 1.28% over FAP. It outper-
forms FAP in terms of robustness, attaining the best results
on 10 out of 11 datasets, with an average gain of 1.61%.

4.3. Adversarial base-to-new generalization

We follow FAP and adopt a more challenging adversarial
base-to-new generalization setting, where datasets are di-

vided into base and new subclasses. In this setting, models
are trained on a 16-shot dataset from the base classes and
then evaluated on both base and new classes. Since the num-
ber of categories in most datasets is significantly smaller
than the number of samples per class, models must extract
intrinsic features from each dataset and learn robust repre-
sentations from limited examples to effectively generalize
to a large volume of test data. From Table 3, We observe
that our proposed ER-APT outperforms the state-of-the-art
method FAP not only in both Base Class and New Class,
but also in terms of Natural Accuracy and Robust Accuracy.
Specifically, on the Base Class, our method surpasses FAP
by 1.24% and 3.76%, respectively. When evaluating the
model on New Classes after conducting adversarial prompt
learning on the Base Class, our approach achieves signifi-
cantly higher performance than existing methods, exceeding
them by 4.3% and 4.43%, respectively.

4.4. Adversarial Cross-Dataset Evaluation

Beyond comparisons with baselines under few-shot settings,
we also evaluate our method in zero-shot scenarios, where
robustness is assessed through cross-dataset evaluations. We
adopt a 16-shot setting, where the CLIP model first under-
goes adversarial prompt tuning on ImageNet-1K. Subse-
quently, the tuned model is evaluated for cross-dataset gen-
eralization across 10 downstream datasets. The detailed re-
sults are presented in Table 2. It is evident that the zero-shot
CLIP [39] model achieves the highest accuracy on natural ex-
amples. However, it exhibits almost no defense against AEs.
In contrast, models undergoing adversarial prompt tuning
experience a slight decline in accuracy on natural examples
but gain significantly improved robustness. This process
seeks to strike a balance between clean accuracy and robust-
ness. Among all adversarial prompt tuning methods, our
approach achieves the best performance in both natural accu-



AutoAttack ImageNet-1K  Caltech101 DTD EuroSAT OxfordPets

FGVCAircraft Foodl01 Flowers102 StanfordCars SUN397 UCF101 Average

FAP 41.87 24.53 33.33 42.30 27.40
ER-APT (ours) 42.23 27.07 33.37 49.10 33.93

16.27 52.63 48.17 37.60 49.83 38.10 3745
19.30 53.57 49.63 38.63 49.30 52.03 40.74

Table 4. Zero-shot adversarial robustness (%) with Auto-Attack adversarial perturbation. We perform adversarial prompt tuning using
perturbations generated by PGD attack and evaluate the model under AutoAttack perturbations with e = 1/255.

racy and robust accuracy on downstream datasets, surpassing
the previous state-of-the-art method by 1.17% and 1.31%,
respectively. This further demonstrates the effectiveness of
our evolution-based method in enhancing generalization.

4.5. Zero-shot Evaluation under Auto-Attack

We employ the more powerful Auto-Attack [8] to evalu-
ate our adapted model. We follow the adversarial few-shot
prompt learning setup with a 16-shot setting, utilizing ad-
versarial perturbations generated by the PGD attack. After
tuning the model, we evaluate its performance against per-
turbations generated by AutoAttack. The AutoAttack used
in our experiments is the standard version, which consists
of an ensemble of APGD-CE, APGD-DLR, FAB [7], and
Square Attack [1]. Moreover, AutoAttack provides a strong
and reproducible benchmark for evaluating adversarial ro-
bustness, ensuring consistency across different models and
experiments. Its ability to systematically explore worst-case
perturbations makes it a reliable tool for assessing the true
robustness of a model. Notably, AutoAttack utilizes a frac-
tional attack generator that adaptively adjusts the step size
«, enhancing its effectiveness for zero-shot robustness eval-
uation. As shown in Table 4, we observe that ER-APT
surpasses FAP in robustness against AutoAttack on 10 out
of 11 datasets, achieving an average improvement of 3.29%.
This demonstrates that even under the stronger AutoAttack,
our Evolution-Region method remains SOTA in robustness.

4.6. Ablation Study

Our proposed ER-APT proposes two key advancements
over previous adversarial prompt tuning methods: Evolution-
based Region and Dynamic Loss Weighting. To evaluate the
contribution of each component to the overall effectiveness
of our method, we conduct comprehensive ablation stud-
ies on adversarial base-to-new generalization. Specifically,
we systematically remove each component from ER-APT
and analyze its impact on multiple performance metrics, in-
cluding Base and New Class accuracy, Natural Accuracy,
and Robust Accuracy. The detailed results, presented in
Fig. 3, clearly demonstrate that eliminating either of the two
improvements leads to a decline across almost all evalua-
tion metrics, underscoring their critical role in enhancing
ER-APT’s performance. Notably, the performance degrada-
tion is especially severe when the Evolution-based Region
component is removed, highlighting its paramount impor-
tance in strengthening both the robustness and generalization

FAP

ER-APT w.o. Evolution Region
ER-APT w.o. Dynamic Balance
ER-APT

Base Nature Base Robust New Nature New Robust

Figure 3. Ablation Study. The two innovations, Evolution-based
Region and Dynamic Loss Weighting, are each ablated to compare
their adversarial base-to-new generalization.

Training Time(mins) Caltechl01 DTD OxfordPets UCF101

FAP 25 21 19 35
ER-APT (ours) 42 30 27 55

Table 5. Comparison of training time between FAP and ER-APT,
evaluated on the selected datasets: Caltech101, DTD, OxfordPets,
and UCF101.

capabilities of our method.

4.7. Computation Cost

In addition to comparing robustness and generalization with
existing methods, we further evaluate the training time ef-
ficiency of our approach compared to the state-of-the-art
method FAP [61]. We maintain the 16-shot adversarial
prompt tuning setup and conduct experiments on the se-
lected datasets, Caltech101 [11], DTD [6], OxfordPets [38]
and UCF101 [43]. The detailed training time comparison
is presented in Table 5, where it is evident that ER-APT
requires 1.42 to 1.68 times the training time of FAP. This
additional time primarily stems from the evolution-based
region, which generates more diverse AEs. Although our
ER-APT incurs a slightly higher training cost than FAP, our
ER-APT consistently achieves state-of-the-art robustness
and generalization across a wide range of tasks and datasets,
making the trade-off highly favorable.



5. Conclusion

In this work, we propose an evolution-based region adver-
sarial prompt tuning method, called ER-APT, to address the
limitations of existing adversarial prompt tuning methods
for large vision-language models (VLMs). Unlike previ-
ous methods that rely on single-gradient direction perturba-
tions, ER-APT integrates gradient-based attacks with genetic
evolution, enhancing the diversity and effectiveness of ad-
versarial examples. By leveraging selection, mutation, and
crossover mechanisms, our approach optimizes adversarial
examples to cover a broader perturbation space, leading to
more robust prompt tuning. Additionally, the dynamic loss
weighting strategy further improves the balance between
robustness and accuracy during training, improving the ad-
versarial robustness. Extensive experiments conducted on
multiple benchmark datasets confirm that ER-APT consis-
tently outperforms state-of-the-art adversarial prompt tuning
methods, achieving superior adversarial robustness while pre-
serving strong generalization capabilities. Our results show
that ER-APT enhances resilience to adversarial perturbations
while ensuring robust transferability across diverse tasks and
data distributions. Our findings highlight the importance of
diverse and adaptive FAT for improving the robustness.
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A. Additional Implementation Details

A.l. Environment and Device

Our experiments are conducted in an environment with Py-
Torch 1.10.1, CUDA 11.3, and Python 3.8. The compu-
tations are performed on either an NVIDIA A100-SXM4-
40GB or an NVIDIA A100-SXM4-80GB GPU.

A.2. Hand-crafted Prompt Templates

We report the hand-crafted prompt templates used in Zero-
shot CLIP and our method for initialization on 11 image
recognition datasets in Table 6.

Dataset Template

ImageNet-1K "a photo of a {}."

Caltech101 "a photo of a {}."
DTD "{} texture."

EuroSAT "a centered satellite photo of {}."
OxfordPets "a photo of a {}, a type of pet."
FGVCAircraft "a photo of a {}, a type of aircraft."
Food101 "a photo of a {}, a type of food."
Flowers102 "a photo of a {}, a type of flower."

StanfordCars "a photo of a {}."
SUN397 "a photo of a {}."
UCF101 "a photo of a person doing {}."

Table 6. Hand-crafted text template for static text supervision of
different datasets.

A.3. Comparison between APT and AdvPT

APT [32] and AdvPT [54] are both adversarial prompt tun-
ing methods based on the CoOp [59] framework, which
updates only the learnable tokens in the category-specific
prompt without modifying the model parameters. The key
difference between the two lies in the generation of adversar-
ial examples during training. In APT, adversarial examples
are dynamically updated at each iteration as the text prompt
evolves. In contrast, AdvPT generates all adversarial ex-
amples in advance using the zero-shot CLIP model before
training begins. Regarding the length of text prompts, we
typically follow the practice of using 16 context tokens, with
an additional class token appended at the end of the context.

B. Hyperparameters

Initialization of evolutionary population size A/. The pop-
ulation size A controls the diversity of adversarial examples
and influences computational complexity. In general, in-
creasing A/ allows a broader exploration of the attack space,
leading to enhanced robustness. As shown in Tab. 7, when
N =9, the method achieves strong robustness (Oxford-
Pets:43.50%, Caltech101: 70.53%), and further increasing
N to 15 provides only marginal improvement (Caltech101:
70.63%, DTD: 32.30%). However, a larger population size
significantly increases computational cost, making it imprac-
tical in certain scenarios. Given that A" = 9 already achieves
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‘ OxfordPets [38] Caltech101 [11]) DTD [6]
‘ Nature Acc Robust Acc ‘ Nature Acc Robust Acc ‘ Nature Acc Robust Acc

6 83.33 43.13 91.10 69.07 57.17 31.43
9 83.77 43.50 90.90 70.53 57.93 32.03
12 83.70 42.57 90.67 70.97 57.87 31.97
15 83.43 43.20 90.80 70.63 57.90 32.30

Table 7. The impact of population size A/ in ER-APT initializa-
tion on its performance. The gray color represents the selected
hyperparameter.

‘ OxfordPets [38] Caltech101 [11]) DTD [6]

¢ ‘ Nature Acc Robust Acc ‘ Nature Acc Robust Acc ‘ Nature Acc Robust Acc

0.05 83.43 41.30 91.20 69.97 57.37 32.43
0.1 83.77 43.50 90.90 70.53 57.93 32.03
0.2 83.2 432 91.27 69.93 57.70 31.70

Table 8. The impact of the population mutation perturbation
intensity parameter ¢ in ER-APT on its performance. The gray
color indicates the selected hyperparameter.

‘ OxfordPets [38] Caltech101 [11]) DTD [6]

‘ Nature Acc  Robust Acc ‘ Nature Acc  Robust Acc ‘ Nature Acc  Robust Acc
0.5 83.70 42.27 91.13 70.03 ‘ 55.17 30.63
1.0 83.77 43.50 90.90 70.53 57.93 32.03
2.0 83.50 43.07 90.80 71.57 ‘ 57.57 31.37

Table 9. The impact of the temperature parameter 7" in dynamic
loss weighting on ER-APT performance. The gray color indicates
the selected hyperparameter.

competitive robustness while maintaining computational ef-
ficiency, we select it as the optimal population size.

Mutation perturbation intensity ¢. The population
mutation intensity ¢ determines the diversity of adversar-
ial examples during the evolutionary process. As shown in
Tab. 8, selecting ¢ = 0.1 achieves high robustness across
datasets, particularly for Caltech101 (Robust Acc: 70.53%)
and OxfordPets (Robust Acc: 43.50%). When ¢ = 0.05,
the mutation strength is insufficient, leading to a limited
search space and lower robustness (Caltech101: 69.97%,
OxfordPets: 41.30%). On the other hand, increasing ¢ to
0.2 introduces excessive perturbation, which may cause in-
stability in the optimization process, resulting in a slight
decline in robustness (Caltech101: 69.97%). Given these
observations, ¢ = 0.1 is selected as a balanced choice that
ensures sufficient perturbation diversity while maintaining
stable training.

Dynamic loss weighting temperature 7'. The tempera-
ture parameter 7" in dynamic loss weighting determines how
the balance between clean accuracy and adversarial robust-
ness is adjusted. As shown in Tab. 9, setting 7" = 1.0 yields
stable performance across datasets, particularly for Oxford-
Pets (Robust Acc: 43.50%) and DTD (Robust Acc: 32.03%).
When T' = 0.5, the loss weight changes more abruptly,
which may destabilize training and result in lower robustness
(Caltech101: 70.03%, DTD: 30.63%). Conversely, increas-
ing T to 2.0 results in smoother loss weight adjustments, but



it also weakens the dynamic weighting of the loss, ultimately
leading to performance degradation (DTD: 31.37%). Given
these observations, 7' = 1.0 is selected to ensure a stable
and effective balance between accuracy and robustness.

C. Training Pipeline for ER-APT

Based on the detailed methodology presented in the main
text, we further provide a more intuitive training pipeline for
Evolution-based Region Adversarial Prompt Learning, as
outlined in Algorithm 1.

D. Detailed experimental results for each
dataset.

Due to space limitations in the main text, we present only the
16-shot results for adversarial few-shot learning. However,
in Tab. 10 and Tab. 11, we provide a detailed breakdown
of the natural accuracy and robustness accuracy across dif-
ferent shot settings (1, 2, 4, 8, and 16) for each dataset.
Additionally, for the adversarial Base-to-New generalization
experiments, we present only the averaged results in the
main text. However, in Tab. 12, we provide detailed results
for each dataset.
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Algorithm 1 Evolution-based Region Adversarial Prompt Tuning (ER-APT)

Input: Few-shot dataset S, CLIP model parameters § = {6z, 07}, prompt vectors P = {P,,, P;}, text description ¢,
population size A/, mutation perturbation intensity ¢, learning rate «, dynamic loss weighting temperature 7', adversarial
budget e, the initial loss balancing parameters av;,;t, Binit-

Output: Optimized prompt vectors P*.

1: for each training epoch do

2:  for each minibatch (x,t) ~ S do

3 # Calculate image and word embeddings

4: h(z, P,) = {cas, h1(X), ..., hx(x), Py}

S: d(tj,Pt):{dl (tj),...,dM<tj)7Pt}

6: # Generate clean visual and text representations
7 Z(v,P,) = fr (h(z, Py); W)

s =27 = fi(d (P W)

9 # Initialize adversarial population

10: X0 {x+ 8N, 8) ~U(—¢€)

11: for each attack iteration ¢ do

12: # Optimize adversarial examples using gradients

13: ot = O g [0 + OéSign(vsz—lE(fP<$ +67h, )]
14: # Fitness evaluation and selection

15: Compute fitness scores F(z + 8;) = L (fp(x + 8}),y) -
16: Select top A /3 samples: Asclected:t

17: # Mutation

18: for each selected sample 5, do

19: 6f’m = H[*E,E] [6; + ﬂ? &~ u(_(b X €, (b X 6)

20: end for

21 Xmutated,t « {:13 + 5;1 }ﬁ/l?’

22: # Crossover l

23: fori=1to N'/3do

24: Randomly sample 6, ,8;, € Asclected:t

25: 6., =M q[Ad, + (1 —=X)8,,], A~U(0,1)

26: end for

27 Jycrossover,t — {CL‘ + 621}-1/\2/15

8: Update population: Xt — Xmutated,t U Xcrossover,t U Xselected,t
29: end for

30: # Dynamic Loss Weighting

31: if Epoch T < 2 then

32: = Qinit, B = Binit

33: else .

34: waCC(T) — Lalr®)y)

- ﬁ%l(fp(m),y)
. _ Lu(fp(=).fp(z+6))
35: won(T) = 285 o))
exp(Waee(T) /T)
exp(Waee (T) /T) +exp (wrop (T) /T)

. — R. . exp(wrob (T) /T)
37: ﬂ T ﬂ“”t X 20 X eXP(wﬂcc(T)/T)"FEXP(wmh(T)/T)

36: a = Qunit X 2.0 X

38: end if

39: # Compute loss and update prompts

40: L =alck (fp(z),y) + BLxL (fP(2), fr(z +9))
41: Update prompts: P <+ P —a x VpL

42:  end for

43: end for

44: Return: Optimized prompt vectors P* = P
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Dataset Method 1-shot 2-shot 4-shot 8-shot 16-shot

C-AVP [4] 32.81 32.87 34.13 34.00 33.59
APT [32] 52.02 52.85 56.42 58.68 60.73
Average AdvPT [54] 25.37 26.76 28.78 33.42 36.89
AdvMaPLe [25] 28.22 34.18 44.05 54.65 64.24
AdvVLP [61] 28.47 37.22 46.70 56.64 58.62
FAP [61] 35.42 48.17 53.38 62.17 65.32
ER-APT 36.80 50.58 58.23 66.08 66.60
C-AVP [4] 46.60 46.93 49.80 46.37 46.27
APT [32] 19.30 48.83 50.90 52.03 52.63
ImageNet-1K AQVPT [54] 20.17 22.37 23.40 24.30 24.53
AdvMaPLe [25] 149.27 149.97 51.27 52.13 52.93
AdvVLP [61] 149.00 50.53 51.30 52.83 53.23
FAP [61] 49.90 48.53 51.53 52.17 52.53
ER-APT 48.53 149.80 52.47 53.90 54.07
C-AVP [4] 85.73 91.23 90.17 90.30 90.40
APT [32] 84.77 89.70 90.77 92.37 92.93
Caltech101 AQvPT [54] 62.97 66.07 64.97 68.07 68.70
AdvMaPLe [28] 85.53 88.00 89.53 90.63 92.17
AdVVLP [61] 85.43 87.60 89.37 90.17 92.37
FAP [61] 83.53 87.73 87.57 89.63 91.10
ER-APT 84.30 87.93 89.23 90.47 90.90
C-AVP [4] 26.97 14.27 18.77 23.63 29.20
APT [32] 41.67 45.57 51.33 54.43 54.50
DTD AdvPT [54] 16.73 24.57 31.70 37.47 43.77
AdvMaPLe [28] 13.63 16.53 6.43 33.20 57.93
AdvVLP [61] 15.97 18.33 22.97 51.83 57.53
FAP [61] 18.40 18.40 31.27 52.13 55.17
ER-APT 19.47 20.03 32.70 54.10 57.93
C-AVP [4] 9.87 9.83 10.57 9.87 18.13
APT [32] 40.47 40.87 25.67 24.33 33.40
EuroSAT AdQvPT [54] 23.27 15.77 13.23 36.57 53.33
AdvMaPLe [28] 15.10 21.57 20.27 27.07 54.97
AdvVLP [61] 14.37 20.37 13.20 10.87 15.50
FAP [61] 31.37 43.80 64.37 76.57 81.70
ER-APT 32.53 44.57 66.03 79.20 79.13
C-AVP [4] 57.60 47.13 57.80 57.43 56.40
APT [32] 70.23 72.87 71.83 82.87 83.70
OxfordPets AQVPT [54] 37.93 39.17 44.13 44.20 46.27
AdvMaPLe [25] 30.67 34.03 30.70 55.60 83.27
AdVVLP [61] 29.63 31.27 67.43 80.67 82.93
FAP [61] 49.23 64.23 42.10 79.47 81.90
ER-APT 51.27 65.73 62.40 82.43 83.77
C-AVP [4] 1.50 5.97 6.10 470 1.33
APT [32] 14.77 16.37 15.70 13.60 14.77
FGVCAircraft AdvPT [54] 5.40 7.73 7.30 9.73 10.07
AdvMaPLe [28] 1.37 1.80 2.50 20.37 23.63
AQVVLP [61] 1.90 6.70 14.07 14.70 23.27
FAP [61] 2.37 9.57 19.57 21.03 23.50
ER-APT 447 16.20 20.17 23.43 25.03
C-AVP [4] 24.43 1.03 22.73 1.00 1.07
APT [32] 56.57 60.17 59.80 61.57 62.50
Food101 AdvPT [54] 13.27 1113 15.23 16.97 18.47
AdvMaPLe [28] 5.27 3.10 60.00 62.70 65.13
AdvVLP [61] 1.07 1.53 41.50 61.73 43.30
FAP [61] 3167 56.90 59.37 61.80 64.03
ER-APT 32.37 58.60 75.87 83.70 65.70
C-AVP [4] 63.10 61.47 55.97 55.50 56.17
APT [32] 61.97 67.17 82.40 84.00 86.63
Flowers102 AdvPT [54] 33.97 38.47 11.97 5113 56.03
AdvMaPLe [28] 1.40 46.17 52.20 83.10 87.87
AdvVLP [61] 19.77 62.43 51.00 83.90 87.70
FAP [61] 10.40 53.10 73.13 81.53 86.27
ER-APT 13.38 58.60 75.83 83.77 86.83
C-AVP [4] 0.57 31.20 14.00 14.40 14.83
APT [32] 140.40 15.57 43.37 49.43 51.90
StanfordCars AdQVPT [54] 10.80 11.17 13.47 13.27 14.87
AdvMaPLe [25] 25.80 39.93 44.60 50.53 56.17
AdvVLP [61] 35.33 40.07 45.00 50.93 56.00
FAP [61] 34.70 38.60 43.20 48.47 54.23
ER-APT 37.83 42.47 46.87 51.77 56.07
C-AVP [4] 41.20 50.77 48.47 52.53 54.70
APT [32] 53.53 59.20 62.37 64.30
SUN397 AQvPT [54] 27.57 28.57 29.97 32.47
AdvMaPLe [28] 149.70 53.73 58.23 61.50
AdVVLP [61] 48.83 53.77 57.90 61.33
FAP [61] 19.53 54.07 56.60 60.40
ER-APT 51.37 56.70 60.07 61.37
C-AVP [4] 3.37 1.73 1.07 18.27
APT [32] 58.50 65.00 66.53 66.53
UCF101 AdvPT [54] 27.03 20.37 3117 33.43
AdvMaPLe [28] 32.70 59.73 64.33
AdvVLP [61] 11.83 59.97 64.07
FAP [61] 28.50 58.50 60.70 65.70
ER-APT 29.30 58.90 62.70 68.90

Table 10. Natural Accuracy (%) of detailed adversarial few-shot prompt learning results. We report the mean of the natural accuracy
for baselines and our method under different shot number settings across 11 datasets.
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Dataset Method 1-shot 2-shot 4-shot 8-shot 16-shot

C-AVP [4] 14.04 13.20 13.08 13.77 14.28
APT [32] 3.75 433 455 5.71 6.42
Average AdvPT [54] 1.05 1.32 1.59 1.86 2.04
AdvMaPLe [25] 8.58 12.36 18.07 25.78 32.98
AdvVLP [61] 9.01 14.18 18.80 26.62 30.84
FAP [61] 7.8 14.05 19.59 29.51 34.61
ER-APT 10.06 17.89 25.05 33.86 36.22
C-AVP [4] 11.07 10.90 1113 11.90 12.77
APT [32] 1.30 1.03 1.40 1.80 2.07
ImageNet-1K AQVPT [54] 0.43 0.77 1.33 0.87 147
AdvMaPLe [25] 14.60 17.13 19.00 20.60 21.90
AdvVLP [61] 15.53 17.50 19.37 20.97 22.10
FAP [61] 15.40 17.83 19.60 21.53 22.90
ER-APT 17.43 20.07 21.33 22.73 23.77
C-AVP [4] 50.33 55.23 52.50 50.33 52.60
APT [32] 26.90 3170 26.67 30.83 30.23
Caltech101 AQvPT [54] 7.60 8.33 7.30 10.10 9.63
AdvMaPLe [28] 18.37 56.20 59.40 63.80 68.63
AQVVLP [61] 48.47 55.33 59.07 63.13 67.97
FAP [61] 41.13 53.90 57.33 62.50 67.33
ER-APT 43.37 54.93 63.47 63.93 70.53
C-AVP [4] 12.93 6.93 9.27 1147 13.87
APT [32] 3.83 427 6.33 8.70 10.47
DTD AdvPT [54] 2.60 243 4.37 420 5.70
AdvMaPLe [28] 2.93 4.20 2.40 16.97 32.17
AdvVLP [61] 477 7.17 10.33 25.77 32.73
FAP [61] 2.40 133 8.07 25.77 31.3:
ER-APT 3.67 5.03 10.47 26.73
C-AVP [4] 9.80 8.67 8.50 9.77
APT [32] 0.30 0.17 0.27 0.17
EuroSAT AdvPT [54] 0.00 0.37 0.00 0.00
AdvMaPLe [25] 0.57 537 16.13 21.60
AdvVLP [61] 0.20 6.30 6.83 12.23
FAP [61] 0.00 1.00 3.60 29.30
ER-APT 0.00 473 7.97 30.70
C-AVP [4] 22.73 15.10 16.20 17.33
APT [32] 0.60 1.07 2.10 3.10
OxfordPets AdQVPT [54] 0.13 117 1.73 0.27
AdvMaPLe [25] 1.97 6.87 9.03 21.07
AdVVLP [61] 3.83 7.07 1847 29.63
FAP [61] 347 12.67 9.30 34.57
ER-APT 1047 19.50 23.43 36.93
C-AVP [4] 0.77 1.60 1.27 1.20
APT [32] 0.10 0.13 0.67 1.03
FGVCAircraft AdvPT [54] 0.00 0.00 0.17 0.00
AdvMaPLe [28] 0.07 0.73 1.07 5.53
AQVVLP [61] 0.90 2.27 3.73 440
FAP [61] 0.07 110 3.93 6.07
ER-APT 1.30 2.53 5.10 7.33
C-AVP [4] 5.23 0.10 4.57 0.83
APT [32] 0.83 0.87 1.63 2.33
Food101 AdvPT [54] 0.00 0.17 0.37 0.10
AdvMaPLe [28] 0.30 0.67 14.83 20.13
AdVVLP [61] 0.77 110 11.20 19.33
FAP [61] 1.43 10.53 18.37 23.20
ER-APT 437 24.43 41.40 55.63
C-AVP [4] 29.70 26.93 23.73 23.57
APT [32] 2.10 3.10 4.23 6.00
Flowers102 AdvPT [54] 0.43 0.23 0.63 0.87
AdvMaPLe [25] 0.10 17.00 25.37 48.80
AdVVLP [61] 6.57 25.17 25.80 50.90 58.70
FAP [61] 0.53 19.57 38.77 52.63 61.47
ER-APT 347 24.47 40.43 54.60 64.43
C-AVP [4] 0.33 5.07 2.93 2.80 3.57
APT [32] 0.23 0.13 0.83 117 1.60
StanfordCars AdQVPT [54] 0.00 0.00 0.73 1.27 033
AdvMaPLe [25] 277 5.20 8.70 12.80 17.57
AdvVLP [61] 3.80 5.33 9.07 13.27 1747
FAP [61] 483 7.27 1117 15.10 19.23
ER-APT 6.77 10.53 13.83 17.30 20.93
C-AVP [4] 11.10 13.57 13.03 17.30 17.63
APT [32] 1.23 2.03 2.90 3.40 3.67
SUN397 AQvPT [54] 0.37 0.77 0.40 1.33 2.37
AdvMaPLe [28] 12.67 16.33 21.53 26.30 29.70
AdVVLP [61] 12.60 17.33 21.17 26.23 29.70
FAP [61] 14.93 19.30 23.20 27.23 30.27
ER-APT 15.73 21.30 24.33 28.70 30.70
C-AVP [4] 0.40 1.07 0.80 193 0.93
APT [32] 3.87 3.10 3.03 430 4.40
UCF101 AdvPT [54] 0.00 0.23 0.47 1.40 0.53
AdvMaPLe [28] 7.07 21.30 25.93 31.67
AdvVLP [61] 1.73 2177 26.97 32.80
FAP [61] 243 22.13 26.67 32.80
ER-APT 413 23.77 27.87 34.67

Table 11. Robust Accuracy (%) of detailed adversarial few-shot prompt learning results. We report the mean of the natural accuracy for
baselines and our method under different shot number settings across 11 datasets.
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Dataset Class Metric C-AVP [4] APT [32] AdvPT [54] AdvMaPLe[28] AdvVLP[61] FAP[61] ER-APT

Natural Acc  31.68 18.21 43.87 60.38 58.95 70.52 71.76
Base  Ady Acc 14.43 3.80 3.50 30.69 3237 38.05 41.81

Average Natural Acc 30.39 13.99 44.94 46.18 46.92 49.58 53.88
New  Ady Acc 13.36 3.07 8.84 20.25 2161 21.86 26.29

Natural Acc  49.87 24.73 26.53 58.40 58.47 58.10 58.40

Base  Ady Acc 1227 9.83 0.50 2533 24.93 25.83 25.87

ImageNet-1K Natural Acc  44.80 25.43 69.03 48.83 48.67 47.83 48.53
New  Ady Acc 1227 5.90 14.77 21.03 20.50 21.57 21.93

Natural Acc  92.83 67.63 7227 94.40 94.87 94.07 94.73

Base  Ady Acc 57.17 15.97 13.60 73.90 76.23 74.20 77.93

Caltech101 Natural Acc  88.83 43.83 62.33 83.27 84.47 76.53 78.53
New  Ady Acc 49.13 9.97 15.17 56.70 57.67 50.00 55.03

Natural Acc 2327 14.17 52.70 43.40 48.63 69.17 67.40

Base  Ady Acc 10.03 8.87 7.13 21.50 27.57 41.63 40.77

DTD Natural Acc  13.23 19.43 46.77 2127 287 35.17 41.30
New  Ady Acc 7.20 3.60 6.83 9.97 1237 19.77 21.30

Natural Acc  18.07 31.37 68.73 5430 49.03 87.70 90.27

Base  Ady Acc 17.77 147 3.10 15.90 38.03 51.80 61.73

EuroSAT Natural Acc  25.50 330 9.13 26.73 35.63 32.80 48.83
New  Adv Acc 19.97 0.00 037 6.83 19.47 13.40 23.50

Natural Acc  32.57 9.47 53.43 38.97 60.67 87.37 89.03

Base  Ady Acc 1227 033 127 16.80 31.80 34.13 48.80

OxfordPets Natural Acc  32.30 273 51.17 39.67 57.90 72.13 85.90
New  Adv Acc 13.37 0.00 8.53 17.50 28.90 26.07 45.17

Natural Acc  2.30 3.20 12.17 15.00 9.93 24.83 28.17

Base  Ady Acc 0.30 0.13 047 6.63 453 8.00 1033

FGVCAircraft Natural Acc  2.00 7.97 17.13 9.97 6.73 15.83 17.20
New  Adv Acc 2.00 2.63 437 3.13 2.50 423 4.90

Natural Acc 227 2.97 25.07 71.37 71.40 7237 73.63

Base  Ady Acc 127 0.47 1.63 27.90 28.43 27.57 27.67

Food101 Natural Acc  2.20 8.10 53.70 68.93 69.90 68.20 70.00
New  Adv Acc 1.00 1.93 10.97 24.50 24.60 24.20 27.03

Natural Acc 5043 2.07 70.23 88.90 56.53 89.30 88.50

Base  Ady Acc 24.63 0.13 1.17 62.80 36.70 65.50 69.27

Flowers102 Natural Acc  45.23 3.47 46.70 49.90 30.00 45.67 48.03
New  Adv Acc 15.77 0.03 9.93 21.07 11.63 18.10 2347

Natural Acc  14.87 16.83 16.60 56.47 55.60 53.97 57.23

Base  Ady Acc 277 1.67 3.57 16.57 16.97 18.60 23.20

StanfordCars Natral Acc ~ 15.53 11.17 3557 46.03 46.00 4267 4463
New  Adv Acc 3.70 220 6.83 12.10 12.67 14.10 16.07

Natural Acc  60.20 13.10 41.40 70.23 70.57 68.47 69.93

Base  Ady Acc 18.50 0.67 3.77 33.87 34.10 34.63 35.87

SUN397 Natural Acc  62.20 11.17 59.17 63.57 63.27 61.47 62.53
New  Adv Acc 21.10 223 12.83 29.83 29.40 30.77 30.67

Natural Acc 1.7 14.73 43.47 72.77 72.80 70.37 72.07

Base  Ady Acc 1.73 2.03 0.63 36.37 36.77 36.63 38.50

UCF101 Natural Acc ~ 2.47 17.37 43.60 49.83 50.70 47.10 47.23
New  Adv Acc 1.43 533 6.60 20.13 18.00 18.30 20.07

Table 12. Detailed results for base-to-new generalization on 11 datasets. We report the Natural and PGD-100 Accuracy (%) on the base
and new classes that adapted with 16-shot adversarial prompt learning.
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