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Abstract

Frequency shortcuts refer to specific frequency patterns that
models heavily rely on for correct classification. Previ-
ous studies have shown that models trained on small im-
age datasets often exploit such shortcuts, potentially im-
pairing their generalization performance. However, exist-
ing methods for identifying frequency shortcuts require ex-
pensive computations and become impractical for analyz-
ing models trained on large datasets. In this work, we
propose the first approach to more efficiently analyze fre-
quency shortcuts at a larger scale. We show that both CNN
and transformer models learn frequency shortcuts on Im-
ageNet. We also expose that frequency shortcut solutions
can yield good performance on out-of-distribution (OOD)
test sets which largely retain texture information. How-
ever, these shortcuts, mostly aligned with texture patterns,
hinder model generalization on rendition-based OOD test
sets. These observations suggest that current OOD evalu-
ations often overlook the impact of frequency shortcuts on
model generalization. Future benchmarks could thus bene-
fit from explicitly assessing and accounting for these short-
cuts to build models that generalize across a broader range
of OOD scenarios. Codes are available at 11ink.

1. Introduction

Superficial correlations between data and ground truth [5, 9]
can be learned by models to minimize the training ob-
jectives with the least effort [36]. This learning behav-
ior is called shortcut learning, which either harms the gen-
eralization performance of models or gives an illusion of
good generalization abilities when learned shortcuts are
present in OOD test sets [41]. Artifacts and visual cues that
cause shortcut learning are recognizable by visual inspec-
tion of images, and their impact on the training of mod-
els can be mitigated through data selection or augmenta-
tion [5, 21, 29], i.e. counteracting the spurious correlations
between data and ground truth.

Table 1. Our method needs less computation times compared
to [41] (using ResNet18 on an NVIDIA A40 GPU). Computational
time of [41] on ImageNet-1k is estimated from their ImageNet-
10 experiments, considering that it increases proportionally to the
number of classes.

Dataset Time (h) [41] Time (h) (Ours)

CIFAR-10 7.5 0.5
ImageNet-1k 8500 (354 days) 198 (8.25 days)

However, there exist shortcuts in the Fourier domain,
which are implicitly embedded in image data characteris-
tics and not easily detectable by visual inspection [39, 41].
Such shortcut solutions consist of small frequency subsets
that are easy-to learn and sufficient for models to achieve
high classification rate. Typically, they correspond to sim-
ple features like textures, shapes or colors in the spatial do-
main. Wang, et al. [41] identified frequency shortcuts by
retaining relevant frequencies to classification of a certain
class. The relevance of an individual frequency was mea-
sured by the loss value of the model tested on images of the
class with that frequency removed. Thus, their approach re-
quires computational time increasing proportionally to the
number of classes in a dataset and the image resolution. Yet,
frequency shortcuts usually consist of multiple frequencies.
The method in [41] might overlook some shortcuts as indi-
vidual frequency relevance to classification neglects joint
contribution of frequencies. Furthermore, the computa-
tional burden limits its applicability for analyzing shortcut
learning behavior of models trained on larger datasets (e.g.
ImageNet) with hundreds or thousands of classes. Several
studies have shown that ImageNet-trained models are bi-
ased towards textures [7, 8]. However, there is no concrete
evidence of what causes this phenomenon, although [41]
largely attributes it to frequency shortcut learning.

In this work, we propose the first method that enables
the uncovering of frequency shortcuts learned by models
trained on large-scale datasets (e.g. ImageNet-1k), for
analyzing learning behavior and explaining model gener-
alization performance in different OOD scenarios. Our
method improves computational efficiency as it applies par-
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allel class-wise loss computation and hierarchical search in

the Fourier domain (see Tab. 1), compared to [41]. More-

over, our method considers the joint contribution of fre-
quencies to classification, thus being more effective in find-
ing shortcuts. Our contributions are:

1. We develop a hierarchical frequency shortcut search
(HFSS) method, which enables the analysis of shortcut
learning in the Fourier domain on large datasets with
varying class counts. We reduce computational time and
improve the effectiveness at identifying shortcuts.

2. We discover that ImageNet-trained models (both CNN
and transformer architectures) are subject to learn fre-
quency shortcuts. Different from shortcuts formed by
visual cues [9], frequency shortcuts (easy-to-learn fea-
tures) lead to good performance on both in-distribution
(ID) and OOD tests if they do not block the models from
learning other semantics (difficult features).

3. Our HFSS enables a more comprehensive assessment of
model generalizability by analyzing OOD data charac-
teristics, specifically the presence of shortcuts. In exist-
ing evaluation frameworks, frequency shortcuts do not
always impair OOD generalization performance. This
emphasizes the importance of considering the role of
shortcuts when designing future OOD evaluation bench-
marks.

2. Related works

Shortcut learning. Models can learn shortcut solutions
based on superficial correlations between data and ground
truth [9, 11] to optimize training objectives with the least
effort. This learning behavior is due to simplicity-bias [36],
which is caused by inductive biases provided by gradient
descent or components like ReL.Us [37]. Shortcuts can be
visual cues in the data like source tags, artificial markers,
etc. [21, 29]. For instance, one fifth of the horse images
from Pascal VOC dataset were found to contain a source
tag, on which models rely as discriminant feature to recog-
nize horses [21]. Next to these visual cues, vision models
are also subject to shortcuts implicitly existing in the fre-
quency domain, which manifest as small sets of frequen-
cies contributing significantly to image classification per-
formance [39, 41]. The study in [41] explains why mod-
els exhibit a textures-bias for classification [8] from a fre-
quency shortcut perspective, but does not provide further
investigation on how frequency shortcuts affect the gener-
alization and robustness performance of ImageNet-trained
models, due to computational burden.

Relying on simple shortcut solutions could harm the gen-
eralization and robustness performance of models, as short-
cut learning appearing in early training might block mod-
els from learning other semantics related to the tasks at
hand [3, 18, 41, 44]. However, such reliance could also cre-
ates a false impression of good generalization when short-

cuts are present in OOD test sets [1, 21, 41].

Shortcut identification. Uncovering shortcuts helps un-
derstanding the generalizability of models on different out-
of-distribution (OOD) data, explaining why models fail
to generalize to or perform well on OOD data. It can
provide shortcut-related prior knowledge to develop tech-
niques that improve model generalization and robustness
performance based on shortcut mitigation [29, 40]. How-
ever, common approaches are limited to identifying vi-
sually inspectable shortcuts such as text, watermark and
color patches [21, 26, 29], using e.g. saliency maps [35].
Rather than directly identifying shortcuts in the data, in
[2, 5] shortcut features present in individual images were
quantified by assessing how difficult they were for mod-
els to learn. The authors in [30, 32, 34] uncovered short-
cut features learned within representation space. The au-
thors in [25] investigated shortcut learning by analyzing
the relationship between semantic concepts using a knowl-
edge graph, sharing a similar idea to [45]. Despite visual
shortcut cues, there are non-observable shortcuts in the fre-
quency domain, which are embedded in data characteris-
tics. The work of [41] identifies relevant frequencies to
classification, which potentially contain shortcut informa-
tion. As this technique measures the relevance of one fre-
quency at a time, it requires computational costs increasing
proportionally to the number of classes and image resolu-
tion. Thus, limited attention has been given to uncovering
frequency shortcuts in large datasets, with existing analyses
primarily focused on datasets containing a small number of
classes [2, 39, 41, 45].

Existing methods to identify shortcuts are limited to ei-
ther manual inspection [21], or involve a time-consuming
algorithm [39, 41]. Methods quantifying shortcut informa-
tion or uncovering shortcut features primarily aim at miti-
gating shortcut learning, without explaining how shortcuts
in the data impact model generalization performance. We
are the first to enable frequency shortcut analysis of models
trained on large-scale datasets and link them to generaliza-
tion performance in different OOD settings.

OOD evaluation. The generalization and robustness per-
formance of vision models are usually evaluated using extra
data that is considered OOD, e.g. data collected at differ-
ent time points [33], with different styles or renditions [8,
16, 38], with synthetic corruption effects [15, 19, 27, 42],
and with adversarial noise [4, 12, 22, 46]. However, such
benchmarks do not consider the impact of shortcuts learned
by models and present in OOD test sets. This might ig-
nore critical factors related to the generalization and robust-
ness capabilities of models. The work in [7] explores model
generalization from the perspectives of biases, e.g. texture,
shape and spectral biases. In this work, we investigate the
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Figure 1. Scheme of HFSS. Starting from stage 2, we sample frequency patches from a random frequency subset searched in previous
stage. This confines the size of search space. The white patches in the binary masks indicate sampled frequency patches.

impact of frequency shortcuts on model generalization abil-
ities, establishing connections among these different biases.
Our work provides insights into when frequency shortcuts
yield good performance or are harmful to model generaliza-
tion and robustness performance.

3. Method

We propose a method to identify (non-visible) frequency
shortcuts linked to intrinsic data characteristics rather than
visual cues as in [29]. We reduce significantly computa-
tional demands compared to [41]. Our method is the first
solution for shortcut identification that enables the analysis
models trained on datasets with a large number of samples
and classes. In the following sections, we detail our mea-
surement of shortcut learning in models and examine the
impact of shortcuts on generalization. Codes will be public.

3.1. Identifying frequency shortcuts

We propose a method called hierarchical frequency short-
cut search (HFSS), which exploits hierarchical search of
frequency subsets in the image Fourier spectrum. This re-
duces computational time compared to exhaustive search
strategies, e.g. [40, 41]. The search is separated into sev-
eral stages, each stage gradually narrowing down the spec-
trum search space in a coarse-to-fine manner and detecting
frequency subsets that models strongly rely on for classifi-
cation. The scheme of HFSS is shown in Fig. 1.

Hierarchical search for frequency shortcuts. In order to
discover the frequency subsets that models rely heavily on
for correct classification of each class, we sample different
frequency combinations that potentially contains frequency
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Figure 2. The frequency spectrum is separated into patches, with
p% sampled for shortcut evaluation.

shortcuts. We use random sampling as it allows to easily
consider joint contribution of frequencies to classification,
improving the effectiveness of frequency shortcut identifi-
cation. Random sampling has been shown to contribute
to stable search results in data augmentation and reinforce-
ment learning [23, 28, 31], while requiring lower computa-
tions w.r.t. optimization-based methods.

There are numerous combinations of frequencies by
sampling frequency components directly. Instead of doing
an exhaustive search, we apply hierarchical search in the
Fourier spectrum: we divide the Fourier spectrum into fre-
quency patches and sample these frequency patches to gen-
erate candidates of frequency subsets that contain shortcut
information, as illustrated in Fig. 2. We exploit overlapping
shifted windows in vertical and horizontal directions [24] to
prepare frequency patches and thus avoid border effects, in
addition to evenly separating the Fourier spectrum. HFSS
consists of multiple search stages, the number of which de-
pends on image resolution and desired frequency resolution
of the identified frequency subsets. Lower image or fre-
quency resolution requires fewer search stages.

In summary, the overall process of HESS is as follows.



Each stage of HFSS consists of three steps, namely (1)
sampling B frequency subsets which contain p% frequency
patches, (2) evaluating shortcut information, and (3) for-
warding subsets for next stage. At the initial search stage,
we sample frequency patches with a large size and evalu-
ate their shortcut information. We evaluate the frequency
subsets according to their contributions to classification:
we process a subset of training images by retaining a fre-
quency subset and measure the class-wise loss of a model.
Frequency subsets that contribute to a lower loss value are
stronger candidates to indicate frequency shortcuts as they
are sufficient for the model to achieve a high prediction
score. We rank frequency subsets by the loss value and use
the top-N masks of each class in the next search stage.

Starting from the second search stage, we sample fre-
quency patches one of the top-N frequency subsets in the
previous stage, with a smaller patch size. This confines
the search space. In the final search stage, the top-1 fre-
quency subset of each class is considered dominating the
classification of the class concerned. Same as [41], we use
binary masks to represent these frequency subsets, called
Dominant Frequency Maps (DFMs).

The sampling percentage p% of frequency patches, the
number of sampled frequency subsets B and the frequency
resolution of DFMs are hyperparameters of the search algo-
rithm (details are in the supplementary material).

3.2. Measuring the degree of shortcut learning

Analyzing models learning behavior in a class-wise man-
ner, as done in [41], is labor-intensive if there are hundreds
or thousands of classes. To provide a broad overview of
model learning behavior on training datasets, we categorize
all classes in a dataset into two groups: (1) classes subject
to shortcuts, and (2) non-shortcut classes. A class is consid-
ered subject to shortcuts if its true positive rate (TPR) sur-
passes a given threshold when the model is tested on images
filtered to retain only dominant frequencies of the class con-
cerned. We use TPR, as a high TPR indicates that the fre-
quency subset is sufficient to achieve a high classification
rate, thereby acting as a shortcut. The frequency-filtered
images are referred to as DFM-filtered images.

For each class, we test the model on both the original
test images and DFM-filtered images, computing TPR for
both. We denote the TPR on the original images of class
c; as TPR,, and the TPR on the DFM-filtered images as
TPRE"M . 1f TPRDF™ >t (where t€0, 1] is a predefined
threshold) class ¢; is considered subject to shortcuts; other-
wise, it is considered as one of the non-shortcut classes. We
compute the average TPR values of both groups, shortcut
and non-shortcut classes, at different thresholds . We note
them as AvgTPR.;@t, AvgTPRPFM@t for the shortcut
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Figure 3. ResNetl8 tested on original test images and DFM-
filtered images of ImageNet-1k. Blue line shows the average TPR
of classes subject to shortcuts on the original test images, and the
orange line shows the results of non-shortcut classes, at different
threshold t. The green and red lines correspond to results tested
on DFM-filtered images. The number of shortcut classes depends
on ¢, where lower ¢ indicates weak shortcuts and higher ¢ signi-
fies stronger ones. The size of each point reflects the number of
classes. The larger the size, the more classes included.

sponds to analyzing stronger shortcuts, as dominant fre-
quencies alone are sufficient for accurate classification. An
example of the results of these metrics at different threshold
values are given in Fig. 3, where the size of each point re-
flects the number of classes in the two groups. Larger points
indicate a higher number of classes, which suggests that the
model has a stronger tendency to shortcut learning.

We do not average TPRP¥™ across all classes because
its value for many non-shortcut classes is close to zero
(specifically for large datasets). This can result in a close-
to-zero AvgTPRP¥™ which does not provide useful infor-
mation for further analysis.

3.3. Impact of shortcut on generalization

To assess how frequency shortcuts impact the general-
ization and robustness performance of models trained on
ImageNet-1k, we evaluate their performance on several
datasets. We perform ID tests on ImageNet-1k (IN-1k) [6]
and ImageNet-v2 (IN-v2) [33] test sets. They are consid-
ered in-distribution as they are collected using the same pro-
tocol as the training set. Furthermore, we use ImageNet-C
(IN-C) [15] to benchmark the robustness of models against
appearance image corruptions, e.g. noise, blur and weather
changes. To evaluate the generalizability of models to im-
ages with different renditions, we use ImageNet-Renditions
(IN-R) [16] and ImageNet-Sketch (IN-S) [38]. IN-R con-
tains renditions like cartoons, paintings, art, toys of 200
classes from IN-1k. IN-S has the same number of classes as
IN-1k, containing images of hand-drawn sketches. These
datasets contain visual renditions, which serve to evaluate
how the reliance on texture cues (corresponding to most fre-
quency shortcuts) impacts on generalization. To measure
the adversarial robustness of models, we apply the fast gra-
dient sign method (FGSM) attacks [10] to the validation set
of IN-1k, with L, = 4/255. We calculate the average TPR
of shortcut and non-shortcut classes on OOD data, that we
compare to the results on ID data.



4. Experiments

We start with investigating the trade-off between efficiency
(i.e. required computational time) and effectiveness (i.e.
capability of finding shortcuts), varying the configuration
of the number of sampled frequency subsets at each stage,
noted as B, (s is the index of stage). Then, we analyze fre-
quency shortcut learning of models trained on IN-1k, relat-
ing it to performance results under different OOD scenarios.

Setup. We use CIFAR-10 (C-10) [20] to explore the con-
figuration of B, and configure HFSS with four search
stages, with patch size of 8x8, 4x4, 2x2 and 1x1, respec-
tively. We then perform larger-scale shortcut analysis using
IN-1k: we use six search stages, with patch size of 56 x 56,
28x28, 14x14, 8x8, 4x4 and 2x2. The patch (frequency)
resolution in the final stage is the same as that in [41]. At
each stage, we sample p=60% frequency patches to form
frequency subsets. It results in DFMs containing about
5% frequencies of the whole spectrum of ImageNet images
and about 15% frequencies of CIFAR images. The number
of training images sampled for shortcut information eval-
uation is the same as that of their corresponding test set.
We evaluate the generalization and robustness performance
of ImageNet-trained models on IN-v2 [33], IN-C [15], IN-
R [16], IN-S [38] and using FGSM [10] attacks. We also
carry out experiments on ImageNet-10 (IN-10) [17] with a
ResNet18 model to compare HFSS with single-frequency
removal-based method in [41]. Following their setups, we
use ImageNet-SCT (IN-SCT) for OOD evaluation. Our
configuration of HFSS enables direct comparison with the
results reported in [41] as DFMs contain around 5% fre-
quencies of whole spectrum. We report training configura-
tions and additional results in the supplementary material.

4.1. Configuration of HFSS

Sampled frequency subsets. At stage s, we sample B,
frequency subsets, such that HFSS can explore different
combinations of frequency patterns, validating their con-
tained shortcut information. However, sampling an exces-
sive number of subsets increases the required search time, as
more subsets are for evaluating their contributions to classi-
fication results. To explore the impact of the number of sam-
pling operation By on shortcut identification, we perform
experiments on C-10 using a ResNetl8 backbone, setting
the number of sampled frequency subsets in each stage to be
as large as possible under limited computational time. We
hypothesize that HFSS obtains stable results given enough
candidate frequency subsets. We set By, By, Bs, and By to
be 1000, 2000, 4000 and 8000 respectively, which we note
as configuration CF-1. The increasing number of candidate
frequency subsets at consecutive stages is determined by the
increase in possible frequency patch combinations as patch
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Figure 4. The best class-wise loss vs. the number of sampled
frequency subsets at each stage.

size decreases.

We run the configuration CF-1 five times and note the
stability of our HFSS search algorithms. We track the best
(lowest) loss values achieved for each class when the model
is tested on DFM-filtered images. In Fig. 4, we report
the tracking statistics with average loss values (lines) and
standard deviations (shadows) over the five trials for each
class, which are further used as a starting point to opti-
mize the configuration of HFSS. As the number of sam-
pled frequency subsets increases, the best loss for each class
converges, indicating the stability of HFSS in identifying
similar shortcuts learned by models when a sufficient
amount of candidate frequency subsets are sampled for
validating shortcut information. The standard deviation
recorded at different stages is relatively small compared to
the range of best loss. For class airplane we observe an
outlier outcome at stage 3. In the supplementary material,
we present visualization of shortcut cues (DFM-filtered im-
ages) computed across the five trials. These visualizations
show that the identified shortcut patterns differ in the orien-
tations of strip-like features, corresponding to line features
in the image of airplane. This suggests that frequency short-
cuts do not arise from fixed frequency subsets; rather, spa-
tial features they correspond to may be visually similar but
composed of different frequencies, determining an higher
standard deviation in Fig. 4.

Efficiency vs. effectiveness. Based on the results
in Fig. 4, we optimize CF-1 for efficiency and effectiveness
in shortcut identification. The required search time scales
up proportionally to B, i.e. the more candidate frequency
subsets are sampled, the more time is needed to verify their
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Figure 6. The number of shortcut classes given different thresh-
old ¢ search by CF-1 and CF-2.10. Using CF-2.10 uncovers most
shortcuts identified by using CF-1 at low thresholds, with compu-
tational time reduced to a factor of around 200.

relevance to classification. We perform experiments using
different B, investigating how the size of the search space
affects the identification of shortcuts. Based on the tracking
statistics in Fig. 4, which shows that increasing B, beyond a
certain point does not decrease loss significantly, we adjust
B to 200, B; to 800 and By to 4000 (CF-2.1). We further
reduce B3 and B, to 2000 (CF-2.2). We also design eight
other configurations (see details in the supplementary ma-
terial), with CF-2.10 being the most efficient as it samples
the lowest number of candidate frequency subsets.

To compare the performance of HFSS under differ-
ent configurations, we compute the average TPR over all
classes when tested on DFM-filtered images. This indicates
the general relevance of the searched frequency subsets to
classification. A higher average TPR indicate higher rele-
vance, thus the frequency subsets contain more frequency
shortcut information. We run each configuration five times,
computing the mean and standard deviations of average
TPRs over the five trials. We report the results in Fig. 5
where the left-most point corresponds to average TPR of
CF-2.10 and the right-most point corresponds to that of CF-
1. We observe that as more frequency subsets are sampled,
average TPR increases and saturates. This demonstrates
that sampling more candidate frequency subsets does not
significantly improve the performance of HFSS, while re-
quiring more computations.

We compare CF-1 and CF-2.10 in Fig. 6 based on the
number of classes with identified shortcuts at different
thresholds. We observe that CF-2.10 uncovers most of the

shortcuts identified by using the more complex CF-1 at low
threshold level. Although CF-2.10 misses stronger short-
cuts (at higher threshold levels), it achieves a ~200x re-
duction in computational time compared to CF-1. A more
time-efficient configuration is less effective at finding short-
cuts than the more complex one, but it still manages to iden-
tify shortcuts at low thresholds.

The observations made on C-10 allow to estimate ini-
tial configurations for analysis on larger-scale datasets. We
track the loss statistics of HFSS applied to ImageNet (pro-
vided in the supplementary material) and choose the value
B, for ImageNet experiments in Sec. 4.2 as the one where
the loss values show no significant decrease. Given the
computational intensity of identifying shortcuts in large-
scale datasets, our work on IN-1k primarily aims at uncov-
ering shortcuts with affordable computational efforts.

4.2. Shortcut identification on IN-1k

We apply HFSS to examine frequency shortcuts learned by
ImageNet models and how they impact model generaliza-
tion and robustness. The search configurations for Ima-
geNet models, aimed at time-efficiency and effectiveness
at finding shortcuts, are in the supplementary material.

Results on IN-1k, IN-v2 and IN-C. In Figs. 7 and 8,
we report the results of the analysis of impact of short-
cuts on model performance. In general, models perform
better predictions on images of classes affected by shortcut
learning (blue lines) compared to non-shortcut classes (or-
ange lines) in both ID and corruption tests. Models subject
to frequency shortcuts yield good performance in the ro-
bustness and generalization tests when textures information
is largely preserved. For ResNet and ViT models, when
t>0.8, the AvgTPRDI™ exceeds AvgTPRg., meaning
that these models rely predominantly on dominant frequen-
cies (corresponding to simple features) for classification of
shortcut-affected classes, preventing from learning class-
related semantics features. For instance, at t=0.9, only
one class (‘window screen’) is found subject to frequency
shortcuts: ResNet18 achieves TPR=0.66 on full-spectrum
images of this class and TPR=0.94 on DFM-filtered im-
ages (similarly to ResNet50 and ViT-b). Differently, CCT
exhibits lower AvgTPRPFM@0.9 than AvgTPR,;@0.9,
indicating that while frequency shortcuts contribute signif-
icantly to classification, this model also manage to lever-
age other semantic information: a strong frequency short-
cut (e.g. when ¢>0.7) does not necessarily mean that it is
the only information a model uses for classification. We
further compare CCT with ResNet50 as they perform sim-
ilarly on IN-1k (80.57% and 80.1% respectively). In IN-
v2 and IN-C, CCT achieves 74.81% and 57.73% prediction
rates, having better performance than ResNet50 (74.17% in
IN-v2 and 48.85% in IN-C). Considering the highest de-
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R lacks preserved texture information and thus the models have
worse performance on shortcut classes than non-shortcut classes.
Circles are annotated with the number of shortcut classes.

gree of shortcut learning of CCT among the models (indi-
cated by the marker size), inducing frequency reliance with-

out blocking the learning of other semantic features appears
to benefit model robustness and generalization performance
under statistical distribution shifts and corruption scenarios.

Results on IN-S and IN-R. Different from the results
on IN-v2 and IN-C, frequency shortcuts impair generaliza-
tion of models to texture and rendition changes. Model
performance on shortcut and non-shortcut classes on IN-
S is close to each other. In Fig. 8, we observe that short-
cut classes have worse prediction results than non-shortcut
classes when tested on IN-R which contains images with
rendition changes. This is attributable to the fact that short-
cut information are not available in the OOD tests, as the
rendition and sketch test sets preserve less or very different
texture information than IN-C and IN-v2 (see green lines of
IN-R and IN-200, IN-S and IN-1k in Fig. 4 and Fig. 8). Fre-
quency shortcut learning is an explicit cause of the texture-
bias of ImageNet models, and the resulting impaired gener-
alizability to renditions is in line with [8].

Results on FGSM attacks. As shown in Fig. 7, the four
models, under adversarial attacks, achieve higher AvgTPR
for shortcut classes (especially those with strong shortcuts)
than non-shortcut classes. This suggests that models can be
inherently robust to adversarial noise if they leverage fre-
quency shortcuts for classification. This is not surprising as
adversarial noises hardly manipulate the textures of images.
CCT, which shows the highest degree of frequency shortcut



IN-1k IN-C IN-S FGSM
(Contrast)

Dugong Buckler Dugong

Prediction (99.9%) . (9.9%) (33.2%)

DFM-filtered

ISugong

Roundworms

ISugong Dugong
(82.64) (79.6%) (21.4%) (14.7%)

Prediction

Figure 9. An image of dugong contains frequency shortcuts which
a model relies on for high-confidence classification. Its presence
in OOD test sets like IN-C, and in the image under FGSM attacks
yield correct predictions. But the reliance on shortcuts impairs
model generalization performance to renditions changes.

learning among the considered models, achieves the best
adversarial robustness. This indicates that model reliance
on frequency shortcuts can benefit their adversarial robust-
ness, as the simple shortcut features are robust to adversarial
noise.

Summary. Whether frequency shortcuts impair or benefit
model generalization and robustness performance depends
on the specific OOD scenarios. In Fig. 9, we show an exam-
ple image of dugong and model predictions in OOD tests.
The preserved texture information yields correct predictions
on IN-C and under FGSM attacks, but it is not helpful for
model generalizability to rendition changes. The findings
reveal a limitation in the design of current OOD bench-
marks, which overlooks the impact of frequency shortcuts
on generalizability of models and its relation to specific
characteristics of OOD data. Using HFSS for performance
evaluation can bridge such gap.

4.3. Comparison with the existing approach

More effective at finding shortcuts. We perform exper-
iments on IN-10 for a direct comparison with the only ex-
isting method for frequency shortcut analysis [41], which
evaluates the contribution of single frequencies to short-
cuts and is limited to analyzing models trained on small-
scale datasets. We report results in Tab. 2. HFSS uncovers
strong frequency shortcuts for classes airliner, Siamese cat
(Siam-cat), ox, frog, zebra, and container ship (Con-ship),
while [41] was only able to find strong frequency short-
cuts for classes zebra and Siamese cat. The better effec-
tiveness of HFSS at finding shortcuts is attributable to the
fact that HFSS considers the joint contributions of frequen-
cies to classification, while in [41] the relevance of a single
frequency was measured iteratively.

Table 2. TPR results on DFM-filtered IN-10 images. TPR>0.6
(a strong frequency shortcut) is highlighted in bold.

Class
\ airliner wagon hum- Siam- ox golden  frog zebra Con-  truck
Method bird  cat retriever ship

HFSS 0.88 0 0.52 0.98 0.9 0.26 0.78 0.7 0.76 0.5
[41] 0.08 0 0.4 0.8 0.02 0.02 0.14 0.8 0.54 0.06

Table 3. TPR results on IN-SCT (first row) and corresponding
DFM-filtered images (second and third rows). TPR above or
close to average TPR (0.367) is highlighted in bold.

Class
Mil- car
Method aircraft cat

lorikeet tabby holstein Lab- tree horse fishing fire
retriever frog vessel  truck

— 0343 043 0443 0271 0.329 0.3857 0.4 0.029 0429  0.629
HFSS 0.514 0029 0.586 0.886 0.457 0.271 0.871 0243  0.543  0.071
[41] 0 0 0.2143 0.1286 0.0429 0.0286 0.0571 0.1286 0.2143 0

Frequency shortcuts can impair the generalization per-
formance of models or provide a false impression of good
generalization when shortcuts exist in OOD tests [41]. We
thus validate the impact of shortcuts searched by HFSS in
generalization tests, by measuring performance results on
IN-SCT, an OOD test set designed by [41]. We report the
results in Tab. 3. The strong shortcuts for classes airliner,
frog and container ship searched by HFSS are present in the
OOD set, contributing to close-to or above average TPR of
classes Military aircraft (Mil-aircraft), tree frog, and fish-
ing vessel in the IN-SCT dataset. The shortcuts searched
by [41] for classes Siamese cat result in a much lower TPR
for class tabby cat in IN-SCT, though shortcuts for this class
still exist in the OOD data (as observed from the results of
HFSS). This indicates that the method proposed in [4 1] has
limitations in estimating the impact of shortcuts on OOD
performance, and further demonstrates the effectiveness of
HFSS in finding shortcuts.

5. Conclusions

We proposed the first method for analysis of frequency
shortcuts, HFSS, that enables the inspection of shortcut
learning in large-scale models and datasets with thousands
classes. HFSS is more time-efficient and effective in find-
ing frequency shortcuts compared to existing approaches.
We investigate frequency shortcut learning in models
trained on ImageNet and relate their results to robustness
and generalization performance under different OOD
conditions. The impact of frequency shortcuts on model
generalization depends on the specific OOD scenarios.
Existing models yield good performance on generalization
benchmarks when texture information, corresponding to
most frequency shortcuts, is mostly preserved in OOD
data. Instead, frequency shortcuts impair the generaliz-
ability of models to images with rendition changes. This
highlights the limitation of current OOD performance
evaluation benchmarks, which need to explicitly take
into account the impact that frequency shortcuts have on
model performance. HFSS provides a tool to bridge this
gap and extend the rigor of model generalization evaluation.



References

(1]

[2

—

3

—

(4]

[5

[t

[6

—_

[7

—

[8

—

(9]

(10]

(11]

[12]

(13]

Hyojin Bahng, Sanghyuk Chun, Sangdoo Yun, Jaegul Choo,
and Seong Joon Oh. Learning de-biased representations with
biased representations. In Proceedings of the 37th Inter-
national Conference on Machine Learning, pages 528-539.
PMLR, 2020. 2

Christopher Boland, Sonia Dahdouh, Sotirios A. Tsaftaris,
and Keith A Goatman. There are no shortcuts to anywhere
worth going: Identifying shortcuts in deep learning models
for medical image analysis. In Submitted to Medical Imaging
with Deep Learning, 2024. under review. 2

Yuan Cao, Zhiying Fang, Yue Wu, Ding-Xuan Zhou, and
Quanquan Gu. Towards understanding the spectral bias of
deep learning, 2020. 2

Francesco Croce, Maksym Andriushchenko, Vikash Se-
hwag, Edoardo Debenedetti, Nicolas Flammarion, Mung
Chiang, Prateek Mittal, and Matthias Hein. Robustbench:
a standardized adversarial robustness benchmark. In Thirty-
fifth Conference on Neural Information Processing Systems
Datasets and Benchmarks Track (Round 2), 2021. 2

Nikolay Dagaev, Brett D. Roads, Xiaoliang Luo, Daniel N.
Barry, Kaustubh R. Patil, and Bradley C. Love. A too-good-
to-be-true prior to reduce shortcut reliance, 2021. 1, 2

Jia Deng, Wei Dong, Richard Socher, Li-Jia Li, Kai Li,
and Li Fei-Fei. Imagenet: A large-scale hierarchical image
database. In 2009 IEEE Conference on Computer Vision and
Pattern Recognition, pages 248-255, 2009. 4

Paul Gavrikov and Janis Keuper. Can biases in imagenet
models explain generalization? In Proceedings of the
IEEE/CVF Conference on Computer Vision and Pattern
Recognition (CVPR), pages 22184-22194,2024. 1, 2
Robert Geirhos, Patricia Rubisch, Claudio Michaelis,
Matthias Bethge, Felix A. Wichmann, and Wieland Brendel.
Imagenet-trained CNNs are biased towards texture; increas-
ing shape bias improves accuracy and robustness. In Inter-
national Conference on Learning Representations, 2019. 1,
2,7

Robert Geirhos, Jorn-Henrik Jacobsen, Claudio Michaelis,
Richard Zemel, Wieland Brendel, Matthias Bethge, and Fe-
lix A. Wichmann. Shortcut learning in deep neural networks.
Nature Machine Intelligence, 2(11):665-673, 2020. 1, 2

Ian J. Goodfellow, Jonathon Shlens, and Christian Szegedy.
Explaining and harnessing adversarial examples, 2015. 4, 5

Jindong Gu and Daniela Oelke. Understanding bias in ma-
chine learning, 2019. 2

Jun Guo, Wei Bao, Jiakai Wang, Yuqing Ma, Xinghai Gao,
Gang Xiao, Aishan Liu, Jian Dong, Xianglong Liu, and Wen-
jun Wu. A comprehensive evaluation framework for deep

model robustness. Pattern Recognition, 137:109308, 2023.
2

Ali Hassani, Steven Walton, Nikhil Shah, Abulikemu
Abuduweili, Jiachen Li, and Humphrey Shi. Escaping the
big data paradigm with compact transformers. 2021. 12

[14]

[15]

(16]

(17]

(18]

(19]

(20]

(21]

(22]

(23]

[24]

[25]

[26]

(27]

(28]

Kaiming He, Xiangyu Zhang, Shaoqing Ren, and Jian Sun.
Deep residual learning for image recognition. In Proceed-
ings of the IEEE Conference on Computer Vision and Pattern
Recognition (CVPR), 2016. 12

Dan Hendrycks and Thomas Dietterich. Benchmarking neu-
ral network robustness to common corruptions and perturba-
tions. In International Conference on Learning Representa-
tions, 2019. 2, 4,5, 12

Dan Hendrycks, Steven Basart, Norman Mu, Saurav Kada-
vath, Frank Wang, Evan Dorundo, Rahul Desai, Tyler Zhu,
Samyak Parajuli, Mike Guo, Dawn Song, Jacob Steinhardt,
and Justin Gilmer. The many faces of robustness: A critical
analysis of out-of-distribution generalization. In Proceedings
of the IEEE/CVF International Conference on Computer Vi-
sion (ICCV), pages 8340-8349, 2021. 2,4, 5, 12

Hanxun Huang, Xingjun Ma, Sarah Monazam Erfani, James
Bailey, and Yisen Wang. Unlearnable examples: Making
personal data unexploitable. In International Conference on
Learning Representations, 2021. 5

Zhi-Qin John Xu, Yaoyu Zhang, Tao Luo, Yanyang Xiao,
and Zheng Ma. Frequency principle: Fourier analysis sheds
light on deep neural networks. Communications in Compu-
tational Physics, 28(5):1746-1767, 2020. 2

Oguzhan Fatih Kar, Teresa Yeo, Andrei Atanov, and Amir
Zamir. 3d common corruptions and data augmentation. In
Proceedings of the IEEE/CVF Conference on Computer Vi-
sion and Pattern Recognition, pages 18963—-18974, 2022. 2

A. Krizhevsky. Learning multiple layers of features from
tiny images, 1970. 5

S. Lapuschkin, S. Wildchen, A. Binder, et al. Unmasking
Clever Hans predictors and assessing what machines really
learn. Nat Commun 10, 1096, 2019. 1, 2

Mathias Lecuyer, Vaggelis Atlidakis, Roxana Geambasu,
Daniel Hsu, and Suman Jana. Certified robustness to ad-
versarial examples with differential privacy. In 2019 IEEE
Symposium on Security and Privacy (SP), pages 656-672,
2019. 2

Sungbin Lim, Ildoo Kim, Taesup Kim, Chiheon Kim, and
Sungwoong Kim. Fast autoaugment, 2019. 3

Ze Liu, Yutong Lin, Yue Cao, Han Hu, Yixuan Wei,
Zheng Zhang, Stephen Lin, and Baining Guo. Swin trans-
former: Hierarchical vision transformer using shifted win-
dows, 2021. 3

Emanuele Marconato, Stefano Teso, Antonio Vergari, and
Andrea Passerini. Not all neuro-symbolic concepts are cre-
ated equal: Analysis and mitigation of reasoning shortcuts.
In Thirty-seventh Conference on Neural Information Pro-
cessing Systems, 2023. 2

Matthias Minderer, Olivier Bachem, Neil Houlsby, and
Michael Tschannen. Automatic shortcut removal for self-
supervised representation learning, 2020. 2

Eric Mintun, Alexander Kirillov, and Saining Xie. On in-
teraction between augmentations and corruptions in natural
corruption robustness. In Advances in Neural Information
Processing Systems, pages 3571-3583. Curran Associates,
Inc., 2021. 2

Samuel G. Miiller and Frank Hutter.  Trivialaugment:
Tuning-free yet state-of-the-art data augmentation, 2021. 3



[29]

(30]

(31]

(32]

(33]

[34]

(35]

[36]

(37]

(38]

(39]

(40]

[41]

Meike Nauta, Ricky Walsh, Adam Dubowski, and Christin
Seifert. Uncovering and correcting shortcut learning in ma-
chine learning models for skin cancer diagnosis. Diagnos-
tics, 12(1),2022. 1,2,3

Hongjing Niu, Hanting Li, Feng Zhao, and Bin Li. Road-
blocks for temporarily disabling shortcuts and learning new
knowledge. In Advances in Neural Information Processing
Systems, pages 29064-29075. Curran Associates, Inc., 2022.
2

Ian Osband and Benjamin Van Roy. Why is posterior sam-
pling better than optimism for reinforcement learning? In
Proceedings of the 34th International Conference on Ma-
chine Learning, pages 2701-2710. PMLR, 2017. 3
Mohammad Pezeshki, Sékou-Oumar Kaba, Yoshua Bengio,
Aaron Courville, Doina Precup, and Guillaume Lajoie. Gra-
dient starvation: A learning proclivity in neural networks. In
Advances in Neural Information Processing Systems, 2021.
2

Benjamin Recht, Rebecca Roelofs, Ludwig Schmidt, and
Vaishaal Shankar. Do ImageNet classifiers generalize to Ima-
geNet? In Proceedings of the 36th International Conference
on Machine Learning, pages 5389-5400. PMLR, 2019. 2, 4,
5,12

Joshua Robinson, Li Sun, Ke Yu, Kayhan Batmanghelich,
Stefanie Jegelka, and Suvrit Sra. Can contrastive learning
avoid shortcut solutions?, 2021. 2

Ramprasaath R. Selvaraju, Michael Cogswell, Abhishek
Das, Ramakrishna Vedantam, Devi Parikh, and Dhruv Ba-
tra. Grad-cam: Visual explanations from deep networks
via gradient-based localization. In 2017 IEEE International
Conference on Computer Vision (ICCV), pages 618-626,
2017. 2

Harshay Shah, Kaustav Tamuly, Aditi Raghunathan, Prateek
Jain, and Praneeth Netrapalli. The pitfalls of simplicity bias
in neural networks. In Advances in Neural Information Pro-
cessing Systems, pages 9573-9585. Curran Associates, Inc.,
2020. 1,2

Damien Teney, Armand Mihai Nicolicioiu, Valentin Hart-
mann, and Ehsan Abbasnejad. Neural redshift: Random
networks are not random functions. In Proceedings of
the IEEE/CVF Conference on Computer Vision and Pattern
Recognition (CVPR), pages 4786-4796, 2024. 2

Haohan Wang, Songwei Ge, Zachary Lipton, and Eric P
Xing. Learning robust global representations by penalizing
local predictive power. In Advances in Neural Information
Processing Systems, pages 10506-10518, 2019. 2,4, 5, 12
Shunxin Wang, Raymond Veldhuis, Christoph Brune, and
Nicola Strisciuglio. Frequency shortcut learning in neural
networks. In NeurlPS 2022 Workshop on Distribution Shifts:
Connecting Methods and Applications, 2022. 1, 2

Shunxin Wang, Christoph Brune, Raymond Veldhuis, and
Nicola Strisciuglio. Dfm-x: Augmentation by leveraging
prior knowledge of shortcut learning. In Proceedings of
the IEEE/CVF International Conference on Computer Vision
(ICCV) Workshops, pages 129-138, 2023. 2, 3

Shunxin Wang, Raymond Veldhuis, Christoph Brune, and
Nicola Strisciuglio. What do neural networks learn in image

(42]
[43]
(44]

[45]

[46]

classification? a frequency shortcut perspective. In Proceed-
ings of the IEEE/CVF International Conference on Com-
puter Vision (ICCV), pages 1433-1442, 2023. 1, 2, 3, 4,
5,8,12,16

Shunxin Wang, Raymond Veldhuis, Christoph Brune, and
Nicola Strisciuglio. A survey on the robustness of computer
vision models against common corruptions, 2024. 2

Ross Wightman. Pytorch image models (timm). 12

Zhi-Qin John Xu and Hanxu Zhou. Deep frequency principle
towards understanding why deeper learning is faster, 2020. 2
Jiayun Zheng and Maggie Makar. Causally motivated multi-
shortcut identification and removal. In Advances in Neural
Information Processing Systems, pages 12800-12812. Cur-
ran Associates, Inc., 2022. 2

Xin Zou and Weiwei Liu. On the adversarial robustness
of out-of-distribution generalization models. In Advances
in Neural Information Processing Systems, pages 68908—
68938. Curran Associates, Inc., 2023. 2



A. HFSS configurations

This section details the HFSS configurations on C-10, designed to
analyze the trade-off between efficiency and effectiveness in iden-
tifying shortcuts. We discuss the rationale behind the choice of
frequency patch size and the percentage of sampling frequencies.
We then present tracking statistics of the lowest loss for an Ima-
geNet model as frequency subsets are incrementally sampled for
shortcut evaluation, which guides the selection of B, for the HFSS
configuration on IN-1k.

A.1. Efficiency and effectiveness of HFSS

We perform 10 experiments on C-10, each with different number
of B, as shown in Tab. 4. The initial configuration is noted as CF-
1 which generates in total 15000 candidate frequency subsets for
shortcut relevance evaluation. The fastest (last) configuration is
noted as CF-2.10, which only generates in total 70 candidate fre-
quency subsets for evaluation. From the results in the paper, with
CF-2.10 HFSS manages to uncover most shortcuts found by CF-1
at low thresholds. There exists a trade-off between the efficiency
and effectiveness of HFSS in finding shortcuts.

Table 4. Experiment configurations on C-10.

No. of sampled candidates Total
CF- B By B3 B,
1 1000 2000 4000 8000 15000

2.1 200 800 4000 4000 9000
22 200 800 2000 2000 5000
23 200 800 500 500 2000
24 200 400 500 500 1600
25 200 200 500 500 1400
26 200 200 300 300 1000
2.7 100 100 200 200 600
2.8 50 50 100 100 300
29 20 20 50 50 140
210 10 10 25 25 70

A.2. Patch size selection across stages

In the first stage, we design the patch size to ensure the image spec-
trum can be evenly separated in 4 x4 patches. This split results in
a manageable number of combinations of frequency subsets, fa-
cilitating an effective initial coarse exploration of frequencies that
contribute significantly to classification. From the second stage
onward, the patch size is halved compared to that of the previ-
ous stage. This progressive refinement improves the precision of
the frequency subsets explored that contain shortcut information.
Examples of sampled frequency subsets are shown in Fig. 10. The
frequency patches progressively decrease in size and the frequency
maps become more refined as the search progresses.

A.3. Frequency sampling percentage

At each stage, we sample 60% of the frequency patches. This uni-
form sampling ratio allows for investigating frequency shortcuts

r oW - —
|y

(a) Stage 1

T

(b) Stage 2

(e) Stage 5

(f) Stage 6

Figure 10. Sampled frequency subsets at each stage.

formed by different percentage of frequencies. For instance, ap-
plying DFMs searched at stage 3 allows us to analyze the impact
of potential shortcuts that contain approximately 22% of the fre-
quencies on OOD data. In subsequent stages, the resulting DFMs
indicate around 13% of the frequencies across full spectrum in
stage 4, and about 8% in stage 5.

A.4. Configurations on IN-1k

As IN-1k has 1000 classes, we increase the number of sam-
pled candidates in each stage. We set B1=Bs=B3=500,
B4=B5=1000 and Bs=2000. We run this configuration three
times with random seeds 42, 125 and 666. We track the lowest
loss (averaged over all 1000 classes), calculating the mean and
standard deviation over the three trials. We show the tracking
statistics of ResNet18 in Fig. 11. For stages 1 and 2, sampling
500 frequency subsets are sufficient as the loss does not decrease
significantly as the number of sampled candidates increases. Start-
ing from stage 3, although the standard deviations are relatively
higher than the previous stages, the lowest loss does not decrease
much after sampling more frequency subsets. Considering time-
efficiency (around 9 days to run HESS once), we use this setup for
all ImageNet experiments, with slightly reduced effectiveness in
finding strong shortcuts.
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Figure 11. Tracking statistics of IN-1k configuration of ResNet18.

B. Experiment setups

B.1. Datasets

ImageNet-v2 (IN-v2) [33]. This dataset has the same struc-
ture as ImageNet-1k, containing 1000 classes. The data creation
process of IN-v2 is the same as that of IN-1k. This can evaluate
model performance on images collected in different time points,
i.e. generalization to statistical distribution shifts.

ImageNet-C (IN-C) [15]. It contains 19 types of synthetic
corruption effect, which are Gaussian noise, impulse noise, shot
noise, defocus blur, glass blur, motion blur, zoom blur, brightness,
contrast, elastic transform, jpeg compression, pixelate, fog, frost,
and snow. The dataset contains 19 subsets, each containing IN-1k
test images corrupted by one type of corruption, with five levels
of corruption severity. High severity indicates high strength of
corruption applied to the original test images.

ImageNet-R (IN-R) [16]. Tt contains images with different
renditions, such as cartoon, art, graphics, painting, etc. These al-
low for a strong model generalizability assessment, as some ab-
stract renderings exclude important features like natural textures
that models rely on for classification.

ImageNet-S (IN-S) [38]. The dataset contains 1000 classes,
each with 50 validation images, the same as IN-1k. Differently,
the images are sketches of objects, which may have texture infor-
mation loss.

ImageNet-SCT (IN-SCT) [41]. This OOD dataset is con-
structed to evaluate the impact of frequency shortcuts on general-
ization performance. It contains 10 classes, sharing similar shape
or texture characteristics to the 10 classes in IN-10. Each class has
70 images with seven renditions, e.g. cartoon, painting, sketch,
etc.

B.2. Training

C-10. Models with ResNet [14] architecture are trained for 200
epochs on the C-10 dataset. The initial learning rate is 0.01, re-
duced by a factor of 10 if the validation loss does not decrease for
10 epochs. We use SGD optimizer with momentum 0.9 and weight
decay 10~* and batch size 128.

IN-10. Models with ResNet(s) [14] architectures are trained for
200 epochs. The initial learning rate is 0.01 and is reduced by a
factor of 10 if the validation loss does not decrease for 10 epochs.
We use SGD optimizer with momentum 0.9 and weight decay
10~* and batch size 16.

IN-1k. We use the pre-trained weights of ResNet18, ResNet50
and ViT-b from timm [43] and the weights of CCT from the official
repository [13].

C. Additional results
C.1.IN-1k

Results across multiple runs. We conducted ImageNet ex-
periments for each model three times, with results from the addi-
tional two trials presented in Figs. 12 and 13.

Similar to the findings from the first run, the subsequent trials
also manage to identify classes influenced by shortcuts. Models
consistently perform better on shortcut-classes than non-shortcut
classes across datasets such as IN-1k, IN-v2, IN-C and under
FGSM attacks but worse on IN-R. These results align with the ob-
servations that models excel on texture-preserved datasets, as they
exploit the shortcuts present in OOD data. Notably, CCT shows
the strongest tendency toward shortcut learning among the evalu-
ated models.

Although the current HFSS configuration applied to ImageNet
might overlook some strong shortcuts (see the green lines of
ResNet18 in Fig. 12a), HFSS stably uncovers shortcuts at low
thresholds (weak shortcuts). As our focus is on the general im-
pact of shortcuts on generalization and robustness, rather than pre-
cise prediction performance on specific classes, the configuration
of HFSS provides analyzable results for such investigation. For
more detailed analyses, one could increase the number of sam-
pling operations B, allowing a broader evaluation of frequency
subset combinations and obtaining more stable search of strong
shortcuts.
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Figure 12. Impact of shortcuts uncovered in (a) the second and (b) the third run on OOD data: average TPR of shortcut and non-shortcut
classes given different thresholds. In general, models perform better on images of shortcut classes than non-shortcut classes.

Results at different stages. We analyze the impact of fre-
quency shortcuts searched in different stages, which correspond to
different percentage of frequencies, on the ID and OOD test sets,
as shown in Figs. 14 and 15. Sampling 60% frequency patches at
each stage results in around 22% of frequencies at stage 3, 13% at
stage 4 and 8% at stage 5 of the full image spectrum.

In Figs. 14a and 15a, we present the average TPR of mod-

els using DFMs obtained at stage 3 (approximately 22% of fre-
quencies). For shortcut classes, the models achieve performance
comparable to that on full-spectrum images. But for non-shortcut
classes, performance is generally worse. On IN-S and IN-R
datasets, models perform slightly better on shortcut classes than
non-shortcut classes at low thresholds. We inspect images fil-
tered by the DFMs from stage 3 and see that retaining only 22%
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Figure 13. Impact of shortcuts uncovered in (a) the second and (b) the third run on IN-R: average TPR of shortcut and non-shortcut classes
given different thresholds. In general, models perform worse on images of shortcut classes than non-shortcut classes.

Table 5. TPRs on C-10 and DFM-filtered images. TPR>0.6 are
highlighted in bold.

Class
airplaneauto  bird cat deer dog frog horse  ship truck
Model

ResNet18 0.709  0.581  0.86 0.585  0.679 0.482 0.713 0395 0.675 0.682
ResNet34 0.988 0.183 0935 0.641 0.585 0.538 0393 0 0.203  0.467
ResNet50 0.995 0365 0.858 0.526 0.361 0.432 0251 0259 0338  0.526

of frequencies results in minimal visual differences compared to
the original images, aside from some artifacts caused by filter-
ing. As this retained information is sufficient for classification,
most classes are considered subject to shortcuts at low thresholds.
This explains the slightly higher Average TPR values, particularly
for AvgTPR@O.1 in CCT (see Fig. 14a), where almost no non-
shortcut classes remain. Despite this, the performance decline of
shortcut classes from IN-1k to In-S and IN-R is notably more pro-
nounced compared to non-shortcut classes, showing that reliance
on frequency shortcuts does not aid model generalization. The
larger performance drops on IN-S (compared to the drop on IN-R)
can also be attributed to shortcuts such as color-related cues, as
IN-S only contains black-and-white sketches. Similar trends are
observed for stages 4 and 5, as shown in Figs. 14 and 15.

Table 6. TPRs of C-10 models tested on resized IN-10 (first
row of each model) and corresponding DFM-filtered images (sec-
ond row of each model). TPRs higher than or close to aver-
age TPR (ResNet18-0.62, ResNet34-0.62 and ResNet50-0.64) are
highlighted in bold.

Class
airliner wagon hum- Siam- ox
Method bird  cat
ResNet18

- 0.96 0.7 0.62 0.7 0.24 0.74 072 034 082 04
HFSS 1 0.14 078 064  0.14 0.22 0.18 0.1 0.32 0.14

golden  frog zebra Con-  truck
retriever ship

- 0.96 0.72 0.64 0.82 0.24 0.66 0.68 0.2 0.84 0.48
HFSS 1

0.08 0.9 0.68 0.44 0.46 0.28 0 0.18 0.32

ResNet50
- 0.96 0.76 0.6 0.78 0.28 0.74 0.74 0.22 0.84 0.44
HFSS 0.98 0.28 0.86 0.48 0.26 0.26 0.32 0.22 0.28 0.32

C.2.C-10

We report the test results of ResNet models trained on C-10
in Tab. 5. All models trained on C-10 learn shortcuts to clas-
sify images in classes airplane and bird. Based on the threshold
value of TPR (0.6), ResNet34 and ResNet50 are less subject to
frequency shortcuts, although they still learn them, indicating that
larger model capacity is not sufficient to avoid shortcut learning,
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Figure 14. Average TPR of shortcut and non-shortcut classes given different thresholds, using DFMs containing around (a) 22%, (b) 13%
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and (c) 8% of frequencies. In general, models perform better on images of shortcut classes than non-shortcut classes.
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Figure 15. Average TPR of shortcut and non-shortcut classes given different thresholds on IN-R, using DFMs containing around (a) 22%,
(b) 13% and (c) 8% of frequencies. In general, models perform similarly on images of shortcut classes and non-shortcut classes.

Table 7. TPR results of ResNet50 on DFM-filtered IN-10 images.
TPR>0.6 (a strong frequency shortcut) is highlighted in bold.

Class
\ airliner wagon hum-  Siam- ox golden  frog zebra Con-  truck
Method bird  cat retriever ship
HFSS 1 0.06 0.3 0.94 0.76 0.46 0.46 0.78 0.82 0.08
[41] 0.54 0 0 0.42 0 0.2 0 0.16 0.7 0.1

Table 8. Models trained on IN-10 are tested on IN-SCT. TPRs
higher than or close to average TPR (0.374) are highlighted in
bold.

Class
\ Mil-  car lorikeet tabby holstein Lab- tree horse fishing fire
Method aircraft cat retriever frog vessel truck
- 0429 0486 0414 02 0.37 03 0.3 0.057  0.44 0.743
HFSS 0257 0514 05 03 0.372 0.386 0371 0 0.486 0.7
[41] 0243 0 0.057 0043 0 0.2 0 0 0.486  0.043

in line with [41].

The OOD test results of C-10 models are provided in Tab. 6.
Models exhibit close-to or above-average TPR for classes airliner
and humming bird, which is attributable to the presence of short-
cuts in the OOD data.

C.3.IN-10

We provide the comparison of the results of ResNet50 using DFMs
searched by HFSS and the algorithm in [41] in Tab. 7. ResNet50
learns strong shortcuts for classes airliner, siamese cat, ox, zebra
and container ship. Although it has larger model capacity than
ResNet18, HFSS confirms that it still exploits shortcuts for many
classes, in line with the observation in [41]. By comparing the TPR
values on IN-10 images processed by DFMs obtained through our
HFSS algorithm and through that in [41], our algorithm is more
effective at finding shortcuts (more TPRs are highlighted in bold).

We report the TPRs of ResNet50 tested on IN-SCT in Tab. 8.
The model achieves higher or close to average TPR of classes hol-
stein and fishing vessel in IN-SCT, which is attributable to the
shortcuts for classifying classes ox and container ship in IN-10.
Comparing the TPR values of HFSS and [41], we observe that
weak shortcuts for some classes e.g. frog and golden retriever are
still present in the OOD data, but [41] fails to recognize them,
demonstrating the effectiveness of HFSS in finding shortcuts.

C.4. Visualization of images filtered by DFMs ob-
tained over five trials

Due to random sampling of candidate frequency subsets, the out-
comes of HFSS might deviate slightly for each run. However, from
the visualization of the image filtered by DFM obtained over five
trials, we observe similar texture shortcuts (see Fig. 16). This in-
dicates that frequency shortcuts are not formed by a fixed set of
frequencies, but correspond to similar spatial patterns.



Figure 16. Images of classes (a) airplane, (b) bird, (c) deer and
(d) ship in C-10 filtered by corresponding DFM obtained through
five trials. We normalize the images to a range of O to 1 for visu-
alization purpose.
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