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Abstract

In the age of increasingly realistic generative AI, robust deepfake detection is
essential for mitigating fraud and disinformation. While many deepfake detec-
tors report high accuracy on academic datasets, we show that these academic
benchmarks are out of date and not representative of real-world deepfakes. We
introduce Deepfake-Eval-2024, a new deepfake detection benchmark consisting of
in-the-wild deepfakes collected from social media and deepfake detection platform
users in 2024. Deepfake-Eval-2024 consists of 45 hours of videos, 56.5 hours
of audio, and 1,975 images, encompassing the latest manipulation technologies.
The benchmark contains diverse media content from 88 different websites in 52
different languages. We find that the performance of open-source state-of-the-art
deepfake detection models drops precipitously when evaluated on Deepfake-Eval-
2024, with AUC decreasing by 50% for video, 48% for audio, and 45% for image
models compared to previous benchmarks. We also evaluate commercial deep-
fake detection models and models finetuned on Deepfake-Eval-2024, and find that
they have superior performance to off-the-shelf open-source models, but do not
yet reach the accuracy of deepfake forensic analysts. The dataset is available at
https://github.com/nuriachandra/Deepfake-Eval-2024.

1 Introduction

Advances in generative AI models have precipitated a surge of highly realistic deepfakes, which have
been used to fabricate messages from politicians [1], create non-consensual pornographic content [2],
spread misinformation [3], and damage reputations [4], harming lives, businesses, and nations [5].
Between 2023 and 2024, there was a fourfold increase in the number of deepfakes detected in fraud
[6], and in 2023 alone, an estimated 500,000 deepfakes were shared on social media websites [6].

Recent research has shown that people are no longer able to determine whether media is AI-generated
or real [7]. Thus, the development of accurate and automated deepfake detection methods has become
essential for mitigating the harmful effects of deepfakes. Many deepfake detection models have
already been developed, such as GenConViT [8] for video, AASIST [9] for audio, and NPR [10]
for image deepfakes, all of which perform extremely well on the academic datasets that they were
originally benchmarked on, with AUC values approaching one (Table 5). However, these datasets are
not representative of deepfakes circulating on social media, because many use outdated manipulation
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Figure 1: Examples of Deepfake-Eval-2024 video and audio (rows 1–2), and images (rows 3–4),
demonstrating a diversity of content styles and generation techniques, including lipsync, faceswap,
and diffusion. Images have been resized for presentation.

techniques (e.g., FaceForensics++ [11] and ForgeryNet [12]) with human differentiable fakes (e.g.,
faces not centered appropriately on heads in ForgeryNet). Further, most existing synthetic datasets
have limited content diversity (e.g., exclusively single-scene videos containing a limited number
of body poses [13, 14, 15], or exclusively English audio [16, 17, 18]). The most recent in-the-wild
deepfake datasets are also outdated, published in 2021 for video [19], and 2022 for audio [18], prior
to generative AI advancements such as stable diffusion [20] and the release of commercial models
such as ElevenLabs voice conversion [21].

To address the limitations of existing deepfake detection benchmarks, we present Deepfake-Eval-
2024, a dataset of deepfakes collected from social media and the free deepfake detection platform
TrueMedia.org. Each item in Deepfake-Eval-2024 comes from a social media or TrueMedia.org user
who flagged the media as potentially AI-manipulated in 2024. As a result, Deepfake-Eval-2024 is
smaller than synthetic datasets, but much more diverse, and directly representative of the deepfakes
that individuals encounter in the real world.

We summarize our contributions with the following:

• We collect and release a challenging multimodal in-the-wild deepfake detection benchmark
comprised of contemporary data collected in 2024.

• To our knowledge, this is the first in-the-wild dataset that includes video, audio, and images,
and it is the largest and most diverse in-the-wild deepfake detection dataset.

• We evaluate state-of-the art deepfake detectors (both open-source and commercial) on
contemporary in-the-wild data demonstrating their limitations and suggesting directions for
future work.
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Table 1: Deepfake-Eval-2024 Video Summary Statistics
Category Total Duration (hrs) Count Avg. Duration (s) Avg. FPS Mode Resolution (W×H)
Real 28.9 1,072 96.94 30.92 1,280×720
Fake 16.2 964 60.47 29.09 576×720
All 45.1 2,036 79.68 30.05 576×720

Table 2: Deepfake-Eval-2024 Audio Summary Statistics
Category Total Duration (hrs) Count Avg. Duration (s) Avg. Sampling Rate (kHz)
Real 36.6 1,110 124.80 44.83
Fake 19.9 710 101.51 44.40
All 56.5 1,820 115.46 44.66

2 Related Work

Deepfake datasets have not kept up with the fast-moving field of AI content generation. This is
particularly true of in-the-wild datasets; the most recent in-the-wild video datasets are from 2020
[22] and 2021 [19]. The only other significant in-the-wild deepfake dataset was audio data published
in 2022 [18], which has fewer hours of audio than Deepfake-Eval-2024. Further, to the best of our
knowledge, there are no other in-the-wild deepfake image-focused datasets. Supplementary Tables
S1, S2, S3 provide a detailed survey of all popular datasets compared to Deepfake-Eval-2024.

The majority of deepfake datasets are synthetically generated, which has enabled the creation of very
large datasets (e.g., ForgeryNet with over one million images [12] and ASVspoof datasets [23, 17],
Deepfake Detection Challenge (DFDC) [14], DF-Platter [24], and AV-Deepfake1M [25] all with over
300 hours of data). However, due to their synthetic nature, they can fail to capture the characteristics
and distribution of deepfakes actually circulated on social media.

Synthetic deepfake video datasets are created by applying a handful of AI-manipulation techniques
to a curated set of real videos. The real videos are usually highly structured, consisting of paid
individuals sitting in specific positions (e.g., [13, 14, 15]), or only one style of video (e.g., closely
cropped videos of celebrity faces in AV-Deepfake1M [25]). Recent datasets such as DF-Platter
are beginning to use more diverse real videos [24]. Existing video deepfake datasets also focus
exclusively on face manipulations. Deepfake-Eval-2024 includes people in a wide variety of settings
and positions, demonstrating a wide range of actions, and includes manipulations to both faces and
other body parts (Figure 1).

Deepfake image datasets often repurpose video datasets by utilizing individual frames (e.g., Face-
Forensics++ [11], and WildDeepfake [22]) and therefore have similar limitations in content diversity
as video datasets. More recent AI-generated datasets focused on images such as CIFAKE [26] and
DiffusionForensics [27] include newer generative techniques but often target the general AI-generated
detection problem rather than deepfake detection, leading to datasets comprised of largely nonhuman
content.

The content in audio datasets lacks linguistic diversity, typically only including English audio
[28, 29, 17, 18]. The maximum number of languages in an existing major audio dataset is two (Supp.
Table S2). In comparison, Deepfake-Eval-2024 has 42 languages in our audio dataset and 52 different
languages in combined video and audio datasets (Figure 3).

3 Dataset

Deepfake-Eval-2024 is composed of 45 hours of videos and 56.5 hours of audio and 1,975 images.
(Tables 1, 2, 3 contain complete summary statistics.) The data includes real, AI-generated, and
AI-manipulated content. Audio data includes audio from videos, in addition to audio-only media.
The majority of video data has corresponding labeled audio.

An ideal benchmark for deepfake detection is representative of the real-world threat of deepfakes.
This requires the following criteria: 1) it contains fake and real content that is difficult for humans to
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Table 3: Deepfake-Eval-2024 Image Summary Statistics

Category Count Mode Resolution
Real 1,208 1,200×1,200
Fake 767 1,024×1,024
All 1,975 1,024×1,024

categorize, 2) it includes all popular generative techniques used for deepfake generation, and 3) it has
diverse content, representative of the media shared on the internet. Deepfake-Eval-2024 meets all
three criteria through its unique data collection approach. All data was collected through users of the
deepfake detection platform TrueMedia.org and social media content moderation forums.

3.1 Data Collection

Data Sources. The deepfake detection platform TrueMedia.org was a non-profit application originally
used primarily by journalists and fact-checkers starting in April 2024 before becoming available to
the general public in September 2024. Deepfake-Eval-2024 includes data uploaded to TrueMedia.org.
Users provided a social media link or directly uploaded content to be checked for AI-manipulation.
We also created a bot on X (previously known as Twitter) that allowed users to add content to our
platform by tagging the bot. In addition, we uploaded posts from X that had been flagged by X
Community Notes as potentially manipulated media. The top five most common data sources of
Deepfake-Eval-2024 are X, direct upload, TikTok, Instagram, and Youtube (Figure 2, Figure S1).
Direct upload indicates that the media was uploaded directly to the TrueMedia.org deepfake detection
platform rather than a social media or website link.

Figure 2: Origins of data in Deepfake-Eval-2024 separated by modality. In total, media was shared
from 88 different web-domain names.

Collection Ethics. TrueMedia.org users were informed in the Terms of Use that ‘anything you share
will not be private.’ We are not aware of any sensitive personal identification information included in
the dataset. However, as with any media sourced from the internet, the data could contain information
about an individual that they did not expressly consent to share.

Data Attributes. Our data collection method ensures that Deepfake-Eval-2024 is a challenging
dataset. Users often brought media to TrueMedia.org when it could not be easily identified as real or
fake by a human. Thus, we estimate that Deepfake-Eval-2024 has a greater proportion of challenging
examples in both real and fake categories than prior datasets.

Dataset Diversity. Collecting data through social media and deepfake detection platform users
also provides increased diversity with respect to generative models, ethnicity, language, and content.
Deepfake-Eval-2024 is a sample of currently circulating AI-generated content. Thus, we estimate that
our dataset includes AI-generated and manipulated content from every type of contemporary model
commonly used to generate deepfakes. Further, TrueMedia.org users came from all over the world,
resulting in increased ethnic and linguistic diversity in our dataset. Our dataset is 78.7% English
and includes a total of 52 different languages (Figure 3). The content of the media itself has larger
variations than the clean standardized content typically found in academic datasets. The diversity
in data origins (Figure 2) results in our dataset containing a wide variety of different media styles,
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including videos of political speeches and self-shot content-creators, images of large crowds and
close-up portraits, and audio clips of debating politicians and background music.

Figure 3: Language distribution in Deepfake-Eval-2024 audio and video data. The dataset contains
a total of 52 different languages (42 languages in Deepfake-Eval-2024-audio and 49 languages in
Deepfake-Eval-2024-video). Languages were identified using speech recognition model Whisper,
which is known to perform well on language identification tasks [30].

3.2 Data Filtering

We remove duplicate data using a combination of manual review and hash functions. We include
cases where two pieces of media have minor variations and thus appear to be the same (e.g., different
cropping of the same video).

In order to tailor our datasets to evaluate deepfake detection models, we remove images and videos
that do not contain photorealistic faces. This resulted in the removal of cartoons, art, and scenes
without humans. We use GPT-4o (version 2024-08-06) to identify images with photorealistic faces.
We note that GPT-4o’s responses have high precision but also a high false negative rate. To account
for this, we manually review all images marked as non-photorealistic faces by GPT-4o. To identify
videos with photorealistic faces we first use the dlib face detection library [31] to determine whether
each frame contains a face or not. Videos where no faces are detected are then reviewed manually to
check for missed faces.

3.3 Data Labeling

Label Definition. We label media as fake if it was AI-generated or manipulated. We choose to define
our labels this way despite the challenge of differentiating AI-manipulated content from traditional
forms of manipulation so that this dataset can be used to benchmark deepfake detection models, the
majority of which are trained to differentiate between AI-generated and real content.

Labeling Methodology. The labeling team consisted of seven people conducting deepfake forensic
analysis: three experienced AI-generated content labelers and four machine learning research interns.
The team met regularly to discuss the taxonomy, verification process, and edge cases. Our verification
process consisted of locating original sources using reverse image search or searching the web using
quotes or situation descriptions, then confirming the trustworthiness of the source, and scanning
media for characteristics of AI-generated media (Appendix B). See Appendix C for our detailed
verification process. The team labeled each piece of media as “fake,” “real,” or “unknown” when
the appropriate label was not clearly discernible from authenticated sources or media characteristics.
Media labeled “unknown” were excluded.

Deepfake Forensic Analysis. We rely on articles published by professional fact-checking organiza-
tions such as Snopes1 and AFP Fact Check2 to confirm if AI manipulation was used. Additionally,
we utilize community moderation platforms like X Community Notes to locate and review primary

1Snopes is one of the oldest and most widely trusted fact-checking websites, operating since 1994. The site
employs professional journalists who investigate viral claims and urban legends. https://www.snopes.com/about/

2AFP Fact Check is the fact-checking division of Agence France-Presse, a major world news
agency. They operate in multiple languages and verify content across various social media platforms.
https://factcheck.afp.com/about-afp
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Table 4: Inter-rater Disagreement Statistics Across Modalities
Modality N Checked Total Disagreement Real vs Fake Real vs Unknown Fake vs Unknown
Video 243 6.6% 2.1% 3.7% 0.8%
Audio 342 7.9% 0.6% 3.5% 3.8%
Images 269 9% 0% 3% 6%

sources. We conduct source context verification by comparing social media posts with original
materials such as full-length videos to verify if media has been manipulated. We further scrutinize the
media for evidence of AI manipulation using specific forensic markers. For example, we rely on the
synchronization of mouth movements with vocal sounds as a primary measure of authenticity in video
and audio media. For videos and images, face-swaps are classified as fake if they were created after
2023, and unknown otherwise. This time separation is supported by research that reported a 704%
increase in AI-generated face swaps during 2023 [32], suggesting that the majority of face-swaps cre-
ated in 2023 and later are done so using AI. Other common indicators of AI manipulation, including
anatomical implausibilities, sociocultural implausibilities, and stylistic artifacts, are identified based
on the framework created by Kamali et al. [33]. When the label of audio media cannot be determined
from sources, due to the challenge of manually detecting AI-generated audio (and differentiating it
from non-AI generated voice impersonators), media is marked as fake if and only if there are both
audible traits indicating that it is fake (e.g. sociocultural implausibilities), in addition to at least two
commercial audio detectors predicting the media as fake. We note that this labeling approach results
in audio labels that are more likely to be correlated with existing detectors, which may result in a
less challenging audio dataset. For all modalities, when labelers are uncertain about the presence
or absence of forensic markers, they label the media as “unknown.” See Appendix B for complete
taxonomy and media examples.

Labeling Accuracy. To assess the consistency and quality of our annotations, the labeling team
lead checked a random sample of 10% of the data for each of the three modalities. Annotations
created by the team lead were excluded to avoid self-assessment bias. For videos, we find a 6.6%
disagreement between labelers, with the largest discrepancy between real and unknown at 3.7%.
For audio, we find a 7.9% disagreement between labelers, with the largest discrepancies between
real and unknown at 3.5% and between fake and unknown at 3.8%. And for images, we find a
9% disagreement between labelers, with the largest discrepancy between fake and unknown at 6%.
(See Table 4 for complete disagreement breakdown.) Given that the inter-labeler disagreement was
consistently below 10%, we posit that deepfake detection models should be able to achieve at least
90% accuracy on Deepfake-Eval-2024, and likely higher given that real vs. fake disagreement is
below 2.5%.

Common human errors include: differentiating between dubbed videos (where the video has not been
AI-manipulated, and thus is real), and lipsynced videos (where the video has been AI-manipulated to
make the mouth match new words and thus should be marked as fake); determining if audio sound is
synthetic; and missing anatomical or sociocultural implausibilities.

4 Experiments

Model Selection. To evaluate the state-of-the-art of deepfake detection on real world in-the-wild
deepfakes, we test an array of open-source deepfake detection models on Deepfake-Eval-2024. We
select standard models that encompass the primary deepfake detection model architectures associated
with each modality. Models were also selected based on the availability of pretrained model weights
and runnable training code. All models were chosen prior to experimentation, and no models were
omitted on the basis of performance.

Open-Source Models. For each modality, we evaluate three different open-source deepfake detection
models on the modality-appropriate Deepfake-Eval-2024 data. For image detection we include a
single layer perceptron with a CLIP [34] backbone (UFD [35]), a model based on diffusion inversion
(DistilDIRE [36]), and a convolutional neural network (NPR [10]). For audio detection we include a
spectro-temporal graph attention network (AASIST [9]), a convolutional neural network applied to
raw waveforms (RawNet2 [37]), and a model with a self-supervised component (P3 from Wang et al.
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[38]). We choose video models that have a generative convolutional vision transformer (GenConViT
[8]), a temporal convolutional network (FTCN [39]), and a model that evaluates style latent vectors
(Styleflow [40]). We use the code and preprocessing approaches described in the original publications.
To adapt to open-source audio models with a limit of four seconds, we split Deepfake-Eval-2024
audio files into four-second segments and report performance on these segments.

Commercial Models. We evaluate commercially available deepfake detection models from compa-
nies that partnered with TrueMedia.org: Hive, Reality Defender, Pindrop, AI or Not, Hiya, Fraunhofer,
and Sensity AI. Many companies provide multiple models. In total, we evaluate 22 different commer-
cial models (six video, eight audio, and eight image models). We anonymize the names of the models
and providers to comply with contractual agreements. The commercial models are evaluated using
their latest available versions as of December 2024. All vendors were blind to the test data. Due to the
high per-query cost of commercial vendors, we were unable to evaluate all commercial models on the
entirety of Deepfake-Eval-2024. Instead, we evaluate all models on a subset of Deepfake-Eval-2024,
and then evaluate the top two models for each modality on the entire Deepfake-Eval-2024. We report
the performance of the top commercial model for each modality in Table 7.

Evaluation Metrics. The field of deepfake detection does not have a standard set of evaluation
metrics, and past publications have selectively focused on specific metrics (e.g. AUC in [41],
accuracy in [35], and EER in [29]). Selective reporting on specific metrics makes comparison across
publications challenging and does not offer a comprehensive view of model performance. As such,
we evaluate the performance of models on Deepfake-Eval-2024 through a wide variety of metrics
focusing on AUC, precision, recall, and F1-score, with full metrics including accuracy, false positive
rate, and false negative rate available in the supplementary materials. We also report EER for audio
models in the supplementary, as it is common in audio deepfake literature. Some open-source and
commercial models fail to run on all media files due to model constraints (e.g., media length limits, or
requirements for a face to be detected in a certain number of frames). When a model fails to produce
a prediction, we exclude this file when calculating the metrics for the associated model.

Evaluation on Previous Benchmarks. We compare the performance of open-source models on our
dataset to the performance of each model on the test datasets reported in its original publication (Table
5). To account for different reporting metrics used across publications, we recompute predictions on
the originally published test datasets to provide a full array of evaluation metrics. Where multiple test
datasets were reported in the original publication, we compute results on as many of the datasets as
possible and report average metrics across these test datasets.

Finetuning. In order to determine if models can improve real-world deepfake detection performance
by training on more representative data, we finetune all open-source models on 60% of Deepfake-
Eval-2024, and evaluate the performance on the remaining 40% of the data (Table 6). This split
mirrors real-world scenarios where models must generalize from limited training data to detect unseen
deepfake techniques. We finetune each model following the original authors’ recommended training
procedures and hyperparameters where available, using early stopping to avoid overfitting.

4.1 Open-Source Model Performance

All off-the-shelf open-source models perform poorly on Deepfake-Eval-2024. The maximum AUC
of open-source models across modalities and models was 0.58 (Table 5, Supp. Table S4). Further,
many off-the-shelf models have an AUC close to 0.5, the same as random guessing, suggesting that
these models perhaps learned to predict deepfakes based on correlations that were present in academic
training datasets but do not exist in contemporary real-world data.

Performance on Deepfake-Eval-2024 is considerably lower than on previous benchmarks. The
poor performance of open-source models on Deepfake-Eval-2024 offers a stark contrast to the
exceptional performance of these models on the datasets that they were originally tested on (right
side of Table 5). We observe an average drop in AUC of 50% for video, 48% for audio, and 45% for
image models when evaluated on Deepfake-Eval-2024, as compared to the academic datasets that the
models were originally tested on. This drastic difference in performance suggests that the academic
deepfake detection datasets which the models were trained to perform well are not representative
of the threat of contemporary deepfakes, underscoring the importance of up-to-date, challenging,
in-the-wild deepfake datasets like Deepfake-Eval-2024.
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Table 5: Open-Source Model Performance on Deepfake-Eval-2024
Deepfake-Eval-2024 Original Publication Test Data

Modality Model AUC Prec. Recall F1 AUC Prec. Recall F1
Video GenConViT [8] 0.63 0.60 0.50 0.54 0.96 0.93 0.99 0.96

FTCN [39] 0.50 0.51 0.67 0.41 0.87 0.91 1.00 0.95
Styleflow [40] 0.51 0.54 0.43 0.48 0.95 0.96 0.89 0.77

Audio AASIST [9] 0.43 0.31 0.51 0.39 1.00 1.00 0.95 0.97
RawNet2 [37] 0.53 0.66 0.39 0.49 0.99 0.60 0.99 0.74

P3 [38] 0.58 0.36 1.00 0.53 1.00 1.00 0.96 0.98

Image UFD [35] 0.56 0.63 0.999 0.77 0.94 0.95 0.67 0.75
DistilDIRE [36] 0.52 0.64 0.87 0.74 0.99 0.99 0.98 0.98

NPR [10] 0.53 0.69 0.29 0.41 0.98 0.95 0.94 0.94

Original publication test data includes the following datasets for each model. Where multiple datasets are
specified, the reported metrics are averages over these datasets. GenConViT: [11], [14], [42], [43]; FTCN:
[42]; Styleflow: [42], [44], [45], [46]; AASIST, RawNet2, and P3 were all evaluated on the LA eval set of
ASVspoof2019 [23]; UFD: [47] and subsets of LAION-400M [48] and AI generated images from latent diffusion
models [20], Glide [49], and DALL·E mini [50] provided by the original publication [35]; DistilDIRE: ImageNet
and AI generated images from Stable Diffusion v1 [20] and ADM [51] as specified in the original publication
[36]; NPR: [52], [27], and the dataset from [35].

4.2 Finetuned Model Performance

Table 6: Open-Source Model Finetuning Results
Modality Model Accuracy AUC Precision Recall F1
Video GenConViT [8] 0.75 0.82 0.78 0.65 0.71

FTCN [39] 0.65 0.71 0.64 0.61 0.62
Styleflow [40] 0.53 0.56 0.52 0.66 0.58

Audio AASIST [9] 0.84 0.91 0.80 0.76 0.78
RawNet2 [37] 0.82 0.88 0.82 0.91 0.86
P3 [38] 0.86 0.92 0.80 0.82 0.81

Image UFD [35] 0.63 0.56 0.63 1.00 0.77
DistilDIRE [36] 0.61 0.56 0.64 0.87 0.73
NPR [10] 0.69 0.73 0.74 0.78 0.76

Most models improve considerably when finetuned on a subset of Deepfake-Eval-2024. AUC
improves by an average of 57.6% for video, 80.6% for audio and 15.6% for images (Table 6, Supp.
Table S5). However, the degree of improvement varies across models, suggesting that some model
architectures may be less suited to adapt to the challenges of real-world deepfake detection. For
example, the simple single-layer UFD model learns to predict all data as fake after finetuning, and
Styleflow and DistilDIRE also show limited improvement in AUC. However, this limited improvement
could also be attributed to the relatively small finetuning set size. Although in most cases performance
improves after finetuning, there is still significant room for improvement, with the peak accuracy
reaching 0.75 for videos, 0.86 for audio, and 0.69 for images, which is lower than the 90% lower
bound of human deepfake analyst accuracy that we estimate from inter-labeler agreement (Table 4).
These results suggest that in addition to more representative training datasets, new model paradigms
may be needed for robust and reliable deepfake detection.

4.3 Commercial Model Performance

Top commercial models exceed the performance of open-source models. Top commercial models
considerably outperform off-the-shelf open-source models and finetuned image models, and perform
slightly better than finetuned audio and video models. No commercial models that we evaluated
had an accuracy of 90% or above, suggesting that commercial models still need improvement to
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Table 7: Best Commercial Model Performance on Deepfake-Eval-2024

Modality Accuracy AUC Precision Recall F1
Video 0.78 0.79 0.77 0.77 0.77
Audio 0.89 0.93 0.89 0.84 0.87
Image 0.82 0.90 0.99 0.71 0.83

reach accuracy of human deepfake forensic analysts. In addition, we note that open-source models
finetuned on a subset of Deepfake-Eval-2024 approach the accuracy of commercial models (finetuned
video model GenConViT has an accuracy of 75%, and finetuned audio model P3 from [38] has an
accuracy of 86%). This suggests that the competitive advantage of these commercial models may be
derived primarily from training dataset curation.

4.4 Cross Modality Trends

In both open-source and commercial models, performance across modalities varies, with audio
detectors consistently performing with higher accuracy than image and video detectors. This suggests
that audio deepfakes may currently be more algorithmically distinguishable than video or image
deepfakes, possibly due to the more constrained nature of audio manipulation techniques. However,
the strong performance of audio models may be confounded by the fact that commercial audio
model detectors were used during labeling to help distinguish between real voice impersonators and
AI-generated audio, thus potentially biasing the audio dataset towards a greater quantity of audio that
is already easily detected by existing audio models.

5 Error Analysis

To further investigate deepfake detection model failures, we identify media traits associated with
errors made by open-source models on Deepfake-Eval-2024. Our error analysis identifies media
characteristics that current models fail on, exhibiting traits present in Deepfake-Eval-2024 that were
likely missing from detection model training and testing datasets.

Error analysis methodology. We perform manual error analysis on the entire finetuning test set
of videos and images. Due to the length of the Deepfake-Eval-2024 audio test set we were unable
to manually analyze its entirety, and instead manually evaluate a class-balanced random sample of
10%, consisting of 2000 four-second audio clips. For each modality we identify media traits that are
associated with a statistically significant decrease in accuracy as measured by chi-squared tests for
each model separately, using significance threshold p < 0.05. We exclude models that predict all
data as belonging to a single class from this error analysis (off-the-shelf and finetuned UFD [35] and
off-the-shelf P3[38]).

Off-the-shelf models perform worse on diffusion-generated videos. Off-the-shelf GenConViT
and FTCN have an average 21.3% lower accuracy on videos which appear to be generated by a
diffusion model (e.g., OpenAI’s Sora). (Videos were identified as likely diffusion-generated through
the presence of watermarks and diffusion-associated visual characteristics [33].) After finetuning
on Deepfake-Eval-2024, which includes other diffusion videos, the accuracy gap narrows to 5.4%,
suggesting that the off-the-shelf models’ underperformance was primarily due to a domain shift.

Models are challenged by videos with selective facial manipulation and videos with non-facial
manipulations. Deepfake-Eval-2024 includes atypical manipulation patterns such as videos with
a mix of real and fake faces, and manipulations in non-facial regions. This differs from conven-
tional datasets that contain either entirely real or entirely fake content. Videos with selective face
manipulation where some faces are AI-manipulated while others remain real show a 31% decrease in
accuracy. Videos with non-facial manipulation (e.g., altered objects or locations, body modifications)
experience a 17.4% decrease in accuracy compared to other videos. These performance drops likely
stem from the fundamental design of most video detection models, which typically assume that the AI
manipulation exists for the entire video, and that the fake areas are confined to faces. Consequently,
even after finetuning, these types of manipulations remain particularly challenging for models to
detect, with accuracy deficits of 16.85% for selective face manipulation and 35.47% for non-facial
manipulation as compared to the complementary groups.
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Models perform worse on audio with non-English languages, silences, and background noise,
specifically music. We focus exclusively on the errors of finetuned audio models, because due to the
low accuracy of off-the-shelf audio models (Table S4), floor effects make off-the-shelf performance
indistinguishably poor across traits. In finetuned models, non-English audio has an average accuracy
that was 7.21% lower than English audio. Because Deepfake-Eval-2024 is an in-the-wild dataset,
some parts of the included audio files are silent. Models have 35.39% worse accuracy on audio clips
that are silent. This is expected behavior, as audio without speakers is out of distribution for models
targeting deepfake audio. We also note that models perform worse on audio with background noises
(accuracy decrease of 7.66%). Music in the background is associated with a drop in accuracy of
17.94%, and a large increase of 26.12% in false negative rate. Adding background music is a common
technique in deepfake generation, and our results suggest that current models often fail to identify
fakes when the fakes have music added. The inability of models to accurately predict audio with
music is a major vulnerability in existing audio deepfake detection models.

Models have lower accuracy on images with text overlays. For images, we identify characteristics
such as images containing crowds, depicted skin color, and the presence of text overlays. We did
not find any statistically significant differences in performance associated with these categories, but
we do observe a notable decrease in accuracy when images have text: accuracy of finetuned models
decreases by 9% and the F1-score decreases by 10.5% on average. This indicates a distributional
mismatch with existing training datasets, which do not include images with text overlays. We
hypothesize that the lack of statistically significant differences in the image models is due to floor
effects, as the average accuracy of off-the-shelf and fine-tuned audio models was low (Tables S4, S5).

Many errors are not attributable to human-identifiable characteristics. The identified error-
associated media characteristics do not encompass all errors in the dataset. Only a fraction of the
entire dataset has each of these traits, and thus only a fraction of the errors have these traits as well
(e.g. an average of 33% of audio errors have music in the background, an average 5% of the image
errors had text overlays), and there are model errors on media with none of the error-associated traits.
As such, we conclude that many errors are not associated with human-identifiable characteristics but
are instead caused by failures in model signal interpretation or other invisible artifacts. Discovering
the signal patterns responsible for detection errors is an important area of future research.

6 Discussion

Conclusion. We present Deepfake-Eval-2024, an in-the-wild deepfake dataset that captures the
challenging real-world threat of contemporary deepfakes through a collection of diverse and recent
data gathered from social media and TrueMedia.org users around the world. State-of-the-art models
perform far worse on Deepfake-Eval-2024 than on previous benchmarks, suggesting that past popular
deepfake datasets are not representative of the contemporary challenge of deepfake detection, and
that off-the-shelf open-source deepfake detection models are not capable of accurately detecting
real-world deepfakes.

Future work. While Deepfake-Eval-2024 is the most comprehensive and diverse collection of real-
world deepfakes available today, the rapid evolution of generative AI necessitates the development
of robust monitoring systems to track emerging deepfakes and regularly update datasets. We also
acknowledge that creating manually labeled in-the-wild deepfake datasets is costly and susceptible
to labeling errors. As such, we recommend that future synthetic datasets should strive to be more
representative of real-world data, and contain characteristics that our study reveals to be associated
with model errors. Our error analysis illustrates that we also need automated methods to identify
model errors before they can be exploited. Ultimately, we believe the release of Deepfake-Eval-2024
as a benchmark for contemporary real-world deepfake detection will catalyze the development of
robust models that can effectively address the evolving threat of modern deepfakes.
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A Appendix: Supplementary Materials

A.1 Related Work Supplementary Figures

Here we provide a detailed overview of popular deepfake detection datasets and compare them to
Deepfake-Eval-2024.

A.1.1 Overlap between Modality Datasets

Most video datasets only include manipulated or AI-generated frames from videos without accom-
panying real or fake audio [11, 42, 22, 15], while a few datasets provide audio-visual (AV) data
[16, 25, 13]. For datasets with AV data, if it is possible to separate audio and video components
and labels, we denote the datasets in Tables S1 and S2 with (A) or (V) to describe which part of the
datasets we are reporting on. Similarly, there is often overlap between video and image datasets; some
popular datasets used for image deepfake detection training and evaluation are composed of individual
frames from video datasets [11, 22]. To avoid reporting duplicate datasets across modalities, we omit
these from Table S3.

Table S1: Survey of existing popular video deepfake detection datasets.

Dataset Year # Real
Files

# Fake
Files

Real
Media

Duration
(hrs)

Fake
Media

Duration
(hrs)

Total
Duration

(hrs)

In-the-
Wild

FaceForensics++ [11] 2019 1,000 4,000 4.71* 16.95* 21.66* ✗
Celeb-DF [42] 2019 590 5,639 2.13† 20.36† 22.49† ✗
DFDC [14] 2020 23,654 104,500 64.43 288.88 353.31 ✗
WildDeepfake [22] 2020 3,805 3,509 - - 10.93* ✓
DeeperForensics-1.0
[15] 2020 50,000 10,000 46.30* 116.67* 162.96* ✗

DF-W [19] 2021 0 1,869 0 48.83 48.83 ✓
ForgeryNet [12] 2021 99,630 121,617 13.32* 13.50* 26.82* ✗
FakeAVCeleb (V)
[16] 2021 500 19,000 1.08† 41.17† 42.25† ✗

GOTCHA [53] 2022 409 55,838 3.13‡ - - ✗
DF-Platter [24] 2023 764 132,496 - - ≈736.08 ✗
AV-Deepfake1M [25] 2023 286,721 860,039 - - 1,886 ✗
DeepSpeak [13] 2024 6,226 6,799 17 26 44 ✗
DF40 [41] 2024 0 100k+ - - - ✗

Ours 2024 1,072 964 28.9 16.2 45.1 ✓

When duration values are not directly provided, values are estimated using several methods: * indicates
calculation from frame count assuming 30fps (the most commonly encountered frame rate among published
video datasets), † indicates derivation from average clip lengths, ‡ indicates values estimated from reported
estimates, and ≈ indicates direct reported estimates.
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Table S2: Survey of existing popular audio deepfake detection datasets.

Dataset Year # Real
Files

# Fake
Files

Real
Media
(hrs)

Fake
Media
(hrs)

Total
Duration

(hrs)

In-the-
Wild

# Lan-
guages

FoR [28] 2019 108,256 87,285 151.86† 56.98† 208.84† ✗ 1
ASVspoof (LA
subset) [23, 54]

2019 12,483 108,978 5.20† 45.41† 50.61† ✗ 1

FakeAVCeleb (au-
dio) [16]

2021 500 10,500 1.08† 22.75† 23.83† ✗ 1

WaveFake [55] 2021 0 117,985 0 ≈196 ≈196 ✗ 2
ASVspoof (DF
subset) [17]

2021 20,637 572,616 - - 325.8§ ✗ 1

In-the-Wild [18] 2022 - - 20.7 17.2 37.9 ✓ 1

Ours 2024 1,167 814 36.6 19.9 56.5 ✓ 42
Datasets that are not publicly available yet (such as ASVspoof5) are not included. Similar to video datasets,
when duration values are not directly provided, values are estimated using several methods: † indicates derivation
from average clip lengths, ≈ indicates direct reported estimates, and § indicates values provided by a survey
paper [56].

Table S3: Survey of existing popular image deepfake detection datasets.

Dataset Year # Real
Files

# Fake
Files

# Total
Files

In-the-
Wild

# Generation
Techniques Resolution

iFakeFaceDB
[57] 2019 0 ≈87,000 ≈87,000 ✗ 2 224×224

DFFD [58] 2020 58,703 240,336 299,039 ✗ 4 1,024×1,024
ForenSynths [47] 2020 36,200 36,200 72,400 ✗ 11 256×256
ForgeryNet (im-
age) [12] 2021 1,438,201 1,457,861 2,896,062 ✗ 15 Varies

DiffusionForensics
[27] 2023 232,000 232,000 464,000 ✗ 11 256×256

CIFAKE [26] 2024 60,000 60,000 120,000 ✗ 1 32×32

Ours 2024 767 1,208 1,975 ✓ Many Varies
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A.2 Dataset Supplementary Figures

Figure S1: Origins of data in Deepfake-Eval-2024 combined for all modalities. Direct upload
indicates that the media was uploaded directly to TrueMedia.org by a user, instead of the user
providing a link to a social media website.

Figure S2: Language distributions for audio and video content.
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A.3 Results Supplementary Figures

Table S4: Complete Off-the-Shelf Open-Source Model Results Across Modalities
Modality Model AUC Accuracy Precision Recall F1 FPR FNR EER (%)
Video GenConViT 0.63 0.60 0.60 0.50 0.54 0.31 0.50 -

FTCN 0.50 0.51 0.51 0.67 0.41 0.33 0.66 -
Styleflow 0.51 0.52 0.54 0.43 0.48 0.39 0.56 -

Audio AASIST 0.43 0.42 0.31 0.51 0.39 0.63 0.49 55.22
RawNet2 0.53 0.48 0.66 0.39 0.49 0.36 0.61 48.20
P3 0.58 0.36 0.36 1.00 0.53 1.00 0.00 43.00

Image UFD 0.56 0.63 0.63 0.999 0.77 0.99 0.001 -
DistilDIRE 0.52 0.61 0.64 0.87 0.74 0.83 0.13 -
NPR 0.53 0.47 0.69 0.29 0.41 0.22 0.71 -

Table S5: Complete Open-Source Model Finetuning Results Across Modalities
Modality Model AUC Accuracy Precision Recall F1 FPR FNR EER (%)
Video Genconvit 0.82 0.75 0.78 0.65 0.71 0.17 0.35 -

FTCN 0.71 0.65 0.64 0.61 0.62 0.30 0.39 -
Styleflow 0.56 0.53 0.52 0.66 0.58 0.61 0.34 -

Audio AASIST 0.906 0.836 0.797 0.761 0.778 0.118 0.239 16.99
RawNet2 0.876 0.817 0.818 0.908 0.860 0.334 0.092 20.91
P3 0.920 0.855 0.802 0.818 0.810 0.122 0.182 15.38

Image UFD 0.56 0.63 0.63 1.00 0.77 1.00 0.00 -
DistilDIRE 0.56 0.61 0.64 0.87 0.74 0.85 0.13 -
NPR 0.73 0.69 0.74 0.78 0.76 0.46 0.22 -

B Appendix: Labeling Criteria

We present the labeling criteria for all modalities. The complementary examples mentioned in this
section can be found at this GitHub link.

B.1 Image labeling codebook

AI-generated video/image traits adapted from Kamali et al. [33].

Real (no AI manipulation) Fake (AI manipulation) Unknown
Original, reputable source con-
firms no AI manipulation

If any portion is AI, then entire
item is fake

Cartoons, animations, and
photoshopped images such as
swapped signs, hats, or t-shirts
(unless evidence of AI manip-
ulation)

Fact-checking source confirms
no AI manipulation

Fact-checking source confirms
AI manipulation

Unable to confirm AI manipu-
lation or not
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Real media in which a person
is lying, or real images pre-
sented out of context and mis-
leading

Contains 3+ of the following
AI traits:
• Stylistic Artifacts: hyper-

realistic or inconsistent de-
tail, smooth or plastic/waxy
looking skin (Example 1),
cartoonish appearance (Ex-
ample 2), too perfect, incon-
sistent lighting or reflections
etc.

• Anatomical Implausibilities:
irregular pupils, mangled/
missing/disproportionate
limbs, incorrect/merged
fingers, inconsistent facial
features of famous personas
compared to their real
images etc.

• Sociocultural Implausibili-
ties: unlikely scenarios or
historical inaccuracies

• Functional Implausibilities:
misspelled/backwards text,
impossible words, impossi-
ble structure of buildings,
vehicles, food etc.

Face swapping and face mor-
phing for media created in
2023 or later

Face swapping and face mor-
phing for media created prior
to 2023

Content from film or TV with
no evidence of AI manipula-
tion
Media manipulation using text
and non-AI-generated image
overlays such as stickers (Ex-
ample 3 and Example 4)
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B.2 Video Codebook

AI generated video/image traits adapted from Kamali et al. [33]

Real (no AI manipulation) Fake (AI manipulation) Unknown
Lips and mouth are crisp,
clear, nuanced, and match
sound perfectly.

Lips are roughly in sync Ex-
ample 5 with audio, but clearly
not crisp or natural

Lips and audio are completely
out of sync Example 6, (and
you find original source to con-
firm that audio was dubbed
onto a real video)

Lips and audio are completely
out of sync, but you cannot
find the original source to con-
firm if video is real or manipu-
lated

Located original source and
confirmed no AI manipulation

Located original source and
confirmed AI manipulation
was used

Video quality is too poor to de-
termine if mouth movements
are crisp and nuanced

Highly edited Example 7, but
every individual clip is real

Filters Example 8, effects,
GIFs

Real person is obviously “lip
syncing” Example 9 or parody,
no evidence of AI manipula-
tion.
Talking head Example 10
pasted on background (pre-
dominant in many tiktok
videos)

B.3 Audio Codebook

Real (no AI manipulation) Fake (AI manipulation) Unknown
Lips and mouth are crisp,
clear, nuanced, and match
sound perfectly.

If lip sync is off AND 2 or
more audio models say >80%

If lip sync is off and you can-
not discern if AI or human im-
personator

Music, silence, and sound ef-
fects were labeled as real un-
less there was other evidence
of AI manipulation.

Audio-Only: if 2 or more mod-
els say >80% PLUS there’s
some additional reason to be-
lieve it’s fake (ie. the audio
quality sounds synthetic) Ex-
ample 11

Voice is off camera and unable
to locate original source

Human impersonator Example
12

C Appendix: Verification Process

Reverse Image Search

• If a media item did not contain common AI traits to help us determine ground truth, we
used Google’s reverse image search to locate the original source of the item, or to find a
professional fact-checking source that confirmed the item’s ground truth.

Source Trustworthiness

• When we located the original source or fact-checking source for an item, we used tools such
as All Sides and Ad Fontes Media Bias to judge the trustworthiness of the source before
determining the ground truth.

ChatGPT
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• While we did not trust GPT implicitly, we did use it to point us in the right direction. For
example, if a video showed Kamala Harris saying “xyz,” we used the following prompt as
a first step to determine its veracity: “Did Kamala Harris say ‘xyz?’ Give me 3 reputable
sources confirming or denying this claim.”

Google

• We used Google Search to find primary sources confirming or denying media claims. For
example, if a video showed Donald Trump saying “they’re eating the pets of the people who
live there,” we ran the search “Did Trump say . . . ” Or, if an image or video depicted Joe
Biden falling asleep at a press conference, we ran the search “Did Biden fall asleep at . . . ”
The results often pointed us to primary sources that we used to determine ground truth.

C.1 Reverse Image Search Verification Process

Click on “See Exact Matches”

No Match Found If no match and no clues, mark
as “Unknown”

Match on Unknown Source If match is found on a lesser-
known site, check if the im-
age is credited to a reputable
source (AP, Reuters, etc.)

If credited, confirm by check-
ing the site. If the site is legiti-
mate, mark as “Real.”

Match on Social Media If found on social media, read
comments for clues.

If comments suggest it is fake
due to artifacts in the media,
mark as “Fake.” If credible,
mark as “Real.”

Verified Source If found on a reputable
source’s social media (NBC,
White House, etc.), mark as
“Real.”

Edited Media If you find edited media (e.g.,
face swapped or text altered in
a sign), pay close attention to
details.

Mark as “Fake.”
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