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Abstract

Considerable effort has been made in privacy-preserving
video human activity recognition (HAR). Two primary ap-
proaches to ensure privacy preservation in Video HAR
are differential privacy (DP) and visual privacy. Tech-
niques enforcing DP during training provide strong the-
oretical privacy guarantees but offer limited capabilities
for visual privacy assessment. Conversely methods, such
as low-resolution transformations, data obfuscation and
adversarial networks, emphasize visual privacy but lack
clear theoretical privacy assurances. In this work, we fo-
cus on two main objectives: (1) leveraging DP proper-
ties to develop a model-free approach for visual privacy
in videos and (2) evaluating our proposed technique us-
ing both differential privacy and visual privacy assessments
on HAR tasks. To achieve goal (1), we introduce Video-
DPRP: a Video-sample-wise Differentially Private Random
Projection framework for privacy-preserved video recon-
struction for HAR. By using random projections, noise ma-
trices and right singular vectors derived from the singular
value decomposition of videos, Video-DPRP reconstructs
DP videos using privacy parameters (ϵ, δ) while enabling
visual privacy assessment. For goal (2), using UCF101
and HMDB51 datasets, we compare Video-DPRP’s perfor-
mance on activity recognition with traditional DP meth-
ods, and state-of-the-art (SOTA) visual privacy-preserving
techniques. Additionally, we assess its effectiveness in pre-
serving privacy-related attributes such as facial features,
gender, and skin color, using the PA-HMDB and VISPR
datasets. Video-DPRP combines privacy-preservation from
both a DP and visual privacy perspective unlike SOTA
methods that typically address only one of these aspects.

1. Introduction
Privacy preservation is a critical research challenge in the
field of video-based human activity recognition (HAR) and
video analysis. Video HAR systems are increasingly used
in settings like healthcare monitoring, smart homes and se-
curity [9, 27, 47, 63]. However, these systems often capture

sensitive personal information, creating a strong need for
privacy measures to protect individuals’ identities and per-
sonal activities from misuse or unauthorized access.

Current literature indicates that privacy preservation, in
Video HAR can be achieved either at a model level or di-
rectly on the data by modifying its visual content. Model-
based approaches usually ensure privacy by leveraging dif-
ferential privacy (DP) [8, 16, 17, 33]. This method provides
a theoretical and empirical guarantee of privacy by incorpo-
rating noisy mechanisms into the training algorithms, using
the privacy parameters ϵ and δ [1, 13, 14, 38, 42]. However,
its effectiveness is limited when it comes to post-training
privacy analysis such as visual privacy. In the context of
video HAR, visual privacy can be define as a model’s abil-
ity to recognize visual information such as faces, gender, or
individuals performing activities. The underlying hypothe-
sis is that diminished performance in these recognition tasks
indicates higher visual privacy. As shown in Figure 1(a),
models trained with DP cannot achieve this level of privacy
because the data itself is not directly altered for DP—only
the gradient’s estimates g are adjusted during training.

Conversely, while some data-based approaches utiliz-
ing generative adversarial networks (GANs in Figure 1(b))
offer an affordable means of visual privacy assessment
[22, 36, 39, 45], the generated videos from these meth-
ods may still disclose sensitive visual content [48], as they
are trained on unconstrained real-world data. Additionally
GANs, including other video down-sampling and obfusca-
tion approaches [25, 45, 46], lacks the rigorous mathemati-
cal privacy guarantees afforded by differential privacy. The-
oretical privacy assurance is often overlooked in data-based
methods, which typically rely on heuristic approaches, ad-
hoc obfuscations, or data transformations. These methods
lack transparency in how privacy is preserved and can be
vulnerable to reverse-engineering or sophisticated attacks
[28, 52], resulting in mere security through obscurity. In
contrast, differential privacy is grounded in well-established
mathematical principles that provide robust privacy guaran-
tees, irrespective of an adversary’s capabilities. Moreover,
differential privacy offers clearer privacy explainability in
terms of the chances of information leakage, quantified by
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Figure 1. In (a), privacy is ensured during training (in-training) using differential privacy (DP), but not directly on the video itself. As a
result visual privacy cannot be assessed. In (b), the video is transformed prior to training using either obfuscation methods or adversarial
approaches, but the privacy-utility trade-off cannot be quantify as clearly as in DP. In (c) (ours), privacy is ensured using DP, directly on
the video. This approach allows for visual privacy evaluation, where privacy-utility trade-off is quantified using the ϵ,δ parameters of DP.

Figure 2. Video-DPRP consists of the following components:(1) Each video frame is reshaped and flattened, then concatenated to form a
video X of dimension (T,w × h × 3). (2) A random projection matrix RN (0,σp) reduces X to a lower-dimensional space (T, k). (3)
Noise is added to both the projected video and its covariance matrix, from which the right singular component V of the noisy covariance
Q is used to reconstruct a differentially private video (see Section 3 for details).

the ϵ and δ parameters [6, 10, 40].

We identify two key limitations in previous privacy-
preserving Video HAR studies: (1) Although DP mod-
els provide empirical and theoretical privacy guarantees
during model training, their privacy-preserving effect does
not extend beyond training. This limitation arises because
the data itself remains unaltered, retaining visually sensi-
tive content. Evaluating such data on visual privacy met-
rics is likely to yield poor results. (2) While some stud-
ies propose data-transformed methods for visual privacy
evaluation, these approaches still fail to offer theoretical
guarantees of privacy. Recent advancements in differen-
tial privacy and random projection present promising solu-
tions. By leveraging a random projection matrix followed
by the addition of a noise matrix to the projected data,
previous work has demonstrated the feasibility of recon-
structing differentially private tabular datasets and images
[19, 32, 34, 35, 49, 54, 58]. However, applying differen-
tially private random projections to a video dataset presents
a significant challenge due to the added complexity intro-
duced by the temporal dimension of videos.
In this work, we introduce Video-DPRP, a Video-sample-
wise Differentially Private Random Projection framework
tailored for visual privacy-preserved video reconstruction
of HAR datasets. The framework unfolds in several stages:

we begin by reshaping each video, as illustrated in Figure 2.
Next, we apply a random projection to the reshaped video
using a projection matrix, reducing its dimensionality while
preserving its underlying structure. To ensure differential
privacy, we add a noise matrix, calibrated with the (ϵ, δ) pa-
rameters, to both the projected video and its covariance ma-
trix. Finally, by leveraging the right singular vectors from
the singular value decomposition (SVD) of the noisy co-
variance matrix, we reconstruct a video sample, that is both
visually and differentially private. Ideally, a model trained
with videos reconstructed using Video-DPRP is expected
to exhibit both high-quality performance in video HAR
and strong privacy preservation. Our contributions are as
follows:

• We introduce Video-DPRP, a differentially private ap-
proach for video reconstruction tailored for video HAR.
Video-DPRP provides a theoretical guarantee of differen-
tial privacy, while also ensuring visual privacy.

• We evaluate the performance of Video-DPRP across both
HAR and visual privacy-preserving attributes. For HAR
evaluation, we use the UCF101 and HMDB51 datasets.
To assess visual privacy-preserving attributes, we utilize
the PA-HMDB and the VISPR datasets.



2. Related Work
Privacy-preserving video HAR. Privacy in the context of
video HAR can be categorized into two main groups: visual
privacy and differential privacy.
Visual privacy aims to obscure identifiable visual attributes
in video content and can be categorized into 3 main groups:
obfuscation, adversarial training and downsampling

Downsampling. As an example, Ryo et al. [46] pro-
posed an inverse-super-resolution paradigm that learns an
optimal set of transformations to generate low-resolution
videos from high-resolution inputs. This approach utilizes
a down-sampling technique, similar to the methods pro-
posed by [11, 37]. While this technique is effective, its
major drawback lies in the trade-off between achieving ac-
curate activity recognition and maintaining privacy preser-
vation—a trade-off that could be better quantified with a
rigorous mathematical bound on privacy.

Obfuscation. Ren et al. [45] presents a data obfusca-
tion method for anonymizing facial images, using a learn-
able modifier. This approach employs an adversarial train-
ing setup, where a generator produces modified versions of
facial images, and a discriminator attempts to identify fa-
cial features despite the modifications. The end result is
a video anonymizer that performs pixel-level modifications
to anonymize each person’s face with minimal impact on
action detection performance. A similar approach was em-
ployed by Zhang et al. [62], where they first used semantic
segmentation to identify the face’s region of interest, fol-
lowed by blurring to achieve face privacy preservation. Ad-
ditional work on obfuscation has been conducted by Ilic et
al., focusing on appearance-free action recognition using an
optical-flow estimator [24] and selective video obfuscation
using random noise [25]. However, obfuscation techniques
have a limitation in that they require domain knowledge to
effectively identify and obscure the region of interest.

Adversarial training. Beyond video down-sampling
and obfuscation, some researchers have developed privacy
optimization strategies using adversarial neural networks
[12, 43, 55–57]. These strategies typically involve a cost
function that is minimized for activity recognition, while
simultaneously maximized for privacy preservation. A
significant drawback of these techniques is their substan-
tial computational resource requirements for reconstructing
anonymized videos. In contrast, a more effective approach
could be a model-free method capable of reconstructing
videos at a considerably lower computational cost.

While visual privacy focuses on hiding identifiable vi-
sual attributes in sample videos, in differential privacy, a
random noise is added to the gradient estimates during a
model’s training process. This noise is carefully calibrated
to ensure that the model can still learn overall patterns and
trends, while specific details that could identify a sample
video are not leaked. It is important to note that the sam-

ple videos themselves are not directly modified; only their
gradient estimates are altered during training. Figure 1(a)
provides a clear illustration of training with differential pri-
vacy, specifically detailing a variant of stochastic gradient
descent (SGD) known as differential private stochastic gra-
dient descent (DP-SGD) [1]. DP-SGD differs from tradi-
tional SGD in that, after computing the per-sample gradient
g it is clipped to a threshold value C, resulting in a clipped
gradient gclip. A Gaussian noise, calibrated with the DP
parameters: ϵ, δ, is then carefully added to the clipped gra-
dient producing the differentially private gradient gdp (de-
tails about the DP parameters are provided in Section 3).
Recently, Luo et al. [38] proposed Multi-Clip DP-SGD, a
method designed to achieve video-level differential privacy
in HAR. The DP framework is built such that, during model
training, shorter video segments, or clips, are sampled from
each video, and their gradients are computed and averaged
across all the clips of the video. DP-SGD is then applied to
the averaged gradient, ensuring differential privacy without
additional privacy loss. Although the result is a differen-
tial private model, a significant challenge with DP-SGD and
other DP learning algorithms is that privacy preservation is
confined to the training phase, restricting further visual pri-
vacy assessments on the video data beyond training.
Differential Private Random Projection (DPRP). Previ-
ous research introduced DPRP primarily as a data release
framework, for tabular data [3, 19, 30, 58]. For instance
Xu et al. [58] employed DPRP for the release of high-
dimensional data, while Gondara et al. [19] adapted DPRP
for smaller clinical datasets. In both scenarios, the original
dataset is projected into a significantly lower-dimensional
space using a random projection matrix, followed by the
addition of a noise matrix. This noise matrix is calibrated
with the (ϵ, δ) parameters to achieve differential privacy. In
our approach, we apply DPRP on a per-video-sample basis
rather than across the entire dataset, offering more granular
privacy control and assessment on activity recognition.

3. Method Overview
We begin by introducing key concepts relevant to Video-
DPRP, including an initial video transformation mecha-
nism, the theoretical foundations of differential privacy, ran-
dom projection, and the algorithmic framework of Video-
DPRP. This section concludes with preliminary discussions
of the privacy guarantees offered by Video-DPRP, which are
further detailed in the Appendix.

3.1. Video Transformation

A sample video is structured as a 4D tensor, (T ,w,h,3), con-
sisting of a 1D temporal dimension and 2D spatial dimen-
sions. The temporal dimension is represented by the num-
ber of frames, T , in the video sequence, while the spatial
dimensions are denoted by the pair (w, h), corresponding to



the width and height of each frame. Moreover, each frame
contains 3 color channels (red,green and blue). To facilitate
our random projection strategy, we flattened the 2D spatial
dimensions of each frame from (1, w, h, 3) to (1, w×h×3).
Next, we concatenate all the T flattened frames along the
temporal axis (the first axis), resulting to 2D array X of
dimension (T,w × h × 3). This concatenation preserves
the temporal sequence of the video, with each row of X
corresponding to a flattened frame. This step is crucial for
our subsequent methodology, and henceforth, we treat each
video X as a 2D array.

3.2. Differential Privacy

We consider two sample videos, X and X ′, that differ by
a single row, representing neighboring inputs. Intuitively,
this means X and X ′ differ by one frame. Video-DPRP
ensures that modifying the pixel values of a single frame
does not pose a significant visual privacy risk, nor does it
lead to a substantial drop in video HAR performance. This
implies that even if an adversary knows the output video,
they cannot infer sensitive information about the frame that
was modified. We then give a formal definition introduced
by Dwork et al. [15] and re-calibrated to our context:

Definition 1 (Differential Privacy). A randomized mecha-
nism M, satisfies (ϵ, δ)-differential privacy if for any two
input videos X and X ′, that differ in only one row (frame),
and for all sets of possible outputs O ∈ range(M), we
have:

Pr[M(X) ∈ O] ≤ eϵ · Pr[M(X ′) ∈ O] + δ

In other words, the outcomes of applying the random mech-
anism M to the two neighboring videos X and X ′ differ by
at most a factor of eϵ. The privacy guarantee can fail with
a probability of δ. When δ = 0, the mechanism operates
under pure ϵ-differential privacy.

3.3. Random Projection

Random projection is a dimensionality reduction technique
that projects data from an initial dimension d to a lower
dimension k, while preserving pairwise distances between
data points (in our case, frames) using a projection matrix
R. To ensure that the pairwise distances between frames are
preserved, the projection matrix must satisfy the Johnson-
Lindenstrauss Lemma [29].

Lemma 2 (Johnson-Lindenstrauss [29]). Let S be a set of
n points such that S ⊂ Rd, with λ > 0 and k = 20 logn

λ2 .
There exists a Lipschitz mapping f : Rd → Rk that distorts
all pairwise distances by a factor of 1 ± λ. For any x, y ∈
Rd, this mapping satisfies the following inequality:

(1− λ)∥x− y∥22 ≤ ∥f(x)− f(y)∥22 ≤ (1 + λ)∥x− y∥22

Contextually, for a given video X , the initial dimension is
d = w × h× 3, where w and h are the width and height of
the frames, respectively, and the set of n points corresponds
to the number of frames T , as discussed earlier in section
3.1. To project the video XT×d, a random projection ma-
trix R is required, such that the resulting projected video is
P = XR. A suitable random projection matrix that satis-
fies Lemma 2 is one whose entries are drawn from a normal
distribution with mean µ = 0 and variance σ2 = 1

k (that is,
R ∼ N (0, 1√

k
)d×k).

3.4. Video-DPRP Algorithm

The algorithmic framework of Video-DPRP is inspired by
the influential work on the Johnson-Lindenstrauss trans-
form [30], advancements in image reconstruction [61], and
recent developments in the release of small datasets [19].
Preliminary: Recall that each video is initially transformed

Algorithm 1 Video-DPRP

Input: D = {X1, X2, ...., Xn}, d× k, ϵ, δ, b
/*The dataset D with n videos; the

size of the projection matrix d×k; the

privacy parameters ϵ and δ; the privacy

budget allocator b ∈ ]0, 1[ */

1: ϵ1, δ1 = ϵ× b, δ × b
2: ϵ2, δ2 = ϵ× (1− b), δ × (1− b)
3: for XT×d ∈ D do:

4: R∼ N (0, 1√
k
)d×k/*projection matrix*/

5: P = XR /*Random projection:O(Tdk)*/

6: P̃ = P +M(ϵ1,δ1) /*Noise addition:O(Tk)*/

7: Pcov = P tP/*Covariance matrix:O(Tk2)*/

8: Q = Pcov +N(ϵ2,δ2) /*Noise addition:O(k2)*/

9: U
∑

V t = SVD(Q) /*Decomposition:O(k3)*/

10: X̃ = P̃
(
RV t

)+
V t/*reconstructed video:*/

Output: reshaped video, reshape(X̃)

into a 2D matrix of dimensions (T × d), where T , is the
number of frames and d = w × h × 3 (with w being the
width and h the height of a frame).
Privacy parameters: All our privacy parameters are de-
rived from a single privacy parameter pair (ϵ, δ). To en-
sure that a given video remains differentially private with-
out significantly compromising its utility, we avoid adding
multiple independent noise matrices. Instead, we split the
parameters into two sets: one set is used to make the random
projection P differentially private (ϵ1, δ1) and the other
set (ϵ2, δ2) to make the covariance matrix Pcov , differen-
tially private. Each set is derived using the privacy bud-
get allocator b ∈]0, 1[ (see lines 1-2). The privacy bud-
get is a parameter that controls the total amount of pri-
vacy loss allowed, balancing utility with privacy protec-
tion. The complete workflow of Video-DPRP is outlined
in Algorithm 1. The time complexity of each step of the



algorithm is highlighted in blue. To begin with, for each
video XT×d in the dataset D, we project the video into a
lower-dimensional space, using the projection matrix Rd×k

(lines 4-5), which satisfies the Johnson-Lindenstrauss
Lemma 2. This result to a projected video P , of dimen-
sion (T × k). Here, k represents the number of dimensions
for the random projection. At this stage, P still contains
sensitive information from X and is therefore not differen-
tially private. Differential privacy is ensured by adding a
random noise matrix M(ϵ1,δ1) to the projected video (line
6), resulting to P̃ . The entries of the random noise matrix
are drawn from a Gaussian distribution with mean µ = 0
and variance σ2

1 (M(ϵ1,δ1) ∼ N (0, σ2
1)

T×k). The variance
σ2
1 is determined using Theorem 3. Differentially private

video reconstruction effectively begins at line 7, where
the covariance matrix Pcov of the projected video P , is first
computed as a necessary step for reconstruction. The use
of the covariance matrix is motivated by principles simi-
lar to those in Principal Component Analysis (PCA) [2],
aiming to capture the most significant features of the video
within the low-dimensional subspace. Similar to line 5,
since P is not differentially private, its covariance matrix
Pcov is also not. To achieve differential privacy, a ran-
dom noise matrix N(ϵ2,δ2) is added to Pcov , resulting in a
noisy covariance matrix Q (line 8) of dimension (k × k).
In the same way, the entries of N(ϵ2,δ2) are drawn from a
Gaussian distribution with mean µ = 0 and variance σ2

2

(N(ϵ2, δ2) ∼ N (0, σ2
2)

k×k). The variance σ2
2 is determined

using Theorem 4. To proceed, the noisy covariance matrix
Q is subjected to a singular value decomposition (SVD),
which decomposes Q into three matrices: UΣV t (line 9),
where U and V t (denoting the transpose of V ) are orthog-
onal matrices each of dimensions (k × k), and Σ is a diag-
onal matrix containing the singular values. Following the
approach of [19], we only use the right singular compo-
nent V t, the random projection matrix R, and the differen-
tially private projected video P̃ for video reconstruction of
X̃ (line 10). We use the Moore-Penrose pseudoinverse
(denoted by +) of RV t because RV t is not a squared ma-
trix and may not be invertible. X̃ has dimensions (T × d)
and is ultimately reshaped back to its original video format
(T,w, h, 3).
Time complexity: Given that the algorithm processes n
videos independently, the overall time complexity for the
entire dataset D is O(n(Tdk+ Tk2 + k3)). This complex-
ity shows that the algorithm scales linearly with the number
of videos n, and is influenced by both the number of frames
T and the dimensionality d. The cubic term k3 becomes
dominant when the projection dimension k is large.

3.5. Privacy Guarantee of Video-DPRP

Differential privacy is applied at two stages in Algorithm
1: (i) to ensure that the projected video P is differentially

private, and (ii) to make the covariance matrix Pcov dif-
ferentially private. To establish the privacy guarantee of
Video-DPRP, we must demonstrate that both stages meet
differential privacy requirements. The proofs rely on two
supporting theorems from [19, 53], which are included here
for completeness, with details provided in the appendix.

Theorem 3 (Privacy of projected video P ). Let ϵ1 > 0 and
0 < δ1 < 1

2 . Consider a randomized Gaussian projection
matrix R ∼ N (0, 1/

√
k)d×k. Then, the noisy projection

P̃ = XR + M(ϵ1,δ1), where M(ϵ1,δ1) is a (T × k) Gaus-
sian matrix with entries drawn from N (0, σ2

1), is (ϵ1, δ1)-
differentially private, with:

σ1 = θσp

√
k + 2

√
klog(2/δ1) + 2log(2/δ1)

√
2(log(1/2δ1) + ϵ1)/ϵ1

Where σp = 1/
√
k, and θ denotes the L2 sensitivity bound

of the input. The variables are consistent with those defined
in Section 3.4 to maintain uniformity.
The L2 sensitivity θ: For the input f(X) = XR where X
represents the video with pixel values ranging from [0, 255]
and R is a random matrix, the L2 sensitivity θ is propor-
tional to the maximum change in X , scaled by the norm of
R. This norm typically takes the value 1/

√
k. Since the L2

sensitivity of X is |255 − 0|, we define θ as θ = 255/
√
k.

Where |.| denotes the absolute value. More details are pro-
vided in the appendix section.

Theorem 4 (Privacy of covariance matrix Pcov). The mech-
anism defined by Q=Pcov+N(ϵ2,δ2), where N(ϵ2,δ2) is a
Gaussian matrix with entries drawn from N (0, σ2), is
(ϵ2, δ2)-differentially private, provided that ϵ2 > 0 and

δ2 < 1/2. Where σ2 =θ

√√
2log(1.25)/δ2

ϵ2
.

By applying the principle of sequential composition [17],
each video X is (ϵ, δ)-differentially private as a result of
the combination of two differentially private mechanisms
in Algorithm 1. Where ϵ = ϵ1 + ϵ2 and δ = δ1 + δ2.

4. Experiments
4.1. Datasets

We adopt PA-HMDB [55] and VISPR [41] for visual pri-
vacy assessment, and UCF101 [50] and HMDB51 [31] for
HAR, as these are commonly used datasets in the literature.
PA-HMDB[55] is a dataset containing 515 videos with
video-level action annotations and frame-wise visual pri-
vacy annotations, including privacy attributes such as skin
color, face, gender, nudity, and relationship. The dataset
covers 51 action classes.
VISPR [41] is an image dataset designed for visual privacy
research. It contains various personal attributes similar to
those in HMDB51. The dataset comprises 10, 000 training
images, 4, 100 validation images, and 8, 000 test images.



Method

Raw Test set Top-1(↑) Reconstructed Test set Top-1(↑) Raw Test set PA-HMDB Raw Test set VISPR

UCF101 HMDB51 UCF101 HMDB51 Top-1 (↑) cMAP (↓) cMAP (↓) F1 (↓)

ISR(32×24)[46] 49.65±0.22 35.66±0.10 45.14±0.53 28.97±0.09 38.71±1.22 58.26±0.13 53.60±0.87 49.14±0.09

ISR(16×12)[46] 18.34±0.02 19.47±0.04 24.94±0.20 12.64±0.01 25.11±0.62 40.01±0.17 43.27±0.25 45.00±0.73

V-SAM[23] 17.32±0.30 14.72±0.12 10.02±1.48 12.03±0.91 15.31±0.54 40.39±0.38 44.64±0.09 39.97±0.16

Face Anonymizer[45] 32.05±0.49 19.04±0.24 21.62±0.35 21.13±0.69 17.04±0.03 41.18±1.09 44.00±0.63 51.43±0.39

SPAct[12] 60.82±0.33 41.29±0.01 - - 44.13±0.73 60.55±0.75 56.71±0.18 47.61±0.11

ALF[55] 56.27±0.91 32.04±0.56 - - 43.73±0.82 40.29±0.03 55.09±1.49 43.08±1.02

Deepprivacy[22] 16.72±0.36 11.54±0.05 14.95±0.58 11.69±0.90 18.77±0.13 39.76±0.83 42.06±0.28 41.27±0.50

Appearance free[24] 30.02±0.07 15.67±0.14 14.22±0.16 10.29±0.06 19.60±0.02 - - -
Selective privacy[25] 58.97±0.11 38.27±0.01 45.10±0.15 30.09±0.06 42.56±0.54 - - -
Face blurring[26] 51.07±0.63 37.98±0.21 40.01±0.64 28.81±0.01 37.00±0.44 42.13±0.68 47.04±0.33 52.34±0.27

Raw data (no privacy) 85.77±0.18 59.24±0.65 85.77±0.18 59.24±0.65 65.05±1.17 70.13±0.59 64.18±0.06 69.10±0.59

Video-DPRP(ϵ=2,δ=10−4) 55.16±0.59 36.49±0.79 38.76±0.11 27.95±0.01 39.25±0.15 39.42±0.62 41.89±0.02 40.03±0.28

Video-DPRP(ϵ=5,δ=10−4) 58.58±0.16 38.37±0.09 45.20±0.02 29.06±0.77 44.86±0.02 48.75±0.07 50.11±0.63 53.77±0.30

Video-DPRP(ϵ=8,δ=10−4) 61.69±0.07 40.00±0.71 50.00±0.28 32.13±0.31 51.07±0.73 53.00±0.01 56.10±0.20 55.12±0.03

Table 1. Comparison with different visual privacy techniques, including data-obfuscation, adversarial training and video anonymization
using GANS. cMAP and F1 metrics are for privacy evaluation while Top-1 is for action evaluation. Results are reported on UCF101 [50],
HMDB51 [31],PA-HMDB [55] and VISPR [41]. The best results are in red, while the second best are underlined.

Method
Raw Test set UCF101 (Top-1 (↑)) Raw Test set HMDB51 (Top-1 (↑)) Raw Test set PA-HMDB (Top-1 (↑))

ϵ = 2 ϵ = 5 ϵ = 8 ϵ = 2 ϵ = 5 ϵ = 8 ϵ = 2 ϵ = 5 ϵ = 8

DP-SGD[1] 25.54±0.33 37.24±0.26 45.32±0.86 14.18±0.06 30.09±0.18 32.16±1.85 15.34±2.15 25.70±1.97 29.90±0.04

MultiClip-DP(3 clips)[38] 44.07±0.18 70.03±0.13 72.03±0.71 36.11±0.25 48.00±0.05 50.98±0.66 37.06±0.24 45.16±0.05 52.73±0.46

Video-DPRP 55.16±0.59 58.58±0.16 61.69±0.07 36.49±0.79 38.37±0.09 40.00±0.71 39.25±0.15 44.86±0.02 51.07±0.73

Video-DPRP(3 clips) 60.11±0.10 70.87±0.03 74.06±0.38 42.72±0.44 49.63±0.95 51.63±0.53 41.08±0.04 48.17±0.42 54.98±0.86

Table 2. Comparison with differential private training methods and Video-DPRP on action recognition, for ϵ ∈ {2, 5, 8} and δ=10−4. The
best results are in red , and the second best are underlined.

UCF101 [50] and HMDB51 [31] are both HAR datasets,
containing 101 and 51 action classes, respectively. For
both datasets, all results are reported on split-1, which in-
cludes 9, 537 training videos and 3, 783 test videos for
UCF101, and 3, 570 training videos and 1, 530 test videos
for HMDB51. Further details of the datasets are provided
in the Appendix.

4.2. Implementation details

Many deep learning models incorporate Batch Normaliza-
tion (Batch Norm) layers. However, such models are not
compatible with differentially private training methods like
DP-SGD [1] or MultiClip-DP-SGD [38] (abbreviated to
MultiClip-DP in Table 2), as Batch Norm requires calculat-
ing the mean and standard deviation for each mini-batch, in-
troducing dependencies between samples and violating the
principles of differential privacy. For fair comparison across
all our results in video HAR, we require a model with a dif-
ferent type of normalization layer. Therefore, we use the
PyTorch implementation of the Multiscale Vision Trans-
former (MViT-B(16×4)) [18], which employs Layer Nor-
malization [4] and is pre-trained on the large-scale Kinetics-
400 dataset [7]. For each video, we randomly crop a clip

consisting of 16 frames, with each frame resized to a shape
of (224, 224, 3). In the case of Video-DPRP(3 clips) and
MultiClip-DP(3 clips) (see Table 2), we crop 3 clips and apply
the same pre-processing as described above. The optimiza-
tion is performed using stochastic gradient descent (SGD)
[5] with a learning rate of lr = 0.01, a batch size of 8, and
50 training epochs.
Set-up of Video-DPRP: We use video samples recon-
structed by Video-DPRP as inputs for our training. In line
with Algorithm 1, we set the dimensions of the projection
matrix to d×k, where d = 320×240×3 and k = 32×32×3.
Note that d corresponds to the dimensions of a frame from
the original video (as described in Section 3.4) and is there-
fore fixed to the value defined above by default. We set the
privacy budget allocator b to 0.8, meaning that 80% of the
privacy budget is allocated to making the random projection
P , differentially private (see line 6) while the remaining
20% (i.e, 1−b) is used to ensure the covariance matrix Pcov

is differentially private (see line 8 of Algorithm 1).

For the differentially private training of DP-SGD [1]
and MultiClip-DP(3 clips) [38], we use the PyTorch Opacus
library [60], which includes a privacy budget accountant
to track the differentially private parameters (ϵ, δ) dur-



ing training. For fair comparison and simplicity across
all differentially private techniques (i.e., DP-SGD [1],
MultiClip-DP(3 clips) [38] and Video-DPRP), we set the pri-
vacy parameter δ=10−4 and only vary ϵ. All experiments
were conducted on an NVIDIA RTX A6000 GPU. For a
comparative analysis with state-of-the-art (SOTA) visual
privacy techniques, such as Obfuscation and Anonymiza-
tion, we replicate their techniques following the authors’
descriptions. Further details about SOTA techniques are
provided below.
Obfuscation Method:
Inverse Super Resolution (ISR) [46]: For the initial set of
raw videos, we begin by performing average downsampling
from a resolution of 320×240 to resolutions of 32×24 and
16× 12. We then apply a series of random transformations
to the downsampled videos, as described in [46], from
the set S= {shifting, scaling, rotation}. The transformed
videos are then used as training input for our model.
Face Blurring [26]: We employ a pretrained YOLOv3
model [44] for face detection on the original videos, lever-
aging its initial training on the Wider Face dataset [59].
After detecting the faces, we apply Gaussian blurring to the
detected bounding boxes using a kernel size of k = 21 and
a standard deviation of σ = 10 to ensure consistency with
previous works [25, 55].
Appearance free Privacy [24]: It utilizes a state-of-the-art
optical flow estimator [51] to compute optical flow between
pairs of subsequent frames in a video. A noise frame is then
warp using the set of optical flows to obtain new frames,
that are devoid of appearance clues while retaining motion
flow like the original video. We use the appearance-free
UCF101 dataset (also known as AFD101 [24]) provided by
the authors and synthesize the other video dataset according
to the authors’ original code.
Anonymization method: Given the frames of an original
video, we generate an anonymized video by applying pre-
trained adversarial networks from three previous works:
(i) full-body anonymization with DeepPrivacy [22], (ii) a
video face anonymizer (Face Anonymizer [45]), and (iii) a
Variational Surface-Adaptive Modulator (V-SAM [23]).
Adversarial training method: We also compare our
results with two adversarial training frameworks: one that
utilizes a privacy budget (ALF [55]) and another that lever-
ages self-supervised learning (SPAct[12]). For the latter,
we use MViT-B(16×4) as our target action classification
model (referred to as fT in the original paper [12]), while
keeping the rest of the set-up consistent with the original
paper.
Differentially private training methods: For the
differentially private training of DP-SGD[1] and
MultiClip-DP(3 clips)[62], we use a clipping norm of
C=0.4. Details of these training strategies can be found
in Section 2. The 3 clips in MultiClip-DP(3 clips) refers

to averaging the gradient across 3 clips of a given video
before adding random noise, as described in [62].

4.3. Evaluation Metrics and Protocols

Metrics: Action recognition evaluation is conducted using
the Top-1 accuracy metric, following prior work [20, 21,
38]. For visual privacy recognition, considered as a multi-
label image classification task due to the presence of multi-
ple privacy attributes per image, we use the class-wise mean
average precision (cMAP) [41] and the class-wise F1-score.
All results are reported as percentages, averaged over three
runs, with both their mean and variance provided. In our ta-
bles, ↑ denotes metrics where higher values are better, while
↓ indicates that lower values are better.
Protocols: Apart from Adversarial training methods,
which ensure privacy directly during training, we apply
two evaluation protocols for video HAR with visual pri-
vacy techniques. Protocol 1 evaluates on the raw test set
Xtest

raw of dataset X∈ {UCF101,HMDB51,PA-HMDB},
after training our model on the corresponding recon-
structed train set Xtrain

reconst using a method reconst
∈ {Obfuscation,Anonymization,Video-DPRP}. Here,
Obfuscation and Anonymization refer to all obfuscation
and anonymization techniques described in Section 4.2. It
is important to note that for evaluation on the PA-HMDB
dataset, we use HMDB51\{PA-HMDB} as our training
set. This means that all video samples present in HMDB51
but not in PA-HMDB are used for training in this scenario.
Protocol 2 evaluates on the reconstructed test set Xtest

reconst

of dataset X, after training on Xtrain
reconst, using method re-

const. Accordingly, no results are provided for adversar-
ial training methods in the reconstructed test set column
of Table 1. Protocol 1 assesses the model’s robustness in
real-world scenarios where obfuscation or anonymization
might not be applied, while testing on the reconstructed
data (Protocol 2) measures performance consistency un-
der privacy-preserving transformations, validating model
adaptability across both standard and privacy-focused set-
tings.

In Table 2, we restrict the analysis of video HAR to
differentially private training methods: DP-SGD [1] and
MultiClip-DP(3 clips) [38], alongside Video-DPRP, as these
are the only methods that incorporate differential privacy.
For visual privacy evaluation, we begin by training our
model on the training set of VISPR, formulating the task as
a multi-label image classification problem due to the mul-
tiple privacy attributes per image. We then use the anno-
tated video frames from PA-HMDB as our test set. This is
considered a cross-dataset evaluation protocol, as outlined
in [12]. We also evaluate on the test set of VISPR, as re-
ported in Table 1. We can observe from Table 1 that Video-
DPRP provides competitive results, highlighted in bold,
when compared to SOTA privacy-preserving techniques



PA-HMDB

Dimension k Action ↑ Privacy ↓
20 × 20 × 3 24.60±1.67 32.46±0.75

24 × 32 × 3 28.03±0.07 40.17±1.22

32 × 32 × 3 51.07±0.73 53.00±0.01

50 × 50 × 3 67.18±0.49 56.96±0.07

64 × 80 × 3 70.10±0.14 60.18±0.33

Table 3. Action (Top-1) and privacy (cMAP)
scores on PA-HMDB[55] for different lower
dimensions k. The best result is highlighted
in bold, and the second best is underlined.

PA-HMDB

Budget b Action ↑ Privacy ↓
0.2 37.80±0.92 29.02±0.12

0.4 40.26±0.17 36.73±1.01

0.5 43.80±0.85 44.27±0.49

0.6 46.39±0.22 50.01±0.14

0.8 51.07±0.73 53.00±0.01

Table 4. Action (Top-1) and privacy (cMAP)
scores on PA-HMDB[55] for different pri-
vacy budget b. The best result is highlighted
in bold, and the second best is underlined.

Reconstruction (sec/Video)

Methods UCF101 HMBD51
V-SAM[22] 33.12 35.07
ISR(32×24)[46] 19.24 18.97
Appearance free [24] 23.74 21.60
Face blurring [26] 26.08 24.49
Video-DPRP(ours) 20.32 19.84

Table 5. Reconstruction time per video (in
seconds) for UCF101 [50] and HMDB51
[31]. The best (lowest) time is highlighted
in bold, and the second best is underlined.

in both activity recognition and visual privacy preserva-
tion. Notably, the performance of Video-DPRP with
ϵ=8 and δ=10−4 (i.e Video-DPRP(ϵ=8,δ=10−4), in Table
1) shows a significant improvement. However, Video-
DPRP(ϵ=8,δ=10−4) shows a slight performance drop of
1.29% in activity recognition on the HMDB51 dataset com-
pared to SPAct[12], which achieved a baseline accuracy
of 41.29%. In terms of visual privacy, we observe that
Video-DPRP achieved a cMAP score of 39.76% on PA-
HMDB51 and 42.06% on VISPR (with ϵ=2), outperform-
ing state-of-the-art methods such as ISR(32×24)[46] and V-
SAM[23]. Despite yielding decent scores on visual pri-
vacy, anonymization methods such as DeepPrivacy[22], V-
SAM[23] and Face Anonymizer [45] as well as obfusca-
tion method like ISR(16×12)[46], struggle to achieve good
utility performance on HAR, with results dropping as low
as 12.00%. Intuitively, DeepPrivacy[22], V-SAM[23] and
Face Anonymizer[45] generate a modified version of the
original video, which often fails to consistently preserve the
motions of individuals involved in the activity. We con-
clude that while the above anonymization methods yield
good privacy results, they may not be suitable for utility
analysis in Video HAR. For obfuscation techniques, we ar-
gue that the visual content may be so obscured that models
struggle to effectively identify activities. In contrast, Video-
DPRP strikes a balance between utility and privacy, even
for varying values of ϵ ∈ {2, 5, 8}. We do not report the
privacy results for Appearance-Free [24] and Selective Pri-
vacy [25], as both methods rely on optical flow between
successive frames in videos for obfuscation, which is not
applicable in our experiment since we use VISPR as the
primary training set for privacy evaluation. In Table 2, we
use DP-SGD [1] as a baseline method and compare our re-
sults with MultiClip-DP(3 clips) [38]. It is important to note
that the results for MultiClip-DP(3 clips) [38] are based on
our own experiments, as the original code was not available.
With 3 clips per sample video, Video-DPRP(3 clips) provides
competitive results when compared to MultiClip-DP(3 clips),
achieving Top-1 accuracy of 74.06% on UCF101, 51.63%
on HMDB51 and 54.98% on PA-HMDB with ϵ=8.

5. Ablation Study

Video-DPRP is also influenced by two major components in
its algorithm: the projection dimensionality k and the pri-
vacy budget b.
Effect of varying the dimensionality k: For a fixed ϵ=8,
δ=10−4, and a privacy budget of b=0.8, we observed that
increasing the dimensionality k improves action recognition
performance but results in a significant decrease in privacy,
as shown in Table 3. This is because, the value of k, has a
diminishing effect on the noise scale, σp= 1/

√
k and also

on the L2 sensitivity, θ = 255/
√
k. As a result, when k in-

creases, it substantially reduces the standard deviation value
σ1 in Theorem 3 and σ2 in Theorem 4, leading to a decrease
in the amount of noise added for differential privacy. Select-
ing an optimal k requires balancing performance gains with
acceptable privacy levels for practical viability.
Effect of varying the privacy budget b: Recall that b, rep-
resents the privacy budget allocated to make the random
projection differentially private, while 1 − b, ensures the
differential privacy of the covariance matrix (see Algorithm
1). To understand the effect of varying b, we fixed ϵ=8,
δ=10−4 and k=32 × 32 × 3. Table 4 shows that increas-
ing the privacy budget for random projection up to a value
of 80%, results in a less noisy random projection. Con-
sequently, there is an increase in action recognition perfor-
mance but with a substantial decrease in privacy. This sug-
gests that the random projection plays a more critical role
compared to the covariance matrix, in Video-DPRP.

6. Conclusion
This paper introduces Video-DPRP, a differentially private
approach for constructing visual privacy-preserved videos
for Human Activity Recognition (HAR). Video-DPRP aims
to bridge the gap between visual privacy and utility by pro-
viding strong privacy guarantees through the mathematical
properties of differential privacy and random projection.
Our evaluation across multiple datasets demonstrate that
Video-DPRP achieves competitive performance in activity
recognition while maintaining robust privacy preser-
vation compared to current state-of-the-art techniques.
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[5] Léon Bottou. Large-scale machine learning with stochas-
tic gradient descent. In Proceedings of COMPSTAT’2010:
19th International Conference on Computational Statistic-
sParis France, August 22-27, 2010 Keynote, Invited and Con-
tributed Papers, pages 177–186. Springer, 2010. 6

[6] Brooke Bullek, Stephanie Garboski, Darakhshan J Mir, and
Evan M Peck. Towards understanding differential privacy:
When do people trust randomized response technique? In
Proceedings of the 2017 CHI Conference on Human Factors
in Computing Systems, pages 3833–3837, 2017. 2

[7] Joao Carreira and Andrew Zisserman. Quo vadis, action
recognition? a new model and the kinetics dataset. In pro-
ceedings of the IEEE Conference on Computer Vision and
Pattern Recognition, pages 6299–6308, 2017. 6

[8] Kamalika Chaudhuri, Claire Monteleoni, and Anand D Sar-
wate. Differentially private empirical risk minimization.
Journal of Machine Learning Research, 12(3), 2011. 1

[9] Stefania Cristina, Vladimir Despotovic, Rodrigo Pérez-
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