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Abstract

Adversarial attacks exploit the vulnerability of deep
models against adversarial samples. Existing point cloud
attackers are tailored to specific models, iteratively optimiz-
ing perturbations based on gradients in either a white-box
or black-box setting. Despite their promising attack per-
formance, they often struggle to produce transferable ad-
versarial samples due to overfitting the specific parameters
of surrogate models. To overcome this issue, we shift our
focus to the data distribution itself and introduce a novel
approach named NoPain, which employs optimal trans-
port (OT) to identify the inherent singular boundaries of
the data manifold for cross-network point cloud attacks.
Specifically, we first calculate the OT mapping from noise
to the target feature space, then identify singular bound-
aries by locating non-differentiable positions. Finally, we
sample along singular boundaries to generate adversar-
ial point clouds. Once the singular boundaries are deter-
mined, NoPain can efficiently produce adversarial samples
without the need of iterative updates or guidance from the
surrogate classifiers. Extensive experiments demonstrate
that the proposed end-to-end method outperforms baseline
approaches in terms of both transferability and efficiency,
while also maintaining notable advantages even against de-
fense strategies. The source code will be publicly available.

1. Introduction

Recent research has extensively examined the adversarial
vulnerability of deep neural networks (DNNs) [2, 7, 14,
17, 39, 41, 50], demonstrating that even minimal perturba-
tions to input data can lead advanced DNN models to make
erroneous predictions. This vulnerability poses significant
threats to security-critical systems and has spurred research
on adversarial attacks to improve models’ robustness.

Given the crucial role of 3D DNNs in security-sensitive
applications such as autonomous driving and robot naviga-
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Figure 1. Point cloud attack via OT singular boundary. We exploit
singular boundaries of the data manifold, induced by the OT, to
perform no-box attacks. Our approach begins by applying the OT
mapping to obtain the hyperplane set {πh,i} and polygons decom-
position of the data manifold. Next, we compute dihedral angles
between neighbor hyperplanes to identify singular boundaries. Fi-
nally, adversarial samples ŷ are generated by sampling along sin-
gular boundaries. Hyperplanes of the same color represent the
hyperplane associated with yi (dark) and its neighbor (light), with
a singular boundary indicated by the solid and dashed red lines.

tion, various point cloud attack methods [12, 13, 19, 22, 32,
34, 35, 45, 49, 51–53, 62, 64] have been developed to per-
turb data from different perspectives, effectively revealing
the vulnerabilities of current point cloud classifiers. Most
of these methods are white-box attacks [12, 13, 23, 34, 36,
45, 46, 49, 51, 53, 58, 64], requiring access to the struc-
ture, weights, and gradients of the target models. However,
their effectiveness diminishes significantly when tested on
different networks, indicating low attack transferability.

Contemporary advancements aimed at enhancing attack
transferability in black-box settings [9, 19, 21, 22, 32,
33, 52, 60, 62] can be divided into two primary cate-
gories: transfer-based attacks and boundary-based attacks.
Transfer-based methods typically employ autoencoders or
partial parameters of the surrogate model to enhance the
transferability of attacks. Boundary-based attacks aim to
improve transferability by generating perturbations at the
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decision boundaries, thereby altering the predictions. While
these techniques enhance transferability, they require access
to partial model parameters or multiple queries to proxy
models for iterative optimization of adversarial samples.
This reliance on model-specific strategies introduces the
risk of overfitting, ultimately limiting their transferability.

Some researchers have approached attack by focusing on
global distribution alignment. As a powerful tool for distri-
bution alignment, optimal transport (OT) has been success-
fully applied to transferable attacks in images [20, 25, 31].
Han et al. [20] leverage OT to align image and text distri-
butions, enhancing the transferability of attacks in image-
language models. Labarbarie et al. [25] achieve a patch ad-
versarial attack by aligning features of adversarial images
produced by the surrogate classifiers’ encoder with those
of target images. This raises key questions: Is a surrogate
model necessary? Must adversarial samples be obtained
through optimization? In response, this paper explores a
no-box (classifier-free) end-to-end point cloud attack.

To achieve this, we first approach adversarial attacks as
a generative task. By calculating the OT mapping from the
noise space to the feature space, we identify the local singu-
lar boundaries of the data manifold, represented by feature
pairs where the OT mapping is non-differentiable. We then
perturb features by shifting them toward these boundaries,
generating modified features. Building on it, we introduce
NoPain, a method capable of generating highly transferable
examples without iterative optimization or supervision from
surrogate models. In summary, our main contributions are:
• We propose a novel no-box adversarial attack framework

by directly exploring the data manifold’s singular bound-
aries with explicit and geometric interpretable OT map.

• Our algorithm exhibits strong cross-network transferabil-
ity and robustness against defense owing to being free
from model-specific loss and leveraging intrinsic data
characteristics.

• The proposed method is end-to-end and requires no opti-
mization, significantly enhancing the attack’s efficiency.

• Extensive experiments show that NoPain outperforms the
SOTAs regarding the attack performance and adversary
quality, particularly in transferability.

2. Related Work
White-box attack on point cloud. Existing works of point
cloud attacks can be roughly divided into white-box attacks
and black-box attacks. White box attack means that all in-
formation of the attacked classification model can be used to
update perturbations, including the prediction and gradient
of the model. Recently, most white-box attack works adopt
point-based attacks [34, 49, 53, 64]. Liu et al. [34] extended
the gradient-based adversarial attack FGSM [17] strategy
to point clouds, iteratively searching the desired point-wise
perturbation under an l2 norm constraint. 3D-Adv [58] in-

troduced the C&W attack framework [7] in point cloud at-
tacks, producing adversarial examples by shifting point co-
ordinates and adding additional points with the guidance of
the target classifier. Afterward, Tsai et al. [53] improved
the C&W attack framework by introducing a KNN regular-
ization term to suppress outlier points and compact point
cloud surface. GeoA3 [55] uses a combined geometry-
aware objective to maintain local curvature consistency and
a uniform surface on the adversarial point cloud. Zheng
et al. [65] proposed that deleting a small number of points
with high saliency can effectively cause misclassification.

Apart from the point-based methods mentioned above,
several studies have explored shape-based attack. Liu et
al. [35] introduced shape-based attacks by adding new fea-
tures to objects, as well as using a Gaussian kernel for sink-
ing operations to deform point clouds. Zhang et al. [61]
and Miao et al. [13] proposed directly attacking the mesh
to generate smoother results, employing edge length reg-
ularization and Gaussian curvature regularization, respec-
tively. Tang et al. [51] proposed to adversarially stretch the
latent variables in an auto-encoder, which can be decoded as
smooth adversarial point clouds. Lou et al. [36] proposed
a shape-based attack HiT-ADV, which conducts a two-stage
search for attack regions based on saliency and impercep-
tibility scores, and then adds deformation perturbations in
each attack region using Gaussian kernel functions. Be-
sides, some works [13, 23, 46, 51] attack point clouds in the
feature space for imperceptible attack. While these methods
eliminate outlier points and ensure smoothness, they still re-
quire optimization for each input point cloud, resulting in a
high time cost for adversarial sample generation. To this
end, universal attack [12, 45] was proposed to compute uni-
versal perturbations for point clouds with specific patterns.

Black-box attack on point cloud. The black-box attack
can be further classified as transfer-based [6, 19, 22, 32, 33,
60, 62] and boundary-based black-box attacks [9, 21, 52].
For point cloud, most works focus on transfer-based black-
box attacks. AdvPC [19] leverages a point cloud auto-
encoder to enhance the transferability of adversarial point
clouds, while AOF [32] targets the low-frequency compo-
nents of 3D point clouds to disrupt general features. SI-
Adv [22] projects points onto a tangent plane and introduces
perturbations to create shape-invariant point clouds. Ei-
dos [60] is a transfer-based attack that allows adversarial ex-
amples trained on one classifier to be transferred to another.
3DHacker [52] generates adversarial samples using only
black-box hard labels. PF-Attack [21] and ANF [9] opti-
mize perturbations and their subcomponents through adver-
sarial noise factorization near decision boundaries, reducing
dependency on surrogate models and enhancing transfer-
ability. SS-attack [62] applies random scaling or shearing
to the input point cloud to prevent overfitting the white-box
model, thus improving attack transferability. While these
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Figure 2. Overview of the proposed no-box point cloud attack framework NoPain. Y represents sample features, and X is noise. The
dotted line indicates the process only in the test phase. The blue point cloud on the left is the original point cloud, and the crimson one on
the right represents the generated adversarial samples. For the OT Attack, we first apply OT to calculate the hyperplane set, πh,i, associated
with each feature yi. Next, we use the approach in Sec.3.3 to determine singular boundaries and execute the attack with Eq.(8) in Sec. 3.4.

methods enhance model transferability, they still rely on it-
erative label-based generation of adversarial samples.
No-box attacks. The no-box approach is a classifier-free
attack strategy that requires neither access to classifier de-
tails nor model queries. To date, only a few studies have
addressed this challenging setup for images or skeletons. Li
et al. [29] employed an autoencoding model to design an
adversarial loss for no-box image attacks. Sun et al. [48]
used a small subset of the training set to train an auxiliary
model, leveraging this model to generate adversarial exam-
ples and attack the target model. Lu et al. [37] define an
adversarial loss to maximize each adversary’s dissimilarity
with positive samples while minimizing its similarity with
negative samples for the skeleton attack. Zhang et al. [63]
combined the low frequency of a clean image with the high
frequency of a texture image to craft adversarial examples.
Mou et al. [40] developed a decision-based attack strategy
that generates universal adversarial perturbations and a set
of texture-adversarial instances.
Boundary-based attacks. Boundary-based attack method
[3] is widely used in the 2D field, which is an efficient
framework that uses the final decision results to implement
black-box attacks. In the 2D field, the decision boundary
attack process starts with two origin images called source-
image and target-image with different labels. Then, it per-
forms a binary search to obtain a boundary image on the
decision boundary. Various 2D decision boundary-based at-
tacks are proposed based on this general attack framework.
Thomas et al. [5] and Vignesh et al. [47] propose to choose
more efficient random perturbation including Perlin noise
and DCT in random walking steps instead of Gaussian per-
turbation. Chen et al. [10] conduct a gradient estimation
method using the Monte-Carlo sampling strategy instead of
random perturbation. Thereafter, several works [27, 28, 30]
improve the gradient estimation strategy through sampling
from representative low-dimensional subspace. Recently,
Tao et al. [52] introduced boundary-based black-box attacks

on point clouds, proposing 3DHacker, which leverages a de-
veloped decision boundary algorithm to attack point clouds
using only black-box hard labels. He et al. [21] and Chen
et al. [9] jointly optimize two sub-perturbations near deci-
sion boundaries via adversarial noise factorization, enhanc-
ing transferability. However, these boundary-based point
cloud attack methods require optimization for each adver-
sarial sample using model-specific guidance, resulting in
higher time costs and limited transferability.

3. Methodology

Here, we are committed to providing a no-box end-to-end
point cloud attack by incorporating the optimal transport
singular boundary. As illustrated in Fig. 2, our framework
NoPain comprises three stages. Firstly, the input point
clouds are embedded into the latent space, obtaining the fea-
ture vectors. Secondly, we obtain the singular boundaries
of the point cloud data manifold by solving the OT map-
ping from noise to the features space, and then perturb the
features by shifting them toward these boundaries. Finally,
a pre-trained decoder was utilized to generate transferable
adversarial point clouds in an end-to-end fashion.
Motivations. Although existing point cloud attack methods
have demonstrated high attack quality, they struggle to pro-
duce transferable adversarial samples [6, 21, 62].This lim-
itation stems from the tendency of optimization-based at-
tacks to overfit specific parameters of surrogate networks.
To address this, we shift our focus to the data itself, aiming
to uncover the inherent characteristics of target data distri-
bution. Notably, considering mode mixture at the singu-
lar boundary, we propose leveraging singular boundaries to
achieve cross-network point cloud attacks.

Compared to existing point cloud attack methods, our
approach offers several key advantages and fundamental
distinctions: 1) It eliminates the need for surrogate clas-
sifiers; 2) It conducts attacks based on optimal transport
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singular boundaries, providing greater interpretability due
to the explicit solution of the OT mapping; 3) It operates
without iterative optimization. By leveraging the intrinsic
characteristics of the data distribution, our method achieves
no-box, end-to-end transferable point cloud attacks.

3.1. Problem formulation

Given a point cloud dataset P = {P i}Ni=1 with N point
cloud, our goal is to generate a set of adversarial point

clouds P̂ =
{
P̂ i

}N

i=1
with sufficiently small perturbations

(i.e., small ||P̂ i − P i||) such that f(P̂ i) ̸= f(P i) for all
P i ∈ P , where f is a unknown classifier during the attack.

To achieve this, we first embed the point cloud into a hid-
den space manifold using an encoder, Eϕ, resulting in the
feature representation y = Eϕ(P ). We then detect local
singular boundaries on the target data manifold and launch
attacks based on these boundaries. To identify these singu-
lar boundaries, we solve a semi-discrete OT mapping from a
continuous noise space to discrete data points, forming a hy-
perplane defined by noise X and target data Y . These hy-
perplanes enable us to determine singular boundaries within
the data manifold effectively. In the following, we will in-
troduce relevant OT theories to provide the foundation for
subsequent method explanations.
Semi-discrete Optimal Transport Suppose the source
measure µ defined on a convex domain Ω ⊂ Rd, the target
domain is a discrete set Y = {yi}

N
i=1 ,yi ∈ Rd. The target

measure is a Dirac measure ν =
∑N

i=1 νiδ (y − yi) and the
source measure is equal to total mass as µ(Ω) =

∑N
i=1 νi.

Under a semi-discrete transport mapping g : Ω → Y , a
cell decomposition is induced Ω =

⋃N
i=1 Wi, such that ev-

ery x in each cell Wi is mapped to the target yi, g : x ∈
Wi 7→ yi. The mapping g is measure preserving, denoted
as g#µ = ν, if the µ-volume of each cell Wi equals to the
ν-measure of the image g (Wi) = yi, µ (Wi) = νi. The
cost function is given by c : Ω × Y → R, where c(x,y)
represents the cost for transporting a unit mass from x to
y. The semi-discrete OT (SDOT) mapping g∗ is a measure-
preserving mapping that minimizes the total cost in Eq. (1),

g∗ := arg min
g#µ=ν

N∑
i=1

∫
Wi

c(x, g(x))dµ(x). (1)

According to Brenier theorem [4], when the cost func-
tion c(x,y) = 1/2∥x − y∥2, we have g∗(x) = ∇u(x).
This explains that the SDOT mapping is the gradient map-
ping of Brenier’s potential u. As [1, 26] remark, u is the
upper envelope of a collection of hyperplanes

πh,i(x) = ⟨yi,x⟩+ hi . (2)

Specifically, u can be parametrized uniquely up to an
additive constant by the Brenier’s height vector h =

Algorithm 1 OT Solver for Hyperplane Set

Require: Dataset Y = {yi}
N
i=1, initial noise sample num-

ber M , learning rate lr, threshold η, positive integer s.

1: Initialize h = (h1, h2, · · · , hN )← (0, 0, · · · , 0).
2: repeat
3: Sample M noise samples X = {xj ∼ N (0, I)}Mj=1

4: w(h) = (0, 0, · · · , 0).
5: for j = 0; j < M do
6: k = argmaxi∈{1,··· ,N} πh,i(xj) with Eq.(2).
7: w(h)[k]← w(h)[k] + 1. ▷ [k] indicates the

indexing operation
8: j ← j + 1.
9: end for

10: w(h)← w(h)
M .

11: Calculate∇h← (w(h)− 1
N )T .

12: ∇h← ∇h−mean(∇h).
13: Update h by Adam algorithm.
14: if E(h) in Eq. (4) has not decreased for s steps then
15: M ← 2×M ; lr ← 0.8× lr .
16: end if
17: until E(h) < η
18: Return Brenier’s height vector h = (h1, h2, ..., hN ).

(h1, h2, ..., hN )T and can be stated as follows,

uh(x) =
N

max
i=1
{πh,i(x)},uh : Ω→ Rn, (3)

The way in which Brenier’s potential uh maximizes the
hyperplane induces the cell decomposition Ω =

⋃N
i=1 Wi

for X , and also implicitly establishes the polygons decom-
position on the target domain Y . The edges of each poly-
gon represent the boundaries between hyperplanes. Thus,
the pertinent issue that needs to be considered next is how
to solve the hyperplane set, i.e. the height vector h.

3.2. Hyperplane Set Solution

Given the Target dataset Y = {yi}
N
i=1 with target measure

ν, there exists Brenier’s potential uh in Eq. (3) whose pro-
jected volume of each support plane is equal to the given
target measure νi[1, 4]. To obtain adversarial samples for
all point clouds in the dataset, we set the target measure to
a uniform distribution, i.e. νi = 1

N , ∀i = 1, · · · , N . Then,
we can get the optimal h and uh by minimizing the follow-
ing convex energy function:

E(h) =

N∑
i=1

(wi(h)−
1

N
)2, (4)

where ωi(h) is the µ-volume of Wi(h), i.e., the frequency
of x assigned to yi. The energy E(h) provides the opti-
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Algorithm 2 Point Cloud Attack: NoPain

Require: Target dataset P = {P i}Ni=1, a well-trained en-
coder Eϕ and decoder Dφ, the number of neighbors K
in Eq. (6), threshold τ .

Ensure: Generated adversarial samples P̂ =
{
P̂ i

}N

i=1
.

1: Embedding P into latent space with encoders Eϕ, Y =
{yi|yi = Eϕ(P i), i = 1, 2, · · · , N}.

2: The Brenier’s height vector h = (h1, h2, ..., hN ) ob-
tained by Algorithm 1.

3: Sample M noise samples {xj ∼ N (0, I)}Nj=1.
4: Calculate the hyperplane set

{
πi,j |πi,j = xT

j yi + hi

}
by Eq. (2).

5: Calculate dihedral angles Θ = {θi,k} between hyper-
planes by Eq. (6).

6: Obtain point pairs
{
(yi0 ,yik

)
}N

i0=1
by checking Θ

with threshold τ .
7: Calculate adversarial features Ŷ = {ŷi}

N
i=1 by Eq. (8)

8: Decode features Ŷ to obtain adversarial samples P̂ ={
P̂ i|P̂ i = Dφ(ŷi), i = 1, 2, · · · , N

}
.

9: Return P̂

mization direction for h, and its gradient∇h is given by

∇h = (w(h)− 1

N
)T . (5)

Then, we optimize h using the Adam optimization algo-
rithm [24]. To ensure a unique solution, we adjust ∇h to
have zero mean by setting∇h = ∇h−mean(∇h).

After obtaining h, we directly substitute it into Eq. (2) to
obtain the hyperplane set {πh,i(x)|πh,i(x) = ⟨yi,x⟩+ hi,
i = 1, · · · , N}. The algorithm is detailed in Algorithm 1.

3.3. Singular Boundary Determination

According to Figalli’s theory [11, 16], when there are mul-
tiple modes or the support of the target distribution is con-
cave, singular boundary can emerge. In these regions, the
Brenier potential uh is continuous but not differentiable,
resulting in a discontinuous gradient map, i.e., the transport
map. This indicates that if we extend the OT mapping in
these areas, we will generate samples that belong to mixed
categories, effectively producing adversarial samples.

The original point cloud requires an abundance of points
to represent a single data instance, resulting in high dimen-
sionality (N × 3) that complicates the detection of data sin-
gular boundaries. To address this, we first embed the point
set into a latent representation y = Eϕ(P ) on manifold
with encoder Eϕ. Next, the core challenge we aim to solve
is identifying the discontinuity regions in the OT mapping,
which correspond to the singular boundaries.

Given the OT mapping T (·) solved by Algorithm 1,

we can tessellate the data manifold represented by features
Y = {yi}

N
i=1 into N polygons (illustrated in Fig. 1). From

a local perspective, each hyperplane πh,i has boundaries
with its neighboring hyperplanes, particularly at the inter-
sections of the two hyperplanes. Some pairs of polygons
fall into different categories or exhibit significant normal
inconsistencies, indicating that their boundary is singular.
Specifically, given yi from the target domain, we can de-
tect the singular boundaries between it and its neighbors by
checking the angles θik between hyperplane πi and πik with

θik =
⟨yi,yik

⟩
||yi|| · ||yik

||
, k = 1, 2, · · · ,K. (6)

Here, ik is the index corresponding to the k-th neighbor yik
of yi which is determined by hyperplane set {πh,i} with

πh,ik(x) ≤ πh,ik−1
(x) ≤ · · · ≤ πh,i0(x) ≤ πh,i(x)

πh,ik(x) ≥ πh,ik+1
(x) ≥ · · · ≥ πh,iN−K−1

(x).
(7)

That is to say, ik is the index corresponding to the (k+1)-th
largest hyperplane in {πh,i(x)}Ni=1 under a random x from
Wi. If there is any angle θik larger than the given threshold
τ , we say x belongs to the singular set, and there is a local
singular boundary between yi and yik

(solid and dashed red
lines in Fig. 1).

3.4. Attack with OT Singular Boundary

While we can detect singular boundaries, explicitly and
accurately calculating them in discrete situations is often
intractable or even impossible. Therefore, we extend the
semi-discrete OT mapping to obtain the adversarial feature
ŷ through the following equation:

ŷ = T̃ (x) = λiT (ci) + λikT (cik) = λiyi + λikyik
. (8)

Where the µ-mass center cj is approximated by the
mean value of all the Monte-Carlo samples inside Wj ,
λj = d−1(x, cj)/(d

−1(x, ci) + d−1(x, cik)), j = i, ik.
d−1(x, cj) is the reciprocal of the distance between x and
cj . x is a random x from Wi, T̃ (·) is a smoothed extension
of the semi-discrete OT mapping T (·), which smooths in
regions where latent codes are dense.

Next, we leverage the pre-trained decoder Dφ to gen-
erate adversarial samples, denoted as P̂ = Dφ(ŷ). The
complete attack process is outlined in Algorithm 2.

Thanks to the data manifold decomposition and singular
boundary computation, we can efficiently generate adver-
sarial samples using Eq. (8) without iterative optimization.
Furthermore, our method does not rely on any information
from classification models; instead, it directly targets the
intrinsic singular boundaries of the data. The adversarial
samples generated by sampling within the boundary region
exhibit certain unnatural characteristics, which hinder the
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Table 1. Comparison results of ASR (%) for different attack methods with the PointNet++ as the surrogate model to other unknown models.

ModelNet40 ShapeNet Part

Method ASR (%)↑ / CD↓ AGT(s)↓ ASR (%)↑ / CD↓ AGT(s)↓PointNet PointConv DGCNN PCT PointNet PointConv DGCNN PCT

AdvPC [19] 13.0/0.0005 30.0/0.0014 23.3/0.0011 15.8/0.0011 6.2 5.0/0.0024 22.5/0.0062 5.7/0.0038 6.0/0.0039 15.8
AOF [32] 13.7/0.0013 39.7/0.0035 28.1/0.0029 18.6/0.0032 12.5 14.6/0.0048 33.4/0.0063 20.1/0.0058 18.4/0.0058 14.4

SI-ADV [22] 54.5/0.0022 69.5/0.0024 67.3/0.0022 91.3/0.0026 8.9 19.1/0.0023 77.2/0.0040 18.9/0.0025 26.9/0.0033 11.4
SS-attack [62] 15.7/0.0021 44.4/0.0039 32.0/0.0034 23.5/0.0038 51.5 13.0/0.0055 43.4/0.0081 16.4/0.0065 22.1/0.0066 43.1
HiT-ADV [36] 50.2/0.0330 15.0/0.0112 22.3/0.0301 9.2/0.0063 7.5 32.4/0.1545 7.0/0.0680 28.7/0.1626 17.2/0.1890 25.9

NoPain-PF (ours) 97.7/0.0023 72.2/0.0032 88.6/0.0028 81.7/0.0029 0.028 65.2/0.0022 62.5/ 0.0032 61.8/0.0025 60.0/ 0.0024 0.019
NoPain-PD (ours) 100/0.0022 82.8/ 0.0024 88.7/ 0.0025 85.7/ 0.0027 0.026 71.1/ 0.0021 63.3/ 0.0030 75.0/ 0.0029 53.3/ 0.0046 0.032

Table 2. Comparison results of ASR (%) for different attack methods to defense strategies of SRS, SOR, DUP-Net, and IF-Defense.

ASR (%)↑ / CD↓ on PointNet ASR (%)↑ / CD↓ on DGCNN

Method SRS SOR DUP-Net IF-Defense SRS SOR DUP-Net IF-Defense

AdvPC [19] 89.5/0.0005 34.5/0.0003 18.5/0.0003 19.3/0.00394 63.5/0.0013 64.50.0015 67.5/0.0013 20.8/0.0040
AOF [32] 94.0/0.0021 88.5/0.0021 70.5/0.0022 63.7/0.0056 52.0/0.0038 68.0/0.0026 70.0/0.0025 34.1/0.0061

SI-ADV [22] 86.5/0.0027 32.5/0.0029 34.5/0.0030 42.7/0.0040 87.5/0.0034 68.0/0.0033/ 82.6/0.0035 48.4/0.0049
SS-attack [62] 94.5/0.0023 89.5/0.0023 72.5/0.0025 66.1/0.0056 71.0/0.0031 63.5/0.0027 73.5/0.0023 41.2/0.0056
HiT-ADV [36] 90.5/0.0736 86.0/0.0805 84.5/0.0896 16.2/0.0546 55.0/0.1212 67.5/0.1164 87.5/0.1180 17.2/0.0544

NoPain-PF (ours) 97.6/0.0029 90.5/0.0032 83.9/0.0027 66.3/0.0035 86.4/0.0027 78.9/0.0030 69.7/0.0028 50.8/0.0039
NoPain-PD (ours) 98.4/0.0021 90.7/0.0024 85.0/0.0028 70.0/0.0033 87.9/0.0026 82.8/0.0028 74.2/0.0029 52.4/0.0038

classification model trained on the original dataset from
accurately recognizing them, thereby resulting in cross-
network transferability. Additionally, the OT mapping T̃ (·)
in Eq. (8) is defined by an explicit function, offering geo-
metric intuitiveness and enhancing interpretability.

4. Experiments

4.1. Setup

Dataset. Following the previous state-of-the-art point
cloud attack algorithm [36, 52, 62], the experiments in
this paper are performed on the ModelNet40 [57] and
ShapeNetPart [8]. ModelNet40 consists of 12,311 CAD
models from 40 categories, of which 9,843 models are
intended for training and the other 2,468 for testing.
ShapeNetPart consists of 16,881 shapes from 16 categories,
split into 12,137 for training and 2,874 for testing.

Baseline attack methods. We compare our method
with four state-of-the-art attack techniques, including three
black-box methods: AdvPC [19], AOF [32], SI-Adv [22],
and SS-attack [62], as well as the white-box method HiT-
ADV [36]. We conduct tests using the default settings,
official implementations, and pre-training models for all
baseline methods for a fair comparison. Specifically, Ad-
vPC [19] uses an autoencoder to improve transferability.
AOF [32] attacks the more general features of point clouds,
thereby improving the transferability of 3D adversarial sam-
ples. SI-Adv [22] introduces perturbations to create shape-
invariant point clouds by tangent plane projection. SS-
attack [62] applies random scaling or shearing to the input
point cloud to prevent overfitting the white-box model. HiT-

ADV [36] is a shape-based attack method, that conducts a
two-stage search for attack regions based on saliency and
imperceptibility scores, and then adds deformation pertur-
bations in each region using Gaussian kernel functions.

Baseline classification models. For a fair compari-
son with baselines, we adopt the same classifiers as AOF
and SS-attack, including PointNet [43], PointNet++ [44],
DGCNN [54], PointConv [56], and PCT [18]. For the Mod-
elNet40 dataset, we used the pre-trained classification mod-
els provided by SS-attack directly for metric evaluation. In
contrast, since no pre-trained models were available for the
ShapeNetPart dataset, we retrained the classifiers ourselves,
achieving final accuracies exceeding 95% across all models.

Evaluation metrics To quantitatively evaluate our pro-
posed method, NoPain, we used Attack Success Rate
(ASR) to assess attack effectiveness and Chamfer Distance
(CD) [15] to measure the perturbation strength of adversar-
ial samples. Effective attacks require limited perturbations,
as the success achieved with excessive perturbations is un-
desirable. Therefore, in the following experiments, we re-
port both the ASR and corresponding CD values. To assess
transferability, we tested the adversarial samples on various
target classification models; high ASR scores across mod-
els indicate strong transferability. Additionally, we com-
pare the Average Time Cost (ATC) in seconds for generat-
ing each adversarial sample on an NVIDIA A40 GPU.

Implementation details. Our attack framework NoPain
is adaptable to various autoencoder architectures. We
demonstrate its effectiveness using two widely recognized
point cloud autoencoders: PointFlow [59] and Point-
Diffusion [38], denoted as NoPain-PF and NoPain-PD re-
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spectively. PointFlow leverages continuous normalizing
flows to transform simple distributions into complex point
cloud distributions through a series of invertible transforma-
tions, enabling precise point cloud generation and meaning-
ful latent space interpolation. Point-Diffusion, on the other
hand, is a diffusion-based approach that excels in generat-
ing diverse, high-fidelity point clouds. Both models provide
pre-trained encoders and decoders for the target dataset,
making them particularly suitable for our framework.

In Algorithm 1, we set M = 10N , initial learning rate
lr = 10−2, threshold η = 2×10−3, s = 50. In Algorithm 2,
we set K = 11 and τ = 1.6 on ModelNet40, and set K =
11 and τ = 0.9 on ShapeNetPart.

4.2. Quantitative Results

Transferability. We report the Attack Success Rate (ASR)
against four target models and the Chamfer Distance (CD)
between successfully attacked samples and the original
samples in Tab. 1. For all baseline methods, adversarial
samples were generated using PointNet++ as the surrogate
model. The results indicate that supervised black-box Ad-
vPC, AOF, SI-Adv, and SS-attack, rely on model-specific
loss, resulting in lower ASR on target models. In contrast,
the white-box HiT-ADV shows even lower transferability
due to its strong dependence on model-specific information.

Compared to these baselines, our methods, NoPain-PF
and NoPain-PD, produce adversarial samples with compa-
rable perturbations (CD) and achieve consistently high ASR
across all four classification models. Notably, the diffusion-
based NoPain-PD attains the highest ASR on most classi-
fiers, indicating that our adversarial samples exhibit strong
transferability. Leveraging OT, our approach can detect the
singular boundaries of the data manifold, sampling along
these boundaries to generate mode-mixed adversarial sam-
ples and facilitate transferable end-to-end attacks.

Furthermore, as measured by the AGT metric, our
method is an efficient end-to-end approach that only re-
quires a single-step OT mapping to generate adversarial
samples, significantly reducing computational costs.

Attack against Defense. To evaluate the robustness
of our proposed NoPain under various 3D adversarial de-
fense algorithms, we conducted tests on classification mod-
els with four different defense methods, i.e. SRS, SOR,
DUP-Net [66] and IF-Defense [34]. For IF-Defense, we
adopt the ConveNet [42] model for defense. The defense
algorithms in this paper are all implemented using the open-
source code provided by IF-Defense.

We generate adversarial examples and calculate the ASR
on victim models with defenses. For evaluation, PointNet
and DGCNN are selected as the victim models, and the
experimental results are reported in Tab. 2. Our method
demonstrates robust attack performance across all models
while maintaining comparable CD scores. This robustness

stems from our approach, which targets the intrinsic charac-
teristics of the data manifold, i.e. the singular boundaries, to
produce adversarial examples that are not commonly seen in
the original dataset, making them challenging for overfitted
classifiers to accurately identify.

4.3. Qualitative Results

The adversarial point clouds generated by different meth-
ods are shown in Fig. 3. Here, all baseline methods AdvPC,
AOF, SI-Adv, SS-attack, and HiT-ADV adopt Pointnet++
as the surrogate model. These results reveal that baseline
methods face challenges in achieving effective network-
transferable attacks. In contrast, our NoPain exhibits ro-
bust transferability across classifiers. Our model success-
fully attacks five classifiers simultaneously, whereas other
baseline methods tend to achieve high success rates only
on surrogate models or those with similar structures. When
there is a significant difference between the test and surro-
gate classifiers, e.g. PointNet++ and PCT, baseline methods
often struggle to induce misclassification. Especially for the
more complex ShapeNetPart, the transferability of baselines
is even worse, such as on the airplane in the fourth column.

4.4. Ablation studies

To validate the effectiveness of specific hyperparameter set-
tings in our method, we conducted ablation studies on the
number of neighbors K and threshold τ in Algorithm 2, us-
ing PointNet as the victim model. The experimental results
are presented in Fig. 4. The graph on the left shows that
K reaches its optimum at 10 and 11, where the attack suc-
cess rate (ASR) is highest and the Chamfer distance (CD) is
lowest. The graph on the right indicates that as τ increases,
both ASR and CD rise simultaneously. To constrain the
perturbations of adversarial samples, we set τ to 1.6 for the
experiment, achieving an ASR of 97%.

5. Conclusion
In this paper, we introduced NoPain, a novel and inter-
pretable adversarial attack framework that leverages OT to
identify singular boundaries within data. Unlike traditional
approaches, NoPain generates transferable adversarial ex-
amples without requiring iterative updates or guidance from
surrogate models. By solving the OT mapping from noise to
feature space, our method determined singular boundaries
on the target data manifold and shifted point cloud features
toward these boundaries to execute the attack. This strategy
not only enhanced the interpretability of the approach but
also eliminated reliance on classifiers. Experimental results
demonstrated the effectiveness of our no-box attack algo-
rithm, with NoPain producing adversarial samples that offer
superior transferability and efficiency over existing meth-
ods, as confirmed by extensive comparative experiments.
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Figure 3. Visualizations of adversarial samples on data from ModelNet40 (left three columns) and ShapeNetPart (right three columns).
The icons below point clouds indicate their category prediction by PointNet, PointNet++, PointConv, DGCNN and PCT, where red and
green indicate successful and failed attacks.

11



3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
Number of Neighbors

0.5

0.6

0.7

0.8

0.9

1.0

CD
 a

nd
 A

SR

CD (X300)
ASR

0.7 0.8 0.9 1.0 1.1 1.2 1.3 1.4 1.5 1.6 1.7 1.8
Angle threshold

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1.0

CD
 a
nd

 A
SR

CD (X300)
ASR

Figure 4. Effects of the number of neighbors K and angle thresh-
old τ to ASR and CD on ModelNet40. To present these two met-
rics in a single graph, we scaled the CD values by a factor of 300.
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