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Abstract

Adversarial robustness of machine learning models
is critical to ensuring reliable performance under
data perturbations. Recent progress has been on
point estimators, and this paper considers distri-
butional predictors. First, using the link between
exponential families and Bregman divergences, we
formulate an adversarial Bregman divergence loss
as an adversarial negative log-likelihood. Using
the geometric properties of Bregman divergences,
we compute the adversarial perturbation for such
models in closed-form. Second, under such losses,
we introduce adversarially robust posteriors, by
exploiting the optimization-centric view of general-
ized Bayesian inference. Third, we derive the first
rigorous generalization certificates in the context of
an adversarial extension of Bayesian linear regres-
sion by leveraging the PAC-Bayesian framework.
Finally, experiments on real and synthetic datasets
demonstrate the superior robustness of the derived
adversarially robust posterior over Bayes posterior,
and also validate our theoretical guarantees.

1 INTRODUCTION

Machine learning models are vulnerable to adversarial in-
puts, where small, carefully crafted perturbations to the
input data can significantly degrade model performance.
These perturbations, though imperceptible to humans (e.g. in
computer vision contexts), can cause models to make incor-
rect predictions with high confidence. Significant progress
has been made in understanding and improving adversarial
robustness of point predictors, with efforts in defense mech-
anisms, attack strategies, and the trade-offs between robust-
ness and generalization [Szegedy et al., 2014, Shafahi et al.,
2019, Li et al., 2023]. A key insight from this body of re-
search is that models susceptible to adversarial attacks often

*work partially done while at Data61, CSIRO

exhibit near-perfect empirical generalization –— achieving
similar performance on training and test data [Goodfellow
et al., 2015].This observation suggests that deriving formal
guarantees is critical to understanding the interplay between
generalization and adversarial robustness.

Probabilistic models offer an alternative paradigm that quan-
tifies uncertainty, a property that can detect adversarial in-
puts and reject uncertain predictions. However, despite these
advantages, probabilistic models have received significantly
less attention than their non-probabilistic counterparts in ad-
versarial settings [Bradshaw et al., 2017, Grosse et al., 2018].
While they have been studied for robustness against out-
liers [Kim and Ghahramani, 2008], label noise [Hernández-
Lobato et al., 2011], and domain shifts [Ovadia et al., 2019],
their susceptibility to adversarial attacks remains largely
unexplored. There exists no notion of adversarially robust
probabilistic inference, and hence no formal generalization
guarantees, thus raising a fundamental question:

How can we define and develop adversarially robust proba-
bilistic inference and derive generalization certificates (for-
mal guarantees) for such models?

In this work, we address this question by first introducing
the notion of adversarially robust posteriors. We achieve
this by formulating an adversarial variant of the negative
log-likelihood (NLL) loss — drawing inspiration from ad-
versarial training, one of the most effective defense strate-
gies against adversarial attacks in standard machine learn-
ing [Madry et al., 2018] — and taking an optimization-
centric perspective of (generalized) Bayesian inference
[Alquier et al., 2016]. In doing so, we obtain a posterior
that is robust to adversarial perturbations. We leverage the
PAC-Bayesian framework, a powerful tool for deriving data-
dependent generalization bounds for Bayesian predictors
[McAllester, 1998, Catoni and Picard, 2004], and derive the
first rigorous certificates for the robust posterior on linear re-
gression. Furthermore, we also derive PAC-Bayesian based
generalization certificates for Bayes posterior obtained using
the standard negative log-likelihood loss.
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Standard generalization Adversarial generalization
NLL ℓ Adversarial NLL ℓδ̂

R(θ) = E
D∼P

[ℓ(θ,D)] Rδ̂(θ) = E
D∼P

[
ℓδ̂(θ,D)

]
Bayes posterior q E

θ∼q
[R(θ)] E

θ∼q

[
Rδ̂(θ))

]
Theorem 4.3 Theorem 4.4

Robust posterior qδ
E

θ∼qδ
[R(θ)] E

θ∼qδ

[
Rδ̂(θ)

]
Theorem 4.5 Theorems 4.6 and 4.7

Table 1: Overview of our derived generalization certificates.
The guarantees are derived for the standard Bayes posterior
q and the novel robust posterior qδ, where δ denotes the
training adversarial allowance. We consider generalization
to standard NLL loss (standard generalization) as well as
adversarial NLL (adversarial generalization), with a poten-
tially different adversarial allowance δ̂.

In summary, our main contributions are as follows.

(i) In exponential families, we review a one-to-one cor-
respondence between the adversarial negative log-
likelihood loss and the class of Bregman divergences.
Based on this correspondence, we introduce a novel ad-
versarial negative log-likelihood loss in Section 3. This
probabilistic-geometric connection allows us to solve
the adversarial perturbation problem in closed-form,
for all exponential families, allowing for an adversari-
ally robust formulation of generalized linear models.

(ii) We define the adversarially robust posterior as mini-
mizing a variational objective with this loss, thereby
extending Bayesian inference to adversarially robust
generalized linear models settings, in Section 3.

(iii) In Section 4, focusing on the case of a Gaussian family,
we derive the PAC-Bayesian generalization certificates
for the Bayes posterior and the robust posterior under
two settings: a) standard generalization: guarantees for
standard negative log-likelihood loss (Theorems 4.3
and 4.4), and b) adversarial generalization: guaran-
tees for adversarial negative log-likelihood loss (The-
orems 4.5 to 4.7). Table 1 gives an overview of our
bounds. We experimentally validate the derived certifi-
cates in Section 5 showing non-trivial guarantees.

We discuss the practical significance of the bounds, several
technicalities, and touch on related works in Section 6; and
conclude in Section 7.

2 PRELIMINARIES

Our work combines elements from adversarial robustness
and probabilistic inference. We briefly outline these topics
here, and establish some preliminaries.

Notation We represent the entry-wise absolute value of
matrix M as |M |, and vector Euclidean norm as ∥ · ∥. We
use In for identity matrix of size n× n and 1n for a vector
of size n with all ones. We denote by ℓ

(
θ, (x, y)

)
a loss

evaluated on parameter θ and single (x, y) data pair, and
use L(θ,D) =

∑n
i=1 ℓ

(
θ, (xi, yi)

)
for the sum of the losses

over a dataset. The expected and empirical average errors
are R(θ) = E

(x,y)∼P

[
ℓ
(
θ, (x, y)

)]
and r(θ) = 1

nL(θ,D).

2.1 ADVERSARIAL ROBUSTNESS

We are given n labeled data samples drawn i.i.d. from
an unknown probability measure P , denoted by D =
{(xi, yi)}ni=1 with xi ∈ X ⊆ Rd representing the feature
vector with the corresponding label yi ∈ R. We later use
X ∈ Rn×d to refer to the matrix of all feature vectors, and
Y ∈ Rn for the vector of all n labels. We follow the stan-
dard setting of supervised learning [Bishop, 2007, Deisen-
roth et al., 2020], where we minimize the empirical loss ℓ
on the training set D = (X,Y ) = {xi, yi}ni=1 with respect
to the parameters θ of our model,

θ∗ = argmin
θ

n∑
i=1

ℓ
(
θ, (xi, yi)

)
= argmin

θ
L(θ,D).

For the adversarially robust setting, we consider perturbed
data x̃i but not perturbed labels. Following typical adver-
sarial constructs [Szegedy et al., 2014, for example] we
consider perturbations whose ℓ2 distance is bounded by a
user-defined constant δ.

θ∗ = argmin
θ

n∑
i=1

max
∥x̃i−xi∥≤δ

ℓ
(
θ, (x̃i, yi)

)
.

Here we focus on the parametric supervised setting, where
a parameter θ is mapped to a prediction fθ(xi) on a feature
xi with some parameterized function fθ : X → F.

2.2 PROBABILISTIC INFERENCE

Bayesian inference Of central interest in Bayesian infer-
ence is the posterior q(θ | D). The posterior reflects a belief
of an unknown quantity of interest θ updated from a prior
belief p(θ) in light of the likelihood p(D | θ) =

∏n
i=1 p(yi |

xi, θ) of observations under the model. One way to compute
this update is via Bayes’ rule, q(θ | D) ∝ p(D | θ)p(θ). An
alternate optimization-centric perspective of Bayesian infer-
ence, introduced by Csiszár [1975], Donsker and Varadhan
[1983], reformulates the objective of deriving the Bayesian
posterior as solving an optimization problem. Specifically,
the Bayesian posterior distribution q(θ | D) is obtained by
minimizing a variational objective,

q(θ | D) = argmin
ρ∈Π

E
θ∼ρ

[- log p(D | θ)] +KL(ρ∥π), (1)

where Π is the space of all probability measures, π is the
prior on θ, - log p(D | θ) is the negative log-likelihood
loss on the data, and KL(ρ∥π) = E

θ∼ρ

[
log ρ(θ)

π(θ)

]
is the

Kullback-Leibler (KL) divergence.



Generalized Bayesian inference Unfortunately, even un-
der the optimization-centric view, Bayesian inference suffers
from some limitations. First, the normalizing constant and/or
optimization problem can be intractable. Second, the prior
is often chosen for convenience and, particularly in large
models, may not be truly calibrated to the statistician’s prior
beliefs. Third, the likelihood is often also chosen for conve-
nience, very often corresponding with losses which are not
robust. The Rule of Three (ROT) [Knoblauch et al., 2022]
generalizes standard Bayesian inference via the optimiza-
tion view, addressing the limitations above. Generalizing (1),
the ROT replaces the negative log likelihood (NLL) with an
arbitrary loss function L, the KL divergence KL with an
arbitrary divergence D, and the space Π of all probability
measures with a subset of all probability measures Λ,

q(θ | D) = argmin
ρ∈Λ

E
θ∼ρ

[L(θ,D)] +D(ρ∥π). (2)

The ROT has axiomatic foundations and also comes with
guarantees on estimation procedures. The variational objec-
tive balances two competing terms: (i) the expected loss
term, which encourages the posterior to assign a higher
probability to parameters that fit the data well, and (ii) the
divergence term, which regularizes the posterior by penaliz-
ing deviations from the prior.

Gibbs Bayesian inference As a special case of (2), the
Gibbs posterior addresses the problem of mis-specified and
non-robust likelihoods, and also partially addresses the prob-
lem of intractability. The Gibbs posterior is obtained by
retaining the KL divergence and space of all probability
measures Π from (1) in (2), but using a general loss L(θ,D)
in place of the NLL - log p(D | ·). In this case, the mini-
mizer (2) is called the Gibbs posterior, and admits a closed-
form (up to the normalizing constant) [Alquier et al., 2016,
Knoblauch et al., 2022, for example],

q(θ | D) = argmin
ρ∈Π

E
θ∼ρ

[L(θ,D)] +KL(ρ∥π)

=
exp

(
− L(θ,D)

)
π(θ)∫

exp
(
− L(θ′,D)

)
π(θ′)dθ′

. (3)

Gaussian linear regression A notable special case arises
when the loss is chosen as the negative log-likelihood
L(θ,D) = − log p(D | θ) =

∑n
i=1 − log p(yi | xi, θ)

with isotropic Gaussian prior π ∼ N (0, σ2
pId), as it recov-

ers the standard Bayes posterior q(θ) = N
(
θ̂,Σ

)
, where

Σ = 1
σ2X

⊤X+ 1
σ2
p
Id and θ̂ = 1

σ2Σ
−1X⊤Y [Bishop, 2007].

In this work, we consider an isotropic Gaussian prior of
mean zero and variance σ2

p: θ ∼ N (0, σ2
pI) and denote the

negative log-likelihood loss on D as ℓ(θ,D) which is

ℓ(θ,D) =
n

2
log
(
2πσ2

)
+

1

2σ2
∥Y −Xθ∥2.

2.3 LINKING LOSS FUNCTIONS AND
PROBABILITY DISTRIBUTIONS

We consider probabilistic models p
(
y | fθ(x)

)
that belong

to an exponential family and associate the NLL with the
notion of empirical loss ℓ via Bregman divergences, and
vice versa. When such losses are later subject to adversarial
perturbation, this allows us to make use of the geometrical
properties of the Bregman divergence (more specifically, the
law of cosines) to study adversarial extensions of probabilis-
tic models in Lemmas 3.1 and 3.2.

Exponential families Generalizing Gausssian families,
exponential families provide a flexible and theoretically
tractable class of probability distributions [Deisenroth et al.,
2020, § 6.6.3]. For our purposes, it suffices to consider 1
dimensional (and therefore minimal) exponential families.
Let t : F → R be a measurable function called a sufficient
statistic. Let µ be a nonnegative measure, called the base
measure, defined on some appropriate sigma algebra gener-
ated by F. An exponential family is the set of all probability
distributions (with respect to base measure µ) parameterized
by natural parameter η of the form

p(y | η) = exp
(
ηt(y)− ϕ(η)

)
,

where ϕ(η) = log
∫
F exp

(
ηt(y)

)
µ(dy) is called the log

normalizing constant, such that ϕ(η) ∈ R. We assume an
extremely mild condition on exponential families, that they
are regular. Regular means that the set of all η such that
ϕ(η) ∈ R is an open set. Proposition 2 of Wainwright et al.
[2008] then states that ϕ is a strictly convex function.

Bregman divergence Generalizing the squared Eu-
clidean distance, Bregman divergences allow for a natural
class of loss functions for use in a wide variety of supervised
and unsupervised applications. Assume F is a convex set
and let ϕ : F → R be a continuously differentiable and
strictly convex function (so called generator). The Bregman
divergence dϕ : F× F → R generated by ϕ is defined by

dϕ(y1, y2) = ϕ(y1)− ϕ(y2)−∇ϕ(y2)⊤(y1 − y2),

and is strictly convex in its first argument.

A link between geometric loss functions in Bregman diver-
gences and probabilistic loss functions in NLLs is provided
through the fact that (informally speaking) every NLL of
an exponential family is a Bregman divergence. More pre-
cisely, in our current context, if p

(
y | fθ(x)

)
belongs to a

regular exponential family with log normalizing function
ϕ and natural parameter η = fθ(x), then by Banerjee et al.
[2005, Theorem 4],

− log p
(
y | fθ(x)

)
= dϕ

(
fθ(x), y

∗)+ C(y) (4)

where C(y) is an additive constant independent of θ and x
available in closed-form, and y∗ = (∇ϕ)−1(y) is the dual



coordinate of y. Note that some technical care is required
in ensuring that the dual coordinate y∗ lies in the effective
domain of the divergence dϕ, and (4) is a slight abuse of no-
tation since y∗ may be ±∞, but nevertheless the divergence
dϕ itself remains well defined on an appropriate extension
of its domain. See Banerjee et al. [2005, Example 8] for
an example. The special and uniquely symmetric case of
squared Euclidean distance is obtained when ϕ(y) = ∥y∥22.

3 ADVERSARIALLY ROBUST
GENERALIZED LINEAR MODELS

In this section, we derive the adversarially robust posterior
qδ(θ) when the likelihood is respectively a Gaussian likeli-
hood, and more generally an exponential family likelihood.
The result in Lemma 3.2 may be of independent interest
for studying adversarially robust models even in the setting
of point-estimation. It allows, for example, an adversarially
robust extension of logistic regression (binary-valued data),
Poisson regression (count-valued data), and exponential or
gamma regression (positive-valued data). More generally,
any generalized linear model [McCullagh and Nelder, 1989]
with canonical link function may be adversarialized.

Adversarial negative log likelihood We consider adver-
sarial losses ℓδ(θ,D) of the form

ℓδ
(
θ, (x, y)

)
= max

∥x̃−x∥2≤δ
− log p

(
y | fθ(x̃)

)
(5)

= max
∥x̃−x∥2≤δ

dψ
(
fθ(x̃), y

∗)+ C(y), (6)

where δ controls the allowable perturbation in the features.
Considering a linear predictor and Gaussian likelihood
(squared error Bregman divergence) allows us to derive
the robust loss in closed-form.

Lemma 3.1 (Robust loss in closed-form for Gaussian like-
lihood). Under a linear predictor fθ(x) = θ⊤x and in the
case where the exponential family is a Gaussian family,

ℓδ(θ,D) =
n

2
log
(
2πσ2

)
+

1

2σ2

∥∥∥|Y −Xθ|+ δ∥θ∥1n
∥∥∥2,

and the adversarial perturbation of the sample x is x̃ =
δ sign(θ⊤x− y) θ

∥θ∥2
+ x = δ sign(θ⊤x̃− y) θ

∥θ∥2
+ x.

More generally, a linear predictor with any exponential fam-
ily likelihood (Bregman divergence) allows us to derive the
robust loss in closed-form.

Lemma 3.2 (Robust loss in closed-form for exponential
family likelihood). Under a linear predictor fθ(x) = θ⊤x
and an exponential family likelihood, the robust loss is

ℓδ
(
θ, (x, y)

)
= max
s∈{−1,1}

ψ(sδ∥θ∥2 + θ⊤x)− ψ(θ⊤x)− ysδ∥θ∥2

+ dψ(θ
⊤x, y∗) + C(y),

and the adversarial perturbation of the sample x is x̃ =
δ sign

(
∇(ψ(θ⊤x̃)− y

)
θ

∥θ∥2
+ x.

Note that in the case of a general exponential family like-
lihood, a trivial maximization problem over s ∈ {−1, 1}
must be solved. All other terms in Lemma 3.2 are avail-
able in closed-form. In practice, this optimization problem
can be solved by simply evaluating the objective for s = 1
and s = −1, and picking the result with the highest value.
Lemmas 3.1 and 3.2 are proved in Appendix A.

We are now ready to define our robust posterior for Bayesian
generalized linear models.

Corollary 3.3 (Robust posterior). The Gibbs posterior (3)
obtained by setting the loss L to be an adversarially per-
turbed exponential family NLL (5) (or equivalently, an ad-
versarially perturbed Bregman divergence (6)) under a lin-
ear model fθ(x) = θ⊤x is given by

qδ(θ) =
exp

(
−
∑N
i=1 ℓδ

(
θ, (xi, yi)

))
π(θ)∫

exp
(
−
∑N
i=1 ℓδ

(
θ′, (xi, yi)

))
π(θ′)dθ′

,

where ℓδ
(
θ, (xi, yi)

)
is as in Lemma 3.2, or in the special

case of a Gaussian (or squared loss), Lemma 3.1.

We note that this notion of a robust posterior is not the only
choice, however this choice does lead to tractable losses
derived from adversarial likelihoods, and also allows us
to derive generalization guarantees in Section 4. See Ap-
pendix A for a discussion of other choices.

4 STANDARD AND ADVERSARIAL
GENERALIZATION CERTIFICATES

In this section, we focus on Bayesian linear regression (i.e.
a robustified squared error loss or Gaussian NLL) for the
robust posterior in Corollary 3.3. We consider labels gen-
erated using a true parameter θ∗, yi = x⊤i θ

∗ + ϵi where
E[xi] = 0, E[∥xi∥2] = σ2

x and ϵi ∼ N (0, σ2).

PAC-Bayesian generalization certificates Unlike tradi-
tional generalization bounds based on uniform convergence
such as VC-dimension [Vapnik and Chervonenkis, 1971],
Rademacher complexity [Shalev-Shwartz and Ben-David,
2014], and information-theory [Zhang, 2006], PAC-Bayes
[McAllester, 1998] focuses on Bayesian predictors rather
than a single deterministic hypothesis class. This perspective
allows PAC-Bayes to provide data-dependent generalization
guarantees, that are computed on training samples without
relying on the test data. As such, all certificates computed
in this section depend on the data X , Y in a non-obvious
way. While other approaches based on uniform convergence
or information theory result in a worst-case guarantee, PAC-
Bayesian offers fine-grained analysis by taking advantage
of informed prior choice leading to a tighter certificate.



Data and constants in bounds In addition to the data
X,Y , each of the bounds in this section also rely on
constants such as the training and testing perturbation al-
lowances δ and δ̂. We intuitively describe the role of these
data and constant terms following the presentation of each
of the bounds, even though the main purpose of the bounds
is as computable data-dependent certificates.

Standard and adversarial generalization We derive cer-
tificates for both standard and adversarial generalization
(columns in Table 1). In order to formalize this, let us de-
fine the expected and empirical errors for standard loss ℓ
as R(θ) = E

(x,y)∼P

[
ℓ
(
θ, (x, y)

)]
and r(θ) = 1

nL(θ,D),

respectively. Similarly, the expected and empirical adver-
sarial errors under perturbation δ are defined as Rδ(θ) =

E
(x,y)∼P

[
ℓδ
(
θ, (x, y)

)]
and rδ(θ) = 1

nLδ(θ,D), respec-

tively. In the context of Bayesian inference, the standard gen-
eralization risk certificate quantifies the expected loss of the
posterior ρ(θ) on unperturbed test data x: E

θ∼ρ
[R(θ)]. Simi-

larly, the adversarial generalization certificate quantifies the
performance of the test data under adversarial perturbation
δ̂: E
θ∼ρ

[
Rδ̂(θ)

]
. We derive the certificates by bounding the

respective quantity for both the standard Bayes posterior
q(θ) and adversarially robust posterior qδ(θ). Note that we
allow the perturbation δ used for inference (i.e. calculation
of qδ(θ)) to be different to the perturbation δ̂ at test-time.

4.1 CUMULANT GENERATING FUNCTION

To derive the standard and adversarial generalization certifi-
cates, we leverage the PAC-Bayesian theorem for any loss
with bounded cumulant generating function (CGF) in Baner-
jee and Montúfar [2021]. We state the result in Theorem 4.1,
which requires a bounded CGF. We then show that the CGFs
of the standard and adversarial losses corresponding with
Gaussian NLLs are bounded in Lemma 4.2.

Theorem 4.1 (Theorem 6 in Banerjee and Montúfar
[2021]). Consider data D and any loss ℓ

(
θ, (x, y)

)
with

its corresponding expected and empirical generaliza-
tion errors R(θ) = E

(x,y)∼P

[
ℓ
(
θ, (x, y)

)]
and r(θ) =

1
nL(θ,D), respectively. Let the CGF of the loss ψ(t) =

logE
[
exp

(
t
(
E [ℓ]− ℓ

))]
be bounded, where for some

constant c > 0, t ∈ (0, 1/c). Then, we have, with probabil-
ity at least 1− β, for all densities ρ(θ),

E
θ∼ρ

[R(θ)] ≤ E
θ∼ρ

[r(θ)]+
1

t

[
KL(ρ∥π) + log 1

β

n
+ ψ(t)

]
.

Before stating the CGF bound for the losses, we first define
a sub-gamma random variable. A random variable with
variance s2 and scale parameter c is said to be sub-gamma

if its CGF ψ satisfies the following upper bound:

ψ(t) ≤ s2t2

2(1− ct)
for all 0 < t < 1/c.

We state the CGF bounds for both standard and adversarial
losses in Lemma 4.2 and provide the proof in Appendix B.

Lemma 4.2 (CGF bounds for standard and adversarial
losses). The standard and adversarial losses are both sub-
gamma with the following variance s2 and scale factor c.
In the case of standard loss,

c =
σ2
pσ

2
x

σ2
, s2 =

1

t

(
cd− ct+ 1 +

σ2
x∥θ∗∥2

σ2

)
. (7)

For adversarial loss with δ̂ perturbation,

c =
2σ2

p

(
σ2
x + δ̂2

)
σ2

,

s2 =
2

t

(
cd− ct+ 1 +

σ2
x∥θ∗∥2

σ2

)
. (8)

Using the sub-gamma property of the losses and applying
their CGF bounds in Theorem 4.1, we derive the standard
and adversarial generalizations of Bayes posterior q(θ) in
Section 4.2, and robust posterior qδ(θ) in Section 4.3, and
present the proofs in Appendix C. Each of the bounds de-
pends on parameters c and s2, and intuitively larger values
of either lead to worse bounds, as the losses are subject to
higher variability.

4.2 GENERALIZATION CERTIFICATES FOR
BAYES POSTERIOR

Using the sub-gamma property of the standard loss, the
certificate for the standard generalization of the Bayes pos-
terior q(θ) is derived in Germain et al. [2016] by setting
the free variable t in CGF to 1. We restate this result in
Theorem 4.3, expressing it explicitly in terms of the data.
This contrasts with the formulation in Germain et al. [2016,
Corollary 5], where the bound is expressed in terms of the
posterior (which in turn depends on the data).

Theorem 4.3 (Standard generalization of Bayes posterior,
adapted from Germain et al. [2016]). Consider c and s as

defined in (7) with t = 1, σ2
p <

σ2

σ2
x

,Wd = Id+
σ2
p

σ2X
⊤X and

Wn = In +
σ2
p

σ2XX
⊤. Then, with probability at least 1− β,

we have the following certificate for standard generalization
of the Bayes posterior q(θ):

E
θ∼q

[R(θ)] ≤ 1

n
log
√
det (Wd) +

1

2nσ2
Y ⊤W−1

n Y

+
1

n
log

1

β
+

s2

2(1− c)
. (9)



Increasing sub-gamma variability parameters s2 and c in-
crease the bound (9), as expected. Informally, the term de-
pending on log detWd is a sum of d log eigenvalues of Wd,
and if X⊤X is low-rank, most of these log eigenvalues are
close to 0. Hence the first term decreases like 1/n. The other
data dependent term is essentially the product of Y ⊤ and the
average training error of ridge regression, which should be
small if the dataset is large and the model is well-specified.

Next, we derive the adversarial generalization certificate for
Bayes posterior similar to standard generalization.

Theorem 4.4 (Adversarial generalization of Bayes poste-
rior). Consider c and s as defined in (8) with t = 1, σ2

p <

σ2

2(σ2
x+δ̂

2)
, Wd = Id +

σ2
p

σ2X
⊤X and Wn = In +

σ2
p

σ2XX
⊤.

Then, with probability at least 1 − β, we have the follow-
ing certificate for adversarial generalization of the Bayes
posterior q(θ):

E
θ∼q

[
Rδ̂(θ)

]
≤ 2

n
log
√
det (Wd) +

1

nσ2
Y ⊤W−1

n Y

+
1

n
log

1

β
+

s2

2(1− c)
+

dδ̂2σ2
p

σ2 − 2nδ̂2σ2
p

. (10)

While Theorems 4.3 and 4.4 are upper bounds and are in-
comparable, we note that the main difference in Theorem 4.4
is the additional constant term dependent on the perturba-
tion radius δ̂ and the data-dependent terms are scaled by 2.
The additional constant term captures the effect of testing
the model adversarially, increasing the bound. This term
behaves linearly in δ̂ for small δ̂.

4.3 GENERALIZATION CERTIFICATES FOR
ROBUST POSTERIOR

First we derive the standard generalization of robust poste-
rior. While this setting may not be of practical interest, we
provide the result for completeness.

Theorem 4.5 (Standard generalization of robust poste-
rior). Consider c and s as defined in (7) with t = 1,

σ2
p < σ2

σ2
x

, kδ =
2nδ2σ2

p

σ2 + 1, Ud = kδId +
2σ2

p

σ2 X
⊤X ,

Un = kδIn +
2σ2

p

σ2 XX
⊤, Vd = kδId +

σ2
p

σ2X
⊤X , and

Vn = kδIn+
σ2
p

σ2XX
⊤. Then, with probability at least 1−β,

we have the following certificate for standard generalization
of the robust posterior qδ(θ):

E
θ∼qδ

[R(θ)] ≤ 2

n
log
√
det(Ud) +

2

nkδσ2
Y ⊤U−1

n Y

− 1

n
log
√
det (Vd)−

kδ
nσ2

Y ⊤V −1
n Y

+
1

n
log

1

β
+

s2

2(1− c)
. (11)

The terms involving detUd and detVd are sums of d log
eigenvalues divided by n, so they scale like 1/n. As in
the previous bounds, the remaining data dependent bounds
resemble the product of Y ⊤ and the average error of ridge
regression with an effective regularization parameter.

For the robust posterior, we consider the cases δ̂ = δ and
δ̂ ̸= δ separately. We derive a tighter bound for the special
case when the allowed adversarial perturbation at train and
test-time are the same, i.e., δ̂ = δ.

Theorem 4.6 (Adversarial generalization of robust posterior
with δ̂ = δ). Consider c and s as defined in (8) with t = 1,

σ2
p <

σ2

2(σ2
x+δ̂

2)
, kδ =

2nδ2σ2
p

σ2 + 1, Ud = kδId +
2σ2

p

σ2 X
⊤X ,

and Un = kδIn+
2σ2

p

σ2 XX
⊤. Then, with probability at least

1 − β, we have the following certificate for adversarial
generalization of the robust posterior qδ(θ):

E
θ∼qδ

[Rδ(θ)] ≤
1

n
log
√
det (Ud) +

1

nkδσ2
Y ⊤U−1

n Y

+
1

n
log

1

β
+

s2

2(1− c)
. (12)

Compared with Theorem 4.5, Theorem 4.6 only includes 1
times the Ud and Un dependent terms, instead of 2 times the
Ud and Un dependent terms minus the Vd and Vd dependent
terms. Empirically, in Section 5, we find that this leads to a
favorable bound.

Finally, using a different analysis we derive the adversarial
generalization focusing on a general setting where the ad-
versarial perturbation radius at test-time δ̂ is not the same as
the radius used to learn the posterior δ.

Theorem 4.7 (Adversarial generalization of robust pos-
terior). Consider c and s as defined in (8) with t = 1,

σ2
p <

1

4(σ2
x+δ̂

2)
, kδ =

2nδ2σ2
p

σ2 + 1, Ud = kδId +
2σ2

p

σ2 X
⊤X ,

and Un = kδIn+
2σ2

p

σ2 XX
⊤. Then, with probability at least

1− β, we have the certificate for adversarial generalization
of the robust posterior qδ(θ):

E
θ∼qδ

[
Rδ̂(θ)

]
≤ 2

n
log
√
det (Ud) +

2

nkδσ2
Y ⊤U−1

n Y

+
1

n
log

1

β
+

s2

2(1− c)
+

(
δ̂2 − δ2

)
σ2
pd

σ2 − 2n
(
δ̂2 − δ2

)
σ2
p

. (13)

5 EXPERIMENTAL RESULTS

In this section, we present (i) adversarial robustness of
Bayes and robust posteriors on real datasets; (ii) validation
of the derived generalization certificates for the posteriors,
and compare it to the prior work of [Germain et al., 2016].



Dataset Standard generalization (NLL) ℓ Adversarial generalization (adv-NLL) ℓδ̂
Bayes posterior q Robust posterior qδ Bayes posterior q Robust posterior qδ

Abalone 1.1586 ± 0.013 1.1729 ± 0.015 1.2539 ± 0.012 1.2178 ± 0.015

Air Foil 1.1656 ± 0.008 1.1690 ± 0.008 1.2194 ± 0.008 1.2175 ± 0.008

Air Quality 0.9665 ± 0.002 0.9670 ± 0.002 0.9826 ± 0.003 0.9792 ± 0.002

Auto MPG 1.0231 ± 0.006 1.0228 ± 0.007 1.0552 ± 0.006 1.0469 ± 0.008

California Housing 1.1193 ± 0.003 1.1267 ± 0.005 1.1910 ± 0.003 1.1769 ± 0.005

Energy Efficiency 0.9709 ± 0.006 0.9731 ± 0.007 0.9996 ± 0.007 0.9945 ± 0.008

Wine Quality 1.2339 ± 0.007 1.2322 ± 0.006 1.2696 ± 0.008 1.2627 ± 0.006

Table 2: Test NLL and adversarial NLL of Bayes and robust posteriors on real datasets. The prior variance is set to σ2
p = 1

d .
The robust posterior is trained with δ = 0.1, and adversarial generalization is evaluated using the same training-time
perturbation (δ̂ = 0.1). The adversarial generalization results demonstrate that the robust posterior qδ is consistently more
robust than the Bayes posterior q. For both standard and adversarial generalization, the best-performing model is bold.

Code to reproduce all experiments is provided 1, and imple-
mentation and hardware details are given in Appendix D.

Datasets and hyperparameters We consider the follow-
ing regression datasets with 70−30 train-test split: Abalone
[Nash et al., 1994], Air Foil [Brooks et al., 1989], Air Qual-
ity [Vito, 2008], Auto MPG [Quinlan, 1993], California
Housing [Pedregosa et al., 2011], Energy Efficiency [Tsanas
and Xifara, 2012], Wine Quality [Cortez et al., 2009]. The
datasets are standardized to zero mean and unit variance.
We provide results for prior variance σ2

p = { 1
100 ,

1
9 ,

1
d}

where d is the data feature dimension. For certificate valida-
tion, we use a synthetic dataset where the data features
x ∼ N (0, σ2

xId) and y = θ∗x⊤ + ϵ with d = 5 and
ϵ ∼ N (0, σ2) with σ2 = 1

9 and ∥θ∗∥2 = 0.5. We fix prior
variance σ2

p = 0.01 and consider a range of training samples
from 10 to 104 and 104 test samples. All results are aver-
aged over 5 seeds and reported with standard deviation. We
employ Hamiltonian Monte Carlo (HMC) to efficiently sam-
ple from the posterior distribution. Specifically, we utilize
the No-U-Turn Sampler (NUTS) [Hoffman et al., 2014], an
adaptive variant of HMC that automatically tunes step sizes
and trajectory lengths for improved sampling efficiency.

5.1 RESULTS ON REAL DATA

We present the standard and adversarial generalization re-
sults for Bayes and robust posteriors evaluated on real data
in Table 2, using a prior variance of σ2

p = 1
d . Additional

results for σ2
p = { 1

100 ,
1
9} are in Appendix E. Our findings

clearly demonstrate that the robust posterior qδ consistently
outperforms the standard Bayes posterior q in terms of ad-
versarial robustness. Moreover, for certain choices of prior,
the robust posterior also achieves superior standard general-
ization (see Tables 2, 4 and 5). This suggests that adversarial
robustness in Bayesian models can potentially be enhanced
through probabilistic inference and may not always be sub-

1https://figshare.com/s/
dc9034bb2e323a87a7a4

ject to the severe robustness-accuracy trade-off commonly
observed in non-Bayesian models [Tsipras et al., 2019].

5.2 VALIDATION OF CERTIFICATES

We validate our derived generalization certificates in Fig-
ure 1 by plotting the PAC-Bayesian bounds as a function of
the number of training samples. Since these bounds provide
rigorous upper estimates on the generalization error, they
are not directly comparable to each other but rather serve as
theoretical guarantees. While the bounds may appear conser-
vative, it is important to note that these are the first rigorous
PAC-Bayesian bounds for adversarial robustness. Addition-
ally, we compare our standard generalization bound for the
Bayes posterior with the prior work [Germain et al., 2016]
in Figure 1 (left). Although both approaches leverage PAC-
Bayesian principles, the bound from [Germain et al., 2016]
is numerically lower than ours because they approximate the
expected training loss in Theorem 4.1 using the empirical
loss, while we compute the actual expected training loss.

6 DISCUSSION AND RELATED WORK

Generalization bounds for probabilistic models Esti-
mating the average generalization performance as the avail-
ability of training data increases, commonly referred to as
learning curves, has been extensively studied for probabilis-
tic models such as Gaussian processes (GPs) and Bayesian
linear models. In GP regression, significant strides have been
made in understanding generalization performance over the
past two decades. For instance, Sollich and Halees [2002],
Sollich [1998] estimated learning curves by bounding the
prediction variance, while Opper and Vivarelli [1998] ana-
lyzed learning curves through bounds on prediction error.
Further developments include Sollich [2001], who investi-
gated learning curves under mismatched models, and Jin
et al. [2022], who provided a more realistic analysis by
assuming the eigenspectrum of the prior and the eigenex-
pansion coefficients of the target function follow a power-

https://figshare.com/s/dc9034bb2e323a87a7a4
https://figshare.com/s/dc9034bb2e323a87a7a4
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Figure 1: Validation of the derived generalization certificates Theorems 4.3 to 4.6. (left to right) Standard generalization
of Bayes posterior with comparison to prior work Germain et al. [2016], standard generalization of the robust posterior,
adversarial generalization of Bayes posterior, and adversarial generalization of the robust posterior.

law distribution. Notably, Williams and Vivarelli [2000]
derived non-trivial upper and lower bounds for GPs, offer-
ing key insights into their generalization capabilities. More
recently, Savvides et al. [2024] bounded both the variance of
the predictions and the bias. While learning curves provide
valuable average-case insights, they do not offer certificates.

Generalization certificates and their practical signifi-
cance In the context of GPs, PAC-Bayesian bounds are
derived for GP classification Seeger [2002] and GP regres-
sion [Suzuki, 2012]. Beyond GPs, PAC-Bayesian theory
has been instrumental in explaining the generalization capa-
bilities of neural networks where the uniform convergence
type of analyses fail [Dziugaite and Roy, 2017, Lotfi et al.,
2022]. Practically, these bounds are useful in hyperparame-
ter optimization [Cherian et al., 2020] and improving model
training [Reeb et al., 2018, Wang et al., 2023] by directly
minimizing the bound.

Robustness certificates for GPs While guaranteeing ro-
bustness against adversarial perturbations remain a relatively
underexplored area, it is important to note that even heuristic
methods aimed at improving the robustness of probabilistic
models are less developed [Hernández-Lobato et al., 2011,
Bradshaw et al., 2017, Grosse et al., 2018]. Moreover, there
exists no notion of adversarially robust posteriors or GPs. In
the context of GP classification, Blaas et al. [2020] provided
robustness guarantees for the standard Bayes posterior by
computing upper and lower bounds for the maximum and
minimum of GP classification probabilities under adversar-
ial perturbations. Similar analysis of robustness certification
for standard GP regression has been investigated in works
such as Patane et al. [2022] and Cardelli et al. [2019].

Other robust posteriors In addition to alternative robust
posteriors under the optimization-centric view of Bayes rule
(as discussed in Appendix A) existing and distinct notions
of robust posterior are also available. Focusing on the cate-
gorical distribution (a special exponential families), Wicker
et al. [2021] define a robust likelihood by marginalizing out
perturbed softmax probability distributions with respect to

a distribution on the perturbation allowance. This is then
used as a standard likelihood inside Bayesian inference to
building Bayesian neural networks.

Adversarially robust optimization Although adversari-
ally robust optimization might appear conceptually similar
to our proposed adversarially robust posterior formalism, it
addresses a fundamentally different problem. In Bayesian
optimization, the goal is to select xt such that it yields a high
value even under adversarial perturbations, i.e., maximizing
f(x̃t), where f is an unknown function [Bogunovic et al.,
2018, Kirschner et al., 2020]. The fundamental distinction
lies in the fact that f is not explicitly known in adversarially
robust optimization. Moreover, the objective of sequentially
choosing x to learn the unknown f is different from learning
a posterior from a given data that is adversarially robust.

7 CONCLUSION

We consider the problem of adversarially robust probabilis-
tic inference. Using the generalized Bayesian inference
framework, we propose adversarially robust posteriors. We
show that for exponential family models, closed-form adver-
sarial NLLs result in posteriors that are robust to adversarial
perturbations. We derive PAC-Bayes generalization bounds
for the four cases as summarized in Table 1. The 2× 2 table
corresponds to combinations of the following settings: (i)
standard NLL ℓ, and adversarial NLL ℓδ̂; (ii) the classical
Bayes posterior q, and the robust posterior qδ. Our experi-
ments validate that the derived PAC-Bayes bounds capture
the empirical behavior, and demonstrate that the robust pos-
terior qδ consistently improves adversarial robustness.

Our work primarily focuses on Bayesian linear regression,
with the exception of Lemma 3.2 which may be of indepen-
dent interest. This result opens the possibility of extending
our analysis to other generalized linear models. We hope
that our notion of adversarially robust posterior will lead
to further results in other machine learning problems, and
provide useful analysis for practical adversarial learning
tasks in the real world.
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GENERALIZATION CERTIFICATES FOR ADVERSARIALLY ROBUST BAYESIAN
LINEAR REGRESSION (SUPPLEMENTARY MATERIAL)

A ADVERSARIAL ROBUST LOSS

A.1 THE ROBUST POSTERIOR

The variational form of exact Bayes inference can be obtained by minimising the KL divergence of the notional posterior q′

from the true posterior q over all probability density functions, as follows.

q(θ | D)

= argmin
q′∈Π

KL(q′∥q)

= argmin
q′∈Π

E
q′(θ|D)

[
log

q′(θ | D)
∫
p(Y | X, θ′)π(θ′)dθ′

p(Y | X, θ)π(θ)

]
= argmin

q′∈Π
E

q′(θ|D)

[
n∑
i=1

− log
p(yi | xi, θ)∫
p(yi | xi, θ)dyi︸ ︷︷ ︸

=1

]
+ log

∫ n∏
i=1

p(yi | xi, θ′)π(θ′)dθ′︸ ︷︷ ︸
const. w.r.t. q′

+KL(q′∥π) (14)

= argmin
q′∈Π

E
q′(θ|D)

[
n∑
i=1

− log p(yi | xi, θ)

]
+KL(q′∥π).

A.2 OTHER NOTIONS OF ROBUST POSTERIOR

Note that in (14), we explicitly convey that they likelihood is a proper likelihood (i.e. integrates to 1) and the posterior
is a proper posterior, possessing a normalizing constant which is independent of the functional variable q′. Thus, from
an optimisation-centric view, both terms can be ignored. When we generalize to Gibbs Bayes posteriors by changing the
negative log likelihood to an adversarial loss, we therefore obtain

q(θ | D) = argmin
q′∈Π

E
q′(θ|D)

[
n∑
i=1

max
∥x̃i−xi∥2≤δ

− log p(yi | xi, θ)

]
+KL(q′∥π) =

exp
(
− L(θ,D)

)
π(θ)∫

exp
(
− L(θ′,D)

)
π(θ′)dθ′

, (15)

with L(θ,D) =
∑n
i=1 max∥x̃i−xi∥2≤δ − log p(yi | xi, θ).

We note however that this is not the only natural choice of “robustifying” posterior inference. In particular, starting from (14),
there are four choices depending on whether we ignore or do not ignore the normalising constants of the likelihood and the
posterior when inserting the operator max∥x̃i−xi∥2≤δ . These four choices all lead to the same standard Bayesian posterior
(i.e. δ = 0), but lead to different notions of robust posterior. In addition to these four choices, one may also consider
robustifying the likelihood before the normalizing step, leading to a true likelihood (and thus, standard Bayesian inference)
Our choice (15) allows for a tractable loss term, leads to a satisfying theory, and good empirical performance. Other choices
do not immediately lead to a tractable loss term, and we leave this and investigation of their theory and empirical performance
for future work.

A.3 PROOF OF Lemmas 3.1 and 3.2

Proof. We begin with the Gaussian case, then consider the more general exponential family case, and then return to the
Gaussian case. Choosing a Gaussian likelihood and a linear predictor, up to some constant,

max
x̃i:∥xi−x̃i∥≤δ

− log p(yi | x̃i, θ) = max
x̃i:∥xi−x̃i∥≤δ

(yi − x̃⊤i θ)
2

= max
x̃i:∥xi−x̃i∥≤δ

(
yi − x⊤i θ − θ⊤(x̃i − xi)

)2
= max
x̃i:∥xi−x̃i∥≤δ

(
yi − x⊤i θ − ∥θ∥2δ cos γ

)2
,



where γ is the angle between θ and x̃i − xi. The argument of (·)2 is maximally positive or negative when cos γ is ±1 and
shares the same sign as yi − x⊤i θ. Thus

max
x̃i:∥xi−x̃i∥≤δ

− log p(yi | x̃i, θ) =
(
|yi − x⊤i θ|+ ∥θ∥δ

)2
= (yi − x⊤i θ)

2 + 2δ∥θ∥|yi − x⊤i θ|+ ∥θ∥2δ2,

That is, x̃i = δ sign(x⊤i θ − yi)
θ

∥θ∥ + xi.

Consider the Bregman divergence and apply the law of cosines (e.g. Property 1 of Nielsen [2021]),

max
x̃:∥x−x̃∥≤δ

dϕ
(
θ⊤x̃, y∗

)
= max
x̃:∥x−x̃∥≤δ

dϕ
(
θ⊤x̃, θ⊤x

)
+ dϕ

(
θ⊤x, y∗

)
− θ⊤(x̃− x)

(
∇ϕ(y∗)−∇ϕ(θ⊤x)

)
= max
x̃:∥x−x̃∥≤δ

ϕ(θ⊤x̃)− ϕ(θ⊤x)−∇ϕ(y∗)θ⊤(x̃− x) + dϕ(θ
⊤x, y∗).

This is a convex objective on a convex constraint set ∥x− x̃∥22 ≤ δ2, so there exists a unique maximum on an extremal point
on the constraint set. The KKT conditions give that at the optimal,(

∇(ϕ(θ⊤x̃)−∇ϕ(y∗)
)
θ − 2λ(x̃− x) = 0,

for Lagrange multiplier λ ≤ 0. Therefore, x̃ satisfies the implicit equation

x̃ =

(
∇(ϕ(θ⊤x̃)−∇ϕ(y∗)

)
θ

2λ
+ x. (16)

We must have the solution on the extremal, so

δ =
∣∣∣ (∇(ϕ(θ⊤x̃)−∇ϕ(y∗)

)
2λ

∣∣∣∥θ∥2 and so λ =
∣∣∣∇(ϕ(θ⊤x̃)−∇ϕ(y∗)

2δ

∣∣∣∥θ∥2.
Plugging λ back into (16), we find that the optimal x̃ is a linear combination of θ and x,

x̃ = δ sign
(
∇(ϕ(θ⊤x̃)−∇ϕ(y∗)

)︸ ︷︷ ︸
:=s∈{−1,1}

∥θ∥−1
2 θ + x.

The maximum value is then

ϕ(sδ∥θ∥2 + θ⊤x)− ϕ(θ⊤x)−∇ϕ(y∗)sδ∥θ∥2 + dϕ(θ
⊤x, y∗).

Finally, note that ∇ϕ(y∗) = ∇ϕ
(
(∇ϕ)−1(y)

)
= y. We may then compute the maximum by testing the two s ∈ {−1, 1},

and choosing the value of s which gives the maximum result. In the case of Gaussian loss (i.e. squared error), the parameters
are self-dual and we have

ϕ(sδ∥θ∥2 + θ⊤x)− ϕ(θ⊤x)−∇ϕ(y)sδ∥θ∥2 + dϕ(θ
⊤x, y)

= δ2∥θ∥22 + 2sδ∥θ∥2(θ⊤x)− 2ysδ∥θ∥2 + ∥y − θ⊤x∥22
= δ2∥θ∥22 + 2sδ∥θ∥2

(
(θ⊤x)− y

)
+ ∥y − θ⊤x∥22,

the maxima being δ2∥θ∥22 + 2δ∥θ∥2
∣∣(θ⊤x)− y

∣∣+ ∥y − θ⊤x∥22 with s = sign(θ⊤x− y).



B PROOF OF CGF BOUNDS FOR STANDARD AND ADVERSARIAL NLL LOSSES IN
Lemma 4.2

We first derive the following helpful Lemmas B.1 and B.2 to derive the CGF bounds and the generalization certificates.

Lemma B.1 (Upper and lower bounds for adversarial NLL loss). Using the closed-form of the adversarial NLL loss, the
upper and lower bounds are

ℓδ(θ,D) =

n∑
i=1

(
1

2σ2

(
|yi − x⊤i θ|+ ∥θ∥δ

)2
+

1

2
log
(
2πσ2

))

≤
n∑
i=1

(
1

2σ2

(
2(yi − x⊤i θ)

2 + 2∥θ∥2δ2
)
+

1

2
log
(
2πσ2

))
; (a− b)2 ≥ 0 =⇒ a2 + b2 ≥ 2ab

ℓδ(θ,D) ≥
n∑
i=1

(
1

2σ2

(
(yi − x⊤i θ)

2 + ∥θ∥2δ2
)
+

1

2
log
(
2πσ2

))

Lemma B.2 (Standard Gaussian integral). The integral of the form
∫
exp

(
−θ⊤Mθ + 2b⊤θ

)
dθ evaluates to√

πd

detM exp
(
b⊤M−1b

)
.

Proof.

− θ⊤Mθ + 2b⊤θ = −(θ −M−1b)⊤M(θ −M−1b) + b⊤M−1b ;Completing the square

Therefore, integral becomes
∫

exp
(
−(θ −M−1b)⊤M(θ −M−1b) + b⊤M−1b

)
dθ

= exp
(
b⊤M−1b

) ∫
exp

(
−(θ −M−1b)⊤M(θ −M−1b)

)
dθ

= exp
(
b⊤M−1b

)√ πd

detM
;

∫
exp

(
−ϕ⊤Mϕ

)
dϕ =

√
πd

detM

Proof of CGF bounds for standard NLL loss Now we derive the CGF bound for standard NLL loss in the following.
Note that similar derivation is done in Germain et al. [2016].

Proof.

logEθExi
E

yi|xi

[
exp

(
t

(
Exi

E
yi|xi

[
1

2σ2
(yi − x⊤i θ)

2

]
− 1

2σ2
(yi − x⊤i θ)

2

))]
= logEθExi

E
yi|xi

[
exp

(
t

2σ2

(
Exi

E
yi|xi

[
(yi − x⊤i θ)

2
])

exp

(
− t

2σ2
(yi − x⊤i θ)

2

))]
; t > 0 =⇒ exp(−t(.)2) ≤ 1

≤ logEθExi E
yi|xi

[
exp

(
t

2σ2

(
Exi E

yi|xi

[
(yi − x⊤i θ)

2
]))]

= logEθExi
E
ϵi

[
exp

(
t

2σ2

(
Exi

E
ϵi

[
(x⊤i (θ

∗ − θ) + ϵi)
2
]))]

= logE
θ

[
exp

(
t

2σ2

(
σ2
x∥θ∗ − θ∥2 + σ2

))]
; ϵi ∼ N (0, σ2),E[xi] = 0,E[∥xi∥2] = σ2

x

= log

∫
exp

(
t

2σ2

(
σ2
xθ

⊤θ − 2σ2
xθ

∗⊤θ + σ2
x∥θ∗∥2 + σ2

)
− 1

2σ2
p

θ⊤θ

)
1√

2πσ2
p

d
dθ ; θ ∼ N (0, σ2

pI)

= log

∫
exp

(
−

(
1− tσ2

pσ
2
x/σ

2

2σ2
p

)
θ⊤θ − tσ2

x

σ2
θ∗⊤θ +

tσ2
x

2σ2
∥θ∗∥2 + t

2

)
1√

2πσ2
p

d
dθ



= log

√
π2σ2

p

1− tσ2
pσ

2
x/σ

2

d

exp

(
t2σ4

x∥θ∗∥2σ2
p/2σ

2

1− tσ2
pσ

2
x/σ

2
+
tσ2
x

2σ2
∥θ∗∥2 + t

2

)
1√

2πσ2
p

d
; t <

σ2

σ2
pσ

2
x

,Lemma B.2

=
d

2
log

1

1− tσ2
pσ

2
x/σ

2
+
tσ2
x∥θ∗∥2/2σ2

1− tσ2
pσ

2
x/σ

2
+
t

2

≤
tσ2
pσ

2
xd/σ

2

2
(
1− tσ2

pσ
2
x/σ

2
) + tσ2

x∥θ∗∥2/σ2

2
(
1− tσ2

pσ
2
x/σ

2
) + t

2
;− log(1− x) ≤ x

1− x

=
t2s2

2(1− tc)

From above we get s2 = 1
t

(
σ2
pσ

2
xd

σ2 +
σ2
x∥θ

∗∥2

σ2 +
(
1− tσ2

pσ
2
x

σ2

))
, c =

σ2
pσ

2
x

σ2 and t ∈ (0, σ2

σ2
pσ

2
x
).

Proof of CGF bounds for adversarial NLL loss The cumulant generating function of the adversarial loss can be bounded
similar to standard loss as follows.

Proof.

logE
θ

[
exp

(
t

2σ2
Exi

E
yi|xi

[
(yi − x⊤i θ)

2 + 2δ∥θ∥|yi − x⊤i θ|+ ∥θ∥2δ2
])]

≤ logE
θ

[
exp

(
t

2σ2
Exi E

yi|xi

[
2(yi − x⊤i θ)

2 + 2∥θ∥2δ2
])]

;Lemma B.1

= logE
θ

[
exp

(
t

2σ2
Exi

E
ϵi

[
2(x⊤i (θ∗ − θ) + ϵi)

2 + 2∥θ∥2δ2
])]

= logE
θ

[
exp

(
t

σ2
σ2
x∥θ∗ − θ∥2 + t+

t

σ2
∥θ∥2δ2

)]
= log

∫
exp

((
tσ2
x

σ2
+
tδ2

σ2
− 1

2σ2
p

)
∥θ∥2 − 2tσ2

x

σ2
θ∗⊤θ +

tσ2
x

σ2
∥θ∗∥2 + t

)
1√

2πσ2
p

d
dθ

= log

√
π2σ2

p

1− 2σ2
pt (σ

2
x + δ2) /σ2

d

exp

(
t2σ4

x∥θ∗∥22σ2
p/σ

2

1− 2σ2
pt (σ

2
x + δ2) /σ2

+
tσ2
x

σ2
∥θ∗∥2 + t

)
1√

2πσ2
p

d

=
d

2
log

1

1− 2σ2
pt (σ

2
x + δ2) /σ2

+

tσ2
x

σ2 ∥θ∗∥2 + t
(
1− 2σ2

pt

σ2

(
σ2
x + δ2

))
1− 2σ2

pt (σ
2
x + δ2) /σ2

≤
σ2
ptd
(
σ2
x + δ2

)
/σ2

1− 2σ2
pt (σ

2
x + δ2) /σ2

+

tσ2
x

σ2 ∥θ∗∥2 + t
(
1− 2σ2

pt

σ2

(
σ2
x + δ2

))
1− 2σ2

pt (σ
2
x + δ2) /σ2

=
t2s2

2(1− tc)

For adversarial loss, s2 = 2
t

(
cd+

σ2
x∥θ

∗∥2

σ2 + (1− ct)
)

, c =
2σ2

p(σ
2
x+δ

2)
σ2 and t ∈

(
0, σ2

2σ2
p(σ

2
x+δ

2)

)
.

C PROOF OF THEOREMS IN Section 4.3

In this section, we derive Theorems 4.3 to 4.7 using Theorem 4.1. From the PAC-Bayesian bounds for bounded CGF loss
theorem, it is clear that we need to bound the expected training risk plus the KL divergence between the posterior and prior.
In the bound derivation, we require to bound the negative log normalizing constants of the posteriors which will be presented
first in Lemmas C.1 and C.2.



Lemma C.1 (Negative log normalizing constant of the Bayes posterior). The normalizing constant z of Bayes posterior q is

z =

∫
exp

(
− L(θ,D)

)
π(θ)dθ

=

∫
exp

(
− 1

2σ2

n∑
i=1

(yi − x⊤i θ)
2
)
π(θ)dθ

=
exp(−Y ⊤Y/2σ2)√

2πσ2
p

d

∫
exp

(
− θ⊤

(
1

2σ2
X⊤X +

1

2σ2
p

I

)
θ +

1

2σ2
2Y ⊤Xθ

))
dθ

=

exp

(
− 1

2σ2Y
⊤Y + 1

2σ2Y
⊤X

(
1
σ2X

⊤X + 1
σ2
p
I
)−1

X⊤Y 1
σ2

)
√
det
(
σ2
p

σ2X⊤X + I
)

log
1

z
=

1

2
log det

(
σ2
p

σ2
X⊤X + I

)
+

1

2σ2

(
Y ⊤Y − Y ⊤X

(
1

σ2
X⊤X + I

)−1

X⊤Y
1

σ2

)

=
1

2
log det

(
σ2
p

σ2
X⊤X + I

)
+

1

2σ2
Y ⊤

(
I +

σ2
p

σ2
XX⊤

)−1

Y ;Woodbury Matrix Identity

Similar to above Lemma C.1, we derive the negative log normalizing constant of the robust posterior in the following.

Lemma C.2 (Negative log normalizing constant of the robust posterior). The normalizing constant zδ of robust posterior qδ
is

zδ =

∫
exp

(
− Lδ(θ,D)

)
π(θ)dθ

≥
∫

exp
(
− 1

σ2

n∑
i=1

(
(yi − x⊤i θ)

2 + ∥θ∥2δ2
))
π(θ)dθ

=
1√

2πσ2
p

d

∫
exp

(
−
(nδ2
σ2

∥θ∥2 + 1

2σ2
p

∥θ∥2 + 1

σ2
∥Y −Xθ∥2

))
dθ ;π(θ) ∼ N (0, σ2

pI)

=
1√

2πσ2
p

d

∫
exp

(
−
(nδ2
σ2

θ⊤θ +
1

2σ2
p

θ⊤θ +
1

σ2

(
∥Y ∥2 − 2Y ⊤Xθ + θ⊤X⊤Xθ

) ))
dθ

=
1√

2πσ2
p

d
exp(− 1

σ2
∥Y ∥2)

∫
exp

(
− θ⊤

(
(
nδ2

σ2
+

1

2σ2
p

)I +
X⊤X

σ2

)
θ +

2Y ⊤Xθ

σ2

)
dθ ;Lemma B.2

=

√√√√ 1

det
(
2
σ2
p

σ2X⊤X + (
σ2
p

σ2 2nδ2 + 1)I
) exp(−∥Y ∥2

σ2
) exp

(
2Y ⊤X

σ4

(
2

σ2
X⊤X + (

2nδ2

σ2
+

1

σ2
p

)I

)−1

X⊤Y

)

log
1

zδ
≤ 1

2
log det

(
2
σ2
p

σ2
X⊤X + (

σ2
p

σ2
2nδ2 + 1)I

)
+

1

σ2
Y ⊤

(
I − 2

σ2
X

(
2

σ2
X⊤X + (

1

σ2
2nδ2 +

1

σ2
p

)I

)−1

X⊤

)
Y

=
1

2
log det

(
2
σ2
p

σ2
X⊤X + (

σ2
p

σ2
2nδ2 + 1)I

)
+

1

σ2
Y ⊤

(
I +

2σ2
p

2nδ2σ2
p + σ2

XX⊤

)−1

Y ;Woodbury Matrix Identity

=
1

2
log det

(
2
σ2
p

σ2
X⊤X + (

σ2
p

σ2
2nδ2 + 1)I

)
+

σ2

σ2
(
2nδ2σ2

p + σ2
)Y ⊤

(
I

(
σ2
p

σ2
2nδ2 + 1

)
+

2σ2
p

σ2
XX⊤

)−1

Y



With the above bounds derived, we are now ready to derive the generalization certificate using Theorem 4.1. Following
holds for all the cases:

(i) The CGF bound of respective loss-NLL in case of standard generalization and adversarial NLL in case of adversarial
generalization)-appears in the theorem. This directly implies that the constants c and s should follow Lemma 4.2 according
to the considered setting.

(ii) The free parameter in the CGF bound, t is choosen as t = 1, which is also done in the prior work [Germain et al., 2016].
This means 1 ∈ (0, 1/c), that is, c < 1.

Consequently, the effective Theorem 4.1 is stated below for clarity.

Theorem C.3 (Theorem 4.1). Consider data D and any loss ℓ
(
θ, (x, y)

)
with its corresponding expected and empirical

generalization errors R(θ) = E
(x,y)∼P

[
ℓ
(
θ, (x, y)

)]
and r(θ) = 1

nL(θ,D), respectively. Let the CGF of the loss ψ(t) ≤
t2s2

2(1−tc) be bounded, where for some constant c ∈ (0, .1) and t ∈ (0, 1/c). Then, we have, with probability at least 1− β,
for all densities ρ(θ),

E
θ∼ρ

[R(θ)] ≤ E
θ∼ρ

[r(θ)] +
1

n
KL(ρ∥π) + 1

n
log

1

β
+

s2

2 (1− c)
.

Therefore, we only need to bound the following for ρ being standard Bayes q and robust posterior qδ , and ℓ being NLL and
adversarial NLL.

E
θ∼ρ

[r(θ)] +
1

n
KL(ρ∥π). (17)

C.1 STANDARD GENERALIZATION OF BAYES POSTERIOR (Theorem 4.3)

In this case, ρ = q and ℓ is NLL in (17) which reduces the expression to the following.

E
θ∼q

[r(θ)] +
1

n
KL(q∥π) = 1

n

∫
1

z
ℓ(θ,D) exp(−ℓ(θ,D))π(θ)dθ +

1

n

∫
1

z
exp(−ℓ(θ,D))π(θ) log

(
exp(−ℓ(θ,D))π(θ)

zπ(θ)

)
dθ

=
1

n

∫
1

z
exp(−ℓ(θ,D))π(θ) log

(
1

z

)
dθ

=
1

n
log

1

z
(18)

Therefore, we obtain Theorem 4.3 by substituting Lemma C.1 in (18) and combining it with the Theorem C.3.

C.2 ADVERSARIAL GENERALIZATION OF ROBUST POSTERIOR δ = δ̂ (Theorem 4.6)

Notice that the above derivation in Appendix C.1 holds for ρ = qδ and ℓ is adversarial loss with δ perturbation with zδ as the
normalization constant. That is, the perturbation at train and test-time are the same δ = δ̂.

E
θ∼qδ

[r(θ)] +
1

n
KL(qδ∥π) =

1

n
log

1

zδ
(19)

Therefore, we obtain Theorem 4.6 by substituting Lemma C.2 in (19) and combining it with the Theorem C.3.

C.3 ADVERSARIAL GENERALIZATION OF BAYES POSTERIOR (Theorem 4.4)

In this case, ρ = q and ℓ is adversarial NLL with δ̂ perturbation in (17). We upper bound it as follows.

For ease of notation, only in the following, we use short hand notations for ℓ to denote ℓ(θ,D) and ℓδ̂ to denote ℓδ̂(θ,D).



E
θ∼q

[
1

n
ℓδ̂(θ,D)

]
+

1

n
KL(q∥π) = 1

n

∫
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z
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n
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1
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exp(−ℓ)π(θ) log

(
1
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z
;Lemma B.1
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; Jensen’s ineq.
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+
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n
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+
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(20)

We obtain Theorem 4.4 by substituting Lemma C.1 in (20) and combining it with the Theorem C.3.

C.4 STANDARD GENERALIZATION OF ROBUST POSTERIOR (Theorem 4.5)

In this case, ρ = qδ and ℓ is NLL in (17). We upper bound it as follows.

For ease of notation, only in the following, we use short hand notations for ℓ to denote ℓ(θ,D) and ℓδ to denote ℓδ(θ,D).

E
θ∼qδ

[
1

n
ℓ(θ,D)

]
+

1

n
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1

n

∫
1

zδ
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1

n
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The evaluation of the above integral
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Therefore, we obtain Theorem 4.5 by substituting (22) in (21) and combining it with the Theorem C.3.



C.5 ADVERSARIAL GENERALIZATION OF ROBUST POSTERIOR WHEN δ ̸= δ̂ (Theorem 4.7)

In this case, ρ = qδ and ℓ is adversarial NLL with δ̂ perturbation in (17). We upper bound it as follows. For ease of notation,
only in the following, we use short hand notations for ℓδ to denote ℓδ(θ,D) and ℓδ̂ to denote ℓδ̂(θ,D).
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Substituting Lemma C.2 in (23) and combining it with the Theorem C.3 proves Theorem 4.7.

D DATASETS AND IMPLEMENTATION DETAILS

The real datasets used in the experiments are given in Table 3, and they are available in UCI repository [Markelle et al.] or
OpenML [Vanschoren et al., 2013]. We use it 70-30 train-test split to learn and test the posteriors. The code is developed
in Pytorch [Paszke et al., 2017] and use Pyro package [Bingham et al., 2019] for NUTS distribution sampler. All the
experiments are run on CPU of Apple M1 chip with 16GB memory. The run time is between seconds upto a few minutes.

Dataset Number of samples Data dimension

Abalone 4177 10
Air Foil 1503 5
Air Quality 7355 11
Auto MPG 393 9
California Housing 20640 8
Energy Efficiency 768 8
Wine Quality 1599 11

Table 3: Real datasets



E ADDITIONAL EXPERIMENTAL RESULTS ON REAL DATA

We provide the additional results on the real datasets for prior variance σ2
p = 1

100 in Table 4 and 1
9 in Table 5. The

experimental results are consistent with the results in Table 2. We observe that informed choice of prior favors robust
posterior in terms of adversarial generalization.

Dataset Standard generalization (NLL) ℓ Adversarial generalization (adv-NLL) ℓδ̂
Bayes posterior q Robust posterior qδ Bayes posterior q Robust posterior qδ

Abalone 1.1664 ± 0.014 1.1797 ± 0.014 1.2221 ± 0.014 1.2172 ± 0.015

Air Foil 1.1714 ± 0.008 1.1788 ± 0.009 1.2183 ± 0.009 1.2219 ± 0.009

Air Quality 0.9668 ± 0.002 0.9674 ± 0.002 0.9800 ± 0.002 0.9791 ± 0.002

Auto MPG 1.0295 ± 0.010 1.0305 ± 0.010 1.0471 ± 0.011 1.0474 ± 0.011

California Housing 1.1195 ± 0.003 1.1280 ± 0.005 1.1862 ± 0.003 1.1768 ± 0.005

Energy Efficiency 0.9834 ± 0.009 0.9838 ± 0.009 1.0007 ± 0.010 1.0006 ± 0.010

Wine Quality 1.2323 ± 0.006 1.2329 ± 0.006 1.2642 ± 0.006 1.2614 ± 0.006

Table 4: Test NLL and adversarial NLL of Bayes and robust posteriors on real datasets. The prior variance is set to σ2
p = 1

100 .
The robust posterior is trained with δ = 0.1 in the adversarial NLL loss, and adversarial generalization is evaluated using
the same training-time perturbation (δ̂ = 0.1). The adversarial generalization results demonstrate that the robust posterior qδ
is consistently more robust than the Bayes posterior q. For both standard and adversarial generalization, the best-performing
model for each dataset is highlighted in bold.

Dataset Standard generalization (NLL) ℓ Adversarial generalization (adv-NLL) ℓδ̂
Bayes posterior q Robust posterior qδ Bayes posterior q Robust posterior qδ

Abalone 1.1585 ± 0.013 1.1726 ± 0.014 1.2554 ± 0.011 1.2176 ± 0.015

Air Foil 1.1657 ± 0.009 1.1694 ± 0.009 1.2191 ± 0.009 1.2176 ± 0.009

Air Quality 0.9665 ± 0.002 0.9670 ± 0.002 0.9826 ± 0.003 0.9791 ± 0.002

Auto MPG 1.0231 ± 0.006 1.0228 ± 0.007 1.0552 ± 0.006 1.0469 ± 0.008

California Housing 1.1193 ± 0.003 1.1267 ± 0.005 1.1909 ± 0.003 1.1768 ± 0.005

Energy Efficiency 0.9712 ± 0.006 0.9733 ± 0.007 0.9990 ± 0.007 0.9947 ± 0.008

Wine Quality 1.2338 ± 0.006 1.2321 ± 0.006 1.2697 ± 0.008 1.2625 ± 0.006

Table 5: Test NLL and adversarial NLL of Bayes and robust posteriors on real datasets. The prior variance is set to σ2
p = 1

9 .
The robust posterior is trained with δ = 0.1 in the adversarial NLL loss, and adversarial generalization is evaluated using
the same training-time perturbation (δ̂ = 0.1). The adversarial generalization results demonstrate that the robust posterior qδ
is consistently more robust than the Bayes posterior q. For both standard and adversarial generalization, the best-performing
model for each dataset is highlighted in bold.
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