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Quantum crosstalk which stems from unwanted interference of quantum operations with nearby
qubits is a major source of noise or errors in a quantum processor. In the context of shared quan-
tum computing, it is challenging to mitigate the crosstalk effect between quantum computations
being simultaneously run by multiple users since the exact spatio-temporal gate distributions are
not apparent due to privacy concerns. It is therefore important to develop techniques for accu-
rate detection and mitigation of crosstalk to enable high-fidelity quantum computing. Assuming
prior knowledge of crosstalk parameters, we propose a time-adaptive detection method leveraging
spectator qubits and multiple quantum coherence to amplify crosstalk-induced perturbations. We
demonstrate its utility in detecting random sparsely distributed crosstalk within a time window.
Our work evaluates its performance in two scenarios: simulation using an artificial noise model with
gate-induced crosstalk and always-on idlings channels; and the simulation using noise sampled from
an IBM quantum computer parametrised by the reduced HSA error model. The presented results
show our method’s efficacy hinges on the dominance of single-qubit coherent noise across channels,
and the impact of angle mismatching is suppressed as spectator qubits increase. From simulation
using real-device noise parameters, our strategy outperforms the previous constant-frequency detec-
tion method of Harper et. al. [arXiv: 2402.02753 (2024)] in the detection success rate, achieving an
average detection success probability of 0.852±0.022 (equally scaled noise channels) and 0.933±0.024
(asymmetrically scaled noise channels) from 1 to 7 crosstalk counts.

I. INTRODUCTION

Quantum computing is an emerging paradigm for com-
puting and various quantum algorithms have been pro-
posed to be highly efficient tools to reduce the compu-
tational complexity of problems that were impossible or
expensive to solve in classical computing, as the size of
the problem increases [1–14]. Despite theoretical proofs
confirming the computational advantage of quantum al-
gorithms, their successful implementation in practice is
heavily dependent on the performance of quantum com-
puters [15, 16], which are currently under development.
The current generation of quantum processors offers ac-
cess to a limited number of qubits and their performance
is plagued by errors or noise which reduce their capability
to execute large-scale computational problems. In terms
of physical representation, the noise that arises during
quantum computation can be categorised into different
channels, such as coherent errors, depolarising / Pauli er-
rors, dephasing errors, and damping errors [11, 17, 18]. A
major source of noise that causes such errors is crosstalk
[19, 20], which by definition is the unwanted correlated
dynamics between qubits as a result of operations that vi-
olate independence (context-dependent classical correla-
tion) or locality (unwanted entanglement) [21]. This work
introduces a new technique for the detection and mitiga-
tion of crosstalk noise enables higher fidelity in quantum
gates and improves the scalability of quantum algorithms
on real quantum computers.
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Although crosstalk can cover various phenomena [21],
in this work, we use ‘crosstalk’ to refer to the gate-
induced errors that violate independence, which occurs
when an operation acting on some action qubit(s) (HA

to denote its Hilbert space) of a quantum system leaks
its control signal to other target qubits (HT to denote its
Hilbert space) and induces an unwanted evolution. This
type of crosstalk is observed in atomic-architecture quan-
tum processors [22] and superconducting qubits [23, 24],
which was exhibited as the combinations of coherent ro-
tations, contractions, and transformations of Bloch vec-
tors on the other qubits. Additionally, as the number
of qubits in a quantum processor grows, it is expected
that tasks owned by different users are likely to be ex-
ecuted simultaneously on the same quantum processor
in different subsets of the device. In such a shared en-
vironment, crosstalk becomes a serious problem [25–27].
Addressing the problem of crosstalk in such scenarios is
a challenging task because standard crosstalk-noise mit-
igation protocols cannot be implemented, as users have
no prior knowledge of when and where other users would
place the crosstalk-inducing gates relative to their cir-
cuits. Furthermore, the non-local property of crosstalk
noise allows potential hostile users to perform adversar-
ial fault injection into its neighbouring circuits by taking
advantage of the gate-induced crosstalk, making it vul-
nerable to hazardous attacks. Consequently, it is impor-
tant to develop new methods to efficiently and robustly
detect and mitigate crosstalk in quantum processors.

Several strategies have been proposed to characterise
and suppress crosstalk noise within a quantum circuit.
From the hardware perspective, crosstalk noise can be
minimised by optimising control systems such as care-
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ful tuning of couplers’ frequencies to achieve destructive
interference [28], and combining qubits with opposite an-
harmonicity [29]. On the software level, solutions include
the optimisation of the gate sequence compiler [19], gate
cancellation [22], dynamical decoupling [30], qubit map-
ping via reinforcement learning or constant-period mea-
surements on a spectator qubit [25]. However, despite
their utility, they all assume that the exact spatiotempo-
ral distribution of the quantum gates that emit crosstalk
noise is known, which is generally not the case, especially
under privacy constraints.

In this paper, we present an adaptive strategy to ad-
dress the aforementioned challenges by amplifying and
detecting weak crosstalk perturbations – a common trick
in quantum sensing [31] – through multiple quantum co-
herences (MQC)[32–34] of modified GHZ states, which
we call Crosstalk Spectating Multiple Quantum Coher-
ences (CSMQC). To minimise disturbance of data qubits
that we are protecting from measurements, detection is
achieved through spectator qubits, which is also widely
used in general error correction [35, 36]. In principle,
within a single shot of the circuit, this design allows users
to detect the presence of crosstalk given crosstalking
gates distributed arbitrarily over time on nearby qubits.
The remaining contents are structured as follows: In Sec-
tion II, we highlight the novelty of this strategy and out-
line the assumptions, especially the dominance of the
single-qubit Hamiltonian channel as an important condi-
tion. In Section III, we evaluate the performance of such
a technique subject to idle noise and other subdominant
crosstalk channels using a synthetic model. In Section IV,
we investigate its performance using a classical simulator
with the reduced HSA noise model [37] with the noise pa-
rameters generated from benchmarking of IBM quantum
devices. In the simulation, we find an average detec-
tion success probability of 0.852 ± 0.0224 for interference
counts ranging from 1 to 7 using equally-amplified noise
parameters benchmarked from ibm_hanoi. We also eval-
uate the performance of CSMQC in improving the fi-
delity of data qubits by filtering the shots from circuits
where crosstalk is detected using spectator qubits. In
both idle tomography and random circuit experiments,
we report significant improvements in the final fidelities
of the computation after applying CSMQC and outper-
form the technique of constant-period measurement [25]
for crosstalk counts less than the number of delayed layers
between two resets. This method offers a potential solu-
tion for detecting crosstalk with relatively high precision
compared to previous strategies on near-term supercon-
ducting transmon qubit quantum computers, regardless
of whether the perturbation is intentionally produced.
However, in the long term, the utility of such a tech-
nique is expected to decrease due to expected improve-
ments in quantum computers. However, this also reduces
the necessity of crosstalk detection as the impact of the
crosstalk interference is reduced relative to other sources
of noise.

II. NOISE AMPLIFICATION AND DETECTION

A. Conditions and Assumptions

Before exploring the details of CSMQC, it is necessary
to establish a few assumptions and conditions regarding
crosstalk noise, which are essential for our crosstalk mit-
igation protocol to function normally [21].

First, we require that the noise generated by the
crosstalk is dominated by single-qubit Hamiltonian er-
ror channels, a common assumption in recent literature
[20, 35, 38], in a quantum system consisting of source and
target qubits of crosstalk in the Hilbert space HA ⊗HT .
Secondly, the noise must be “global” for all qubits re-
gardless of their distance from the crosstalk source. In
other words, the radius of the noise effect must be at
least comparable to the size of the entire quantum sys-
tem. However, the magnitude of the noise does not need
to be completely uniform. Therefore, the evolution of the
reduced density operator ρ ∈ HT of the quantum system
on target qubits can be expressed as rotation angles for
each qubit. Mathematically,

EXtalk(ρ) = (1 − ϵ)Esingle-H(ρ) + ϵEother(ρ) (1)

where Esingle-H and Eother are both completely-positive,
trace-preserving (CPTP) mappings for single-qubit
Hamiltonians and other channels respectively. ϵ is the
mixing parameter between noise channels and we expect
ϵ ≪ 1 for modern quantum computers. The single-qubit
Hamiltonian channel explicitly gives the unitary evolu-
tion as

Esingle-H(ρ) = e
−iHρeiH , (2)

where

H =∑
i

ki ⋅σi (3)

is the instantaneous Hamiltonian generated by crosstalk
that results in a rotation around the Bloch sphere of qubit
i around the axis ki = (kx, ky, kz)i, with rotation an-
gle θ = 2∣ki∣, and σi = (X,Y,Z)

T
i is the Pauli-vector.

Therefore, the evolution of the total quantum system
ζ ⊗ ρ ∈HA ⊗HT is expressed as

ζ ⊗ ρ→ UζU †
⊗ EXtalk(ρ), (4)

where U is the quantum gate acting on the source qubits
that cause crosstalk. Despite being necessary for im-
plementing CSMQC, this might not be satisfied on real
quantum computers. For example, a large number of
crosstalk models assume that the noise decays exponen-
tially with respect to its topological distance from the
source [22, 39], which conflicts with the requirement on
the radius of the noise in our work. This implies that
a small upper bound on the number of spectator qubits
useful for noise amplification might be inevitable in prac-
tice.
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(a) Crosstalk-Spectating Multiple Quantum Coherence (CSMQC)

(b) rotation axis mapping

𝑥

𝑦

𝑧

(c) multiple simultaneous spectator qubits detectors with multiple detection time frames

FIG. 1. (a) General workflow of the CSMQC circuit. Before performing any calculation in data qubits, a set of n spectator
qubits satisfying the condition Equation 5 is prepared into a GHZ state at time t1, which is further modified into ∣MGHZn(K)⟩ =
(

n

⊗
i=1
U(ki)) ∣GHZn⟩ so that (b) each qubit i has its component aligned (∣k+i ⟩) or anti-aligned (∣k−i ⟩) with the predetermined

crosstalk noise rotation axis ki after t2(see Equation A2 in Appendix A). The layer of X gates inserted to MGHZn acts as
a single dynamical decoupling pulse that stabilises the state and suppresses the noise generated during the preparation and
inversion that is not due to crosstalk generated in action qubits (see details in Appendix B). After the modified GHZ state
preparation, crosstalk generated by CNOT gates from neighbouring action circuits are sensed by the spectator qubits and data
qubits in the form of rotations around the predetermined axes. One may implement additional layers of dynamical decoupling
(DD) pulses after the preparation circuit (denoted by the enlarged circuit diagram of spectator qubits) during the crosstalk
detection to suppress the noise contribution not from single-qubit coherent rotations. As such, the axes of these pulses are
chosen to be the same as the axes ki ∈ {K}. Offsets are added to maximise the level of anti-commutation with nearest-neighbour
two-qubit coherent rotations. Once the computation is done on the data qubits after t3, a set of inversion gates that undo
the preparation of ∣MGHZn(K)⟩. Since the final state ∣ψ(t4)⟩ directly depends on the collective net rotated angle induced by
the crosstalk (see Equation 6), an alarm on the existence of crosstalk is then determined from the measurement of the first
spectator qubit for an odd number of crosstalk gate operations. After the detection, the measured outcomes from the data
qubits are post-selected by discarding the shots with ∣1⟩n flagged on the last spectator qubit. The filtered outcomes can be
used to reconstruct its density operator for fidelity tests against the ideal state or used in other applications. (c) Simultaneous
sets of spectator qubits with different numbers n1, n2,⋯,1 can be placed in parallel. The spectator qubits chosen for each set
have the total rotated angle per crosstalk perturbation equal to π, π

2
,⋯ responsible for detecting the crosstalk with gate counts

in {1,3,5⋯},{2,6, ,10},⋯ respectively. These together cover all possible numbers of perturbations up to a certain threshold
until there is only one spectator qubit in one set. The MGHZ preparation and inversion circuits can be performed multiple
times with resetting after each cycle, thus enabling it to detect crosstalk in multiple time frames between the preparation
and inversion circuits. However, exactly during the preparations and inversions, the execution of crosstalking gates must be
forbidden or cleverly shifted/compiled at the machine level as any crosstalk they induce cannot be detected properly in the
prescribed way.
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In addition, to set the spectator qubits in the desired
orientation, we require that the crosstalk noise is mod-
elled and defined with an accurate parameterization from
prior benchmarks. It is important to note that this is not
the same as knowing when crosstalk will occur during cir-
cuit execution.

B. Noise sensing via Modified GHZ state on
spectator qubits

Capturing the existence of crosstalk noise inevitably
requires one to measure the qubits subject to such pertur-
bation. However, the principle of measurement-collapse
and non-cloning theorem prevents one from conducting
multiple measurements on the same quantum state with-
out irreversably altering the state. To overcome such a
dilemma, spectator qubits, which are separated or only
weakly coupled to the actual data qubits, serve as sensors
to the noise without disturbing the data qubits [38, 40].
However, the rotations generated by a single instance
of crosstalk are often small [25], making it difficult to
distinguish with a single measurement. Therefore, we
design Crosstalk Spectating Multiple Quantum Coher-
ences (CSMQC) as a software-level approach to detect
this noise using the amplified sensitivity of the GHZ state
prepared on spectator qubits inspired by Multiple Quan-
tum Coherences (MQC) [32–34].

We demonstrate the overall process of CSMQC as out-
lined in Figure 1a. Initially, there is a set of d data qubits
(TD), n spectator qubits (TS), and two action qubits (A)
that use the CNOT gate as the source of crosstalk. The
number n is chosen to satisfy the condition

θ ∶=
n

∑
i=1
δi ≈ π, (5)

where δi is the angle rotated on qubit i if an instance of
crosstalk is triggered from action qubits. In practice, due
to the limited choice of spectator qubits and the random-
ness of δi, it is impossible for the sum to be exactly equal
to π. Instead, we select the spectator qubits in such a way
that their total rotation angle best matches Equation 5.
The detailed evolution of the procedures in Figure 1a is
explained in Appendix A. To address the issue of total
angle mismatching that could occur in practice, we quan-
titatively simulate its potential impact in Section III.

At the end of the circuit, by leveraging multiple quan-
tum coherence that enhances the perturbation signal by
summing up the rotated phases applied to each specta-
tor qubit, we find that the probability of measuring ∣1⟩
on the last qubit of spectator qubits is a simple cosine
function of the number of perturbations m and the sum
of angles θ rotated by crosstalk on all spectator qubits.
Specifically, the state on the last spectator qubit with
label n has the probability of measuring 1 equal to

P (∣1⟩n) =
1 − cos(mθ)

2
. (6)

In the ideal situation where mθ = π mod 2π, the above
equation reduces to

P (∣1⟩n) = {
1,m ∈ Nodd

0,m ∈ Neven.
(7)

We quantitatively addressed the impact of other noise
channels in the simulation completed in Section IV.

In the ideal situation, crosstalk perturbations with an
odd number of gate counts can be fully detected regard-
less of their frequency or temporal distribution. Under
this setting, the results measured on the data qubits af-
ter multiple shots can be treated as measurements from
a mixed state constituting the ideal crosstalk-free state
ρ0 and the contaminated states affected by crosstalk:

ρTD
= λ0ρ0 + ∑

k∈X
λkEXtalk(ρ0)k, (8)

where X is the set of possible time configurations of
crosstalk with odd counts, EXtalk(ρ0)k is the underlying
state density operator perturbed by crosstalk given con-
figuration k, and λk is the probability of k satisfying the
Born probability rule ∑k∈X∪{0} λk = 1. In an ideal situ-
ation, the crosstalk-free shots can be distinguished from
the noisy shots by the result measured from the last spec-
tator qubit, in which the state of the data qubit depends
directly on the state of the last spectator qubit,

ρTSn+TD
= ∣0⟩ ⟨0∣⊗ λ0ρ0 + ∣1⟩ ⟨1∣⊗ ∑

k∈X
λkEXtalk(ρ0)k. (9)

Therefore, the counts measured from the crosstalk-free
pure state on the data qubits can be obtained via post-
selection that filters the results flagged by ∣1⟩n:

ρTD(filtered) = ρ0. (10)

As outlined in Figure 1a, the precision of the filtering pro-
cess can be tested by computing the fidelity of the filtered
state against the ideal state of the data qubits. For the
case where the number of crosstalk gate counts is even,
one can add additional sets of spectator qubits to the
circuit with a total rotated angle per gate tuned to equal
to π

2
, π
4
,⋯ as in Figure 1c. This enables the detector to

report the existence of crosstalk noise for perturbation
counts in sets such as {2,6,10,⋯},{4,12⋯},⋯ etc. In
practice, the total number of available layers to insert
a crosstalk gate between the modified GHZ preparation
and inversion circuit must be limited, as the choice of
spectator qubits reaches the threshold when the required
angle of rotation to detect a particular number of pertur-
bations is smaller than the smallest possible angle rotated
by a single perturbation. To access more circuit depth, a
possible solution is to reset the spectator qubits and allow
the preparation/inversion cycle to be performed multiple
times to extend detection time frames, while any gates
acting on action qubits that cause crosstalk are forbid-
den exactly during the MGHZn preparation and inversion
process (see details in Figure 1c). This can be achieved
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at the machine level where a set of spectator qubits for
crosstalk detection is assigned to each user and crosstalk
gates are compiled to stagger with the preparation and
inversion circuits on the spectator qubits.

III. SIMULATION WITH ARTIFICIAL MODEL

A. Setup

To examine the performance of our CSMQC strategy
under other perturbations except single-qubit Hamilto-
nian channels induced by crosstalk, we set up a synthetic
noise model to mimic the noise behaviour of the IBM su-
perconducting quantum computers. The model is com-
prised of two parts: idle noise that is always activated
in each circuit layer iteration, which consists of dephas-
ing, amplitude damping, always-on nearest-neighbour ZZ
coupling, and crosstalk noise that is only activated when
it is generated via a corresponding circuit layer, which
consists of single and two-qubit coherent rotations. In
the Kraus-operators form, the channels that contribute
to the n-qubit idle noise are given by

EDephase[●] =∑
k

Dk ●D†
k

EAmplitude damping[●] =∑
k

Ak ●A†
k

EZZ coupling[●] = UZZ ●U †
ZZ

(11)

where k = (k1, k2⋯, kn) ∈ {0,1}
⊗n, Dk =

n

⊗
i=1
Dki , such

that D0 =
√
1 − pD1 and D1 =

√
pDZ are the opera-

tion elements that maps a state ρ into the noisy state
EDephase[ρ] with probability pD. Similarly for the ampli-

tude damping channel, Ak =
n

⊗
i=1
Aki , A0 = (

1 0
0
√
1 − pA

)

and A1 = (
0
√
pA

0 0
). The transition probability pA and

pD are calculated based on the measured relaxation time
T1 and coherence time T2 from an IBM quantum com-
puter, as well as the timestep τ of the two-qubit gate
time. Hence, the mappings EDephase and EZZ coupling pre-
cisely describe the idle noise in the timeframe equivalent
to the two-qubit gate time. Specifically,

pA = 1 − e
−2γAt

= 1 − e−t/T1

pD =
1 − e−2γDt

2
=
1 − e−t/T1

2

(12)

are the standard relationships [11, 41, 42] between the
transition probability p and the coefficient of the error
generators γ in the Lindbladian representation given evo-
lution timestep τ . In this model, we arrange the qubits
in a one-dimensional Ising chain with nearest-neighbour
couplings. Thus, the operator responsible for the always-

on nearest-neighbour ZZ coupling is denoted as

UZZ = exp
⎛

⎝
−iα

n−1
∑
j=1

ZjZj+1
⎞

⎠
, (13)

where {1,2⋯, n} labels neighbouring qubits with consec-
utive indices, and α is the rotation rate. These idle noise
channels can be mapped to the super-operator represen-
tation in the following form,

E[●]→ eL[●] ∶= eL∣●⟫, (14)

where ∣●⟫ = vec(●) stands for vectorising the density oper-
ator into a column vector with dimension 4n×1, and L is
the Lindbladian generator of the error channel E in the
representation of ∣●⟫. Hence, the overall mapping subject
to the idle noise is given by

∣ρ⟫→ eLDephase+LAmplitude damping+LZZ coupling ∣ρ⟫. (15)

On the other hand, the Kraus operators of the chan-
nels that contribute to the crosstalk noise are simply de-
scribed by

EXtalk[●] = UXtalk ●U
†
Xtalk, (16)

where UXtalk = exp(−iθ
n

∑
i=1

n̂i ⋅σi − iϕ∑
i,j

m̂ij ⋅σij), σi =

(Xi, Yi, Zi), σij = (XiXj ,XiYj ,⋯, ZiZj) with subscripts
denoting the label of the qubits is acting on. Each n̂i

and m̂ij is a random unit vector with cardinality 3 and 9
respectively. θ and ϕ denote the rate of single-qubit and
two-qubit coherent rotation, respectively. In our simula-
tion, we set θ = π/ñ where ñ is the number of spectator
qubits used to satisfy the condition in Equation 5. We
use n̂i as rotation axes when preparing for U(ki) and
∣MGHZñ(K)⟩ as in Figure 1a.

We also implement additional layers of dynamical de-
couplings into the CSMQC circuit to optimise its perfor-
mance. As shown in Figure 1a, to stabilise the mod-
ified GHZ state from other perturbations while keep-
ing the phases induced by single-qubit coherent rota-
tions intact, the axes of decoupling pulses are chosen
to be the same as the axes {K} and the pulse counts
must be even per spectator qubit. To maximise the
chance of anti-commutation with the noise represented
by nearest-neighbour two-qubit operators, we also set an
offset such that the pulses never appear simultaneously
on any nearest-neighbour pairs [43].

B. Results

Based on the model proposed in Section III A, we first
evaluate the false positive rate of CSMQC per every two-
qubit gate timestep. That is, the probability of falsely
reporting crosstalk when it does not actually exist. Fig-
ure 2a shows the false positive rate when the system is
evolved after a timestep equal to the two-qubit gate time
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FIG. 2. (a) Graphics showing the false positive rate of CSMQC versus the always-on ZZ coupling strength typically in the
IBM quantum computers on a log-log plot. Each colour represents a given number of spectator qubits using the IBM quantum
computer’s dephasing and amplitude damping parameters. Each data point averages over 50 samples and the error bars use
two times the standard error. (b) Graphics showing the false negative probability of CSMQC, but plotted against the ratio
between the ZZ coupling strength to the angle of rotation produced per crosstalk. (c) The false positive rate plotted against
the number of spectator qubits given specific ZZ coupling strength with the linear fit (y-axis shown in logarithmic scale). Two
typical ZZ coupling strengths (1 × 10−2 and 1 × 10−1) are chosen for comparison. (d) The false negative probability versus the
number of perturbations from 1 to 7. Similar to (a) and (c), (b) and (d) uses two times the standard error as the half-length
of the error bars.

plotted against the always-on ZZ coupling strength α.
When the ZZ coupling strength is low, the noise is dom-
inated by constant dephasing and amplitude damping,
thus producing an asymptotically flattened graph. How-
ever, as the ZZ coupling strength increases and becomes
the dominant factor, we observe a phase transition in
the false positive rate around 1 × 10−2 using parameters
from ibm_torino and 3× 10−2 from ibm_sherbrooke. In
general, the ZZ coupling strength such that the false pos-

itive rate becomes significant is approximately 10−1 for
ibm_torino and ibm_sherbrooke. This result highlights
the critical value for when ZZ coupling noise becomes
significant/harmful to crosstalk detection for the current
IBM quantum computers. In the case without dephas-
ing and amplitude damping noise, the phase transition is
not observed, and the false positive rate scales polynomi-
ally, which matches the linear trend on the log-log plot.
Meanwhile, as in Figure 2c, the asymptotic false positive
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(a) Dephasing and amplitude damping using
T1, T2 from ibm_torino, θ = π
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(b) No depahsing or amplitude damping,
θ = π
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(c) No depahsing or amplitude damping,
θ = π
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(d) Dephasing and amplitude damping using
T1, T2 from ibm_torino, θ = 2π
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(e) No dephasing or amplitude damping,
θ = 2π
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(f) No dephasing or amplitude damping,
θ = 2π
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FIG. 3. Examples of the false negative rate when it is perturbed three times plotted against the ratio of the always-on ZZ
coupling contributed by the idle noise to the single-qubit crosstalk rotation rate (α/θ), as well as the ratio between the two-qubit
and single-qubit crosstalk rate (ϕ/θ) in a colour plot. All axes are shown in logarithmic scale. (a) Single qubit crosstalk rotation
angle θ = π

4
, with 4 spectator qubits. Dephasing and amplitude damping channels with strengths derived from the T1 and T2

parameters of ibm_torino quantum computer as part of the idling noise are included. (b) Same as (a), but without dephasing
or amplitude damping noise. (c) Same as (b), with the single-qubit rotation angle set as θ = π

8
(thus with 8 spectator qubits).

(d), (e) and (f) have the same settings as (a), (b) and (c), except that the rotation angles are set as 2π
8
, 2π

8
, 2π
17

which satisfies
the condition of the worst-case scenario of the angle mismatching in Equation D4.

rate scales linearly with respect to the number of spec-
tator qubits involved in the modified GHZ state. This
provides evidence to underpin the scalability of CSMQC.

Next we also examine the false negative rate subject to
idle noise only. That is, the probability of falsely report-
ing that there is no crosstalk. Due to limited simulation
power, we set the rotation angle produced by crosstalk
as θ = π

4
so that the largest number of spectator qubits

is 4. In this case, we also set ϕ = 0 without coherent ro-
tations of two qubits for simplicity. This test highlights
the relationship between the ZZ coupling strength and
the size of the crosstalk angle such that the false nega-
tive rate becomes detrimental to crosstalk detection when
their ratio is too high. In Figure 2b, we show the prob-
ability of not detecting crosstalk versus the ratio of the
ZZ coupling strength to the crosstalk angle. Similarly to
Figure 2a, we observe an overall trend in which the false
negative probability flattens when idle noise is dominated
by dephasing and damping channels, while a phase tran-
sition occurs when the ZZ coupling becomes dominant.

In particular, we find that the ratio such that this tran-
sition occurs is in the range between 1 × 10−2 to 1 × 10−1,
which defines the usefulness of this technique. Because
there are different numbers of spectator qubits {1,2,4}
responsible for detecting different numbers of crosstalk
perturbations, there are splittings between different num-
bers of spectator qubits, especially when the ZZ coupling
strength is low. This demonstrates a scenario where more
spectator qubits provides greater exposure to global idle
noise. Figure 2d shows the false negative probability plot-
ted against the number of perturbations. Surprisingly,
as the number of perturbations increases, the false nega-
tive probability slightly decreases. We interpret this phe-
nomenon as the consequence of noise generated from the
ZZ coupling channel contributing less to the total per-
turbations as the rotations caused by crosstalk increase
proportionally, thus improving the quality of detection.

We further evaluate the behaviour of the false negative
rate by sampling from different combinations of always-
on ZZ coupling strengths as part of idle noise, and the
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rate of the two-qubit coherent rotations ϕ as part of the
noise induced by crosstalk. In Figure 3, we show the
false negative rate with the ratios of the ZZ-coupling
strength and the two-qubit crosstalk rate ϕ to the single-
qubit crosstalk angle θ as the two variables. Full plots
with various numbers of crosstalk perturbations, spec-
tator qubits and angle θ are included in Appendix E.
In the scenarios where dephasing and damping noise are
included and the single-qubit crosstalk rotation angle θ
satisfies Equation 5 exactly (see Figure 3a, Figure 11a,
Figure 11b), the transition in the false negative rate oc-
curs when ϕ becomes large enough that the noise caused
by the always-on ZZ coupling and two-qubit crosstalk
is no longer overwhelmed by dephasing and amplitude
damping. By examining different numbers of perturba-
tions, we observe a general trend that the value of ϕ
where the transition happens decreases as the number
of perturbations increases, as more noise is generated
when there are more crosstalking gates. We also find that
the transition position for the ZZ-coupling strength ratio
(α/θ) increases slightly as the number of perturbations
increases, which is a result of its decreasing contribu-
tion to the overall noise as there are more perturbations.
Apart from this, since dynamical decoupling was applied
to stabilise the noise which includes nearest-neighbour
couplings, the change in the transition position is rela-
tively small for different number of spectator qubits. In
most cases, the transition happens when the ratio be-
tween other noise channels to the single-qubit crosstalk
rotation rate is around 10−1. The splittings between dif-
ferent numbers of spectator qubits at low ZZ coupling
strengths/low two-qubit crosstalk rate also persist in a
linear trend (see Figure 11d) with respect to the number
of spectator qubits due to the same reason as in Fig-
ure 2d and Figure 2b respectively. However, as from
the shallow gradient in Figure 11d, the impact of de-
phasing and damping noise would only become signifi-
cant (i.e. false negative rate = 0.1) when the number of
spectator qubits is > 19 and > 76 for devices with de-
phasing and damping noise similar to ibm_sherbrooke
and ibm_torino respectively. In the case without any
dephasing and damping noise, however, there is no obvi-
ous transition nor splittings as in Figure 3b, Figure 11c.

To address the problem of mismatching of the total
angle condition in Equation 5, we also simulate the de-
tection rate in the worst-case scenario where the differ-
ence between the actual rotated angle and the ideal angle
π is the maximum regardless of adding/subtracting one
spectator qubit. Specifically, we set

θ =
2π

2kn + 1
(17)

as the angle of rotation per spectator qubit, where n ∈ Z+

is the threshold number of spectator qubits for which
π − knθ > 0, and k is the smallest number in a chosen set
of crosstalk perturbation numbers (see Appendix D). Us-
ing this formula, we simulate the false negative rate again
for kn = 4 and kn = 8 (corresponding to θ = 2π

9
, 2π
17

). Due

to memory scaling and limited resources, dephasing and
amplitude damping noise are not included in the simula-
tion for θ = 2π

17
Figure 3d and Figure 3e with 4 spec-

tator qubits, shows the mismatching severely impacts
the detection rate, However, when there are 8 specta-
tor qubits involved , the performance at low ZZ-coupling
strength and the two-qubit crosstalk rate improves sig-
nificantly (Figure 3f) from an average of 0.250 to 0.075,
which agrees with our finding in Figure 10 and Figure 15
that false negative rate ∝ 1−cos(n−1)

2
given a fixed num-

ber of perturbations. We also observe that the transi-
tion positions α/θ and ϕ/θ are almost doubled when the
single-qubit rotation strengths θ are halved. This means
that the values of two-qubit coupling strengths α and ϕ
at transition positions remain almost unchanged thanks
to the good performance of dynamical decoupling even
when more spectator qubits are involved (as shown in
more comparisons in Figure 12c and Figure 14). Even
after considering the dephasing and damping noise that
was not included in this case, their net contribution to the
false negative rate is at most 0.02 for 8 spectator qubits
according to Figure 11d. Therefore, we anticipate that
there will a wide range of sweet regions where the false
negative probability is insignificant (<10−1). In practice,
the average angle of rotation induced by crosstalk per
spectator qubit is almost certain to be smaller than π/8,
which results in an even smaller ∆θ and thus false neg-
ative rate. Also, considering that the simulation tests
the worst-case scenario of maximal deviation in the total
angle, it is reasonable to expect the performance to be
better than simulated above.

IV. SIMULATION WITH BENCHMARKED
DEVICE PARAMETERS

A. Crosstalk noise characterisation for simulation

In this work, we implement a typical crosstalk noise
model — the reduced HSA model [18, 37] equipped with
real IBM quantum device error parameters determined
via idle tomography experiments — to emulate the ac-
tion of CNOT crosstalk on target qubit(s) in the IBM
quantum computers. We use the python package pyGSTi,
which provides an implementation of the reduced HSA
model to conduct the simulations. Due to limited re-
sources, we use the same crosstalk error parameters ob-
tained from [25], which were derived from experiments
conducted on ibm_hanoi, an IBM 27-qubit device with
CNOT gate as the two-qubit gate.

The reduced HSA model consists of three noise chan-
nels: Hamiltonian (coherent evolution of the quantum
state under the Pauli-basis Hamiltonian), Stochastic
(random Pauli errors which depolarise the quantum state
in some directions) and Affine (nonunital noise that
pushes the quantum state into a certain direction in the
Bloch sphere that is not the maximally mixed state) er-
rors. The three channels are explicitly represented by the
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Lindbladian error generators,

HP [●] = −i [P, ●]

SP [●] = P ● P − 1 ● 1

A[●] =
i

2
{[P,Q], ●} + iP ●Q − iQ ● P,

(18)

where P,Q ∈ {I,X,Y,Z}⊗n are an arbitrary Pauli-basis
of n target qubits of interest, among which the P s with
only one non-identity operator in the Hamiltonian chan-
nel has its Kraus representation the same as the uni-
tary rotation described in Section IIA, while others con-
tribute to Eother. Therefore, the dominance of single-
qubit Hamiltonian errors must serve as an important
condition for the success of CSMQC. By combining these
with their respective weights, the net generator is given
by

L[●] =∑
P

ϵHPHP [●] + ϵSPSP [●] + ϵAPAP [●], (19)

where ϵHP , ϵSP , ϵAP are the coefficients of the Lindbla-
dian error generators. Therefore, the mapping which de-
scribes the evolution of a state under these channels is
given in the super-operator form:

∣ρ⟫→ eL∣ρ⟫, (20)

where L is the Lindbladian generator in the representa-
tion of ∣ρ⟫ ∈ HT . Equation 19 can also be thought of as
a discretised case of a continuous-time dynamics of the
quantum state described by the following master equa-
tion,

dρ

dt
=∑

P

ϵHPHP [ρ] + ϵSPSP [ρ] + ϵAPAP [ρ]. (21)

As a result, we draw comparison between the magnitude
of coefficients for different error generators, benchmarked
using data from ibm_hanoi in Figure 4 using cumulative
statistics. We use the L2 norm of the error parameters
in the corresponding Pauli basis space to determine their
magnitude,

∥ϵ∥2 =
√

∑
v⃗

ϵ2σv⃗
(22)

where v⃗ is the Pauli basis space with 3 elements for single-
qubit errors and 9 elements for double-qubit errors. ϵσv⃗

denotes the corresponding error parameter in the σv⃗ ba-
sis.

From the statistics sampled as in Figure 4, we find that
the crosstalk on ibm_hanoi is dominated by single-qubit
Hamiltonian errors in terms of their L2 norm, which sat-
isfies our assumption. However, as denoted by the red
curve, a significant amount of two-qubit Hamiltonian er-
rors still persist, which may disrupt the performance of
CSMQC. Apart from these, all other stochastic and affine
noise channels are negligible, which is in agreement with
the artificial model of crosstalk noises in Section III. In
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FIG. 4. Cumulative density function (CDF) in logarithmic
scale demonstrating the L2 norm of the error parameters
sampled from ibm_hanoi on different noise channels. Ver-
tical lines indicate the median magnitude (0.5 on CDF) for
each of the error parameters. Noise is dominated by single-
qubit Hamiltonian errors with a median magnitude of 0.086,
followed by double-qubit Hamiltonian errors with a median
magnitude of 0.013, as well as other negligible noise channels.

later sections, we will discuss and compare the results
simulated using the error parameters scaled equally rel-
ative to their L2 norm as in Figure 4, as well as those
simulated using inhomogeneously adjusted error param-
eters in which only single-qubit Hamiltonian errors are
amplified.

Similarly, we also verify the feasibility of our assump-
tion on the range of influence of the noise by evaluating
the average magnitude of the noise at different distances
from the crosstalk source. For single-qubit errors, the
distance is defined as the minimum shortest path length
from the qubit v of interest that experiences the noise to
one of the two qubits a ∈ A (∣A∣ = 2) that produces such
noise,

dsingle ∶=min
a∈A

l(Pa,t), (23)

where Pa,t is the shortest path from qubit s to qubit
t. For the two-qubit errors, as they describe correlated
evolution experienced by two qubits, we define their dis-
tances as the product of the minimum shortest path
length between one of the two qubits t ∈ T (∣T ∣ = 2)
experiencing the noise to a qubit a ∈ A producing the
noise, and the shortest path length between the two tar-
get qubits t1, t2 ∈ T :

ddouble ∶= ( min
a∈A,t∈T

l(Pa,t)) l(Pt1,t2). (24)

In Figure 5, we plot the average L2 norm of the error
parameters for different noise channels as a function of
their distance from the source of crosstalk. Despite ob-
servations showing that the magnitude of the two-qubit
error parameters decays as the distance increases, it is
clear that the magnitude of the dominant error param-
eter: the single-qubit Hamiltonian channel maintains at
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(a) Single-qubit error parameters (ibm_hanoi)
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(b) Two-qubit error parameters (ibm_hanoi)
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FIG. 5. (a) Magnitude of the single-qubit crosstalk noise
parameters on a logarithmic scale as a function of the dis-
tance (minimum shortest path length) from the source to the
qubit(s) that experience the noise. We use the L2 norm of
the error parameters for a particular noise channel in the
space of the corresponding Pauli basis of one or two qubits
as its magnitude. (b) Magnitude of the two-qubit crosstalk
noise parameters (also in logarithmic scale) as a function of
weighted distance, which accounts for both the distance from
the sources of the noise to the nearest qubit experiencing the
noise and the distance between the two target qubits. Evi-
dently, the noise is dominated by the single-qubit Hamilto-
nian channel, followed by contributions from the two-qubit
Hamiltonian channel. The magnitude of the dominating noise
barely changes as the distance increases. While other noise
channels exhibit decaying trends in magnitude, their contri-
butions are minimal and have negligible impact on the overall
noise.

the same level as the distance changes. In general, the
noise parameters sampled from the IBM quantum de-
vice ibm_hanoi align well with the global range assump-
tion for noise influence between action and target qubits.
We also investigate the scaling of the error parameters
on specific qubits of the newer IBM quantum processors
ibm_torino in Figure 6b which employs Controlled-Z
(CZ) gate as the native two-qubit gate while exhibit-
ing improved performance in error reduction [44]. No-
tably, the correlations between the noise magnitude and
the distance/weighted distance are still minimal across
all channels, which reinforces that the globalness con-

(a) Single-qubit error parameters (ibm_torino)

0 5 10 15 20 25
dsingle

10 4

10 3

10 2

10 1

L2  N
or

m

single-qubit Hamiltonian
single-qubit Stochastic
single-qubit Affine

single-qubit Hamiltonian IDT
single-qubit Stochastic IDT
single-qubit Affine IDT

(b) Two-qubit error parameters (ibm_torino)
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FIG. 6. (a) Single-qubit error parameters magnitude versus
distance, but sampled from ibm_torino. The legends with
‘IDT’ labelling indicate the noise parameters sampled from
circuits without any crosstalking gates, or idle tomography.
(b) The corresponding two-qubit error parameters. The defi-
nition of the magnitude, distance, weighted distance and scale
of the vertical axis are all the same as Figure 5.

dition can hold true across different devices. However,
the magnitude of the single-qubit Hamiltonian error is
reduced even further compared to ibm_hanoi, making
it very close to the background noise when idle with-
out activating the CZ gate, as shown in Figure 6. This
reduces the influence of crosstalk noise on data qubits
and requires a larger number of spectator qubits in the
CSMQC circuit to detect its effect.

B. Approximation as single-qubit coherent rotation

To set up the modified GHZ state with better encapsu-
lated rotation axes, we propose a method to approximate
net crosstalk noise as a coherent single-qubit Hamiltonian
error along a specific axis in each qubit. Based on the
previous assumption of minimal contribution from other
noise channels, we approximate the action of the noise on
the reduced density operator as a single-qubit Hamilto-
nian error only and characterise the corresponding noise
parameters accordingly. We make this approximation so
that the rotation axes capture and utilise the rotation
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from both the single- and two-qubit channels. This turns
the two-qubit channel away from a purely disruptive fac-
tor and reduces the overall disruption from the two-qubit
channels if the axes are taken directly from the single-
qubit Hamiltonian component.

By treating the action of the crosstalk noise as single-
qubit errors, the evolution operator can be decomposed
onto each qubit, and thus the rotation axis affected
by crosstalk can be determined independently for each
qubit. To infer the rotation axis for a qubit subjected to
crosstalk, we sample the coordinates of the single-qubit
state’s path on its Bloch sphere for various crosstalk gate
counts, with g gates per timestep, using quantum state
tomography (QST). The coordinates are sampled from
the evolving state, where the parameters are determined
from a real device. Consequently, for the qubit with label
i, its Cartesian coordinates on the Bloch sphere are given
by the expectation values of the corresponding Pauli op-
erators at site i:

(x, y, z)i = (tr(Xiρ), tr(Yiρ), tr(Ziρ)) , (25)

where ρ is the density operator of the quantum sys-
tem. After some algebra (see details in Result C1 in
Appendix C), Equation 25 is shown to be equivalent to

(x, y, z)i = (tr(Xiρi), tr(Yiρi), tr(Ziρi)) , (26)

where ρi ∶= trHA∪T∖i
(ρ) is the reduced density opera-

tor of the quantum subsystem on qubit i. Hence, the
Pauli operator expectation values for qubit i can be de-
termined solely from its measured outcomes, independent
from measured outcomes of other qubits. In this method,
to minimise the cost of noise characterisation, we approx-
imate the rotation axis as being the normal to the plane
of a circle drawn through the three points. Specifically,
we obtain the Barycentric coordinates bµ of the circum-
centre with respect to each of the three points with label
µ ∈ {1,2,3},

bµ = h
2
µ ((1 − δ

ν
µ)h

2
ν −h

2
µ) , (27)

where h is a rank-1 tensor with each element hµ rep-
resenting the length of the side on the opposite of the
point µ of the triangle formed by the three points. δ is
the Kronecker-δ with δνµ = 1 if and only if µ = ν and 0
otherwise. Therefore, Cartesian coordinates of the cir-
cumcentre is given by

Oν =
bµX

µ
ν

∥bγ∥1
, (28)

where the Barycentric coordinates bµ serves as the weight
contribution for the sampled point µ, ∥bγ∥1 is the l1 norm
of b and X is a rank-2 tensor with columns equal to the
Cartesian coordinates of each of the three sampled points.
Hence, the Cartesian coordinates of centre of the circle O,
is expressed as the weighted sum of the three coordinates.
Finally, the normal vector or rotation axis can be deduced

from the cross-product between the vectors connecting
the sampled points to the circumcentre,

k̂ =
(xi −O) × (xj −O)

∥(xi −O) × (xj −O)∥2
, (29)

where xi is the Cartesian coordinates of the ith timestep
sampled points. In practice, we always set j > i and con-
strain the number of crosstalk gates g per timestep to
ensure alignment between the cross-product vector and
the actual rotation axis. Moreover, δ, the average an-
gle of rotation generated per crosstalk gate can also be
evaluated as

δ =
arccos ((xi −O) ⋅ (xj −O))

g(j − i)∥xi −O∥∥xj −O∥
, (30)

which is derived from the rule of dot product between
vectors xi −O and xj −O, with δg(j − i) as the angle
between them. The further normalisation factor g(j −
i) takes into account re-scaling the of the total rotated
angle caused by multiple gates into the average angle of
rotation per gate.

C. CSMQC Detection success rate analysis

Following the discussion in Section II A, we find that
there are non-negligible contributions to the crosstalk
noise that are not classified as the single-qubit Hamilto-
nian errors. In this subsection, we numerically evaluate
the performance of CSMQC in terms of its crosstalk de-
tection success rate when simulated with the full HSA
model using the noise parameters found on ibm_hanoi.
Due to the simulation cost scaling exponentially with the
number of qubits, the number of spectator qubits acces-
sible in simulation is limited. As a result, we artificially
amplify the crosstalk noise parameters on the correspond-
ing spectator qubits to fulfill Equation 5, Also, because
the single-qubit rotation axes are characterised by ap-
proximation, dynamical decoupling is not implemented
in this part as it introduces more errors than mitigates.
In this work, we test the success rate of crosstalk de-
tection by simulating crosstalk originating from qubit-0
and qubit-1, with up to four spectator qubits, using the
parameters characterised from ibm_hanoi.

As shown in Figure 7a, we demonstrate the detection
rate plotted against the number of crosstalking gates us-
ing a different number of spectator qubits. The param-
eters for all channels in the HSA model are uniformly
amplified for a given set of spectator qubits to emulate
original noise behavior. To make the demonstration more
realistic, the crosstalk induced by CNOT gates in the
construction and inversion of ∣MGHZn(K)⟩ on specta-
tor qubits are also simulated. As the number of gates
increases, we observe that the detection success rate de-
creases in a linear trend, which is a direct consequence of
the accumulated noise disruptions that are not from the
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(a) all parameters amplified
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(b) single-qubit Hamiltonian channel amplified
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FIG. 7. (a) The CSMQC crosstalk detection success rate
plotted against the number of gates applied to qubit-0 and
qubit-1. We used four (with label 2,3,5,8), two (with label
2,3) and one (label 2) spectator qubit(s) to detect 2m + 1,
4m + 2 and 8m + 2 (m ∈ N) gate counts respectively. In
each of the experiments, the parameters for all channels in
the HSA model are amplified by the same scale to emulate
the behaviour of the original noise with factors 2.368, 2.345
and 2.173 for four, two and one spectator qubit(s) respec-
tively. These numbers are calculated such that after scaling,
the average angle of rotation per crosstalk is δ = π/4 as in
Equation 30 . For consistency and to better simulate real
hardware, qubit 5,8 in two spectator qubits experiment and
qubit 3,5,8 in one spectator qubit experiment are the latency
qubits for idling, which has no gate(s) acted on them but still
included so that the dimension of HT is unchanged. (b) The
same plot with only single-qubit Hamiltonian noise param-
eter amplified (with factors 2.478, 2.412 and 2.22 for four,
two and one spectator qubit(s)), articulating the dominance
of single-qubit Hamiltonian noise channel and its importance
in improving the performance of the detected crosstalk.

single-qubit Hamiltonian channel. In the plot, the suc-
cess rate is above 0.8 for the number of gates less than 8,
indicating the width of the time window where CSMQC
performs well. Notably, when there is no crosstalk gener-
ated, it reports the detection success rate close to zero as
it should, hence few false positives. Similarly, we show
the same detection success rate plot in Figure 7b with
only the single-qubit Hamiltonian noise parameters am-

plified with factors 2.22, 2.412 and 2.418 for one, two
and four spectator qubit(s) respectively. In this case,
the overall success rate improves as the other noise chan-
nels play a less important role in disturbing the rotations
around the characterised rotation axes. Our simulations
with theoretical noise model in Figure 11a and 11b show
the detection success rates range between 0.748 to 0.974
(0.926 to 0.991) from 1 to 7 gates given the ratio between
the single and two-qubit Hamiltonian error at 0.15 (0.061
to 0.068) and negligible ZZ coupling strength. This re-
sult agrees with both of the results in Figure 7 to a large
extent, which uses the noise parameters sampled from
ibm_hanoi with the average ratio between single and
two-qubit Hamiltonian error at 0.15 as shown in Fig-
ure 4 and 0.061 to 0.068 after amplifying the single-qubit
Hamiltonian error only. Despite these agreements with
the previous model, the detection success rate is poorer
with fewer spectator qubits as in Figure 7a when all pa-
rameters are amplified. This may arise from stochastic
or asymmetric noise sources that were not taken into ac-
count in Section III.

D. Improving data qubits fidelity using CSMQC

Apart from the detection success rate, we further inves-
tigate the performance of CSMQC in a realistic scenario
where the data qubits are also included as described in
Figure 1. We also compare the results of CSMQC with
the traditional constant-frequency detection strategy us-
ing a single spectator qubit as in [25], thus demonstrating
its utility in filtering the shots contaminated by crosstalk
perturbations.

In the first demonstration, we place the data qubits to-
gether with the spectator qubits and prepare them in a
Bell state for idle tomography as shown in Figure 8a and
Figure 8b. After the crosstalk, the Bell state is unpre-
pared and its ‘orthogonality’ is determined through the
total variational distance (TVD) of the measured bit-
string counts to the bit-string counts of the ideal state:

TVD(P,Pideal) = sup
E∈Ω
∣P (E) − Pideal(E)∣, (31)

where in the context of this work, P is the normalised bit-
string counts distribution of the sample and Pideal is the
ideal normalised bit-string counts distribution. Since the
ideal state of the data qubits before the measurement is
∣00⟩, the TVD can be simplified to the proportion of the
measured results that do not belong to ∣00⟩. For com-
parison, the experiments are conducted with spectator
qubits prepared in the modified GHZ state ∣MGHZn(K)⟩
(Figure 8a) as introduced in this work and with just
one spectator qubit that is measured and reset after a
constant period [25] (Figure 8b). This method assumes
crosstalk occur in every possible circuit layer between two
measurement-and-reset pairs, with the resetting period
optimized for the highest probability of measuring ∣1⟩.
Similar to Section IV C, the crosstalk induced by CNOT
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FIG. 8. (a) Overview of the quantum circuit layout where two data qubits are prepared in a Bell state for idle tomography,
with spectator qubits placed next to them in the modified GHZ state. Crosstalk is generated only within the region of crosstalk
from nearby action qubits after both data and spectator qubits are prepared. Shots where crosstalk is detected are discarded
from the total counts. The green-shaded region (≤ 4 counts) has the significance that the perturbation counts below this
threshold are unlikely to be detected with high probability by the constant-period strategy. (b) The same circuit layout with
only one spectator qubit measured and reset after a constant period, which contains the number of available layers that gives
the highest probability of detecting the crosstalk by measuring the result ∣1⟩. (c) Plots showing the total variational distance
(TVD) between the ideal measured result (all ∣00⟩s) and the bit-string counts measured from the noisy state versus the number
of gates, which are distributed randomly within the ‘region of crosstalk’. All noise parameters in the HSA model are amplified
to match the condition in Equation 5 (by the same factor as in Figure 7). The proportion of the shots that are perturbed at
least once is 0.5. The half-length of the error bars is calculated based on two times the standard error sampled from 12 trials.
(d) Identical to (c), except that only the single-qubit Hamiltonian noise parameters are amplified to match Equation 5

gates in the construction and inversion of ∣MGHZn(K)⟩
is also included. However, we set the CNOT gate on data
qubits to be crosstalk-free so that the impact of crosstalk
comes from action and spectator qubits only. Never-
theless, in practice, the perturbation on ∣MGHZn(K)⟩
caused by crosstalk from data qubits would be relatively
easy to cancel by applying the inverse of the benchmarked
crosstalk rotation. In both Figure 8c with all parameters
in reduced HSA noise model amplified and Figure 8d with
only the single-qubit Hamiltonian noise parameters be-
ing amplified the same as in Figure 7, the TVD of the
state after filtering the shots with detected crosstalk us-
ing CSMQC outperforms the constant-period strategy for
the number of perturbations smaller than the resetting
period of 4 layers. Thus, the total number of measure
& resets is two within 7 layers.. The significance of this
comes from the fact that 4 layers of crosstalk pertur-
bations yield the highest probability of measuring the

state ∣1⟩, and numbers below this threshold are unlikely
to be detected with high probability by the constant-
period strategy, as indicated by the green-shaded region.
Of course, in a realistic scenario without amplifying the
noises, the number of available layers in the resetting
period would roughly increase proportionally, extending
the domain where CSMQC outperforms the constant-
frequency strategy. Therefore, this result demonstrates
the utility of CSMQC in recognising crosstalk with noise
from IBM superconducting quantum computers, espe-
cially when the number of perturbations is sparse yet
still harmful to the quantum states of the data qubits.
When the number of perturbations increases, the perfor-
mance of CSMQC largely depends on how dominant the
single-qubit crosstalk rate is compared to other channels:
by comparing the results in Figure 7a with Figure 8d, it
reveals that the TVD after filtering scales much more
slowly when the ratio between the single-qubit Hamilto-
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FIG. 9. (a) Overview of the quantum circuit layout when a random circuit is generated on the data qubits, with spectator
qubits placed next to it in the modified GHZ state. Same as in Figure 8, crosstalk is generated from nearby action qubits
after both data and spectator qubits are prepared. The shots with crosstalk detected are discarded from the overall counts.
When a gate in the random circuit coincides with the crosstalk evolution in the same layer, the crosstalk is applied first. (b)
Same circuit layout, with only one spectator qubit measured and reset at a constant period, which is the optimal number of
available layers that gives the highest probability of detecting the crosstalk[25] by measuring the result ∣1⟩. (c) Plots showing
the average fidelity between every ideal final state generated by the corresponding random circuit to the corresponding noisy
state versus the number of perturbations distributed arbitrarily within the ‘region of crosstalk’. All noise parameters in the
HSA model are amplified to match the condition in Equation 5 (by the same factor as in Figure 7). The proportion of the shots
that are perturbted by crosstalk at least once is 0.5. The half-length of the error bars ares calculated based on two times the
standard error sampled in 12 trials (Hence 12 distinct random circuits). (d) Same as (c), but only single-qubit Hamiltonian
noise parameters are amplified to match Equation 5

nian noise parameters to other noises are amplified.
In the next demonstration, we conduct similar ex-

periments as in the earlier ones, comparing the per-
formance of CSMQC (Figure 9a) and the traditional
constant-frequency strategy (Figure 9b) using the am-
plified crosstalk noise parameters. However, instead of
evaluating the TVD of the Bell state idle tomography,
we apply random circuits to the data qubits and evalu-
ate the final state fidelity, both filtered when crosstalk
is detected and unfiltered, against the ideal state. The
random circuits are constructed by randomly selecting a
gate from the Clifford set generators {H,S,CNOT} plus
the T gate to a random qubit (for CNOT we choose a ran-
dom orientation) to every available layer in the region of
crosstalk. The fidelity of the final state is computed as
follows:

F (ρ, ρideal
) = Tr (ρρideal) , (32)

where ρ is the noisy state density matrix

ρ = (1 − λ)ρideal
+ λ ∑

i∈crosstalk patterns
piEi(ρ

ideal
) (33)

and ρideal is the ideal density matrix of a pure state
generated by a random circuit. In the unfiltered case,
λ = 0.5 is consistent with the proportion of shots contain-
ing crosstalk the same as in Figure 8. In the filtered case,
where the shots with detected crosstalk are removed, we
expect λ < 0.5. The noisy state density matrix ρ is re-
constructed via Quantum State Tomography, a canonical
way of obtaining a full picture of any quantum state by
measuring the state in different Pauli basis [11]:

ρ = ∑
σv∈{I,X,Y,Z}⊗nD

Tr (σvρ)σv
2nD

, (34)

where nD is the number of data qubits involved. In Fig-
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ure 9c and Figure 9d, we observe a trend that further
reinforces our observation from Figure 8: The fidelity
of the state after filtering shots with detected crosstalk
using CSMQC outperforms the constant-frequency strat-
egy when the number of crosstalk perturbations is sparse
or fewer than the available layers in the resetting period,
and the rate of fidelity decaying is strongly correlated
with the dominance of the single-qubit crosstalk rotation
rate relative to other noise channels.

V. DISCUSSION

In this paper, we have presented a novel strat-
egy, Crosstalk-Spectating Quantum Multiple Coherences
(CSQMC), for indicating the presence of crosstalk in a
shared quantum computing environment. This work fo-
cused on the context where crosstalk could interfere with
the quantum circuits executed by multiple users, who
lack the knowledge about when this is going to happen
due to privacy constraints. By amplifying the pertur-
bation signal generated by crosstalk, even sparsely dis-
tributed crosstalk over the time domain can be detected.

We constructed an artificial model to quantitively anal-
yse the detection success and false negative probabilities
of CSMQC under different challenges of excessive noise.
These included the idle noise generated by the always-on
ZZ couplings, dephasing and amplitude damping chan-
nels; other sub-dominant crosstalk channels such as the
two-qubit coherent rotations; as well as the total an-
gle mismatching in the worst-case scenario. Simulations
showed that CSMQC performs effectively when the ra-
tio between two-qubit and single-qubit crosstalk coherent
rotations noise is less than 10−1, and increasing the num-

ber of spectator qubits mitigates the impact of total angle
mismatching.

Beyond the artificial model, we examined the perfor-
mance of CSQMC’s detection success using the crosstalk
noise parameters benchmarked from real IBM quantum
computers. These results agreed with the prediction from
the artificial model. In the context of attack and defence,
where malicious users launch the crosstalk attacks using
crosstalking gates, CSMQC demonstrated clear utility
over the traditional constant-frequency strategy, partic-
ularly when the number of attacks is smaller than the
available number of layers in the resetting period. How-
ever, we noted that CSMQC’s performance still heavily
depends on how dominant the single-qubit crosstalk rate
is, which is less favourable in one of the latest quantum
computers. From another perspective however, the im-
pact of crosstalk becomes less critical or even negligible,
as the noise caused by crosstalk is indistinguishable from
the background idle noise.
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Appendix A: State evolution in CSMQC

First, before executing any computation on the data qubits, a GHZ state is prepared on the n spectator qubits,
which makes the overall state comprised of d data (TD), n spectator qubits (TS) and two action qubits (A) into

∣ψ(t1)⟩ = ∣0⟩
⊗d
⊗
∣0⟩
⊗n
+ ∣1⟩

⊗n
√
2

⊗ ∣00⟩

= ∣0⟩
⊗d
⊗ ∣GHZn⟩⊗ ∣00⟩ ,

(A1)

where ∣ψ(t1)⟩ ∈ HTD
⊗HTS

⊗HA, and dimHTD
= 2d, dimHTS

= 2n, dimHA = 4. Then, the GHZ state prepared on
the spectator qubits is modified into ∣MGHZn(K)⟩ by rotating each qubit to match the rotation axes for each qubit
found in the characterisation process as outlined in the assumption made in Section II A,

∣MGHZn(K)⟩ = (
n

⊗
i=1
U(ki)) ∣GHZn⟩

=
∣k+1 ,k

+
2 ,⋯,k

+
n⟩ + ∣k

−
1 ,k

−
2 ,⋯,k

−
n⟩√

2
,

(A2)

where K = (k1,k2,⋯,kn) is the n× 3 tensor such that ki is the rotation axis found on spectator qubit i. The unitary
U(ki) denotes the operation that maps a qubit from state ∣0⟩ to state ∣k+i ⟩ that lies on position aligned with vector
ki on the Bloch sphere, so that

U(ki) ∣0⟩ = ∣k
+
i ⟩ , U(ki) ∣1⟩ = ∣k

−
i ⟩ , (A3)

and it is easy to show that ∣k−i ⟩ corresponds to the state lies on the position anti-aligned with the vector ki on the

Bloch sphere. For conciseness, we will denote U ∶=
n

⊗
i=1
U(ki) in the remaining parts of this paper. We also apply the

modified stabiliser for ∣MGHZn(K)⟩ to implement dynamical decoupling (DD) on spectator qubits, which evolves the
overall state into

∣ψ(t2)⟩ = ∣0⟩
⊗d
⊗ ∣MGHZn(K)⟩⊗ ∣00⟩ . (A4)

This aims to suppress other noises that do not result from crosstalk during the detection but from the preparation
circuit and its Hermitian conjugate. The detailed deduction is discussed in Appendix B.

After preparing the spectator qubits, crosstalk perturbations are launched to disrupt both data and spectator
qubits, which as shown in Figure 1a. According to the condition set previously in Equation 1 and 5, after a total of
m crosstalking gates has been executed on the action qubits, the state evolves into

((1 − ϵ)e−imHρD,Se
imH
+ ϵEother(ρD,S))⊗U

⊗mρMU
†⊗m

=(1 − ϵ)e−imHρD,Se
imH
⊗U⊗mρMU

†⊗m
+O(ϵ),

(A5)

where H =
n+d
∑
i=1

ki ⋅σi = HTS
+ HTD

is the single-qubit Hamiltonian generator for the rotation around ki for each

qubit. Based on our assumption of small ϵ, the O(ϵ) term is neglected for ease of further computation. Therefore,
Equation A5 can be approximated to

e−imHρD,Se
imH
⊗U⊗mρMU

†⊗m ∶= ∣ψ(t3)⟩ ⟨ψ(t3)∣ . (A6)

Consequently, the overall state after sensing crosstalk noise is given by

∣ψ(t3)⟩ = (
n+d
⊗

i=n+1
Rki
(δi)) ∣0⟩

⊗d
⊗
∣k+1 ,k

+
2 ,⋯,k

+
n⟩ + e

−im
n

∑
i=1

δi
∣k−1 ,k

−
2 ,⋯,k

−
n⟩√

2
⊗Um

∣00⟩ . (A7)

To detect the amplified phase θ = m
n

∑
i=1
δi as a function of the number of crosstalk perturbations m, we apply the

inverse of the modified GHZ state preparation circuit and measure the last qubit of the spectator qubits which has
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its probability amplitude as a cosine function of the total rotated angle. Therefore, after applying the inverse gates,
the state on the last spectator qubit with label n is expressed as

TrSn−1,D,M(ρ(t4)) =
1

2
((1 + cos(θ)) ∣0⟩ ⟨0∣ − sin(θ) ∣0⟩ ⟨1∣

+ sin(θ) ∣1⟩ ⟨0∣ + (1 − cos(θ) ∣1⟩ ⟨1∣ ),
(A8)

with the probability of measuring 1 equal to

P (∣1⟩n) =
1 − cos(θ)

2
. (A9)

Appendix B: Modified GHZ state dynamical decoupling

From the stabiliser group S of an arbitrary GHZ state of n qubits, we have X⊗n ∈ S such that

X⊗n ∣GHZn⟩ = ∣GHZn⟩ , (B1)

which is also used as the pulse of dynamical decoupling (DD) in MQC [33]. By inserting an identity operator U†U = 1

decomposed as a product of unitary and its Hermitian conjugate, Equation B1 becomes

X⊗nU†
U ∣GHZn⟩ = ∣GHZn⟩ , (B2)

which simplifies down to

X⊗nU†
∣MGHZn(K)⟩ = ∣GHZn⟩ . (B3)

By applying the modifying unitary to both sides of Equation B3, we obtain

UX⊗nU†
∣MGHZn(K)⟩

= ∣MGHZn(K)⟩ .
(B4)

Therefore, the transformed stabiliser as well as the DD operation for the modified GHZ state can be found as

S̃ ∶= UX⊗nU†. (B5)

After some simplification, the unitary operation that maps the ordinary GHZ state ∣GHZn⟩ to the modified GHZ
state with DD can be expressed as

UX⊗n. (B6)

We also show that rotations around the axes in K are guaranteed to be decoupled by this modified stabiliser from
the simple anti-commutation relation between Pauli-X and Z operators:

{X⊗n, Z⊗n} = 0

U{X⊗n, Z⊗n}U†
= 0

UX⊗nZ⊗nU†
+ UZ⊗nX⊗nU†

= 0

UX⊗nU†
UZ⊗nU†

+ UZ⊗nU†
UX⊗nU†

= 0

{S̃,UZ⊗nU†
} = 0.

(B7)

Hence, by changing the basis from Z⊗n to K, it is easy to show

{S̃,U
n

⊗
i

Rz(δi)U
†
} = {S̃,

n

⊗
i

Rki(δi)} = 0. (B8)
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Appendix C: Equivalence between Equation 25 and Equation 26

Result C1. The expected value of a unitary Ui specifically acting on qubit with label i, tr(Uiρ), in a quantum system
S comprised of n qubits is equal to its expected value with respect to the reduced density operator of the quantum
system on qubit i, tr(Uiρi), where ρi = trS∖i(ρ) is the reduced density operator.

Proof. We start the proof from the LHS of the equation, that is the expected value of unitary Ui on qubit i with
respect to the quantum system ρ: tr(Uiρ). Expanding the density operator ρ in terms of its subsequent pure states
component, we have:

tr (Uiρ) = tr(Ui∑
k

pk ∣ψk⟩ ⟨ψk ∣) , (C1)

where pk is the probability of the underlying pure state ρk = ∣ψk⟩ ⟨ψk ∣ satisfying the born rule of probability∑
k
pk = 1. In

the matrix representation, the trace sums all diagonal matrix elements in the computational basis. Hence, Equation C1
is further expanded as

tr (Uiρ) = ∑
x∈{0,1}⊗n

⟨x∣Ui∑
k

pk ∣ψk⟩ ⟨ψk ∣ ∣x⟩, (C2)

where x = (x1, x2,⋯, xn)
T , xj ∈ {0,1} is the n-element vector representing the bitstring of a n-qubit basis computa-

tional state. Therefore, the summation over x on qubit i and others can be dealt separately,

tr (Uiρ) =∑
k

pk∑
x̂

∑
xi

⟨xi∣⊗ ⟨x̂∣Ui ∣ψk⟩ ⟨ψk ∣x̂⟩⊗ ∣xi⟩, (C3)

where x̂ = (x1,⋯, xi−1, xi+1,⋯xn)
T ∈ {0,1}⊗n−1 is reduced vector from x after removing element xi. By expressing

the pure state component ∣ψk⟩ as the linear combination of its underlying orthonormal basis states, the inner product
can be rewritten as

⟨x̂∣Ui ∣ψk⟩ = ⟨x̂∣Ui∑
x′
cx′ ∣x

′
⟩

= ⟨x̂∣Ui∑
x̂′
∑
x′i

cx′ ∣x̂′⟩⊗ ∣x
′
i⟩

= ⟨x̂∣∑
x̂′
∑
x′i

cx′ ∣x̂′⟩⊗Ui ∣x
′
i⟩

= Ui ⟨x̂∣∑
x̂′
∑
x′i

cx′ ∣x̂′⟩⊗ ∣x
′
i⟩

= Ui ⟨x̂∣ψk⟩ ,

(C4)

where cx′ is the amplitude of the component x′. Since the unitary Ui is uniquely acting on qubit i, it can be moved
outside from the inner product. Therefore, the expected value of the unitary Ui is simplified to

tr (Uiρ) =∑
xi

⟨xi∣⊗Ui (∑
x̂

⟨x̂∣∑
k

pk ∣ψk⟩ ⟨ψk ∣x̂⟩)⊗ ∣xi⟩

=∑
xi

⟨xi∣⊗Ui (∑
x̂

⟨x̂∣ρ ∣x̂⟩)⊗ ∣xi⟩

=∑
xi

⟨xi∣Uiρi ∣xi⟩

= tr (Uiρi) .

(C5)

As above, we have proved the claim Result C1.
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Appendix D: Total angle mismatching

In practice, one should expect that the condition in Equation 5 is often not exactly satisfied due to the fact that π
does not equal the sum of the total angle rotated per crosstalk gate. However, one has the freedom of choosing which
are the spectator qubits that constitute the modified GHZ state. Therefore, an upper bound of the deviation from
the total rotated phase to π is expected. In this analysis, we approach this problem by assuming the single-qubit
crosstalk rotation angle is θ for each spectator qubit for simplicity. Therefore, letting n denote the largest number
of spectator qubits such that π − nθ > 0, the condition for a maximal difference between total rotated phase and π
(which is responsible for detecting perturbations with counts in {1,3,5⋯}) is

π − nθ = (n + 1)θ − π. (D1)

Hence,

θ =
2π

2n + 1
(D2)

The significance of the RHS of Equation D1 is that it guarantees the phase difference to π is the same for n and
n + 1 spectator qubits. Therefore, even if θ is smaller than as in Equation D1, one could simply choose to add an
extra spectator qubit so that the total rotated phase is closer to π again. Similarly, the condition for θ when used to
detecting perturbations with counts {2,6⋯},{4,⋯} is given by

π − 2nθ = 2(n + 1)θ − π

π − 4nθ = 4(n + 1)θ − π

⋯,

(D3)

where, n is the largest integer such that π − 2nθ > 0, π − 4nθ > 0,⋯. Therefore, the general formula for θ satisfying the
above conditions is

θ =
2π

2kn + 1
, (D4)

where k = 1,2,4,⋯ is the smallest number of perturbations in the set that the modified GHZ state is responsible to
detect for. i.e. k = 1 for {1,3,5,⋯} number of perturbations, k = 2 for {2,6,⋯}, respectively. From above, it is easy to
see that the value of n depends on k directly such that the product kn must equal a constant integer, which satisfies
π − knθ > 0. Deriving from Equation D3, the formula for the deviation from the ideal phase ∆θ is given by:

∆θ = θtarget − θactual

= k′ (
π

k
− nθ)

=
πk′

k(2kn + 1)
,

(D5)

where k′ is the actual number of perturbations and θ is substituted from Equation D4. Therefore, given the number
of perturbations k′ (which belongs to a particular set of counts with the smallest number of perturbations k), the
more the spectator qubits are (or the less the angle θ), the less the deviation from the ideal phase as in Figure 10.

When the ideal phase θtarget = π, the detection success P (∣1⟩)/false negative rate P (∣0⟩) can be thus written as

P (∣1⟩) =
1 − cos (θactual)

2
=
1 − cos (π −∆θ)

2
=
1 + cos(∆θ)

2

P (∣0⟩) = 1 −
1 − cos (θactual)

2
=
1 + cos (π −∆θ)

2
=
1 − cos(∆θ)

2
.

(D6)
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FIG. 10. Graphics showing the decaying of ∆θ as more spectator qubits are involved/single-qubit crosstalk angle reduces.
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Appendix E

In this section, we present the colour plots depicting false negative rates (P(∣0⟩)) as functions of the ratios of the
idling always-on ZZ coupling rate (α) and the two-qubit crosstalk rate (ϕ) to the single-qubit crosstalk rotation rate
(θ) in different settings. All relevant plots are referenced and discussed in the main text.

(a) Dephasing and amplitude damping derived using T1 and T2 from ibm_torino, θ = π
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(b) Dephasing and amplitude damping derived using T1 and T2 from ibm_sherbrooke, θ = π
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(c) No dephasing and amplitude damping, θ = π
4

with maximum of 4 spectator qubits
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FIG. 11. Colour plots on different numbers of crosstalk perturbations with the ratio of ZZ coupling strength to single-qubit
crosstalk angle θ = π

4
and the ratio of two-qubit crosstalk rate ϕ to single-qubit crosstalk angle θ as the variables. The

corresponding surface plots with more details in error bars are included in [45]. (a) Used the strengths of dephasing and
amplitude damping derived from T1 and T2 of ibm_torino. (b) Used the strengths of dephasing and amplitude damping
derived from T1 and T2 of ibm_sherbrooke. (c) No dephasing and amplitude damping channels are included. All variables
are shown in a logarithmic scale. The single-qubit crosstalk angle is chosen as θ = π

4
to match the largest number of spectator

qubits (m = 4). On top of this, two redundant qubits are also included in the simulation but not part of the modified GHZ
throughout the process. (d) Mean false negative rate in the flat region (ratio for two-qubit crosstalk rate and ZZ coupling
strength < 10−2) when dephasing and amplitude damping noise are included, with single-qubit crosstalk angle θ = π

4
.
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(a) T1 and T2 from ibm_torino, θ = 2π
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(b) T1 and T2 from ibm_sherbrooke, θ = 2π
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with maximum of 4 spectator qubits
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FIG. 12.
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(c) No dephasing and amplitude damping, θ = 2π
9

with maximum of 4 spectator qubits
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FIG. 12. Same plots as Figure 11a, Figure 11b, and Figure 11c but θ = 2π
9

as the angle satisfying the condition in Appendix D.
The corresponding surface plots with more details in error bars are included in [45].

No dephasing and amplitude damping, θ = π
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with maximum of 8 spectator qubits
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FIG. 13. Same plot as Figure 11c but θ = π
8

(with a maximum of 8 spectator qubits) as the angle satisfying the condition in
Equation 5. The corresponding surface plots with more details in error bars are included in [45].
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No dephasing and amplitude damping, θ = 2π
17

with maximum of 8 spectator qubits
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FIG. 14. Same plot as Figure 11c but θ = 2π
17

(with a maximum of 8 spectator qubits) as the angle satisfying the worst-case
scenario condition in Appendix D. The corresponding surface plots with more details in error bars are included in [45].
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FIG. 15. Mean false negative rate in the flat region (ratio for two-qubit crosstalk rate and ZZ coupling strength < 10−2) versus
the deviation from the ideal phase in the worst case choice of θ. Each point corresponds to the average of the false negative
rate over all the data that has the same amount of deviation from the ideal phase satisfying Equation D5. No dephasing or
amplitude-damping noise is involved. Since the amount of deviation is inversely proportional to the number of spectator qubits,
the robustness to angle mismatching increases as the number of spectator qubits increases.
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