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Using concepts from quantum cryptography, we show how entanglement in many-body mixed
states is reflected in standard correlation functions. Focusing on systems in thermal equilibrium
with an environment, we ask whether the entanglement in the system can be used as a resource
for distilling private keys—random classical bits that are shared by spatially separated observers
but hidden from an eavesdropper having access to the environment. Since private keys cannot be
generated using separable states, we can infer the presence of entanglement from the success of such
protocols. We derive a simple relation between the information accessible to the eavesdropper and
the linear response of the system. This relation allows us to determine which spatial correlations
can be used to detect entanglement across wide varieties of physical systems, and provides a new
experimental probe of entanglement. We also show that strong symmetries of a density matrix imply
the existence of correlations that are always hidden from the environment. This result implies that,
although grand canonical ensembles are separable above a finite temperature, canonical ensembles
are generically entangled at all finite temperatures.

The study of entanglement has provided a unifying de-
scription of correlations in many-body quantum ground
states [1–6]. Extending this program of research to fi-
nite temperatures promises similar conceptual advances.
However, unlike pure states, mixed quantum states can
exhibit correlations that are entirely classical, and distin-
guishing these from entanglement is a challenge in macro-
scopic systems [7–11]. In this Letter, we show how cor-
relations between local observables in many-body ther-
mal states can be related to entanglement through the
operational task of quantum key distillation (QKD)—an
important protocol in quantum cryptography [12].

Entangled states are useful in cryptography because
entanglement is monogamous: the more entangled two
degrees of freedom are, the less correlated they can be
with any other parties who may be eavesdropping [13].
For instance, two parties who share Einstein-Podolsky-
Rosen (EPR) pairs can perform local measurements to
generate a private key [12], a uniformly distributed ran-
dom string of bits known only to the observers who per-
form the measurements, which can be used to encrypt
messages. More generally, keys can be extracted from
the private correlations contained within generic, noisy
entangled states. This process, known as QKD, involves
local operations as well as a ‘public’ communication chan-
nel to which eavesdroppers have access (see Fig. 1).

By considering QKD protocols, we introduce a frame-
work to quantify the privacy of correlations in many-body
quantum systems that are in thermal equilibrium with
an environment. When privacy is defined relative to an
eavesdropper having access to the environment degrees
of freedom, the success of such a protocol implies that
the system is entangled [14, 15]. Using these new meth-
ods, we show that privacy in the correlations between lo-
cal observables is ubiquitous at low finite temperatures.
Notably, QKD is possible in many situations where en-
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FIG. 1. Left: In conventional few-body QKD protocols, two
honest parties who have access to a bipartite entangled state
ρAB and a public classical communication channel distill per-
fectly correlated random classical bits (a key) that are private
from any eavesdropper E holding degrees of freedom such that
ΨABE is pure. Right: In the many-body setting, we instead
consider QKD protocols that access two subregions A and B
of a larger state ρABC , with the eavesdropper holding degrees
of freedom E such that ΨABCE is pure. Successful distillation
implies the presence of entanglement across all bipartitions
AC1 : BC2 that separate A from B, where C = C1C2.

tanglement distillation [16] (the generation of EPR pairs
from the state) is not. This is because EPR pairs are
necessarily uncorrelated with all degrees of freedom in-
cluding any others within the system, whereas private
keys need only be uncorrelated with the environment.

One of our central results is to relate the privacy of cor-
relations, and hence entanglement, to standard probes of
a thermal state’s linear response [17]. This relation al-
lows us to explore the operational meaning of thermal en-
tanglement throughout quantum phase diagrams. In the
presence of conserved charges, we also reveal an essential
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difference between canonical and grand canonical ther-
mal ensembles, which respectively have strong and weak
symmetry. In particular, we prove that mixed states with
strong symmetries possess information that is perfectly
shielded from the environment, which implies that arbi-
trarily weak correlations can be used for QKD. Using this
result we show that canonical ensembles are generically
nonseparable at high finite temperatures. Grand canon-
ical ensembles are, on the other hand, exactly separable
above a finite temperature [18].

Setup.— We consider two spatially separated ‘hon-
est parties’ A and B who wish to communicate with
one another while guaranteeing that no other party E
(the eavesdropper) can read their message. They are
given access to their respective parts of a state ρABC ,
where C is the complement of AB in the system, while
E holds degrees of freedom such that the global state
ΨABCE ≡ |Ψ⟩ ⟨Ψ| is pure. This state can be generated
repeatedly, and we denote the total number of copies
used by R. In addition, A and B can use a public classi-
cal communication channel, which E can access but not
modify. This setup is illustrated in Fig. 1.

Using these resources, the honest parties implement a
QKD protocol, the aim of which is to generate a shared
private key. The key k⃗ = k1, . . . , kKR is uniformly ran-
dom over all 2KR possible KR-bit strings and is acces-
sible to both A and B; here K is the key rate, with
0 ≤ K ≤ 1. The key is private from the eavesdrop-
per if all the information held by E at the end of the
protocol (the quantum states and any publicly commu-

nicated data) is uncorrelated with k⃗ [19]. Once A and
B have generated this key, they can use it for one-time
pad encryption over the public channel, enabling private
classical communication between the two.

QKD protocol.—The strategies we consider have the
following structure. In each of the R rounds, the parties
A and B each perform binary local measurements on a
single copy of their state. These can be described by pos-
itive operator-valued measures (POVM) MA,a and MB,b,
respectively, which are local operators such that e.g. the
outcomes a of the measurement in A occur with prob-
abilities pa = Tr[ρAMa], where ρA = TrBE [ρABE ], and
the conditional states ρBE,a = TrA[MaρABE ]/pa. After-
wards, A and B each has a random string of R indepen-
dently and identically distributed bits, a⃗ = a1, . . . , aR
and b⃗ = b1, . . . , bR, while E has access to the correspond-
ing conditional state ρE,a1b1 ⊗ · · · ⊗ ρE,aRbR , which they
collect over the R rounds.
The amount of information that E can learn about the

random variable a⃗ using measurements on their states is
upper bounded by RχE , where

χE = S(ρE)−
∑
a

paS(ρE,a). (1)

is the Holevo quantity [13]; here S(ρ) = −Tr[ρ log2 ρ] de-
notes the von Neumann entropy. Likewise, a standard

result from classical Shannon theory implies that B can
extract RIab bits’ worth of information about a⃗ from
their bitstring in the asymptotic limit R → ∞, where
Iab = Ha +Hb −Hab is the mutual information, and e.g.
Ha = −∑a pa log2 pa is the Shannon entropy of a clas-
sical random variable a [20]. Heuristically, if Iab > χE ,
then the discrepancy (Iab −χE)R represents the amount

of information contained in a⃗ that is available from b⃗, but
inaccessible to E: the ‘private information’ [13].

In fact, Refs. [21, 22] present generic strategies for A
and B to post-process their data such that each ends up
with a copy of k⃗ of length KR, where at large R the key
rate K approaches

K = Iab − χE , (2)

for Iab > χE , and K = 0 otherwise. This strategy (see
[23] for an informal outline), which uses ‘one-way’ public
communication from A to BE, is unconditionally pri-
vate, in that there is no possible strategy for the eaves-
dropper to learn k⃗ using their states and any data sent
over the public channel. If party B is allowed to opti-
mize their measurement strategy over POVMs acting on
the state ρB,a1 ⊗ · · · ⊗ ρB,aR

instead of simply applying
a fixed POVM in each round, then Iab is replaced by
χB = S(ρB)−

∑
a paS(ρB,a). Note that although we are

considering R-round protocols (with R large) the rate in
Eq. (2) is computed from properties of a single copy of
the density matrix ρABE .

Entanglement.—When E holds a purification of the
mixed state, the success of this QKD protocol informs
us about entanglement in ρABC . Crucially, if ρABC is
separable between A and BC [24], then for any QKD
protocol, including the one described above, the key rate
K = 0 [14, 15, 23, 25, 26]. Therefore, if parties A and
B are able to distill private keys from their local mea-
surements, then there must be entanglement across all
bipartitions of the kind shown on the right in Fig. 1. Al-
though ρABC must not be separable if we are to achieve
K > 0, it is possible that ρAB is separable.

Thermal states.— We now turn to QKD from ther-
mal states of a many-body system ABC with Hamil-
tonian H that is in thermal equilibrium with an envi-
ronment (the eavesdropper) at finite temperature T =
1/β. The standard thermal density matrix of the system
ρβ = Z−1

β e−βH where Zβ = Tre−βH . If H is invari-
ant under global unitary transformations U , then ρβ is
said to have a weak symmetry UρβU

† = ρβ . Identify-
ing the symmetry sectors q with corresponding projec-
tors Πq, i.e. H =

∑
q ΠqHΠq, another natural choice is

to consider the thermal ensemble within a single sector,
ρβ,q = Z−1

β,qe
−βHΠq with Zβ,q = Tr[e−βHΠq], which is

strongly symmetric Uρβ,q = ρβ,qU ∝ ρβ,q. When the
symmetry corresponds to U(1) charge conservation, ρβ
is known as a grand canonical ensemble, while ρβ,q is a
canonical ensemble.
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For a system density matrix ρ, which is here either ρβ
or ρβ,q, the canonical purification on ABCE is

|Ψ⟩ ∝ [
√
ρ⊗ 1E ] |Ψ0⟩ , (3)

where |Ψ0⟩ is a maximally entangled state between ABC
and E. By considering a scenario where party A performs
weak measurements of a local operator OA, and working
at the lowest nontrivial order in the strength µ of these
measurements, we will relate χE and Iab to the linear
response of the thermal state and its spatial correlations,
respectively.

A weak two-outcome measurement of OA can be rep-
resented by the POVM

MA,a =
1

2

(
1 + (−1)aµOA

)
, (4)

where a = 0, 1 and µ ≪ 1. The post-measurement
states of E are then ρE,a = p−1

a ρ1/2Msρ
1/2, where

pa = Tr[ρMa]. Expanding the expression for χE for such
MA,a in powers of µ, we find that χE = 1

2µ
2∂2

µχE+O(µ3)
with [23]

[ln 2]−1∂2
µχE =

1

2π

∫ ∞

−∞
dω [βωb(βω)]sOA

(ω, β), (5)

where sOA
(ω, β) =

∫∞
−∞ dt ⟨OA(t)OA⟩β,c eiωt is the spec-

tral function of OA, defined here as the Fourier trans-
form of the connected autocorrelation function [27], and
b(βω) = [eβω − 1]−1 is the Bose function. To ar-
rive at this expression we have used detailed balance
sOA

(−ω, β) = sOA
(ω, β)e−βω. Equation (5) is one of

our central results: for thermal states (ρβ or ρβ,q) the
information accessible to the eavesdropper is related to
the relaxation of the observable OA.

The classical mutual information Iab between out-
comes of measurements in A and B depends on the
measurement strategy. For the measurement of party
B it is convenient to consider the POVM MB,b =
1
2 (1 + (−1)bOB) with b = 0, 1, where we have scaled
OB such that ||OB ||∞ = 1. At small µ we then find
Iab = 1

2µ
2∂2

µIab + O(µ3), where as above the derivative
is evaluated at µ = 0, and

[ln 2]−1∂2
µIab =

⟨OAOB⟩2β,c
1− ⟨OB⟩2β

. (6)

For ground states, and pure states more generally, any
correlations Iab ̸= 0 between OA and OB imply entan-
glement across a bipartition separating A from B. Our
results in Eqs. (5) and (6) generalize this statement to
finite temperatures: If ∂2

µIab > ∂2
µχE then ρABC is en-

tangled across a bipartition separating A from B.
Remarkably, if the system is in a thermal state with

respect to the Hamiltonian which generates its dynamics,
Eqs. (5, 6) provide a straightforward way to measure the

lowest-order contribution to the key rate ∂2
µK in experi-

ment, and hence to detect bipartite entanglement.

Strong symmetry.—We now show that the informa-
tion accessible to the eavesdropper often vanishes when
ρ has a strong symmetry. Consider, for example, a bi-
nary POVM of the form in Eq. (4) with arbitrary µ. If
U is a symmetry operator, such that Uρ ∝ ρ, and OA

is chosen such that UOAU
† = −OA, it can be verified

from the expression ρE,a = p−1
a ρ1/2Maρ

1/2 for the post-
measurement states of E that ρE = ρE,0 = ρE,1. From
the definition of χE in Eq. (1) we then have χE = 0.
Therefore, in a strongly symmetric mixed state, any non-
vanishing spatial correlations between symmetry-odd ob-
servables are private from E and imply bipartite entan-
glement.

As an application of this result, we now show that
the canonical ensembles of generic U(1)-symmetric sys-
tems are nonseparable at all finite temperatures. Here
the canonical ensemble ρβ,q ∝ Πqe

−βHΠq where Πq is
a projector into a sector having fixed U(1) charge q. In
contrast, it was recently shown shown that the grand
canonical ensemble ρβ ∝ e−βH of a locally interacting
system is separable for β < βs with βs finite [18]. In
generic many-body quantum systems the Hamiltonian H
includes terms OAOB where OA and OB act on differ-
ent degrees of freedom and are odd under certain U(1)
symmetry transformations U . For example, in a sys-
tem of qubits indexed by j for which [H,

∑
j Zj ] = 0, H

may feature contributions XjXk + YjYk which are odd
under U = exp[i(π/2)

∑
j Zj ]. Choosing, for example,

OA = Xj and OB = Xk, at small β we then have

∂2
µIab ∝ β2Tr[ρ0,qO2

AO2
B ]

2 +O(β3). (7)

Since χE = 0 we have K = O(µ2β2) at small µ and β,
but any K > 0 implies that ρABC is nonseparable across
a bipartition separating A and B. Without fine-tuning,
canonical ensembles are therefore entangled at large finite
β.

It is clear that similar arguments apply for symmetry
groups besides U(1), and we offer a complementary per-
spective in Ref. [23]. We note also that a strong non-
abelian global symmetry implies correlations between
symmetry-odd observables even in infinite temperature
states, so the condition K > 0 detects the bipartite en-
tanglement recently discovered in that setting [28, 29].

Low temperatures.—We now discuss the behavior of
∂2
µχE and ∂2

µIab for ρ ∝ e−βH when H has a disor-
dered, quantum critical, or long-range ordered ground
state. Universal behavior is anticipated when the corre-
lation length ξ of the system is much larger than micro-
scopic length scales, and so in the following we will focus
on this regime. For concreteness, we consider a system
which undergoes a continuous quantum phase transition
from an ordered to a disordered ground state as a param-
eter g is increased through a critical point gc.
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FIG. 2. QKD from thermal states of infinite transverse field
Ising chains. The Hamiltonian H = −∑

j(ZjZj+1 + gXj),
with g = 1 a quantum critical point, OA = X0, and OB = Xx

with x ̸= 0. Solid lines in the main panel show the behavior
of ∂2

µχE/ ln 2 for various g (legend) and dotted lines show
∂2
µIab/ ln 2 for g = 1.1 and x = 2, 4, 8 (top to bottom). The

black dashed line shows the scaling ∂2
µχE ∼ T 2 expected at

g = 1. The inset shows the key length xK , the largest x for
which ∂2

µK > 0, as a function of β = 1/T .

At low temperatures on the disordered side (g > gc),
χE is controlled by the gap ϵ ∼ (g− gc)

zν to excitations.
Here ν is the critical exponent characterizing the diver-
gence of the T = 0 correlation length ξ ∼ (g− gc)

−ν and
z is the dynamic critical exponent, with z ≥ 1 in locally
interacting systems [30]. At T ≪ ϵ the contributions
to sOA

(ω, β) for 0 < ω < ϵ are associated with transi-
tions from the first excited state to higher energy states,
and these contributions are suppressed by the Boltzmann
weight ∼ e−βϵ in sOA

(ω, β). Contributions from transi-
tions across the gap, for which sOA

(ω, β) may be of order
unity, are meanwhile suppressed by b(ϵ) ≈ e−βϵ. There-
fore,

∂2
µχE,dis. ∼ e−βϵ, ∂2

µIab,dis. ∼ e−2x/ξ, (8)

at low temperatures and large x, where x is the sepa-
ration between A and B. The length scale xK out to
which QKD is possible, which we refer to as the key
length, diverges with decreasing temperature as xK ∼
β(g − gc)

(z−1)ν at large β.
If the ground state of H spontaneously breaks a global

symmetry, and for OA and OB local (scalar) order pa-
rameters, there is a zero frequency contribution to the
spectral function sOA

(ω, β) = O2
ord.δ(ω) + . . .; here Oord.

is the (β-dependent) expectation value of the order pa-
rameter in an infinitesimal symmetry-breaking field, and
the ellipsis denotes contributions from nonzero ω. The
implication is that, in ordered phases,

∂2
µχE,ord. ≈ O2

ord., ∂2
µIab,ord. ≈ O4

ord., (9)

where we write approximate equalities because we have
omitted contributions which vanish as T → 0 and x →

∞, respectively. Recalling that ||OB ||∞ = 1, in general
we have O2

ord. < 1. Therefore, at large x, the lowest or-
der contribution to the key rate ∂2

µK = 0 even as T is
decreased to zero: in weakly symmetric ordered systems,
long-distance correlations are not private from the envi-
ronment. By contrast, if parties A and B measure the
order parameter in a strongly symmetric system we have
χE = 0, so long-range order implies finiteK at arbitrarily
large x.
For systems with quantum critical ground states we

can infer the behavior of ∂2
µχE by dimensional analy-

sis. For OA which relaxes as ⟨OA(t)OA⟩β,c ∼ t−2∆/z for
times t ≪ β, with faster decay beyond this time [30], the
integral in Eq. (5) scales as β−2∆/z at low temperatures.
If OB is related to the local operator OA by translation,
then quite generally the connected correlations between
the two operators decay as ∼ x−2∆ for x ≪ ξ, where the
finite-temperature correlation length ξ ∼ β1/z. Com-
paring ∂2

µχE ∼ β−2∆/z with ∂2
µIab reveals that, at low

temperatures, the key length xK ∼ β1/(2z) ≪ ξ. In the
regime where ∂2

µK > 0 we therefore have

∂2
µχE,crit. ∼ β−2∆/z, ∂2

µIab,crit. ∼ x−4∆. (10)

The behavior outlined above is surprising: at finite tem-
peratures, the power law correlations characteristic of the
quantum critical system persist out to a distance ∼ β1/z,
but at low temperatures these correlations can only be
used to detect entanglement (via QKD) out to a para-
metrically smaller distance ∼ β1/(2z).

Ising chain.— In Fig. 2 we probe the distinction be-
tween quantum critical and disordered regimes using ex-
act results [31] for the one-dimensional transverse field
Ising model, having Hamiltonian H = −∑j(ZjZj+1 +
gXj) with Xj and Zj Pauli operators acting on qubit
j. The ground state of this model undergoes a quan-
tum phase transition, with z = 1, from a state with
long-range to short-range Z correlations as g is increased
through gc = 1 [30]. Our focus will be on privacy in the
correlations between spatially separated transverse field
operators, i.e. OA = X0 and OB = Xx.
The main panel of Fig. 2 shows the increase of ∂2

µχE

with T for g ≥ gc; results for g < gc are similar. At g = gc
and T = 0, two-point spatial and temporal correlations
between transverse field operators decay with exponent
2∆ = 2, and at small T the exact result in Fig. 2 is in
good agreement with the behavior ∂2

µχE ∼ T 2 predicted
in Eq. (10). As expected, for g > gc we see a sharp
decrease of ∂2

µχE as the temperature is decreased. In
the inset of Fig. 2 we calculate xK from a comparison
between ∂2

µχE and ∂2
µIab. As expected, at g = gc the

large low-frequency spectral weight causes xK to increase
more slowly with β than for g > gc.
Other entanglement measures.— Having shown that

local operations can reveal bipartite entanglement in the
full many-body state, we now discuss alternative probes
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of mixed-state entanglement. A task naturally related
to QKD is entanglement distillation, where instead of
private keys one distills EPR pairs from multiple copies of
ρAB using local operations and classical communication
[16, 32]. This is a strictly more demanding task: if EPR
pairs can be prepared, one can always generate private
keys by measuring these pairs in a fixed basis [22].

A computable and protocol-independent upper bound
on the entanglement distillation rate is provided by the
logarithmic negativity NAB := log ||ρTA

AB ||1 [33]. Here TA

denotes a partial transpose on A, and ∥X∥1 := Tr
√
X†X

is the trace norm. Even in the ground states of physical
many-body systems the negativity between small sub-
regions A and B generally vanishes when their separa-
tion x exceeds a finite value [34, 35], with entanglement
distillation impossible beyond this point. Heuristically,
this is because the distillation of EPR pairs by parties A
and B amounts to the creation of correlations that are
private not only from E but also from C. In physical
many-body systems, where correlations generally decay
with separation, the strong correlations between A (or
B) and its immediate surroundings in C mean that the
degree of decoupling necessary for entanglement distil-
lation cannot be achieved using simple local operations.
In contrast, this does not preclude key distillation in our
setup, which only requires privacy from E.

Our probe of entanglement, which acquires operational
meaning through cryptography, is complementary to the
quantum Fisher information F , which plays an impor-
tant role in metrology and which can detect multipartite
entanglement [36, 37]. For pure states and for an op-
erator O we have F = ⟨O2⟩c, while for thermal states
F = 1

4π

∫∞
−∞ dωe−βω[f(βω)/b2(βω)]sO(ω, β) [38], with

f(βω) = [eβω + 1]−1 the Fermi function. To compare
F with our probe of bipartite entanglement consider
O = OA + OB , with OA and OB Pauli operators: the
conditions F > 2 and ∂2

µK > 0 both imply entanglement
across a bipartition separating A from B. Interestingly,
these conditions differ even when the state is pure.

Discussion.— In this work we have shown that the dis-
tillation of private classical correlations provides an oper-
ational characterization of the entanglement intrinsic to
many-body quantum systems at finite temperatures. By
considering weak measurements, we showed that the in-
formation accessible in the environment is encoded in the
system’s linear response. Through this relation we have
shown that if spatial correlations between two observ-
ables exceed a temperature-dependent threshold, which
itself vanishes in the limit where the thermal state is pure,
then the state must be entangled.

In contrast to practical, few-body QKD schemes [39]
(including those using small thermal states [40, 41]), in
our work the eavesdropper’s state purifies a large many-
body state to which A and B have only local access.
This formulation of a cryptographic task is targeted at

developing a theoretical understanding of the role of lo-
cal correlations in the entanglement of physical systems.
Recent studies of quantum games have provided comple-
mentary operational approaches to this problem [42–44].

Using our new methods, we also reveal a general rela-
tionship between symmetries and entanglement in mixed
states: strongly symmetric states are separable only in
extreme cases where all correlations between symmetry-
odd observables vanish [23]. This contrasts with a re-
cent result showing that weakly symmetric thermal states
become exactly separable above a finite temperature
[18]. Our result also provides a general perspective on
the mixed-state entanglement recently identified in the
steady state of a dissipative system with strong Z2 sym-
metry [45].

While our focus has been on thermal states describing
systems at equilibrium, our methods can be adapted to
the study of mixed states generated by nonequilibrium
quantum dynamics. It is natural to ask when private
correlations can be distilled in that setting.
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[25] A. Aćın and N. Gisin, Quantum correlations and secret
bits, Phys. Rev. Lett. 94, 020501 (2005).

[26] K. Horodecki, M. Horodecki, P. Horodecki, and J. Op-
penheim, General paradigm for distilling classical key
from quantum states, IEEE Trans. Inf. Theory 55, 1898
(2009).

[27] Thermal averages are denoted ⟨O⟩β = Tr[ρβO] while con-

nected correlation functions between operators O and O′

are defined by ⟨OO′⟩β,c ≡ Tr[ρβOO′]−Tr[ρβO]Tr[ρβO′].

[28] Y. Li, F. Pollmann, N. Read, and P. Sala, Highly-
entangled stationary states from strong symmetries
(2024), arXiv:2406.08567 [quant-ph].

[29] A. Moharramipour, L. A. Lessa, C. Wang, T. H. Hsieh,
and S. Sahu, Symmetry-enforced entanglement in maxi-
mally mixed states, PRX Quantum 5, 040336 (2024).

[30] S. Sachdev, Quantum Phase Transitions, 2nd ed. (Cam-

bridge University Press, 2011).
[31] T. Niemeijer, Some exact calculations on a chain of spins

1/2, Physica 36, 377 (1967).
[32] D. Deutsch, A. Ekert, R. Jozsa, C. Macchiavello,

S. Popescu, and A. Sanpera, Quantum privacy ampli-
fication and the security of quantum cryptography over
noisy channels, Phys. Rev. Lett. 77, 2818 (1996).

[33] G. Vidal and R. F. Werner, Computable measure of en-
tanglement, Phys. Rev. A 65, 032314 (2002).

[34] Y. Javanmard, D. Trapin, S. Bera, J. H. Bardarson, and
M. Heyl, Sharp entanglement thresholds in the logarith-
mic negativity of disjoint blocks in the transverse-field
Ising chain, New J. Phys. 20, 083032 (2018).

[35] G. Parez and W. Witczak-Krempa, Entanglement nega-
tivity between separated regions in quantum critical sys-
tems, Phys. Rev. Res. 6, 023125 (2024).

[36] P. Hyllus, W. Laskowski, R. Krischek, C. Schwem-
mer, W. Wieczorek, H. Weinfurter, L. Pezzé, and
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QUANTUM KEY DISTILLATION PROTOCOL

In this appendix, we outline a generic QKD protocol that achieves the key rate K = χB − χE quoted in the main
text. This protocol was introduced and analyzed in full detail in Refs. [21, 22], but here we will aim to provide a
simple picture of its structure.

As explained in the main text, the scenario we consider features two observers, A and B, each of who have access
to non-overlapping (but not necessarily complementary) subregions of a thermal state ρ, and an eavesdropper E, who
has access to some environment degrees of freedom which purify the entire state ρ. The QKD protocol consumes R
copies of the state and generates a KR-bit private key k⃗ for each of A and B. Each k⃗ is generated with probability
≈ 2−KR. The protocol is designed such that the final state held by the eavesdropper, a tensor product over R density
matrices, is uncorrelated with k⃗.

The first step of the protocol is for A to perform a measurement on each copy of the state. For simplicity,
we restrict ourselves to binary measurements, which can be described by a two-outcome POVM {M0,M1}, with
M1 = 1 − M0. Writing ar = 0, 1 for the measurement outcome on the rth copy, the probability that A observes a
string of measurement outcomes a⃗ = (a1, . . . , aR) is pa⃗ =

∏R
r=1 Tr[Mar

ρA], and the corresponding conditional states
of B and E are, respectively,

ρB,⃗a ≡
R⊗

r=1

ρB,ar
, ρE,⃗a ≡

R⊗
r=1

ρE,ar
(11)

In the subsequent steps, A and B use a codebook {c} to extract their copies of the key k⃗; this codebook is known in
advance to all parties. The codebook is a system for categorizing the 2R possible bitstrings a⃗ into bins referred to
as codes c. Each code c in the codebook is a set of ∼ 2KR distinct bitstrings, and we say that the bitstring a⃗ is a
codeword of c if a⃗ ∈ c. To each codeword a⃗ of c we associate a distinct key k⃗ = k⃗(c, a⃗), a bitstring of length KR. This

means that any party who knows both the code and the codeword can infer k⃗.
Upon finding the measurement outcomes a⃗, the honest party A randomly selects a code c of which a⃗ is a codeword.

They then publicly communicate the choice c of code, but do not declare a⃗. Party B then chooses a c-dependent
measurement scheme such that they find outcome k⃗ with high probability. Meanwhile, the initial correlations in ρ
between subregions A and E are such that, when party E knows c, there is no measurement scheme that they can
choose which generates k⃗ with high probability (at large R). Since the maximum mutual information between a⃗ and
the outcomes of measurements performed by party B (E) is the Holevo quantity χB (χE), it is natural to expect that
K = 0 unless χB > χE .

A technical result of Refs. [21, 22] shows that for any K < χB −χE there always exists a codebook such that, with
high probability, a code c will be announced satisfying the following properties

1. The conditional probabilities of the codewords p(⃗a|c) are approximately uniform (evenness).

2. For all codewords a⃗ ∈ c, the corresponding conditional states on B are near-perfectly distinguishable, i.e. there

exists a c-dependent measurement process on B, described by a POVM with ∼ 2KR elements Π
(c)

k⃗′ indexed by

k⃗′, such that Tr[Π
(c)

k⃗′ ρB,⃗a] ≈ δk⃗′k⃗, where k⃗ = k⃗(c, a⃗) (goodness).

3. For all a⃗ ∈ c, the corresponding conditional states on E are approximately indistinguishable, i.e. knowledge of
c alone is not enough for party E to determine a⃗ and hence k⃗: ρE,⃗a ≈∑a⃗∈c p(⃗a|c)ρE,⃗a (secrecy)

If these conditions are met, then at the end, all three parties will know c, but only the honest parties A and B have
the means to learn which codeword of c occurred. Only with this information can A and B compute k⃗, which is
therefore private from E.
Note that in the above arguments, we have been imprecise with the degree of accuracy with which the above

conditions must be met, as well as the probability with which these events must happen. We refer interested readers
to Ref. [22], but roughly speaking, the protocol can achieve arbitrary degrees of accuracy and certainty for any constant
K < χB − χE , as long as R is taken to be correspondingly large. This demonstrates that the key rate K = χB − χE

is asymptotically achievable. Note that even though this protocol involves many copies of ρ, its asymptotic rate can
be calculated using the single copy (or ‘single-letter’) quantities χB and χE .

Achieving the rate χB − χE generally requires party B to optimize their measurement strategy over all operations
on ρB,⃗a, a tensor product over R density matrices for subregion B. To relate the key rate to standard correlations,
and to simplify this problem, we can prescribe a (suboptimal) single-copy measurement strategy for party B. In that
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case, χB is replaced by the classical mutual information between the outcomes of measurements performed by the
honest parties A and B. To see this in a simple example, suppose that party B applies a two-outcome POVM having
elements Mb =

1
2 (1 + (−1)bOB) in each round and only records the outcome b. The corresponding channel acts as

ρB,a →∑
b=0,1 Tr[MbρB,a] |b⟩ ⟨b|. After acting with this channel, the Holevo quantity χB for the state held by party

B is exactly Iab = Ha + Hb − Hab where e.g. Hab = −∑ab pab log2 pab is the Shannon entropy for the probability
distribution pab = Tr[MaMbρ]. Within such a scheme, we can therefore achieve a key rate K = Iab − χE . Note that,
because χB is the maximum of the classical mutual information optimized over all measurement strategies, Iab ≤ χB .

NONZERO KEY RATE IMPLIES ENTANGLEMENT

In this appendix we present a self-contained derivation of the fact that K = χB −χE = 0 for separable states. This
is a simple application of the quantum data processing inequality [13]. A state of the system that is separable across
the bipartition AĀ, with H = HA ⊗HĀ, has the form

ρ =
∑
i

pi |iA⟩ ⟨iA| ⊗ |iĀ⟩ ⟨iĀ| , (12)

with pi ≥ 0 and e.g. ⟨iA|i′A⟩ ≠ δii′ in general. Here Ā = B ∪C, where B is the subregion accessed by B, and C is the

complement of A and B within the system. A purification of this state, on AĀE is |Φ⟩ =∑i p
1/2
i |iA⟩ |iĀ⟩ |ei⟩. Here

|ei⟩ are a set of orthogonal states on E: ⟨ei|ei′⟩ = δii′ .
When party A performs their measurements and records the outcome a, the resulting classical-quantum-quantum

state is ∑
a

|a⟩ ⟨a| ⊗
√
Ma |Φ⟩ ⟨Φ|

√
Ma =

∑
a

|a⟩ ⟨a| ⊗
∑
ii′

(
pipi′

)1/2 ⟨i′A|Ma|iA⟩ |iĀ⟩ ⟨i′Ā| ⊗ |ei⟩ ⟨ei′ | , (13)

where Ma are the elements of the (Hermitian) POVM. The Holevo quantities χB and χE are computed from this
state; note that the tensor product on the right-hand side is here ordered as AĀE.

Since ρ is known by all parties in advance, the eavesdropper can adopt the following strategy. Given that the state
has the form in Eq. (13), party E performs a measurement in the orthogonal basis |ei⟩. If they find the outcome
indexed by i, they prepare |iĀ⟩. Following this, the density matrices of AĀ and AE are identical: party E has copied
the conditional states of Ā. Since the Holevo quantity for party E cannot increase under the action of a channel by
the data processing inequality, we therefore have χĀ ≤ χE .
Finally, observe that since B ⊆ Ā, the density matrix accessible to party B is obtained by ‘tracing out’ subregion

C. This operation is itself a quantum channel: the data processing inequality implies χB ≤ χĀ. Combining these
inequalities we have

K = χB − χE ≤ χĀ − χĀ = 0. (14)

Conversely, if χB > χE , the state ρ must not be separable across a bipartition separating A from B.

HOLEVO INFORMATION FOR PARTY E

Here we determine the leading-order behavior of the Holevo information for E in the case of a weak measurement of
strength µ in subregion A. As in the main text, we write the POVM for this measurement as Ma = 1

2 (I+(−1)aµOA),
with a = 0, 1. Because χE is non-negative and vanishes at µ = 0, the leading contribution is second order in µ.
Accordingly, we aim to evaluate the second derivative ∂2

µχE at µ = 0.
Since E consists of degrees of freedom that purify the state ρ of the system, the post-measurement density matrices

of E are ρE,a = p−1
a

√
ρMa

√
ρ with pa = Tr[Maρ]. The Holevo quantity χE = S(ρ) −∑a paS(ρE,a) depends only

on the eigenvalues of ρ and ρE,a, and it is clear that ρE,a is isospectral with p−1
a Maρ (assuming ρ is non-singular).

Therefore,

[ln 2]−1∂2
µχE = ∂2

µ

∑
a

paTr[(p
−1
a Maρ) ln(p

−1
a Maρ)] (15)

= −∂2
µ

∑
a

pa ln pa + ∂2
µ

∑
a

Tr
[
Maρ ln

(
Maρ

)
],
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where a factor [ln 2]−1 appears on the left because we define entropies in units of bits. It is straightforward to verify
that the first term on the right-hand side of the second line is −∂2

µ

∑
a pa ln pa|µ=0 = −Tr[ρOA]

2.
The second term can be differentiated with respect to µ once using the trace identity ∂µ Tr[f(X)] = Tr[(∂µX)f ′(X)]

for a differentiable function f and µ-dependent matrix X. We find

∂µTr
[
Maρ ln

(
Maρ

)
] =

1

2
(−1)aTr

[
OAρ

(
1 + ln

(
Maρ

))]
. (16)

Setting µ = 0 in this expression it can be verified that, as stated above, ∂µχE

∣∣
µ=0

= 0. To differentiate (16) again,

following Ref. [46], we use the integral representation of the natural logarithm of a matrix X,

lnX =

∫ ∞

0

dz[(1 + z)−1
1− (X + z1)−1] (17)

combined with ∂µ[X
−1] = −X−1[∂µX]X−1. Differentiating, setting µ = 0, and summing over a we get

∂2
µ

∑
a

Tr
[
Maρ ln

(
Maρ

)
]
∣∣∣
µ=0

=

∫ ∞

0

dzTr
[
OAρ(ρ+ z1)−1OAρ(ρ+ z1)−1

]
. (18)

Inserting the spectral decomposition of the initial density matrix ρ =
∑

j λj |j⟩ ⟨j| we then find

[ln 2]−1∂2
µχE

∣∣
µ=0

=
∑
jk

| ⟨j|OA|k⟩ |2λjλk
lnλk − lnλj

λk − λj
− Tr[ρOA]

2. (19)

For λj = λk the summand should be understood as its limit for λj → λk, i.e. as | ⟨j|OA|k⟩ |2λj . Since the limit
λj → 0 is well-defined, this expression can also be applied to cases where ρ is singular.

For thermal states we can relate χE to the system’s dynamics. In that case, λi = e−βEi/Zβ where the partition
Zβ =

∑
i e

−βEi . We define the spectral function sOA
(ω, β) for the observable OA as the Fourier transform of the

connected autocorrelation function Tr[OA(t)OAρ]− Tr[OAρ]
2:

sOA
(ω, β) = 2π

∑
ij

e−βEi

Zβ
δ(Ei − Ej + ω)| ⟨i|OA|j⟩ |2 − 2πδ(ω) Tr[ρOA]

2, (20)

where the dependence on β is implicit. Using the spectral function to replace the sum over eigenstates with an integral
over frequencies ω, we finally obtain

[ln 2]−1∂2
µχE |µ=0 =

1

2π

∫ ∞

−∞
dω

βω

eβω − 1
sOA

(ω, β). (21)

From detailed balance, sOA
(−ω, β) = e−βωsOA

(ω, β), we see that the integrand is symmetric under ω → −ω.

CLASSICAL MUTUAL INFORMATION BETWEEN MEASUREMENTS IN A AND B

In this appendix we calculate the classical mutual information between binary measurements performed by A and
B. If A applies a two-element POVM with elements Ma = 1

2 (1 + (−1)aµOA) and B applies a two-element POVM
Mb = 1

2 (1 + (−1)bOB/||OB ||∞), the mutual information between the outcomes a and b is related to connected
correlations between OA and OB in the initial thermal state ρ. Note that Mb is a positive operator because we have
rescaled by the spectral norm ||OB ||∞. The joint probability distribution of a and b is

p(sA, sB) =
1

4

(
1 + b ⟨OB⟩+ µa

[
⟨OA⟩+ b ⟨OAOB⟩

])
, (22)

and the (classical) mutual information is defined by Iab = Ha +Hb −Hab with e.g. Ha = −∑a pa log2 pa. It can be
verified that ∂µIab

∣∣
µ=0

= 0 and

[ln 2]−1∂2
µIab

∣∣
µ=0

=

(
⟨OAOB⟩ − ⟨OA⟩ ⟨OB⟩

)2
||OB ||2∞ − ⟨OB⟩2

. (23)

For example, if a and b are unbiased (but in general correlated) random bits, corresponding to ⟨OA⟩ = ⟨OB⟩ = 0, this

formula reduces to [ln 2]−1∂2
µIab

∣∣
µ=0

= ⟨OAOB⟩2.
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CANONICAL ENSEMBLES ARE ENTANGLED AT HIGH FINITE TEMPERATURES

Here we provide a simple alternative proof of our result that any correlations between symmetry odd operators
in a canonical ensemble imply nonseparability of the density matrix. Consider a qubit system and a density matrix
ρ with strong U(1) symmetry with generator

∑
j Zj , such that eiθ

∑
j Zjρ = eimθρ for integer m. Our proof is by

contradiction. Suppose that the state ρ of AĀ is separable across A and Ā,

ρ =
∑
i

pi |iA⟩ ⟨iA| ⊗ |iĀ⟩ ⟨iĀ| . (24)

Defining ZA =
∑

j∈A Zj and ZĀ =
∑

j∈Ā Zj , the strong symmetry implies eiθZA |iA⟩ = eiθmA,i |iA⟩ and eiθZĀ |iĀ⟩ =
eiθmĀ,i |iĀ⟩, where the integers mA,i and mĀ,i satisfy mA,i + mĀ,i = m. Now suppose that ρ has nonvanishing
correlations between symmetry odd operators, such as Xj and Xk with j ∈ A and k ∈ Ā, i.e. Tr[ρXjXk] ̸= 0.
If the Hamiltonian has a contribution XjXk + YjYk, correlations Tr[ρXjXk] ̸= 0 appear at first order in the high
temperature expansion of the thermal density matrix. However, assuming ρ has the form indicated above, we have

Tr[ρXjXk] =
∑
i

pi ⟨iA|Xj |iA⟩ ⟨iĀ|Xj |iĀ⟩ = 0, (25)

which follows from the fact that e.g. eiθZA |iA⟩ = eiθmA,i |iA⟩. Because |iA⟩ has well-defined eigenvalue with respect
to ZA, the matrix elements ⟨iA|Xj |iA⟩ = 0. Therefore, if ρ has strong U(1) symmetry and nonvanishing correlations
of any odd operators across the bipartition AĀ, it cannot be separable across that bipartition. The implication is
that, without fine tuning, canonical ensembles are nonseparable at all finite temperatures.

EXACT CALCULATIONS IN THE ISING CHAIN

Here we describe the calculations of ∂2
µχE and ∂2

µIab in infinite one-dimensional Ising chains H = −∑j(ZjZj+1 +
gXj), with OA = X0 and OB = Xx. These calculations are based on the exact results for two-point correlation
functions of the transverse field operator in Ref. [31]. To determine ∂2

µχE we use Eq. (5) and

⟨X0(t)X0⟩β,c =
(∫ π

0

dφ

π

[
cos[Λ(φ)t]− i sin[Λ(φ)t] tanh[βΛ(φ)/2]

])2

(26)

−
(∫ π

0

dφ

π
cos[2λ(φ)]

[
i sin[Λ(φ)t]− cos[Λ(φ)t] tanh[βΛ(φ)/2]

)2

,

where φ is a momentum. The dispersion of excitations Λ(φ) = 2
√

(cosφ− g)2 + sin2 φ, and tan[2λ(φ)] =

sinφ/(cosφ − g) with 0 ≤ λ(φ) ≤ π. Fourier transforming the above expression we find the spectral function
sA(ω) =

∫∞
−∞ dteiωt ⟨X0(t)X0⟩β,c from which we can then calculate

[ln 2]−1∂2
µχE

∣∣
µ=0

=
1

2π

∫ π

0

dφ

∫ π

0

dφ′[B(Λ(φ) + Λ(φ′)
)
(1− C(φ)C(φ′))(1 +D(φ))(1 +D(φ′)) (27)

+B
(
− Λ(φ)− Λ(φ′)

)
(1− C(φ)C(φ′))(1−D(φ))(1−D(φ′))

+2B
(
Λ(φ)− Λ(φ′)

)
(1 + C(φ)C(φ′))(1 +D(φ))(1−D(φ′))

]
,

where for brevity we have defined B(ω) = βω/(eβω − 1), C(φ) = cos[2λ(φ)] and D(φ) = tanh[βΛ(φ)/2]. Our results
for ∂2

µχE are based on the numerical evaluation of the double integral on the right-hand side of Eq. (27). To determine

∂2
µIab using Eq. (6) we require ⟨X0⟩β = 1

π

∫ π

0
dφC(φ)D(φ) and, defining S(φ) = sin[2λ(φ)],

⟨X0Xx̸=0⟩β,c = −
(∫ 2π

0

dφ

2π
eixφC(φ)D(φ)

)2

−
(∫ 2π

0

dφ

2π
eixφS(φ)D(φ)

)2

. (28)
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