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The fully passive source is capable of passively generating decoy states and performing passive
encoding simultaneously, avoiding the side-channel risks caused by active modulation operations at
the source end, thus effectively enhance the security in quantum key distribution (QKD). Existing
fully passive QKD protocol and experiments exploit phase-randomized coherent pulses. In this
paper, we propose a fully passive QKD protocol using parametric down-conversion source. The
decoy state generation and encoding operation can be carried out passively by parameter down-
conversion progress. This protocol has several advantages. First, it can also eliminate all side
channels in active modulators. Second, compared with fully passive QKD protocol with phase-
randomized coherent pulses, our protocol can significantly increase the key rate and extend the
communication distance. Meanwhile, in terms of the transmission rate, our protocol is also closer
to that of actively modulated QKD and can achieve fully passive modulation with fewer resources.
Moreover, combined with measurement-device-independent (MDI) QKD, this protocol can even

potentially achieve robustness against side channels in both detectors and modulators.

I. INTRODUCTION

Quantum key distribution (QKD) enables two partic-
ipants to share a secure key [1]. Theoretically, QKD of-
fers unconditional security. However, existing technolo-
gies fall short of fulfilling the stringent security require-
ments of QKD in practical scenarios, leaving multiple
side channels exposed to potential eavesdroppers [2-6].
For instance, at the source end, active modulation oper-
ations are typically required, including active encoding
and the active preparation of decoy states. These active
modulation processes may expose certain side channels,
providing opportunities for eavesdroppers to execute Tro-
jan horse attacks [7-13].

Passive sources is an effective means to mitigate side
channels at the source endpoint. Over the past few
decades, passive encoding [14] and passive decoy state
[15] protocols based on coherent pulse have been pro-
posed and implemented in various protocols [16-25]. In
2022, Wang et. al. introduced a fully passive protocol
that combines passive encoding and passive decoy states
[26], utilizing phase-randomized coherent pulses to elimi-
nate all side channels at the light source end. The proto-
col have been incorporated into many quantum commu-
nication protocols|27H33] and have been experimentally
validated[34, 135].

In addition to schemes based on coherent pulses, there
is another approach for achieving passive decoy states in
passive source configurations, which is based on paramet-
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ric down-conversion (PDC) source [36]. These protocols
leverage heralding operations to produce sources with ex-
cellent pulse performance. Over the past decade, PDC-
based passive decoy state protocols have been utilized in
various protocols [37-142]. However, to date, no passive
encoding protocol based on PDC has been proposed.

Inspired by the previous work [36-42], we design a her-
ald fully passive light source based on PDC and apply it
to QKD protocols. This method mainly has the follow-
ing advantages. Firstly, through the heralding operation,
the passive generation of decoy states and passive encod-
ing can be achieved synchronously. This eliminates the
need for active modulation and consequently wipes out
all side channels present at the source end. Secondly,
the heralding operation can effectively reduce the vac-
uum state component in the source, thereby increasing
the proportion of single-photon component and signifi-
cantly improving the communication quality. Compared
to actively modulated QKD, our protocol demonstrates
significant advantages in key rate and transmission dis-
tance. Thirdly, we have optimized the key transmission
rate, achieving higher performance than fully passive pro-
tocols based on coherent light. Furthermore, our herald
fully passive source can be integrated with measurement-
device-independent (MDI) protocols, affording the po-
tential to further nullify side channels at the detector
end and enhance the security of QKD.

The structure of the paper is as follows. In Sec. II,
we introduce system model, including the herald fully
passive source, channel model, key generation rate, and
decoy state analysis. In Sec. III, we conduct numerical
simulation and parameter optimization. In Sec. IV, we
give a conclusion.
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II. SYSTEM MODEL
A. The herald fully passive source

In this section, we will introduce the herald fully pas-
sive source, whose structure is illustrated in Fig. [
Through post-selection, it can perform passive encoding
operations and passively generate decoy states, simulta-
neously.
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FIG. 1. The structure of the herald fully passive source. BS:
beam splitter; PBS: polarization beam splitter; HWP: half
wave plate; Dy, D_, Dy, Dy: detector.

The source is composed of a PDC segment and a herald
measurement segment. Initially, a laser beam is made
incident upon a type-II PDC crystal, thereby generating
entangled-photon pairs. The quantum state engendered
thereby can be formulated as |43, [44]:

¥) = ZWH Ttanh"x|®,.), (1)
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where x is the squeezing coefficient and |®,,) is the state
of an n-photon pair, given by:
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where the subscript a (b) represent the heralding (signal)
path, and |H) (|V)) represents the horizontal (vertical)
polarization of photons. Note that when n is equal to 1,
the single-photon pair will be a Bell state:
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The underlying principle of our protocol is fairly sim-
ple. In the context of an ideal pair of entangled photons,
we detect the photon in the heralding path. When the
detector Dy gives a response, it indicates that the pho-
ton in the signal path is |V'); likewise, if the detector D

responds, it means that the photon in the signal path is
|[+). By employing this approach, passive encoding can
be accomplished. By means of different response com-
binations of the detectors, we can generate decoy states
with diverse photon distributions. Next, let’s take into
account the light source that would actually generate
multiple photon pairs.

In Eq. (), there exists a variable y, which represents
the squeezing coefficient. To begin with, we’ll transform
it into the average photon pair number that is more com-
monly recognized. Here, we define A\ = sinh?y and the
average photon pair number of the source can be calcu-
lated as:
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and the probability to generate n-photon pair state |®,,)
will be

(n+ 1)\

P(n) = SNk

(5)

Subsequently, our attention is directed towards the
photons within the heralding path, which are randomly
chosen to undergo measurement in either the X basis or
the Z basis. The photon in the heralding path initially
traverses a beam splitter (BS). Of the two outputs of the
BS, one passes through a half-wave plate (HWP) and is
subsequently fed into a polarizing beam splitter (PBS)
for X-basis measurement, whereas the other is directly
input into the PBS for Z-basis measurement. We are ca-
pable of deducing the photon state within the signal path
by relying on the response of the heralding path. For
instance, in the case where the detection outcome of the
heralding path is |H), it is deemed that the state emitted
from the signal path is |V'). Likewise, when the detection
result of the heralding path is |+, it is regarded that the
state emitted by the signal path is |[4+). The derivation
of this process is as follows:
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Then we set

i1+ j1 =n4,i3 =nm,
2+ J2="n_,J3 =ny,

(7)

and the probability to generate the state [n)p, [n_)p_
[nE)Dpy Inv)Dy M)y | —m)p, can be written as:
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The state before measurement can be written as:
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Subsequently, the photons within the heralding path
are subjected to measurement, and they presently exist
in this particular form [ny)p, |n—)p_ |nu)py |7Vv)Dy -
Owing to the diverse responses of the detectors, the pho-
tons in the signal path |m)p, |n — m)p, will undergo a
collapse into 16 distinct states. We postulate that the
detection efficiencies of each of the four detectors are 7.
The probabilities with which this state [ny)p, [n_)p_
[ne)py |nv)p, gives rise to detector responses are as
follows respectively:

Dy =1-(1-Pd1 -y, (10)
Do =1- (=P -n)",
Dy =1-(1~Pd1 -,
Dy =1-(1-Pd)1—n)",

and we define Dy = 1 — D4 as the probability that de-
tector has no response, where e represents +,—,H, or V.
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Thus the probability of no detector response can be

written as:
Y = DyD_DgDy, (11)

and the state in signal path will collapse into:
[d0) = D> > V/Polm,n—m)m)y, [n—m)p,(12)
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which represents the probability that there exist n pho-
tons within the signal path, with m photons being in |H)
and n — m photons being in |V).

The probability of one detector response can be written
as:

vu = DyD_DyDy, (14)
YW =DyD_DygDy, (15)
Y+ = D+D_DHDV, (16)
VY- = DJFD,DHDv. (17)
Notice that the responses corresponding to vy and 7y
are opposite. Due to Eq. (B]), when the heralding path is
|H) , the signal path will be considered as |V}, and vice

versa.
In this way the state will collapse into:

|¢z Z Z \/ m n— |m bH|n bv(ls)
n=0m=0
and
P,(m,n—m) = Z Z (19)
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where x correspond to H, V,+,-.

In total, there exist 16 kinds of detector responses.
Based on these responses, we can similarly formulate the
corresponding response probabilities as:

Ve = Dz D,. (20)

For example, when the Dy and D4 responses oc-
cur, corresponding to * = H+4, 7, can be writ-
ten as DyD_DgD,. When x is HV+, v, will be
D_DyDyD,.

The states in signal path and the corresponding prob-
ability will be represented similarly as Eq. ([I8)) and Eq.
(@M.

In a word, when no response occurs, x = 0. When
there is a detector response, x € {H,V,+, —}, which are
used to generate key. When there are two detectors re-
sponse, z € {HV,+— H+,H—,V+,V—}. When there
are three detectors response, x € {HV+,HV—V +
—,H + —}. When all four detectors respond, z = 4.

B. The channel model

According to the derivation in the previous section, the
form of photons entering the channel is |m)p,, |n —m)p,, .
Depending on the different responses in heralding path,
they possess different probability distributions P, (m,n—
m). Suppose the channel attenuation is 7, = 10~*L/10,
where « is fiber attenuation coefficient and L is the trans-
mission distance. Bob conducts a Z-basis measurement
(the case of X-basis is discussed in the appendix B). The
detection efficiency of the detector at Bob’s end is np.
Then the yield of the state |m)y, |n — m)p, can be cal-
culated as:

where
Df =1—(1—Pd)(1—nenp)™, (22)
Dy =1—(1—Pd)(1—nenp)"~"™ (23)

DB (DJ) represents the detector Dy (Dy) of Bob has
a response, and Pd is the dark count rate.

Taking the |H) state as an example, the error rate can
be calculated as:

em,n—mym,n—m =

Em,n—m = )

Ym.,nfm
where eq is basis misalignment error rate.
C. Key generation rate

In our model, given that the Z-basis and X-basis are
generated with equal probabilities (it should be noted

eaDi(1 = DY) + (1 — eq) DY (1 = D7),
m n—mym n—m
e’—’ (24)

that modifying the transmission and reflection ratio of
the BS in Fig 1 can adjust the probability of basis se-
lection), we postulate that both the Z-basis and X-basis
are employed for key generation. And the key generation
rate can be written as:

R = g[PYi(1 - h(er) - Qfh(E)] (25)

where ¢ is the basis reconciliation factor and in our pro-
tocol, it is % P1Y7 correspond to single-photon gain and
e1 is the single-photon error rate. Q is the overall gain
and E is the bit error rate, which can be modeled as:

QI = Z Z Pw(m, n— m)Ym,n—m (26)

n=0m=0
QzEac = Z Z Px(mv n— m)Ym,nfmem,nfm(27)
n=0m=0
QzEy
E, = 28
0. (28)

D. Decoy state analysis

In the field of QKD, the decoy state method is uti-
lized to estimate the single-photon yield and error rate
by means of the total gain and bit error rate of light
sources with diverse distributions. In our herald fully
passive setup, we need to estimate P;Y; and ej, which
can be obtained by solving the following linear program-
ming problems:

min PH(l, O)YLO + PH(O, 1)Y071 (29)

Neut N
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n=0 m=0
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0 < Ym,nfm < 17

max PH(l, 0)5/1)06170 + PH(O, 1)Y071€0)1 (30)
st QuBEr> > Pu(m,n —m)Ymn mCmnm,
n=0 m=0
Qme S Z Z Pm(ma n— m)ym,n—mem,n—m
n=0 m=0

+1-— Z Z Py(m,n —m),

n=0 m=0

0 < Ym,nfmem,nfm < 1;

where x represents the 16 kinds of detector responses
described in section[[L’Al and the two linear programming



problems are designed for resolving the parameter of |H)
state. Then, P;Y; and e; can be calculated as:

PYy = Py(1,0)Y10+ Py (0,1)Yp 1, (31)
Py (1,0)Y; Py (0,1)Y;
S ' (1,0)Y1 0e1,0 + Py (0,1) 0,160,1' (32)
Py,

Owing to symmetry, the circumstances of other states
are analogous.

IIT. NUMERICAL SIMULATION

In this section, we perform numerical simulation of our
herald fully passive QKD protocol. In the numerical sim-
ulation, the parameter settings are as follows: The detec-
tor efficiencies, n and np, are both set at 0.65. The dark
count rate, Pd, is configured to be 107 per pulse. The
fiber attenuation coefficient is set to 0.2 dB/km. The de-
tector basis misalignment error rate, eq, is set to 0.015.
And the basis reconciliation factor, q, is %

TABLE I. Parameters used in the numerical simulation.

n nD Pd ed @
0.65 0.65 107% 0.015 0.2

NI Q

In Fig. 2 we present the key rate curves for differ-
ent values of A\, where 2\ represents the average num-
ber of photon pairs. The red, orange, yellow, and green
curves correspond to herald fully passive QKD with
A = 0.001,0.01,0.05,0.1, respectively. As is observable
from Fig. [2 these curves exhibit a high degree of proxim-
ity. The herald operation is capable of eliminating a sub-
stantial portion of the vacuum state component within
the light source. This, in turn, augments the proportion
of single-photon component, leading to a remarkable en-
hancement in the key rate and an elongation of the trans-
mission distance. In comparison with the actively modu-
lated QKD without herald (the black curve), the key rate
of the heralded fully passive QKD has been elevated to
over three times of that of the actively modulated QKD,
and the transmission distance has been extended to 241
kilometers.

Moreover, it can be noted that as A diminishes from 0.1
to 0.001, the overall performance of the protocol, in terms
of both the key rate and the transmission distance, con-
tinues to ascend. The rationale behind this lies in the fact
that a smaller A implies a lesser presence of multi-photon
component within the light source. This serves to effec-
tively curtail the amount of key information that could
potentially be intercepted by an eavesdropper. Concur-
rently, the herald operation plays a crucial role in main-
taining a high proportion of single photons. Hence, from
the perspective of pulse performance, a smaller \ is gen-
erally more favorable. Nevertheless, it should be borne in
mind that a decrease in A also leads to a reduction in the
success rate of herald. Although we have utilized all the

herald response events, only the single-photon responses
can effectively generate keys. This, unfortunately, can
result in a significant consumption of resources and sub-
sequently lead to a decline in the key transmission rate.
Therefore, selecting an appropriate A is important for the
practical application of the protocol.
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FIG. 2. Comparison of the key rate of the herald fully pas-
sive QKD with different A. The red, orange, yellow, and
green curves correspond to herald fully passive QKD with
A =0.001,0.01, 0.05, 0.1, respectively. The black curve repre-
sents the optimal actively modulated QKD. Notice that the
red curve and the orange curve almost overlap.

In Fig. Bl a practical laser source is taken into con-
sideration, whose frequency is configured at 10 Hz. Un-
der such circumstances, we take into account the her-
ald success rate and optimize the key transmission rate
of the actual protocol. The red curve in Fig. [ repre-
sents the optimal performance curve of the fully passive
QKD proposed by us. The black curve corresponds to
the optimal performance curve of the actively modulated
QKD. And the blue curve depicts the optimal perfor-
mance curve of the fully passive QKD realized by means
of phase-randomized coherent pulses [27].

Among them, both of the two fully passive protocols
require the consumption of certain resources to achieve
passive encoding and passive decoy states. In the case of
the scheme using coherent light for realizing full passive,
its passive decoy states will augment the multi-photon
components of the light source and thereby reduce the
key rate of the protocol. In addition, owing to the
randomness inherent in passive encoding, a substantial
quantity of states will be discarded during post-selection,
and additionally, some imperfect states will be generated.
These two aspects exert an influence on its key transmis-
sion rate. In contrast, our protocol accomplishes passive
encoding and passive decoy states simultaneously while
performing herald operation. The principal factor affect-
ing the key transmission rate herein is mainly the prob-
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FIG. 3. Comparison of the optimal key transmission rate of
the herald fully passive QKD with PDC, actively modulated
QKD, and the fully passive QKD with phase-randomized co-
herent pulses. The black, red, blue curves represent the per-
formance of actively modulated QKD, herald fully passive
QKD with PDC, and the fully passive QKD with phase-
randomized coherent pulses [27], respectively.

ability of herald single photons. Moreover, as a result of
the herald operation, the quality of our light source is
considerably superior to that of the actively modulated
QKD, which enables a significant enhancement in the
transmission distance. The optimal average photon pair
number 2\ of our protocol in Fig. Blis illustrated in Fig.
@

In Fig. Bl the key rate of our protocol is presented
under the circumstance of attaining the maximum trans-
mission rate. In comparison with the actively modulated
QKD, its key rate still exhibits a 70% enhancement.

IV. CONCLUSION

In this paper, we introduce a herald fully passive QKD
protocol based on PDC. By utilizing the heralding oper-
ation, we simultaneously generate decoy states and per-
form passive encoding, eliminating the need for active
modulation procedures. This approach not only simpli-
fies the system architecture but also enhances resistance
to side-channel attacks by third-party eavesdroppers tar-
geting the source modulator. Owing to the heralding
operation, the key rate of our protocol exceeds that of
actively modulated QKD by more than threefold, while
the communication distance is expanded to 241 km. Fur-
thermore, we account for actual resource consumption
and optimize the key transmission rate of our protocol.
In comparison to fully passive QKD protocols that rely
on coherent pulses, our approach demonstrates signifi-
cant advantages in both key rate and key transmission
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FIG. 4. The optimal average number of photon pairs (2\)
corresponding to our protocol in Fig. [3
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transmission rate is achieved, corresponding to the average
number of photon pairs in Fig. [

rate.

V. APPENDIX A: THE PASSIVE DECOY
STATE METHOD WITH PDC

In this section, we will briefly introduce the passive de-
coy state method based on Parametric Down-Conversion
(PDC), enabling readers to understand our work more
easily.

First, let us introduce the concept of the decoy state
method. In an ideal quantum communication protocol, a
single-photon source is desired. However, in practice, the



photons emitted from the light source often deviate from
this ideal state, generating vacuum states, single-photon
states, or multiple-photon states. In such cases, an eaves-
dropper can perform PNS attack on the multi-photon
components in the channel to capture all keys associ-
ated with those photons, while simultaneously executing
a coherent attack on the single-photon components, ex-
tracting keys from the errors in the single photons. This
naturally raises the question: how many secure keys can
ultimately be obtained? In 2004, GLLP theory was pro-
posed to establish a system model for practical weak co-
herent light sources, enabling the estimation of the se-
cure key rate [45]. In 2005, Lo, and Ma, et.al. integrated
the GLLP theory with the decoy state method [46, |47],
allowing for a more precise estimation of the system’s
error rate and yield, thereby enhancing the system per-
formance. The essence of the decoy state method lies in
addressing a linear programming problem using multiple
light sources with different distributions; the greater the
number of light sources employed, the more accurate the
resulting solution.

The commonly used method for generating different
sources is to modulate the intensity of the laser source.
Another approach is to classify optical pulses through
post-measurement selection, which is known as the pas-
sive source scheme. There are two types of passive
source schemes [15,136], and here we mainly introduce the
scheme based on Parametric Down-Conversion (PDC).
The structure of passive decoy state source is shown in
Fig. [l [36].

signal

b/“ /
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FIG. 6. The structure of passive decoy state source |36].

When a laser is incident on a PDC crystal, photon
pairs are generated. The generated states can be written
as |36]:

S A
[¥) =;ﬁe Aln)sln)n, (33)

AP s

n!

P(n) =

(34)

The n photons on the heralding path may or may not
cause the detector to respond. The probabilities of them

can be written as:

Pp =1-(1—pd)*(1-n)", (35)
Pyp = (1-pd)=(1-n)", (36)
where pd is the dark count rate, and 7 is the detector

efficiency.

According to whether the detector responds or not, we
can divide the photons on the heralding path into two
categories as:

P(n|Pp)
P(TL|PND)

:P(n)*PD, (37)
:P(n)*PND, (38)

and they correspond to the state:

[W)p =Y /P(®|Pp)n). (39)
n=0

Wnp =Y \/P(n[Pyp)ln)s (40)
n=0

Through this method, two different source with differ-
ent photon number distributions can be generated pas-
sively without modulating the intensity of the source.

VI. APPENDIX B: THE CASE OF X-BASIS

When Bob conduct a X-basis measurement, the state
|¢) can be projected onto the X basis form as:
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where

P.(m,n—m) (42)

—\noe Cyf —1)n—m—y 2
In this way, the form of photons entering the channel is
[t)p, [n — t)»_. Depending on the different responses in
heralding path, they possess different probability distri-

butions P;X(t,n —t). The subsequent process is similar
to that in the main text.

ACKNOWLEDGEMENT

This work is supported by the National Natural Sci-
ence Foundation of China under Grants No. 12175106
and No. 92365110.

[1] C. H. Bennett, and G. Brassard, Quantum cryptogra-
phy: public key distribution and coin tossing, Proceed-
ings of the IEEE International Conference on Computers,
Systems, and Signal Processing (IEEE, New York), 175
(1984).

[2] G. Brassard, N. Liitkenhaus, T. Mor, and B. C. Sanders,
Limitations on Practical Quantum Cryptography, Phys.
Rev. Lett. 85, 1330 (2000).

[3] L. Lydersen, C. Wiechers, C. Wittmann, D. Elser, J.
Skaar, and V. Makarov, Hacking commercial quantum
cryptography systems by tailored bright illumination,
Nat. Photonics 4, 686-689 (2010).

[4] 1. Gerhardt, Q. Liu, A. L. Linares, J. Skaar, C. Kurtsiefer,
and V. Makarov, Full-field implementation of a perfect
eavesdropper on a quantum cryptography system, Nat.
Commun. 2, 349 (2011).

[5] S. H. Sun, M. Gao, M. S. Jiang, C. Y. Li, and L. M.
Liang, Partially random phase attack to the practical
two-way quantum-key-distribution system, Phys. Rev. A
85, 032304 (2012).

[6] S.H. Sun, F. H. Xu, M. S. Jiang, X. C. Ma, H. K. Lo, and
L. M. Liang, Effect of source tampering in the security of
quantum cryptography, Phys. Rev. A 92, 022304 (2015).

[7] A. Vakhitov, V. Makarov, and D. R. Hjelme, Large pulse
attack as a method of conventional optical eavesdropping
in quantum cryptography, J. Mod. Opt. 48, 2023 (2001).

[8] N. Gisin, S. Fasel, B. Kraus, H. Zbinden, and G. Ri-
bordy, Trojan-horse attacks on quantum-key-distribution
systems, Phys. Rev. A 73, 022320 (2006).

[9] N. Jain, E. Anisimova, I. Khan, V. Makarov, C. Mar-
quardt, and G. Leuchs, Trojan-horse attacks threaten the
security of practical quantum cryptography, New J. Phys.
16, 123030 (2014).

[10] N. Jain, B. Stiller, I. Khan, V. Makarov, C. Marquardst,
and G. Leuchs, Risk Analysis of Trojan-Horse Attacks
on Practical Quantum Key Distribution Systems, IEEE
J. Sel. Top. Quantum Electron. 21, 3 (2015).

[11] M. Lucamarini, I. Choi, M. B. Ward, J. F. Dynes, Z.
L. Yuan, and A. J. Shields, Practical Security Bounds
Against the Trojan-Horse Attack in Quantum Key Dis-
tribution, Phys. Rev. X 5, 031030 (2015).

[12] A. Navarrete, and M. Curty, Improved finite-key secu-
rity analysis of quantum key distribution against Trojan-
horse attacks, Quantum Science and Technology, 7, 3
(2022).

[13] T. T. Luo, Q. Liu, X. R. Sun, C. F. Huang, Y. Chen, Z.
R. Zhang, and K. J. Wei, Security analysis against the

Trojan horse attack on practical polarization-encoding
quantum key distribution systems, Phys. Rev. A 109,
042608 (2024).

[14] M. Curty, X. F. Ma, H. K. Lo, and N. Liitkenhaus, Pas-
sive sources for the Bennett-Brassard 1984 quantum-key-
distribution protocol with practical signals, Phys. Rev. A
82, 052325 (2010).

[15] M. Curty, T. Moroder, X. F. Ma, and N. Liitkenhaus,
Non-Poissonian statistics from Poissonian light sources
with application to passive decoy state quantum key dis-
tribution, Opt. Lett. 34, 20 (2009).

[16] B. Qi, P. G. Evans, and W. P. Grice, Passive state prepa-
ration in the Gaussian-modulated coherent-states quan-
tum key distribution, Phys. Rev. A 97, 012317 (2018).

[17] B. Qi, H. Gunther, P. G. Evans, B. P. Williams, R. M.
Camacho, and N. A. Peters, Experimental Passive-State
Preparation for Continuous-Variable Quantum Commu-
nications, Phys. Rev. Applied 13, 054065 (2020).

[18] F. Y. Ji, P. Huang, T. Wang, X. Q. Jiang, and
G. H. Zeng, Gbps key rate passive-state-preparation
continuous-variable quantum key distribution within an
access-network area, Photonics Res. 12, 1485 (2024).

[19] Y. Zhang, W. Chen, S. Wang, Z. Q. Yin, F. X. Xu, X. W.
Wu, C. H. Dong, H. W. Li, G. C. Guo, and Z. F. Han,
Practical non-Poissonian light source for passive decoy
state quantum key distribution, Opt. Lett. 35, 20 (2010).

[20] M. Curty, X. F. Ma, B. Qi, and T. Moroder, Passive
decoy-state quantum key distribution with practical light
sources, Phys. Rev. A 81, 022310 (2010).

[21] X. Peng, B. J. Xu, and H. Guo, Passive-scheme analysis
for solving the untrusted source problem in quantum key
distribution, Phys. Rev. A 81, 042320 (2010).

[22] Y. Li, W. S. Bao, H. W. Li, C. Zhou, and Y. Wang,
Passive decoy-state quantum key distribution using weak
coherent pulses with intensity fluctuations, Phys. Rev. A
89, 032329 (2014).

[23] C. Zhou, W. S. Bao, H. W. Li, Y. Wang, Y. Li, Z. Q.
Yin, W. Chen, and Z. F. Han, Tight finite-key analysis
for passive decoy-state quantum key distribution under
general attacks, Phys. Rev. A 89, 052328 (2014).

[24] Y. Z. Shan, S. H. Sun, X. C. Ma, M. S. Jiang, Y. L. Zhou,
and L. M. Liang, Measurement-device-independent quan-
tum key distribution with a passive decoy-state method,
Phys. Rev. A 90, 042334 (2014).

[25] J. Teng, F. Y. Lu, Z. Q. Yin, G. J. Fan-Yuan, R. Wang,
S. Wang, W. Chen, W. Huang, B. J. Xu, G. C. Guo,
and Z. F. Han, Twin-field quantum key distribution with



passive-decoy state, New J. Phys. 22, 103017 (2020).

[26] W. Y. Wang, R. Wang, C. Q. Hu, V. Zapatero, L. Qian,
B. Qi, M. Curty, and H. K. Lo, Fully passive quantum
key distribution, Phys. Rev. Lett. 130, 220801 (2023).

[27] V. Zapatero, W. Wang, and M. Curty, A fully passive
transmitter for decoy-state quantum key distribution,
Quantum Sci. Technol. 8, 025014 (2023).

[28] V. Zapatero, and M. Curty, Finite-key security of passive
quantum key distribution, Phys. Rev. Appl. 21, 014018
(2024).

[29] J. J. Li, W. Y. Wang, and H. K. Lo, Fully passive
measurement-device-independent quantum key distribu-
tion, Phys. Rev. Appl. 21, 064056 (2024).

[30] X. Wang, F. Y. Lu, Z. H. Wang, Z. Q. Yin, S. Wang, J.
Q. Geng, W. Chen, D. Y. He, G. C. Guo, and Z. F. Han,
Fully passive measurement-device-independent quantum
key distribution, Phys. Rev. Appl. 21, 064067 (2024).

[31] R. Tannous, W. Wu, S. Vinet, C. Perumangatt, D. Sinar,
A. Ling, T. Jennewein, Towards Fully Passive Time-Bin
Quantum Key Distribution over Multi-Mode Channels,
arXiv:2302.05038.

[32] W.Y. Wang, R. Wang, and H. K. Lo, Fully-Passive Twin-
Field Quantum Key Distribution, arXiv:2304.12062.

[33] J. J. Li, W. Y. Wang, and H. F. Chau, Fully Passive
Quantum Conference Key Agreement, larXiv:2407.15761.

[34] C. Q. Hu, W. Y. Wang, K. S. Chan, Z. H. Yuan, and H.
K. Lo, Proof-of-Principle Demonstration of Fully Pas-
sive Quantum Key Distribution, Phys. Rev. Lett. 131,
110801 (2023).

[35] F. Y. Lu, Z. H. Wang, V. Zapatero, J. L. Chen, S. Wang,
Z. Q. Yin, M. Curty, D. Y. He, R. Wang, W. Chen, G.
J. Fan-Yuan, G. C. Guo, and Z. F. Han, Experimental
demonstration of fully passive quantum key distribution,
Phys. Rev. Lett. 131, 110802 (2023).

[36] W. Mauerer and C. Silberhorn, Quantum key distribu-
tion with passive decoy state selection, Phys. Rev. A 75,

050305 (2007).

[37] Y. Adachi, T. Yamamoto, M. Koashi, and N. Imoto, Sim-
ple and Efficient Quantum Key Distribution with Para-
metric Down-Conversion, Phys. Rev. Lett. 99, 180503
(2007).

[38] X. Ma and H. K. Lo, Quantum key distribution with
triggering parametric down-conversion sources, New J.
Phys. 10, 073018 (2008).

[39] Q. Wang, C. H. Zhang, and X. B. Wang, Scheme for
realizing passive quantum key distribution with heralded
single-photon sources, Phys. Rev. A 93, 032312 (2016).

[40] C. H. Zhang, X. Y. Zhou, H. J. Ding, C. M. Zhang, G.
C. Guo, and Q. Wang, Proof-of-Principle Demonstration
of Passive Decoy-State Quantum Digital Signatures Over
200 km, Phys. Rev. Appl. 10, 034033 (2018).

[41] C. H. Zhang, C. M. Zhang, and Q. Wang, Efficient pas-
sive measurement-device-independent quantum key dis-
tribution, Phys. Rev. A 99, 052325 (2019).

[42] J. W. Ying, P. Zhao, W. Zhong, M. M. Du, X. Y. Li, S.
T. Shen, A. L. Zhang, L. Zhou, and Y. B. Sheng, Pas-
sive decoy-state quantum secure direct communication
with heralded single-photon source, Phys. Rev. Appl. 22,
024040 (2024).

[43] X. F. Ma, C. H. F. Fung, and H. K. Lo, Quantum key
distribution with entangled photon sources, Phys. Rev.
A 76, 012307 (2007).

[44] P. Kok, and S. L. Braunstein, Postselected versus non-
postselected quantum teleportation using parametric
down-conversion, Phys. Rev. A 61, 042304 (2000).

[45] D. Gottesman, H. K. Lo, N. Lutkenhaus, and J. Preskill,
Security of quantum key distribution with imperfect de-
vices, Quantum Inf. Comput. 4, 325 (2004).

[46] H. K. Lo, X. F. Ma, and K. Chen, Decoy state quantum
key distribution, Phys. Rev. Lett. 94, 230504 (2005).

[47] X. F. Ma, B. Qi, Y. Zhao, and H. K. Lo, Practical decoy
state for quantum key distribution, Phys. Rev. A 72,
012326 (2005).


http://arxiv.org/abs/2302.05038
http://arxiv.org/abs/2304.12062
http://arxiv.org/abs/2407.15761

