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Abstract—In this paper, we propose a modularized framework
for communication processes applicable to crash and Byzantine
fault-tolerant consensus protocols. We abstract basic communica-
tion components and show that the communication process of the
classic consensus protocols such as RAFT, single-decree Paxos,
PBFT, and Hotstuff, can be represented by the combination of
communication components. Based on the proposed framework,
we develop an approach to analyze the consensus reliability of
different protocols, where link loss and node failure are measured
as a probability. We propose two latency optimization methods
and implement a RAFT system to verify our theoretical analysis
and the effectiveness of the proposed latency optimization methods.
We also discuss decreasing consensus failure rate by adjusting
protocol designs. This paper provides theoretical guidance for the
design of future consensus systems with a low consensus failure
rate and latency under the possible communication loss.

Index Terms—Distributed Consensus, Wireless Communication,
Network Reliability, Fault Tolerance, Internet of Things

I. INTRODUCTION

Distributed consensus, a fundamental concept of distributed
systems, ensures that independent nodes agree on the same
value to perform a certain task through message exchange
within the network, in spite of the presence of faulty nodes.
Characterized by distinct failure behaviors, two failure models
exist: crash failure, where a faulty node abruptly stops working
without resuming [1]], [2]], and Byzantine failure, where a
faulty node acts arbitrarily in order to maximally damage the
consensus [3], [4]. Protocols that can resist crash failures and
Byzantine failures are called crash fault-tolerant (CFT) and
Byzantine fault-tolerant (BFT) protocols.

The consensus has been extensively researched and applied
in traditional fields such as distributed databases for ensuring
safety and liveness. In the research of these applications, most
of consensus protocols were initially proposed in reliable
communication networks, where there is a known or unknown
upper bound on transmission delays and all messages are
guaranteed to be delivered within this bound.
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Recently, emerging distributed architectures such as
blockchain networks have led to a resurgence in distributed
consensus. Some recent work has studied the applications
of wireless consensus systems including blockchain-enabled
IoT and autonomous systems [5]-[11]]. [S[I, [6], [10] focus
on consensus in critical mission scenarios, e.g., autonomous
driving systems wherein vehicles and pedestrians go through
intersections, IoT environments where terminals (drones, sen-
sors, and actuators) act based on coordinated behaviors. [7]]
implements wireless RAFT on embedded system to make
sensing data and action orders consistent in the Internet of
Vehicles. [[8], [9], [[11] consider blockchain-enabled IoT where
IoT devices in the wireless mobile-edge network are supported
by the set of blockchain peers that process IoT transactions.

Motivation. In these applications such as blockchain-enabled
IoT and Internet of Vehicles, wireless communication is essen-
tial to support consensus operations in large-scale systems and
facilitate connections among IoT devices and other clients [|12]],
[13]. However, wireless transmission links might be unreliable
and link loss may occur due to channel fading or spectrum
jamming [14], [15]. Even worse, wireless scenarios may provide
an additional attack surface for Byzantine adversaries. In
addition to classical Byzantine behaviors like deception or
keeping silent, Byzantine nodes in wireless networks can
further interfere with the communication of other participants
(e.g., through broadband noise jamming or selective jamming),
resulting in a compromised quality of communication.

Such unreliable communications introduce new challenges.
As the consensus protocol depends on message exchanges to
enhance interconnectivity among nodes and attain consistency,
compromised communication can significantly impair the reli-
ability of the distributed system. The failure in communication
links may lead to a failure in achieving consensus instances,
ultimately compromising the overall performance of the system,
e.g., a significant increase in latency. In Figure[I] we find that a
small reduction of quality in communication (link loss rate from
0 to 0.05) could greatly increase the latency of the consensus
system.

In light of finding this, our paper’s motivation lies in the cru-
cial need for modeling the performance of distributed consensus
protocols under compromised communication modules such
as link loss. Regarding many applications of using consensus
protocols such as RAFT and PBFT in wireless setting [S]-
[71, [10], this is critical to evaluate how reliable the existing
protocols are when they are used in the wireless network
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Fig. 1: The comparison of latency in the RAFT between the link loss
rate of 0 and 0.05. The system consists of 6 followers and 1 leader
with 2 followers crashed. The latency is calculated from the instance’s
arrival at the leader to its commitment by the leader. The single link
latency is set as 0.1s. The instance arrival rate is set as 60 per second.

[12], [13]]. However, since consensus protocols have different
communication processes and protocol specifications such as
PBFT [3|] and Hotstuff [4], the analytical method of one
protocol may not be able to extend to other protocols [3],
[16].

Therefore, this paper aims to propose a modularized frame-
work for representing communication structures across a wide
range of consensus protocols.

Our Contribution. In this paper, we propose a modular
approach based on a set of fundamental communication
processes (which we refer to as communication components
henceforth) and utilize them to represent the communication of
various protocols. Subsequently, the protocol analysis can attain
a higher level of scalability, thereby facilitating the evaluation
of the communication process for extant protocols. Furthermore,
we evaluate probabilistic consensus-achieving rates, enabling
comparisons between existing protocols and giving theoretical
guidance into the designs of future protocols and systems. The
main contributions of this paper are summarized as follows:

1) We propose a modularized framework to represent the
communication process of various consensus algorithms.
Specifically, we present fundamental communication
components in consensus algorithms and employ their
combinations to represent some well-established proto-
cols, such as RAFT [1]], single-decree Paxos [2], PBFT
[3], and Hotstuff [4].

2) Utilizing the proposed modularized framework, we
examine consensus reliability in the context of potential
node and link failures through a probabilistic lens. We
further propose the concepts of Reliability Gain and
Tolerance Gain for different protocols, which shows that
the consensus failure rate has linear relationships with
two fundamental system parameters, i.e., the overall joint
failure rate and the maximum number of faulty nodes
the system can tolerate.

3) We show that a larger consensus failure rate leads to
higher transmission and queuing latency. We subse-
quently proposed two methods based on our theoretical
analysis of consensus failure rate to decrease the con-
sensus failure rate, and thus optimize the system latency.
We also discuss decreasing consensus failure rate by
adjusting protocol designs.

4) We implement a RAFT consensus system as an example
to verify our theoretical analysis and show the effec-
tiveness of the proposed latency optimization methods.
Additionally, we demonstrate the numerical results of the
consensus failure rate for different consensus protocols.

The structure of this paper is as follows. The related
work is shown in Section [[Il Section [[I] proposes a generic
and modularized framework to represent the communication
structure of different consensus protocols. Based on this
framework, the probability analysis of consensus reliability
for different protocols and the concepts of Reliability Gain
and Tolerance Gain are proposed in Section Section
shows a larger consensus failure rate causing higher latency and
proposed latency optimization methods. Section [VI|implements
a Raft system as an example to verify the theoretical analysis.
Section discusses improving consensus failure rate by
adjusting protocol designs. Finally, Section |VII| makes a
conclusion.

II. RELATED WORK
A. Distributed Consensus:

Most consensus protocols were initially proposed in reliable
communication networks [1]]-[4]], [17]-[20]. They follow
classical synchronous or partial synchronous communication
model, where there is a known or unknown upper bound on
message transmission delays between nodes and all messages
are guaranteed to be delivered within this time bound. As for
unreliable link communications such as link loss, some work
[21]1-[23]] prove the properties of agreement, termination, and
validity in designing protocols. [24] also models the partial
network partition of RAFT and analyzes possible outage caused
by possible link loss. However, the analysis often treats links
in a deterministic manner, i.e., either faulty or non-faulty.
There is few probabilistic analysis of link and consensus
reliability. In [21]], assumption coverage has been proposed as
a measure of whether the probability of meeting the required
conditions for protocols converges to 1, which is a meaningful
measure for assessing the quality of protocols. Nonetheless, this
work provides only a vague evaluation of consensus reliability
boundaries as the number of nodes approaches infinity and
assumes identical link failure rates for different links.

B. Availability of Quorum System:

Some work analyze the availability of quorum system [25]],
[26]. This characterizes the likelihood that a quorum system
will be able to deliver service, taking into account the failure
probability of various elements within the system. While many
consensus algorithms can be represented as quorum-based
systems, quorum system availability may not be used to assess
the consensus networks reliability, as it usually does not account
for communication link failures within the network.

C. Wireless Consensus Applications:

Some recent works have proposed many applications of wire-
less distributed consensus and analyzed the system performance
150, 161, [116], [27]-[131]. [5], [6], [[10] focus on consensus in



critical mission scenarios, e.g., autonomous driving systems
wherein vehicles and pedestrians go through intersections, loT
where terminals (drones, sensors, and actuators) act based
on coordinated behaviors. [7]] implements RAFT based on
embedded system to make sensing data and action orders
consistent in the Internet of Vehicles. [12]], [13] has analyzed
the impact of wireless link reliability on consensus reliability
and latency, but their models target the geographic distribution
of nodes for the specific protocol. [32]-[34] has investigated
RAFT consensus reliability in a wireless network to show
critical decision-making with different link reliability in IoT.
However, the proposed result was only for RAFT.

III. COMMUNICATION STRUCTURES OF CONSENSUS
PROTOCOLS

In this section, we propose a modularized framework to
model the communication process of different consensus
protocols. We first give the models and assumptions, and
propose basic consensus communication components. Then
the communication structure of typical consensus algorithms
including RAFT, PBFT and Hotstuff could be represented by
combinations of basic communication components.

A. Models and Assumptions

The consensus network consists of nodes communicating
with each other to achieve consistency based on the designed
protocols. A faulty node exhibits unexpected or incorrect
behavior, which can be due to hardware malfunctions, software
bugs, attacks, or network issues. A non-faulty node, on the
other hand, is a node that functions correctly and as expected.
The primary-backup paradigm is a common terminology in
distributed consensus protocols, where one node is the primary
who coordinates the consensus process, while the other nodes,
known as backups, update states to maintain overall system
consistency and fault tolerance. In our paper, we denote number
of backups as n and the maximum number of faulty nodes the
consensus protocol can tolerate as f. In most CFT protocols,
f =|n/2], and in most BFT protocols, f = |n/3].

The consensus protocols typically have a normal path (i.e.,
normal case operation), following a propose-vote paradigm.
When the primary misbehaves, there is another recovery path
(often called view change) to rotate the primary. Following
[51, [13[], [34], we analyze the network reliability of normal
case operations. If the primary node fails, the protocol will
automatically perform a view change [1]-[4], find a new
primary node, and continue with normal case operations.

Regarding node failure, we adopt the classical static corrup-
tion model [35] which assumes that the set of faulty nodes is
chosen at the start of the protocol but the protocol is unaware
of which nodes are corrupt. We assume that all backups are not
100% reliable (e.g., limited by cost, size, and complexity), thus
have a probability to fail in a consensus network. In addition,
faulty nodes are assumed to be not recovered after the failure.

For the communication links, we assume each link in
the consensus process will loss as probability in a wireless
connected network [5], [12]], [34]. This probability setting aligns
more closely with real-world wireless networks, since in classic

wireless research the link reliability is commonly modeled as a
probability issue [36]. Regarding the necessary wireless setting
in many consensus applications such as blockchain-enabled
IoT [S—[7], [10], probability modeling of link loss is critical
to evaluate the reliability of existing protocols [12]], [34]]. Note
that this is also necessary in the BFT setting. Although the
BFT assumption includes the scenario where Byzantine nodes
may deliberately lose messages, it is still necessary to model
the link loss among the remaining honest nodes.

B. Node Activation

A consensus protocol consists of a few phases (aka, step or
stage represented in different protocols) of message exchange,
where different protocols have various communication phases.
Within each phase, a non-faulty node usually has a local
verification condition to check the validity of the received
message and decide whether to proceed to the next phase of
normal case operations. For example, in the prepare phase of
PBFT, a non-faulty node proceeds only if it collects more than
2/3 node’s correct and valid messages from other nodes.

We define the concept of Activated Node (AN) as follows,
which characterizes the procedure of local verification for
entering the next phase.

Definition 1 (Activated Node). A node will become an activated
node if it has met the protocol condition to proceed and follows
the normal case operation.

We will also call a node Inactivated Node (IN) or not
becoming an activated node if it fails to meet the protocol
conditions (e.g., not receiving enough required messages from
other nodes or primary), or fails to follow the normal case
operation in this phase. Particularly, according to the definition
of AN and the static corruption model, if we denote the start
of the protocol as phase 0, non-faulty nodes could be regarded
as ANs in phase 0 and faulty nodes could be regarded as IN
in phase 0.

C. Basic Communication Components

In this section, we use a set of fundamental communication
processes (which we refer to as communication components
henceforth) to represent the communication of message ex-
change in each phase of the consensus protocols.

We show three representative communication graphs in Fig-
ure [2] i.e., one-to-many, many-to-one, and many-to-many. We
will call them A, B, and C respectively in the remainder of our
paper. Let (Tj)i\fj ,T; € {A, B,C} denote a communication
component that represents the communications of message
exchange at the j-th phase of the consensus protocols. The
notation is explained as follows:

1) M; represents that the protocol requires at least M
activated nodes at the end of the j-th phase. Usually, M;
takes either n — f or f + 1.

2) r; represents the phase dependence relationship. Only
those nodes that have been activated in the (j — r;)-th
phase could be activated in the j-th phase. This implies
that the j-th phase is dependent on the (j —r;)-th phase.



TABLE I: Summary of communication structures of typical consensus algorithms.

Protocol Category Communication Structure G
Single-decree Paxos CFT G = [A’ll_f7 Bf_f, Ag_f, B;L_f]
Raft CFT G=[ar"1 B
PBFT BFT G=[Ar"1 crt ol BIT
Hotstuff BFT G=[Aar1 BrT oan—T Brt oAn—T BrS AnT BT
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Fig. 2: Three Representative Communication Designs in Consensus
Protocols

3) T; represents the communication graph in the j-th phase,
i.e., one-to-many for 7; = A, many-to-one for 1 = B,
and many-to-many for T; = C. Different 7} also has
various conditions of node activation as:

o T; = A: the node should successfully receive and
verify the message from the primary.

e T; = B: the node should successfully send the
message to the primary.

e T = C' the node should successfully receive and
verify no less than n — f — 1 messages from other
nodes that have been activated in the last phase.

These three parameters indicate the relationship between a
communication component and node activation. M; shows the
minimum number of ANs required in the phase, while r; and
T); show the conditions of a node to become AN in the phase.
We call that r represents Node Activation Condition I and T
represents Node Activation Condition II. The following will
give more explanation of these three parameters.

We use the example of PBFT to explain Mj. In the prepare
phase of PBFT, at least n — f — 1 messages from others are
needed to be received by one node. This requires there should
be at least n — f activated nodes at the end of the pre-prepare
phase (the phase before prepare phase). Thus M; =n — f in
pre-prepare phase. Differently, only f 4 1 activated nodes are
needed at the end of the reply phase to respond to the client.
Therefore, for the reply phase My = f + 1. Please refer to
Appendix for more PBFT protocol details.

r; implies that the current phase is dependent on the (j —r;)-
th phase. Although naturally a node would be activated if it
satisfies the Node Activation Condition II based on T}, we
emphasize that r; and the Node Activation Condition I are
necessary, i.e., ANs in the current phase are required to have
been ANs in the (j — r;)-th phase. The reason behind this
is that some protocols require strict verification of incoming

messages that rely on previous phases. If the node suffers link
loss in the previous phases (i.e., the node has not been activated
previously), there will be no adequate information for it to
meet the protocol condition to proceed.

Take PBFT, Hotstuff, and single-decree Paxos as examples.
In PBFT, the prepare phase requires nodes to have received
pre-prepare messages from the primary to verify the prepare
messages. Since the prepare phase relies on the pre-prepare
phase that is 1 phase before, 7o is taken as 1. In Hotstuff, if
a backup has not received the pre-commit message from the
primary yet but received the commit message from the primary,
the type of the received message cannot match the required
message type so that the node cannot be activated. Here 73
is taken as 2 since there is a many-to-one component and a
one-to-many component between pre-commit messages and
commit messages. One more example is the Propose phase
of single-decree Paxos. As long as nodes are non-faulty, they
can proceed when receiving the Propose message from the
proposer even though they missed the Prepare message before.
Recall that we regard non-faulty as ANs in phase O (the start
of the protocol) and faulty nodes as INs in phase 0. Since the
Propose phase is the third phase of single-decree Paxos, 73
could be taken as 3 in this phase. Please see Appendix [A] for
more protocol details and explanations.

D. Communication Structure of Representative Consensus
Algorithms

To our knowledge, using the combinations of communication
components introduced in Section [[lI-C| can well represent
the communication process of many consensus algorithms.
As shown in Table [, several examples of typical consensus
algorithms are given including RAFT []1]], Paxos [2]], PBFT
[3], and Hotstuff [4]. The detailed analysis and explanatiorﬂ
are shown in Appendix [A]

IV. CONSENSUS RELIABILITY ANALYSIS

For real-world applications, especially in the engineering
field, it is unrealistic to analyze the link in a deterministic
manner, i.e., either faulty or non-faulty, since all links might
not be secured. From the probability view, this section analyzes
a fundamental concept for consensus protocols: consensus
reliability [33], [34]. This is defined as the probability of
consensus success for a consensus protocol when each node
has a probability to become faulty in the system initialization,

'We consider the communication structure of proposed protocols in the
original papers as our analyzing objects, while the communication structure
of modified versions might differ from our results. However, the analyzing
way is similar.



and each link has a probability to become loss. Based on
the communication components introduced in Section [T} we
propose a theoretical framework to analyze consensus reliability
for different protocols. The calculated consensus reliability
could be considered as the lower bound of the rate of consensus
achieving, i.e., Byzantine nodes are assumed to cause the worst-
case scenarios. We should mention that our proposed consensus
reliability does not aim at replacing a direct design and proof
framework of a distributed consensus algorithm. However, it is
fundamental for reliability analysis and engineering evaluation
in the consensus network with unreliable nodes and links.

A. Notations

Let G; = (Tj)ff denote the j-th phase of a protocol
G, where Tj,r;, M; follows the definitions in Section
and j satisfies j < |G|. Here |G| represents the number of
communication components of protocol G.

Let Q = {Nodeyi, Nodes, ..., Node,} represent the set of
n backups in the cluster. When analyzing the consensus process
under possible node failure and link failure, it is important to
consider the set of activated nodes in each phase. We denote
Sg.j C Q, with the cardinality %L = x;j, as the set of
activated nodes at the end of the j-th phase of the protocol G.
Let the probability of node ¢ becoming AN at the end of the
j-th phase be P,”’, where i represents the Node; € 2. We
could also call P;”’ as the Activation Probability of node :
in the j-th phase.

The following shows how the Activation Probability PiGj
could be expressed by Node/Link failure rate:

When j = 0, recall that S} GO represents the set of non-faulty
nodes in the system. Thus PZG0 is the probability that node
i is non-faulty. For j = 1,2...,|G]|, according to the Node
Activation Conditions I and 1T m Section [[II-C] the following
will obtain the expression of P " when T} is the graph A, B,
and C respectively.

One-to-Many (A): The nodes in the j- th phase could be

activated if they are in the set S, jf:j and they successfully
recerve the message from the primary. Thus we can express

P, Gi as P, Ci =P? rimary,i where P? Timary.t is the reliability

of communrcation link from the primary to the node ¢ which

are in the set ng:,:ij .

Many-to-One (B): According to the node activation con-
dition of B mentioned in Section [[II-C| the probability of
becoming AN can be obtained as P, = P,P""™*Y  where
PPy represents the reliability of communication link

from the node ¢ in the set Sz 7”’ to the prirnary
Many-to-many (C): If the graph is C, P

that node ¢ in .Sy, 4:”' receives at least n — f — 1 messages from

is the probability

other activated nodes in .S, Gi-r .Thus PGj can be calculated

as: T
pPY = 3 I1 P 11 (1

T _T.—1>k>n 1u€eSk G
J=rj f— k ’UE( v 77\{7,Sk})

Gj_r

SkC(Say 7 \0)

ey

_ p"ai>here pCi

where Pi” represents the reliability of communication link
from the node w to 4, \ is the setminus, and &, u, v are running
variables. Sy, is a running variable with k = | S|

B. Main Theorem of Consensus Reliability

In this section, we obtain the theoretical consensus reliability
in Theorem |I| according to the communication structures of
different consensus protocols.

We will con51der the probability Pr(the set of activated nodes
in j-th phase is Swf ) and simplify the expresswn as P(SG ).
Similarly, the conditional probability P(.S, zﬁ |S$'7) represents
given the set of activated nodes in i-th phase as SG , the
probability that the set of activated nodes in j-th phase is SI 7.
According to the Node Activation Condition I in Section [[II-C|
it could be directly obtained that the set of activated nodes in
j-th phase is only dependent with that in (j — r;)-th phase.
This implies Markov property and could be formally expressed
as the following:

Lemma 1. ANs in j-th phase is the subset of ANs in (j —1;)-th
phase, i.e.,
G Gy,
ijj g Smj,,,w.J (iE S xjfr) (2)
Lemma 2. Given SS°,SS, ... SIJ !, ANs in the j-th phase

only depends on ANs in the (j — r;)-th phase, i.e.,
(SG ’ng:ll) = (SG 5:1;1 . ) 3)

If r; =1 for any j =1, ..., |G|, the Markov property will
be first-order. Otherwise it will be high-order. Now we could
obtain our main theorem of the theoretical consensus reliability
as follow:

Sere, S

xo My 0

Theorem 1. Given the communication structure G of the
protocol, the consensus reliability, denoted as Pc, can be
calculated as:

Po= > > >
n>1é9>n f Tjr; >x;>M; IIC\—Tig|>"E\G|2M\GI
SJ'OQQ G Gj_r; G \G|77‘
0 S.lCS, i G |G| 4
] SL|G\ CS‘LiGl—T“G‘ ( )
Go oG Gig|
P (5,55 .. 55)
where
o IG| c
Go oG € G, i=rj
(SﬂfoO’ Szil’ o S””IiGG\‘) =P (SIOD) H P(Smjj iSwJ'J*"‘J‘g)
j=1
5
p(ss)y= [ pe I (-P) (6)
ueSgo velnSo0
e G G,
P(sgls)= T pe I (-rf)
uESij vel Gj_p, Sfjﬂ
Smj,r;

7

7 is the activation probability of node i in the j-
th phase defined in Section and U is the notation of
complement set.

Please see Appendix |B| for proof.



As mentioned in Section PiGj can be represented by
node/link reliability. Thus in Theorem |1} Po is a function
of node/link reliability (or node/link failure rate) at different
phases. Based on Theorem [T} for consensus protocols listed in
Table [ or other protocols of which the communication structure
can be presented in Section we can theoretically analyze
the influence of the reliability of each node/link on the final
consensus reliability.

Remark 1. Assuming different consensus instances are inde-
pendent, we show that the consensus reliability of consecutive
multiple instances can be extended based on that of a single
instance shown in Theorem [I} It can be used to evaluated
how many instances will cause at least one consensus instance
failure with probability 1. Please see Appendix [ for more
analysis.

Remark 2. If Pfj is not independent for different node i (cor-
responding the reliability of node/link of different nodes are not
independent, e.g., correlation loss of wireless communication),
Eq. (6) and (7) should be replaced as:

P (Sg)“) =Pr(( m u is non-faulty) ﬂ

uESSOO
. (®)
( ﬂ v is faulty))
veCQSfOO
P (Sg’;j ng;) =Pr(( n u is activated) ﬂ
ueSS.j
( ﬂ v is not activated)) ©)
vel Gy, Sfjj
S J

:n]v,,.j

Then chain rule can be used to calculate Eq. (8)-(9). There-
fore, based on the conditional probabilities, the correlated
probability PiGj could be fully characterized as long as there
is sufficient prior information about the reliability of each
node/link.

C. Consensus Reliability Simplification

Section analyzes the theoretical consensus network
reliability. However, the probabilistic computation is compli-
cated, especially when the link/node reliability at different
phases are varied. In this section, we simplify the calculations
of consensus reliability, which is shown in Theorem

Theorem 2. Given the communication structure G , consider
all the dependence relationships in G as a graph where each
phase is a node and each phase dependence relationship r; is
an edge. All the dependence relationships form a tree, where
the O-th phase is the root node. Assume that there are L leaf
nodes and let Ri(l = 1,2, ..., L) denote the set of phases in
the path between the root node and the l-th leaf node, the
consensus failure rate could be approximated as:

L

P~ P
=1

(10)

where Pﬁ’ is

R R
PFL _ E | I PR (11)
JF,R R
Q257" ueSi,

where PJEF =1 — [Lier, P& and PS* is the probability
that u becoming AN in the k-th phase. The approximation will
be tight if the node/ link failure rates are close to 1.

Please see Appendix [D] for proof.

This theorem intuitively explains the principle of simplifying
high-order Markov (for any r;) consensus reliability: Pr of
high-order Markov consensus can be approximately regarded
as the summation of the Pﬁl, i.e., consensus failure rates of
multiple first-order Markov (for all r; = 1) communication
structures. Then the simplification methods for first-order
Markov property shown in Lemma [3] and [4] in Appendix [D] can
be used for each PA!.

The accuracy of the approximations in Theorem [2] will be
shown in the numerical results in Section

D. Reliability Gain and Tolerance Gain

In this section, we propose the concepts of Reliability Gain
and Tolerance Gain for different consensus protocols to obtain
more concise and intuitive results to deploy wireless consensus
systems in engineering.

1) Assumption of Identical Failure Rates of Different Nodes:
We give one more assumption [21f], [32], which is made to
simplify the analysis from the overall link reliability and overall
node reliability to obtain more intuitive properties.

Assumption 1. We assume the node reliability of different
nodes are identical to pn and that the link reliability of different
links are identical to py,.

Let pg; be the activation probability of each node becoming
AN in the j-th phase. When j = 0, the condition for the
node to become AN in phase 0 is that the node is non-faulty,
thus pg, = pn, where py is the probability that one node
is no-faulty. When j = 1,2, ...|G|, pg, is determined by the
communication component of this phase. According to the
analysis of Section if the communication graph of the
j-th phase is A or B, pg; = pr. Let the binomial distribution
operator B(a,b,p) = (})p" (1 — p)*~". If the communication
graph of the j-th phase is C, pg, is

;cj,rj—l
pa, = >, Blwjr, — 1,k pr) (12)
k=n—f—1
and the approximated form of pg, is
n a—1
_ f+1 Za:nf (Zk‘:nf — B(a - 17k7pL))f+1
Pa, ~ ’ = (13)

f+1
Here Eq. (I2) is the degenerated form of Eq. (I) while Eq.

(T3) is the degenerated form of Eq. (32) under the Assumption

[l
Let 7o = 1 and 2_; = n. Theorem [I| and ] can be
degenerated under the Assumption [T}



Corollary 1. The degenerated form of Theorem |l|is:

Tj—r; ZIGl=riq| |G|

Z Z HB(xjf’l“_7’7xj7pGj)

©;=M;  2G|=Mg j=0

pPc = Z

zo=n—f

(14)

Corollary 2. Given the communication structure G where
Mj; =n— f forany j =1,2,...|G|, the degenerated form of

Theorem [2] is:
~(;1)
pPr f41 p

: L /11
where pjrpr = f+\1/21:1p§F,Rl and pyjrr, = 1 —

erRz pa,,. We define pjr r as the overall joint failure rate.
The approximation will be tight if the node/ link failure rates
are close to 1.

f+1

JF.R (15)

2) Reliability Gain: According to Corollary 2] it can be seen
that the consensus failure rate and the overall joint failure rate
are approximately linear in logarithmic form. We define the
Reliability Gain as the decrement of the logarithmic consensus
failure rate if the overall joint failure rate is reduced by one
order of magnitude. We show that the Reliability Gain is equal
to f 4+ 1 in the following theorem:

Theorem 3. When the overll joint failure rate pjp R is
reasonably smal the consensus failure rate pr has a linear
relation of logpjr g in logarithmic form,

logpr = kyp - logpsr r + hy (16)

where the Reliability Gain k, = f + 1, the intercept h, =
1Og(<fil))~

The overll joint failure rate pyp r is expressed by the
link/node relaibilty, and Table. [lIl shows p;r r for different
protocols. Theorem [3] shows that for a fixed number of nodes
in a consensus network, the order of magnitude of consensus
failure rate logppr decreases linearly with the coefficient f + 1
by reducing logp s, r, which can be obtained by increasing the
communication quality or using facilities with higher reliability.
Thus the proposed Reliability Gain can be an intuitive indicator
for evaluating the consensus reliability.

3) Tolerance Gain: Furthermore, we define the Tolerance
Gain as the decrement of the logarithmic consensus failure rate
if the maximum number of tolerant faulty nodes f increases 1.
The following theorem gives a closed-form of the Tolerance
Gain.

Theorem 4. When the overall joint failure rate pjr g is
reasonably smalﬂ the logarithmic consensus failure rate logpr
has a linear relation with the faulty node threshold f,

2Qur results show that p F,r = 0.1 is small enough to make the conclusion,
while this condition is achieved in most of the application scenarios.

30ur results show that p s F,r = 0.1 is small enough to make the conclusion,
while this condition is achieved in most of the application environments.

logpr =
kep - f + hey (for CFT when n = 2f)
kef - f 4 hey +10g(2ps,r) (for CFT when n=2f + 1)
kv - f + hoy (for BFT when n = 3f)

kvg - f + hey +1og(3ps,r/2)
kog - f + hoy + 2log(3ps,r/2)

(for BFT when n=3f + 1)
(for BFT when n = 3f + 2)
amn

Here pjr = 1 — pjr,r. For CFT the Tolerance Gain
ke = (logpsrr + logpsr + 2log2) and the intercept
hef = log(pi:’l‘:’\%)—kAf, in which A f = —2Xlog(f) is the non-
linear complementary term to decrease the approximation error.
For BFT, the Tolerance Gain kyy = logpjr.r + 2logpsr +

3log3 — 2log2 and the intercept hyy = log( \/\/g;f;j:) +Af.

The proof of Theorem [ is shown in Appendix

Tolerance Gain shows that the probability of reaching
consensus can be altered by not only changing p;r g but also
the size of the network to modify f. Fault tolerance allowing
at most f nodes failed infers one feature of the distributed
consensus system is resilience. It is shown in Theorem [4] that
logpr will decrease linearly with the increment of f. This
intuitively reflects the impact of the resilience of the system
on consensus reliability.

With the help of Reliability Gain and Tolerance Gain, we
can quickly calculate the required link loss rate, node failure
rate, or the number of nodes in the system to satisfy any
stringent reliability requirement. Therefore, it is suggested that
the concepts of Reliability Gain and Tolerance Gain can be
the design guideline towards real-world consensus deployment
with possible imperfect communication reliability

V. LATENCY AND CONSENSUS RELIABILITY

Consensus latency represents the duration spanning from
the initial arrival of instances at the leader to their subsequent
commitment by the leader. In this section, we will show how
the Consensus Reliability proposed in Section [[V]affects latency
and how to mitigate the latency degradation in Figure [I] by
decreasing the consensus failure rate.

A. Higher Consensus Failure Rate Increases Latency

Latency is composed of processing latency, propagation
latency, transmission latency, and queuing latency. We will
show a higher consensus failure rate will greatly increase the
transmission latency and queuing latency.

Let L4, denote the random variable of transmission latency,
which refers to the time for transmitting messages within a
network. Let L, denote the random variable of queuing latency,
referring to the time the messages are waiting to be processed.
Assume that if a consensus instance fails due to an excessive
number of link losses or node failures, the system will reattempt
to achieve consensus for that specific instance until it succeeds.
Let the latency of a single consensus attempt be L, which
is determined by the consensus communication structure. For
example, in the RAFT consensus, L¢ is approximate to the
latency of two links, where one link is from the leader to
followers and another is from followers to the leader.



TABLE II: Summary of P;r r for representative consensus algorithms.

Protocol Raft [37] Paxos [2] PBFT [3] Hotstuff [4]
1- D s
Prpr | 1=pnpi | TV200-pn01) | yhere o Sigsﬁgfgq. PRI = pap3 )+ + (1= pyp}) L +2(1 — paph )+

Since a failed instance will reattempt consensus until it
succeeds, we could obtain that the transmission latency Ly, is
a random variable that follows the distribution as:

Pr(Ly = KLc) = PX (1 — Pp) (18)

where K denotes the number of consensus attempts and Pp is
the consensus failure rate. Thus the expectation of transmission
latency could be obtained as

L¢

E(Ly) =
t 1— Pp

KLc) =

Z KLcPr(Ly = (19)

K=1
This directly shows a larger consensus failure rate leads a to
higher transmission latency.

The queuing model usually relies on the specific protocol
design and system implementation. In this case, we take RAFT
as an example to analyze queuing latency. RAFT maintains a
continuous log sequence with no gaps, which means the leader
is only allowed to append new instances after existing ones,
while moving or deleting previous instances is not allowed. This
characteristic implies that RAFT requires instances with smaller
indices to be committed before instances with larger indices.
Consequently, RAFT’s queuing latency arises from waiting for
consensus reattempts of earlier instances. Assuming the arrival
instances follow the Poisson flow, (the time interval between
instance arrivals, Ty,.iye, follows exponential distribution) [38]],
the queuing latency of RAFT adheres to the M/G/1/FCFS
queuing model [38], where M denotes a Poisson flow of
arrival instances, G denotes a general service time distribution,
1 denotes a single server, and FCFS stands for first-come-first-
served. One crucial parameter in the queuing model, the service
time, can be determined as Teppe = Ly — Lo (consensus
instances without reattempt are parallel and do not cause
queuing delay). According to Pollaczek-Khintchine Theorem
[39]], the expectation of queuing latency is

VCL’I“( ser Ue) + E? (Tserve)
Q(E(Tarrive) - E(Tserve))
where  E(Tserve) —Lc and Var(Tserve)
mLz It could be dlrectly obtamed that a larger consensus

failure rate leads to higher E(Tserve) and Var(Tserype) thus
increase queuing latency.

E(Ly) =

(20)

— F

B. Optimization of Latency and Consensus Reliability

In this section, we proposed two methods that utilize the
theoretical analysis of Theorem |1| and Theorem [4| to effectively
mitigate the latency degradation caused by link loss. The
principle is to reduce the consensus failure rate thus decreasing
the system latency.

Method 1: Utilizing Tolerance Gain. According to Theorem
increasing the number of backup nodes, n, can effectively
increase the maximum number of faulty nodes the system

can tolerate, f, thus reduce the consensus failure rate ppg
(in Theorem [ the coefficient k. and k; are less than 0).
Then the transmission latency and queuing latency have a
smaller probability distribution over larger values. Thus Method
1 is to appropriately increase the number of nodes. Note
that this method assumes sufficient communication resources
so that increasing participated nodes will not increase the
latency of one single link communication. Thus this method
requires increasing communication resources (more links) and
computational resources (more nodes).

Method 2: Utilizing Effective Communication Resource
Allocation. Compared to Method 1, Method 2 optimizes latency
by effectively allocating communication resources (such as
signal transmission power) while keeping the number of nodes
constant. Specifically, according to Theorem [} consensus
reliability can be viewed as a function of the loss rate of
all links. Based on the classical Signal-to-Noise-Ratio (SNR)
model [36], we could model each wireless link loss through
the outage probability of the Rayleigh channel (apphcable to
urban environments) as P =1 — ¢ WT/PMW 1361,
where PLF is the link loss rate, 74, is the required target
SNR, P, is the signal transmission power, and Pj,,;s iS the
noise power. Gain is the quality of the wireless communication
environment and contains such parameters as the antenna gains,
communication distance, and shadowing. Friis Propagation
Formula could be used as an example to model Gain [36],
[40]. The principle of the optimization is to effectively allocate
the total transmission power for different channels based on
their P,,ise and Gain, so that the cluster has higher link
success rates thus lower consensus failure rate and latency.

We will use RAFT as an example to show this method. Based
on Theorem [I] and [2] the consensus failure rate of RAFT can
be expressed as

> ()

t=f+1

PRAFT _ Z H pIFr

SIFCQ,|STF|=ticSIF

(21)
1 — (1 — PLF)? and PEF 1 —
e oise,i ig the link loss rate between the i-th node
and leader. We could minimize the consensus failure rate to
reduce the latency for given i, Phoise,i» Gaing, and the
total transmitted power Py, ¢tq;. Thus we have the following
optimization problem:

where P/F

_ Yth
Gaing«Pyy ; /Py

min P}I;{AFT

n
2 Z Ptr,i: Ptntotala
1=1
Pth 07

s.t. i=1,2,3...,n

i=1,2,3...,n

We can solve this optimization problem by using Sequential
Quadratic Programming [41], a typical optimization algorithm
for solving nonlinear optimization problems with constraints,



to obtain the allocated power and each link loss rate. Thus we
obtain the optimized consensus failure rate and latency.

VI. EXPERIMENTS
A. Results of Consensus Failure Rate and Latency

In this section, we implemented a RAFT consensus system
to empirically validate our theoretical analysis concerning
consensus failure rate and latency. Additionally, we assess
the efficacy of the proposed latency optimization Method 1
and Method 2. Note that as highlighted in Section [V-B] these
latency optimization techniques are not exclusively applicable
to RAFT but also compatible to a broader range of consensus
protocols.

We evaluated the system latency and consensus failure rate
under varying conditions, including different link loss rates,
number of nodes, and power allocations. Latency was measured
from the instance’s arrival at the leader until its commitment
by the leader. We set the arriving instances as the Poisson flow
and the arrival rate as 60 per second. The single link latency
is set as 0.1 s. According to Section the latency of one
consensus attempt Lo is approximately 0.2 s. The consensus
reattempt timeout Lyjyeont 18 set as 0.3 s. In other words, the
leader will wait for 0.3 seconds to receive followers’ responses
and will reattempt consensus if a timeout occurs. We also set
the node failure rate as 0 in this case study to show the effects
of link loss only.

Experimental result of Pr
Analytical result of P

Experimental result of £(Lcotar)
Analytical result of E(Ltotar)

10-2 4

10-3 4

Consensus failure rate Pr
Mean of Latency ElLpal)

10-4 4

0.04 0.06
Link loss rate Pp

Fig. 3: Analytical result and the experimental result of consensus
failure rate and latency under different link loss rates when n = 4.

Test for consensus reliability and latency:

Figure [3] shows the analytical result and the experimental
result of consensus failure rate and latency under different link
loss rates. As shown in Figure [3] the experimental result is
generally consistent with the analytical result of latency and
consensus failure rate.

Test of Method 1: Figure [4| shows the latency optimization
of Method 1. This indicates that based on Tolerance Gain,
increasing the number of nodes from n = 4 to n = 10
could decrease the order of consensus failure rate, thus
improving the latency performance. The result shows that the
latency degradation is mitigated and the consensus failure
rate is generally consistent with the theoretical results of
Tolerance Gain (i.e., less consensus failure rate for more
nodes). We should mention that Method 1 requires increasing

communication resources and computational resources since it
needs more communication links and nodes.

Test of Method 2: Method 2 optimizes the consensus failure
rate and latency by effective power allocation without increasing
communication resources while keeping the number of nodes
constant. Regarding the communication model parameters, we
set n =8, Y, as 10 dB, P totar s 1.6 W, Ppise as 1079
W, and Gain;(dB) as [-68, -70, -44, -69,-65, -41, -54,-63].
Through solving the optimization problem in Section the
theoretical consensus failure rates before and after optimization
are 0.0081 and 0.0005, respectively.

In Figure 5] the experimental results demonstrate the compar-
ison between the latency before and after power optimization.
The latency degradation caused by the link loss rate is mitigated.
The experiment shows the communication power optimization
method is an effective way without increasing resources
in practical wireless network environments to improve the
performance of consensus systems.

One finding of Figure [I, 4 and [5} One finding in Figure
and [3]is that the latency of consecutive instances experiences
fluctuations, i.e., increasing then decreasing. This comes from
the queuing delay in RAFT. An instance’s delay abruptly
increases because many links were lost and the system failed
in one log replication attempt, thus it reattempts and the
consensus delay doubles. Queuing occurs and the delays of
subsequent instances increase because RAFT requires instances
with smaller indices to be firstly committed. As time grows,
the effects of queuing delay gradually decrease, and instances
arriving after a period of time are no longer affected by the
queuing delay of previous instances.

B. Numerical Results of Reliability Gain and Tolerance Gain

Through Theorem [1] and 2] we obtain the analytical and
approximation of the consensus reliability. Figure [6] shows
the approximate and non-approximate analytical results of
consensus failure rate of four different consensus protocols
when n = 12, pyp = 0.01, and pyr varies. This indicates that
the approximation in Theorem 2]is close to the analytical results
proposed in Theorem (1} thus validates the approximations.

Reliability Gain and Tolerance Gain clearly show the linear
relationship between consensus failure rate and two basic
factors, pyr,r and f. We illustrate the analytical results in
Figure [7] and Figure 8] Figure [7]shows the relationship between
the consensus failure rate Pp obtained by Theorem [I] and
the overall joint failure rate pjrr with n = 12. We set
pnr as 0.001 and change pr . According to Table. E], DJF,R
of different protocols can be represented by pyr and prp.
As shown in Figure [7} logPr obtained by Theorem [1] will
be approximately linear to logpsr r for different consensus
protocols. This matches the Reliability Gain proposed in
Theorem [3| (the upper lines are for BFT with f = |n/3],
while the lower lines are for CFT with f = |n/2]).

Theorem [] demonstrates the linearity of Tolerance Gain for
CFT and BFT consensus. This feature is evident in Figure [§]
where we set pyr = 0.01 and prr = 0.01. In Figure [§] the
consensus failure rate Pr obtained by Theorem 1| for BFT
consensus is approximately linear to f when n = 3f, while
for CFT, it is approximately linear to f when n = 2f.
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Fig. 4: Latency in the RAFT system when link loss rate is 0.07 and n is 4, 6, 8, and 10.
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Fig. 5: The comparison of latency in RAFT system before optimization
Method 2 and after optimization Method 2.
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Fig. 8: Tolerance Gain of consensus failure rate when pyr = 0.01
and prr = 0.01 for Hotstuff and PBFT (n = 3f), RAFT and single-
decree Paxos (n = 2f)

Figure [4] implies the trade-off between consensus failure
rate and the tolerance to higher levels of fault. We could find
that the consensus failure rate of CFT algorithms is generally
smaller than that of BFT algorithms. In addition, the slopes
of CFT algorithm are steeper than that of BFT algorithms,
which implies the improvement of consensus reliability by
increasing the faulty tolerance threshold f for CFT systems is
more effective than that for BFT systems.

VII. DISCUSSION: IMPROVE CONSENSUS RELIABILITY BY
PROTOCOL DESIGN

In this section, we discuss that increasing r; through
adjusting protocol designs could exponentially decrease
consensus failure rate. Recall that r; is determined by the
protocol design and shows the j-th phase is only dependent
on the (j — r;)-th phase. We could obtain that a larger
r; in the protocol will result in a lower consensus failure
rate. This is because larger r; implies the j-th phase is
independent with more phases between the (j — r;)-th and
the j-th phase, regardless of whether nodes in these phases
have received enough messages to become activated nodes or
not. One example is to use this property to optimize Hotstuff.
The cpmmunication structure of Hotstuff is G Hotstuff =
(A Bt AT gt A=t B AR~ BITY). This
shows that the nodes to be activated in each component A (one-
to-many communications) are required to have successfully
received messages in the previous components that are A.
We could simply adjust the protocol design: use threshold
signatures to incorporate replica-verifiable responses in each
component that is A, which contains responses from other



replicas in the previous phases. If a replica receives a message
indicating that more than n — f replicas have responded to
the previous primary message (messages from primary nodes),
even if it did not receive that previous primary message, it
can proceed to the following phases in Hotstuff. Therefore
the communication structure changed as Gpgotsin { ;o=
A Byt Ayt Bt ard e A B,

which implies the 1-st, 3-rd, 5-th, and 7-th phases are
independent with previous components A. The nodes could
be activated as long as they are non-faulty (activated in the
0-th phase) and receive the message in the component A.
Let Pr rrotstuyss be the consensus failure rate of the original
Hotstuff protocol and Pr rotstuffr be the consensus failure
rate of the revised Hotstuff protocol. According to Corollary

. P tu FH1
we could obtain —ffetstuss’ o 34277 41 <

1
: Prtiotsturf - 2014371424771 = 37
is shows the consensus failure rate of the revised protocol

is exponentially decreasing than the original one.

VIII. CONCLUSION AND FUTURE WORK

In this paper, we develop a modular consensus communi-
cation framework to characterize the communication process
of typical consensus protocols including RAFT, single-decree
Paxos, PBFT, and Hotstuff. Through the proposed framework,
we investigate the probabilistic consensus network reliability
for different protocols. We also obtain that larger consensus
failure rate will lead to higher latency and propose methods for
latency optimization based on our theoretical results. We finally
implement a RAFT system to validate our theoretical analysis
and demonstrate that the latency degradation is effectively
mitigated.

For future work, the proposed consensus reliability could
be further explored in practical implementations of different
consensus systems, such as PBFT and Hotstuff, or special
observations such as the partial network partition in [24].
Moreover, based on our framework, the optimization of
consensus failure rate could be further discussed, for example,
decreasing the consensus failure rate through more effective
protocol designs.
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APPENDIX A
COMMUNICATION STRUCTURE OF REPRESENTATIVE
CONSENSUS ALGORITHMS

To our knowledge, using the combinations of communication
components introduced in Section can well represent
the communication process of many consensus algorithms.
As shown in Table [I] several examples of typical consensus
algorithms are given including RAFT [1]], Paxos [2], PBFT [3],
and Hotstuff [4]]. The analysis procedures of other protocols
are similar.

A. Communication Structure of RAFT

Raft [1]] is a famous Crash-Fault-Tolerant consensus protocol
with f = |n/2]. In the log replication process of Raft, the
leader sends a log entry in the one-to-many communication
while followers receiving the leader’s log entry will give
responses in the many-to-one communication. Once received
responses from the majority (i.e., more than n — f) of the
followers, the leader decides such an entry as committed. Thus
the communication structure of the log replication of RAFT
can be represented as Grqp = [A} 7, B] 7).

B. Communication Structure of Single-decree Paxos

Paxos is one of the most classic CFT consensus protocols.
Here we do not consider Multi-Paxos which runs Paxos
repeatedly and work in a state machine replication pattern,
but concentrate on the single-decree Paxos proposed in [2].

Paxos has four phases including Prepare, Promise, Propose,
and Accept. In the Prepare-Promise phases (stage 1), the pro-
poser sends prepare message with number Num to acceptors
and receives promise messages from the majority of acceptors.
Then in the Propose-Accept phase (stage 2), the proposer tells
the acceptors what value to accept through a propose message,
and the acceptors reply with accepted message. Compared to
the definition of the basic components, the Prepare-Promise
phases of Paxos clearly correspond to A?if followed by B?if .
In the Propose-Accept phases, note that when an acceptor
receives a propose request with number Num, it only checks
whether it has responded to another prepare request having
a number greater than Num. This means that as long as the
node is non-faulty, even if it did not receive a prepare message
in stage 1, it can still respond to a propose message in stage
2. Therefore, the propose phase corresponds the component
Ag_f . Therefore, the communication structure of Paxos is
Grazos = [AT1, BI1, A3~ B /). Recall that in the j-th
phase, j — r; = 0 implies the node is required to be AN in
phase O, i.e., to be a non-faulty node .

C. Communication Structure of PBFT

Unlike Paxos and Raft that is Crash-fault-tolerant, the
Practical Byzantine Fault Tolerance (PBFT) algorithm is
a Byzantine-fault-tolerant algorithm and can tolerate up to
f = |n/3] Byzantine faulty nodes [3]]. There are four phases in
the normal case operation of PBFT, including the pre-prepare,
prepare, commit, and reply phases. In the first pre-prepare
phase, the primary sends the request from the client to replicas

by a pre-prepare message. When receiving the pre-prepare
message, replicas validate the message and accept it (turning
into activated) if it is correct. Then every activated replica
sends prepare messages to other nodes. For those nodes that
have been activated in the pre-prepare phase, once receiving
no less than n — f — 1 correct prepare messages (this requires
ANs in pre-prepare phase to be more than n — f), a replica
will turn into activated in the prepare phase. Then it will send
commit messages to other nodes. For those nodes activated
in the prepare phase, if there are no less than n — f — 1
valid commit messages (this requires ANs in prepare phase
should be more than n — f), a replica will turn into activated
in the commit phase. Finally, it will reply to the client with
the result in the reply phase. If more than f + 1 valid reply
messages are received, the client considers the consensus
achieved. In summary, the normal case operation of PBFT
can be represented as Gpppr = [AT 7,071, cft* BI T
corresponding to pre-prepare, prepare, commit and reply phases
respectively.

D. Communication Structure of Hotstuff

Hotstuff [4]] is a leader-based Byzantine fault-tolerant proto-
col with linear communication complexity in the number of
replicas. Here we consider one instance of Basic Hotstuff with a
stable leader skipping the first NEW-VIEW message. In the first
Prepare phase, the leader broadcasts msg(prepare) message to
all replicas corresponding to component A?_f . After validation,
a replica will send votemsg(prepare) to the leader, correspond-
ing to component B?_f . Then in the Pre-commit phase, the
leader broadcast msg(pre-commit) message to all replicas,
which will respond to the leader with votemsg(pre-commit) once
the msg(pre-commit) message is justified. Note that a replica
without receiving a valid prepare message would not respond to
the following messages from the leader (due to the restriction
of message type). Thus this phase should be represented as
component A2~/ and B!/, instead of A7/ and B/
The Commit phase is similar to the Pre-commit phase, where
components A7~/ and B’/ can be used to represent the
one-to-many and many-to-one communication respectively. In
the Decide phase of Hotstuff, the leader broadcasts msg(decide)
to replicas receiving all the messages before, corresponding to
the component A;“f . The replicas receiving this message will
execute and output this value. The consensus is considered to
be achieved after the client receives replies from more than
f+1 replicas, which corresponds to B{ *1 Therefore, the total
communication of Hostuff can be represented as G'rotstuff =
(A By Ay By Ay By Ay B,

APPENDIX B
PROOF OF THEOREMI]

Let P (SGO SG ., SG‘G‘) denote the probability that the

zo 2Ty ) Z|G|
set of ANs in the j-th phase (j = 0,1,...,|G|) is g] For
7=0, consensus protocols requires the number of non-faulty
nodes is no less than n — f, thus n > zg = \Sg)0| >n— f.
For j = 1,2,..|G|, according to the basic communication
component proposed in Section M shows the minimum
number of ANs in each phase to achieve consensus. Thus we



have 33] > M;. Accordmg to Lemma [T} we have z; < x;_,,

and Sz” C SIJ :
successful rate as:

Thus we could express the consensus

Po= > Z 2
n>xo>n—f xj_ r >m >M; xg|- I‘G‘>I‘G‘2M|G‘
sSoca s JCS —r sG'G‘CS Gl =g (22)
Tj z G| ?|1Gl—r|g)
Go oG G
(SIOO,SI;,...7S$|§')
According to the chain rule and Lemma [2] we have
o IG|
Go oG G e
(Smo,sw;,...,sz‘g‘) = P(59) ] P(SS7155-7)
j=1
(23)

Here P (SGO) is the probability that the nodes in SGO are
non-faulty and outside the set are faulty P(S %’ |Sw
the probability that the nodes in ij

)1s

are activated and in

C Gjr; g’ are not activated, We could express them as
Tj— Tj
P (Sg]o) =Pr ﬂ u is non — faulty) ﬂ
uESSOO
(24
( m v is faulty))
velaSE?
(SG ij . ) =Pr(( ﬂ u is activated) m
uGSzGJj
( ﬂ v is not activated))
Uecs,cj_rf Sfj
Fi=ry

(25)

Considering each node being activated in different phases are
independent, we have Eq.(6)-(7). Thus Theorem [I] is proved.

APPENDIX C
CONSENSUS RELIABILITY FOR MULTIPLE INSTANCES

We have considered the consensus reliability of a single in-
stance in Section and Assuming different instances
are independent, we show that the consensus reliability of
consecutive multiple instances can be extended based on that
of a single instance.

Note that link failures and node failures may have different
influences for multiple instances. A link failure is transient,
while a node failure is durative since faulty nodes are assumed
not to be recovered in a sufficiently long time after the failure.
Thus it is more catastrophic for node failure in consecutive
instances.

We obtain the consensus reliability of consecutive W
instances P as follow:

Theorem 5. The consensus success rate of consecutive W

instances can be obtained as:
PMY W Po — (W — 1) Pode (26)

where P is the consensus reliability of a single instance, and
P(]JV ode s the consensus reliability of a single instance only

considering the possible node failures (i.e., all the link failure
rates are 0). The approximation will be tighter if the link failure
rate is closer to 0.

Proof. We can first consider the conditional probability of
single consensus instance for a given set of non-faulty nodes,
P s and consecutive W instances are successful (i.e.,
(PC\SGO) ). Then we use full-partition formula to obtain
the consensus reliability of consecutive instances as follow.

P]V[ul Z Z SGO PC|SSOO )W (27)
nzzo2n—fqogdo
Since the link failure rate is always closer to 0, 1 — Pg| g%
is close to 0. We have ’
(Polge0)" = (1= (1= Polge )" = WPcl ey — (W — 1)
(28)

By using Eq. (28), Eq. (27) can be further transformed as
oY PISE)WPelgeo — (W =1))

n>zo>n—f 05 g%o
=ZPxq
Z Z SGO

nZa:OZn f Q;SQ:GOO

= WPo — (W —1)Pfode

PMul

=WPo— (W -1)

(29)

where P is the consensus reliability of a single instance, and
PXede is the consensus reliability of a single instance only
considering the possible node failures (i.e., all the link failure
rates are 0). The approximation will be tighter if the link failure
rate is closer to 0. Thus Theorem [3] has been proved. ]

Based on the consensus reliability of a single instance,
the consensus reliability of consecutive W instances can be
obtained through Theorem [5] It can be approximately evaluated
that how many consecutive instances will cause at least one
consensus instance failure.

APPENDIX D
PROOF OF THEOREM 2]

We first propose the methods of joint failure and power
series to provide a flexible way of simplifying the consensus
reliability for a special case. Then we extend the special case
to generic cases to prove Theorem

A. Part 1: Method of Joint Failure

Lemma 3. Method of Joint Reliability: If M; = n — f and
r; =1 forany j =1,2,..
can be simplified as:

Z P(Sm) =

n>z>n—f
QDS,

P0%

>, II» II a-&)

n>x>n—f u€S, vela Sy
0D8S,

(30)
where S, is the running variable with |S,| = © representing
the set of nodes always being activated from phase 0 to the
final phase, and

|G|

Pz] = H PiGj
j=0

€1y



is the activation probability of node i from phase 0 to the final
phase (joint reliability).

Here r; = 1 for j = 1,2,...|G| implies the first-order
Markov property is held. Please see the proof in Appendix
[D-DI

When there is no graph C in the communication structure of
the consensus protocol G, P in Eq. (30) is not approximated
since the derivations in Appendix are identity transfor-
mations. However, when the consensus protocol has graph C
in the j-th phase according to Eq. (1), P, 9 is determined by
the set Sf s which will vary in different summation paths.
When the graph of j-th phase is C, we use the approximation
form of Eq. (I), and the approximation will be tight if the link
reliability is close to 1,

—1 =G
f+1 ZZJ:nfffl(Pi (w))/+1

pGi _ (32)
P77 =
K2 f +1
_c. .

where P, (w) is

G Z@ (¢ P T({@w,i})

P (w) = Z2eE \{(}g 3 (33)
Here ®,, is a running variable with |®,,| = w, P T{ Py, 1))

Gjr,
is the left side in Eq. (1) replacing Smjf,,jj as {®,,i} .
B. Part 2: Method of Power Series
We show the second simplification method as follows.
Lemma 4. Power Series Method ( [34)]): If M; = n — f

and r; =1 for any j = 1,2, ...
denoted as Pr = 1 — P, can be simplified as:

n

Pr= Y aQ

t=f+1

where Qy =3 o5g7r [Tuessr P/ is the summation of the
product of t joint failure rates, which can be considered as
summation of power of t, S{¥ is a running variable with
IS/F| = t, PJ¥ = 1 — P/ is the joint failure rate, and
a; = (—1)t=/-1 (t?) is the coefficient of the series expansion.

(34)

Lemma @] takes the view of failure probability. Particularly,
@: can be considered as summation of power of ¢, since the
term [],c SJF PJ¥ is the product of ¢ joint failure rates. In
practical application scenarios, the joint failure rate P/ is
usually small and close to 0. Otherwise, a large number of nodes
and links would fail so that the system might not carry out any
consensus instance. Taking advantage of this characteristic, the
term (); will become smaller with the increment of ¢. Thus, Q;
with high-order power ¢ could be omitted to achieve the purpose
of simplifying Pr. This provides a flexible way to simplify
Pr according to actual approximate accuracy requirements.

Corollary 3. After only retaining the first non-zero term of

Lemma [} we have
> I »r

Pp~Qfp1 =
Q2S7F uesIF

f+1

(35)

f+1

C. Part 3: Proof of Theorem 2]
Then based on Lemma [3] and ] we could prove Theorem [2]

Theorem 6. Given the communication structure GG, consider
all the dependence relationships in G as a graph where each
phase is a node and each phase dependence relationship r; is
an edge. All the dependence relationships form a tree, where
the O-th phase is the root node. Assume that there are L leaf
nodes and let Ri(l = 1,2, ..., L) denote the set of phases in
the path between the root node and the I-th leaf node, the
consensus failure rate could be approximated as:

L
Pp ~ Z Ph (36)
=1
where PII,%’ is
pr=Y I pE 37)
02571 " uesyt,

where PR =1 — erR G and PS* is the probability
that u becoming AN in the k- th phase. The approximation will
be tight if the node/ link failure rates are close to 1.

If we consider all the dependence relationships in G as a
graph where each phase is a node and each phase dependence
relationship r; is an edge, all the dependence relationships will
form a tree, where the 0-th phase is the root node.

In this proof, we first consider an approximation for a basic
forked communication structure, then show that all the forked
phases in the tree could use such a trick and obtain Theorem

Consider the following basic forked communication structure
G torked- Let a,b, c be indexes of three phases with 0 < a <
b < ¢, where the b-th phase is dependent on the a-th phase
and other phases follow the first-order Markov property. This
means when j = 1,2,...,b—1,r; = 1; when j = b, 7; = b—a;
when j =b+1,0+2,...,c, r; = 1. We call the a-th phase a
forked phase since both the (a+ 1)-th phase and the b-th phase
are dependent on it. According to Theorem [l| and Lemma

we have
0—>a
E P(Sz, 7%)
n>zg>n—f
s9->eca

> >

zo2w1>2n—f zo2w22n—f
S;T17>b—1gsgg>a Si;>c§52g>a

P(SE S P(SE T SE, )

Pc%

— Z P(Sgg>a)( Z P( a+1 >b— 1|S()07>a))
n>zg>2n—f zo>x12n—f
895 70ca s“jl—>”—1g525>“

( b >C|SOU—>a))

>

zg>x22>2n—f
b—> 0—>
S:n2 CgSzU a

(3%)
where P(89->), P(Sgft=>b=1|50->a) and
P(557>¢|S9->) can be obtained according to Eq.
and li Note here by using Lemma 3 pP>e =1[I;- o P,

atl=>b—1 _ yyb-1 G B ose
P; = Hj=a+1 P77, and P, H] bP



the activation probability of node ¢ in the phases from O to a,
from a + 1 to b — 1, and from b to ¢, respectively.
Let A= P(5a+1=>b=1160=>2) and

zo>T12n—f
Sat1=>b-TCgo—>a

1 0]
B =3 so>as>n—y P(5577¢[S2->%). Since the link failure
Sb7_>cC_SO(;>a
. Dwa =Po .
rate is always close to 0, in Eq.(53) A and B are close to 1.
Thus we could obtain the approximation:

AB=(1-(1-A)(1-(1-B))
~1-(1-4A)-(1-B)=A+B-1
Thus Eq. (38) could be transformed as:

> >

n>zg>n—f zo>x12n—f
0—> 1+1—>b—1 0—>
S5 7ece s;;;r csos e

+ > > P(S3,TNP(SY, OIS, T

n>xo>n—f wxo>wa>n—f
0—> b—> 0—>
s95>aca sh>ecsdo>e

(39)

Pc’;:i

- D PSR

n>zq>n—f

s0->acq

— Z P(Sgg>b71)+ Z P(52;>Ll,b7>C)
n>z1>n—f n>zo>n—f

0—>b—1
597 ca

z : 0—>a
n>zg2n—f
O
Sgo7eca

z Z
n>zi>n—f
0—>b—1
597 cQ

522—>a,b—>r:gﬂ

P(Sg;>b71) + P(S;(v);>a’b7>c) 1

>

n>zy>n—f
0—>a,b—>c
Sp, 7¢ °CcQ

(40
where for P(S9->b=1) and P(597>%b=>¢), we have the
corresponding PY~>'~1 = [[%Z! P and PP—>P7>c —

j=
a G c G

(L= 7)) B 7))
Thus we could obtain the consensus failure rate as

Pr=1-Pq
(1= Y P(SYTY)

n>a >n—f

Sgl—>b—1gﬂ (41)
D DT

n>xo>n—f
Sgg>a,b7>cg9

Recall that all the dependence relationships form a tree, where
the O-th phase is the root node. We could find that in Eq. {I),

0—1—-2—,..,—(b—2) — (b—1) is exactly the path from the
0-th phase (the root node) to the (b — 1)-th phase (one leaf
node)and 0 —1—...—(a—1)—a—-b—(b+1)—..—cis

exactly the path from the 0-th phase (the root node) to the c-th
phase (another leaf node).

Eq. (38)-@I) show the approximation of a forked phase, i.e.,
the a-th phase. Regarding the tree formed by the dependence
relationships in the communication structure G for some
protocol, we conduct similar operations from Eq. (38) to
Eq. @I) for all the forked phases, thus we could obtain Eq.
. By Corollary [3| we obtain Eq. for each PZ!,. The
approximation will be tight if the activation probabilities are

P(Sgof>a)P(S;,;|»17>bfl |Sg;>a)

close to 1, which implies node/ link failure rates are close to
1. Thus we have proven Theorem [2}



D. Part 4: Proof of Lemma [3|
If rj=1and M; =n— fforany j=1,..., |G|,

(4) is transformed as:

_ Go QG Gig|
Pe = Z (Sxo(J?Sa:l]""’Sx\G\ ) (42)
n>ro>x12>..2x g 2n—f
0285028510 Ssclel

216
where
|G|
P (S0, 85, S5 ) = P (85) T Pesgise 43)
P (560) = H poe I (1-pf), P(s%|sS: ;): II 25 Il @-£%) (44)
uesSo veln S0 uesy? vecsfklsff

By using Eq. {#3) and changing the summation order in Eq. #2), we have:

|G| |G|
_ G Gi1aGi1\ _ Gi| oGy G G1| oG
Po = > P(sgo) [T P(ssz1sg) = > [ Pesgoisgmyy Y. P(SanP(sgsge)
nZzOZzlz...>m‘G|>n f j=1 n>xr1>.. >z|G‘>n fi=2 n>xro>T
02800551
028502851 ... s,"GC"“ 0281 ST“GGl‘ = 2g =)
(45)
Substitute Eq. #4) into Eq. @3):
|G|
_ Gj_1 Go _ Go G1 _ pGi
Po = 2 [Ieessisey > 11 e 11 -rp30) 11 P II (-R7)
n>x1>...>z g >n—f j=2 n>wo>r1 Go Go G1
. | \ &6 055505561 uoESmo ’UoEEQSmO uleSml Ulecszcoo S"El
028512...8, IS = zg = w1
(46)
. . . . GO _ GO GO
Considering the last summation, by using [], 5S0 P =1I,,¢ % Pl o oSS P70 we have
G G G G
> I e II CG-r3) II PR II C(-RT)
>x0> G G G G
9355852101 ’LLUEST,OO ’U()EBQST,OO ’UqESmll vle[‘.sg;go Szll
=Pzg ="y
_ Go Go pG Go e
= Y [T a-rS) I PSrS I PSo-PSY) a
Q;ggggglcl v9€0a S50 u €SS v1€C g, S
= xqg =~z 10
Go pG Z G G G
H Pulopull( H (1_3)00) H Pvlo(l_Pvll))
Gq n>ro>Ty Go Gy
uleSwl QQSEOUQSSII UQGEQSwO 1)1605500 Swl
Since 0o St = 0aSSo UCy6, S5, CaSSo NCyeoSS = 0 and the summation traversed all sets from Q to SS't, thus
xq o
Go pG E Go Go G
H Pulpull( H (1_on) H P’ul (I_Pvl ))
G >Sp0> G el
uleSzf Qg‘gmgngSlGl ’UoECQSzOO v1€0 GOS 11
=zg =] (48)

I Peers I ((-PS)+PSa-pPS)= [[ PrS [ 1-PSPSY)

vy T

u1ES§11 ’UlECnSfll ulesfll UlEUQSfll



Thus substituting Eq. (#7) and Eq. (@8) into Eq. (6), Pc can be transformed as:

G|
Gj| G, Go pG Go pG
re= > Iee@isgonc I perd I a-rEerdy)
n2wi>. G>"E\GI‘>G’|L fi=2 U1€Sfll v1€CQS§11
Q257128. g
IG|
G| G, Go pG Go pG G G
- Z HP Sa 15275 Z H P Pu H (1= PoP) H Puy H (1-P2)
n>xs.. >:E‘G|>1’L fj 3 n>x1>To GSSI GG Sfl 6552 EG 352
QDSG2DS Gla| Q;sfll 25’522 U1Eozy v1€baSs) U2ESz, vo sfll "
el
(49)
Compared Eq. with Eq. , we can obtain that by the similar operations of Eq. - for |G| — 1 times, it holds:
G| Le]
G) G,
re= > Il dleze 11 a-11#%)
n>z g >n—f Gigl 7=0 C Glg| j=0 (50)
el uESz‘G‘ veE QSI‘Gl
02506

Considering H‘G‘ P as the joint success rate P/, Eq. || is obtained.
Note that When there is no graph C in the communication structure of the consensus protocol G, Eq. (30) is not approximated
since all the derlvatlons are identity transformatlons However, if the consensus protocol has graph C in the j-th phase, according

to Eq. H P is determined by the set SIJ ) which will vary in different summation paths. This causes that the operations
of Eq. B7)- (@) cannot be held. Thus when the graph of j-th phase is C, we use the approximation form of Eq. (T):

n—1 G
f+1 Etf}:nfffl(Pi (w))f+1

pYi = (51)
K3 f + 1
where P77 (w) is
G, .
PO () = Ya,evin i ({Puw:i}) (52)

(".")
Here ®,, is a running variable with \(I> | = w, P I({®Py,1}) is the left side in Eq. replacmg Sx Zj as {®,,i}. The
i by taking the average of P (S,

CEJT

. Gy
approximation principle is to make P i 1ndependent from Sx

) Specifically, Eq.
G;
is the average of P Sz, ., "7 for |S$ i Jl=w+1and Eq is the average of order f + 1 of P 7(w). Due to the

averaging, when there is graph C'in the consensus protocol, Eq. (30) is approximate and the approximation w111 be tight if the
link reliability is close to 1.
Thus Lemma [3] is proved.

APPENDIX E
PROOF OF THEOREM 4]

We consider the case of BFT where f = |[n/3] as an
example. For the cases of n = 3f +1 and n = 3f + 2 in
BFT and the cases of n = 2f and n = 2f + 1 in CFT, the
approximations are similar. According to Corollary [2} Since
pJF,R is close to 0, we have

In Eq. (54), the linear term and non-linear term with respect
to f can be obtained as:

=(logpsr.r + 2logps r + 3log3 — 2log2) - f

V3pirr 1 R
V(1 _pJF,R)) 21 glf)

logpr

55
+ log( 43

n 11 n a1 pef1 It could be seen that (logpsr,r+2logps g+ 3log3 — 2log2) -

Pr = f Prrr ™~ pJFR(l _pJF,R) V3psr.r . . . .
+1 ) f+1 f+ log(i\f(1 rr )) is the linear part in Eq. (54) while
(33)  —1llogf is the non-linear part. The derivative of logpp with
For n = 3f, by applying the Stirling formula, n! = respect to f is logpsrr + 2logpsr + 310g3 — 2log2 — f'
V2mn(%)", we have Since pyr g is close to 0, the 1mpact of — f on the linearity
logpr = (f + 1)logpsr.r + (2f — 1)log(1 — psrr) is minor. Thus the non-linear part —}log f could be neglected
3f)! ' or only be considered as the complement term to decrease
+ log( i 2' 1 ') the approximation error. For the cases of n = 3f + 1 and
(f +DIf = 1! (54) n=3f+2in BFT and the cases of n =2f and n =2f + 1

~ (f +1Dlogpsrr + (2f — 1)log(1 —psrr)

+log(y /43 (5)*)

in CFT, they could be similarly proved through the Stirling
formula to obtain the linearity term. Thus Theorem [4] has been
proved.
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