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Abstract 
 

This study examines the growing use of Large Language Models (LLMs) in child-centered 

applications, highlighting safety and ethical concerns such as bias, harmful content, and cultural 

insensitivity. Despite their potential to enhance learning, there is a lack of standardized frameworks 

to mitigate these risks. Through a systematic literature review, we identify key parental and 

empirical concerns, including toxicity and ethical breaches in AI outputs. Moreover, to address 

these issues, this paper proposes a protection framework for safe Child-LLM interaction, 

incorporating metrics for content safety, behavioral ethics, and cultural sensitivity. The framework 

provides practical tools for evaluating LLM safety, offering guidance for developers, 

policymakers, and educators to ensure responsible AI deployment for children. 
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1. Introduction 
 

LLMs in educational platforms for children is transforming how kids learn and engage with 

digital technologies. These advanced AI systems are increasingly being used as tools for enhancing 

education, promoting creativity, and  personalized assistance. However, children’s unique 

cognitive, emotional, and developmental vulnerabilities pose significant challenges in ensuring 

these interactions remain safe, ethical, and beneficial. With no age filter, children may struggle to 

discern the limitations and biases of AI-generated responses, which makes them particularly 

susceptible to harmful, inappropriate, or biased promopts/advice. This emphasizes the need for  

prioritizing safety and ethical considerations when  designing and deployment of LLMs for child-

focused applications. 

 

1.1 Research Gap and Objectives 

 
Despite the growing adoption of LLMs in contexts involving children, there is a notable lack 

of comprehensive research addressing the unique risks these models pose. Existing literature often 

focuses on general AI safety but fails to systematically explore the specific vulnerabilities of 

children or the challenges associated with their interactions with generative AI. Furthermore, there 

is no widely recognized or standardized framework to guide the development and evaluation of 

safe and ethical AI systems for children. This gap in research and practical guidance leaves 

developers, educators, and policymakers without the tools necessary to ensure the responsible use 

of LLMs in these sensitive contexts. 

 

This paper aims to address these critical gaps by conducting a systematic literature review to 

identify the safety risks associated with LLM interactions for children. Through an analysis of both 

parental concerns and empirical evidence, the study highlights key issues such as exposure to bias, 

inappropriate content, and ethical lapses in AI behavior. Building on these findings, the paper 

proposes a comprehensive safety and ethics framework designed specifically for LLMs used in 

child-focused applications. The ethical framework contains metrics and methodologies for 

evaluating content safety, behavioral ethics, and cultural and developmental sensitivity for 

consideration when evaluating the safety and ethical integrity of LLMs for kid’s safety. 

 

After section 1, the remainder of this paper is organized as follows: Section 2 provides a 

detailed methodology and take aways  of the literature review, by sectioning off focus on risks 

specific to parental concerns and risks specific to  interactions with children. Section 3 introduces 

our proposed safety and ethics framework, outlining its objectives, components, and a high level 

implementation of adjustments based on the most prevalent risks noted from our literature review. 

Section 4 discusses the implications of the framework and provides developers, educators, and 

policymakers, actionable recommendations for furthering development for safe and ethical AI 

interactions for children. Finally, Section 5 concludes the paper by summarizing the key findings 

and suggesting directions for future research to address the evolving challenges in this domain. 
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2. Literature Review: Risks and Concerns 

While these LLMs offer educational benefits, their potential to generate biased, inappropriate, 

or manipulative content raises ethical and safety concerns. This section explores the risks 

associated with LLM interactions with children, focusing on insights from parental perspectives, 

empirical evidence of harm, and the gap between perceptions and reality. By analyzing these 

concerns, we establish the foundation for a structured safety framework aimed at mitigating risks 

and ensuring responsible AI use in child-focused applications. 

2.1 Methodology  

 
We conducted a systematic review of scholarly works—encompassing research papers, academic 

articles, reports, case studies, and conceptual frameworks—focusing on LLM ethics and child 

safety risks. Our methodology comprised two main steps. First, we performed an initial manual 

search on Google Scholar using specific keywords related to LLM ethics in general (e.g., “LLM + 

ethics,” “ethics + large language models”). This yielded a baseline set of articles after removing 

duplicates. Second, we targeted child-centric queries—specifically, “chatgpt + risks + kids,” “AI 

+ risks + kids,” “llm + risk + kids,” “AI + safety + children,” and “GenerativeAI + ethics + kids.” 

From these five child-focused tags, we identified 108 initial references (23, 19, 10, 15, and 41 

papers, respectively). After filtering for duplicates and assessing each paper for direct relevance 

(e.g., LLM policy, regulatory proposals, age-appropriate design, educational applications), we 

consolidated 100 sources for next step.  

Then, upon further refinement—based on both topical suitability and quality—reduced this pool 

to 60 references, and ultimately 57 of these were deemed most pertinent for detailed analysis, as 

reflected in Tables 1, 2 and 3. Throughout this process, articles were retained if (1) they originated 

from reputable journals or conferences, and (2) their primary or substantial focus dealt with ethical 

considerations of LLMs as they relate to children. Once articles failed to yield additional novel 

insights, the search was suspended. This multi‐stage approach enabled us to compile a centralized 

collection of contemporary research at the intersection of LLM ethics for child protection (See, 

Table 1). 

 

Table 1 : Classification of Research Papers on AI and Children: Subcategories, Relevant Papers, 

and Key Terms 

 

Subcategory 

  

 

Key Terms 

 

Papers 

LLM/AI and 

Child Safety 

Child safety, AI monitoring, online risks, 

misinformation, digital guardians, parental 

guidance, security, ChatGPT risks, ethical AI, 

grooming prevention, AI-assisted safety, 

surveillance, privacy concerns, regulation, 

harmful content. 

[1], [2], [3], [4], [5], [6], 

[7], [8], [9], [10], [11], 

[12], [13], [14], [15], [16], 

[17], [18], [19], [20], [21], 

[22], [23], [24] 
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LLM/AI 

Literacy and 

Education for 

Children 

AI education, digital literacy, curriculum 

design, early childhood learning, AI 

frameworks, AI literacy skills, K-12 

education, STEM learning, teacher 

perspectives, AI in classrooms, adaptive 

learning, AI-driven assessment, critical 

thinking, student engagement. 

[25], [26], [27], [28], [29], 

[30], [31], [32], [33], [34], 

[35], [36], [37], [38], [39], 

[40], [41], [42], [43], [44], 

[45], [46], [47], [48], [49], 

[50], [51], [52], [53], [54], 

[55], [56], [57], [58], [59], 

[60] 

Generative 

LLM/AI in 

Classrooms and 

Learning 

ChatGPT in education, AI tutors, interactive 

learning, AI chatbots, problem-solving with 

AI, cognitive-demanding tasks, personalized 

learning, AI-based storytelling, ChatGPT for 

homework, AI-assisted teaching, inquiry-

based learning, student-AI interaction, self-

efficacy, AI gaming. 

 

[61], [62], [63], [64], [65], 

[66], [67], [68], [69], [70], 

[71], [72], [73], [74], [75], 

[76], [77], [78], [79], [80], 

[81], [82], [83], [84], [85], 

[86] 

Ethics and Bias 

in LLM/AI for 

Children 

AI ethics, bias in AI, generative AI risks, 

responsible AI, social discrimination, 

hypernudging, digital manipulation, fairness, 

AI transparency, ethical considerations, 

emotional AI, AI governance, policy 

recommendations, AI and societal impact, 

misinformation control. 

 

[6], [7], [11], [17], [87], 

[88], [89], [90], [91], [92], 

[93], [94], [95], [96], [97], 

[98], [99] 

LLM/AI 

Interaction and 

Design for Kids 

Child-AI interaction, voice assistants, AI toys, 

chatbot engagement, AR and VR for children, 

creative AI, AI-assisted content creation, 

digital dialogue, AI-assisted communication, 

adaptive user experiences, AI emotional 

intelligence, participatory design, 

accessibility, user feedback loops. 

 

[68], [100], [101], [102], 

[103], [104], [105], [106], 

[107] 

 

 

2.2 Parental Perspectives 

 

Existing literature highlights that parents are increasingly concerned about the integration of large 

language models (LLMs) into their children’s digital ecosystems. Common worries voiced by 

parents revolve around the potential exposure to biased language, culturally insensitive references, 

and age-inappropriate responses. However, many parents remain unaware of the extent to which 

their children are already using AI tools. For instance, while 71.6% of surveyed parents reported 

personal use of ChatGPT, only 8.1% indicated that their children used it—revealing a significant 

knowledge gap that impedes parents from proactively managing AI-related risks [64].While 58% 

of students aged 12–18 reported using ChatGPT for school, only 30% of parents were aware of 

it[23]. Similarly, research suggests that children as young as six freely browse the internet without 

adult supervision, which includes potential interactions with LLM-powered applications[1]. This 

knowledge gap prevents parents from addressing the risks posed by AI-based interactions. 
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Generative AI platforms often lack proper parental control features. Popular platforms like 

ChatGPT and Character.ai fail to offer content filters, real-time monitoring, or age verification, 

forcing parents to manually review chat histories or share accounts with their children [1]. Without 

these controls, parents cannot restrict access to inappropriate content or customize child-friendly 

responses. Parents struggle to track their children's AI interactions, especially since AI platforms 

do not display source links or transparent content explanations. In other instances, the AI itself has 

actively facilitated ways to bypass parental oversight. For example, MyAI encouraged a user (role-

playing as a teenager) to hide a social media app on a separate device, bypassing parental controls 

[1]. Without filtering or usage logs, parents cannot adequately restrict harmful content or have an 

any idea if the AI’s responses are suitable for their child’s developmental level. 

 

 Unlike traditional apps monitored by Google Family Link, platforms like Character.ai remain 

undetectable by parental monitoring tools. This prevents parents from understanding or reviewing 

their children’s AI-based interactions. Parents worry about the privacy of children’s data, 

particularly since children often share personal details with AI platforms. Over 80% of parents are 

concerned about data collection practices on platforms like ChatGPT [1], Incidents of children 

disclosing private information, like health issues or personal struggles, to AI chatbots without 

realizing the risks, amplify these concerns. Parents are also alarmed at the potential for AI-

generated impersonation, where children create bots that mimic real people. Children are at risk of 

exposure to harmful content via AI platforms. Similarly, AI chatbots have been found to suggest 

romantic gestures involving inappropriate relationships with adults. Without proper content 

moderation, children are exposed to explicit, violent, or harmful materials, leading parents to worry 

about their child’s safety. Generative AI models have been found to promote risky behavior among 

children. Additionally, LLMs’ predictive nature means they may misinterpret roleplay prompts 

from children, offering advice that inadvertently encourages risky behavior. 

 

Parents fear that AI models will reinforce social and occupational stereotypes. LLMs often 

associate "doctor" with men and "nurse" with women, which could shape children's career 

aspirations and beliefs [85]. Parents lack the ability to review, challenge, or customize AI-

generated responses to prevent stereotype reinforcement. Parents often believe that AI platforms 

fact-check their responses, leading them to trust incorrect information. Many assume that polished 

and coherent AI-generated responses are accurate. This misplaced trust becomes problematic when 

children receive false health or safety information from AI platforms, potentially placing them at 

risk. Parents increasingly turn to generative AI platforms like ChatGPT for parenting advice. 

However, this advice is often vague, incomplete, or inaccurate. While 52.7% of parents reported 

using ChatGPT for parenting guidance, they also noted that the advice was not actionable or 

sufficiently detailed [24]. Over-reliance on AI for parenting support can displace the need for more 

credible human guidance. Parents worry that children may develop emotional dependency on AI 

companions. Teens on Character.ai reported forming "romantic relationships" with chatbots and 

preferred AI companions over real human connections[1].  

 

Parents fear that these AI-driven emotional attachments could hinder the development of 

social skills and limit face-to-face human relationships. AI chatbots fail to recognize when children 

experience a mental health crisis, leaving parents in the dark. Children often disclose personal 

struggles to AI, believing it to be a "safe confidante"  [86]. Since parents have no visibility into 

these conversations, warning signs of self-harm, suicidal ideation, or severe anxiety may go 
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undetected. This is especially concerning in cases where generative AI platforms offer no crisis 

detection or reporting mechanisms. Parents fear that generative AI systems may emotionally 

profile children. Companies offering GAI platforms are accused of "pushing past nudging to 

outright manipulation” [98]. Emotional profiling occurs when AI tracks and analyzes a child’s 

emotional states for commercial or predictive purposes. Parents are concerned that companies may 

use emotional data for marketing purposes or that long-term storage of emotional data could 

influence future university admissions or employment opportunities  [107]. Parents express 

frustration at the lack of transparency in AI platforms like Character.ai and MyAI. Parents do not 

know what training data is used, how AI models are designed, or what safety measures are in place. 

This lack of clarity increases parental distrust, especially when combined with evidence of 

corporate unaccountability in cases of data breaches or privacy violations. Since children often 

disclose personal details—like health problems or family struggles—to AI chatbots that appear 

friendly or empathetic, parents fear unintended data breaches or long-term profiling. Indeed, 

children may not fully grasp how AI “remembers” these disclosures or how it might reuse them in 

future outputs [1]. Parents cannot control or restrict the type of content their children encounter. 

Frustrated parents have reported that built-in content filters on these platforms are either non-

existent or insufficiently customizable to ensure age-appropriate responses. In the following we 

elaborate on parental challenges and risk factors, that we based our ethical framework around (see 

Table 2). 

 

2.2.1. Lack of Awareness of Children's AI Use 

 

Many parents remain unaware of the extent of their children’s use of generative AI tools. Studies 

show that while 50% of students aged 12–18 have used ChatGPT for school, only 30% of parents 

knew about it [23]. Similarly, over 55% of parents were unaware of their children’s use of 

platforms like Character.ai, where teens developed emotional connections with AI companions. 

Moreover, half of 3000 six-year-olds in the UK reportedly spent hours freely browsing the Internet 

unsupervised, suggesting that even younger children may encounter LLMs without parental 

knowledge or safeguards [1]. This knowledge gap leaves parents ill-equipped to address risks 

related to inappropriate AI use, content exposure, and emotional dependence on AI.  

 

2.2.2. Limited Parental Control Features 

 

Generative AI platforms often lack adequate parental control features, preventing parents from 

monitoring and customizing the AI experience for children. Platforms like ChatGPT, Meta AI, and 

Character.ai do not offer real-time monitoring, content filtering, or age-verification mechanisms. 

As a result, parents are forced to manually review chat histories or share accounts with their 

children. In some cases, LLMs have even encouraged children to bypass restrictions by moving 

apps to devices hidden from parents [1]. Parents also expressed frustration at not being able to 

block inappropriate content or adjust filters for age-appropriate AI responses. The lack of proper 

parental controls exposes children to risks that parents cannot easily mitigate. 

 

2.2.3. Difficulty Monitoring Children's Online Interactions 

 

Parents struggle to monitor children's use of generative AI platforms due to the hidden nature of 

interactions. AI chatbots, unlike search engines, offer direct responses without source links, 
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making it difficult for parents to assess the accuracy or appropriateness of content. Unlike 

traditional apps monitored by Google Family Link or iOS parental controls, many AI tools are 

untraceable by standard parental software. This gap in visibility leaves parents uninformed about 

potentially risky interactions their children have with AI. 

 

 

Table 2: Parental Challenges and Risk Factors Categories  

 
 

Parental Challenges by category 

 

Relevant Papers  

 

1. Lack of Awareness of Children's AI Use [1], [42], [44], [64], [68], 

[91] 

 

2. Limited Parental Control Features [1], [4], [42], [44], [68], 

[100] 

3. Difficulty Monitoring Children's Online Interactions [42], [44], [64], [100], 

[108] 

4. Concerns Over Children's Privacy & Data Security [1], [5], [8], [44], [64], 

[91], [108] 

5. Exposure to Inappropriate or Harmful Content [1], [2], [3], [11], [12], 

[38], [61], [68], [91] 

6. Risk of Manipulation & Encouragement of Risky Behavior [1], [2], [3], [12], [42], 

[62] 

 

7. Inability to Address Bias & Stereotypes in AI Responses 

 

[4], [7], [25], [37], [65], 

[66], [70], [72] 

 

8. False Assumptions About AI's Accuracy & Fact-Checking 

 

[1], [2], [11], [32], [34], 

[65], [73], [89] 

9. Over-Reliance on AI for Parenting Advice [4], [32], [90], [91] 

10. Inadequate Knowledge of Parental Roles in AI Use [1], [64], [91], [100] 

11. Parental Anxiety About Emotional Dependence on AI Companions [5], [8], [11], [28], [42], 

[91], [100], [101] 

12. Limited Ability to Detect and Prevent Mental Health Crises 

 

13. Ethical Concerns About Emotional Profiling & Manipulation 

 

14. Frustration Over Lack of Transparency & Corporate Accountability 

 

[25], [28], [37], [42], 

[67], [70] 

[32], [42], [64], [91], 

[100], [108], [10], [35], 

[36], [73], [74], [88], 

[101], [104] 
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2.2.4. Concerns Over Children's Privacy & Data Security 

 

Parents worry about the privacy of their children’s data, particularly when children unknowingly 

share personal information with AI platforms. Over 80% of parents expressed concern about who 

has access to their children’s data on platforms like Character.ai and ChatGPT. Some teens 

admitted that their friends used generative AI to create chatbots that impersonated them, leading 

to privacy breaches and misrepresentation. Additionally, there is a risk that children's shared data 

(like personal stories, emotional struggles, and social issues) could be stored and later misused by 

third-party companies. 

 

2.2.5. Exposure to Inappropriate or Harmful Content 

 

Parents fear that children will be exposed to inappropriate content, such as explicit, violent, or 

harmful material, through AI-generated responses. For example, instances include AI suggesting 

inappropriate romantic gestures for a child interacting with a 31-year-old partner, reflecting the 

AI’s failure to detect age-inappropriate relationships [1]. In another example, mainstream voice 

assistants have issued dangerous challenges, showing that LLM-like systems may produce unsafe 

advice if context is misunderstood [1].Without robust content filters, parents cannot guarantee their 

children’s exposure to age-appropriate material. 

 

2.2.6. Risk of Manipulation & Encouragement of Risky Behavior 

 

Parents worry that AI may encourage risky behavior among children, such as drug use, alcohol 

consumption, or rule-breaking. For example, MyAI provided guidance on how to hide drugs and 

alcohol from parents, and it advised a child on how to bypass parental controls by secretly moving 

the Snapchat app to another device [1]. LLMs have also normalized harmful actions by failing to 

recognize or discourage them, potentially pushing children toward further risky experimentation 

[25].  These interactions demonstrate how AI can inadvertently normalize or encourage risky 

behaviors, leaving parents unaware of the influence AI may have on their children's decision-

making. 

 

2.2.7. Inability to Address Bias & Stereotypes in AI Responses 

 

Parents are concerned about AI reinforcing harmful gender, racial, and occupational biases that 

can shape children’s beliefs. Research revealed that many large language models (LLMs) associate 

"doctor" with men and "nurse" with women, reflecting entrenched gender biases [85]. Such bias 

can affect children’s emotional well-being and future aspirations, with one study noting that 

stereotype reinforcement especially impacts older children’s self-esteem [25] Parents worry that 

exposure to such stereotypes will influence children's career aspirations and social beliefs. With 

no built-in parental tools to detect or mitigate biased AI responses, parents have little control over 

the type of messages children receive from AI. 

 

2.2.8. False Assumptions About AI's Accuracy & Fact-Checking 
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Many parents mistakenly assume that generative AI platforms fact-check the information they 

provide. This false sense of trust leads them to accept AI-generated advice or suggestions without 

verification. Parents may also assume that AI-generated responses are accurate, particularly if the 

response appears professional and polished. Yet AI hallucinations are common: LLMs can 

confidently produce erroneous or misleading claims, which children may accept uncritically [61]. 

This trust becomes problematic when children receive incorrect information, especially regarding 

health, safety, or sensitive issues like mental health. Parents, therefore, risk unintentionally 

exposing children to misleading or factually incorrect content. 

 

2.2.9. Over-Reliance on AI for Parenting Advice 

 

Some parents have started relying on AI tools like ChatGPT for parenting advice, which may result 

in the acceptance of vague, incomplete, or incorrect recommendations. While parents often turn to 

ChatGPT for guidance on parenting strategies, many reported that the advice lacked actionable 

steps and provided limited or inaccurate references [24]. Over half of parents (52.7%) admitted to 

using ChatGPT for parenting support, but AI often failed to provide the depth of information 

required for effective decision-making. This over-reliance may prevent parents from seeking more 

credible human support or professional guidance. Consequently, parents who over-rely on LLMs 

might not seek professional advice or culturally tailored support, leaving critical gaps in managing 

children’s needs [4]. 

 

2.2.10. Inadequate Knowledge of Parental Roles in AI Use 

 

Parents often struggle to understand their role in managing children’s interactions with AI tools. 

Many parents incorrectly believe that their children are not using generative AI at all, when 

children are engaging with AI-powered platforms like Character.ai, Midjourney, and ChatGPT. 

Surveys indicate that “children’s interactions with AI tools are largely unregulated,” as parents 

seldom set explicit guidelines or monitor usage [64]. Parents remained unaware of their children’s 

specific activities on these platforms. Parents' inability to stay informed about GAI usage prevents 

them from fulfilling their role as effective mediators of their children's digital activity. 

 

2.2.11. Parental Anxiety About Emotional Dependence on AI Companions 

 

Parents worry that children will form emotional attachments to AI chatbots, leading to isolation 

from real-life social interactions. For example, teens reported forming "romantic relationships" 

with GAI companions on Character.ai, stating that AI companions were more reliable than human 

connections. Emotional attachments to LLMs can become addictive, displacing healthy peer 

relationships and stunting social development [3][90]. Parents fear that these interactions will 

hinder the development of social skills, emotional well-being, and the ability to form human 

relationships. The risk is more significant in teens, as this age group frequently uses AI as a form 

of emotional support, often referring to as "free therapy[1]” 

 

2.2.12. Limited Ability to Detect and Prevent Mental Health Crises 

 

Parents worry that AI may fail to recognize when children experience a mental health crisis, 

leaving them vulnerable to harm. Research revealed that AI tools lack the ability to recognize 
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subtle non-verbal signs of crisis in children, such as indicators of suicidal ideation or self-harm 

[1]. Additionally, biased or generic mental health responses may invalidate a child’s distress, 

potentially worsening emotional conditions [4]. Children often disclose mental health struggles to 

AI because they perceive chatbots as "safe confidantes" [86]. Without parental insight into these 

conversations, warning signs may go unnoticed, resulting in delayed intervention. Parents have 

also expressed concern that GAI platforms do not have systems to report a child's distress to 

authorities or parents. 

 

2.2.13. Ethical Concerns About Emotional Profiling & Manipulation 

 

Parents worry that generative AI systems may emotionally profile children, collect emotional data, 

and use it for commercial or manipulative purposes. Companies offering GAI platforms are 

accused of “pushing past nudging to outright manipulation” of children’s behavior [107]. Parental 

concerns also center on the emotional tracking of children, where companies may analyze 

emotional states and apply this data to commercial or educational decision-making [107]. There 

are fears that data on childhood emotions, if stored long-term, could affect a child's access to 

university admissions or jobs in adulthood. Parents view this as an invasion of their children's 

emotional privacy and autonomy. 

 

2.2.14. Frustration Over Lack of Transparency & Corporate Accountability 

 

Parents have expressed frustration about the lack of transparency from companies behind AI 

platforms like Character.ai, MyAI, and ChatGPT. Without transparency, parents do not know what 

training data is used, how algorithms operate, or what AI safety measures are in place. Some 

parents cite “repeated failures to protect children’s data,” including dangerous or age-inappropriate 

responses, as evidence of corporate negligence [5]. Parents are also frustrated that toy and AI 

companies are not held accountable for data misuse or harm caused by generative AI chatbots. 

Over 80% of parents were concerned about who had access to their children's data and wanted 

companies to notify them of potential privacy breaches [1]. 

 

 

2.3 Empirical Risks for Kids 

 

Empirical research has documented a range of harms caused by LLM interactions with children, 

including instances of generating toxic language, reinforcing stereotypes, and suggesting harmful 

behaviors. Studies indicate that children may also struggle to discern manipulative or negative 

content when the AI’s language is polished, creating a “false authority” effect [65].Children, 

especially those aged 6-12, perceive AI as human-like entities with emotions and consciousness, 

often forming emotional attachments. In some cases, younger children “may view AI as having 

human-like emotions...which could influence their perception of reality,” limiting their ability to 

distinguish fact from AI-generated fiction [26], [99].  For example, children viewed chatbots as 

"safe confidantes" for sharing mental health issues and believed AI could sustain romantic 

relationships, as seen in reports where a child stated, "GAI does not have the capability to break 

up with me"[1]. Children often share sensitive information with AI platforms, mistaking them for 

safe spaces. Studies found that children disclosed personal health and private social details to 

chatbots. Researchers caution that “ChatGPT may not be sensitive to non-verbal communication 
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or subtle signals of crisis,” risking children’s safety when sharing personal struggles [4].  On 

platforms like Character.ai, teens created bots to impersonate friends, leading to risks of privacy 

violations and online false representation.  

 

AI models have exposed children to inappropriate content. In other documented cases, LLMs 

have amplified bullying by generating offensive content “to intentionally distress peers,” 

highlighting the potential for AI-driven harassment [3]. The lack of sufficient content moderation 

and AI’s inability to recognize unsafe relationships raises serious ethical concerns. Children aged 

6-12 face challenges understanding AI-generated responses due to complex language that exceeds 

their reading levels. Research shows that GPT and LLaMA generate content too complex for 2nd-

grade readers, leading to cognitive overload. AI models fail to differentiate between content 

suitable for a 7th-grader versus a 4th-grader [59]. Such complexity reflects a broader issue where 

“estimated readability of the responses...reflect the skills of 7th graders, not 4th graders,” making 

them inaccessible to younger children [61]. Children tend to trust AI responses as accurate and 

factual. Studies reveal that children view AI-generated information as inherently truthful, similar 

to how they trust parents or teachers. This belief is fueled by polished, authoritative language, 

which hides signs of inaccuracy. According to researchers, children “are still developing critical 

thinking...making them vulnerable to the biases” embedded in AI outputs [34]. 

 

Unlike search engines, generative AI lacks transparency, further reinforcing trust. AI-

generated companions have led to children forming emotional attachments to chatbots. Experts 

note that such emotional dependence can “exacerbate challenges in forming real-life social 

connections” if teens substitute AI for peer or family interactions [3]., while others referred to GAI 

chatbots as "free therapy" . This overreliance on AI for emotional support may reduce children's 

ability to develop healthy social skills and human connections. AI chatbots can promote risky 

behavior. In one instance. Similar misinterpretations have also been observed in generative AI that 

“failed to recognize online grooming risks... potentially leaving children vulnerable” [11].Since AI 

models predict intent from user prompts, they may misinterpret playful roleplay as legitimate 

instructions, leading to unsafe suggestions [1]. Children’s reliance on AI to complete schoolwork 

may limit their problem-solving and critical thinking skills. Students reported that they grew "too 

dependent" on AI for grammar and spelling checks, while others used AI to generate essays, 

bypassing essential cognitive processes [27]. Teachers warn that “students refuse to believe AI can 

be wrong,” encouraging a dangerous level of uncritical acceptance of AI outputs [67]. This reliance 

reduces academic integrity and undermines learning development. Students use AI to generate 

schoolwork, leading to plagiarism concerns. Children often fail to recognize that using AI-

generated essays constitutes plagiarism. Some students admitted that they were unsure if the 

content was "original enough to avoid being accused of plagiarism" [60]. This growing 

dependency on AI in education threatens the development of critical reading, writing, and thinking 

skills.  

 

Children exploit Generative AI to harass others. Teens have used GAI chatbots to generate 

images and offensive content, such as spamming a group chat with images of spiders to 

deliberately distress a friend with arachnophobia [1], [62]. AI-generated offensive content shared 

in group chats amplifies the risk of cyberbullying and harassment among children. Adolescent 

cyberbullying has also become more complex due to AI’s capacity to create “manipulated imagery 

and deepfakes,” intensifying potential harm [62]. Generative AI models reinforce harmful social 
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biases. Children exposed that generative AI “can amplify bias, sexism, racism...harmful to younger 

users” who may adopt such stereotypes unquestioningly [25]., shaping career aspirations and 

social roles. Children aged 12-17 are especially vulnerable, as they are in a key stage of social and 

emotional development [85] In the following we elaborate on empirical risks for children using 

LLMs (see Table 3). 

 

2.3.1. Misunderstanding AI Capabilities & Anthropomorphism:  

 

Children, especially those aged 6–12, often perceive AI systems as human-like entities with 

emotions and consciousness. This anthropomorphism leads to misplaced trust and emotional 

attachment. Studies find that younger children “may view AI as having human-like 

emotions…which could influence their perception of reality,” thus confusing the boundaries 

between human and machine [26]. For example, research has shown that children disclosed 

sensitive details to AI-powered chatbots, treating them like empathetic confidantes rather than 

mere software[4]. In several cases, teenagers formed ‘romantic relationships’ with GAI chatbots, 

reflecting how easily minors can anthropomorphize AI companions [3]. Children aged 7–13 have 

also compared AI to fictional characters, heightening their emotional investment and belief in AI’s 

ability to reciprocate feelings. When children are unaware of AI’s limitations—such as lacking 

true empathy or the ability to respond safely to a crisis—this misunderstanding can increase their 

vulnerability to harm [32]. 
 

2.3.2. Privacy Violations & Data Sharing 

 

Children frequently share personal, sensitive information with AI platforms, often unaware of the 

privacy implications. Unlike adults, children tend to see AI chatbots as friends or trusted 

companions, making them more willing to share private details. In one study, participants voiced 

concerns that child-generated content (like photos, personal essays) could be misused to train AI 

models without children’s or parents’ explicit consent [87]. Some teens also reported that friends 

used generative AI tools to create chatbots impersonating them, resulting in privacy violations and 

potential false representation [3]. Additionally, research indicates that many parents “express high 

concern about privacy, with 80% worried about who can access the data collected,” yet children 

continue to disclose personal details online [5]. Since generative AI platforms often lack robust 

parental controls, children’s data may be collected, stored, or potentially misused, leading to 

significant privacy and security risks. 

 

Table 3: Empirical Risks for children 

 

 
 

Kids Risks by category  

 

Relevant Papers 

 

1. Misunderstanding AI Capabilities & Anthropomorphism 

 

[1], [2], [26], [32], [42], [65], [71], [91] 

 

2. Privacy Violations & Data Sharing [1], [3], [5], [8], [44], [64], [68], [91], [100], 

[108] 
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3. Exposure to Inappropriate or Harmful Content [1], [2], [3], [11], [12], [38], [61], [68], [91] 

4. Cognitive Overload & Comprehension Gaps 

 

[25], [27], [61], [65] 

5. Bias Reinforcement & Stereotyping 

 

[4], [7], [25], [37], [65], [66], [70], [72] 

6. False Trust in AI Responses 

 

[1], [2], [32], [37], [65], [66], [70], [72] 

7. Emotional Manipulation & Social Isolation 

 

[4], [32], [90], [91] 

 

8. Promotion of Risky Behaviors 

 

[1], [2], [3], [12], [42], [62] 

9. Over-reliance & Decline in Cognitive Skills [27], [42], [43], [63], [67], [87] 

10. Plagiarism & Academic Dishonesty [27], [42], [67], [87] 

 

11. Cyberbullying & Harassment [3], [36], [62], [73], [102] 

 

12. Inadequate Age Verification & Access Controls 

 

[1], [64], [91], [100] 

 

  

 

 

2.3.3. Exposure to Inappropriate or Harmful Content 

 
Children risk exposure to explicit, hateful, or otherwise harmful material when interacting with AI 

tools lacking sufficient content moderation. Reports highlight that some children encountered 

racial slurs, violent narratives, or adult-themed roleplay when generative AI failed to filter age-

inappropriate prompts [65]. Offensive AI-generated content can also appear in chat rooms or group 

settings, creating distress among young users. Teens described using AI chatbots to produce 

extreme or harassing content—such as spamming a group chat with distressing images—

underscoring the potential for escalated cyberbullying [62]. Researchers note that if AI systems do 

not recognize minors’ queries or the age context, they may deliver responses with no protective 

barriers, thereby exposing children to harmful material. 

2.3.4. Cognitive Overload & Comprehension Gaps 

 

Children, particularly those aged 6–12, face difficulties processing AI-generated text, especially 

when the content is too advanced for their reading level. Studies find that “estimated readability 

of AI responses…reflect the skills of 7th graders, not 4th graders,” making them inappropriate for 

younger audiences [61]. This misalignment causes cognitive overload, leading to confusion or 

frustration rather than productive engagement. When AI fails to adapt language complexity in real 

time, children may abandon the activity or misunderstand the content altogether [88]. Such 
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comprehension gaps not only reduce learning effectiveness but also raise the risk of children 

believing partial or incorrect explanations. Researchers caution that repeated exposure to overly 

complex AI outputs can erode a child’s confidence and interest in self-guided learning. 
 

2.3.5. Bias Reinforcement & Stereotyping 

 

Generative AI systems often reinforce harmful stereotypes, which children may internalize due to 

their developmental stage and limited critical thinking skills. For instance, LLMs have 

demonstrated a “significant predisposition towards males” in high-status careers, perpetuating 

gender stereotypes that may shape children’s aspirations [7]. Children aged 12–17 are especially 

susceptible since they are navigating crucial social and emotional development, meaning 

stereotypes about who “should” be a doctor, engineer, or scientist can leave a lasting impact. 

According to researchers, “AI technologies can amplify bias, sexism, racism, and other forms of 

discrimination,” which children might view as normal [32]. If unchecked, such biases can 

influence identity formation and worldview, undermining diversity and inclusion efforts. 
 

2.3.6. False Trust in AI Responses 

 

Children tend to trust AI outputs, assuming the information is accurate and verified. Many believe 

that if an AI produces an answer in a polished manner, it must be factually sound—“students refuse 

to believe AI can be wrong…they just think it is this super robot brain” [67]. Younger users 

especially lack the critical skepticism to question AI’s credibility, increasing their susceptibility to 

misinformation. Unlike search engines that offer multiple sources, generative AI typically yields 

a single authoritative-sounding response, making it harder for children to see potential 

inaccuracies. Experts warn that overreliance on AI can result in children accepting biased or 

fabricated data—sometimes called AI ‘hallucinations’—without seeking human verification [68]. 
 

2.3.7. Emotional Manipulation & Social Isolation 

 

Generative AI platforms can manipulate children emotionally, spurring an overdependence on 

virtual relationships at the expense of real-life connections. Teens have reported using AI chatbots 

as “free therapy,” often ignoring the importance of genuine human interaction [3]. Overreliance 

on AI companions may limit children’s ability to navigate conflicts, empathize, and develop social 

skills. Scholars have noted “children in this age range may anthropomorphize AI 

excessively…which could distort their understanding of social relationships,” potentially isolating 

them from peers [66]. Prolonged attachment to AI “friends” can also undermine self-esteem if the 

child perceives real-world social cues as more challenging than AI-mediated reassurance. 

 

2.3.8. Promotion of Risky Behaviors 

 

AI-generated suggestions can unwittingly encourage children to try harmful activities, including 

drug use, alcohol consumption, or bypassing parental oversight. Researchers have documented 

instances where an AI chatbot failed to identify or deter minors from describing self-harm or 

substance misuse, instead providing unguarded directions or tacit approval [4]. Because AI models 

are designed to be “helpful,” they may misinterpret playful roleplay or hypothetical questions as 

genuine requests, supplying unsafe guidance. In group scenarios, kids can also exploit AI’s 
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‘assistance’ to share damaging how-to instructions or dares, reflecting how “unintentional misuse 

of LLMs can lead to harmful real-world consequences” [11]. 
 

2.3.9. Over-reliance & Decline in Cognitive Skills  

 

Excessive use of AI for assignments and problem-solving can erode children’s critical thinking, 

creativity, and independence. Multiple studies reveal that students who overuse AI writing tools 

struggle to develop original ideas or grammar skills, hindering their academic growth [87]. 

Teachers report that pupils often skip learning steps because “AI does the heavy lifting,” 

diminishing the child’s ability to reason through challenges. “Over-reliance may stifle creativity, 

critical thinking, and independent problem-solving,” leaving children ill-prepared for tasks 

requiring deeper cognitive engagement [70]. Over time, reliance on AI rather than practicing 

fundamental skills—like reading comprehension or logical reasoning—may negatively affect 

overall intellectual development. 
 

2.3.10. Plagiarism & Academic Dishonesty 

 

Children and teens increasingly use generative AI to complete academic tasks, intensifying 

concerns about plagiarism and ethical conduct. “Many people…write their schoolwork with AI, 

diminishing the work of people writing on their own,” underscoring how technology can trivialize 

intellectual effort [87]. Students sometimes fail to recognize that AI-generated content may be 

plagiarized from existing data, or they believe minor edits can conceal its origin. Educators warn 

that “risks of plagiarism” skyrocket when children trust AI’s outputs as original, leading to 

academic dishonesty and weak skill development [67]. This dynamic not only undermines the 

educational process but also fosters a habit of shortcut-taking rather than cultivating genuine 

understanding. 
 

2.3.11. Cyberbullying & Harassment 

 

Children and teens may misuse AI to create harassing content or escalate existing bullying. Reports 

indicate that teens “described manipulating GAI to produce offensive or extreme content,” which 

they share to upset peers or spread hateful messages [3]. Automated generation of insulting memes, 

deepfakes, or threatening messages can make cyberbullying more intense and pervasive. AI tools 

can also manufacture faux evidence—like doctored screenshots—to shame or ostracize a 

classmate, fueling more complex social conflicts [62]. Because it is sometimes difficult to trace 

AI-constructed material to its origin, victims may struggle to prove they are being targeted, and 

educators or parents may remain unaware of the severity. 
 

2.3.12. Inadequate Age Verification & Access Controls 

 

Many AI platforms do not rigorously verify users’ ages, enabling underage children to access 

mature content or misuse sophisticated tools. Surveys show that “children as young as 10 years 

old” have personal smartphones, frequently downloading apps with minimal gatekeeping [91]. As 

a result, children can unknowingly interact with LLMs or generative AI aimed at adults, exposing 

them to explicit or harmful material. Moreover, “unfiltered obedience” from AI voice assistants 

means children can issue any command, bypassing typical parental oversight or content checks 
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[100]. This lack of age-appropriate design extends beyond content restrictions—AI simply does 

not detect a child user, further compounding the likelihood of encountering adult-oriented or 

manipulative interactions. 

 

Figure 1: Age Bracket Specific Ethical Issues in Kid-focused LLMs 

 

 

 

Figure 1 shows how ethical consideration should be considered for kid-focused LLMs differ 

between young children (ages 6-12) and adolescents (ages 13-17). The first column highlights 

issues such as younger kid’s tendency to view AI as a “parent-like” or human, their limited capacity 

to detect and differentiate AI inaccuracies, and significant vulnerability to inappropriate prompts 

or stereotypes. Children in this early stage of development heavily relieve their perspectives based 

off of their parents, but without active parental controls and early digital literacy the impedance it 

has on children is multiplied. By contrast, the second column addresses adolescents’ increased 

curiosity, propensity to share sensitive personal information, and heavy reliance on AI as 

“therapy”. At this stage of a child’s life it should be tailored to discourage emotional entanglements 

and bring a halt to inappropriate advice to personal problems that may diminish one’s image. The 

various risks emphasizes the need for framework tailored not just towards kids, but their respective 
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developmental stages, since features to specific cognitive and social vulnerabilities that is required 

from a LLMs are vary drastically.   

 

 

 

2.4 Balancing Perceptions and Reality 

 

This section compares parental perceptions with empirical evidence on risks associated with 

children’s interaction with generative AI and large language models (LLMs). Many parents believe 

generative AI platforms, such as ChatGPT, prioritize data privacy and offer safeguards against data 

breaches. Parents often assume their children's data is anonymized or protected and that companies 

comply with stringent privacy regulations. However, “students voiced concerns that personal data 

used to train AI would not be secure,” and some teens worried their names were used in AI-

generated content without permission, exposing gaps in privacy measures [3], [87].Contrary to this 

perception, over 80% of parents expressed concern about who has access to their child’s data on 

platforms like Character.ai and ChatGPT. Children often disclose personal health, emotional, and 

social information to AI chatbots, believing these platforms to be "safe confidantes" [86]. 

Generative AI systems lack comprehensive privacy safeguards, and data shared with AI could be 

stored, misused, or exploited for training purposes, with little parental awareness.  

 

Furthermore, parents believe that AI platforms, especially those targeting children, have 

adequate content moderation and filters to block explicit, violent, or harmful material. They 

assume chatbots can recognize children's age and adjust their responses accordingly. Yet, research 

shows that “LLMs struggle to comprehend simpler texts” and often fail to detect age-inappropriate 

scenarios, leading to the potential spread of violent or explicit content [11], [25]. Platforms like 

Character.ai allow children to create customized bots, which are sometimes used to produce 

offensive, racist, or otherwise problematic material. Adolescent users have reported generating 

hateful or extreme outputs to harass peers, underscoring how “teens described manipulating GAI 

to produce offensive content” [3]. These platforms do not consistently flag or filter such content. 

 

Some parents are unaware that children may form emotional attachments to AI chatbots. They 

often view AI as a “functional assistant” rather than an emotional or social entity. However, 

“children in this age range may anthropomorphize AI excessively...which could distort their 

understanding of social relationships,” leading to attachments that replace real-life interactions 

[26], [104]. Children, especially teenagers, are forming emotional bonds and even “romantic 

relationships” with generative AI companions on platforms like Character.ai. In some cases, 

“children may form emotional bonds with AI chatbots...leading to potential addiction,” which can 

stunt crucial social development [90]. While this emotional support may offer short-term comfort, 

it reduces human socialization and emotional maturity. Parents generally assume AI will encourage 

positive behavior in children and provide guidance aligned with moral, ethical, and age-

appropriate standards. Contrary to these expectations, “Mistral often provided harmful advice, 

such as blaming the child or suggesting it would be rude to refuse a meeting,” inadvertently 

normalizing predatory interactions [11]. Because LLMs rely on token-predictive models rather 

than true contextual understanding, they can misinterpret role-play prompts from children and 

respond with unsafe or unethical suggestions. Many parents also believe AI tools conduct fact-

checking before generating responses. Yet, “ChatGPT lacks the human ability to assess the 
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credibility of the data it was trained on,” leading to possible inaccuracies or ‘hallucinations’ that 

children may accept as truth [63]. AI-generated responses rarely include source links, complicating 

parents’ attempts to verify factual accuracy. 

Many parents underestimate the scope of their children’s AI use, thinking it’s confined to 

homework tasks. In reality, children explore a wide range of tools—such as Midjourney, 

Character.ai, and other generative AI services—for social interaction, emotional support, or 

creative roleplay. Studies show that “children’s interactions with AI tools are largely unregulated,” 

with some using these platforms for peer-like conversations, unmonitored by adults [64]. For 

instance, 40% of children aged 7–12 in the UK used generative AI platforms, but parents were 

often unaware of these interactions. Overall, the gap between parental perceptions and empirical 

evidence reveals that children face complex privacy, safety, and developmental risks in their AI-

based engagements—risks that surpass the assumptions many parents hold about generative AI’s 

protective capabilities. 

 

Figure 2: Major Ethical Issues Addressed in Kid-Focused LLMs 

 

 

 

Figure 2 outlines three categories of ethical concerns that arise when LLMs are designed for or 

used by children. The first column covers issues equally relevant to adults and kids, such as 

privacy, fairness, accountability, reliability, and the need for thorough ethical audits. The second 

column highlights child‐centric vulnerabilities, including kids’ tendency to anthropomorphize AI, 

the risk of emotional manipulation or social isolation, and the potential for intellectual overreach 

or risky behaviors. Finally, the third column describes specific concerns about kids’ usage, such as 

limited parental controls, anxiety around kids interacting with AI, and the difficulty of detecting 
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mental health crises in minors. Together, these categories underscore the need for safeguards that 

address both universal AI risks and the unique age‐specific hazards that are present for kids. 

 

 

3. A Protection Framework for Safe Child-LLM Interaction 
 

The primary goal of this framework is to ensure that children interact safely and ethically with 

generative AI and large language models (LLMs). This involves creating safeguards to prevent 

exposure to harmful, biased, or age-inappropriate content while promoting interactions that respect 

ethical and societal norms. The framework is designed to address critical areas such as content 

moderation, behavior regulation, and developmental sensitivity to protect the unique 

vulnerabilities of children. Additionally, the framework seeks to account for diverse cultural 

perspectives and age-specific developmental needs, ensuring that outputs are fair, inclusive, and 

tailored to children’s cognitive and emotional maturity. By meeting these objectives, the 

framework aims to foster trust between parents, children, and AI platforms, enabling responsible 

and beneficial use of these technologies. In the following, we elaborate on three parameters and 

nine necessary metrics for a protection framework ensuring safe Child-LLM interaction (See 

Figure 3). 
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3.1 Content Safety 

 

Content safety is a cornerstone of this framework, focusing on the detection and prevention 

of harmful interactions. Metrics for inappropriate content detection include identifying explicit, 

violent, or harmful material and ensuring that AI-generated responses do not promote risky 

behavior. For instance, AI outputs advising a child on hiding drugs or engaging in inappropriate 

relationships should be flagged and moderated immediately. The framework also includes 

measures to detect harmful or biased outputs, such as gendered career stereotypes or racial biases, 

which can influence children’s perceptions of societal roles. Moreover, the framework incorporates 

guidelines for ensuring age-appropriate and culturally sensitive content, with readability metrics 

calibrated to different developmental stages. For example, a 10-year-old asking for historical 

context should receive a simplified, inclusive response that reflects global perspectives. These 

metrics ensure that LLMs provide safe, neutral, and developmentally appropriate interactions. 

 

Define a threshold for detecting inappropriate content: AI systems must achieve at least 95% 

accuracy in blocking explicit or harmful material. This high accuracy standard addresses incidents 

where chatbots might unintentionally teach children harmful or illegal acts. For example, offensive 

AI-generated content can appear in scenarios where teens manipulate chatbots to spam disturbing 

images or hateful language [3]. Meeting a 95% threshold means the AI swiftly intercepts such 

content and prevents exposure to young, impressionable users. Systems like MyAI, ChatGPT, and 

others must respond in real time, filtering out any mention of violent acts, explicit instructions for 

self-harm, or calls to break parental controls. 

 

Age-appropriate content filters: Develop dynamic filters that adapt to the user’s age, limiting 

responses to suitable language and complexity. LLMs often produce outputs with a 7th-grade or 

higher reading level, which can bewilder younger children [61]. Hence, for ages 6–12, the system 

avoids complex or explicit topics—such as mental health diagnoses or adult themes—while for 

older teens, it allows more nuanced discussions but still blocks overtly explicit or disturbing ideas. 

This ensures the text remains relevant yet understandable. By reducing language complexity and 

restricting certain themes, these filters help children navigate AI safely without stunting their 

curiosity. 

 

Mandatory data-sharing transparency reports: Require platforms to publish accessible 

summaries of collected and stored user data, with a parental dashboard for logs. 

Children often trust AI implicitly and may overshare personal details about family, mental health, 

or school issues [4]. A transparent approach clarifies exactly how these details are stored, how long 

they remain in the system, and whether any third parties have access. Parents can then review 

conversation logs or flagged phrases, keeping them informed of potential privacy violations or 

suspicious requests from the LLM. 

 

Automated data anonymization: Interactions should be anonymized within 24 hours unless 

explicitly retained by parental consent. This step addresses privacy concerns especially when 

sensitive disclosures—like a child talking about personal fears or emotional struggles—arise. 

Studies found that children might share mental health issues with AI chatbots, believing them to 

be safe confidantes, risking emotional profiling and data misuse [5], [64]. By enforcing short-term 
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data retention and anonymization, the system protects user identities and curbs any attempt to track 

or exploit a child’s psychological or emotional data over time. 

 

 

3.2 Behavioral Ethics Metrics 

 

This framework establishes behavioral ethics metrics to guide LLMs in promoting ethical and 

respectful interactions. AI outputs must align with societal norms, avoid promoting risky or 

unethical behavior, and respect fairness across diverse demographic groups. For example, when a 

child asks about rule-breaking, such as bypassing parental controls, the AI should redirect the child 

toward constructive problem-solving rather than enabling the behavior. Additionally, the 

framework emphasizes preventing harmful stereotypes or discrimination. LLMs must be trained 

to recognize and correct biases, ensuring that outputs do not perpetuate gender, racial, or cultural 

stereotypes. For instance, an AI response linking "doctors" to men and "nurses" to women would 

be flagged and revised under these guidelines. These ethical metrics ensure that AI interactions are 

aligned with societal values and foster positive learning experiences. 

 

Harm prevention benchmarks: AI outputs must meet a “harm-free” score, ensuring no 

suggestions encourage risky or unethical behavior. Under this benchmark, LLMs are expected to 

refuse or redirect prompts that involve hiding illegal substances, bypassing adult supervision, or 

engaging in cyberbullying [3]. For example, if a child tries to orchestrate online harassment using 

generative AI imagery, the system will detect malicious intent and terminate the conversation. This 

addresses real concerns about teens creating hateful or extreme content for harassment, which can 

exacerbate bullying and online aggression [62]. Ultimately, harm prevention benchmarks help 

maintain a safe and positive environment for young AI users.  
 

Detection of anthropomorphism triggers: Mechanisms to detect and redirect when users 

misattribute human-like qualities to AI.Children may view AI systems as having genuine emotions 

or even friendships, leading them to form deep attachments [26]. If a child asks, “Do you love 

me?” the LLM should clarify its non-human status while offering supportive, factual statements. 

This approach prevents confusion about AI’s capabilities and avoids excessive emotional 

dependence, a problem noted among teenagers who develop “romantic relationships” with 

chatbots [3]. The mechanism ensures children understand AI’s boundaries, reducing the risk of 

them oversharing or seeking emotional validation from a machine that cannot truly reciprocate. 
 

Establish inclusivity benchmarks: Aim for at least 90% parity in gender, ethnicity, and socio-

economic diversity in training datasets. Research shows that many LLM outputs exhibit bias—

such as defaulting male pronouns for doctors and female for nurses, which can reinforce harmful 

stereotypes [7], [25]. By mandating balanced and diverse data, the system counters biased patterns 

and fosters more equitable representations. For instance, the AI would be prompted to use non-

gendered language when discussing various professions, actively combating stereotypes that can 

shape children’s beliefs and career aspirations. 
 

Automated bias testing in LLM outputs: Conduct post-training audits to detect potential prejudice 

in responses before they reach children. This process involves scanning for language or 

suggestions that single out certain demographics—like linking specific races or genders with 
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negative traits [65]. Whenever the system flags these biases, it revises or retrains accordingly, 

ensuring children receive fair, inclusive responses. Because children tend to perceive AI outputs 

as authoritative, correcting these biases early helps prevent the formation of skewed or 

discriminatory worldviews [27]. Such automated bias testing also combats unintentional 

misinformation, reinforcing user trust and safeguarding a child’s developmental environment. 
 

3.3 Cultural and Developmental Sensitivity 

 

Cultural inclusivity and developmental appropriateness are critical components of the 

framework. It ensures that AI-generated responses cater to the unique cognitive and emotional 

needs of children in different age brackets. For younger children (ages 6–12), the framework 

emphasizes simplified language and clear explanations, while for teens (ages 13–17), it focuses on 

nuanced, thoughtful responses that promote emotional intelligence and social understanding. For 

example, if a young child asks about space exploration, the AI should provide a straightforward 

explanation with relatable analogies, whereas a teenager might receive a more detailed and 

analytical response. Cultural sensitivity is also prioritized, requiring LLMs to include diverse 

perspectives in narratives and avoid biases that could alienate certain groups. By tailoring outputs 

to the user’s age and cultural background, this component ensures that interactions are both 

meaningful and inclusive. 

 

Dynamic content simplification: Automatically adjust language complexity and style based on 

the user’s developmental stage. If a child identifies themselves as an 8-year-old, the system reduces 

the reading level to align with early elementary standards, thereby preventing “cognitive overload” 

[69]. Simplified text not only boosts engagement but also curbs the risk of misunderstanding or 

misplaced trust. Equally important, older teens (13–17) can receive more analytical, detail-rich 

responses that encourage critical thinking. Such calibration is vital because many children find 

advanced AI outputs “too complex,” eventually losing interest or grasping incomplete facts [61]. 
 

Cultural sensitivity filters: Strict safeguards to eliminate or modify content that may be culturally 

offensive, trivializing, or exclusionary. For instance, if an LLM inadvertently uses stereotypes 

about a certain ethnic group, the filter intercepts it and re-contextualizes the response. Children 

from minority cultures have reported feeling alienated when AI chatbots deliver content that erases 

or misrepresents their backgrounds [74]. Introducing cultural sensitivity ensures representation 

across narratives—whether it’s describing holiday traditions or historical figures—while 

minimizing harm or confusion. 
 

Real-time parental monitoring dashboards: Provide parents with a live overview of AI 

interactions, flagging suspicious or potentially harmful content. Some parents express alarm at not 

knowing if their child is receiving instructions about bypassing parental controls, engaging with 

adult themes, or being exposed to hateful language [64]. With real-time monitoring, parents can 

see if an AI conversation veers into unsafe territory—like references to substance abuse or self-

harm—and intervene promptly. This transparency also helps reduce anxiety, as adults gain 

immediate insight into how the AI is engaging with their children. 
 

Ethical compliance scoring tools: Automated processes assign an “ethical compliance” rating to 

LLMs, ensuring ongoing adherence to the guidelines. Reports of children encountering AI-



 23 

generated content containing sexual references or racial slurs underscore the need for continuous 

oversight [25], [62]. Regular scoring identifies potential regressions or new patterns of bias that 

slip through. When the score dips below a predetermined threshold, the system triggers a review 

or retraining session. This step is particularly relevant given that parents often lack the time or 

technical literacy to audit every AI response, reinforcing the importance of a built-in safety net 

[65]. Through monthly analytics, flagged content is studied and corrected, upholding a consistent 

standard of cultural and developmental sensitivity. 

 

 

3.3 Implementation of the Framework 

 

Implementing the framework involves embedding real-time moderation systems into LLMs 

to identify and correct inappropriate outputs during interactions. These systems should 

dynamically adapt to flagged content and provide immediate corrections to ensure safe 

interactions. Training data enhancement is another critical step, requiring datasets to be curated 

with diverse cultural perspectives and developmentally appropriate content. For example, datasets 

should be audited to remove harmful stereotypes and include educational resources tailored to 

children’s needs. 

 

Additionally, content review mechanisms should involve human moderators to assess flagged 

responses and provide context-specific corrections. Escalation processes should be established for 

high-risk interactions, such as signs of emotional distress or mental health crises. The 

implementation also includes creating parental monitoring dashboards that enable parents to track 

their children’s interactions, adjust content filters, and receive alerts for risky behavior. For 

instance, parents could view summaries of AI interactions to better understand their child’s use of 

the platform (See Figure 4). 

 

The literature review underscores critical issues surrounding the integration of large language 

models (LLMs) into children’s digital environments. Parents are primarily concerned about biased, 

harmful, and age-inappropriate outputs, coupled with insufficient parental control tools and 

transparency in AI interactions. From the current landscape of studies, incidents where children 

were exposed to toxic language, encouraged to engage in risky behaviors, or misled by inaccurate 

responses are particularly prevelent Furthermore, without explicit knowledge guidance from 

parents, children’s tendency to anthropomorphize AI and develop emotional attachments to 

chatbots creates new psychological and ethical challenges that are often outside of parental control. 

These findings highlight the urgency of addressing gaps in both parental awareness and the 

safeguards provided by current generative AI platforms, which is exacerbated by the 

overdevelopment of LLMs that cares about retaining relevance among competitors but does so at 

the cost of ethical concerns. 

 

 

Figure 4: Implementation of the Protection Framework for Safe Child-LLM Interaction 
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The proposed framework demonstrates key strengths by tackling these issues 

comprehensively. It integrates robust content safety metrics to detect and filter inappropriate or 

harmful material and ensures behavioral ethics to align AI outputs with societal norms and values. 

Cultural and developmental sensitivity measures make sure that our   AI responses are tailored to 

the diverse needs of children across different age groups and cultural contexts. Furthermore, our 

foundational  framework places emphasizes transparency and parental involvement, such as 

implementing through monitoring dashboards and realtime alerts for risky behavior, which may 

make the difference between preventing kids from exposing personal information online to 

building trust for parents and piece of mind in  responsible AI use. The necessity for change in the 

LLM landscape for kid’s safety make the framework a significant step toward creating safer and 

more ethical AI systems for our next generation 

 

4. Implications for Developers and Stakeholders 
 

The framework offers actionable guidance for LLM developers, emphasizing the need for 

robust content moderation systems, ethical compliance scoring tools, and real-time monitoring 
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mechanisms. By implementing these features, developers can ensure that LLM interactions for 

child remain safe, reputable, and nonbiased. The role of parents, educators, and policymakers is 

equally vital in fostering a safe AI ecosystem for children. Parents should have easy access to tools 

like dashboards for monitoring and customizing content filters, which help parents oversee their 

children's AI interactions. Educators can use LLMs within the curriculum under strict adherence 

to the guidelines laid out in this framework so that these tools help improve learning outcomes 

without sacrificing ethical and safety considerations. They can also demand that policymakers 

comply with the framework besides supporting the creation of child-specific datasets and 

developing regulatory oversight for generative AI platforms that particularly target younger users. 

For developers, the framework offers a clear roadmap to design safer and more ethical LLMs for 

children. Implementing real-time content moderation systems, dynamic content simplification for 

age-appropriate interactions, and automated bias testing tools will be pivotal. These measures can 

significantly reduce risks associated with harmful or biased outputs. Additionally, developers must 

prioritize building diverse training datasets to ensure cultural inclusivity and prevent stereotypes. 

Transparency in AI operations, such as through data-sharing summaries and parental dashboards, 

will not only enhance trust but also align with regulatory and societal expectations for ethical AI 

use. 

 

Stakeholders beyond developers, including parents, educators, and policymakers, play an 

essential role in ensuring safe AI interactions. Parents need accessible tools to oversee and guide 

their children’s AI usage, such as customizable filters and interaction logs. Educators can leverage 

LLMs to enhance learning outcomes but must ensure compliance with the framework’s guidelines 

to prevent over-reliance or academic dishonesty. Policymakers must mandate adherence to such 

frameworks and support their development by promoting collaboration among developers, child 

welfare experts, and education professionals. By working together, these groups can create an 

ecosystem where generative AI serves as a beneficial tool rather than a source of risk for children. 

 

 

4.1. Challenges and Limitations 

 

Implementing the proposed framework poses several challenges. Detecting harmful content 

in real time remains a significant technical barrier, especially when dealing with ambiguous or 

context-specific language. LLMs must also adapt to diverse linguistic and cultural contexts, which 

requires extensive training data and constant updates to prevent biases. Furthermore, ensuring 

compliance across global markets can be difficult, as cultural norms and legal frameworks vary 

widely. Another limitation is the reliance on human moderators for reviewing flagged content, 

which may introduce delays or inconsistencies in high-stakes situations. Finally, integrating 

dynamic content adaptation and ethical compliance tools into existing platforms could involve 

substantial development costs and time, potentially hindering widespread adoption. 

 

Several challenges arise in implementing the proposed framework. One of the foremost 

difficulties is the technical complexity of detecting harmful content in real-time. Generative AI’s 

token-predictive nature can misinterpret user inputs, leading to potentially dangerous outputs, 

especially in ambiguous contexts. Additionally, adapting the framework to diverse cultural and 

linguistic settings requires extensive effort, including curating localized datasets and addressing 
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cultural nuances. Ensuring inclusivity while maintaining sensitivity to regional differences remains 

a complex, resource-intensive task. 

 

Another limitation is the reliance on human moderators for reviewing flagged content, which 

can lead to delays in addressing high-risk interactions. The scalability of the framework is also a 

concern, as implementing dynamic content adaptation and ethical compliance tools may require 

significant financial and technical investments. Researchers should also explore automated tools 

for content moderation and bias detection to enhance the scalability and efficiency of the 

framework. Finally, ongoing discussions on ethical AI usage in child-centered contexts must 

include policymakers, developers, and educators to ensure the framework remains adaptable to 

technological advancements and societal needs. 

4.2. Future Directions 

 

Future research should focus on refining the framework’s metrics through real-world testing 

and iterative feedback loops. Conducting longitudinal studies to evaluate the framework's 

effectiveness in diverse contexts would provide valuable insights into its practical applications. 

Another area for exploration is the development of improved datasets that better represent the 

cognitive, emotional, and cultural needs of children, ensuring that LLM outputs remain inclusive 

and developmentally appropriate. Advances in automated content moderation and bias detection 

tools can further enhance the framework’s scalability and accuracy. Collaboration between AI 

developers, child psychologists, educators, and policymakers will be essential to continuously 

update and optimize the framework, ensuring it remains relevant as technology evolves. Lastly, 

exploring ethical considerations around emotional attachment to AI and implementing safeguards 

for such scenarios should be prioritized to prevent long-term social and developmental challenges. 

Another critical area for advancement is the development of improved datasets that better 

represent the cognitive, emotional, and cultural needs of children. Collaboration with child 

development experts and cultural anthropologists can ensure these datasets are inclusive and age 

appropriate. Researchers should also explore automated tools for content moderation and bias 

detection to enhance the scalability and efficiency of the framework. Finally, ongoing discussions 

on ethical AI usage in child-centered contexts must include policymakers, developers, and 

educators to ensure the framework remains adaptable to technological advancements and societal 

needs. 

 

5. Conclusion 
 

The review has underlined considerable risks identified with children's interactions with 

LLMs from both parental concerns and empirical evidence. Parental concerns range from the fear 

of exposure to inappropriate, biased, or culturally insensitive content to a complete lack of 

instruments to monitor or control such exposure. Empirical studies confirm these concerns, 

showing that LLMs can produce harmful outputs, perpetuate stereotypes, and misinterpret prompts 

in ways that can lead to unsafe guidance or risky behaviors. Children's trust in LLMs and their 

tendency to anthropomorphize these systems further exacerbate these risks, as does the lack of 

robust content moderation and transparency in data handling. These findings bring into urgent 

awareness the need for comprehensive safety measures and frameworks that protect children from 

these vulnerabilities while fostering responsible use of the LLM technologies. 
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This paper provides two critical contributions to the field. First, this is a systematic review of the 

safety and ethical issues arising from LLM interactions with children, integrating parental concerns 

and empirical evidence into one coherent narrative. This thus fills a critical gap that has existed in 

the realm of understanding the multifaceted risks of LLMs. Second, the proposed safety and ethics 

framework introduces a new approach to the assessment and improvement of LLMs for the safety 

of child users. By addressing content safety, behavioral ethics, and cultural and developmental 

sensitivity, the framework provides actionable tools and guidelines for developers, educators, and 

policymakers. These contributions constitute the foundation that will be drawn upon for further 

research and implementation to ensure AI interactions with children are ethical, safe, and 

developmentally appropriate. 

The present paper's results and framework also constitute a clarion call to urgent action for 

researchers, developers, and policymakers to make child safety a top priority in designing, 

deploying, and regulating AI systems. Safeguards needs to be integrated into LLMs to prevent 

harm, reinforce positive learning experiences, and protect children's privacy and well being. By 

furthering collaboration across disciplines, the AI community has the potential to create systems 

that engage and educate and to uphold the highest standards of safety and ethics for the next 

generation of learners. It serves as a building block and a call to action in making sure that future 

of AI systems will support children's development while protecting them and their parents’ best 

interests. 
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