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Abstract

Design of adversarial attacks for deep neural networks, as well as methods of adversarial
training against them, are subject of intense research. In this paper, we propose methods to train
against distributional attack threats, extending the TRADES method used for pointwise attacks.
Our approach leverages recent contributions and relies on sensitivity analysis for Wasserstein
distributionally robust optimization problems. We introduce an efficient fine-tuning method which
can be deployed on a previously trained model. We test our methods on a range of pre-trained
models on RobustBench. These experimental results demonstrate the additional training enhances
Wasserstein distributional robustness, while maintaining original levels of pointwise robustness, even
for already very successful networks. The improvements are less marked for models pre-trained
using huge synthetic datasets of 20-100M images. However, remarkably, sometimes our methods are
still able to improve their performance even when trained using only the original training dataset
(50k images).

1 Introduction

DNNs have been shown to offer powerful solutions in a myriad of context. At the same time,
they are often vulnerable and their robustness, i.e., their ability to perform well under uncertainty,
relates to several themes in ML. In this paper, we contribute to this broad field and offer novel
understanding of training methods that can deliver robustness to adversarial attacks.

First diagnosed in Biggio et al. (2013), Goodfellow et al. (2015), it is well known that a crafty
attacker can manipulate network’s outputs by changing the input images only slightly, and often in
ways which are imperceptible to a human eye. Understanding, and minimizing, such vulnerabilities of
trained networks to adversarial attacks (AA), is of key importance for security-sensitive applications.
In this active field of work, most research to date has focused on attacks under pointwise lp-bounded
image distortions. However, a growing stream of research, including Staib and Jegelka (2017),
Sinha et al. (2018), Bai et al. (2023), frames the problem using Wasserstein distributionally robust
optimization (DRO) and considers a distributional threat model. We contribute to this literature
offering novel training methods for such AA threats. Our main contributions can be summarized as
follows. 1) We extend TRADES training method to account for Wasserstein distributional threat.
2) We propose an effective method for fine-tuning pre-trained robust networks. The method aims at
maintaining the original robustness against pointwise attacks, while improving robustness against
distributional attacks. 3) We conduct experiments on a range of successful pre-trained neural
networks on RobustBench (Croce et al., 2021) and demonstrate effectiveness of the proposed new
training method as a fine-tuning device.
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2 Literature Review

Adversarial Attacks (AA). AAs vary between white-box attacks, where the attacker has
full knowledge of the neural network and black-box attacks, where they have limited, or no, such
knowledge. The latter include, e.g., Zeroth Order Optimization (ZOO) (Chen et al., 2017), Boundary
Attack (Brendel et al., 2018), and Query-limited Attack (Ilyas et al., 2018). Of more relevance to us
are the former attacks, originally focused on the pointwise lp-bounded image distortions, including
Fast Gradient Sign Method (FGSM) (Goodfellow et al., 2015), Projected Gradient Descent (PGD)
(Madry et al., 2018), CW attack (Carlini and Wagner, 2017). A useful benchmark for lp-robustness
of neural networks is provided by AutoAttack (Croce and Hein, 2020), an ensemble of various attack
methods. More recently, a broader class of distributional threats has been considered, see Staib and
Jegelka (2017), Sinha et al. (2018), and Bai et al. (2023) proposed the first AA associated to such
threats using Wasserstein distances.

Adversarial Training. A variety of adversarial training methods, designed to withstand AAs,
have been introduced, including data augmentation, loss regularization, parameter fine-tuning, etc.
To augment the training data, researchers have used adversarial examples, generated with AAs, see
(Goodfellow et al., 2015, Madry et al., 2018, Tramèr et al., 2018), as well as random modifications,
e.g., using generative models such as GANs and diffusion models, see (Gowal et al., 2021, Xing
et al., 2022, Wang et al., 2023). Zhang et al. (2019) consider the trade-off between robustness and
accuracy of a neural network via TRADES, a regularized loss. Analogous research includes MART
(Wang et al., 2020) and SCORE (Pang et al., 2022). Loss regularization methods, e.g., adversarial
weight perturbation (Wu et al., 2020), have been shown to smooth the loss landscape and improve
the robustness. In addition, various training techniques can be overlaid to improve robustness,
including drop-out layers, early stopping and parameter fine-tuning Sehwag et al. (2020). Among
various robust training methods, Sinha et al. (2018), Garćıa Trillos and Garćıa Trillos (2022) are
directly related to our work as they employ Wasserstein penalization and constraint respectively. In
contrast, we use sensitivity analysis of Bartl et al. (2021), to design novel robust training methods.
Conceptually close to our work is the adversarial distributional training (ADT) of (Dong et al., 2020)
with the key difference that we employ Wasserstein distances instead of an entropic regularization.

Distributionally Robust Optimization (DRO). DRO provides a unifying language
across many papers mentioned above. Mathematical formulation involves a min-max problem

inf
θ∈Θ

sup
Q∈P

EQ[fθ(Z)], (2.1)

where we minimize the worst-case loss over all possible distributions Q ∈P. In financial economics,
such criteria appear in the context of multi-prior preferences, see (Gilboa and Schmeidler, 1989,
Föllmer and Weber, 2015). We refer to (Rahimian and Mehrotra, 2019) for a survey of the DRO.

Here, we focus on the ambiguity set P = Bδ(P ) given by a ball centered at the reference
distribution P with radius δ in the Wasserstein distance, and refer to Gao and Kleywegt (2022)
for a discussion of many advantages of this optimal-transport induced distance compared to other,
e.g., divergence based, metrics. Importantly for capturing data perturbations, measures with
different supports can be close in Wasserstein distance, see Sinha et al. (2018). Traditional pointwise
adversarial training can be seen as a special case of Wasserstein DRO (W-DRO) problem, Staib
and Jegelka (2017). More recently, Bui et al. (2022) unified various classical adversarial training
methods, such as PGD-AT, TRADES, and MART, under the W-DRO framework. We also mention
Volpi et al. (2018) who used W-DRO to improve network performance on unseen data distributions.

W-DRO, while very compelling, comes at a cost of an optimization over the space of probability
measures, often intractable and/or computationally prohibitively expensive. To address this, one
can use convex duality to rewrite (2.1), changing the sup to a univariate inf featuring a transform
of fθ, see Mohajerin Esfahani and Kuhn (2018) for the data-driven case, Blanchet and Murthy
(2019), Bartl et al. (2020), Gao and Kleywegt (2022) for general probability measures and Huang
et al. (2022) for a further application with coresets. Another approach, pioneered in Bartl et al.
(2021), considers the first order approximation to the original W-DRO problem in the size of the
uncertainty radius δ. It was recently employed in Bai et al. (2023) to devise distributional AAs, and
we use it here to construct novel robust training methods.

Fine-tuning. Fine-tuning, in which an already trained model undergoes a limited additional
training, often plays an important role in ML applications. In particular, a widely adopted strategy
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in transfer learning is to fine-tune only the final layers of a large pre-trained model, leaving earlier
layers frozen. This approach is used not only in robustness tasks, but also in a broad range of
scenarios such as domain adaptation (Tzeng et al., 2017) and continual learning (Parisi et al., 2019).
Recent work has shown that fine-tuning can substantially improve both standard and adversarial
robustness of large pre-trained models (Yosinski et al., 2014, Raghu et al., 2019). By randomizing (or
re-initializing) the last layer while freezing previous layers, one effectively learns a new “head” on top
of features that were trained for robustness (Kornblith et al., 2019). Such partial re-initialization can
avoid catastrophic forgetting of already-acquired robust representations (Li and Hoiem, 2016), while
still adapting to new threats, including distributional attacks considered in this paper. Empirical
results suggest that this strategy promotes better generalization in low-data regimes and helps
preserve robust features, as noise or domain shifts are mainly absorbed by the newly learned final
layer (Howard and Ruder, 2018). Furthermore, combining randomization of the last layer with
additional regularization (for instance, adversarial weight perturbations or loss smoothing) can
reduce overfitting and stabilize fine-tuning (Sehwag et al., 2020). These observations align with
the methods introduced in this paper, where we selectively re-initialize the final layer, or apply
minimal random perturbations to all layers, to enhance distributional robustness while preserving
core capabilities learned through previous training.

3 Preliminaries

Wasserstein Distances. Let (Z, d) be a Polish space with metric d. Given two probability
measures P and Q on Z, by Π(P,Q) we denote the set of probability measures on Z × Z whose
first margin is P and second margin is Q.

For 1 ≤ p <∞, the p-Wasserstein distance between probability measures P and Q on Z is

Wp(P,Q) := inf {Eπ[d(z1, z2)p] : π ∈ Π(P,Q)}1/p .

The ∞-Wasserstein distance W∞ is given by

W∞(P,Q) := inf{π– ess sup d(z1, z2) : π ∈ Π(P,Q)}.

We denote the p-Wasserstein ball centered at P with radius δ by Bp(P, δ). By Πp(P, δ) we
denote the set of couplings {π : π(· × Z) = P (·), Eπ[d(z1, z2)p] ≤ δp}.

The Wasserstein distance is a particular case of the optimal transport problem. Unlike the KL
divergence and total variation distance which are invariant under the change of the metric d, the
Wasserstein distance offers a natural lift of the geometric properties of the underlying space Z to the
space of measures on Z. Wasserstein distances have rich connections to many areas in mathematics,
such as PDEs, differential geometry or mean-field problems, and have numerous applications in
statistics, finance, and machine learning.

ReDLR Loss. Difference of Logits Ratio (DLR) loss introduced in Croce and Hein (2020),
combined with the cross-entropy (CE) loss has been widely recognized as a reliable method to
measure pointwise robustness for neural networks. In Bai et al. (2023), however, it is pointed out
that DLR loss is not appropriate for distributional threat models. The authors instead propose
ReDLR loss, a rectified version of DLR loss. It is given by ReDLR(z, y) = −(DLR)−(z, y), i.e., if
we write z = (z1, . . . , zm) = fθ(x) for the output of a neural network, and z(1) ≥ · · · ≥ z(m) are the
order statistics of z, then

ReDLR(z, y) =

−
zy − z(2)

z(1) − z(3)
, if zy = z(1),

0, else.

In a key difference with the DLR, the ReDLR loss leaves misclassified images unaffected. This
allows distributional attacker to “save” their budget for images which actually need to be attacked.
Intuitively, such attacker will perturb more aggressively those images far from the decision boundary.
The resulting ReDLR distributional adversarial attack was shown to be effective in Bai et al. (2023)
across a wide range of models on RobustBench (Croce et al., 2021). These results underscored the
need to develop training methods to defend against distributional AAs.
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4 Wasserstein Distributional Adversarial Training

W-DRO Reformulation. Let X = [0, 1]n be the feature space of an image, and Y = {1, . . . ,m}
the label space. We equip Z = X × Y with a metric

d((x1, y1), (x2, y2)) = ∥x1 − x2∥∞ +∞1{y1 ̸=y2}. (4.1)

An image is interpreted as a pair (x, y) ∈ X × Y. A neural network is a parameterized map
fθ : X → Rm.

Adversarial training, including influential formulations in Madry et al. (2018), Zhang et al. (2019),
is fundamentally a min-max problem: an inner maximization picks an adversarial perturbation of
the data and the outer minimization of the loss learns the best network parameter θ. Recently,
Bui et al. (2022) proposed a more general criterion which includes as special cases many previous
training methods such as MART and TRADES. Their unified distributional robustness can be
re-cast equivalently as an extended W-DRO formulation using couplings:

inf
θ∈Θ

sup
π∈Πp(P,δ)

Eπ[Jθ(x, x′, y)]. (4.2)

We are mainly interested in p ∈ {2,∞} and note that p =∞ corresponds to the pointwise threat
model. The case p = 2 is the distributional threat model we consider in this paper.

W-DRO Sensitivity. To back propagate θ it is essential to understand the inner maximization
problem denoted by

V (δ) = sup
π∈Π2(P,δ)

Eπ[Jθ(x, x′, y)].

This is an infinite-dimensional optimization problem over probability measures. Using convex duality,
in the spirit of Blanchet and Murthy (2019), it can be recast as another optimization problem but
at a cost of introducing a new Lagrangian multiplier λ. Training with a fixed λ is then feasible, see
Sinha et al. (2018), and such a fixed λ may be optimal for some budget δ, but there is no guarantee
that a given choice of λ is even near optimal for a given budget δ.

In Bai et al. (2023), a sensitivity approach is adapted to address the above issue. Instead of
finding the exact value of V (δ), a first order approximation to V (δ) in the size of attack budget δ is
derived. The following result is adapted from Bartl et al. (2021, Theorem 2.2) and Bai et al. (2023,
Theorem 4.1) and their proofs.

Theorem 4.1. Assume the map (x, x′, y) 7→ Jθ(x, x′, y) is Lipschitz. Then the following first order
approximations hold:

(i) V (δ) = V (0) + δΥ + o(δ), where

Υ =
(
EP ∥∇x′Jθ(x, x, y)∥21

)1/2

.

(ii) V (δ) = Eπδ
[Jθ(x, x, y)] + o(δ), where

πδ =
[
(x, y) 7→ (x, y, x + δT (x), y)

]
#
P,

and
T (x) = Υ−1 sgn(∇x′Jθ(x, x, y))∥∇x′Jθ(x, x, y)∥1.

Although We focus on the l∞-distance between images and the W2-distance between probability
measures, the above results extend to a more general (lr,Wp) setting with l, p > 1. We remark that
our assumption is weaker than the L-smoothness assumption encountered in the literature which
requires Lipschitz continuity of gradients of Jθ, see for example Sinha et al. (2018, Assumption B)
and Volpi et al. (2018, Assumptions 1 & 2).

This result led to a natural first order distributional attack given in Bai et al. (2023).

5 Training Methods

As highlighted above, taking Jθ(x, x′, y) = L(fθ(x), y) + βL(fθ(x), fθ(x′)) in (4.2) and p = ∞
recovers the TRADES loss function on Zhang et al. (2019). The training is split into two steps:
adversarial attack on the input data x, and optimization over the network parameter θ. To consider
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a Wasserstein distributional threat, we propose to replace the inner Π∞(P, δ) with Π2(P, δ). We
consider

inf
θ∈Θ

{
EP

[
L(fθ(x), y)

]
+ β sup

π∈Π2(P,δ)

Eπ

[
L̃(fθ(x), fθ(x′))

]}
, (5.1)

where β is a hyperparameter leveraging the trade-off between network clean accuracy and distribu-
tional robustness.

In Zhang et al. (2019), the cross-entropy loss is used for both the AA step and the optimization
step. However, in face of a distributional threat, we need to separate the loss for the adversarial
attack and the one for neural network learning. Specifically, we take L̃ as the ReDLR loss for the
AA step when computing the adversarial π. It has been verified that ReDLR gives a more effective
distributional adversarial attack compared to the one using KL divergence or DLR loss, see Bai
et al. (2023).

On the other hand, ReDLR is not appropriate for network parameter optimization. This is
due to the fact that ReDLR loss is flat when the image is misspecified. We keep L and L̃ as the
cross-entropy for this step. We refer to Algorithm 1 for details.

Details of the AA Step. For the AA step we apply the W-PGD-20 attack developed in Bai
et al. (2023) to

sup
π∈Π2(P,δ)

Eπ

[
ReDLR(fθ(x), fθ(x′))

]
. (5.2)

Specifically, the W-PGD step is given by

x← pjδ(x + αΥ−1 sgn(∇xJθ(x, y))∥∇xJθ(x, y)∥1), (5.3)

where α = δ/20 is the step size and pjδ is a projection which ensures the attacked data stayed
within the Wasserstein Ball Bp(P, δ). We point out that Υ is a global quantity depending on the
whole training set and has to be recalculated after every update of the network θ. Moreover, the
projection is also a global operator which depends on the data outside the current batch. This, in
principle, leads to a huge computation burden for the training. We address these two issues by
introducing a W-PGD-budget method. At the start of each batch, we randomly sample 10% of the
whole training set to estimate the current Υ and apply a moving-average update given by

Υ← Υ + η(Υ̂−Υ). (5.4)

For each batch, we first calculate the budget δB of the current batch given by

δB = δ
ΥB

Υ
=

δ

Υ

(
EPB
∥∇xJθ(x, y)∥21

)1/2

, (5.5)

where PB is the empirical distribution of the current batch. We then apply a W-PGD-20 attack
locally on the current batch with budget δB which is more computationally feasible. It is clear
that if θ was frozen during the training, the budget δB on each batch would lead to an admissible
attack on the whole training set with budget δ. We refer to Algorithm 1 for the detailed training
procedure.

Training vs Fine-tuning. In principle we could use (5.1) to train a DNN from scratch.
However, in practice, users are likely to care both about the pointwise and distributional robustness.
It would be thus natural to consider an objective combining the two

inf
θ∈Θ

{
EP

[
L(fθ(x), y)

]
+ β sup

π∈Π2(P,δ)

Eπ

[
L(fθ(x), fθ(x′))

]
+ γ sup

π∈Π∞(P,δ)

Eπ

[
L(fθ(x), fθ(x′))

]}
, (5.6)

where β and γ are hyperparameters which need to be carefully balanced to adjust the two sources
of adversarial robustness. Such training would involve a very significant computational effort and
we leave it for future research.

Instead, as argued above, our motivation was to consider (5.1) as a fine-tuning method. We are
interested in taking pre-trained DNNs which exhibit good, or very good, robustness against pointwise
AAs and perform limited additional fine-tuning training using (5.1) to improve their robustness
against distributional attacks whilst maintaining their pointwise robustness. As is common in the
fine-tuning literature, we will perturb our pre-trained model, either by randomizing the last layer
or by adding small noise to the whole θ, before performing additional limited training of up to 20
epochs.
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Algorithm 1 Wasserstein Distributional Adversarial Training with W-PGD-Budget Attack

Input: training dataset D, hyperparameters η, δ, τ , β
repeat

Sample D and estimate the sensitivity Υ̂.
Update Υ

Υ← Υ + η(Υ̂−Υ).

Generate a minibatch B from D
Calculate the budget δB for the minibatch

δB ←
δ

Υ

( 1

|B|
∑

(x,y)∈B

∥∇x′Jθ(x, x, y)∥21
)1/2

,

where Jθ(x, x
′, y) = ReDLR(fθ(x), fθ(x

′)).
Apply W-PGD-Budget attack with budget δB

Badv ←W-PGD(B, δB).

Update the network parameter θ by SGD.

θ ← θ − τ
1

|B|
∑

(x,xadv,y)∈(B,Badv)

∇θJθ(x, xadv, y),

where
Jθ(x, x

′, y) = CE(fθ(x), y) + βCE(fθ(x), Fθ(x
′)).

until the end condition

6 Experiments

In this section, we present the experiment setup based on our proposed training methods. We
consider a distributional threat model (W2, l∞) with size δ = 8/255. The adversarial accuracy
reported in this paper is evaluated under 20-step W-PGD attack on the test set with CE loss for
the pointwise threat and with ReDLR loss for the distributional threat.

Dataset. We use the CIFAR-10 dataset, which consists of 60,000 32x32 color images in 10 classes,
with 6,000 images per class. There are 50,000 training images and 10,000 test images. We further
split the 50,000 training images into a training set and a validation set. The training set contains
40,000 images and the validation set contains 10,000 images. Throughout the training process, we
only draw minibatch from the training set to update the network and use the validation set to track
the distributional robustness of the network. We report the networks’ performance according to
their best performing epoch on the validation set.

Configuration of the Training. The training involves the use of five pre-trained networks
from RobustBench which are introduced in details below. We adopt a distributional TRADES
framework introduced previously with β = 6. CE is employed as the loss function for network
training, while ReDLR loss is used for distributional adversarial attacks. We employ a 20 step
W-PGD adversarial attack to generate new adversarial images for each minibatch. The sensitivity
Υ is estimated based on a 10% random sampling from the training set and is updated in every
minibatch. The update rate η for Υ is set to 0.1 or 1. We take a vanilla SGD optimizer whose
learning rate is chosen as either 0.1 or 0.01, and train the network for 20 epochs. The batch size is
set as 512. To mitigate overfitting, we introduce random perturbations to the pre-trained networks.
Specifically, we either randomly initialize the last layer and restrict updates to this layer or apply a
small perturbation to the entire network and train all layers.
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Table 1: Overview of the pre-trained networks.

Networks Architectures Extra Dataset Clean Acc W∞ Adversarial Acc W2 Adversarial Acc

Zhang et al. (2019) WDR 34-10 no 84.92 57.05 42.99
Chen and Lee (2024) WDR 34-10 no 86.54 60.14 43.76
Gowal et al. (2020) WDR 28-10 external data 89.48 66.44 50.99
Cui et al. (2023) WDR 28-10 20M synthetic data 92.16 70.92 53.16
Wang et al. (2023) WDR 28-10 20M synthetic data 92.44 70.62 52.14

Table 2: Performance of W-PGD-Budget-20 on different pre-trained networks.

Networks W-PGD-Budget W∞ Adversarial Acc W2 Adversarial Acc

Zhang et al. (2019) 63.99 70.61 57.56
Chen and Lee (2024) 68.61 76.27 61.32
Gowal et al. (2020) 70.16 80.58 67.02
Cui et al. (2023) 76.57 90.49 76.54
Wang et al. (2023) 78.19 90.64 77.21

Pre-trained Neural Networks. From RobustBench, we choose 5 typical successful neural
networks which are robust against the pointwise threat model: Zhang et al. (2019), Chen and
Lee (2024), Gowal et al. (2020) , Cui et al. (2023), Wang et al. (2023). Due to computational
constraints, we mainly focus on the networks with relatively small architectures: WideResNet 28-10
and WideResNet 34-10. In theory, our method is applicable to networks with other architectures.
We point out that the first two were trained merely on the original training set, while the rest used
either an extra dataset from ImageNet or a synthetic dataset generated from CIFAR-10.

Zhang et al. (2019) is the original TRADES network trained on CIFAR-10 with 100 epochs.
Chen and Lee (2024) is a recent leading network on RobustBench with architecture WideResNet
28-10. It was trained on the original CIFAR-10 with 115 epochs. Gowal et al. (2020) is a network
with WideResNet 28-10 architecture and was trained on an external dataset extracted from the
tiny images dataset 80M-Ti with 400 epochs. Cui et al. (2023) and Wang et al. (2023) are two top
networks with WideResNet 28-10 architecture on RobustBench. Cui et al. (2023) was trained on a
20M synthetic dataset generated from CIFAR-10 and with 200 epochs. Wang et al. (2023) was also
trained on a 20M synthetic dataset with 2400 epochs.

The scale of the pre-training efforts puts into perspective our fine-tuning which is done, we stress,
using only the original CIFAR-10 dataset at at most 20 epochs.

In Table 1, we present an overview and baseline of these pre-trained networks. We remark that
both pointwise and distributional robustness are evaluated under 20-step PGD attack on the test
set with budget δ = 8/255.

7 Experiment Results

Effectiveness of the W-PGD-Budget Method. In Figure 7.1, we present the estimated
Υ from 10% of the training set and its reference value for 5 pre-trained networks. For each network,
we sampled 10% of the training set 10 times independently and calculated the Υ for each sample.
The reference value is calculated based on the whole training set and is marked in dotted lines. We
notice that for more robust networks Wang et al. (2023) and Cui et al. (2023), the estimated Υ is
closer to the reference value.

In Table 2, we report the comparison of W∞ adversarial attack, W2 adversarial attack, the
budget W2 adversarial attack on 5 pre-trained networks. We observe that, as expected, the budget
W2 adversarial attack is slightly less effective than the W2 adversarial attack, but is much stronger
than the W∞ attack.

A Case study. We focus on the pre-trained network from Zhang et al. (2019) which has 57.05%
W∞ adversarial accuracy and 42.99% W2 adversarial accuracy. In Table 3, we report the result of
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Figure 7.1: The estimated Υ from 10% of the training set and its reference value for 5 pre-trained
networks.

fine-tuning the last layer of the network with different learning rate τ = 0.1, 0.01 and update rate
η = 0.1, 1. In Table 4, we report the result of perturbing the whole network with a small noise and
training all the layers. All the results are chosen for the epoch with the best W2 performance on
the validation set. We observe that only fine-tuning the last layer does not improve the network’s
robustness. However, perturbing the network slightly and training all the layers can improve both
pointwise and distributional robustness for Zhang et al. (2019).

The best performance is achieved with τ = 0.01 and η = 1 for the whole network fine-tuning. In
Figure 7.2 and Figure 7.3, we show the W2 and W∞ adversarial accuracies of Zhang et al. (2019)
along training under this configuration. The solid line is the accuracy on the test set, and the
dashed line is the accuracy on the validation set. This gives 59.99% W∞ adversarial accuracy and
50.53% W2 adversarial accuracy which improves the original pre-trained network by 2.95% and
7.54% respectively.
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Figure 7.2: Performance of Zhang et al. (2019) under W2 adversarial attack on the test set (solid) and
the validation set (dashed) along fine-tuning.
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Figure 7.3: Performance of Zhang et al. (2019) under W∞ adversarial attack on the test set (solid)
and the validation set (dashed) along fine-tuning.

Table 3: Performance of Zhang et al. (2019) under different configurations. We randomized the last
layer and fine-tuned the network by only training this layer.

τ = 0.1, η = 0.1 τ = 0.01, η = 0.1 τ = 0.1, η = 1 τ = 0.01, η = 1

Clean Acc 83.89 83.86 83.56 83.63
W∞ Adversarial Acc 53.47 52.78 54.25 54.20
W2 Adversarial Acc 39.53 37.91 41.76 39.08

8 Limitations

Fine-tuning Other Pre-trained Networks. We summarize the best fine-tuning perfor-
mance for the 5 pre-trained networks in Table 5, and provide a complete report in Appendix A.
Remarkably, we improve the distributional adversarial accuracy for all five pretrained networks by
fine-tuning on the original training set and with 20 epochs of training only. For those networks only
trained on the original CIFAR-10, we improve not only W2 adversarial accuracy but also W∞ adver-
sarial accuracy. In addition, this performance was achieved without any extensive hyperparameters
optimization.

The detailed best configuration for each network is as follows. For Zhang et al. (2019), Gowal
et al. (2020), Chen and Lee (2024), fine-tuning the whole network with τ = 0.01 and η = 1 gives the
best performance; for Cui et al. (2023), Wang et al. (2023), fine-tuning the last layer of the network
with τ = 0.1 and η = 1 gives the best performance. In Figure 7.4, we report Υ of the network along
the fine-tuning process (with η = 1) for our case study on Zhang et al. (2019). We observe that

Table 4: Performance of Zhang et al. (2019) under different configurations. We perturbed the whole
network with a small noise and trained all the layers.

τ = 0.1, η = 0.1 τ = 0.01, η = 0.1 τ = 0.1, η = 1 τ = 0.01, η = 1

Clean Acc 83.38 85.15 82.89 83.71
W∞ Adversarial Acc 58.50 58.63 57.55 59.99
W2 Adversarial Acc 47.91 45.78 45.20 50.53
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Figure 7.4: Υ of Zhang et al. (2019) along fine-tuning evaluated on the test set (solid) and the training
set (dashed).

Table 5: Summary of the best fine-tuning performance for the five pre-trained networks. The change
from the baseline performance is indicated in parentheses.

Networks Clean Acc W∞ Adversarial Acc W2 Adversarial Acc

Zhang et al. (2019) 83.71 59.99 (+2.95) 50.53 (+7.54)
Chen and Lee (2024) 85.44 62.12 (+1.98) 53.42 (+9.66)
Gowal et al. (2020) 85.93 63.39 (-3.05) 52.14 (+1.15)
Cui et al. (2023) 88.88 68.71 (-2.21) 58.02 (+4.86)
Wang et al. (2023) 91.45 69.19 (-1.43) 55.93 (+3.79)

the training curve of Υ can be fairly volatile. We introduce the update rate η intended to decrease
the oscillation of Υ and the variance appeared from the sampling. However, from the empirical
results, we find that using the current estimate of Υ (η = 1) always outperforms a moving average
update (η = 0.1). For fine-tuning the last layer, a larger learning rate τ = 0.1 is preferred while for
fine-tuning the whole network, a smaller learning rate τ = 0.01 is preferred.

As pointed out above, Υ is a global quantity depending on the whole training set and it needs to
be recalculated after every update of the network θ. Similarly, the projection is also a global operator
which depends on the data outside the current batch. In section 5 we proposed a workaround
involving using a 10% sample of the dataset, which exhibited good performance, as documented
above. Whilst this was feasible when working with the actual CIFAR-10 dataset, it would no
longer be so when using much larger synthetic datasets. Adapting our methods would likely involve
subsampling.

More broadly, we do not expect our methods to improve all pre-trained models, particularly those
trained using massive synthetic datasets. Indeed, Table 5 shows a small decrease in W∞ (pointwise)
robustness for Gowal et al. (2020), Cui et al. (2023), Wang et al. (2023) which were pre-trained
using huge additional datasets but fine-tuned using only the original CIFAR-10 dataset. To avoid
this effect, it might be necessary to consider training from scratch using a combined objective as
in (5.6). This would be much more involved computationally than the solutions considered in this
work.
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A Results on other pre-trained networks.

We report other pre-trained networks considered in the paper under different training configuration.

Table 6: Performance of Gowal et al. (2020) under different configurations. We randomized the last
layer and fine-tuned the network by only training this layer.

τ = 0.1, η = 0.1 τ = 0.01, η = 0.1 τ = 0.1, η = 1 τ = 0.01, η = 1

Clean Acc 89.68 89.75 90.02 89.43
W∞ Adversarial Acc 64.20 63.95 64.81 63.56
W2 Adversarial Acc 50.76 48.42 50.65 48.05

Table 7: Performance of Gowal et al. (2020) under different configurations. We perturbed the whole
network with a small noise and trained all the layers.

τ = 0.1, η = 0.1 τ = 0.01, η = 0.1 τ = 0.1, η = 1 τ = 0.01, η = 1

Clean Acc 81.04 88.09 78.15 85.93
W∞ Adversarial Acc 51.97 63.05 50.12 63.39
W2 Adversarial Acc 39.31 49.93 40.13 52.14

Table 8: Performance of Cui et al. (2023) under different configurations. We randomized the last layer
and fine-tuned the network by only training this layer.

τ = 0.1, η = 0.1 τ = 0.01, η = 0.1 τ = 0.1, η = 1 τ = 0.01, η = 1

Clean Acc 90.52 91.65 88.88 91.14
W∞ Adversarial Acc 68.26 70.04 68.71 70.26
W2 Adversarial Acc 54.71 56.84 58.02 57.46
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Table 9: Performance of Cui et al. (2023) under different configurations. We perturbed the whole
network with a small noise and trained all the layers.

τ = 0.1, η = 0.1 τ = 0.01, η = 0.1 τ = 0.1, η = 1 τ = 0.01, η = 1

Clean Acc 64.43 88.10 57.68 86.27
W∞ Adversarial Acc 33.68 66.07 31.12 66.64
W2 Adversarial Acc 19.18 51.10 18.69 55.48

Table 10: Performance of Wang et al. (2023) under different configurations. We randomized the last
layer and fine-tuned the network by only training this layer.

τ = 0.1, η = 0.1 τ = 0.01, η = 0.1 τ = 0.1, η = 1 τ = 0.01, η = 1

Clean Acc 90.71 91.48 91.45 90.67
W∞ Adversarial Acc 68.94 68.94 69.19 68.56
W2 Adversarial Acc 54.38 55.49 55.93 55.09

Table 11: Performance of Wang et al. (2023) under different configurations. We perturbed the whole
network with a small noise and trained all the layers.

τ = 0.1, η = 0.1 τ = 0.01, η = 0.1 τ = 0.1, η = 1 τ = 0.01, η = 1

Clean Acc 66.10 87.97 62.94 84.45
W∞ Adversarial Acc 35.74 62.57 35.43 60.44
W2 Adversarial Acc 23.10 47.32 23.26 49.00
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