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Abstract

Recent discussions and research in AI safety have increasingly emphasized the
deep connection between AI safety and existential risk from advanced AI systems,
suggesting that work on AI safety necessarily entails serious consideration of
potential existential threats. However, this framing has three potential drawbacks:
it may exclude researchers and practitioners who are committed to AI safety but
approach the field from different angles; it could lead the public to mistakenly view
AI safety as focused solely on existential scenarios rather than addressing a wide
spectrum of safety challenges; and it risks creating resistance to safety measures
among those who disagree with predictions of existential AI risks. Through a
systematic literature review of primarily peer-reviewed research, we find a vast
array of concrete safety work that addresses immediate and practical concerns
with current AI systems. This includes crucial areas like adversarial robustness
and interpretability, highlighting how AI safety research naturally extends existing
technological and systems safety concerns and practices. Our findings suggest
the need for an epistemically inclusive and pluralistic conception of AI safety
that can accommodate the full range of safety considerations, motivations, and
perspectives that currently shape the field.
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1 Introduction

The rapid development and deployment of AI systems has made questions of safety
increasingly urgent, demanding immediate attention from policymakers and governance
bodies as they face critical decisions about regulatory frameworks, liability standards,
and safety certification requirements for AI systems. Recent discourse has narrowed to
focus primarily on AI safety as a project of minimizing existential risks from future
advanced AI systems [1–3].1 This concentrated attention on existential risk has emerged
despite — and perhaps overshadowed — decades of engineering and technical progress
in building robust and reliable AI systems.

Historically, technological and system safety research has evolved alongside each
major industrial and computational advance. From ensuring aircraft structural integrity
[18, 19] to pharmaceutical security [20, 21], and later expanding to cyber and internet
safety [22, 23], the field of technological and system safety has consistently evolved in
reaction to new technological paradigms. This evolution has produced robust engineer-
ing practices and governance frameworks [24–26] that could remain relevant to the
challenges of AI development and deployment [26–28].

In this paper, we conduct a systematic review of primarily peer-reviewed research
on AI safety to contextualize AI safety within broader technological and systems safety
practice. Our analysis examines two key questions: (1) What categories of safety risks
are addressed at different stages of an AI system lifecycle, from development through
deployment? and (2) What concrete strategies and methodologies have researchers
proposed to mitigate these identified risks? Our findings show that peer-reviewed
research on AI safety has included a broad spectrum of concerns throughout AI
development and deployment. The mathematical methods, computational tools, and
algorithms developed for safe AI address fundamental challenges in current systems,
from adversarial robustness to interpretability.

Previous attempts to bridge different safety concerns have often distinguished
between concrete, near-term problems and broader, long-term existential challenges
[29, 30]. However, our literature review reveals that this dichotomy may oversimplify the
rich landscape of AI safety research. The shared vocabulary and overlapping technical
challenges—particularly evident in reinforcement learning paradigms where concepts
like corrigibility and adversarial robustness span multiple time horizons—suggest the
value of a more integrated approach.

Our findings suggest that grounding AI safety discussions in the broader foundations
of technological and system safety research could both enrich current debates and
provide more robust guidance for policy and governance decisions. While existential
and extreme risks from AI remain an important consideration, the field’s historical

1The focus on existential risks from AI has been particularly connected to normative theories and
movements such as rationalism, effective altruism, or longtermism [5, 6]. While these theories offer valuable
perspectives on long-term challenges, their specific institutional articulations have faced substantial criticism
[7–9]. As the relationship between AI safety and these normative theories and movements is quite complex,
the association between AI safety and the conventional conception of AI existential risk is commonly
presented as a defining characteristic [2, 3, 10–12]. This situation is particularly concerning to researchers
and practitioners who work on the development and deployment of safe and responsible AI, but do not
align with these normative theories or existential risk narratives posed by AI [13–16]. This disparity has
led to a divisive and sometimes unhealthy atmosphere, with some researchers even questioning the unique
contribution of “AI safety” community [17].
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roots in systems engineering and safety practices offer valuable views for addressing
immediate challenges in order to build longer-term solutions. This suggests the need for
an expanded discourse that reintegrates traditional safety engineering approaches with
contemporary AI challenges, rather than treating existential risk as the primary lens
through which to view AI safety. By reconnecting with these foundational conceptions,
the field may be better equipped to address both immediate safety challenges and longer-
term concerns, while maintaining the rigorous technical and theoretical standards that
characterize effective safety research.

Limitations. We follow a systematic review methodology for our analysis, but
certain limitations must be considered when interpreting our results. First, AI safety is
a dynamically evolving field with continuous developments across numerous research
venues. New research entities are emerging, conducting daily studies within and outside
organizations, including research outputs from AI companies like Anthropic, OpenAI,
and other relevant institutions. A one-off literature review, such as ours, captures the
state of the art only at the moment of querying, which, in our case, was on November
1, 2023. This means our findings may not fully reflect the most recent advancements
in AI safety research. Second, our focus on peer-reviewed research, while ensuring
a standard of quality and rigor, inherently excludes a significant portion of the AI
safety landscape. Pre-print repositories like arXiv often serve as the first outlet for
AI safety research, and their exclusion from our review may result in overlooking
important contributions. While we attempted to mitigate this limitation through
snowball sampling of high-impact arXiv papers, this approach is not comprehensive
and carries the risk of missing relevant publications. Third, our review process involved
annotating each selected paper with relevant keywords beyond those provided by the
authors. This approach inevitably introduces some degree of annotator bias. However,
given the substantial volume of papers selected (383 in total), we believe the impact of
this bias on our overall conclusions is minimal. Finally, our review does not encompass
the extensive discussions and non-peer-reviewed work found in online forums like
LessWrong or the AI Alignment Forum, which are central platforms for discussing
AI safety topics within certain communities. A truly comprehensive analysis of AI
safety research would ideally include a detailed content analysis of these platforms
and other non-peer-reviewed documents. Therefore, it is important to interpret our
findings with caution, acknowledging that they provide a valuable but not exhaustive
overview of the current state of AI safety research. Future research could expand
upon our work by incorporating a wider range of sources, including other pre-print
sources and non-peer-reviewed literature, to gain a more comprehensive understanding
of the evolving landscape of AI safety. Despite these limitations, our findings provide a
valuable snapshot of peer-reviewed AI safety research and motivates the need for a more
inclusive understanding of the field’s perceived scope and motivations. The novelty
of our paper is leveraging empirical investigations in clarifying contested discussions
about AI safety. Our review offers insights into research outputs, communities, and
potential avenues for fostering healthy research development. In the concluding section,
we outline key next steps and open questions to guide future research.
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2 Systematic Review Methodology

We conduct a systematic literature review of primarily peer-reviewed AI safety research.2

Our review follows the guidelines outlined by Kitchenham and Charters [31] and
complemented by snowball sampling as recommended by Wohlin [32]. This approach
combines a structured and reproducible methodology for mapping the field of AI safety
research, as represented in peer-reviewed and indexed papers, with a targeted technique
to capture emerging research not yet fully represented in peer-reviewed literature.

We conducted our review and analysis to investigate two key Research Ques-
tions (RQ) in relation to the peer-reviewed published research on AI safety:

RQ1 What types of risks related to the lifecycle (design, development, deployment,
operation, and decommissioning) of AI systems are addressed in AI safety research?

RQ2 What mitigation strategies – e.g., concrete methods, design principles, governance
recommendations – are proposed in recent AI safety research that directly address
one or more of the above sources of AI risk?

2.1 Search and Review Process

To conduct our systematic review, we perform a multi-stage query process to identify
relevant papers from the Web of Science (WoS) and Scopus indexing databases, as these
include not only computer science but also other peer-reviewed research for capturing
interdisciplinary work. We develop a hierarchy of increasingly refined queries for each
research question, targeting the title, abstract, and author keywords of papers. The
querying process was finalized on November 1, 2023. We outline the query hierarchy
below, using WoS notation:

• q1 : AI ∨ AGI ∨ frontier AI ∨ artificial intelligence ∨ artificial (general ∨ super) intel-
ligence ∨ (machine ∨ supervised ∨ unsupervised ∨ semi-supervised ∨ reinforcement)
learning;

• q2 : safe* ∨ robust* ∨ align*;
• q3 : q1 ∧ q2;
• q4 : q3∧ (q4a ∨ q4b ∨ q4c ∨ q4d):

◦ q4a : design ∨ develop* ∨ architecture ∨ model* ∨ framework ∨ system
◦ q4b : deploy* ∨ distribut* ∨ data* ∨ train* ∨ fine-tun*
◦ q4c : operat* ∨ interact* ∨ online
◦ q4d : decomission* ∨ remov* ∨ eras* ∨ delet*

We start with a broad query (q1) that includes various terms related to artificial
intelligence (AI) and machine learning (ML), such as “AI”, “AGI”, “frontier AI”, “arti-
ficial intelligence”, “machine learning”, “supervised learning”, “unsupervised learning”,
etc (see q1 above for full details). This initial query aims to capture all papers poten-
tially related to AI research. Next, we introduce a second query (q2) that incorporates
high-level safety-related keywords of “safe*”, “robust*”, and “align*”. The asterisks
act as wildcards to capture variations of these terms (e.g., “safety”, “safer”, “safest”,

2We will release publicly the selected papers with annotations and the code used to analyze this data
after the review process.

4



“robustness”, etc.). We then combine q1 and q2 to create q3, which selects papers rele-
vant to AI or ML research while ensuring they also address safety-related concepts.
This step narrows down the results to publications specifically focusing on AI safety.
To further refine the selection and align it with the specific focus areas of our RQ1, we
introduce q4. This query includes four sub-queries, each corresponding to terms related
to the four areas of RQ1: design, deployment, operation, and decommissioning of AI
systems. To ensure that we do not miss important non-peer-reviewed contributions,
we supplement our systematic search with snowball sampling, starting with 11 seed
papers identified as highly influential in the AI safety field [29, 33–42]. This allows us
to identify additional relevant papers that are not captured by the initial queries.

After removing duplicates, our query process yielded 2,666 papers from the database
search and 117 papers from snowball sampling. We then conducted a two-stage review
process, first filtering based on titles and abstracts, followed by a comprehensive full-
text review. This resulted in a final set of 383 papers for our analysis. We applied the
following exclusion criteria during both the title/abstract screening and full-text review
stages to determine a paper’s eligibility for inclusion in our analysis: (A) focus: the paper
does not primarily focus on AI or a directly related subfield; (B) motivation: the paper’s
stated motivation does not include a clear need for developing safe AI algorithms; (C):
generalizability: the paper’s contributions are specific to a very particular application
domain and do not offer broader insights or methodologies applicable to AI safety in
general.

2.2 Annotation Process

As part of our review process, we recorded important metadata about each paper, which
included the publication year, author affiliations, and Google Scholar citation count
(as of January 27, 2024). We then performed a thorough inductive coding process [43]
across the selected papers. We enriched each paper’s author-written keywords by adding
relevant terms (i.e., codes) based on a thorough reading of the full text. This expanded
set of keywords encompassed both problem- and method-specific terms, as well as
broader categorizations such as “algorithm” (for papers that propose an algorithm),
“theoretical” (for purely theoretical contributions), and “framework”. We also gradually
refined and consolidated our set of keywords as we progressed through the papers. After
gaining a holistic understanding of the selected publications, we further categorized
each paper based on its assigned keywords according to its methodological approach,
the specific safety risks it addressed, the types of risks mitigated by its proposed
methods, and the overarching category of its methodology.

3 Empirical findings

To begin, we present a high-level bibliometric overview of the trends and concepts
prevalent in the AI safety literature we reviewed. Looking at the total number of
publications per year in Figure 4, we observe increasing growth since 2016, which
we assume is partially caused by the extensive development and deployment of deep
learning models. Nevertheless, this observation reinforces the need to look more deeply
into the state of the field. We first look at a word cloud of salient terms to understand
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Fig. 1: World cloud of morphologically standardised terms occurring in the abstracts
and titles of selected papers weighted by their tf-idf score. We excluded stop words
from the analysis.

the most important concepts among our selected papers. We then analyse patterns
that emerge from the co-occurrences of different terms in abstracts and titles.

3.1 Word cloud of salient terms

Figure 1 illustrates a word cloud of the most salient terms found in the abstracts of
the selected papers, after morphological standardization. The terms are ranked by
their tf-idf score, a metric that emphasizes both the frequency and distinctiveness
of a term within the corpus. This allows us to highlight important, but potentially
less frequent, terms while de-emphasizing common or redundant words. The word
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Fig. 2: Graph of term co-occurrence in abstracts with binary counting, a minimum
term frequency of 10, and a relevance score of at least 60%. The figure was produced
using the VOSViewer tool [44]. Due to the large number of nodes, not all labels are
shown in the figure.

cloud highlights several prominent themes within the AI safety literature. A significant
portion of papers focus on safe reinforcement learning (RL), evidenced by terms like
“robust”, “control”, “agent”, and “explore”. Additionally, there is a strong emphasis on
adversarial attacks, as indicated by the prevalence of terms such as “adversarial” and
“attack.” Finally, domain adaptation emerges as another significant area of concern,
with terms like “domain”, “distribution”, and “adapt” appearing frequently.

3.2 Term co-occurrence graph

To gain deeper qualitative insights into the landscape of peer-reviewed AI safety
research, we constructed a co-occurrence graph of terms appearing in the abstracts and
titles of selected papers using the VOSViewer tool [44]. Figure 2 depicts this graph.
Nodes represent terms and edges connect terms that co-occur within the same abstract
or title. The size of each node reflects its relevance score as calculated by VOSViewer.
We observe four distinct clusters.

The motivations and concerns driving AI safety research is shown in the
largest, red cluster. We observe a clear emphasis on both the development and deploy-
ment of AI systems, especially in relation to humans, health, and society. Here, the
focus is human- and society-centric aspects of AI safety, including trust, accountability,
and safety assurance.

Safe reinforcement learning and related terms are aggregated in the blue cluster.
Research in this cluster primarily centres on the safe control of agents under constraints
in uncertain dynamic environments. While most studies test methods in simulated
environments, there is also considerable work on the safety of non-linear systems
employing RL for optimal control. Overall, the focus tends towards mathematically
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well-defined problems like optimality, convergence and stability, sample efficiency, and
constraint satisfaction.

Supervised learning, primarily classification tasks, is the predominant focus of
the green cluster. This cluster features research on methods such as neural networks,
extreme learning machines, support vector machines, and random forests. Studies prior-
itize addressing issues like robustness to noise and outliers, generalization performance,
and accuracy.

Finally, adversarial attacks and defence is highlighted in the yellow cluster,
especially as they relate to deep neural networks. The existence of a separate cluster
for this class of problems emphasizes the importance of this method. Methods here
focus on robust-to-outlier optimization, adversarial training through synthetic datasets,
and learning robust representations via semi-supervised learning.

The four clusters identified in the co-occurrence graph offer a strong reason for
viewing AI safety research as a natural extension of traditional technological safety
practices. The centrality of human and societal well-being in the red cluster aligns with
the core purpose of technological safety: safeguarding human life and minimizing harm.
This focus echoes traditional safety concerns in fields like aviation [19, 45] or medicine
[46, 47], with an emphasis on protecting users and the public. The emphasis on mathe-
matically rigorous control of agents under constraints in uncertain environments in
cluster 2 directly mirrors the principles of control theory and systems engineering,
which are foundational to ensuring the safety of complex systems [24, 48]. The focus
on optimality, stability, and constraint satisfaction reflects the fundamental goals of
traditional safety engineering, such as preventing failures and ensuring predictable
behavior. In the green cluster, the emphasis on robustness, generalization, and accu-
racy in supervised learning reflects the core concerns of reliability engineering. Just as
engineers strive to build robust and reliable physical systems, AI safety researchers are
focused on creating machine learning models that can perform consistently and accu-
rately in diverse real-world scenarios. The yellow cluster shows the growing recognition
of cybersecurity as a critical component of technological safety [49, 50]. The focus on
adversarial attacks and defense strategies mirrors the evolving challenges of protecting
digital infrastructure and data integrity.

4 RQ1: Types of Safety Risks

To better understand the motivations behind research on AI safety, it is important
to examine the various types of risks addressed in research on AI safety. Building on
DeepMind’s categorization of AI safety risks [67], our review identifies eight overarching
risk types, as depicted in Figure 3.

These risks in increasing order of frequency are: undesirable behavior, non-stationary
distributions, adversarial attacks, unsafe exploration, lack of control enforcement,
system misspecification, lack of monitoring, and noise and outliers.

The largest group of papers focuses on risk stemming from noise and outliers.
Recurring challenges in this area include brittle representations [68], low classification
performance [69], a lack of generalization in the presence of noisy labels [70], outliers [71],
or input perturbations and corruptions [72].
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Risk Source Ref. Contribution

Undesirable [51] Corrigibility of rational, utility-based agents
behavior [52] What happens when an agent can modify its own code?

Non-stationary [53] Domain-adversarial training of robust neural networks
distributions [54] Domain generalization via meta-regularization

Adversarial [55] Qualitative analysis of adversarial perturbations
attack [56] Adversarial robustness as robust optimization

Unsafe [57] Benchmarking safe exploration in deep RL
exploration [58] Safe exploration for interactive machine learning

Lack of control [59] LLMs with human feedback to follow instructions
enforcement [60] Imitation learning via inverse reinforcement learning

System [61] Efficient machine unlearning
misspecification [62] Rapid retraining of ML models

Lack of [63] Sanity checks for interpreting saliency maps
monitoring [64] Concept activation vectors in CNNs for interpretability

Noise and [65] Baseline for detecting misclassified/OOD samples
outliers [66] Benchmarking robustness to corruptions/perturbations

Table 1: Representative and influential contributions with concrete methods addressing
problems for each risk type. Publications were picked by citation count.

The current literature also studies the significant lack of monitoring of AI
systems. Research addressing this risk ranges from theoretical violations of ethical and
safety principles [73] to privacy violations [74]. The “black-box” nature of popular
deep learning systems has also drawn considerable attention due to its potential to
diminish human agency and obstruct understanding of the system’s internal workings
and memory. Consequently, there has been a surge of interest in reverse engineering
ML models [75], developing interpretable representation learning [76], and advancing
explainable AI [77, 78].

System misspecification or misunderstanding the requirements and purpose of AI-
based systems, has also garnered significant attention. Potential risks include incorrectly
eliciting requirements for AI systems’ capabilities [79], making suboptimal modelling
choices [80], or choosing inappropriate hyperparameters [81]. Additionally, methods
may fail to adapt to the changing requirements of their domain [82], particularly due
to the slow pace of retraining AI models [62]. Privacy violations due to inadequate
ethical data management also fall under this risk category [61].

Significant attention has also been given to risks originating from a lack of control
enforcement. A primary research focus here is the misalignment of agent goals
with human preferences [37], which can lead to wireheading [83], mesa-optimization
(i.e., an optimizer creating another optimizer) [84], and other undesirable emergent
behaviors [85]. There is also a focus on the lack of systemic safety, where the goal is to
ensure that the AI system is safe in the broader context of its deployment [35, 86].
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Fig. 3: The number and percentages of the selected papers that address various risk
types.

A significant portion of research focuses on the unsafe exploration of autonomous
agents, primarily in the context of reinforcement learning [87], constraint violations [88],
unintended behavior from incorrect domain or reward specification [81], and incorrect
behavior due to continuous deployment and learning [89, 90].

Adversarial attacks constitute another significant risk, addressed by methods that
aim to create or detect such attacks [91] or leverage adversarial samples for more robust
training [92]. The risk of poisoned training data is also a concern [93, 94]. Adversarial
attacks not only compromise the robustness and generalization performance of AI
systems but can also introduce a backdoor [95], which can potentially be exploited by
malicious actors.

The challenges of non-stationary distributions, where distributions change over
time, have also been explored. These studies address issues such as behavior in the
presence of out-of-distribution samples [96], non-stationary environments in RL [97],
partial information [98], and domain adaptation [82]. The overarching goal is to ensure
safe behavior and limit the consequences of unsafe actions, even in novel or unforeseen
situations.

The final group of risk types is concerned with undesirable behavior of AI sys-
tems. Research has looked into mathematically proving certain unfavourable outcomes
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Fig. 4: The number of publications over time since 2015 for the different risk types
that were identified in the paper as a result of a systematic literature review.

of utility-maximising rational agents, where issues include self-modifying [52] and wire-
heading agents that by-pass reward signals to maximise their own utility [83], and
corrigibility of uncooperative agents [51]. Additionally, there are some papers that
directly discuss the existential risk of AI systems as a fundamental problem of AI
safety. These papers present theoretical arguments regarding the emergence, design,
and containment of malevolent and superintelligent AI [99–101].

These identified risk types in AI safety research closely mirror those found in
established fields of technological safety research. In AI safety, the focus on ensuring the
reliability and predictability of AI systems, including robustness to noise and outliers,
generalization performance, and adaptability, mirrors concerns in engineering fields
where reliability is of core concern, such as aviation [19] or nuclear power [102].

Furthermore, the research on adversarial attacks, control enforcement, and safe
exploration in AI safety directly translates to broader concepts of system robustness and
control. The goal of designing systems that can withstand unexpected perturbations,
resist malicious attacks, and operate safely within defined boundaries is shared by both
AI safety and traditional safety engineering. For example, the use of formal verification
methods to ensure the safety of AI systems has roots in the verification of software
and hardware systems.
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5 RQ2: Developed AI Safety Methodologies

To address RQ2, we now examine the concrete mitigation strategies proposed in
recent AI safety research to directly address the aforementioned sources of AI risk:
“What mitigation strategies – e.g., concrete methods, design principles, governance
recommendations – are proposed in recent AI safety research that directly address one
or more of the above sources of AI risk?”

We see a dynamic landscape of AI safety research, encompassing both theoretical
and applied approaches (Figure 5). We consider a work as theoretical if its primary
conclusions stem from theoretical analysis, mathematical proofs, philosophical argu-
ments, literature reviews, or conceptual frameworks that are not empirically validated.
Conversely, a work is classified as applied if its conclusions are derived from empirical
evidence and supported by data.

Our analysis shows the following trend: theoretical works in AI safety predominantly
offer general frameworks and recommendations [e.g., 103–108], while applied works
primarily focus on developing and testing concrete algorithms [e.g., 60, 91, 109–112].
This dichotomy highlights a key distinction: theoretical research often prioritizes
conceptual and methodological foundations, while applied research emphasizes practical
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implementation and testing. However, the applied algorithms frequently lack the
rigorous guarantees that accompany analytical results found in theoretical work.

Beyond the theoretical/applied divide, we investigate the specific methodologies
employed in AI safety research. Figure 6 illustrates the broad categories of methods
proposed in the selected papers, each accompanied by representative citations based
on citation counts to highlight their prevalence in the literature.

Applied algorithms research focuses on developing and empirically evaluating novel
algorithms to enhance the safety of ML systems, such as supervised and unsupervised
learning. These constitute the largest group within AI safety research and cover a wide
range of techniques, including: robust classification algorithms resilient to noise [69, 113,
114], adversarial attacks [92, 111, 115], machine unlearning techniques for deep neural
networks [61, 116, 117], and methods for improving domain generalisaion [118–120].

Agent simulations, complementary to applied algorithms, focus on designing and
evaluating safer agent training algorithms, predominantly drawing on existing rein-
forcement learning literature. While these simulations could be subsumed under the
category of applied algorithms, we distinguish between the two to highlight the signifi-
cant attention that safer agent learning receives. Research in this area encompasses
various approaches, including: constrained Markov Decision Processes [88, 121, 122],
enforcement of hard constraints [123, 124], model-based reinforcement learning for
safe exploration [72, 125, 126], reward learning and inverse reinforcement learn-
ing [34, 60, 127], multi-agent reinforcement learning with a focus on safety and
cooperation [128–130], and reinforcement learning with human oversight or feedback
mechanisms for enhanced safety [33, 131, 132].

Notably, earlier research in agent simulations was primarily motivated by technical
and computational challenges of reinforcement learning. However, recent studies have
expanded their focus to explicitly address value alignment, aiming to align the reward
functions of machines with human goals. Interestingly, despite the potential for real-
world impact, research on real-world testing of embodied AI systems remains relatively
limited. These studies address crucial safety concerns that may be overlooked in the
design of unembodied AI systems, ranging from contact-safe continuous control to
collaborative robotics [133–135].

Analysis frameworks is the third most prevalent category. These works are pre-
dominantly concerned with offering frameworks for exploring and evaluating the
vulnerabilities of existing AI systems [63, 136–138], proposing benchmark tasks
and environments for assessing AI safety [57, 139, 140], and safety verification pro-
cesses [86, 141, 142]. Notably, we include datasets in this category [35, 66, 143] as they
provide standardized frameworks for evaluating AI systems, even though they are not
frameworks in the strictest sense.

Mechanistic interpretability methods, alongside evaluation frameworks, are a related
category which investigates the inner workings of deep learning models to uncover
the causal mechanisms behind their decision-making processes [75, 144, 145]. This
often aims to develop automated interpretability tools for auditing and ensuring safety.
Although the term “mechanistic interpretability” has gained recent prominence, various
forms of interpretability methods have been present since the rise of deep learning,
often under the umbrella of explainable AI (XAI) techniques [55, 64, 146–148].
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Fig. 6: Distribution of categories of research undertaken to categorise and address the
sources of risks presented in Figure 3.

Approximately 10% of the selected papers presented theoretical algorithms with
analytical proofs, often foregoing empirical evaluation. These studies typically
approached AI safety from the perspective of verification, using variance or error
bounds [81, 149, 150], constraint satisfiability [124], or by demonstrating desir-
able properties such as metric goodness or Lyapunov functions within the problem
setup [151, 152]. A notable portion of the papers also focused on proposing various
design frameworks. These included methodologies for eliciting safety and system require-
ments [80, 153, 154], hierarchical integration of ML systems [155–157], and actionable
ethical design processes [158–160].

A substantial portion of AI safety research consists of literature reviews, examining
both well-established areas [29, 161, 162] and emerging or hypothetical issues [42, 163,
164].

Theoretical frameworks provide high-level analyses of AI safety issues, often by
characterizing desirable properties of human-AI interactions [108, 165, 166], advocating
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for alternative approaches [167, 168], or formalizing existing but vaguely defined
concepts [107, 169, 170]. Within this category, a significant body of work employs
mathematical reasoning to explore the safety of artificial general intelligence in the
context of rational agents [51, 52, 104, 171].

The final category includes purely philosophical research, exploring diverse questions
and perspectives often related to value alignment [105, 172, 173] and the theorized risks
of artificial general intelligence [85, 174, 175], responsible AI deployment [73, 103, 176],
and the legal personhood of AIs [177].

The distribution of methodologies in AI safety research positions AI safety as
an organic evolution of traditional technological safety research. The abundance of
research on developing and empirically evaluating algorithms for robust classification,
adversarial defense, and machine unlearning directly reflects the core of engineering
practice: creating practical solutions to real-world problems. This emphasis on empirical
validation and the focus on improving existing machine learning techniques resonate
with the iterative and improvement-oriented nature of traditional safety engineering.
Research on safer agent training algorithms, drawing heavily from reinforcement
learning literature, aligns with the established practice of using simulations to test and
refine safety-critical systems in controlled environments [178]. This approach allows
researchers to explore potential risks and develop mitigation strategies before deploying
AI systems in real-world scenarios, similar to flight simulators used in aviation safety.
Although limited in comparison to other categories, the research on real-world testing of
embodied AI systems shows the importance of validating theoretical models in practical
settings. This emphasis on real-world application is consistent with traditional safety
engineering practices that prioritize testing and validation in operational environments
to ensure the safety and reliability of complex systems. The prevalence of research on
analysis frameworks, datasets, and mechanistic interpretability highlights the growing
emphasis on transparency, explainability, and accountability in AI safety. This focus
on understanding the inner workings of AI systems and developing tools for evaluating
their behavior mirrors the rigorous analysis and testing protocols used in traditional
safety engineering to identify and mitigate safety risks.

6 Discussion and future research

In this paper, we conducted a systematic review of primarily peer-reviewed literature
to unpack the diverse technical and practical challenges encompassed by AI safety. Our
empirical analysis shows a broad landscape of motivations and outcomes driving AI
safety research. The significance of these motivations and research outcomes stems
from a desire to ensure that the AI systems we are building are reliable, trustworthy,
and beneficial for society. By examining a diverse body of peer-reviewed literature, we
have found that AI safety research addresses a wide range of risks across the entire
lifecycle of AI systems.

These risks echo a variety of concerns, including design misspecification, lack of
robustness, inadequate monitoring, and potential biases embedded within AI systems.
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Design misspecification can lead to AI systems that behave in unintended and poten-
tially harmful ways, while a lack of robustness can make them vulnerable to errors and
malfunctions. Inadequate monitoring can prevent the detection and correction of issues.

The breadth and depth of AI safety research, as evidenced by our analysis, challenge
the narrative that associates AI safety primarily with mitigating existential risks from
advanced AI. We hence propose framing of AI safety research within the broader
context of technological safety. Just as other fields of engineering and technology have
developed robust safety practices to mitigate risks and ensure the safe operation of
complex systems, so too can AI safety research be viewed as an integral part of the
progression within the broader domain of technological safety.

This framing has important implications for the field of AI safety. First, by recog-
nizing the relevance of AI safety to a diversity of risks, we can expand the circle of
stakeholders involved in the discourse about AI safety. This expanded engagement can
lead to increased funding and support for AI safety research, as well as a shift in the
discourse towards more practical and inclusive solutions. Second, we think that a more
episemically-inclusive research environment helps discussions to demistify existential
risks from fresh perspectives.

While our argument advocates for a broader perspective on AI safety, it is crucial
to emphasize that we do not intend to diminish the importance of critically engaging
with existential risk concerns. These risks remain a significant area of research and
policy debate, and our findings do not negate the need for continued investigation and
dialogue within this domain. However, by acknowledging the full breadth of AI safety
research, which extends beyond existential threats, we can foster a more inclusive and
productive discourse that encompasses the diverse range of risks associated with AI
systems, ultimately leading to a more comprehensive and effective approach to ensuring
AI safety.

Several research questions remain open. We highlight two of them below.
First, the concept of “sociotechnical AI safety” and its implications for the field of

AI safety require further investigation [2]. Although recent work [179] has begun to
clarify this notion in the context of AI evaluation practices, more research is needed
to examine the implications of sociotechnical approaches for AI safety research and
practice as a whole. This includes exploring how to effectively integrate social, ethical,
and political considerations into technical safety research and development.

Second, while our review focused on peer-reviewed literature, future research should
expand its scope to include non-peer-reviewed sources, such as more pre-print papers,
technical reports, and substantive research content on online forums and workshops.
This broader analysis would provide a more comprehensive understanding of the diverse
perspectives and approaches within AI safety and identify areas for future research and
collaboration. Our empirical analysis is just a first step in understanding a complex
practice.
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