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Abstract—Connected and Automated Vehicle (CAV) research
has gained traction in the last decade due to significant advance-
ments in perception, navigation, communication, and control
functions. Accurate and reliable position information is needed
to meet the requirements of CAV applications, especially when
safety is concerned. With the advent of various perception sensors
(e.g. camera, LiDAR, etc.), the vehicular positioning system has
improved both in accuracy and robustness. Vehicle-to-Vehicle
(V2V) and Vehicle-to-Infrastructure (V2I) based cooperative
positioning can improve the accuracy of the position estimates,
but the integrity risks involved in multi-sensor fusion in a
cooperative environment have not yet been fully explored. This
paper reviews existing research in the field of positioning Integrity
Monitoring (IM) and identifies various research gaps. Particular
attention has been placed on identifying research that highlights
cooperative IM methods. This analysis helps pave the way for the
development of new IM frameworks for cooperative positioning
solutions in the future.

Index Terms—Vehicle positioning, Integrity monitoring, Fault
detection, Connected and Automated Vehicles

I. INTRODUCTION

Connected and Automated Vehicle (CAV) research is cru-
cial to ensure safety, smooth traffic operation, and minimize
energy consumption and carbon emissions. With the advent
of sophisticated sensor platforms, computation hardware, and
communication capability, it is now possible to deploy intel-
ligent CAV applications through cooperation between various
road agents. CAV applications can be broadly classified into
three major use categories: safety, mobility, and environmental.
Mobility and environmental applications such as eco-routing,
eco-approach and departure (EAD) typically require coarse
positioning accuracy (5-10 m) and/or lane level positioning
accuracy (< 1 m), while safety-critical applications such
as collision avoidance, autonomous intersection management,
etc., generally require a where-in lane level accuracy (< 0.2
m). Nigel et al. provided a qualitative analysis on various CAV
applications and their positioning requirements in [1]. The
positioning accuracy required for various CAV applications
can be achieved through onboard positioning sensors, such
as the Global Navigation Satellite System (GNSS) receivers
and Inertial Measurement Units (IMU), as well as perception
sensors like cameras and LiDAR. Additionally, external sensor
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data, including information from roadside cameras and Li-
DAR, can be shared via wireless communication technologies
such as cellular and/or Dedicated Short Range Communication
(DSRC).

Further, in a mixed traffic environment, vehicles can be
classified as Human-driven Vehicles (HDV), Automated Ve-
hicles (AV), Connected Vehicles (CV), or Connected and
Automated Vehicles (CAV). Various levels of autonomy (SAE
Level 0-5) [2] and connectivity (fully or partially connected)
also exist for CAVs. Mixed traffic also consists of vulnerable
road users (VRUs) who are often not given much attention
in CAV research. They are assumed to be non-connected
and are tracked by vehicular and infrastructure sensors. This
is not entirely true as many VRUs typically possess smart
devices such as smartphones and smartwatches which have
built-in GNSS/IMU capabilities with cellular connectivity.
These features can facilitate VRU cooperation with the rest
of the traffic improving their safety. Although mixed traffic
encompasses a huge variety of road agents, only vehicles are
considered in this review.

Various types of sensors are used to estimate the state
of a vehicle and perceive the environment around it. Pro-
viding accurate vehicle state information while maintaining
a lower risk of misinformation is instrumental in smooth
navigation and control operations. Several integrity monitoring
(IM) techniques have been used to monitor key parameters
such as accuracy, availability, continuity, and integrity risk
for positioning systems. The historical development of IM
methods revolves around the Receiver Autonomous Integrity
Monitoring (RAIM) method [3] development in the 1980s as
a way to evaluate the trustworthiness of GPS signals used
in aviation and marine navigation. Recently, more attention
has been received in cooperative driving automation (CDA)
research, as the existence of mixed traffic, varied sensing,
and compute capabilities makes it challenging to implement
and evaluate the integrity for real-time safety-critical CAV
applications.

The type, quantity, placement, and measurement uncertainty
of sensors play an important role in determining the navigation
performance of a vehicle. Onboard positioning systems utiliz-
ing GNSS-IMU modules have proven to be a good source
for providing absolute position information. In deep urban
canyons, additional perception sensors such as a camera or
LiDAR can augment these GNSS-based positioning systems,
when signals are lost. Perception sensors are expensive, but
they play an important role for autonomous driving functions
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in vehicles. Legacy vehicles or HDVs may not possess the
necessary sensors for autonomous functionalities, but they can
still reap the benefits of a connected ecosystem by sharing
information with surrounding vehicles and infrastructure via
vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I)
communications. Today, many vehicle owners use smart-
phones for plug-in navigation applications such as Android
Auto and Apple Carplay [4], [5]. With cellular connectivity,
HDVs are loosely connected to the cellular ecosystem and
can thus share information over the network, making them
a partially-connected vehicle (P-CV). The use of smartphone-
based plug-in technology has primarily been explored for long-
term planning, such as route planning. However, its potential
for reactive or short-term planning, particularly in safety-
critical scenarios, remains largely untapped.

AVs and CAVs have access to a large amount of sensor
data, but processing them in real time can be challenging.
AVs have access to the onboard sensor data through reliable
local wired connections. This allows an AV to run algorithms
on a centralized on-board computation unit. However, in a
cooperative or collaborative environment, the sensor infor-
mation from multiple vehicles/infrastructure nodes can be
processed either in a centralized or decentralized manner. This
depends on the computational capabilities of the individual
nodes (vehicle, infrastructure), communication capacity, and
the end requirements of the vehicle.

In a mixed-traffic scenario, there exist various types of posi-
tioning solutions, vehicles, sensor modalities, and applications.
It is unlikely that two vehicles having the same set of sensors
and computation hardware will produce similar navigation
performance. Hence, it is important to study and analyze the
integrity of positioning systems under various conditions.

The different sections of this paper are organized as follows.
Section II discusses various uncertainties considered in past
CAV research, i.e. model uncertainty, position uncertainty, etc.
Integrity monitoring methods for vehicles via standalone and
cooperative operations are presented in Section III. Section IV
discusses key automotive safety standards in practice. Sec-
tion VI explores existing research gaps and highlights potential
opportunities for future work. The paper concludes with a
comprehensive conclusion, synthesizing the key findings and
implications of the research in Section VII.

II. BACKGROUND: CONSIDERATION OF POSITIONING
UNCERTAINTIES IN CAV APPLICATIONS

Uncertainty originates from imperfect knowledge about the
state or condition of a vehicle. Various navigation and control
algorithms rely on mathematical models to define the vehicle’s
motion and interaction with their surroundings. These models
are often an approximation of the real vehicle operations
leading to model uncertainties [6], [7]. In existing work,
the vehicles are often assumed to be homogeneous across
the same vehicle class, i.e. HDVs, AVs, CAVs. However,
vehicles are different when it comes to car-following models
or powertrain control strategies. Hence, the uncertainties of
the model and the heterogeneity in mixed traffic should be
taken into account when developing intelligent applications.

Accurate state information, especially the vehicle’s position, is
critical in deciding whether an application could be deployed
or not. Uncertainty in positioning information can sabotage
driving functionalities and cause major safety concerns.

The position uncertainty of a vehicle can be attributed to
the sensor suite available on the vehicle, along with any
additional external sensor information that may aid the in-
vehicle sensors. A fully connected and automated vehicle
may turn itself into a degraded-CAV, AV only, CV only, and
HDV while experiencing loss of communication and / or
control. Hence, a sensitivity analysis is required to evaluate
the positioning needs of a CAV application and to determine
whether the necessary position accuracy can be achieved with
just vehicular sensors or a combination of vehicular sensors
with external sensor information [8]. If where-in-lane-level
position accuracy is ensured for vehicles, CAV applications
such as Intersection Movement Assist (IMA) and Autonomous
Intersection Management (AIM) can be implemented. If not,
the application parameters may be dynamically adjusted so
that the vehicle can perform less critical applications such as
IMA or eco-approach and departure with basic longitudinal
speed control.

One of the promising CAV applications is some form of pla-
tooning [9]. Platooning involves three fundamental maneuvers:
merging, formation maintenance, and splitting. Merging and
splitting involve coordinated actions between vehicles for safe
lane changes, while formation maintenance involves longitudi-
nal control along with an appropriate car-following model [6].
A good deal of research has been done in this area, focusing
mainly on protocol design and trajectory planning, as depicted
in fig1. Li et al. [10] conducted experiments on platoon control
with vehicles connected via V2X communication. A non-
linear consensus-based longitudinal control was implemented
considering communication probability in the car-following
model. Luo et al. presented a cooperative control strategy to
manage vehicle platoon in [11] under measurement uncertain-
ties. Real-world vehicle trajectories were taken from NGSIM
dataset to simulate the experiments. Li et al. [6] explored
uncertainties in relative velocity and headway in analyzing car-
following stability. Lu et al. [12] proposed a stochastic model
for mixed traffic modeling and considered CAV degradation
under communication constraints. Furthermore, the efficiency
and stability of the mixed traffic were evaluated under different
CAV penetration rates. A distributed Model Predictive Control
(MPC) technique was explored in [7] for platoon control with
model mismatch error and mixed disturbances.

In addition to platooning experiments, other CAV appli-
cations, such as cooperative ramp merging and autonomous
intersection management (AIM) have been studied in this
context. Nigel et al. [8] studied the merging of vehicles
in a mixed-traffic scenario under position uncertainty. The
impact of position uncertainty was studied in [13] where a
hierarchical MPC was developed to control the traffic and the
vehicle at an intersection. Vitale et al. [14], [15] proposed a
mathematical framework for AIM problem considering uncer-
tainty in location and provided an optimization technique to
generate optimal vehicle acceleration profiles. Aoki and Rajku-
mar presented a data sharing framework [16] for intersection
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Fig. 1. Fundamental operations of vehicle platooning.

management utilizing a cooperative perception-based HD map.
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(Source: iStock, Credit: MicrovOne)

Fig. 2. Research Gaps in CAV applications.

Existing literature on the implementation and deployment
of CAV applications focuses mostly on the planning aspect
of the application. There is a lack of real-world experiments,
as most of them are either conducted in simulation or con-
trolled environments (see fig2). Multiple sensor modalities and
their errors need to be quantified to properly evaluate their
impact on the application’s performance. Heterogeneity in car-
following models and parameters needs to be considered, as
existing research often assumes homogeneous vehicle types in
a mixed traffic environment. Uncertainties in communication,
measurements, and related processes must be studied to assess
the integrity of vehicle navigation and to prepare CAVs for the
road. Hence, this paper focuses on revisiting existing work on
positioning integrity monitoring methods and identifying key
gaps that will help improve modern navigation systems.

III. POSITIONING INTEGRITY MONITORING

Integrity refers to “trust” in the performance of a sys-
tem [17]. In the context of Intelligent Transportation Sys-
tems (ITS), integrity has been evaluated using various strate-
gies including Fault Detection and Isolation (FDI) [18],
parity space [19], Kalman filter residuals, cross-consistency
checks [20], context-aware monitoring [21], among others.
A fault can occur at multiple levels, such as sensor level,

signal transmission level, data processing level, system inte-
gration level, and application level [22]–[24]. These multilevel
faults are summarized in TABLE I. Most of the FDI-based
research has either been conducted for faults at the sensor
(hardware) level or the application (software) level. Raouf et
al. presented a sensor-based prognostic health management for
vehicle ADAS [22]. This paper shall only focus on the system
integration and application-level faults associated with vehicle
positioning.

TABLE I
FAULT LEVELS IN INTEGRITY MONITORING

Level Fault

Sensor
• Aging and faulty physical components
• Thermal, electromagnetic, harsh weather

conditions
• Bias, scale factor errors, calibration errors

Signal
Transmission • Electromagnetic interference, crosstalk, etc.

• Packet loss, transmission delay
• Time synchronization error

Data
Processing • Faults in data filtering or fusion algorithms

• Software bugs, misinterpretation of data
• Incorrect system configurations

System
Integration • Multipath error, reference signal errors

• Data fusion issues, sensor alignment and
coordinate transformation errors

• Power overloading, memory constraints, cy-
bersecurity, etc.

Application
• Operational constraints, logic flaws, unopti-

mized application features
• Misinterpretation of sensor data
• Error handling issues, resource bottlenecks

The integrity monitoring (IM) framework consists of a set
of requirements for the navigation system that must be met
to ensure safe operation. These requirements are subject to
the positioning system used by the vehicle and the application
it intends to perform. These requirements are referred to as
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Required Navigation Performance (RNP). The performance
of the vehicle positioning and navigation system is quantified
using four properties defined by the RNP framework - Accu-
racy, Availability, Continuity, and Integrity. These properties
are quantified by four parameters [25], [26]:

• Protection level (PL): An upper bound on the position
error (PE) with a specified confidence level. Protection
levels can be defined for the longitudinal and lateral
direction of a vehicle.

• Alert limit (AL): The maximum allowable error before
an alert is triggered. AL is set by safety requirements and
system specifications.

• Time-to-alert (TTA): The maximum allowable time
from the occurrence of a fault to the time when an alert
is issued.

• Integrity risk (IR): The likelihood of true position error
exceeding the alert limit without raising an alert.
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Fig. 3. Stanford-ESA integrity diagram to monitor positioning integrity [26].

The Stanford-ESA (Error Separation Algorithm) integrity
diagram [26] is a graphical tool used to illustrate and assess
the integrity of GNSS-based navigation systems, particularly
in aviation. Although this plot was developed for GNSS
positioning systems, it can be adapted and used for other
navigation solutions. The PL estimated from standard devia-
tions in position estimates and multipliers derived from desired
confidence levels is plotted against the true position error over
time across different scenarios. Different operating zones in the
Stanford plot are discussed in detail in [25] and [27]. Integrity
risk is determined by the percentage of (PL, PE) pair in the
Hazardously Misleading Information (HMI) region without
raising an alert, thus compromising safety of the vehicle.

A. In-vehicle (Standalone) Integrity Monitoring
FDI-based integrity monitoring (IM) methods such as Re-

ceiver Autonomous Integrity Monitoring (RAIM) and its vari-
ants have been extensively used in the Global Navigation
Satellite System (GNSS)-based systems to ensure the accuracy
and reliability of position data provided by the receiver [3]. In
the literature, different integration schemes and IM methods

have been explored to fuse information from GNSS receivers,
the inertial measurement unit (IMU), and vehicle odometry
[27].

Automated vehicle research and their applications have
surged in the last decade with the advent of advanced per-
ception sensors and improved onboard computational capabil-
ities. Reference [25] surveys integrity for autonomous driving
and presents two approaches: (1) FDI, and (2) bounded-
error assumption to evaluate localization safety in autonomous
vehicles. Apart from the widely used FDI methods, other IM
methods have been developed for various driving scenarios
and ITS applications. Integrity methods for sensor data fusion
algorithms were developed in [28] to estimate the vehicle’s
dynamic state during automated driving. In this work, Kalman
Integrated Protection Level (KIPL) performed the best while
estimating protection level (PL) compared to the kSigma and
Advanced-RAIM (ARAIM) method [29]. Cross-consistency
metric between multi-modal data sources is proposed in [30]
instead of classical FDI schemes to evaluate localization
integrity in automated vehicles.

Visual information for navigation has been a well-
researched topic since the last decade. Direct, indirect, and
deep learning-based approaches have been used for relative
pose estimation. In most research, robustness has been a key
criterion for evaluating visual-navigation methods. Although
state-of-the-art approaches may excel in information avail-
ability and continuity, they often fail to meet the minimum
integrity requirements. Integrity frameworks define additional
parameters such as accuracy and risk, for difficult navigation
scenarios where reliable estimates are more crucial than out-
putting the best available solution under high risk.

References [31] and [32] propose integrity monitoring for
camera-based lane marking detection and removal of faulty
measurements by monitoring the residuals of the estimated
position. Visual information has also been used to aid existing
GNSS measurements and help identify and eliminate Non-
Line-of-Sight (NLOS) errors in deep urban canyons [33]. Zhu
and Taylor [34] studied the effect of correlated measurements
on integrity in visual navigation. Zhu et al. proposed a tech-
nique to quantify the feature association error in [35]. The
research so far has focused on a specific type of error associ-
ated with visual navigation. The errors are often not modeled
correctly and there is a lack of integrity monitoring methods
for camera-only solutions. In [36], a preliminary integrity
monitoring framework is presented for a feature-based relative
pose estimation problem in visual navigation. Additionally, the
authors point out the challenges and developments in integrity
analysis for visual navigation.

B. Cooperative Integrity Monitoring
IM methods have been extensively studied and developed

for in-vehicle sensor systems primarily consisting of GNSS
receivers often integrated with IMUs, vehicle odometry, and
perception sensors such as radar, camera, and LiDAR. The
localization performance and safety of a vehicle have mainly
been studied from the vehicle’s perspective focusing on en-
abling automated driving functions through onboard sensors
and computing platform.
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AVs constitute a small percentage of traffic on the road to-
day. There is a surge in V2V/V2I/V2P/V2X research focusing
on information sharing between road agents for improved po-
sitioning, navigation, and control. Given the number of sensor
sources and the amount of data shared between road agents, it
is imperative to develop integrity monitoring frameworks for
cooperative scenarios. Despite the growing interest in this area,
there is a noticeable gap in the current literature that addresses
the “cooperative-IM” framework. For CAV applications, only
a few studies have thoroughly examined different ways to
evaluate integrity risks in wireless information exchange,
indicating a need for further research to propose new RNP
parameters [27].

In addition to the standard parameters used in the traditional
IM framework, i.e. accuracy, availability, continuity, integrity,
two other parameters - timeliness & interoperability, have
been proposed in the literature to evaluate the performance of
cooperative-ITS (C-ITS) applications [37]. In [38], a runtime
IM framework for real-time relative positioning was intro-
duced focusing on sharing raw GPS observation data through
Dedicated Short Range Communications (DSRC). The author
of previous work also explored a real-time relative position
prediction strategy [39] in a V2V environment using several
position prediction techniques to compensate for the loss of the
V2V DSRC link. In this work, only road-level accuracy (<5
m error) could be guaranteed. A hybrid integrity monitoring
method is proposed in [40] that overcomes the limitations of
conventional RAIM technique under limited GNSS satellite
coverage. It generates virtual satellite measurements using
DSRC range rate measurements from neighboring vehicles
and road map data. Recently, signals of opportunity (SOPs)
such as AM/FM radio, cellular signals, etc., have aided the
IMU in the absence of GNSS signals. Cellular signals in
particular are of great interest due to their availability in
urban canyons. A SOP-based RAIM framework was developed
in [41] which fuses cellular pseduorange measurements with
IMU measurements. The proposed method showed a reduction
of position Root Mean Square Error (RMSE) by 66%.

In existing studies, the IM framework majorly focuses on
improving GNSS-based positioning systems either through an
onboard IMU, vehicle odometry, or use of external infor-
mation like SOPs, DSRC ranging, pseudorange differences
relayed through wireless communication. IM methods have
been developed for perception sensors such as cameras, Li-
DARs, radars, etc., but as a part of the onboard or in-vehicle
perception system. The sharing of perception data in raw or
processed format via V2V/V2I means has proven to enhance
the detection of surrounding vehicles and improve localization
performance [42]–[44]. However, research on cooperative in-
tegrity monitoring for sharing perception data through wireless
communication has been limited. Xiong et al. experimented
with a cooperative integrity monitoring (CIM) method with
FDE based on the innovation residual of the Kalman filter [45].
The CIM method was better at fault detection in GNSS
and ultra-wide band (UWB) measurements compared to the
traditional RAIM method & CERIM method [46]. Various
research experiments on integrity monitoring for automotive
sensor fusion algorithms have been presented in [47]. In this

work, the authors have proposed integrity concepts based
on interval set theory. A dynamic sensor network is created
consisting of three vehicles equipped with stereo cameras,
laser scanners, GNSS receivers, and IMUs. Issues such as
inconsistency in GNSS measurements, random and bounded
uncertainties are addressed in this paper.

The development of cooperative integrity monitoring meth-
ods is still in its early stages. The question remains whether
the empirically determined Required Navigation Performance
(RNP) values hold consistent across different driving condi-
tions, positioning hardware, and communication topologies.
Inconsistencies in RNP parameters in CAV applications would
lead to multiple solutions from various automotive OEMs
resulting in loss of standardization. In [48], the authors have
defined the minimum operational performance standards that
can be adjusted to meet the needs of a specific safety appli-
cation based on the positioning capabilities of a vehicle. The
ESA-funded P-CAR project [49] focuses on identifying and
validating connected and automated driving (CAD) functions
to meet safety integrity needs. It aims at creating realistic
Hardware-in-Loop (HiL) simulations and appropriate fault
injection strategies to evaluate events with integrity risks that
might be rare and difficult to test in real-world conditions.
Based on the initial stakeholder surveys, truck platooning is
being favored to test the efficacy of V2V communication,
whereas, applications such as highway pilot, urban automated
shuttle, and valet parking are key contenders in the navigation
segment. Various cooperative integrity monitoring strategies
and key findings are summarized in TABLE II.

IV. AUTOMOTIVE SAFETY STANDARDS AND PROTOCOLS

Vehicles depend on several automotive safety standards
that are essential for precise navigation, effective collision
avoidance, and ensuring the overall safety and reliability of the
system. These safety standards are defined and maintained by
various organizations around the world such as the Society of
Automotive Engineers (SAE), the International Organization
for Standardization (ISO), the National Highway Traffic Safety
Administration (NHTSA), the European New Car Assessment
Programme (EURO NCAP), the European Telecommunica-
tions Standards Institute (ETSI), United Nations (UN), and
others. Vehicle safety is considered across various vehicle
subsystems and application areas, including passive safety,
active safety, EV safety, cybersecurity and data safety, V2X
communication safety, perception and ADAS safety, functional
safety, occupant & VRU safety. Considering the scope of this
paper, only the standards concerned with the following vehicle
safety categories are discussed:

• Active safety: Driver assistance and vehicle control sys-
tems

• Cybersecurity and data safety: cyber threats detection
and protection

• V2X communication safety: Safe and secure V2X com-
munication

• Perception and ADAS safety: Accuracy and reliability
of sensor systems

• Occupant and VRU safety: Protection of occupants and
vulnerable road users (VRUs)
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TABLE II
STANDALONE AND COOPERATIVE INTEGRITY MONITORING TECHNIQUES

Paper Authors Year Mode Data Source Techniques

[17] Hassan et al. 2021 Standalone GNSS, IMU, Odometry,
LiDAR

RAIM, KF-based

[25] Worner et al. 2016 Standalone N.A FDI, BE approach

[27] Jing et al. 2022 Standalone &
Cooperative

GNSS/IMU, Map, Wire-
less

RAIM, KF-based

[22] Raouf et al. 2022 Standalone GNSS, Camera, LiDAR,
Radar

RAIM, KF-based

[20], [30] Balakrishnan et
al.

2020 Standalone GPS, Camera, LiDAR,
Map

RAIM, KF-based

[28], [29] Gottschalg et al. 2021 Standalone GNSS, IMU, Odometry kSigma, KIPL, ARAIM

[38] Ansari et al. 2015 Cooperative GNSS/RTK, IMU, DSRC PRMF, RAIM, KF-
based fault detection

[39] Ansari 2020 Cooperative GNSS, DSRC KF, EKF, PF, MR,
MFNN

[40] Liu et al. 2020 Cooperative GNSS, DSRC, Road map Hybrid-RAIM, Virtual
satellite measurements

[41] Maaref et al. 2022 Cooperative GNSS, IMU, Cellular-
LTE

SOP-based RAIM

[45] Xiong et al. 2021 Cooperative GNSS, UWB CIM, Kalman residual

[47] Schon et al. 2018 Cooperative GNSS, IMU, stereo cam-
era, laser scanner

Interval set theory

Two of the most important standards in this area are ISO
26262 [50] and ISO 21448 [51]. ISO 26262 defines a risk
classification system known as the Automotive Safety Integrity
Level (ASIL) for the functional safety of vehicles. ASIL
is determined based on hazard analysis and risk assessment
of a vehicle operating scenario. Factors such as severity,
exposure, and controllability of the vehicle contribute to the
ASIL estimation. ISO 26262 standard ensures that automotive
systems are designed and built to prevent and handle failures
within the functional safety framework of a vehicle. Functional
safety for GNSS positioning systems were studied in [52],
[53] for autonomous land vehicles. Existing functional safety
frameworks do not provide concrete information and guidance
or evaluating Artifical Intelligence (AI) based systems, which
are often deployed in autonomous vehicles. Diemert et al.
[54] proposed an AI based Safety Integirty Level (AI-SIL)
framework which determines the complexity of an AI system
and combines it with the existing ’Level of Rigor’ approaches.
The advancements in safety standards for machine learning-
based road vehicle functions are reviewed in [55].

However, with the emergence of newer sensor technolo-
gies, advanced driver functionalities are hugely dependent on
cameras, LiDARs, radars, and other sensors, to understand
its surrounding environment. A vehicle can encounter sensor
faults, and malfunctions due to adverse weather conditions or
dynamic environment factors beyond the operational design
domain of the safety framework. Sensor data are accessed to
monitor the overall system health and the environment through
a method called SOTIF (Safety of the Intended Functionality)
governed by the ISO 21488 standard. ISO 21448 addresses
safety concerns that arise from the intended functionality

of the system, particularly in scenarios where the system is
functioning as designed but still may pose safety risks. It is
especially relevant for systems that rely on complex sensors,
algorithms, and machine learning, like those used in automated
driving. Challenges in Validating SOTIF are presented in [56],
with particular attention to addressing false positives and false
negatives for different levels of autonomy. With increasing lev-
els of autonomy (level-3 and higher), scenario-based validation
becomes important. However, it is not entirely possible to test
all the scenarios with possible triggering conditions. Jimenez et
al. presented a perception performance insufficiency approach
[57] to validate SOTIF in different scenarios. Huang et al. [58]
proposed a systematic identification framework for triggering
events consisting of system limitations and human errors.

In addition to ISO 21448 and ISO 26262 standards, there
exists other ISO and UN regulatory standards focusing on
active safety and ADAS systems. UN R79 and UN R152
respectively, oversee the steering control and automatic emer-
gency brake systems (AEBS) requirements [59] to enable
functionalities such as lane-keeping assist and crash avoidance.
In the realm of automated vehicles, ISO 23150 [60] provides
the logical interface for data communication between sensors
and the data fusion unit for automated driving functions. ISO
16505 [61] provides the minimum requirements for safety
and performance of camera monitoring systems (CMS) in
road vehicles. It offers enhanced visual information on the
vehicle’s surroundings, assisting the driver by improving visi-
bility. Another important automotive standard that focuses on
cybersecurity is ISO/SAE 21434 [62] which defines common
cybersecurity practices and provides a common language for
risk communication and management.
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TABLE III
COMPARISON BETWEEN ITS-G5 AND C-V2X

ITS-G5 C-V2X

Technology IEEE 802.11p 3GPP (Cellular-based)

Modes Direct
communication only

Direct Mode (PC5) and
Network Mode (Uu)

Latency 1–2 ms 1–2 ms in PC5; higher in
Uu mode

Range 300–500 meters 300–500 meters (PC5);
broader in Uu

Infrastructure Requires RSUs Uses existing cellular
infrastructure

Maturity Widely deployed in
Europe

Newer, gaining support in
North America and China

Future-
readiness Limited scalability Highly scalable with 5G

Regional
Adoption Europe North America, China

Apart from the onboard positioning and perception sensors,
the vehicles can communicate information with surrounding
vehicles and infrastructure through V2V, V2I, and V2X com-
munication. Standards such as ISO 20077, ISO 20078, and
ISO 21217 are essential in the context of connected and coop-
erative vehicles [63], focusing on data exchange, security, and
system architecture aspects. There are mainly two V2X tech-
nologies - namely ITS-G5 and Cellular-V2X (C-V2X) [64],
[65]. ITS-G5 is a short, direct communication protocol based
on the IEEE 802.11p standard. It used the 5.9 GHz frequency,
for low-latency, real-time communication. However, the C-
V2X technology is a cellular-based technology developed by
the 3rd Generation Partnership Project (3GPP). It operates in
two modes: (a) Direct Mode (PC5), for direct communication
between vehicles and infrastructures using the 5.9 GHz band
without relying on cellular networks, and (b) Network Mode
(Uu), which uses cellular networks (4G-LTE and preferably
5G) to provide long-range communication enabling sharing of
traffic data via cloud sharing. A comparison between ITS-G5
and C-V2X technology is presented in TABLE III.

The ETSI ITS-G5 standards developed by the European
Telecommunications Standards Institute (ETSI) are designed
to enable reliable, real-time V2X communication, especially
for critical cooperative safety applications like collision
warning, emergency braking, and road hazard notifications.
ETSI ITS-G5 has been widely adopted across Europe,
primarily in EU-funded projects like SCOOP@F and
C-Roads, where countries collaborate on cross-border
interoperability and safety [66], [67]. The implementation
of ETSI ITS-G5 by various automakers and research groups
is provided in the TABLE IV. A few key ETSI ITS-G5
standards are as follows:

• ETSI EN 302 637-2: Cooperative Awareness Messages
(CAM) [68]
The standard defines the periodic Cooperative Awareness
Messages (CAM) that the vehicles broadcast to provide
essential information such as position, speed, heading,

etc. CAM Messages enhance situational awareness criti-
cal for collision avoidance, lane-keeping, and cooperative
adaptive cruise control (CACC), where precise vehicle
positions are required for safe and coordinated maneu-
vers. It is quite similar to the Basic Safety Messages
(BSM) defined under SAE standards.

• ETSI EN 302 637-3: Decentralized Environmental
Notification Messages (DENM) [69]
DENM messages improve real-time response to unpre-
dictable events, allowing vehicles to adjust speed, change
lanes, or even stop in advance of encountering hazards.
This standard is vital for emergency electronic braking
and real-time traffic updates, allowing vehicles to com-
municate situational hazards that can prevent collisions
and protect vulnerable road users.

• ETSI EN 302 665: ITS Communications Architec-
ture [70]
This standard specifies the architecture for ITS com-
munications in a way that enables interoperability be-
tween different ITS stations, including vehicles, RSUs,
and central management systems. In high-density traffic
environments, this interoperability enables coordinated
safety maneuvers and effective traffic management, es-
sential for applications like lane merging and intersection
management.

• ETSI EN 302 571: Radio Spectrum Requirements for
ITS [71]
This standard regulates the use of the 5.9 GHz frequency
band specifically for ITS applications, minimizing in-
terference and ensuring secure communication for V2X
applications. By dedicating the 5.9 GHz band to ITS, this
standard helps prevent interference from non-ITS devices,
preserving the reliability and integrity of critical safety
messages.

• ETSI TR 102 863: Local Dynamic Map (LDM)
standardization [72]
This technical report provides standardization of LDM
based on the requirements of various ITS applications. It
acts as a central repository storing both static elements
such as road traffic road signs and dynamic elements like
moving vehicles. The LDM acquires data from various
entities such as vehicles, on-board units, roadside units,
ITS stations, etc., which is essential to deploy cooperative
ITS applications.

Unlike ETSI ITS-G5, standards SAE J2735 and SAE
J2945 designed by the Society of Automotive Engineers
(SAE) primarily focuses on the C-V2X, though it is also
applicable to ITS-G5. J2735 defines message sets, data
frame and data elements used in V2X communication.
The standardization of messages and its structure facilitates
interoperability between V2X communication devices. Few
of the key J2735 messages include Basic Safety Message
(BSM), Singal Phase and Timing (SPaT), Map message
(MAP), Traveler Information Message (TIM) and many more.
A list of experiments demonstrating the use of the SAE
J2735 messages is mentioned in TABLE V. J2945 defines
performance requirements and guidelines for V2X safety
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TABLE IV
SUMMARY OF C-ITS PROJECTS AND DEPLOYMENTS IN EUROPE

Project Stakeholders Key Applications ETSI ITS-G5 Messages Deployment
Stage

Year

Scoop@F [66] French ministry of trans-
portation, Renault, PSA,
METS, etc.

Intersection safety, Road
work alert, onboard sig-
nalling

CAM, DENM Field trials 2014-2018

5G-ROUTES [73] AIRBUS, ERICSSON,
LMT, TELIA, CERTH,
etc.

Cooperative collision
avoidance, Vehicle
platooning, state sharing

CAM, CPM, DENM,
MAPEM, SPATEM

Cross-border
tests

2021-
ongoing

DRIVE C2X [74] DAIMLER, CRF, BMW,
RENAULT, etc.

Emergency vehicle warn-
ing, In-vehicle signage,
obstacle warning

CAM, DENM Cross-border
tests

2011-2014

5GAA [75] 3GPP, ETSI, OmniAir,
5G-IA/5GPPP, etc.

CACC, Automated valet
parking, Platooning

DENM, IVIM, SPATEM,
MAPEM, SREM, SSEM,
CAM, CPM

Field trials,
Commercial
deployments

2016-
ongoing

Car2X [76] Volkswagen, BMW, VEC-
TOR, etc.

Intersection movement as-
sist, Road work alert, Pla-
tooning

CAM, DENM Field trials, Pi-
lot tests, Com-
mercial deploye-
ments

2013-
ongoing

C-Roads
platform [67]

EU member states,
Renault, PSA, Garmin,
VOLVO, Swarco, etc.

Road work alert,
In-vehicle signage,
Automated vehicle
guidance, Collective
perception

CAM, DENM, SPATEM,
MAPEM, IVIM, SREM

Cross-border
interoperability
tests

2016-
ongoing

CONCORDA [77] ERTICO, BOSCH, RE-
NAULT, PSA, etc.

High-density truck pla-
tooning

CAM, DENM Cross-border
interoperability
tests

2017-2021

NordicWay [78]
- NordicWay 1
- NordicWay 2
- NordicWay 3

EU, VOLVO,
SAFEROAD, SKANSKA,
BM SYSTEM, etc.

Emergency vehicle warn-
ing, Road work alert, Traf-
fic management

CAM, DENM, SPATEM,
MAPEM

Cross-border
deployment pilot,
Interoperability
tests

(2015-2023)
- 2015-2017
- 2017-2020
- 2019-2023

5G-Mobix [79] Nokia, Valeo, Siemens,
Ericsson, CTAG, etc.

Cooperative collision
avoidance, Cloud-enabled
platooning, Automated
shuttle remote driving

CAM, DENM, CPM Pre-deployment
trials, Cross-
border tests

2018-2022

C-MobILE [80] PTV group, Swarco, Tom-
Tom, CTAG, Applus IDI-
ADA

Urban parking
management, Dynamic
eco-driving, CACC, Road
work alerts

CAM, DENM, SPATEM,
MAPEM, IVIM

Pilot tests, Urban
& regional de-
ployments

2017-2021

applications, focusing on ensuring interoperability, safety, and
reliability in vehicle-to-everything (V2X) communication.
Some of the important J2945 standards are summarized as
follows:

• SAE J2945/1: On-Board System Requirements for
V2V Safety Communications [81]
Defines the minimum performance requirements for
Basic Safety Messages (BSM) that vehicles broadcast
in Vehicle-to-Vehicle (V2V) safety applications. BSMs
contain essential vehicle data, such as position, speed,
heading, brake status, and size. These messages enable
applications like forward collision warning, emergency
braking, and lane change warnings. The standard specifies
the message frequency (typically 10 Hz) and message
structure to ensure timely and accurate data exchange,
critical for collision avoidance.

• SAE J2945/2: DSRC Performance Requirements for
V2V Safety Awareness [82]
Establishes the performance requirements for Vehicle-to-

Vehicle (V2V) safety awareness applications, particularly
using Dedicated Short-Range Communications (DSRC).
The standard focuses on V2V applications that involve
infrastructure components such as roadside units (RSUs)
and traffic signals. The use cases covered in this doc-
ument include (a) Emergency Vehicle Alert (EVA), (b)
Roadside Alert (RA), (c) Safety Awareness - Object
(SAW - O), and (d) Safety Awareness - Adverse road
conditions (A).

• SAE J2945/4: Road Safety Applications [83]
The standard specifies message set requirements for
different roadside safety applications which include: (a)
Curve Speed Warning (CSW), (b) Reduced Speed Zone
Warning (RSZW), (c) Lane Closure Warning (LCW),
(d) Dynamic Traveler Information (DTI), and (e) Inci-
dent Information (INC). The document also presents the
Road Safety Message (RCM) and the application of I2V
communication for roadside safety. The message set and
structure definition help achieve interoperability between
I2V communication devices.
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• SAE J2945/7: High-Precision Positioning for V2X
Systems [84]
J2945/7 addresses new use cases that can benefit from
increased precision and integrity in positioning systems.
High-Precision Positioning Systems (HPPS) equipped
V2X devices would allow to assess the quality of data
being shared among road agents, especially vehicle state
information such as position, and speed, which can be
integrated with on-board positioning system to enable au-
tomated driving. Applications such as Emergency Brake
Light (EEBL), Pedestrian cooperative detection, Cooper-
ative automation platooning can be enhanced through the
use of HPPS.

• SAE J2945/9: Vulnerable Road User (VRU)
Safety [85]
Defines requirements for communicating Personal
Safety Message (PSM) between vehicles and Vulnerable
Road Users (VRUs), such as pedestrians, bicyclists,
and public safety personnel. This standard enables
Vehicle-to-Pedestrian (V2P) applications where VRUs
equipped with communication devices can broadcast
their position and movement status to nearby vehicles
equipped with Dedicated Short Range Communication
(DSRC) devices. The document emphasizes the use of
DRSC for broadcasting the PSM, although different
wireless means may be used. J2945/9 sets criteria for
alerting drivers about VRUs in potential collision paths,
especially in urban environments with mixed traffic.

Today, many vehicles are already equipped with Advanced
Driver-Assistance System (ADAS) and are able to perform
level 1-2 autonomy tasks such as Forward Collision Warning
(FCW), Lane Keeping Assistance (LKA), Automatic Emer-
gency Braking (AEB) and many other functions (refer to
SAE J3016 [86]). On the other hand, Level 3-5 vehicles (e.g.
Waymo) equipped with Automated Driving Systems (ADS)
are able to perform Dynamic Driving Tasks (DDT) and Object
and Event Detection and Response (OEDR) with extended
Operational Design Domain (ODD)(refer to SAE J3216 [87]).

As per the SAE J3216, Cooperative Driving Automation
(CDA), cooperation between two or more road agents through
Machine-to-Machine (M2M) communication can further en-
hance driver safety and improve traffic flow. It can enhance the
performance of DDTs while the driving autonomous features
are engaged in a vehicle. The Federal Highway Administration
(FHWA) launched the open-source software - CARMA [88] in
2013 to demonstrate CDA and test the V2X capabilities and al-
gorithms. Other notable open-source CDA frameworks include
OpenCDA [89] and CoDrivingLLM [90]. OpenCDA focuses
on developing a unified open-source CDA framework, while
CoDrivingLLM leverages Large Language Models (LLMs) for
decision-making in critical traffic scenarios.

SAE J3216 presents the taxonomy and definitions related
to CDA, whereas other SAE standards focus on Concept of
Operations (CONOPS), use cases, message flows, and perfor-
mance requirements for specific CDA applications. Some of
these standards are mentioned below:

• SAE J3186: Application protocol and requirements for

maneuver sharing and coordinating service (refer to [91]);
• SAE J3224: V2X sensor-sharing for cooperative and

automated driving (refer to [92]);
• SAE J3282: CDA Feature - Cooperative permissive left

turn across opposing traffic with infrastructure guidance
(refer to [93]);

• SAE J3256: CDA Feature - Infrastructure-based prescrip-
tive cooperative merge (refer to [94]); and

• SAE J3251: CDA Feature - Perception status sharing for
occluded pedestrian collision avoidance (refer to [95]).

V. REAL-WORLD COOPERATIVE DRIVING AUTOMATION
EXPERIMENTS AND PUBLIC-DATASETS

The development and testing of integrity solutions for
Cooperative Driving Automation (CDA) systems heavily rely
on high-quality public datasets, as they provide foundational
sensor data, environmental context, and multi-agent interac-
tions for experimentation and benchmarking. Datasets [104]
like KITTI, Waymo, and nuScenes have set industry standards
by providing robust datasets for single-agent autonomous driv-
ing. These datasets include comprehensive sensor logs from
onboard GNSS, IMUs, cameras, LiDARs, and radars, but focus
predominantly on scenarios without active vehicle-to-vehicle
(V2V) or vehicle-to-infrastructure (V2I) communications. As
such, they primarily support perception tasks in isolated,
single-agent settings and are less suitable for cooperative
tasks central to CDA, such as shared situational awareness
or collaborative decision-making.

Recognizing the limitations of single-agent datasets, new
V2X datasets have been introduced in the last three years to
capture multi-agent cooperative interactions. These datasets
feature sensor logs from both onboard and infrastructure
sensors, offering data in vehicle-to-vehicle and vehicle-to-
infrastructure (V2V and V2I) settings. These data logs enable
research on perception and decision-making for multi-agent
interactions, enhancing autonomous systems with cooperative
awareness and more accurate situational assessments.

The V2X datasets (see TABLE VI) serve various pur-
poses such as 3D detection, tracking, trajectory prediction,
and communication performance evaluation. V2X-Sim [105]
data were collected from vehicles and infrastructure sensors
in a SUMO and CARLA-built co-simulation environment.
V2V4Real [106] focuses on data collected from two test
vehicles in urban and highway conditions involving only
V2V scenarios. However, data sets such as DAIR-V2X [107],
TUMTraf-V2X [108], and V2X-Real [109] provide data that
contain both V2V and V2I scenarios. V2X-Seq [110], a subset
of DAIR-V2X provides sequential trajectory data at intersec-
tions for trajectory forecasting. The aforementioned datasets
are collected mostly at intersections or in urban conditions.
The H-V2X dataset consisting of the V2I scenario collected in
China spans more than 100 km of highway roads with cameras
and radars mounted on overhead masts.

These V2X datasets mostly focus on cooperative perception
and sensor fusion problems and offer a benchmark for 3D
detection, tracking, and trajectory prediction analyses. How-
ever, the dataset is collected locally at source i.e. vehicle,
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TABLE V
SUMMARY OF C-ITS PROJECTS AND DEPLOYMENTS IN USA

Project Stakeholders Key Applications SAE J2735 Messages Deployment
Stage

Year

Safety Pilot Model De-
ployment (SPMD) [96]

UMich, USDOT, ITS JPO,
NGTSA, FHWA, etc.

Forward collision avoid-
ance, intersection move-
ment assist, left turn as-
sist, blind spot warning

BSM, SPaT, TIM Pilot
Demonstrations,
Interoperability
Testing, Data
collection

2010-2014

ITS-America national
C-V2X deployment
plan [97], [98]

USDOT, FHWA, FCC,
NTIA, Automotive
OEMs, State and local
transportation agencies,
etc.

Intersection movement as-
sist, left-turn assist, eco-
driving, traffic signal pri-
ority, etc.

BSM, SPaT, MAP, TIM,
PSM, SRM, SSM, RSM

Planning & De-
ployment

2024-
ongoing

Crash Avoidance Metrics
Partnership (CAMP) [99]

Ford, GM, FHWA, etc. Traffic optimization, red
light violation warning,
queue advisory

BSM, SPaT, MAP Field Testing,
Interoperability
Testing

1999-
ongoing

SAFE SWARM [100] Honda, Ohio DOT, Veri-
zon, etc.

Vehicle-to-vehicle obsta-
cle detection, lane speed
monitoring, braking event
communication

BSM, SPaT Field Testing 2017-
ongoing

Heavy truck CACC
project [101]

FHWA & Auburn univer-
sity, Peloton technology,
Meritor, Inc., etc.

Truck platooning, CACC BSM Field Testing 2013-2019

USDOT Connected Vehi-
cle Pilots [102]
- New york city pilot
- Tampa (THEA) pilot
- Wyoming DOT pilot

USDOT, ITS JPO, NY-
CDOT, WYDOT, THEA,
etc.

Intersection movement
assist, forward collision
avoidance, red light
violation warning, probe
enabled traffic monitoring

BSM, SPaT, MAP, TIM,
PSM

Pilot
Deployment,
Interoperability
Testing

2015-2022

Ann Arbor Connected Ve-
hicle Test Environment
(AACVTE) [103]

UMTRI, USDOT, Savari,
Denso, Cohda Wireless,
etc.

{Same as SPMD project} BSM, SPaT, MAP, TIM,
PSM

Large-scale Op-
erational Deploy-
ment

2015-2018

infrastructure, and doesn’t involve active V2X communication
among the agents. The communication constraints such as
bandwidth, latency, packet drops, etc., are imposed in post-
processing analysis. Recently released datasets such as Berlin-
V2X, V2AIX, and TiHAN-V2X, involve active communica-
tion among the agents and have collected data for evaluating
real-time communication performance. Berlin-V2X [111] and
TIHAN-V2X [112] primarily provide information on cellular
and sidelink communication in V2X scenarios that can help
evaluate Quality of Service (QoS) Prediction and ML algo-
rithms focusing on optimizing the communication channel.
V2AIX dataset [113], released in 2024, consists of both
cooperative perception data (V2V & V2I) and ETSI ITS-
G5 V2X messages such as CAM, DENM, MAPEM, and
SPATEM. Such datasets are crucial for analyzing the effects of
CAV penetration rate on various applications under real-world
communication constraints.

Despite recent advances, CDA research faces challenges due
to the scarcity of datasets incorporating adversarial conditions,
such as spoofed GNSS signals or real-time V2X messaging
data under unreliable communication networks. Such scenar-
ios are critical for testing system robustness against loca-
tion spoofing, signal jamming, and data latency—factors that
can severely impact automated vehicle safety and decision-
making in the real world. Future datasets could improve by
including edge cases, various weather and lighting conditions,
and data with sporadic GNSS availability. Expanding upon
these aspects will enable more resilient CDA systems, capable

of handling a wider variety of environments and potential
adversarial events.

VI. RESEARCH GAPS AND FUTURE DIRECTIONS

In this study, we reviewed the existing work on integrity
monitoring for connected and automated vehicles. This sec-
tion describes the implications of our findings and discusses
potential limitations and possibilities for future research.

• Classical GNSS-based IMs: The majority of the
research to date has been focused on IM methods for
GNSS-based systems. This is primarily due to the
ubiquitous nature of GNSS positioning systems and
well-defined RNPs for GNSS-based navigation. Recently,
researchers have started exploring integrity solutions
for alternate GNSS-based positioning systems involving
Signals of Opportunity, and communication techniques
such as UWB and 5G-sidelink.

• IM for onboard perception systems: RNPs for
navigation systems involving various other onboard
sensors, such as camera, LiDAR, and radar are being
developed for intelligent CAV applications. However, the
research can be quickly brought to pace by leveraging
Hardware-in-the-Loop (HiL) setups to test different
sensor modalities, driving, and environment conditions
that would be otherwise difficult to test in real-world
conditions. Corner cases and external conditions such
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TABLE VI
SUMMARY OF V2X DATASETS

Dataset Year Source Test Infrastructure Sensors /
Information

Traffic
Environment

V2X Comm.
Protocol

Use Cases

V2X-Sim [105] 2022 In-Simulation:
SUMO-CARLA

Multiple test vehicles
/ infrastructure

OB: G, I, L, C
RS: L, C

Intersection N.A 3D object detection,
tracking, segmentation

DAIR-
V2X [107]

2022 Beijing, China Multiple test vehicles,
28 smart-intersection

OB: G, I, L, C
RS: L, C

Intersection N.A 3D object detection

V2X-Seq [110] 2023 Beijing, China Multiple test vehicles,
28 smart-intersection

OB: G, I, L, C
RS: L, C

Intersection N.A 3D tracking, Trajectory
forecasting

V2V4Real [106] 2023 Columbus, USA 2 test vehicles OB: G, I, L, C Highway, Urban N.A 3D object detection,
tracking, transfer
learning

Berlin-
V2X [111]

2023 Berlin, Germany 4 test vehicles Cellular,
Sidelink, GPS

Highway, Urban LTE, SDR multi-RAT QoS predic-
tion, transfer learning

TUMTraf-
V2X [108]

2024 Munich,
Germany

1 test vehicle, 1
smart-intersection

OB: G, I, L, C
RS: L, C

Intersection N.A 3D object detection,
tracking

V2X-Real [109] 2024 L.A, USA 2 test vehicles, 2
smart-intersection

OB: G, I, L, C
RS: G, L, C

Intersection,
Urban corridor

N.A 3D object detection

OpenAD [109] 2024 L.A, USA 2 test vehicles, 2
smart-intersection

OB: G, I, L, C
RS: G, L, C

Intersection,
Urban corridor

N.A 3D object detection

H-V2X [114] 2024 China Smart-infrastructure
spanning 100 Km

RS: C, R Highway N.A BEV detection & track-
ing, trajectory forecast-
ing

V2AIX [113] 2024 Germany V2X-enabled sensor-
rich test vehicles &
infrastructure

OB: G, I, L, C,
V2X
RS: L, C, V2X

Highway,
Urban, Rural

ETSI ITS-G5 Vehicle Localization,
V2X message
standardization, CAV
penetration analysis

TiHAN-
V2X [112]

2024 Hyderabad, India 2 test vehicles, 1
smart-intersection

OB: G, V2X
RS: V2X

Highway,
Urban, Rural

5G-sidelink Communication
performance analysis
- latency, path loss,
throughput, SNR, etc.

Legend:

G= GNSS, I= IMU, C= Camera, L= LiDAR, R= Radar, V2X= V2X communication module,

OB: Onboard, RS: Roadside

as weather, and communication constraints could be
imposed in a simulation environment to evaluate and
validate IM methods.

• IM for V2X-based perception systems: There is a
lack of IM methods to evaluate integrity risks in CAV
applications that involve the sharing of perception data
between vehicles. There is a wide variety of publicly
available V2X datasets (see TABLE VI), but they are
mostly used for cooperative perception tasks. Thus
far, only a small amount of attention has been paid to
evaluating integrity measures using these datasets. This
could help quantify RNP parameters and provide new
insights for developing new IM techniques for CAV
applications in various traffic conditions.

• Sensitivity analyses: Furthermore, the performance of
a CAV application on a vehicle depends on the type of
vehicle, sensor modality, communication performance,
and traffic environment. Hence, thorough sensitivity
analyses are required to establish the RNPs for CAV
applications in mixed-traffic situations. This could be

achieved by building virtual traffic environments in
simulation platforms e.g. CARLA, with various road
agents and sensor modalities to evaluate critical traffic
conditions.

• Integrity for AI systems: In the last decade, Artificial
Intelligence (AI) algorithms e.g. Machine Learning
(ML) have become ubiquitous in the field of ITS. The
emergence of deep neural networks and improvements
in computational capabilities have made it possible to
run real-time perception, planning, and control tasks. In
addition, with the advent of generative AI and Large
Language Models (LLMs), there is a buzz in the research
community on the possible use of these models to handle
complex perception tasks. However, few researchers
have looked into the error quantification and reliability of
such models. This could be a challenging yet interesting
research topic in the future, especially for end-to-end
deep neural net-based methods.

• Adherence to automotive standards: Researchers and
automotive OEMs should form a consensus on defining
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the RNPs that adhere to the existing automotive safety
standards. This will help to encourage the early adoption
of the developed FDI and IM methods in manufactured
vehicles.

VII. CONCLUSIONS

This paper reviews existing Integrity Monitoring (IM) meth-
ods used in vehicle navigation and advocates the need for the
development of new IM techniques in the field of Connected
and Automated Vehicle (CAV) research. The consideration of
positioning uncertainties in past CAV-related experiments is
discussed followed by the definition of minimum Required
Navigation Performance (RNP) criteria used in IM. It is found
that most of the existing IM research focuses on onboard
GNSS-based positioning systems. Although there exists a
plethora of cooperative IM methods, the external sensor in-
formation such as Signals of Opportunity, DSRC, etc., are
only used to eliminate the errors (multipath, NLOS) in GNSS
signals. The integrity evaluation for cooperative positioning
solutions involving V2V and V2I-based perception sensors
are almost non-existent, even if various perception data-based
V2X datasets are available in abundance. This might be due
to the primary use cases of the aforementioned V2X datasets
being 3D detection, tracking, and trajectory forecasting. Au-
tomotive safety standards and protocols are reviewed to gain
insight into the standardization of V2X messages. These
standards can be adopted by research communities for the
development of new CA-centric IM frameworks. In future
work, sensitivity analyses will be performed in simulation
environments to identify safety-critical traffic maneuvers in
various CAV applications and define a benchmark RNP chart
that can be referred to by future researchers.

ACKNOWLEDGMENTS

This work was funded, partially or entirely, by a grant
from the US Department of Transportation’s University Trans-
portation Centers Program through the Center for Assured
& Resilient Navigation in Advanced Transportation Systems
(CARNATIONS). The contents of this paper reflect only the
views of the authors, who are responsible for the facts and the
accuracy of the data presented.

Saswat Priyadarshi Nayak received the B. Tech
degree in Electrical Engineering from the National
Institute of Technology Rourkela, India in 2018. He
served as a Project Associate at the Department of
Aerospace Engineering, Indian Institute of Technol-
ogy Kanpur, India 2018-19. He is currently pursuing
a Ph.D. degree at the Center of Environmental
Research and Technology (CE-CERT), University
of California Riverside, USA. He is one of the
recipients of the 2024 ITS California (ITS CA) and
California Transportation Foundation (CTF) Schol-

arship. His main research interests include vehicle positioning and localization
in mixed traffic scenarios, multi-sensor fusion, and connected vehicle appli-
cations.

Matthew J. Barth (Fellow, IEEE) received the
M.S. and Ph.D degree in electrical and computer
engineering from the University of California at
Santa Barbara, in 1985 and 1990, respectively. He is
currently the Hays Families Professor in the College
of Engineering, University of California at Riverside,
USA. He also served as the Director of the Center
for Environmental Research and Technology. His
current research interests include ITS and the envi-
ronment, transportation/emissions modeling, vehicle
activity analysis, advanced navigation techniques,

electric vehicle technology, and advanced sensing and control. Dr. Barth has
been active in the IEEE Intelligent Transportation System Society for many
years, serving as a Senior Editor for both the Transactions of ITS and the
Transactions on Intelligent Vehicles. He served as the IEEE ITSS President
for 2014 and 2015 and is currently the IEEE ITSS Vice President of Education.

REFERENCES

[1] N. Williams and M. Barth, “A qualitative analysis of vehicle position-
ing requirements for connected vehicle applications,” IEEE Intelligent
Transportation Systems Magazine, vol. 13, no. 1, pp. 225–242, 2021.

[2] E. Yurtsever, J. Lambert, A. Carballo, and K. Takeda, “A Survey of
Autonomous Driving: Common Practices and Emerging Technologies,”
IEEE Access, vol. 8, pp. 58 443–58 469, 2020.

[3] P. Zabalegui, G. De Miguel, A. Pérez, J. Mendizabal, J. Goya, and
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