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Abstract—Virtual Network Embedding (VNE) is a technique
for mapping virtual networks onto a physical network infrastruc-
ture, enabling multiple virtual networks to coexist on a shared
physical network. Previous works focused on implementing cen-
tralized VNE algorithms, which suffer from lack of scalability
and robustness. This project aims to implement a decentralized
virtual network embedding algorithm that addresses the chal-
lenges of network virtualization, such as scalability, single point
of failure, and DoS attacks. The proposed approach involves
selecting L leaders from the physical nodes and embedding a
virtual network request (VNR) in the local network of each
leader using a simple algorithm like BFS. The algorithm then
uses a leader-election mechanism for determining the node with
the lowest cost and highest revenue and propagates the embed-
ding to other leaders. By utilizing decentralization, we improve
the scalability and robustness of the solution. Additionally, we
evaluate the effectiveness of our fully decentralized algorithm by
comparing it with existing approaches. Our algorithm performs
12% better in terms of acceptance rate and improves the revenue-
to-cost ratio by roughly 21% to compared approaches.

I. INTRODUCTION

Virtual Network Embedding (VNE) is a crucial aspect of
network virtualization technology. It involves the on-demand
embedding of Virtual Network Requests (VNRs) within Phys-
ical Networks (PNs) by mapping virtual nodes and links with
specific resource requirements onto physical servers and paths
with finite capacities. This process is essential in providing
the necessary flexibility and isolation required for deploying
various network applications in a shared infrastructure.

The embedding strategy affects resource utilization, sub-
sequently impacting the revenue and cost of the operational
network. Given the NP-hard characteristic of the problem [1],
the development of efficient embedding algorithms has been
a central focus of comprehensive research [2].

However, a significant portion of existing studies face limi-
tations regarding scalability and robustness. Most of them are
centralized solutions, which encounter difficulties in scaling as
the number of Virtual Network Requests (VNRs) increases.
These solutions are also vulnerable to the failure of nodes
responsible for the embedding process, restricting their prac-
tical use in modern, time-sensitive environments with growth
demands.

A potential solution to these challenges involves the use
of a decentralized network embedding algorithm, which could
improve the scalability and robustness of existing solutions.

In this work, we employ a distributed algorithm, ring leader
election in particular, to formulate a decentralized Virtual
Network Embedding (VNE) algorithm. This algorithm doesn’t
depend on a central node, instead utilizing multiple physical
servers to embed virtual networks (VN) efficiently. Users can
submit their VN to any physical server in the network for em-
bedding. Each server will then run a basic breadth-first search
(BFS)-like algorithm for local embedding. Subsequently, the
server sends the Virtual Network Request (VNR) to other geo-
distributed servers to conduct their local embedding algorithm.
Ultimately, the embedding with the lowest cost and highest
revenue is selected as the final embedding through a straight-
forward leader election algorithm.

To the best of our knowledge, DeViNE is the first fully
decentralized Virtual Network Embedding (VNE) algorithm
documented in the literature.

II. MOTIVATION

Virtual Network Embedding (VNE) has widespread applica-
tions in various fields, including cloud computing, data centers,
and software-defined networks [2]. Traditionally, VNE is a
centralized algorithm where a single controller handles all
virtual network requests. However, as the physical network
size has increased, centralized VNE has struggled to process
requests in real time. This scalability issue has led to the
proposition of distributed solutions.

These distributed solutions segment the network into smaller
partitions, applying the embedding algorithm to each to mini-
mize the challenge of searching the entire network. Despite
their advantages, these solutions still require a centralized
controller to assign requests to the sub-coordinators of each
partition. While this central control requirement is suitable for
some environments, such as data centers, it doesn’t suit others,
like edge IoT networks and mobile networks.

There are three key challenges in such environments that
the current distributed VNE algorithms fail to address:

1) Scalability: Besides the increasing size of the physical
networks, the number of requests is also growing, and the
VNR can be sent from a wide range of physical locations
across the world.

2) Robustness: A centralized controller has inherent vul-
nerabilities, including susceptibility to a single point of
failure and Denial of Service (DoS) attacks.
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3) Privacy: Users typically don’t want their VNRs to be
accessible to the entire network or a centralized authority.

The objective of this paper is to develop a decentralized
VNE algorithm designed to effectively overcome these chal-
lenges.

III. RELATED WORK

We review related works in the literature by categorizing
them into two groups. See [2] for a recent survey.

A. Centralized VNE

Generic VNE Algorithms. In [3], a heuristic approach based
on linear programming and rounding was introduced. While
their results regarding acceptance and the revenue-to-cost ratio
were satisfactory, the algorithm suffered from a relatively high
runtime. To tackle the problem’s scale and complexity, authors
in [4] used dynamic programming principles. They decom-
posed virtual networks into a collection of edge-disjoint path
segments and leveraged a multi-layer graph transformation to
embed the resulting segments. In [5], the authors considered
a multi-dimensional scenario where each physical node and
link is associated with a security feature. They implemented
a greedy embedding approach to allocate resources while
minimizing the likelihood of malicious attacks targeting virtual
networks. The authors in [6] discussed a multi-dimensional
scenario in which each physical node and the link is associated
with a security feature. They utilized a greedy embedding ap-
proach to allocate resources, aiming to minimize the potential
of malicious attacks on virtual networks.

Learning-based VNE Algorithms. To address the temporal
dependency of the physical network state, which changes after
serving requests, the authors in [7] framed the node embedding
task as a time-series problem. They trained a recurrent neural
network using the seq2seq model to learn the embedding
location for virtual nodes. In another study, referred to as
GraphViNE [8], the authors proposed a Graph Neural Network
(GNN)-based approach that incorporates a BFS-like algorithm
for solving the Virtual Network Embedding (VNE) problem.
This method benefits from the ability of GNNs to capture com-
plex relationships within both virtual and substrate networks.
Despite using GPU resources to manage the runtime of the
VNE algorithm, the runtime remains higher than many other
methods. In some works [9]–[11], reinforcement learning (RL)
has been employed to automate the embedding process using
exploration-exploitation techniques. In a particular study [11],
the authors combined the Rollout Policy Adaptive Algorithm
(NRPA) with a neighborhood search, proposing a Neighbor-
hood Enhancement Policy Adaptive (NEPA) algorithm. This
technique explores the policy branch of the search tree to find
the optimal embedding.

All of the aforementioned studies adopt centralized ap-
proaches, with a single node responsible for embedding. How-
ever, centralized methods encounter two potential issues. First,
their scalability is inherently limited, given the potential for the
physical network to comprise over a million nodes. Second,

the inability of multiple nodes to handle Virtual Network
(VN) requests means that service providers must process these
requests sequentially, not concurrently.

B. Distributed VNE

The first fully distributed VNE approach, named AD-
VNE [12], breaks each virtual network into several hub-and-
spoke clusters, each of which is assigned to a substrate node
in the physical network for the embedding task. Through
the use of multi-agent systems, these clusters are embedded
into substrate nodes in a distributed manner. However, due to
the autonomous nature of each substrate node in ADVNE,
unavoidable message overhead exists among the substrate
nodes. As the size of the substrate network grows, the mes-
sage overhead increases exponentially, potentially reducing
ADVNE’s efficiency and scalability in large-scale settings.
Moreover, ADVNE doesn’t consider embedding quality (like
embedding costs) and substrate network constraints (like CPU
and bandwidth limitations), thereby limiting its practicality in
real-world applications.

To reduce message overhead and improve embedding qual-
ity, the authors in [13] introduced DPVNE. In this approach,
the substrate network is first hierarchically divided into sub-
SNs, which are organized as a binary tree. Specific sub-
strate nodes are then selected as delegation nodes, responsible
for managing external VN requests from customers. These
delegation nodes receive VN requests and assign them to
sub-SNs based on heuristic information. DPVNE employs a
heuristic algorithm to embed VNs within the assigned sub-
SNs, with the embedding process executed by the embedder
node in each sub-SN. This method allows for the concurrent
processing of multiple VN requests since several delegation
nodes are selected. However, it doesn’t suggest a method for
communication between delegation nodes to select the best
embedding. Observing the promising performance of meta-
heuristic approaches in VNE, the authors in [14] integrated
metaheuristics into distributed VNE problems. They merged
a distributed VNE system with their proposed distributed
VNE algorithm to enhance the performance of distributed
approaches.

While distributed algorithms have enhanced the perfor-
mance and scalability of Virtual Network Embedding (VNE),
they still encounter a lack of robustness due to the reliance
on a standalone controller for VNE assignment. This approach
introduces a single point of failure, compromising the system’s
resilience and scalability.

IV. DESIGN

In this section, we will discuss the system model of DeViNE
and the detail of the decentralized virtual network embedding
algorithm.

A. System Model

The physical network is represented as an undirected graph
Gp = (Vp, Ep). The set of physical nodes is denoted as Vp, and
the set of physical links is denoted as Ep. Each physical node



has limited computing resources denoted as CPU(v), where
v ∈ Vp, and the bandwidth of each physical link is denoted as
BW(e), where e ∈ Ep.

We assume that a virtual embedding request (VNR) is also
in the form of an undirected graph Gv = (Vv, Ev). Similar
to the physical network, there are virtual nodes denoted as Vv

and virtual links denoted as Ev for each VNR. Each virtual
node requires resources denoted as CPU(v′), where v′ ∈ Vv ,
and each virtual link consumes bandwidth denoted as BW(e′),
where e′ ∈ Ev .

As a decentralized VNE algorithm, there is no centralized
controller in the system. Every physical node can serve the
VNR, and clients can send their VNRs to any one of the
physical nodes. It ensures that a single node failure will not
halt the system since clients can resend the request to other
physical nodes if they receive no response from the primary
node.

B. Performance Metrics

The primary objective of this study is to minimize the
blocking probability of virtual networks, which plays a critical
role in optimizing resource utilization, ensuring high service
availability, and enhancing customer satisfaction. The accep-
tance ratio can be mathematically represented as:

Acceptance Ratio = lim
|VNRs|→∞

∑
t∈VNRs et

|VNRs|
(1)

In this context, et represents a binary variable that indi-
cates whether a single VNR is embedded within the physical
network or not. Furthermore, the Revenue and Cost of the
algorithm’s embedding can be computed as follows:

Revenue =
∑

t∈VNRs

et
{ ∑

v′∈Vv

CPU(v′) +
∑

e′∈Ev

BW(e′)
}
, (2)

Cost =
∑

t∈VNRs

et
{ ∑

v′∈Vv

CPU(v′)

+
∑

i,j∈Vp

∑
pi,j∈Pi,j

∑
e′∈Ev

yi,jBW(e′)|pi,j |
}
,

(3)

Here, the binary decision variable yi,j is defined to denote
if the virtual link e′ is mapped onto the physical path pi,j
between the physical nodes i and j or not. The symbol |pi,j |
represents the length of the path pi,j .

C. Algorithm

When a physical node receives a Virtual Network Request
(VNR), it acts as the primary node for that request and
starts the decentralized Virtual Network Embedding (VNE)
algorithm. We select a random list of physical nodes to act
as leaders. These leaders are tasked with performing local
embedding. This process generates embedding candidates,
each with its own cost and revenue. Then, we run a modified
version of the ring-based election algorithm (explained in
detail in Algorithm 1) among the leader nodes. This helps us
to collectively agree on the optimal embedding candidate with
the highest metric score. Finally, the physical resources are
allocated to the client in accordance with the selected proposal.

Algorithm 1: DeViNE – DeViNE: A Decentralized
Virtual Network Embedding Algorithm

procedure DeViNE(Gp, Gv , X , Y , L)
1 P ← a random circular linked list of L selected leaders in the

physical network
/* Embedding Initiation: */

2 cost, revenue, sol ← embed(n,Gp, Gv)
3 metric ← X × revenue − Y × cost
4 pn creates an EMBEDDING message with

id = (n,metric, P,Gp, Gv)
5 pn passes the EMBEDDING message to next node

/* Message Handling: */
6 for pi ∈ P do
7 if pi receives EMBEDDING message then
8 cost, revenue, sol ← embed(i, Gp, Gv)
9 metricpi ← X × revenue − Y × cost

10 if message metric > metricpi then
11 pi forwards the EMBEDDING message to pi+1
12 else
13 pi changes the EMBEDDING message id to

(i,metricpi, P,Gp, Gv) and forwards the
message to pi+1

14 if pi receives EMBEDDING message with its own id then
15 pi sends EMBEDDED message with

id = (i, sol, P,Gp, Gv) to pi+1
16 if pi receives EMBEDDED message with its own id then

/* No more messages, terminated */
17 allocate(Gp, Gv , sol)
18 if pi receives EMBEDDED message then
19 sol ← EMBEDDED message
20 pi forwards the EMBEDDED message to pi+1

Decentralized Embedding. As shown in algorithm 1, the pri-
mary node launches DeViNE using a virtual network request,
Gv , along with the physical network, Gp. There are three
adjustable parameters configured to align with the network
provider’s requirements: (X,Y ), which are used to balance
revenue and cost in the embedding performance metrics, and
L, which determines the number of leaders to be chosen.

In the embedding initialization phase, a list of L leaders
(including the primary node itself) P is chosen randomly
in the physical network by the primary node. We chose
leaders randomly for each request because it can improve the
utilization of physical nodes compared to having a fixed set
of leaders. The primary node then performs a low-cost local
embedding algorithm to find out an embedding candidate that
can fit the VNR and calculates the metric score using the
cost/revenue of the candidate. It generates an EMBEDDING
message to start the ring-based algorithm by sending the
message to the next node in the leaders list P . Note that the
list P is constructed as a circular linked list.

In the first phase of the ring-based algorithm, the EM-
BEDDING message must go through all leaders in the list
P at least once to find the best embedding candidate. When
a node ni receives an EMBEDDING message with an id
(j,metricj , P,Gp, Gv) where i ̸= j, it performs the local
embedding algorithm and calculates the metric score metrici.
If metrici > metricj in the message id, node ni has a
better embedding solution, so it changes the message id to
(i,metrici, P,Gp, Gv) and sends it to the next node. Other-
wise, it simply forwards the original message indicating that
it agrees with the current solution.

When a node ni receives an EMBEDDING message with
its own solution, it knows that all leaders have agreed on
its proposal. It then sent an EMBEDDED message with the



solution to the next leader, which will again go through every
leader to notify the final decision. The algorithm terminates
when ni receives the EMBEDDED message created by itself.
ni will allocate the resources for the VNR and reply to the
client.

Local Embedding. We adopted the local embedding algorithm
from previous work GraphViNE [8]. This algorithm uses a
breadth-first search algorithm to find a possible embedding
solution. When a leader ni calls the algorithm, it starts search-
ing with ni itself as the root node. Firstly, the virtual nodes
Vv are sorted as higher resource demand first queue. Then a
breadth-first search algorithm is performed on the physical
network GP . Each traversed node will greedily embed as
many virtual nodes as possible while meeting the CPU and
bandwidth requirements. When all virtual nodes have been
embedded in physical nodes, the embedding solution is found,
and we compute the cost and revenue. To reduce the search
space, two thresholds, α× |Vv| and β are defined to limit the
total number of inspected servers and the maximum search
depth, respectively.

V. EVALUATION

We carry out simulations to showcase the efficacy of our
suggested method in relation to VN acceptance ratio, rev-
enue, cost, and utilization compared with other centralized
algorithms. We employ the random graph model [15] for the
formation of physical and virtual networks.

A. Parameters for Simulation

In this subsection, we present and clarify the parameters
employed during the evaluation.

Physical Network. For the physical network modeling, we opt
for a typical real-world setup featuring 1.2 terabytes of RAM
and a hundred processing and graphics cores similar to those
of, respectively, Dell™ PowerEdge™ R910, two Intel Xeon
Scalable processors post Hyperthreading, and a single Nvidia
GeForce GT 330. We then apply a normal distribution to instill
diversity and heterogeneity. As a result, we consider a network
of 100 servers, where there is a 40% likelihood of a direct
physical link between each pair of servers. Each physical link
is distinguished by its bandwidth (in Mbps), which is randomly
selected from the normal distributions N (100, 400). Every
physical node is defined by its CPU power (number of cores),
memory capacity (in GBytes), and GPU power (number of
cores), with these values chosen from the normal distributions
N (100, 400), N (1200, 300), and N (100, 400), respectively.

Virtual Networks. The count of virtual nodes in each VNR is
randomly picked from the interval [4, 10]. The probability of
a virtual link existing between two virtual nodes stands at 0.7.
The bandwidth demand of virtual links adheres to the normal
distributions N (10, 4). The CPU, memory, and GPU demand
of each virtual node are derived from the normal distributions
N (10, 4), N (30, 9), and N (10, 4), respectively. Every VN
possesses a lifetime that is also randomly selected from a
normal distribution of N (100, 900). VNs arrive according to
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the arrival rate and persist in the physical network for the span
of their lifetime. The VN arrival rate is set at 2 per unit of
time and the simulation runs for 2000 time units.

Algorithms for Comparison. In conjunction with DeViNE,
we have executed the following algorithms to make a compar-
ative study.
• FirstFit: This is an algorithm that embeds virtual nodes into

the first available physical node with adequate capacity.
• BestFit: This algorithm opts for the physical node boasting

maximum CPU capacity and fills it with the demands of the
virtual node.

• GRC [16]: An algorithm based on node-ranking.
• NeuroViNE [17]: This algorithm uses a search space reduc-

tion mechanism. It extracts pertinent subgraphs by means of
a Hopefield network, and then employs GRC to embed VN
into candidate subgraphs.

The parameters α, β, and L are set to 30, 3, and 5 respectively.
The optimization parameters X and Y are both set to 1.

B. Benchmarks

In this subsection, we benchmark our algorithm against
centralized algorithms in terms of performance to demonstrate
that DeViNE can be utilized in real-world applications with
acceptable results. It’s important to note that this algorithm is
decentralized, thus it benefits from all the advantages detailed
in section II.

Acceptance Ratio. The long-term acceptance ratio stands as
a significant metric influencing the system’s profitability. As
depicted in Figure 1, the acceptance ratio of varying algorithms
over a lengthy simulation of approximately 2000 episodes
is displayed. It should be noted that during this period, the
acceptance ratios attain a state of equilibrium and maintain
consistency due to a stationary virtual network arrival process.
DeViNE enhances the acceptance ratio by roughly 12% in
comparison to NeuroViNE and by 17% in relation to other
algorithms.

Revenue and Cost. Figures 2a and 2b, respectively, compare
the cost and revenue of different algorithms. Computations
are based on the equations (2) and (3). Given that DeViNE
accommodates more VNs over the same duration, it generates
a higher revenue. Even with a higher revenue, our proposed
algorithm results in a lower cost compared to the First Fit,



GRC DeViNE Best Fit First Fit NeuroViNE
0

50000

100000

150000

200000

250000

300000
Cost

(a) Cost of Embedding
GRC DeViNE Best Fit First Fit NeuroViNE

0

100000

200000

300000

400000

Revenue

(b) Revenue of Embedding

Fig. 2: Financial Performance of DeViNE

GRC DeViNE Best Fit First Fit NeuroViNE
0.0

0.2

0.4

0.6

0.8

CPU Utilization

(a) Average CPU Utilization
GRC DeViNE Best Fit First Fit NeuroViNE

0.00

0.05

0.10

0.15

0.20

Link Utilization

(b) Average Link Utilization

Fig. 3: Utilization of DeViNE

Best Fit, and GRC methods. NeuroViNE manages a low cost
because it typically embeds smaller virtual networks, and as a
result, it cannot generate high revenue. Furthermore, DeViNE
achieves the maximum revenue-to-cost ratio (i.e., 1.94), while
NeuroViNE, GRC, Best Fit, and First Fit achieve ratios of 1.6,
1.37, 1.34, and 1.08, respectively.

Utilization. Figure 3a and 3b represent CPU and link utiliza-
tion in comparison to other methodologies. DeViNE out-
performs others in terms of link utilization. This is due to
DeViNE employing a BFS-like algorithm for embedding and
restricting the depth of BFS, which results in the usage of
fewer links. DeViNE also shows slightly lower CPU utiliza-
tion than other methods as the leaders are chosen randomly.
However, CPU utilization can be enhanced by augmenting the
number of leaders in each embedding round.

C. Complexity

Computation Complexity. The computational complexity of
DeViNE is determined by the local embedding algorithm,
which is executed for each leader in the embedding pro-
cess. The local embedding algorithm has a time complexity
equivalent to the BFS algorithm, with a maximum number of
inspected nodes denoted as α×|Vv|. Consequently, the overall
computational complexity of DeViNE can be expressed as
O(L×α× |Vv|), which demonstrates its efficiency compared
to many centralized methods.

Communication Complexity. The decentralized nature of
DeViNE introduces a communication complexity to the al-
gorithm. In the worst-case scenario, the communication com-
plexity is determined by the number of messages exchanged
between the servers. Specifically, it involves sending 2L − 1
EMBEDDING messages when the second-to-last server pos-
sesses the best local embedding and L EMBEDDED messages

for notifying all the servers. Thus, the communication com-
plexity of DeViNE can be shown as O(3L− 1).

VI. CONCLUSION

In this study, we introduced DeViNE , a decentralized Vir-
tual Network Embedding (VNE) algorithm. The decentralized
approach to VNE offers superior scalability, robustness, and
security in comparison to prior algorithms. We benchmarked
our algorithm against existing heuristic and preprocessing
algorithms, demonstrating that our method maintains strong
performance despite its fully decentralized nature.
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