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Abstract

In recent years, Large Language Models (LLMs)
have seen remarkable advancements and have
been extensively integrated across various fields.
Despite their progress, LLMs are prone to halluci-
nations, producing responses that may not be de-
pendable if the models lack sufficient grounding
knowledge. To mitigate this issue, methods for
estimating uncertainty have been adopted, with a
focus on critical tokens as indicators of reliabil-
ity. Nevertheless, probability-based approaches
have shown limitations in assessing token-level
reliability due to the erosion of evidence strength
information acquired during training. In this pa-
per, we introduce Logits-induced Token Uncer-
tainty (LogU), a novel framework designed to
estimate token-specific uncertainty in LLMs in
real time, without the need for multiple sampling
rounds. By leveraging evidence modeling for the
implementation of LogU, we utilize the derived
uncertainty measures to steer downstream tasks.
Our experimental findings highlight the substan-
tial effectiveness and potential of LogU, marking
a significant advancement in addressing the chal-
lenge of model hallucinations.

1. Introduction

Over the past few years, Large Language Models (LLMs)
have developed rapidly and LLM-driven systems are de-
ployed across various domains. Despite their remarkable
performance, LLMs remain prone to hallucinations (Baner-
jee et al., 2024), which causes them to generate unreliable
responses when the models lack the corresponding knowl-
edge. Hallucinations critically undermine the reliability of
LLMs, particularly in professional applications such as med-
ical and legal consultations (Shah, 2024; Dahl et al., 2024).
Hallucinations have been considered as a major barrier to
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the broader deployment of LLMs (Huang et al., 2023; Liu
et al., 2024; Perkovic et al., 2024; Zhou et al., 2024).

Uncertainty estimation has shown promise in the identi-
fication of hallucinations in LLMs (Xiao & Wang, 2021;
Huang et al., 2024b). High uncertainty often indicates the
need for caution from users, as it suggests that the model is
likely to be influenced by hallucinations (Zhang et al., 2023;
Yoffe et al., 2024). In other words, high uncertainty signals
unreliable responses. However, existing methods for uncer-
tainty estimation in LLMSs have limitations in estimating the
inherent uncertainty of LLLMs and lack efficiency. Includ-
ing discussions of various heuristic methods, such as self-
reflection (Ji et al., 2023), LLM uncertainty estimation can
be categorized into sampling-based and token-based meth-
ods. Sampling-based methods estimate uncertainty by mul-
tiple sampling (Liu et al., 2024), perturbations (Zhang et al.,
2024), or contrastive analysis (Huang et al., 2024a). Se-
mantic Entropy (SE) (Kuhn et al., 2024) is a representative
technique among these sampling-based methods. The core
of these methods is estimating the consistency of LLM’s
multiple guesses, and the response will be marked as unreli-
able if inconsistency is detected. However, sampling-based
methods suffer from several limitations: (1) it cannot assess
the reliability of a single response; (2) it requires multiple
sampling iterations, making it inefficient and impractical
for deployment in real-world applications; and (3) it fails
to account for the model’s inherent uncertainty, such as
consistently incorrect responses due to a lack of knowledge.

Token-based methods can estimate the uncertainty of a sin-
gle sentence without requiring multiple samplings as de-
terministic approaches (Gupta et al., 2024; Fadeeva et al.,
2024). However, due to the lack of effective token-level
uncertainty estimation, these methods often fail to achieve
satisfactory results. For example, many tokens are correct
but exhibit low probabilities (high entropy) in the model
response. Many works have pointed out that the impor-
tance of different tokens in a sentence is not uniform (Lin
et al., 2024a; Duan et al., 2024a), and the reliability of
the model response depends mainly on a few critical to-
kens (Duan et al., 2024b; Bigelow et al., 2024), so they
only focus on critical tokens when estimating reliability.
However, as shown in Fig. 1(a), although both “Barack
Hussein Obama” and “Abraham Lincoln” could be
correct answers, their maximum probability of the critical



Estimating LLM Uncertainty with Logits

User: Could you give me one name of User: Where will the future evolution of the logit
. . . gits
president? observable universe ultimately lead? Almost never seen Often seen
. o . ﬁcuumuhnon
LLM: Sure, here is a historical American LLM: The universe will eventually go to N
president: ** m kg wialpials uuuuu
Logits
Next token probability distribution: Next token probability distribution: .
The strength of evidence
Barack Hussein Obama 0.377 [——————"—o3 heatdeath 0.828 softmax accumulation is lost during
Abraham Lincoln 0.202 = Heat Death 0.136 normalization
John Fitzgerald Kennedy  0.178 singularity 0.003
George Wa h\ gton 0.178 the heat death 0.000
Entropy: 2.03 Entropy: 0.68

actual is certain, estimated is uncertain
Common Sense Questlon

[....c.cc .- -

Same probability distribution

actual is uncertain, estimated is certain

Unsolved Physics Problem

(a) Current probability-based methods fail in estimating response reliability.

(b) Comparison of logits and probability.

Figure 1. Why probability-based methods fail? Left: A pair of examples on LLaMA-2 shows that probability fails in estimating
reliability. Since LLMs know the names of many presidents, the probability after normalization is very low; whereas for the future of the
universe, since LLMs only know one hypothesis, the probability is very high. The probability-based reliability measure is counterintuitive,
as the answers on common sense questions, where LLMs have rich knowledge, are less reliable than on unsolved physics problems. This
is because probability cannot reflect whether a low probability is due to LLMs knowing multiple correct answers. These two cases are
well characterized in this paper, corresponding to the fourth and second quadrants of Fig. 2(a), respectively. Right: Normalization leads to

the loss of evidence strength information.

token (first token of their names) is only 0.377, which in-
dicates a very high uncertainty. Therefore, to obtain an
LLM uncertainty estimation that is both effective and effi-
cient, a reliable token-level uncertainty estimation method
is urgently required.

In this paper, we find that the reason why the current token
uncertainty estimation fails is that probability no longer
captures the reliability of LLM responses. Specifically,
probability can only reflect the relative strength relation-
ship between different categories from the perspective of a
discriminative model. However, generative LLMs are differ-
ent from traditional discriminative models, and there may
be more than one token that can be the suitable next-token.
Therefore, measuring the probability of a single suitable can-
didate cannot capture the reliability of the model response.
To capture the reliability of generating the next token, we
need to assess whether the model has the knowledge to
generate the next token, which can be referred to as the
model’s inherent uncertainty. In this paper, we reveal that
the strength of evidence accumulation is lost during normal-
ization, leading to the failure of probability-based reliability
estimation. Therefore, we present a new uncertainty esti-
mation framework based on logits named Logits-induced
Token Uncertainty (LogU), which achieves both effective-
ness and efficiency. Specifically, LogU introduces a more
clear token-level uncertainty estimation, decoupling uncer-
tainty into tokens relative aleatoric uncertainty (AU) and
model inherent epistemic uncertainty (EU). As illustrated in
Fig. 2(a), distinct combinations of these two types of uncer-
tainty are treated as separate cases. Compared to probability-
based uncertainty modeling, LogU can not only express
states of “I am sure” and “I do not know”, but it can also

express ‘“Lack knowledge, but I suggest” and “I know more
than one answer”. Moreover, this framework enables the
estimation of real-time reliability of any response without
the need for sampling, ensuring high efficiency. To realize
the LogU framework, we adapt evidence modeling (Sensoy
et al., 2018) in this paper, treating logits as parameters of a
Dirichlet distribution to characterize aleatoric uncertainty
and epistemic uncertainty. Then, we validate the reliability
of the estimated uncertainty by using it to guide downstream
tasks. The main contributions of this paper can be summa-
rized as: (1) We reveal why probability-based strategies
fail and introduce a new framework to estimate the token
uncertainty of LLMs, which shows that the token uncer-
tainty is a promising way to estimate response reliability.
(2) By employing evidential learning to estimate aleatoric
uncertainty and epistemic uncertainty, we provide a viable
implementation of the LogU framework. (3) We demon-
strate two usage cases for the estimated uncertainty, thus
validating its effectiveness and showcasing the significant
potential of LogU.

2. Related Work

Sampling-based uncertainty estimation. These methods
evaluate the randomness in the LLM generation process.
Specifically, they allow LLMs to guess multiple times and
evaluate their consistency. (Cole et al., 2023) introduce rep-
etition and diversity into the measurement of consistency.
(Zhang et al., 2024) introduce a mechanism that perturbs se-
mantically equivalent questions to evaluate the consistency
of LLM responses across variants of the same question.
(Huang et al., 2024a) inject correct and incorrect labels into
the prompt during sampling, and the uncertainty level is
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(b) An example dialogue on LLaMA-2-Chat.

Figure 2. Why LogU works? Left: Illustration of four different scenarios considered in LogU, where the gray bars represent the logits
for predicting the next token, the triangular patterns represent the corresponding Dirichlet distribution, and the table below compares
uncertainty estimation using probability with that using LogU. Right: A case study from a medical QA, where the markings under each
word reflect reliability estimated according to LogU, as well as the values of AU (gray) and EU (blue). I: Both AU and EU are high,
where LLaMA recommends a metal “Chromium” for diabetes patients. II: The total logits are low, but one token’s logit is larger than
the others, indicating that the LLM lacks experience and knowledge but knows what should be the next token, where the LLM repeats the
medicine “Glucomannan’ that has been generated in the previous context. III: The LLM is very confident about the next token, where
it generates the fixed phrase “has been”. IV: The LLM has enough knowledge and knows more than one suitable answer. For example,
the LLM generates “ [ comma]”, which can be replaced by many other suitable words. The dilemma in Fig. 1 is addressed according to

quadrant II and IV.

defined based on whether the LLM’s responses remain con-
sistent across three samplings for each instance. A more
continuous measurement of uncertainty is based on sim-
ilarity. A recent method proposed by (Lin et al., 2024b)
calculates the similarity between multiple responses to in-
directly quantify the dispersion of the model outputs. The
most representative sampling-based method is Semantic En-
tropy (SE) (Kuhn et al., 2024), which improves token-level
measures by clustering sentences into equivalence classes
based on their semantic similarity and computing the en-
tropy over these classes. However, sampling-based methods
can not evaluate the model’s inherent uncertainty and are
costly. Specifically, sampling-based methods only mea-
sure the consistency of multiple guesses but fail to identify
whether the LLM lacks knowledge about the question.

Probability-based uncertainty estimation. Probability-
based uncertainty estimation methods can also be described
as deterministic methods. These methods calculate the con-
fidence (uncertainty) of the model based on the probability
distribution of the prediction (Arora et al., 2021). In addi-
tion to maximum probability, entropy is another common
measure for estimating uncertainty. (Kadavath et al., 2022)
use the probability of the complete sequence to compute
predictive entropy for assessing the sharpness of the out-
put distributions. However, not all tokens in a sentence are
equally critical (Lin et al., 2024a). Recent work by (Duan
et al., 2024a) highlights that not all tokens contribute equally

to the underlying meaning, as linguistic redundancy often
allows a few key tokens to capture the essence of longer
sentences. However, even when focusing only on key to-
kens, these probability-based methods still cannot estimate
the reliability of the answer generated by LLM. As shown
in Fig. 1(a), the key tokens do not yet provide a reliable
estimation of the risk.

3. Logits-induced Token Uncertainty
3.1. Notations

Consider that given a pre-trained LLM noted as
M and its corresponding tokenizer dictionary Y =
{1, 72, .-, 7I¥1}, and |Y| indicates the size of the
vocabulary dictionary.  Specifically, the user inputs
an instruction, then the instruction is transformed into
a prompt by applying a chat template (for exam-
ple, “[INST]Could you give me one name of
president? [\INST]”. The prompt is encoded by the
corresponding tokenizer as a vector g and input into LLM
to perform the next token prediction under certain basic
sampling strategies. The model continuously generates the
next token a; based on the g and tokens that have been gen-
erated a;—1 = ajas - - - a;—1 (for example, a;_; is a gener-
ated token vector can be decoded into “Sure, here is
a historical American president: ") until
they meet the stop rule (for example, meeting [EOS]),
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which can be formulated as:

P(Y|q.ai_1, M) = {p(r"|q.ar—1, M)}V L,
m Y| 1)
:{ exp(M(r"|q,a:-1) }
DSt

S exp(M(rilg, ar

where M (7™|q, a;—1) indicates the predicted logit (score
before softmax layer) of 77*. Then the prediction to-
ken a; (for example, a; can be “Barack”!, “George”
and other tokens) will be sampled for the distribution of
P(Y|q,ai_1, M):

at NP(Y‘q7at—17M)7 (2)

where a; € Y, and the sampling probability satisfies p(a; =
) = p(7™|q, at—1, M) (e.g., the probability of next
token being “Barack” is 0.377 as shown in Fig. 1(a)).

3.2. Failures in Traditional Uncertainty Estimation

Traditional discriminative models typically use probability
to estimate reliability. Probability, in fact, is a normalization
of the strength of evidence for different categories. Due to
the mutually exclusive properties of the different categories,
the relative strength between different categories can accu-
rately indicate the reliability of the prediction. However,
in the case of LLMs, the situation is different. Although
LLM’s next token prediction can still be viewed as a clas-
sification task with |Y'| categories, these categories are no
longer mutually exclusive. Even different tokens that are
mutually exclusive in a conversation may no longer be mu-
tually exclusive in a different context. This is why recent
LLM research suggests shifting from token-to-token train-
ing to a concept-to-concept training paradigm. There may
be more than one suitable next token, so the relative rela-
tionship between different tokens to no longer reflect the
reliability of the response. Therefore, the information of
the strength of the evidence before normalization becomes
important. During the LLM training process, the suitable
token accumulates evidence (logits increase, similar to the
discriminative model (Wei et al., 2022)), specifically, the
higher the strength of the evidence, the more similar scenar-
ios the model has encountered during training.

Consider the two situations shown in Fig. 1(b): (1) left:
LLM has encountered this question 3 times during training,
with answers a, b, and c; (2) right: LLM has encountered
this question 3,000 times during training, and the answers
can be summarized into three situations, a, b, and c.

The accumulation of evidence in these two scenarios is
significantly different, and their reliability is completely

'The names generated here may consist of more than one token;
for instance, generating “Barack” results in the next token being
“Bar”. For ease of understanding, we will directly represent the
next token as the corresponding complete word in this paper.

different. However, after logits are normalized into proba-
bilities, the strength information of the evidence is lost, so
in probability-based uncertainty estimation, these two situa-
tions are considered the same. This is because probability
loses the key information that can indicate the reliability of
the response.

3.3. LogU: Four-quadrant Framework

The reason why probability-based methods fail to identify
reliability is that probability is normalized. After logits
are normalized, only the relative strength between different
answers (should be either “Barack” or “George”) is re-
tained, while the original strength information of the logits
is discarded, which results in the loss of the ability to indi-
cate reliability (distinguish between “I do not know” and “I
know more than one answer”). To address this limitation,
we propose a Logits-induced Token Uncertainty framework
termed LogU. In addition to considering the relative relation-
ships among tokens (AU), LogU also takes into account the
strength of the model’s response (EU). With the information
of EU, “I do not know” and “I know more than one answer”
can be characterized separately. As shown in Fig. 2(a), the
four quadrants of uncertainty are described as:

Quadrant I: high AU, high EU. This quadrant indicates
that the model exhibits a low strength of evidence for all
tokens, potentially due to lack of relevant knowledge. For
example, as shown in Fig. 2(b), the model might recommend
an unfamiliar medication.

Quadrant II: low AU, high EU. In this quadrant, the
model shows a low evidence strength for most tokens but
there is a higher strength for one particular token, indicat-
ing a lack of diversity despite producing a relatively high
probability token. For example, the model repetitively sug-
gests a drug name that was recently mentioned. Failure
of probability-based methods: Probability-based methods
may regard this quadrant as highly reliable. However, it still
involves a certain degree of risk due to the lack of knowl-
edge, and the high probability only indicates the model
recommendation.

Quadrant III: low AU, low EU. Here, the model exhibits
very high strength for one specific token while maintaining
a low strength of evidence for all other tokens. This reflects
a strong certainty about a particular token, such as the fixed
phrase “has been”.

Quadrant I'V: high AU, low EU. This quadrant indicates
that the model assigns a high strength of evidence to multi-
ple tokens. Although none of them achieves a high probabil-
ity, these tokens collectively demonstrate strong evidence.
For example, this situation might arise when predicting
nouns or punctuation marks that can be expressed in mul-
tiple valid ways. Failure of probability-based methods:
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Probability-based methods may interpret this quadrant as
unreliable. However, the model intends to express that there
is more than one suitable candidate for the next token.

3.4. Considering Logits as Evidence

In this subsection, we present a viable implementation of
the LogU framework, specifically by modeling AU and EU
using a Dirichlet distribution. Inspired by Evidential Deep
Learning (Sensoy et al., 2018), we treat logits as evidence
for each token and model them into a Dirichlet distribution.
A naive approach is using the logits of all non-negative val-
ues as evidence, while setting those with negative values
to no evidence by applying the ReLLU activation function.
However, unlike conventional classification networks, the
number of candidates generated by an LLM (that is, tok-
enizer size) is significantly large, with a considerable propor-
tion of tokens having extremely low logits, and these tokens
should be discarded as noise (Tang et al., 2024). Therefore,
this paper focuses on the distribution of main candidates
with high logits. Specifically, we sample the top K tokens
with the largest logits to model a Dirichlet distribution:

K
ak = M(rilg, 1), o= a, 3)
k=1

where 7y, is the token with the k-largest prediction logit, and
«y is the total evidence of the Dirichlet distribution (the sum
of the largest & logits).

Aleatoric (data) uncertainty. To measure the data uncer-
tainty, we evaluate the expected entropy of the data distribu-
tion. Since entropy captures the “peakiness” of the output
distribution, a lower entropy indicates that the model concen-
trates most of the probability mass on a single class, while
a higher entropy characterizes a more uniform distribution,
indicating that the model is undecided about the predic-
tion. For Dirichlet networks, this quantity has a closed-form
solution:

K
AU(a) = =) 2 (o +1) = v(ao+1)). @)
k=1

(=)

where 1) denotes the digamma function, defined as ¥ (x) =
L log'(z).
Epistemic (model) uncertainty. We define the EU by:

K
EU(ar) = K/ ) (ax +1), 5)
k=1

and the underlying intuition is that larger o produces a
sharper density, and thus it indicates increased confidence in
a prediction. For more information on Dirichlet distribution,
please refer to the introduction from (Ulmer et al., 2023).

4. Application I: Dynamic Decoding Strategy
4.1. LogU-guided Decoding

It is necessary to ensure that the generated response to be of
diversity, especially in diversity-driven fields such as LLM-
guided discovery researches (Peng et al., 2024). However,
higher diversity often means that the LLM’s responses are
more prone to hallucinations. For example, during the sam-
pling process, a larger temperature tends to generate more
unreliable responses from the model. Therefore, ensuring
both the diversity and precision of LLM-generated results
is a key challenge.

LogU offers a potential solution to this challenge. In this
subsection, we propose a dynamic decoding strategy that
can adjust its sampling approach according to LogU dur-
ing response generation. The dynamic decoding strategy
ensures diverse answers when the LLM has adequate knowl-
edge (i.e., low model uncertainty), while adopting a more
cautious sampling strategy when the model’s knowledge
is insufficient (i.e., high model uncertainty), thus maintain-
ing both diversity and accuracy in the generated responses.
Specifically, we hope that the sampling diversity and the
LLM’s EU about the next token denoted as EU(a;) are neg-
atively correlated, which means that the higher EU, the less
chance for sampling tokens with lower scores. Taking the
temperature sampling strategy as an example, there is a
smaller temperature when the model has larger EU.

4.2. Experimental Analysis
4.2.1. SETTINGS

In this paper, we use the multi-label evaluation benchmark
SemEval (Mohammad et al., 2018), which is a multi-tag
NLP analysis task on tweet text. We evaluate models of
different sizes, including LLaMA?2 (7B)?, LLaMA2 (13B),
LLaMA3 (3B), LLaMA3 (8B) and LLaMA3 (70B). As
shown in Fig. 3, after providing an answer with the first
class label, LLM dynamically decides whether to give the
second class label based on the uncertainty indicator. We
can evaluate the ability of uncertainty to guide the model in
rejecting incorrect answers (the ability to avoid hallucina-
tions in generating diverse responses).

To evaluate the effectiveness of the dynamic decoding strat-
egy, we verify whether it can enhance diversity while main-
taining accuracy. Specifically, we evaluate whether the
model can select as many correct answers as possible with
the guidance of uncertainty on the multi-label LLM bench-
mark SemEval (Mohammad et al., 2018). As shown in
Fig. 3, for all test samples in the entire data set, when gen-
erating responses, the LLM selects the class with the high-
est output probability or the two tokens with the highest

Zhttps://huggingface.co/meta-llama/
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Table 1. Dynamic Decoding Performance Comparison.

The scores indicate the best performance of the compared methods and

M ,atew, represents the improvement relative to the best of the compared methods.

Method ‘ LLaMA2(7B) LLaMAZ( 13B) LLaMA2(7OB) ‘ LLaMA3 (3B) LLaMA?)(gB) LLaMA3 (70B)
Greedy Search 77.48% 74.19% 69.96% 71.06% 79.10% 77.17%
Top-2 77.32% 73.70% 64.31% 79.35% 91.87% 83.09%
Probability 78.49% 74.19% 69.93% 81.10% 93.07% 83.40%
Entropy 79.32% 74.87% 69.93% 82.33% 94.75% 84.01%
LOgTOkU ‘ 8587% ﬂfﬁ% 8622% ﬂ‘_;g% 7619% ﬂ(,"g% 8392% ﬂl.(,‘% 9755% ﬂ‘g'goo 8911% ﬂ,’,,lﬂ()
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Figure 3. Illustration of experimental setting in Table 1.

probabilities at the critical token (class) position based on
uncertainty. The rule is similar to multiple-choice questions
in exams. For any question, the LLM can decide whether to
answer a second class. If it answers, there are two possibili-
ties: (1) the second class is correct, the LLM will get one
more point for its diversity; (2) the second class is incorrect,
which may result in losing the points earned from the first
correct answer. In other words, the LLM needs to estimate
its own confidence and balance the trade-off between the
penalty (hallucination) and award (diversity).

Compared methods. We introduce two baseline decoding
strategies and two dynamic decoding strategies based on
probability and entropy, including: e Greedy Search: the
LLM sacrifices diversity and selects only one class for all
samples with the highest probability. e Top-2: the LLM
seeks diversity and selects two classes for all samples with
the highest probability and the second highest probability. e
Probability: the LLM dynamically chooses to select either
one class or two classes for different samples, with the
maximum probability as the indicator. The LLM selects
one class when the maximum probability is low and two
classes when the maximum probability is high. e Entropy:
This is also a dynamic strategy with entropy as an indicator.
The LLM selects one class when the entropy is low and two

Figure 4. A close-up observation explains why LogU achieves the
best performance. All samples are sorted by reliability from high
to low. The “performance” is the accumulated score (i.e., the
number of accumulated correct responses minus the number of
accumulated incorrect responses). A trend of increasing and then
decreasing represents a good reliability indicator, where the answer
becomes more likely to be wrong as reliability decreases.

classes when the entropy is high. e LogU: This is also a
dynamic strategy, with the indicator being EU(a; ), as shown
in Sec. 4. The LLM selects one class when EU is high and
two classes when EU is low.

4.2.2. RESULTS ANALYSES

We show the normalized performance of different methods
in various LLM sizes (higher is better), as shown in Table 1.
We can find that using LogU achieves the best performance,
with a significant improvement in the overall score of the
model, with an improvement of more than 10% on LLaMA2-
13B.

As shown in Fig. 3, when the model chooses to generate
more than one answer, the score obtained may either in-
crease (award of correct response) or decrease (penalty of
error response), and a trustworthy response reliability indi-
cator should have the ability to identify the error responses.
Therefore, we estimate the accumulated score curve as LLM
answers more and more questions with diverse answers.
Specifically, we arrange all samples in ascending order of
estimated uncertainty of all methods, then the samples with
uncertainty lower than threshold will answer more than
one answer, which the others just answer the choice with
the highest prediction probability. Ideally, the accumulated
score change should follow a trend that first increases and
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Table 2. Response Reliability Estimation Performance Comparison.

The auroc% scores indicate the performance of the relationship

between the estimated reliability and response correctness (BLEURT> 0.5) on Truthful QA benchmark of the compared methods, O(1)
indicates the complexity in terms of response sampling (be free of multiple sampling or not), and 1}, ..o, indicates the improvement

relative to the best performance of all compared methods.

Method ‘ O ( ].) ‘ LLaMA2(7B> LLaMAZ( 13B) LLaMA2(7OB) ‘ LLaMA3<3B) LLaMA3(gB) LLaMA3 (70B)
Probability v 61.39% 68.38% 66.38% 66.71% 64.78% 61.15%
Entropy v 64.30% 72.53% 69.06% 68.64% 66.50% 63.96%
LN-E (Malinin & Gales, 2021) X 41.15% 44.07% 43.03% 44.60% 44.95% 47.74%
SE (Kuhn et al., 2024) X 49.20% 53.71% 49.47% 57.25% 53.98% 62.91%
DSE (Kuhn et al., 2024) X 49.36% 53.97% 49.76% 57.78% 54.56% 62.85%
LeS (Lin et al., 2024b) X 55.92% 56.83% 57.09% 60.90% 58.85% 60.76%
Average - 48.91% 52.15% 49.84% 55.13% 53.09% 58.57%
LOgU ‘ v ‘ 7178(70 7.5% 7978% ﬂ7,3% 7183% ﬂgg‘/; 7103% ﬂz;% 7363% ﬂ7_1% 6967% 'ﬂ{;j%
then decreases, which implies that samples with lower un- K -lowest reliability values:
certainty are more likely to gain additional score when chal- 1
lenged to give more diverse responses. As the uncertainty Rresponse = Ve Z R(at), (6)
increases, the probability of giving the response to be er- teTk

ror also increases. The results are shown in Fig. 4, and
it can be observed that the uncertainty indicated by LogU
consistently satisfies the expectation. However, traditional
probability-based uncertainty estimation methods show a
decrease trend when the estimated reliability is high, indi-
cating that these methods fail to estimate the risk of giving
more diverse responses. We highlight the best performance
points in terms of accumulated score for different meth-
ods, and it can be observed that our method significantly
outperforms the comparison methods.

5. Application II: Reliability Estimation
5.1. LogU-guided Response Uncertainty Estimation

Another benefit that LogU brings is the estimation of the
reliability of the response. In traditional probability-based
token uncertainty estimation, a large number of uncritical
tokens exhibit high uncertainty, making it difficult to map to-
ken uncertainty to sentence uncertainty. This issue requires
manually applying weights to different tokens to overcome
the problem caused by uncritical tokens being estimated
with high uncertainty. LogU naturally overcomes this prob-
lem. As shown in the case study in Fig. 2(b), for uncritical
tokens such as commas, the probability-based method la-
bels them as unreliable tokens due to their low predictive
probability (high entropy). In contrast, LogU accurately
classifies them into the fourth quadrant, marking them as “I
know more than one answer”. Therefore, LogU can more
easily use token uncertainty to represent the uncertainty of
sentences. Inspired by (Duan et al., 2024a), we use the
most uncertain tokens in a sentence to represent the overall
reliability of the sentence. The response reliability can be
represented as the averaged reliability on tokens with the

where Rresponse indicates the reliability of the response and
R(a:) represents the reliability of token a;, and T repre-
sents the set of K tokens with the lowest reliability values

(rel(ay)).

Following the uncertainty combination of AU and EU in dis-
criminative models (Abdar et al., 2021), in the experiments,
we simply represent the reliability of the token as:
R ! 7

(@) = AT EU(ay)’ M
which indicates that the reliability of the token is low when
both the estimated AU and EU are high. In this paper, we
simply identify the response reliability in QA task according
to the scenarios classified in Fig. 2(a): (1) high AU, high
EU: LLM lacks knowledge of the question and has no idea
of a suggested answer (unreliable); (2) low AU, high EU:
The LLM lacks knowledge of the question, but it knows
what should be an appropriate answer (reliable); (3) low AU,
low EU: LLM knows precisely what is the most appropriate
answer (reliable); (4) high AU, low EU: LLM has encoun-
tered many similar samples during training and knows more
than one suitable response (reliable).

5.2. Experimental Analysis
5.2.1. SETTINGS

To validate whether the estimated response reliability is
trustworthy, we evaluate it on the Truthful QA benchmark
dataset (Lin et al., 2021). Following standard settings, we
consider responses with BLEURT > 0.5 as correct an-
swers, and use the estimated reliability as the score for
the responses to calculate the AUROC. A higher AUROC
indicates that responses estimated with lower reliability
are more likely to be incorrect. We compare LogU with
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probability-based strategy, entropy-based strategy and re-
cent sampling-based uncertainty estimation methods, in-
cluding: LN-Entropy (LN-E) (Malinin & Gales, 2021),
Semantic Entropy (SE) (Kuhn et al., 2024), D-Semantic
Entropy (DSE) (Kuhn et al., 2024), Lexical Similarity
(LeS) (Lin et al., 2024b). Specifically, the token relia-
bility based on probability is represented as: R(a;) =
log (p(at|g, ar—1, M)), and the token reliability based on
entropy is represented as: R(a;) = ﬁ, where H(a;)
indicates the entropy of prediction distribution of a;.

5.2.2. RESULTS ANALYSES

Table 2 shows the AUROC performance of different es-
timation methods in the Truthful QA benchmark, with a
higher value indicating a more reliable response reliability
estimation. The results show that LogU achieves the best
performance in models of various sizes, suggesting that
LogU provides a better estimation of the response reliability.
Furthermore, we find that sampling methods do not perform
well on this task, and similar observations have been re-
ported in (Xiong et al., 2024). To illustrate the performance
gap between sampling-based methods and LogU, we cal-
culate the average performance of current sampling-based
methods termed “Average”. One potential reason is because
sampling-based methods cannot capture the situation in the
Quadrant I'V and thus fail to measure models’ inherent un-
certainty. For more experimental results, please refer to the
appendix.

6. Theoretical Analysis

Different correct answers are competitor. For any
LLM trained with cross-entropy loss, different correct an-
swers are competitors in terms of probability *. Con-
tinuing with the example of proposing a president, sup-
pose 7% (“Barack”) is the label of a sample whose
q is “[INST]Could you give me one name of
president? [\INST]” and a generated token vec-
tor a;_1 can be decoded into “Sure, here is a
historical American president:*=*", the loss
of the next token at this position during supervised fine-
tuning can be written as:

exp(M(7%q,ai-1))

L™ = —log
SV exp(M(r™|q, ar—1))

) ®)

where L™ is the loss on the sample with the next token
label 7¢. Consider cases where multiple distinct answers to
the same question appear in the training set, the situation
becomes different. For example, 70 (“George”) is the label
in another sample with the same question. When the model

3The “same question” refers to questions that are semantically
equivalent but do not need to be identical.

is simultaneously fine-tuned on both samples, the gradient
update for the model will be:

V(L™ + LTb) = VML + VMLT”

=~ M i QT,,VMQT

(€)) maximizing the probability of annotated answer

_ya VMQT - yb Q-,-a VMQT 9)

QT”

(2) minimizing the probability of the other annotated answer
Y|

- [QL V"

1 m
" VMQZ )
m#a,b b

(3) minimizing the probability of incorrect answers

exp(M(7%|q,a+-1))

S exp(M(r|ga0-1))
the next token label of a training sample with ground-truth
label 7%, that is, we have yg”' = 1 and ygb = 0. In par-
ticular, when M is in a certain state during training, we
have Q7" = Q7" and we make distinctions to facilitate the
reader’s understanding here. As we can see, for scenarios
with multiple answers, the training objective can be divided
into three parts: (1) For each sample, increase the probabil-
ity of its own annotation in the output distribution. (2) For
each sample, decrease the probability of another sample’s
annotation in the output distribution. Note: This part leads
to the issue where probability cannot anymore capture the
reliability of LLM responses, as different correct answers
tend to reduce the probability of other correct answers, mak-
ing low probabilities cannot indicates low reliability. (3) For
both samples, decrease the probability of other outputs not
present in the annotations in the output distribution.

sa e
where Q7 = and y; indicates

7. Conclusion

In this paper, we find that the main reason for the failure of
probability-based methods in estimating LLM’s uncertainty
is that the information regarding evidence strength is lost
during the normalization process, making probability cannot
accurately reflect reliability. Therefore, we propose Log-
TokU to model the evidence for generating the next token
in LLMs, a real-time token uncertainty estimation frame-
work. We use LogTokU to guide two downstream tasks
of LLMs, dynamic decoding and response reliability esti-
mation, achieving significant performance improvements.
These downstream tasks demonstrate the simplicity, effec-
tiveness, and immense potential of LogTokU.

Impact Statement

This paper presents work whose goal is to advance the field
of Machine Learning. There are many potential societal
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consequences of our work, none which we feel must be
specifically highlighted here.

References

Abdar, M., Pourpanah, F., Hussain, S., Rezazadegan, D.,
Liu, L., Ghavamzadeh, M., Fieguth, P., Cao, X., Khos-
ravi, A., Acharya, U. R., et al. A review of uncertainty
quantification in deep learning: Techniques, applications
and challenges. Information fusion, 76:243-297, 2021.

Arora, U., Huang, W., and He, H. Types of out-of-
distribution texts and how to detect them. In Proceedings
of the 2021 Conference on Empirical Methods in Natural
Language Processing, pp. 10687-10701, 2021.

Banerjee, S., Agarwal, A., and Singla, S. Llms will always
hallucinate, and we need to live with this. arXiv preprint
arXiv:2409.05746, 2024.

Bigelow, E., Holtzman, A., Tanaka, H., and Ullman, T.
Forking paths in neural text generation. arXiv preprint
arXiv:2412.07961, 2024.

Cole, J. R., Zhang, M. J. Q., Gillick, D., Eisenschlos, J. M.,
Dhingra, B., and Eisenstein, J. Selectively answering

ambiguous questions, 2023. URL https://arxiv.

org/abs/2305.14613.

Dahl, M., Magesh, V., Suzgun, M., and Ho, D. E. Large
legal fictions: Profiling legal hallucinations in large lan-
guage models. Journal of Legal Analysis, 16(1):64-93,
2024.

Duan, J., Cheng, H., Wang, S., Zavalny, A., Wang, C., Xu,
R., Kailkhura, B., and Xu, K. Shifting attention to rele-
vance: Towards the predictive uncertainty quantification
of free-form large language models. In Proceedings of
the 62nd Annual Meeting of the Association for Compu-
tational Linguistics (Volume 1: Long Papers), pp. 5050—
5063, 2024a.

Duan, J., Zhang, R., Diffenderfer, J., Kailkhura, B., Sun,
L., Stengel-Eskin, E., Bansal, M., Chen, T., and Xu, K.
Gtbench: Uncovering the strategic reasoning limitations

of llms via game-theoretic evaluations. arXiv preprint
arXiv:2402.12348, 2024b.

Fadeeva, E., Rubashevskii, A., Shelmanov, A., Petrakov,
S., Li, H., Mubarak, H., Tsymbalov, E., Kuzmin, G.,
Panchenko, A., Baldwin, T., et al. Fact-checking the out-
put of large language models via token-level uncertainty
quantification. arXiv preprint arXiv:2403.04696, 2024.

Gupta, N., Narasimhan, H., Jitkrittum, W., Rawat, A. S.,
Menon, A. K., and Kumar, S. Language model cascades:
Token-level uncertainty and beyond. arXiv preprint
arXiv:2404.10136, 2024.

Huang, H.-Y., Wu, Z., Yang, Y., Zhang, J., and Wu, Y. Unc-
ttp: A method for classifying llm uncertainty to improve
in-context example selection, 2024a. URL https://
arxiv.org/abs/2408.09172.

Huang, H.-Y,, Yang, Y., Zhang, Z., Lee, S., and Wu, Y. A
survey of uncertainty estimation in llms: Theory meets
practice. arXiv preprint arXiv:2410.15326, 2024b.

Huang, L., Yu, W., Ma, W., Zhong, W., Feng, Z., Wang, H.,
Chen, Q., Peng, W., Feng, X., Qin, B., et al. A survey
on hallucination in large language models: Principles,

taxonomy, challenges, and open questions. arXiv preprint
arXiv:2311.05232, 2023.

Ji,Z., Yu, T., Xu, Y., Lee, N., Ishii, E., and Fung, P. Towards
mitigating 1lm hallucination via self reflection. In Find-
ings of the Association for Computational Linguistics:
EMNLP 2023, pp. 1827-1843, 2023.

Kadavath, S., Conerly, T., Askell, A., Henighan, T., Drain,
D., Perez, E., Schiefer, N., Hatfield-Dodds, Z., DasSarma,
N., Tran-Johnson, E., et al. Language models (mostly)
know what they know. arXiv preprint arXiv:2207.05221,
2022.

Kuhn, L., Gal, Y., and Farquhar, S. Semantic uncertainty:
Linguistic invariances for uncertainty estimation in natu-
ral language generation. Nature, 2024.

Lin, S., Hilton, J., and Evans, O. Truthfulga: Measuring
how models mimic human falsehoods. arXiv preprint
arXiv:2109.07958, 2021.

Lin, Z., Liang, T., Xu, J., Wang, X., Luo, R., Shi, C., Li, S.,
Yang, Y., and Tu, Z. Critical tokens matter: Token-level
contrastive estimation enhence 1lm’s reasoning capability.
arXiv preprint arXiv:2411.19943, 2024a.

Lin, Z., Trivedi, S., and Sun, J. Generating with confidence:
Uncertainty quantification for black-box large language
models, 2024b. URL https://arxiv.org/abs/
2305.19187.

Liu, F, Liu, Y., Shi, L., Huang, H., Wang, R., Yang, Z.,
Zhang, L., Li, Z., and Ma, Y. Exploring and evaluating
hallucinations in llm-powered code generation. arXiv
preprint arXiv:2404.00971, 2024.

Malinin, A. and Gales, M. Uncertainty estimation in autore-
gressive structured prediction. In International Confer-
ence on Learning Representations, 2021. URL https:
//openreview.net/forum?id=jN5y-zb5Q7m.

Mohammad, S., Bravo-Marquez, F., Salameh, M., and Kir-
itchenko, S. SemEval-2018 task 1: Affect in tweets. In
Apidianaki, M., Mohammad, S. M., May, J., Shutova,
E., Bethard, S., and Carpuat, M. (eds.), Proceedings of


https://arxiv.org/abs/2305.14613
https://arxiv.org/abs/2305.14613
https://arxiv.org/abs/2408.09172
https://arxiv.org/abs/2408.09172
https://arxiv.org/abs/2305.19187
https://arxiv.org/abs/2305.19187
https://openreview.net/forum?id=jN5y-zb5Q7m
https://openreview.net/forum?id=jN5y-zb5Q7m

Estimating LLM Uncertainty with Logits

the 12th International Workshop on Semantic Evaluation,
pp- 1-17, New Orleans, Louisiana, June 2018. Associa-
tion for Computational Linguistics. doi: 10.18653/v1/
S18-1001. URL https://aclanthology.org/
S18-1001/.

Peng, D., Zheng, L., Liu, D., Han, C., Wang, X., Yang, Y.,
Song, L., Zhao, M., Wei, Y., Li, J., et al. Large-language
models facilitate discovery of the molecular signatures

regulating sleep and activity. Nature Communications,
15(1):3685, 2024.

Perkovic¢, G., Drobnjak, A., and Boticki, I. Hallucinations in
Ilms: Understanding and addressing challenges. In 2024
47th MIPRO ICT and Electronics Convention (MIPRO),
pp. 2084-2088. IEEE, 2024.

Sensoy, M., Kaplan, L., and Kandemir, M. Evidential deep
learning to quantify classification uncertainty. Advances
in neural information processing systems, 31, 2018.

Shah, S. V. Accuracy, consistency, and hallucination of large
language models when analyzing unstructured clinical
notes in electronic medical records. JAMA Network Open,
7(8):€2425953-e2425953, 2024.

Tang, C., Liu, J., Xu, H., and Huang, L. Top-no: Not all
logits are you need. arXiv preprint arXiv:2411.07641,
2024.

Ulmer, D., Hardmeier, C., and Frellsen, J. Prior and
posterior networks: A survey on evidential deep learn-
ing methods for uncertainty estimation, 2023. URL
https://arxiv.org/abs/2110.03051.

Wei, H., Xie, R., Cheng, H., Feng, L., An, B., and Lij,
Y. Mitigating neural network overconfidence with logit
normalization. In International conference on machine
learning, pp. 23631-23644. PMLR, 2022.

Xiao, Y. and Wang, W. Y. On hallucination and predic-
tive uncertainty in conditional language generation, 2021.
URL https://arxiv.org/abs/2103.15025.

Xiong, M., Santilli, A., Kirchhof, M., Golinski, A., and
Williamson, S. Efficient and effective uncertainty quan-
tification for LLMs. In Neurips Safe Generative Al

Workshop 2024, 2024. URL https://openreview.

net/forum?id=QKRLH57ATT.

Yoffe, L., Amayuelas, A., and Wang, W. Y. Debunc: miti-
gating hallucinations in large language model agent com-
munication with uncertainty estimations. arXiv preprint
arXiv:2407.06426, 2024.

Zhang, J., Li, Z., Das, K., Malin, B. A., and Kumar,
S. Sac3: Reliable hallucination detection in black-box

10

language models via semantic-aware cross-check con-
sistency, 2024. URL https://arxiv.org/abs/
2311.01740.

Zhang, T., Qiu, L., Guo, Q., Deng, C., Zhang, Y., Zhang, Z.,
Zhou, C., Wang, X., and Fu, L. Enhancing uncertainty-
based hallucination detection with stronger focus. arXiv
preprint arXiv:2311.13230, 2023.

Zhou, L., Schellaert, W., Martinez-Plumed, F., Moros-Daval,
Y., Ferri, C., and Herndndez-Orallo, J. Larger and more
instructable language models become less reliable. Na-
ture, pp. 1-8, 2024.


https://aclanthology.org/S18-1001/
https://aclanthology.org/S18-1001/
https://arxiv.org/abs/2110.03051
https://arxiv.org/abs/2103.15025
https://openreview.net/forum?id=QKRLH57ATT
https://openreview.net/forum?id=QKRLH57ATT
https://arxiv.org/abs/2311.01740
https://arxiv.org/abs/2311.01740

