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An information-theoretic framework for constructing data

injection attacks on process systems, from the attacker’s

standpoint, is studied. The attack construction aims to

distract the stationary distributions of the process vari-

ables and stay stealthy, simultaneously. The problem is for-

mulated as designing a multivariate Gaussian distribution

to maximize the Kullback-Leibler divergence between the

stationary distributions of states and state estimates un-

der attacks and without attacks, while minimizing that be-

tween the distributions of sensor measurements. When

the attacker has limited access to sensors, sparse attacks

are proposed by incorporating a sparsity constraint on the

attack. We conduct a theoretical analysis on the convexity

of the attack construction problem and present a greedy
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algorithm, which allows for a systematic quantification of

measurements’ vulnerability of process systems. We nu-

merically evaluate the performance of proposed construc-

tions on a two-reactor process.

KEYWORDS

Data injection attacks, information-theoretic measures,

cyber security, vulnerability

INTRODUCTION

In modern chemical processes, computational and physical components are tightly inte-

grated, which turns traditional chemical processes into cyber physical systems (CPSs).1 The

integration paves theway for new technologies fromartificial intelligence, andmore broadly,

data-driven methods. A representative example of such tightly integrated systems is the

supervisory control and data acquisition (SCADA) system that monitors, controls and man-

ages critical infrastructure.2 However, these advances and potentials are harnessed at the

expense of emerging challenges.3 Cyberattacks are one of the major challenges due to

the data acquisition and transfer across control networks, communication channels, and

embedded computations. Such malicious attacks disrupt, manipulate, and exploit the in-

teractions between physical processes and computational control systems. As chemical

processes are highly susceptible to cyberattacks from various entry points,4 cyberattacks

in chemical processes, such as data injection attacks (DIAs), replay attacks, denial of ser-

vice (DoS), Man-in-the-Middle (MitM), and others, have been investigated in both research

and public sectors.5,6 In the context of chemical processes as nonlinear systems,7,8 typi-

cally controlled with multivariate MPC,9 issues such as attack detection10 and the impact

of cyberattacks on specific applications have been studied in a few recent works.11,12
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A major security concern that needs to be addressed is DIAs,13 which, however, have

received limited attention in the literature of process systems engineering. Chemical pro-

cesses are sensitive to DIAs, as the dynamics rely heavily on data availability for control

systems, where feedback control plays a critical role in exploiting the real-time data and op-

timizing the system behavior. Data-driven control methods, which have received increasing

attention in recent literature,14 further intensifies the reliance on data integrity and urges

systematic studies on DIAs on such systems.

DIAs are such attacks that affect feedback control and alter the system behavior by

compromising the measurements in acquisition and communication without triggering de-

tection mechanisms.15 More directly, DIAs can also introduce disturbances into the states

of the process, which drastically impacts the efficiency, safety, and product quality. This

kind of attacks does not entail physical damages to the system, which is much less costly for

the attacker. Consequently, it has become one of the most major cyberattacks to CPSs.16

The research on cyberattacks in control frameworks mainly focuses on the analysis, de-

tection, and resilience to failures. The first work in this scope was by Mo & Sinopoli,17

where the authors analyzed the effects of such attacks on control systems and provided

a necessary and sufficient condition under which the attacks could destabilize the system,

while successfully bypassing a large set of possible failure detectors. In Pasqualetti et al.,18

notions of detectability and identifiability of an attack in control systems are introduced, as

well as the corresponding dynamical detection and identification procedures based on tools

from geometric control theory. In an extended work of Pasqualetti et al.,19 the centralized

and distributed attack detection and identification monitors are proposed. In these works,

the dynamics of the system is described as a linear state-space model. Based on the same

formula, DIAs to the load of a controlled energy system against stability are formulated

and analyzed.20 Based on the notions proposed in the above works, controllability and ob-

servability in control theory can be used for the investigation of security in the systems,

and they ultimately lead to security-aware system design criteria. For chemical processes,
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the work by Durand7 developed a framework to guide the process design to be cyberat-

tack resilient. In the work by Rangan et al.,8 cyberattack detection strategies for nonlinear

systems under particular control strategy are discussed with a designed detection criteria.

The scope of the framework is restricted to specific control laws, MPC, and residual-based

detection methods.21,22 Seeking a more generic approach, Wu et al.9 proposed a neural

network based detectionmethod, which, however, requires a significant amount of labeled

training data and seemingly lacks the generalizability to novel attacks. In addition, neural

network models tend to be vulnerable to adversarial attacks, where maliciously crafted

inputs can mislead the predictions.23

Apart from DIAs targeting at sensors, cyberattacks on actuators manipulate the control

inputs transmitted across control channels, which yield input attacks. In the work of Bai et

al.,24 the proposed n-stealthy attacks tamper with the control inputs in stochastic control

systems to maximize the estimation error of the Kalman filter, which gives an achievable

bound and a closed-form expression of the attacks. The concept of n-stealthiness means

that no detector, with a certain bounded probability of detection, can obtain a probabil-

ity of false alarm that exponentially converges to zero at a rate greater than n . The work

was extended later to quantify the estimation error and characterize the limitations of the

stealthiness of an input attack.25 The attack strategies rely heavily on the assumption

of right-invertible systems, and for systems that are not right-invertible, only suboptimal

strategies and looser bounds are provided.

We remark that the above-mentioned works are on stochastic systems. In this setting,

information theory offers quantitative measures of the information in the data,26 and thus

excels in establishing an universal framework to fundamentally characterize the effects of

DIAs.27 Studies on information-theoretic DIAs were presented in the previous works by

the first author27,28 on smart grids, where the attack detection is formulated as the like-

lihood ratio test29 or alternatively machine learning techniques.30 Apart from attack con-

structions, information-theoretic measures also serve as fundamental metrics in assessing
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sensor vulnerabilities.31

This paper studies the modelling and analysis of DIAs against the sensor measurements

that aim to perturb the distributions of states as well as the state estimates by a state

observer under regulating control, while staying stealthy. In addition, we aim to characterize

the fundamental limits of the threats and the vulnerabilities of the sensor measurements.

Here, considering the stationary distributions of process variables, the DIAs are cast in

an information-theoretic framework,26 where the aims of the attacks are two-folded: (1)

the maximum deviation of the stationary distribution under attacks from the stationary

distribution without attacks, and (2) the minimum probability of attack detection. With

such aims, the attack construction is formulated in a general setting, followedwith a sparsity

constraint on the numbers of sensor measurements under attacks, yielding :-sparse attacks.

The main contributions of this paper follow:

1. An information-theoretic framework for DIAs is proposed on control systems. The cost

of the attacks is firstly formulated in terms of the information-theoretic description of

the disruption and detection as a two objective optimization problem. Specifically, the

Kullback-Leibler (KL) divergence between the stationary distributions with attacks and

without attacks captures the attack disruption; and the KL divergence between the

normal-operation sensor measurements and the attacked measurements captures the

attack detection. A weighting parameter is adopted for the trade-off between the attack

disruption and detection, allowing the attacker to construct attacks with customized af-

fordable probability of detection.

2. In a general attack setting, we first consider the case where the attacker has access to all

the measurements in the system, which yields full attacks. The corresponding convexity

analysis are carried out and an explicit solution is characterized.

3. Then, a sparsity constraint is considered where the attacker has limited access to the

measurements, which yields :-sparse attacks. We tackle such a combinatorial problem

by incorporating one-at-a-time additional measurement that yields a sequential sensor
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selection problem. In the single attack case where the attacker can only attack one mea-

surement, the strategy is to characterize the optimal attack for all the measurements

individually and to identify the one with the best performance from the attacker’s stand-

point. The convexity of the resulting optimization problem is analyzed, and the strat-

egy obtained from optimal single measurement attack is distilled to propose a heuristic

greedy algorithm for :-sparse attacks.

4. Based on sparse attack constructions in control systems, we propose a vulnerabilitymet-

ric of themeasurements. Themetric assesses the achievableattackdisruption and attack

detection for each measurement, as well as for each unit in a chemical process by allow-

ing attacks on all the measurements in the unit. Illustrative examples in a two-reactor

system are presented numerically.

The rest of the paper is organized as follows. In the next section, we introduce DIAs

on control systems with linearized dynamics, followed with a section where information-

theoretic attacks are formulated. Full attack constructions and :-sparse attacks are intro-

duced in the sections after the attack formulation section, respectively. We evaluate the

performance of the proposed attack constructions numerically in a separate section and

close the paper with conclusions in the last section.

Notation: The set of positive real numbers is denoted by R+. The set of =-dimensional

vectors is denoted by R=. The elementary vector e8 ∈ R
= is a vector of zeros except for

a one in the 8-th entry. The set of < × =-dimensional matrices is denoted by R<×=. A real

matrix A with dimension < × = is denoted by A ∈ R<×=. The set of positive semidefinite

matrices of size = is denoted by S=
+. The cardinality of a setA is denoted by |A|0. We also

denote positive semidefinite matrix A as A � 0 and positive definite matrix A as A ≻ 0.

The =-dimensional identity matrix is denoted as I=. The determinant of a square matrix A

is denoted by |A|, the trace of the matrix is denoted by tr(A) and the 8-th eigenvalue of

the matrix is denoted by _8 (A). Given a vector - ∈ R= and a matrix � ∈ S=
+ , we denote

by N(-,�) the multivariate Gaussian distribution with mean - and covariance matrix �.
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The Kullback-Leibler (KL) divergence from distribution % to & is denoted by � (%‖&). We

denote the Kronecker product of x and y as x ⊗ y and the vectorization of a matrix A as

vec(A).

SYSTEMMODEL

Dynamical Model and Attack

In this paper, we consider a discrete-time linear system with noise. A more general frame-

work for nonlinear systems is more challenging, as we shall see, due to the involvement of

stationary distributions that are usually non-Gaussian. Although chemical processes are in

principle nonlinear, we restrict to linear systems as approximations near steady states in

the current paper. The system is represented as:

x(C + 1) =Ax(C) + Bu(C) + v3 (C),

y(C + 1) =Cx(C) + v= (C),

(1)

where the vector x(C) ∈ R= is the states of the control system at time C; the vector u(C) ∈ R<

is the control inputs at time C; the vector of output measurements at time C is denoted by

y(C) ∈ R<; the matrices A ∈ R=×=, B ∈ R=×< and C ∈ R<×= are the transition matrix, input

matrix and measurement matrix, respectively. In this paper, we consider the system to

be observable and controllable, that is, both the observability matrix O =



C

CA

...

CA=−1



and

controllability matrix C =
[
B,AB,A2B, ...,A=−1B

]
are of rank =. The output measurements

y are corrupted by additive white Gaussian noise introduced in sensing. Such a noise is

modelled by the vector v= ∈ R
< in (1), such that v= ∼ N (0,�nn). and the disturbance to

the state of the system is modelled as v3 ∼ N (0,�dd), where 0 is a zero mean vector; �nn
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and �dd are the covariance matrices of the system noise and disturbance, respectively, and

it holds that �nn ∈ S
<
+ and �dd ∈ S

<
+ .

Consider a state observer x̂(C + 1) = Ax̂(C) + Bu(C) + L(y(C) − Cx̂(C)), specified by the

observer gain L ∈ R=×< , where x̂(C) is the state estimates at time C and a feedback control

law u(C) = Kx̂(C) is applied. From (1), the states and the estimates satisfy

x(C + 1) =Ax(C) + BKx̂(C) + v3 (C),

x̂(C + 1) =LCx(C) + (A − LC + BK)x̂(C) + Lv= (C).

(2)

In DIAs, the attacker compromises the sensor measurement y in (1) by a malicious attack

vector a ∈ R< such that a has a distribution∼ %a.
13 The injected attack vector a results in an

additional term in the state observer and leads to derivations in both the dynamics of states

and state estimates in (2). In the following, %a is assumed to be a multivariate Gaussian

distribution, i.e., a ∼ N (-0,�aa), where -0 ∈ R
< and �aa ∈ S

<
+ are the mean vector and

the covariance matrix of the attacks. Consequently, the resulting measurements denoted

by y0 ∈ R
< are

y0 = Cx + v= + a. (3)

The stationary distribution of the system is a multivariate Gaussian one with a zero mean

vector and a covariance matrix �xx: x ∼ N (0,�xx), where �xx ∈ S
=
+. Hence, the vector of

measurements y in (1) follows a multivariate Gaussian distribution with a zero mean vector

and covariance matrix �yy such that

y ∼ N (0,�yy), with �yy
Δ
= C�xxC

T + �nn. (4)

Whereas, from (3), the vector of compromised measurements is

y0 ∼ N (-0,�y0y0), with �y0y0

Δ
= C�xxC

T + �nn + �aa. (5)
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The additive DIAs on the measurements y leads to an additive covariancematrix �aa to the

covariance matrix of the measurements without attacks, that is, �y0y0 = �yy +�aa. Next we

analyze how the attack vector amisleads the state estimator and causes the derivations in

both the dynamics of states and state estimates in (2). We denote the states under attacks

by x0 ∈ R
= and the corresponding estimates x̂0 ∈ R

=. Let /0
Δ
=


x0

x̂0


be their joint vector.

From (1), (2), and (3), the dynamics of the states and the corresponding estimates under

attacks are as follows:

/0 (C + 1) =


A BK

LC A − LC + BK


/0 (C) +


v3 (C)

L(v= (C) + a(C))


. (6)

We denote the covariance matrix of /0 at the stationary distribution by �/0/0
∈ R2=. Then,

it holds that

�/0/ 0
=


A BK

LC A − LC + BK


�/ 0/0


A BK

LC A − LC + BK



T

+


�dd 0

0 L(�nn + �aa)L
T


, (7)

where 0 here denotes the zero matrix with an appropriate dimension. Let /
Δ
=


x

x̂


be the

vector of the states and state estimates without attacks, and denote its stationary covari-

ance matrix by �// . Thus, it follows that

�// =


A BK

LC A − LC + BK


�//


A BK

LC A − LC + BK



T

+


�dd 0

0 L�nnL
T


. (8)

From the comparison between (7) and (8), DIAs on control systems explicitly introduce

the covariance matrix �aa into the dynamics and the difference between the covariance
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matrices

�/0/ 0
− �// =


A BK

LC A − LC + BK


(�/0/0

− �// )


A BK

LC A − LC + BK



T

+


0 0

0 L�aaL
T


.

This causes the covariance matrices �x0x0 and �x̂0x̂0 of the stationary distribution under

attacks to deviate from the corresponding distribution without attacks. From a stealthy

attacker’s point-of-view, the attack also needs to avoid being detected. Hence, the attack

detection mechanism needs to be accounted for when designing the attacks.

Attack Detection

We suppose that the system operator should have security strategies in place, prior to

performing state estimation. Attack detection is cast as a hypothesis testing problem given

by a null hypothesisH0 and the alternative hypothesisH1:

H0 : There is no attack; (9a)

H1 : Sensor measurements are compromised. (9b)

At time C, the detector acquires a vector of measurements denoted by ȳ(C) and decides

whether this vector is obtained from the system without attacks in (1) or under attacks

in (3). Given the Gaussianity in the stationary distribution, the hypothesis test is done in

terms of the probability density functions of the state variables, the system noise, and the

attack on the measurements. Hence, the hypotheses in (9) become

H0 : ȳ ∼ %y, (10a)

H1 : ȳ ∼ %y0 . (10b)
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An attack detection procedure ) takes the measurements ȳ and determines if the measure-

ments are under attacks, that is, ) : R< → {0, 1}. Let ) (ȳ) = 0 denote the case where the

attack detection decides on H0 upon the measurements ȳ; and ) (ȳ) = 1 decides on H1.

The performance of an attack detection is assessed in terms of the Type-I error, denoted

by U
Δ
= % [) (ȳ) = 1] when ȳ ∼ %y; and the Type-II error, denoted by V

Δ
= % [) (ȳ) = 0] when

ȳ ∼ %y0 . Given the requirement that the Type-I error satisfies U ≤ U′, with U′ ∈ [0, 1], the

likelihood ratio test (LRT) is optimal in the sense that it induces the smallest Type-II error

V.29 In this setting, the LRT is given by

) (ȳ) =



1, if !(ȳ) ≥ g,

0 else.

(11)

with !(ȳ) the likelihood ratio:

!(ȳ) =
5y0 (ȳ)

5y(ȳ)
, (12)

where the functions 5y0 and 5y are the probability density function (PDF) of y0 in (5) and

the PDF of y in (4), and g ∈ R+ in (11) is the decision threshold. The attack detection

and the deviation caused on the covariance matrices �x̂x̂ and �xx are the two objectives

both for the detector and for the attacker. We emphasize that the LRT is an optimal attack

detection method in the sense that among all the detection methods with the same Type-

I error, LRT achieves the smallest Type-II error. Even though, in this paper, we study the

DIAs construction from attacker’s standpoint, an optimal attack detectionmethod provides

the best achievable probability of detection for the system operator and also evaluates the

stealthiness of the attack construction.
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INFORMATION-THEORETIC ATTACKS

Information-Theoretic Measure

In the previous section, as an additive attack vector to measurements y, the attack vector

a leads to a deviation in the covariance matrix of stationary distribution %/ . We study DIAs

from the attacker’s standpoint in this paper. The rationale is that the attack strategies pro-

vide the insights on the system vulnerabilities and foundations for the potential protection

mechanism. The aims of the attacker are two-fold: (1) disrupting the stationary distribution

%/ , and (2) staying stealthy.

Consequently, to develop a universal framework for DIAs, an information-theoretic cri-

terion is adopted. Specifically, to quantity the derivation caused by the attacks, the attacker

maximizes the Kullback-Leibler (KL) divergence between the stationary distributions of the

states and the state estimates under attacks and without attacks.26 That is, � (%/0
‖%/ ),

where %/0
and %/ are the probability distributions of /0 and / , respectively. The KL diver-

gence from %/0
to %/ is defined as:26

� (%/0
‖%/ )

Δ
= EG∼%/ 0

[
log

%/0
(G)

%/ (G)

]
. (13)

On the other hand, we adopt the approach in Ye et al.27 to promote the stealth of the

attacks by minimizing � (%y0 ‖%y), where %y0 and %y are given in (5) and (4), respectively.

DIAs are therefore constructed as a probability distribution %a, which is the solution to the

following optimization problem:

min
a∼%a

− � (%/0
| |%/ ) + _� (%y0 ‖%y), (14)

where the domain of %a is the set of Gaussian distributionswith dimension<; theweighting

parameter _ > 0 determines a tradeoff between the following two attack objectives: (1)



Ye & Tang 13

the attack disruption � (%/0
‖%/ ), and (2) attack detection � (%y0 ‖%y). Note that larger

values of � (%/0
‖%/ ) indicates that the distribution of steady state and the corresponding

estimates under attacks deviates more from the distribution without attacks. The attacker

aims to obtain large value of � (%/0
‖%/ ) while maintain a small � (%y0 ‖%y) to reduce the

probability of detection.

Attack Constructions

Suppose that the attacker seeks for a Gaussian distributed attack a ∼ N (-0,�aa). The

optimization problem in (14) boils down to the following attack construction problem:

min
�aa∈S

<
+ , -0∈R

<

− � (%/0
| |%/ ) + _� (%y0 ‖%y),

s.t.Υaa =

∞∑
==0


A BK

LC A − LC + BK



= 
0

L


�aa[0 LT]

©«


A BK

LC A − LC + BK



Tª®®®¬

=

,

�y0y0 − �yy = �aa,

(15)

where Υaa
Δ
= �/0/0

− �// and the constraints are on the covariance matrices of the prob-

ability distributions %/0
, %/ , %y0 , and %y, which come from (4), (5), (7) and (8). The infinite

sum arises from the explicit solution of the discrete-time algebraic Lyapunov equation (7)

and (8). By elementary operations, the KL divergence between two multivariate Gaussian

distributions y0 ∼ N (-0,�y0y0 ) and y ∼ N (0,�yy) can be expressed as

� (%y0 ‖%y) =
1

2

(
log
|�yy |

|�y0y0 |
− < + tr

(
�
−1
yy�y0y0

)
+ tr

(
�
−1
yy -0-

T

0

))
, (16)

and similarly

� (%/0
‖%/ ) =

1

2

(
log
|�// |

|�/ 0/0
|
− 2= + tr

(
�
−1

//
�/ 0/0

)
+ tr

(
�
−1

//
-/ 0

-T

/0

))
, (17)
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Therefore, the optimal attack construction can be characterized by the following proposi-

tion.

Proposition 1 The multivariate Gaussian attack construction a ∼ N (-0,�aa) that jointly max-

imizes the disruption captured by � (%/0
‖%/ ) and minimizes the probability of detection char-

acterized by � (%y0 ‖%y) in (14) is given by

min
�aa∈S

<
+ , -0∈R

<

_
(
tr (M1�aa) + tr

(
M1-0-

T

0

)
− log |I< +M1�aa |

)
− tr (M2�aa) − tr

(
M2-0-

T

0

)

+ log |I< +M2�aa |

(18)

with 0 being a zero matrix with dimension = by = and the matricesM1 andM2 defined as follows

M1

Δ
= �

−1
yy and

M2

Δ
= [0 L]

∞∑
==0

©
«


A BK

LC A − LC + BK



Tª®®®
¬

=

�
−1

//


A BK

LC A − LC + BK



= 
0

L


.

(19)

Proof Let -/0
be themean vector of /0. Substitute the explicit expression of KL divergence

for multivariate Gaussian distributions in (16) into (15). It follows that the optimization

problem in (15) is as follows:

min
�aa∈S

<
+ , -0∈R

<

−
1

2

(
log

|�// |

|�// +Υaa |
− 2= + tr

(
�
−1

//
(�// +Υaa)

)
+ tr

(
�
−1

//
-/0

-T

/0

))

+ _
1

2

(
log

|�yy |

|�yy + �aa |
− < + tr

(
�
−1
yy (�yy + �aa)

)
+ tr

(
�
−1
yy -0-

T

0

))

s.t. Υaa =

∞∑
==0


A BK

LC A − LC + BK



= 
0

L


�aa[0 LT]

©
«


A BK

LC A − LC + BK



Tª®®®
¬

=

.

(20)
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From (6), at steady state, the mean vector is -/ 0
=

©
«
I2= −


A BK

LC A − LC + BK


ª®®
¬

−1 
0

L-0


.

From the trace operation, it follows that

tr
(
�
−1

//
-/ 0

-T

/0

)
=tr

©«
�
−1

//

∞∑
==0


A BK

LC A − LC + BK



= 
0

L-0


[0 -T

0 L
T]

©
«

A BK

LC A − LC + BK



=ª®®
¬

Tª®®®¬
.

=tr
©
«
[0 LT]

∞∑
==0

©«

A BK

LC A − LC + BK



=ª®®¬

T

�
−1

//


A BK

LC A − LC + BK



= 
0

L


-0-

T

0

ª®®®
¬
.

(21)

Hence, tr

(
�
−1

//
-/ 0

-T

/0

)
= tr

(
M2-0-

T
0

)
. Similarly, the term tr

(
�
−1

//
(�// +Υaa)

)
= 2= +

tr
(
�
−1

//
Υaa

)
= 2=+tr (M2�aa) and log|I2=+�

−1

//
Υaa | = log|I<+M2�aa |. The proof is completed

by removing constant terms and a common factor.

In the attack construction, we assume that the attacker knows the system model, the

second-order moments of the sensor measurements, and the joint vector of states and

state estimates, i.e., �yy and �// . Thus, the attacker seeks to optimize both the mean vec-

tor and the covariance matrix in (18). From a practical point of view, making the system

models and the historical data available to the attacker poses a security threat, and in fact,

due to practical and operational constraints, it is more reasonable to assume that the at-

tacker has limited knowledge of the system. However, it is generally difficult to model how

much the attacker may know about the system. Hence, as a conservative approach, we

assume that the attacker has full knowledge on the system model and the second-order

moments. In the next section, we assume the attacker has full access to the measurements

of the system, which yields a full attack. This setting serves as amost conservative approach

for the system operators to study possible effects of DIAs. Following with full attack, we

restrict the access to the measurements for the attacker but still assume full knowledge

of the model and the second-order moments, which poses a sparsity constraint on attack
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constructions and yields sparse attack.

FULL ATTACK

In this section, we consider the attack construction where the attacker has access to all the

sensor measurements on the system, which yields a full attack. In other words, there is no

sparsity constraints on -0 ∈ R
< and �aa ∈ S

<
+ . In this setting, the attack construction is to

solve the optimization problem in (18) as discussed in the last section. First, note that R<

and S<
+ are both convex sets. For the mean vector, the following proposition characterizes

the condition for the convexity of the cost function with respective to -0 and gives an

expression of the optimal solution.

Proposition 2 Suppose that

_�−1yy ≻ M2, (22)

whereM2 and �yy are as in (19) and (4), respectively. Then, the cost function in (18) is convex

in -0 and the optimal solution for -0 is

-∗0 = 0. (23)

Proof From (18), by removing the constants, the attack construction a ∼ N (-0,�aa) with

respect to -0 is equivalent to

min
-0∈R

<
_tr

(
�
−1
yy -0-

T

0

)
− tr

(
M2-0-

T

0

)
. (24)

Considering the property of the trace operation tr
(
�
−1
yy -0-

T
0

)
= -T

0 �
−1
yy -0, theminimization
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problem in (24) is equivalent to

min
-0∈R

<
-T

0

(
_�−1yy −M2

)
-0 . (25)

The proof is completed by noting that the assumption in (22) implies the positive definite-

ness of the matrix in (25).

The optimal solution for -0 = 0 is naturally expected, i.e., the optimal attack must be cen-

tered. In this case, � (%y0 ‖%y) measures the distance from the distribution %y0 to %y. Given

that the mean vector of %y is a zero vector as in (4), the optimal mean vector of %y0 to

minimize � (%y0 ‖%y) needs to be a zero vector as well. However, the attacker also consid-

ers the attack effect on the stationary distributions � (%/0
‖%/ ) with a weighting param-

eter _. The terms tr
(
�
−1
yy -0-

T
0

)
and tr

(
M2-0-

T
0

)
in (24) are associated with � (%y0 ‖%y)

and � (%/0
‖%/ ), respectively. The assumption in (22) implies a lower bound of _ to over-

come the non-convexity introduced by the −� (%/0
‖%/ ) term and make the cost function

in (25) convex in -0. Hence, the weighting parameter _ that governs the tradeoff between

� (%y0 ‖%y) and � (%/0
‖%/ ) is constrained by a lower bound, which means that the attacker

needs to consider attack detection to a certain minimum extent. It is worth noting that the

assumption is associated with the system model, covariance matrix of the measurements,

the observer gain and the covariance of the dynamics of the states and estimates in the

system.

We now proceed with the optimization with respect to the covariance matrix �aa in (18).

From Proposition 1 and Proposition 2, the attack construction a ∼ N (0,�aa) is cast as:

min
�aa∈S

<
+

_ (tr (M1�aa) − log |I< +M1�aa |) − tr (M2�aa) + log |I< +M2�aa | (26)

We examine the first-derivative and the Hessian of 5 (�aa) in (26). Given the symmetry
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properties of �aa and the matrix differential,32 after elementary operations, we find

35 (�aa)

3�aa

= �aa(M2 − _M1)�aa +M
−1
1
M2�aa − _�aaM1M

−1
2
, (27)

and after the vectorization of �aa, the Hessian is then given as follows:

m 5 2(�aa)

mvec(�aa)mvec(�aa)T
= 2�aa⊗(M2−_M1)+I<⊗(M2M

−1
1
+M−1

1
M2)−_(M1M

−1
2
+M−1

2
M1)⊗I< .

(28)

To establish the convexity of the cost function and the corresponding optimal solution for

the minimization problem in (26), we propose the following theorem. The rationale of this

theorem is that the first-order derivative in (27) gives the stationary point and a positive

definite Hessian matrix in (28) can guarantee the convexity of the cost function. Hence,

the attacker can construct the optimal attack accordingly.

Theorem 1 Suppose that (i) all eigenvalues of (M−1
1
M2)

T − _M1M
−1
2

are positive, (ii) all eigen-

values ofM2 − _M1 are negative, and furthermore (iii) _ satisfies the following condition

_ <
_min (2�aa ⊗M2)

_max

(
2�aa ⊗M1 + (M1M

−1
2
+M−1

2
M1) ⊗ I<

) , (29)

where �aa is as follows:

vec(�−1aa ) = − ((Q + P
T) ⊗ I + I ⊗ (PT +Q))−1vec(S + ST), (30)

with S
Δ
= M2 − _M1, P

Δ
= M−1

1
M2, and Q

Δ
= −_M1M

−1
2
. Then, �aa is unique and optimal.

Proof Symmetrizing (27) yields �aa(S + S
T)�aa + �aa(Q +P

T) + (P +QT)�aa = 0. Under the

given conditions −(PT +Q) is Hurwitz and S+ST ≺ 0. Hence, there exists a unique positive
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definite solution - such that

−(Q + PT)- − - (P + QT) =S + ST. (31)

The existence and uniqueness are guaranteed by the properties of continuous-time alge-

braic Lyapunov equations.32 The solution, given on the right-hand-side of (30), is a sta-

tionary point. The convexity is guaranteed if and only if the Hessian in (28) is positive

semidefinite in the domain, for which a sufficient condition is given in (29). The proof is

completed.

Theorem 1 provides the analytical solution for the full attack constructions and the condi-

tions to guarantee the uniqueness and optimality of the solution. Note thatwithout convex-

ity, a stationary point is not an optimal solution to the attack construction. The optimality

only holds when the condition in (29) is satisfied, and hence attacker has to choose _ care-

fully such that the condition is satisfied to get an optimal attack. Apart from the upper

bound of _ discussed in this Theorem, the attacker needs to consider the lower bound of

_ as in (22) in Proposition 2. Both the upper and lower bounds are associated with system

model and second-order moments of process variables. In fact, there exist cases that the

attacker can not find a feasible _ satisfying both the conditions. Consequently, it is not

guaranteed that such an optimal full attack always exists.

The attack constructions in (30) and (23) yield an attack vector where all the entries of

the attack realizations are allowed to be nonzero, which means that the attack implemen-

tation requires full access to all the measurements y of the systems. In practice, DIAs may

intrude only a subset of the sensing infrastructures due the vulnerabilities existing in a local

data acquisition mechanism. For that reason, studying full attacks only provides a baseline

for DIAs on control systems. It is the study of sparse attacks that restrict the attacker’s

access to a limited amount of measurements that is of particular interest.



20 Ye & Tang

SPARSE ATTACK

In this section, we study sparse attacks where the attacker seeks for the attacks over a

subset of measurements on the system, i.e., we pose a :-sparsity constraint on attack vec-

tor. Specifically, we set the feasible domain in (15) as the set of a <-dimensional Gaussian

distributions that put nonzero masses on : < < entries on the attack vector a, which yields

a :-sparse attack. The :-sparse constraint is formulated as |supp(a) |0 = : , where supp(a)

denotes the support of the vector a, that is, supp(a) = {8 : a8 ≠ 0} and |A|0 denotes the

cardinality of the setA. Followed the conclusion in Proposition 2, we assume _M−1
2
≻ �yy

and obtain a zero vector as the optimal mean vector for the :-sparse attack construction.

Therein, attacker only needs to consider the sparsity constraint on the covariance matrix

of the attack vector �aa, which now translates into a constraint on the number of nonzero

entries in the diagonal of �aa. Hence, the feasible domain of �aa becomes:

S:
Δ
=

{
W ∈ S<

+ : |supp(diag(W)) |0 = :
}
, (32)

where diag(W) denotes the vector formed by the diagonal entries ofW. More specifically,

the set in (32) denotes a set of positive semidefinite matrices with only : nonzero entries

in the diagonal. Then, the :-sparse attack construction is cast as

min
�aa∈S:

_ (tr (M1�aa) − log |I +M1�aa |) − tr (M2�aa) + log |I< +M2�aa | , (33)

where the new feasible domain S: is as in (32). The feasible domain S: naturally leads

to a combinatorial nature of the problem, where : measurements are selected from the

complete set of the measurements in the system and the corresponding variance are de-

termined. Therefore, a recursive or separable substructure that simplifies the search for

the optimal solution is essential to this problem. In this paper, we tackle the combinatorial
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nature of this problem by breaking down the measurement selection problem at a one-at-

a-time fashion. This leads to single measurement attacks in a sequential process. In the

single measurement attack case, the attack construction boils down to assessing the op-

timal attack for each measurement and comparing the attack performance among all the

measurements.

Optimal Single Measurement Attacks

In the single measurement attack construction, the domain in (32) is narrowed down to the

set of matrices where only one nonzero entry is contained in the diagonal and all the other

entries are zeros, which we denote by S1. Hence, the minimization problem in (33) is cast

as follows:

min
�aa∈S1

_ (tr (M1�aa) − log |I +M2�aa |) − tr (M2�aa) + log |I< +M2�aa | . (34)

The following theorem provides a condition on _ to guarantee the existence of an optimal

solution, as well as the explicit form of the solution.

Theorem 2 Let 8 ∈ {1, 2, ..., <} be the index of the attacked sensor such that eT

8
�aae8 = E > 0,

namely, the variance of the single measurement attack is positive. Denote matricesM1 andM2

as in (19). Suppose that the weighting parameter _ satisfies

eT

8
M2e8

eT

8
M1e8

< _ <
(eT

8
M2e8)

2

(eT

8
M1e8)2

. (35)

Then, the optimal solution to the single measurement attack problem in (34) uniquely exists, and



22 Ye & Tang

is specified by

E∗8 =
(eT

8
M2e8)

2 − _(eT

8
M1e8)

2

(_eT

8
M1e8 − e

T

8
M2e8)e

T

8
M1e8e

T

8
M2e8

, (36a)

8∗ =min
8

_
(
tr

(
M1E

∗
8 e8e

T

8

)
− log

���I +M1E
∗
8 e8e

T

8

���) − tr (
M2E

∗
8 e8e

T

8

)
+ log

���I< +M2E
∗
8 e8e

T

8

��� . (36b)

Proof Note that �aa = Ee8e
T

8
. The single measurement attack in (34) is equivalent to

min
8

min
E∈R+

_eT

8 M1e8E − _log(1 + e
T

8 M1e8E) − e
T

8 M2e8E + log(1 + e
T

8 M2e8E). (37)

The resulting single measurement attack can then be solved as an inner minimization and

an outerminimization problem. For a specificmeasurement 8, the innerminimizer is actually

the optimal attack variance E to this measurement. After getting all the optimal variances

for all 8 ∈ {1, 2, ..., <}, the optimal single measurement attack is obtained by comparing the

performance of each measurement in terms of the cost function, which is characterized by

the outer minimization. Since the derivative of the cost function in the inner minimizer

E is quadratic, the conditions such that cost function is convex in E and the solution E is

positive real are given by



(_eT

8
M1e8 − e

T

8
M2e8)(e

T

8
M1e8)(e

T

8
M2e8) > 0,

E =
(eT

8
M2e8)

2−_(eT
8
M1e8)

2

(_(eT
8
M1e8)−e

T

8
M2e8)(e

T

8
M1e8)(e

T

8
M2e8)

> 0.

(38)

These result in the condition in (35) and the optimal inner minimizer in (36). The outer

minimizer is then obtained by evaluating the optimal attack on each measurement 8. This

completes the proof.
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:-sparse Attacks

The attack construction in the previous section provides the optimal solution to the single

measurement attack. To circumvent the combinatorial nature of seeking : measurements

simultaneously, we propose a greedy construction that sequentially selects one-at-a-time

measurement at each step.

We assume that the entries of the attack vector are independent, i.e., %a =
∏:

8=1 %a8 ,

where, all %a8 , 8 ∈ {1, 2, . . . , :}, are Gaussian with zero mean and variance E8. As a result, the

set of covariance matrices given by (33), with : < <, is narrowed down to the set

S̄:
Δ
=

⋃
K

{
S∈S<

+ : S=
∑
8∈K

E8e8e
T

8 with E8 ∈R+

}
, (39)

where |K |0 = : . The optimization problem in (26) boils down to the following problem:

min
�aa∈S̄:

5 (�aa), (40)

for which we sequentially update the index of one more nonzero entry and the correspond-

ing value in the diagonal of �aa, which corresponds to a new selected sensor measurement

to attack. Specifically, given the sparsity constraint in (39), the construction is completed

through : steps. At each step, a new index of the measurement is added toA. At step 8, let

�8 ∈ S
<
+ be the covariance matrix of the vector attack under construction, and A8 be the

set of indices corresponding to the entries of the vector diag(�8) that are nonzero. That is,

A8 = { 9 ∈ {1, 2, . . . , <} : e
T

9 �8e 9 > 0}. (41)

Therefore, A8 ⊆ {1, 2, . . . , <} and has a cardinality of 8 and A1 ⊂ A2 ⊂ . . . ⊂ A: ⊂
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{1, 2, . . . , <}. Hence, the selection procedure can be written as

�8 = �8−1 + Ee 9e
T

9 , A8 = A8−1 ∪ { 9}, (42)

where E ∈ R+ is the value of the new nonzero entry, which is the optimal variance to attack

the measurement 9 , 9 ∈ A2
8−1

is the identified measurement at step 8, and A2 denotes the

complement set of A, that is, A2
= A \ {1, 2, . . . , <}.

Determining both 9 ∈ Ac

8−1
and E ∈ R+ at step 8 as described in (42) is based on the

solution to the following optimization problem:

min
( 9 ,E)∈Ac

8−1
×R+

5 (�8−1 + Ee 9e
T

9 ). (43)

We now propose the following lemma to enable the selection of both 9 ∈ Ac

8−1
and E > 0

at step 8 based on a simpler but equivalent optimization problem to (43).

Lemma 1 Let �1 ∈ S
<
+ and �2 ∈ S

<
+ be two matrices that satisfy �2 = �1 + �, with � ∈ R<×<.

Then, the cost function 5 defined in (43) satisfies that

5 (�2) − 5 (�1) = 6(�), (44)

where

6(�)
Δ
=_

(
tr (M1�) − log

��I + (M−1
1
+ �1)

−1
�

��) − tr (M2�) + log
��I + (M−1

2
+ �1)

−1
�

�� , (45)

withM1 andM2 defined in (19).

Proof The conclusion is obtained via elementary calculation.

The above proposed lemma sheds light on a simpler optimization problem than (43). The

arguments in (43) are 9 and E, which translate into � in (44). At the proposed sequential
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process, at each step, the attacker minimize the additional cost to attack one more mea-

surement, that is, 5 (�2) − 5 (�1). From this lemma, minimizing additional cost is equivalent

to minimizing 6(�) in (45) for a � ∈ R<×< of the form � = Ee 9e
T

9 . Hence, at each step 8, the

attacker needs to solve the following minimization problem:

min
( 9 ,E)∈Ac

8−1
×R+

6(Ee 9e
T

9 )

= min
( 9 ,E)∈Ac

8−1
×R+

_
(
tr

(
M1Ee 9e

T

9

)
− log

���I + (M−11 + �1)
−1Ee 9e

T

9

���) − tr (
M2Ee 9e

T

9

)

+ log
���I + (M−12 + �1)

−1Ee 9e
T

9

��� ,
(46)

The minimization problem at step 8 is essentially determining which measurement to com-

promise and the corresponding attack variance, which is equivalent to

min
9∈Ac

8−1

min
E∈R+

_
(
EeT

9 M1e 9 − log(1 + Ee
T

9 (M
−1
1
+ �1)

−1e 9 )
)
− EeT

9 M2e 9

+ log(1 + EeT

9 (M
−1
2
+ �1)

−1e 9 ).

(47)

In other words, at step 8, for each measurement 9 ∈ A2
8
, the attacker seeks for the optimal

attack variance E by the inner minimization, and then determines the best measurement to

attack by comparing the performance of each measurement with their own optimal attack

variance obtained in inner minimization. This strategy is inherited from the single measure-

ment attacks case.

It can be shown that the first-order derivative of the cost function in (47) with respect

to E is quadratic multiplied by a strictly positive factor. For a measurement 9 , we need to

make assumptions on the weighting parameter _ to obtain the optimal solution of E. In this

setting, the conditions on the weighting parameter is not uniform in 9 . In fact, for each

measurement 9 , the conditions on _ depends on eT

9 M1e 9 , e
T

9 (M
−1
1
+ �1)

−1e 9 , e
T

9 M2e 9 and
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eT

9 (M
−1
2
+ �1)

−1e 9 . Let us denote

0 9
Δ
= eT

9 M1e 9 , 1 9
Δ
= eT

9 M2e 9 , 2 9
Δ
= eT

9 (M
−1
1
+ �1)

−1e 9 , and 3 9
Δ
= eT

9 (M
−1
2
+ �1)

−1e 9 . (48a)

After elementary operations, to evaluate given the first-order derivative of the cost function

in (47), we find that the convexity with respect to E ∈ R+ holds if and only if _ satisfies the

following inequalities, for all 9 ∈ A2
8−1

:




(1) _0 9 − 1 9 > 0,

(2) ((_0 9 − 1 9 )(2 9 + 3 9 ) + 2 93 9 (1 − _))
2 − 42 93 9 (_0 9 − 1 9 )(3 9 − _2 9) > 0,

(3) (1 9 − _0 9 )(2 9 + 3 9 ) + 2 93 9 (_ − 1)

+
√
((_0 9 − 1 9 )(2 9 + 3 9 ) + 2 93 9 (1 − _))2 − 42 93 9 (_0 9 − 1 9 )(3 9 − _2 9) > 0.

(49)

With the condition in (49), the optimal attack variance to measurement 9 is denoted by

E∗9 =
(1 9 − _0 9 )(2 9 + 3 9 ) + 2 93 9 (_ − 1)

22 93 9 (_0 9 − 1 9 )

+

√(
(_0 9 − 1 9)(2 9 + 3 9 ) + 2 93 9 (1 − _)

)2
− 42 93 9 (_0 9 − 1 9 )(3 9 − _2 9 )

22 93 9 (_0 9 − 1 9 )
.

(50)

We remark that the optimal attack variance for the measurement 9 actually only depends

on the weighting parameter _ in (49), since 0 9 , 1 9 , 2 9 , 3 9 are constants. The weighting pa-

rameter _ determines the convexity and optimality for the attack variance.

Theorem 3 Let : satisfy 0 < : < <, 8 satisfy 0 < 8 < : , and
(
9★, E★

)
∈ Ac

8−1
×R+ be the solution

to the optimization problem in (43) at step 8. Let 0 9 , 1 9 , 2 9 , 3 9 be as defined in (48). Assume that

the weighting parameter satisfies (49) for all 9 ∈ A2
8
. Then, at step 8 in the sequential process,
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the optimal measurement to attack is

9∗ = argmin
9∈A2

8−1

5 (�8−1 + E
∗
9e 9e

T

9 ) (51)

where the optimal attack variance for all 9 ∈ A2
8−1

is given by (50).

Proof The proof is followed by the previous discussion.

Based on the sequential process and Theorem 3, the proposed :-sparse attack construc-

tion is described in Algorithm 1.

Algorithm 1 :-sparse attack construction

Input: System model (A,B,C); observer gaim L; controller gain K; system noise �nn; dis-
turbance �dd; sparsity constraint : .

Output: �aa ∈ S̄:
1 InitializeA0 ← ∅, �0 ← 0

for 8 = 1 to : do
2 for 9 ∈ Ac

8−1
do

3 Compute the optimal E 9 as in (50);
Compute the cost function 5 when attacking measurement 9 with attack variance
E 9 defined in (43).

4 end
5 Compute 9★ in (51)

SetA 9 ← A8−1 ∪ { 9
★}

Set �8 ←
∑

9∈A 9
E 9e 9e

T

9

6 end
7 �aa ← �: ;

NUMERICAL CASE STUDY AND VULNERABILITY ANALYSIS

In this section, we present the simulation results on a chemical process consisting of two

continuously stirred tank reactors (CSTRs) in series. The reactant A is fed into the reactors

9 ∈ {1, 2}, with inlet concentrations �� 90, inlet temperature )90, and flow rate � 90. The

heating jacket is installed around reactor 9 with a manipulable heating / cooling rate & 9 .
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The dynamics of this two-CSTR-in-series process is described as follows:33

3��1

3C
=
�10

+!1

(��10 −��1) − :04
−�
')1�2

�1, (52a)

3)1

3C
=
�10

+!1

()10 − )1) −
Δ�

d!�?

:04
−�
')1�2

�1 +
&1

d!�?+!1

, (52b)

3��2

3C
=
�20

+!2

��20 +
�10

+!2

��1 −
�10 + �20

+!2

��2 − :04
−�
')2�2

�2, (52c)

3)2

3C
=
�20

+!2

)20 +
�10

+!2

)1 −
�10 + �20

+!2

)2 −
Δ�

d!�?

:04
−�
')2�2

�2 +
&2

d!�?+!2

, (52d)

where �� 9 , +! 9
, and )9 are the concentrations in reactor 9 , volumes of the reacting liquid,

temperature in the first and the second reactor, respectively. Consequently, the states of

the chemical process is x
Δ
= (��1 − ��1B , )1 − )1B, ��2 − ��2B, )2 − )2B)

T, where �� 9B and )9 B

are the stationary concentration and temperature in reactor 9 , respectively. The control

inputs are designed as the inlet concentration of the species and the heat rate supplied by

the heating jacket, that is, u
Δ
= (��10 − ��1B , &1 − &1B, ��20 − ��2B , &2 − &2B)

T, where �� 9B

and & 9 B are the feed concentrations and heat rates at the steady state. We use the lin-

earized dynamics of this two-CSTR-in-series process with corresponding parameters listed

in the following table, and adopt the LQR and Kalman filter for its optimal control and state

observation, respectively.

Table 1 - Parameters of the two-CSTR-in-series.

)10 = 300K )20 = 300K

�10 = 5m3/h �20 = 5m3/h

+!1 = 1m3 +!2 = 1m3

)1B = 401.9K )2B = 401.9K

��1B = 1.954 kmol/m3 ��2B = 1.954 kmol/m3

��10B = 4 × 103mol/m3 ��20B = 4 × 103mol/m3

&1B = 0.0 kJ/h &2B = 0.0 kJ/h

:0 = 8.46 × 106m3/kmol/h Δ� = −1.15 × 104 kJ/kmol

�? = 0.231 kJ/kg/K ' = 8.314 kJ/kmol/K

d! = 1 × 103 kg/m3 � = 5 × 104 kJ/kmol
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Performance of Single Measurement Attacks

Fig. 1 depicts the performance of single measurement attacks in terms of the weighting

parameter _. We exam the performance regarding the attack disruption to the distribu-

tions of steady state and attack detection. In general, a larger _ yields a smaller � (%y0 ‖%y),

which implies smaller probability of attack detection and a smaller � (%/a
‖%/ ), namely less

deviation to the distribution of steady state without attacks. To evaluate the attack results

on state estimates, we also provide the KL divergence between the distributions of state

estimates with attacks and without attacks, i.e., � (%x̂0 ‖%x̂).

Particularly, Fig. 1a depicts the performance of single measurement attacks in terms of

the tradeoff between KL divergence of (x, x̂) distributions and KL divergence of the mea-

surement distributions, where the attack is only allowed to attack one measurement on

the system. Note that the disruption and stealthiness are captured by � (%/a
‖%/ ) and

� (%y0 ‖%y), respectively. As expected, for all measurements, the � (%y0 ‖%y) decreases

monotonically when the weighting parameter _ increases while −� (%/a
‖%/ ) increases

monotonically.

In Fig. 1b, we depict the KL divergence between the distributions of the states and state

estimates under attacks and without attacks, and the probability of detection in terms of

different choice of _. The probability of detection results in this section are obtained by av-

eraging 2× 104 realizations of the measurements. For different measurements, 9 = 1, 2, 3, 4,

the conditions on the weighting parameters _ are different as in (35), where the inequality

depends on the parameters 0 9 , 1 9 , 2 9 , and 3 9 , i.e., on the measurement itself. It is observed

that increasing the value of _ to 18 yields a small probability of detection. Actually, the

probability of detection monotonically decreases until _ approaches its supremum. With

increasing _, the term −� (%/a
‖%/ ) increases monotonically, which in turn indicates that

the KL divergence between the distributions of (x, x̂) under attacks and without attacks

decreases. This is expected since when the attacker is more conservative in probability of

detection, i.e., decides to give smaller thresholds to the probability of detection, the devia-
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tions that the attack can introduce reduces.

In Fig. 1c, we specifically present the KL divergence between the distributions of the

state estimates x̂ under attacks and without attacks. From a practical point of view, the

attacker can be interested to see the steady-state estimates before and after attacks, i.e.,

x̂0 and x̂, as this is a direct metric of the effect of the attacks. When _ increases, both

� (%x̂0 ‖%x̂) and the probability of detection decrease. This indicates that from the attack

detection perspective, the attacker benefits from increasing _ at the cost of reducing the

deviation of the stationary distribution. We also observed that both the decrease shrink

with larger _, which means that the effect of changing _ becomes smaller when _ is large.

As we can see, there is a significant decrease on � (%x̂0 ‖%x̂) and probability of detection in

when _ increases from 6 to 7. However, when _ is larger than 11, the decrease of � (%x̂0 ‖%x̂)

is almost neglectable, while the attacker still obtains a considerably stable decrease on the

resulting probability of detection.

To illustrate the stationary distributions of the chemical process, we depict the distri-

butions of the concentration and temperature in tank 1 and tank 2, respectively, when

attacking the first measurement with _ = 8. Fig. 2a and Fig. 2b depict the difference of

these stationary distributions with attacks and without attacks in tank 1, and Fig. 2c and

Fig. 2d depict for tank 2. As shown in the figures, both the distribution of concentration

and temperature significantly differ.

[Figure 1 about here.]

[Figure 2 about here.]

Performance of :-sparse Attacks

We emphasize that in the sequential process, the effect of attacking one measurement at

each step is consistent with the performance analysis of single measurement attacks in the

previous section. We still obtain the same effect of _ and how _ affects the deviations

and the probability of detection. In this section, we evaluate the performance of :-sparse
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attacks with a focus on assessing the effect of the sparsity constraint : . Intuitively, a large

: indicates a more powerful attacker.

Fig. 3 depicts the performance of the :-sparse attacks for different : . Fig. 3a shows the

performance of the :-sparse attack construction in Algorithm 1 in terms of the tradeoff

between the KL divergence of steady state and KL divergence of the measurements, i.e.,

� (%/a
‖%/ ) and � (%y0 ‖%y). Note that in :-sparse attack construction, when : > 1, the

Pareto curve is obtained by considering the feasible _ for all measurement 9 = 1, 2, 3, 4.

In general, larger : yields a lower Pareto curve, which is expected as the ability to attack

moremeasurements yields better performance in attack constructions overall. As expected,

larger values of the parameter _ yield smaller values of KL divergence � (%/a
‖%/ ), i.e., the

probability of detection is prioritized in the construction over the disruption for : = 1, 2, 3, 4.

Moreover, with same � (%/a
‖%/ ), smaller values of : yield smaller disruption captured by

� (%/a
‖%/ ). This coincides with the intuition that with the same probability of detection,

the ability to compromise more measurements facilitates the disruption on the stationary

distribution. In Fig. 3b, the performance of the :-sparse attack is evaluated in terms of

the disruption � (%/a
‖%/ ) and the probability of detection for different : . As expected,

larger values of the parameter _ yield smaller probability of detection while increasing the

KL divergence between the stationary distributions under attacks and without attacks. We

note that the probability of attack detection increases approximately linearly with respect

to : . Simultaneously in this range of : , −� (%/a
‖%/ ) decreases approximately linear with

respect to : . It is worth noting that the probability of false alarm maintains a relatively

stable value for all : .

Similarly as in the case of single measurement attacks, we illustrate the stationary dis-

tributions of the variables in tank 1 and tank 2, respectively. Fig. 4a and Fig. 4b depict the

stationary distributions with attacks in comparison to the distributions without attacks in

tank 1. Fig. 4c and Fig. 4d depict the stationary distributions with attacks in comparison

to the distributions without attacks in tank 2. As shown in the figures, in both tanks, all
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the distributions of variables with attacks differ significantly from the their distributions

without attacks.

[Figure 3 about here.]

[Figure 4 about here.]

Discussion on Vulnerability

In single measurement attacks, it is interesting to observe that in Fig. 1a, attacking differ-

ent measurements resulting in Pareto curves that do not intersect with each other. This

observation leads to the insight that some measurements are more vulnerable to DIAs. Par-

ticularly, in Fig. 1a, the Pareto curves of attacking measurement 1 and 2, namely ��1 and

)1, are lower than the ones corresponding to attacking measurements 3 and 4, namely ��2

and )2. Actually, the Pareto curve for attacking measurement 1 is nearly identical to the

one for attacking measurement 2. Likewise, the Pareto curve for attacking measurement 3

is nearly identical to the one for attacking measurement 4. This is intuitively expected as

the measurements within the same tank suffer from DIAs to a extent.

More importantly, we observed the measurements within tank 1 obtain lower Pareto

curves in comparison with the ones within tank 2. Therefore, we conclude in this chemi-

cal process, tank 1 is more vulnerable to DIAs. In Fig. 1b, the KL divergence � (%/0
‖%/ )

for attacking measurement 1 is nearly identical to the one for attacking measurement 2. A

similar pattern is observed for measurement 3 and 4. The same behavior exists in the proba-

bility of detection. Attacking measurement 1 and 2 yields higher probability of detection as

attacking measurement 3 and 4. This coincides with the conclusion from Fig. 1a that mea-

surement 1 and 2 are more vulnerable. The curve of � (%/0
‖%/ ) in Fig. 1b also suggests

that attackingmeasurement 1 and 2 yields larger deviation of the distributions of the states

and their estimates. Hence, we conclude with tank 1 is more vulnerable to DIAs from both

metrics.
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CONCLUSIONS

In this paper, a systematic information-theoretic framework for DIAs on control systems

is proposed. By considering two objectives of attack disruption and detection, we cast

the attack construction as an optimization problem. An analytical solution is obtained for

single measurement attacks. For the proposed :-sparse attack where the attacker is able

to attack : measurements, a heuristic greedy algorithm is proposed, where one-at-a-time

measurement is attacked in a sequential process. The greedy step results in a convex opti-

mization problem under appropriate conditions, which can be solved efficiently and yields

a low-complexity attack updating rule. We numerically evaluate the attack performance in

a two-reactor chemical process, andwe concluded that some measurements in the process

are more vulnerable to DIAs than others in the sense of a worse disruption-stealth tradeoff.

In this study, we adopted a conservative approach by assuming the attacker has com-

plete knowledge of the system model and the second-order moments of the variables in

the process. Additionally, the attack construction was restricted to a linear system. While

this work incorporates a sparsity constraint, further exploration remains open to address

scenarios with limited knowledge to the attacker and to extend the methodology to non-

linear systems.
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FIGURE 1 Performance analysis of single measurement attacks in terms of _.
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(a) Stationary distributions of ��1 and )�1 in
tank 1 with single measurement attacks
when _ = 8.

(b) Stationary distributions of ��1 and )�1 in
tank 1 without attacks.

(c) Stationary distributions of ��2 and )�2 in
tank 2 with single measurement attacks
when _ = 8.

(d) Stationary distributions of ��2 and )�2 in
tank 2 without attacks.

FIGURE 2 Performance analysis of single measurement attacks in terms of stationary
distributions.
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FIGURE 3 Performance analysis of :-sparse attack in terms of : .
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(a) Stationary distributions of ��2 and )�2 in
tank 2 of :-sparse attacks with : = 4 and
_ = 8.

(b) Stationary distributions of ��1 and )�1 in
tank 1 without attacks.

(c) Stationary distributions of ��2 and )�2 in
tank 2 of :-sparse attacks with : = 4 and
_ = 8.

(d) Steady state distributions of ��2 and )�2

in tank 2 without attacks.

FIGURE 4 Performance analysis of :-sparse attack in terms of stationary distributions.
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