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JAILBREAKING LLMS’ SAFEGUARD WITH UNIVERSAL MAGIC WORDS FOR TEXT
EMBEDDING MODELS

HAOYU LIANG !*, YOURAN SUN 2* YUNFENG CAI 3, JUN ZHU &, AND BO ZHANG !

ABsTrRACT. The security issue of large language models (LLMs) has gained significant attention recently, with
various defense mechanisms developed to prevent harmful outputs, among which safeguards based on text
embedding models serve as a fundamental defense. Through testing, we discover that the distribution of text
embedding model outputs is significantly biased with a large mean. Inspired by this observation, we propose
novel efficient methods to search for universal magic words that can attack text embedding models. The
universal magic words as suffixes can move the embedding of any text towards the bias direction, therefore
manipulate the similarity of any text pair and mislead safeguards. By appending magic words to user prompts
and requiring LLMs to end answers with magic words, attackers can jailbreak the safeguard. To eradicate this
security risk, we also propose defense mechanisms against such attacks, which can correct the biased distribution
of text embeddings in a train-free manner.

1. INTRODUCTION

Recently, large language models (LLMs) have been widely applied in the industry, such as chat systems [6]
and search engines [3I]. However, LLMs can be maliciously exploited to extract harmful output, making LLM
security an important research topic.
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FIGURE 1. (a) The distribution of cosine similarity between text embedding e(s) of text s
with normalized mean embedding e* of all text, tested on various text embedding models. (b)
The text embeddings lie in a spherical band on the embedding space S¢~1.

In this topic, it is of great significance to discover security vulnerabilities of text embedding models and
propose the corresponding defense methods. Current LLMs security strategies include safety training [4] and
input-output safeguard [35]. Lightweight text classifiers based on text embedding models [I7] can be used as
safeguards to classify whether LLM’s inputs or outputs are harmful. This method can serve as a foundational
line of defense because of its low cost and the ability to maintain the performance of LLMs. In addition, text
embedding models are also used by modern search engines. Therefore, the robustness of text embedding models
affects the security of both LLMs and search engines.

Attacking LLMs’ safeguards is challenging because the output of LLMs is unknown, the safeguard is a
black box, and the token space is vast and discrete. This results in the following limitations of existing attack
methods on text embedding models: 1) Case-by-case attack methods require access to LLMs’ output before the
guard, which is unrealistic for online dialogue systems; 2) attack methods based on gradients of text embedding
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FIGURE 2. Attack the safeguard of LLMs. The input guard is attacked directly, and the output
guard is indirectly attacked by requiring LLMs to append universal magic words to its output.

models are white-box attacks, which are also unrealistic; 3) brute-force search for prompt perturbations requires
traversing a massive token space, leading to high time costs.

To address these challenges, we propose an innovative approach to attack LLMs’ safeguard based on text
embedding models: to find a universal “magic word” (i.e., adversarial suffix) that would increase or decrease the
embedding similarity between any pair of texts to mislead the safeguard in classifying within the text embedding
space.

This task is feasible based on the following observation: We tested several text embedding models and found
that the cosine similarities between text embeddings and their mean (normalized) concentrate near a significant
positive value, as shown in Figure In other words, text embeddings do not distribute uniformly on a
high-dimensional sphere S%!(since they are normalized); instead, they concentrate in a band on the sphere, as
illustrated in Figure The direction of distribution bias is similar to all text embeddings, while the opposite
direction is dissimilar to all embeddings. This implies that if we can find suffixes that push any text towards this
biased direction, we can increase the similarity of the text with other texts. Similarly, one could also try to find
suffixes that reduce text similarity. These words would serve as universal magic words. We can mislead the
safeguard by manipulating text similarity with universal magic words.

We use the mean of text embeddings and the principal singular vector to estimate the bias direction (see
Sec . Actual tests and theoretical analysis show that the results of both methods are equivalent.

Based on the identified bias direction, we use three methods to find universal magic words (see Sec [3.2)):
Method 1: Brute-force search without utilizing the bias direction, used as a baseline. Method 2 (black box):
Find words whose text embeddings are similar/dissimilar to the bias direction. Method 3 (white box): Find a
universal suffix that makes any text embedding closer to the bias direction. We use a gradient-based method to
solve this problem, which requires only one epoch. Experiments show that all three methods can find the best
magic words, but Method 2 and Method 3 are far more efficient than Method 1. Additionally, only Method 3
can search for multi-token magic words.

The universal magic word can be abused to attack safeguards in LLM security systems. As shown in Figure 2]
by appending magic words to LLMs’ input and output, the input-output safeguard will fail to detect harmful
content.

Contributions. The contribution of this paper can be summarized as follows:

e We discovered that the distribution of text embeddings obtained for text embedding models is uneven
and noted the relationship between this property and universal magic words;

e We propose novel methods for finding universal magic words, which are efficient and capable of searching
for multi-token magic words;

e We pointed out that universal magic words could be used to jailbreak LLM security systems. We
proposed defense methods against such attacks and fixed the defect of uneven embedding distribution.

2. RELATED WORK

2.1. Defense Methods for LLMs.

Alignment. involves training LLMs to align with human values [3| 25, [4]. This method is widely used because it
does not introduce additional computational overhead during inference. Due to the competition between assisting
users and aligning values, as well as the limited domain of safety training [49], such methods are vulnerable to
adversarial attacks [56] [8]. This has forced people to develop additional security measures.

Safeguards. are the additional measures on the input or output of LLMs to prevent harmful responses.
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On the input side: 1) Detecting suspicious patterns [T}, [14], which tends to yield false positives; 2) Reminding
LLMs to align values with system prompts [50, 51l 54], which can be canceled by the user prompt “ignore
previous instructions” [36]; 3) Perturbing the user’s prompt into multiple versions before feeding it to the LLM to
detect harmful requests [I8] [40], which is costly; 4) Classifying whether the prompt is harmful with a model [I7].

On the output side, several detection methods for LLMs’ harmful response serve as the last line of defense in
LLM security systems: 1) rule-based matching, with the same drawbacks as it on the input side; 2) another LLM
to answer whether the output is harmful [37] [13] [48], which doubles the cost; 3) alternatively, text classifiers to
do this [12, 17, [27], which is more cost-effective.

2.2. Attack Methods for LLMs.

Templates. jailbreak LLMs with universal magic words effective for various prompts, some transferable across
LLMs. Manual templates are heuristicly designed, which include explicit templates (e.g., instructing an LLM
to “ignore previous instructions” [36], “Start with ‘Absolutely! Here’s”” [29] or “Do anything now” [29]) and
implicit templates (e.g., role-playing [B], 41|, storytelling [23], virtual scenarios |21, [16] [42], 9]). Automatical
templates are optimized by gradient descent (black-box) [46], 56 [55], random search (white-box) [20] 2], or
generative models [24] to find adversarial prefixes and suffixes for user prompts. These prefixes and suffixes can
be individual words or sentences [56], and comprehensible [24] or not [20].

Rewriting. attacks language models at several levels, including character-level (e.g., misspelling [22]), word-level
(e.g., using synonyms [15]), segment-level (e.g., assigning variable names to segmented harmful text [52, [16]),
prompt-level (e.g., rewriting user prompts with an LLM [8) 28, [43] [10]), language-level (e.g., translating into
a language that lacks LLM safety [38]), and encoding-level (e.g., encoding harmful text into ASCII, Morse
code [53] or Base64 [I9]). Through optimization algorithms, attackers can automatically identify the most
effective rewrites to bypass the LLM’s safeguards.

The methods above are all focused on attacking the LLM itself; however, research on attacking safeguards is
still in its early stages. A magic word “lucrarea” was discovered by the champion of a Kaggle competition on
attacking LLMs [32], through trying the tokens near < /s> in the token embedding space. We find the more
magic words including “lucrarea” with our novel algorithms and give a more accurate and systematic explanation
of why it works. PRP [26] is similar to our method, where the guard model is attacked by injecting adversarial
prefixes (i.e., magic words) into LLMs’ response. The distinction between our work and PRP are: 1) we attack
guards based on text embedding models, which are more lightweight and cost-effective than LLM-based guards
in PRP; 2) we discovered the uneven distribution of text embeddings, enabling us to design algorithms to search
for adversarial prefixes that are more efficient than PRP.

3. METHOD

Notation. Let s; and sy be two strings, and let r be a positive integer. The operation s; 4+ s3 denotes the
concatenation of the strings s; and so, while r * so represents the string s, repeated r times. For example, if
s1 = “he”, s = “llo”, then s1 + so = “hello”, s1 + 2 * s9 = “hellollo”. Denote the text embedding of s; by e(s1)
and its dimension by d. We require e(s1) to be a unit vector. The cosine similarity between s; and ss is defined
as

(1) cosB(s1,52) := e(s1) " e(s).

Concretely, text embedding e(s) of text s is computed by e(s) = e(s),s = E7(s), where 7 is a tokenizer that
splits a piece of text s into [ tokens, 7(s) € {0,1}7*! is one-hot per column, E € RT*? is a token embedding
matrix (7 is the token vocabulary size, d is the dimension of token embeddings), s € R?*! is the representation
of s in the token embedding space, and e is the core of the text embedding model e.

Assumption 3.1. There exists a word w™ satisfying that
(2) cosf(s; +wt, s9) > cos O,

holds for any text s; and sa, where cos#; is a number close to 1. We call w* as a positive universal magic
word for the text embedding model e, which can force any pair of texts to be similar enough in the text
embedding space.

Problem. Find all possible universal magic words w’s such that Assumption [3.1] holds.

3.1. Description of the Uneven Direction. To describe the unevenness of the text embedding distribution,
we represent the bias direction of the distribution by the normalized mean of text embeddings e* or the principal
singular vector v* of the text embedding matrix. We prove that any text appended by a positive universal magic
word w will be close to e* (or v*). This serves as the guiding principle for our magic words in Sec

The mean of text embeddings is denoted as

1 , @
3) ezﬁze(si)v e =170
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FIGURE 3. Positive magic words can force text embedding to move towards the normalized
mean e*. The same effect occurs for the principal singular vector v*. Negative magic words can
force text embedding to move away from its original position.

where S§ = {s;}; is the set of all possible text.
The following proposition tells that under Assumption the embedding of any text appended by a magic
word will be close to e*.

Proposition 3.2. Under Assumption a positive universal magic word w must satisfy

cosf(e(s +wh),e*) > V1 —tan2 07, Vs.

Let X € RISI*? where the i-th row of X is e(s;) T, v* be the right singular vector of X corresponding to the
largest singular value.

The following proposition tells that under Assumption 3.1, the embedding of any text appended by a magic
word will be close to v*.

Proposition 3.3. Under Assumption a positive universal magic word w must satisfy
cosf(e(s +wh),v*) > V1 —tan? 0, Vs.

See Appendix [A] for the proof of the two propositions.
In the experiments (Sec. [4.1]), we found that e* and v* are almost identical, so in the subsequent description
of our method, we will only refer to e*.

3.2. Searching for Universal Magic Words. We want to find universal magic words, which as suffixes
could make that text similar or dissimilar with other texts in the embedding space. We refer to the words that
increase text similarity as positive magic words and those that decrease text similarity as negative magic
words.

Brute-Force Method. The simplest method to find magic words is brute-force search, shown in Algorithm [T}
This method directly calculate the similarity score defined below of all tokens in the vocabulary set, and find the
top-ko magic words. This method does not relay on the bias direction.

For each token t; in the vocabulary T = {¢;};, we define its positive similarity score as
(4) ch =  max cosf(s; +r*t;, sg),

3.k
Tokens with higher positive scores are more effective as positive magic words. r represents the repetition count.
Repeating the magic word appropriately can amplify its effect. However, we limit r to a maximum of 16 to avoid
completely distorting the text.

Finding negative magic words requires more data. Specifically, in addition to the text s;, we also need
another set of text s, that is semantically similar to s; but phrased differently. This is because the effect of a
negative magic word is to make synonymous text no longer synonymous. Now the set of text pairs is in the form
S = {(s4,5})}; with cosf(s;,s}) close to 1. We define the negative similarity score of t; as
(5) ¢ :151?16 ‘ cosO(s; +rxt;,s)).

J
The lower negative similarity score indicates the more effectness of a magic words to make a text dissimilar with
its original semantics.
Context-Free Method. We know that due to the uneven distribution of text embeddings in the embedding space,
all text embeddings tend to be closer to e* and farther from —e*. Thus, tokens whose text embeddings are
more parallel to e* are likely to be magic words. Specifically, for a given t; € T, we select the tokens with the
maximum and minimum scores as magic word candidates based on the following score

(6) c; = e(r*ti)Te*,

where r is the repetition count, which we set between 3 and 5. This method is summarized in Algorithm
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Algorithm 1 Brute-Force Method

Input: A set of text pairs S = {(s;, ;) }:, and a vocabulary set T = {t;};, top-ko magic words
for t; in 7 do
c;" — maxi<,<16 ZNC cosf(s; + 1 t;, sp)
¢; + mini<,<i6 Zj cosf(s; +rxt;, s;)
end for
w+ <+ getWord(topk; (¢, ko))
w™ <+ getWord(topk;(—c¢; , ko))
Output: w > pos./neg. magic word

Algorithm 2 Context-Free Method

Input: text set S, vocabulary set 7 = {t;};, normalized mean e*, repetition times r, candidate number k
for t; in 7 do
ci «e(rxt;) e

end for

T+ « getWord(topk; (+c;, k)) > candidate list
w* — Algorithm1(S, 7%)

Output: w > pos./neg. magic word

Gradient-Based Method. The above two methods cannot be used to compute multi-token magic words and do
not utilize first-order information. What if we can access all the model parameters (white-box setting) and wish
to leverage gradients? To address this, we need to formulate the problem more specifically. The magic words we
aim to find consist of one or several tokens, denoted as w, that maximizes the following objective function:

argmax,, Z cosf(s; +w, s;)
i,J
(7)
= argmax,, Z cosB(s; +w,e¥)
i
Unlike adversarial attacks in computer vision, the vocabulary’s discreteness introduces significant optimization

challenges. To address this, we split the optimization into two steps. In the first step, we search for the optimal
token embeddings ¢ € R¥™ (w is an m-token string) by solving:

(8) argmas, Z e([s,t])Te*
In the second step, we identify the token(s) closest to these optimal token embeddings.

Eq. can be further simplified. We assume that e([s, t]) is close to e([s,0]). Therefore, Eq. can be
approximated as

argmax, Z (e([s:,0]) + J(s:)t) " €*

9)
= argmax,t ' ( Z J(si))Te*,

where J(s;) = w +—o denotes the Jacobian of the model e at s;. The solution to the above problem is

* T &
(10) t" x (ZJ(sl)) e,
i
Interestingly, this t* is exactly the gradient of the following objective function with respect to t

(11) L= ZCOSQ(Si—f—t,e*)

In other words, our method requires only one step of gradient descent in one epoch with respect to L. The
similar conclusion also holds for negative magic words. This leads to the algorithm described in Algorithm

Table [1I| compares the three methods in terms of speed, scenario (black-box/white-box), and their ability to
compute multi-token magic words.

3.3. Attacking LLMs’ Safeguard. As shown in Figure [2| we can appand magic words to the query so as
to directly attack the input guard of LLMs, and require the LLM to end answers with magic words so as to
indirectly attack the output guard.

This method works by moving text embedding out of data manifold. As shown in Figure [3] the data manifold
in text embedding space is a band on the sphere. Positive magic words can push the text embedding towards e*,
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Algorithm 3 Gradient-Based Method

Input: text set S, vocabulary set 7 = {ti}i, normalized mean e*, m-token magic word, candidate number k
t** < zeros(d, m)
for s; in S do

t < rand(d, m)

LT+ e(s; +t)Te*

L™+ e(s; +t)e(s))

tF — 't oLt ot
end for > t*F is the optimal m-token embedding
[T, ..., T,£] = getWord (topk(+ET £*, k, dim = 0))

> T,i contains k candidates for i-th token

T+ = 7—1i X .. X TE > candidate list
w* < Algorithm1(S, T%)
Output: wt > pos./neg. magic word

TABLE 1. Comparasion of Different Methods

Brute- Context- Gradient-

Methods Force Free Based
Speed Slow Fast Fast

White/Black Box | Black Black White
Multi-token No No Yes

i.e. along the normal direction of the manifold, and safeguards fail to work properly outsides the manifold due
to the lack of training data. Negative magic words can push the embedding of a harmful text far away from its
original position with harmful semnatics, leading to a harmless classification output.

Besides jailbreaking LLMs’, universal magic words may also be used to manipulate search rankings. Since
most modern search engines are enhanced by text embedding models [31], abusers can increase the embedding
similarity between their entries with any queries by inserting universal magic magic words into their entries.

4. EXPERIMENTS

We tested our method on several state-of-the-art models from the MTEB text embedding benchmark [30].
Specifically, we evaluated sentence-t5-base [33], nomic-embed-text-v1 [34], e5-base-v2 [47], and jina-embeddings-
v2-base-en [II]. Additionally, considering that large language models (LLMs) are sometimes directly used as text
embeddings, we also tested Qwen2.5-0.5B [39] with mean pooling. We used sentence-transformers/simple-wiki [44]
as the text dataset S = {(84, ;) }i, where s; is an English Wikipedia entry, and s} is its simplified variant.

4.1. Bias Direction. Since the full dataset is massive, we sampled 1/100 of all entries to estimate the mean of
the text embeddings. This still leaves us with 1,000 entries, which is sufficient to accurately estimate the mean
and the principal singular vector. In our experiments, we found that the normalized mean vector e* is almost
identical to the principal singular vector v* as shown in Table 2} In appendix [B] we will explain that this is a
property of biased distributions.

TABLE 2. The overlap between the normalized mean vector e¢* and the principal singular vector v*.

Model | le* - v*|
sentence-t5-base 1—1.7x 1076
Qwen2.5-0.5B 1-14x107°
nomic-embed-text-v1 1-29x%x107°
e5-base-v2 1-0.7%x106

jina-embeddings-v2-base-en | 1 — 3.3 x 1076

4.2. One-token Magic Words. The universal magic words obtained for each model using our methods are
shown in Table [3| Here, (Clean) represents the data distribution (mean + standard deviation) without magic
word added. The data corresponding to each magic word indicates how much it can skew the embeddings’ cosine
similarity and how many standard deviations it corresponds to. The effect of positive magic words is computed
using Eq. , while the effect of negative magic words is computed using Eq. .
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TABLE 3. The magic words for different text embedding models found by all the three methods,
and their similarity scores.

Model Positive Negative
magic word  similarity ¢;- magic word  similarity c;

sentence-t5-base (Clean) 0.71+0.03 (Clean) 0.96 + 0.04
< /s> 0.79 = p+ 2.50 | dumneavoastra 0.89 = u— 1.70
lucrarea 0.79=p+ 240 impossible 0.89 =p—1.60

Qwen2.5-0.5B (Clean) 0.81 +£0.08 (Clean) 0.97 £0.03
(with mean pooling) Christopher 0.84 = 1+ 0.40 A A 0.34 = p — 240
Boston 0.84 =p+ 040 myRxINn 042 =p —2lo

nomic-embed-text-v1 (Clean) 0.36 £ 0.05 (Clean) 0.90 £ 0.09
[CLS] 0.45=p+1.70 sentence 0.76 = p — 1.60
7 042 =p+ 110 verb 0.76 = —1.60

eb-base-v2 (Clean) 0.69 £ 0.03 (Clean) 0.95 £ 0.04
#+#+abia 0.71 = pu+ 0.60 Al 0.84 =pu— 240
HH( 0.71 = u+ 0.50 bobbed 0.85=pu —2.20

jina-embeddings-v2-base-en (Clean) 0.62 £0.04 (Clean) 0.94 +0.05
[SEP] 0.73=p+2.70 117 0.84 =y —2.00
#+4tlaze 0.65 =pu+0.70 | geometridae 0.87=p— 1.50

4.3. Multi-token Magic Words. Compared to the other two methods, the advantage of the gradient-based
method is its ability to compute multi-token magic words. In Table [4] we list several multi-token magic words
computed using Algorithm [3| for the sentence-t5-base model and their respective effects.

TABLE 4. Multi-token magic words of sentence-t5-base model found by Gradient-Based Method.

magic words similarity cii
(Clean) 0.71 +0.03
pos. Variety ros 0.7 =p+ 110
Tel ros 0.74 = p+1.00
(Clean) 0.96 + 0.04
neg. | Rocket autre pronounce | 0.85 = y — 2.50
bourg In claimed 0.85 = —2.50

4.4. Efficiency. The baseline Algorithm [1] takes all the T tokens in the vocalubary as candiates in its brute-force
search for the best one-token magic word w, taking O(T') time. Algorithm obtain top-k candidates for the
one-token magic word and then choose the best candidate by a brute-force search, taking O(k) time, which is
significantly more efficient than Alogrithm [If when k < T'. If the rank of w in Algorithm is r, w can be
found only if & > r, taking at least O(r) time.

In Table |5, we demonstrate the least number of candidates (T for Algorithm [If and r for Algorithm for
different methods tested on the sentence-t5-base model. In addition, we reported the running time on A100 of
the three algorithms in Table 5} Algorithm [2] [3] finish in 1 minute, which are approximately 1000 to 4000 times
faster than Alogrithm

TABLE 5. The Efficiency of Different Methods, tested on sentence-t5-base model. The lower
N ¢ (number of candidates) indicates the higher efficiency.

N_c method | Bryte- Context- Gradient
magic word Force Free Descent
o8 < /s> 32100 2 1
pos. lucrarea 32100 1 4
e dumneavoastra 32100 23 279
& impossible 32100 1690 189

A100 time | 16h 13s 72s
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4.5. Attacking Safeguards. We use magic words to attack safeguards based on text embedding. We obtain
text embeddings using sentence-t5-base and train various classifiers, including logistic regression, SVM, and a
two-hidden-layer MLP, to detect harmful text in both the input and the output of LLMs. The training dataset is
JailbreakBench [7]. Subsequently, we use a positive magic word and a negative magic word for sentence-t5-base
from Table [3] to attack the safeguards.

The experimental results, as shown in Figure [d] indicate that the magic words significantly reduce the AUC
of safeguards, making its classification performance approach random guessing, regardless of the classifier used.
This validates the effectiveness of our universal magic words in attacking the safeguards.

Logistic Regression on Input SVM on Input MLP on Input
1.0
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Logistic Regression on Output SVM on Output MLP on Output
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FIGURE 4. The ROC (Receiver Operating Characteristic) of input and ouput guards. Our
magic words significantly decrease their AUC (Area Under Curve). Renormalization in text
embedding sapce can mitigate the decrease of AUC and defense this attack.

0.0

5. THEORETICAL ANALYSIS

*

As discussed above, the distribution of text embeddings on S¢~! is biased towards the bias vector e*, as
shown in the left part of Figure f] Algorithm [3] finds the inverse image of e¢* in the token embedding space,
denoted by t**. Since tokens are discrete, there isn’t always a token near t** in the token embedding space.
However, our experiments show that candidates can always be found near t*T.

token embedding are
clustered away from t**

textembeddings lie in an
spherical band

T
*+
text embedding model t\ POL
Algorithm 3 e
text embedding space token embedding space

FIGURE 5. The mappings between text embedding space and token embedding space.

To explain this paradox, we propose the following picture. At the initialization of word embedding models,
token embeddings are randomly initialized in the token embedding space. During training, they concentrate
towards a certain subset of the token embedding space [45]. This subset must be away from t** to avoid
degrading text embeddings’ performance on high-frequency data. However, there are always some low-frequency
tokens that are rarely updated by gradient descent and thus remain almost as they were randomly initialized. If
they happen to be located near t*T, they are the magic words we are looking for.
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6. DEFENSE AGAINST OUR ATTACKS

To minimize the negative impact of our work, we propose the following recommendations to defend our attacks
based on the above analysis.

Renormalization. Estimate the mean embedding € from a large amount of text, subtract € from text embeddings,
and renormalize them

. e(s)—e
(12) é(s) : Tes) =2l
This can eradicate the security risk. Additionally, renormalization makes the distribution of text embeddings
in the embedding space more uniform. Thus, we conjecture that this can improve the performance of text
embedding models, representing a train-free improvement to the text embeddings.

We tested the defense effect of renormalization against our magic words on the sentence-t5-base model. The
experimental setup is the same as Sec.[£.5] As shown in Figure [ renormalization significantly alleviates the
decrease in AUC caused by magic words, therefore improving the robustness of LLMs’ safeguards.

Besides, standardization and batch normalization can play a similar role because they also eliminate the mean.
See Appandix [C] for the experiments on them.

Vocabulary Cleaning. A larger vocabulary is not always better; it should align with the training data, avoiding
the inclusion of rare words such as markup and foreign words.

Reinitialization. After the model has been trained, low-frequency words can be reinitialized based on the average
value of the token embeddings or the value of <unk> and then finetuned.

7. CONCLUSION

We have found that the output distribution of many current text embedding models is uneven, and based
on this, we have designed a new algorithm to attack LLMs’ safeguards based on text embedding models. Our
algorithms can efficiently search for magic words that significantly increase or decrease the text embedding
similarity between any pair of texts in both black-box and white-box manner. We inject the magic words into
LLMs’ response to attack its safeguards. Safeguards based on a variety of text embedding models are misled by
this attack. We proposed and validated that renormalization in the text embedding space can defend against
this attack.
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IMPACT STATEMENT

This paper investigates the intrinsic structure of machine learning models and, through this exploration,
identifies a novel attack method on text embedding systems. While our work highlights a potential vulnerability,
we also suggest practical ways to address and reduce the risk of such attacks. By presenting both the attack
and its defenses, we aim to strike a balance between raising awareness of security vulnerabilities and promoting
the development of more robust models. We have made every effort to minimize our work’s potential negative
societal impacts while emphasizing its contribution to advancing the understanding, safety, and reliability of
machine learning systems.
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APPENDIX A. PROOF OF PROPOSITIONS
A.1. Proof of Proposition

Proof. Denote P =1 — e(s +w)e(s +w)". Then
sinf(e(s + w), e) = || Pe]l.
It follows immediately that

sinf(e(s + w), e |S|HPZ

sin 6

< E Z [[Pe(s:)ll/llell < T

On the other hand, it holds
ele (s +w) |S|Z sz e(s +w) > cosb,,

from which we obtain ||é]| > cos .. The conclusion follows. O
A.2. Proof of Proposition

Proof. By Assumption we have
[ Xe(s +w)|> = Z| e(s;) e(s +w)? > |S| cos? b,.

Therefore, || X|> > |S|cos® 0
Denote P = I — e(s +w)e(s +w)". Direct calculations give rise to

|S| cos? b, sin” B(e(s + w), v*)
< | X|P[|Pvt(v*) " P
IPXTXP| =[P e(si)e(s:) TP

IN

IN

Z | Pe(s;)e(si) " P|| < |S|sin?6,.
i
The conclusion follows immediately. (I

APPENDIX B. RESULTS FROM RANDOM MATRIX THEORY

Let A be an n X m matrix whose entries are i.i.d. standard normal random variables. Then, A has the
following properties.

(1) The distribution of AAT is called Wishart distribution.
(2) In the regime where n,m — oo with a fixed aspect ratio v = n/m, the empirical distribution of the
eigenvalues of %AAT converges to the Marchenko—Pastur distribution

(13) p(N) = 2%%(%* _AA)(A_A_) + max (1— io) 5.

where

(14) M =1+7)2

(3) The principal singular vector of A is approximately

(15) vm (1 + \/Z) :

Matrix B is obtained from A by normalizing each row of A. Concretely, if the i-th row of A is denoted by
a; € R™, then the i-th row of B is

(16) by =

a;
2]z
Hence, each row b; is a unit vector in R™. Then, B has the following properties.

(1) Since each row a; is an i.i.d. Gaussian vector in R, normalizing it means b; is uniformly distributed on
the unit sphere S™~1.
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FI1GURE 6. The overlap between the normalized mean vector e* of C' and its principal singular
vector v* as a function of the magnitude of ||ul| = u.

(2) Let b; and b; be two distinct rows, their inner product follows Beta distribution
-1 m-1
(17) b/ b; ~ Beta L, Uty
2 2
When m > 1,

1
(18) b/ b; ~ N (o, m> .

(3) The largest eigenvalue of BB approaches 1 when m — oo and in this case BB ~ I,,.

Matrix C is formed by taking each row of B, adding a fixed vector u € R™, and then re-normalizing.
Symbolically, if b; is the i-th row of B, then the i-th row of C'is
o bz +u
i+l
Then, the average of rows in C will be parallel to u, and the principle singular vector would also be parallel to u.

Specifically, we conducted the following numerical experiment: we first randomly generated an N x 768
random matrix A and then produced C using the method described above. The overlap between the normalized
mean vector e* of C' and its principal singular vector v* as a function of the magnitude of ||u|| = w is shown in

Figure [6]

APPENDIX C. DEFENSE BY STANDARDALIZATION

We tested the defense effect of standardizing text embeddings against our magic words. The experimental setup
is the same as in Sec. [0 except that renormalization was replaced with standardization. As shown in Figure [7]
the results indicate that standardization also provides some defense against magic words like renormalization.
This is because standardization eliminates the mean of the text embedding, making the magic words ineffective.

APPENDIX D. ANOTHER DEFINITION OF NEGATIVE MAGIC WORDS

In the main text, we define universal negative magic words as words that make a text move away from
semantically similar texts. However, there also exist words that push a text away from any other texts, which
can be another definition of negative magic words. This can be expreseed as a assumption similar to There
exists a word w™ satisfying that

(20) cosf(s1 +w™,s2) < cosb,

holds for any text s; and sy, where cos 6, is a number close to —1. Such magic word w™ can force any pair of
texts to be dissimilar enough in the text embedding space.

And similar to Sec. any text appended by such magic word w™ will be close to —e* (or —v*), as shown in
Figure [§] The Propositions [3.2] [3-3] for negative magic words can be given and proved in the similar way.

This effectively moves texts embeddings closer to the souther pole —e* of the sphere, so we refer to such magic
words w~ as southern magic words. Concretely, a good southern magic word should make the following
metric as small as possible,

(21) ¢; = min cosO(s; + 1 *t;, Sg).

1<r<16 <
Jik
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FIGURE 7. The ROC (Receiver Operating Characteristic) of input and output guards. Our
magic words significantly decrease their AUC (Area Under Curve). Standardization in text
embedding space can mitigate the decrease of AUC and defend against this attack.

e(s+wh)

T Move towards e*
e(s)

1 Move towards -e*

e(s+w7)

FIGURE 8. Northern (i.e. positive) or southern magic words can force text embedding to move
towards the normalized mean e* (or —e*). The same effect occurs for the principal singular
vector v*.

We can use methods similar to Algorithm [T} [2] and [3] to find southern magic words. Some of the best southern
magic words we found for different text embedding models are demonstrated in Table[6] It is reasonable to find
that the southern magic words “nobody” “None” “never” have negative semantics.
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TABLE 6. Best southern magic words for different text embedding models.

Southern magic word
magic word similarity c;
sentence-t5-base (Clean) 0.71+0.03

nobody 0.67=p—1.00
None 0.67=p—0.90

Model

Qwen2.5-0.5B (Clean) 0.81 +£0.08
(with mean pooling) AA| 0.14=p—8.70
D 0.28=p—7.00

nomic-embed-text-v1 (Clean) 0.36 +0.05

references 0.30 =p —1.10
writing 0.33 = —0.60
eb-base-v2 (Clean) 0.69 +0.03

junctions  0.67 = u — 0.80
coloring  0.67=p —0.80

jina-embeddings-v2-base-en (Clean) 0.62 £ 0.04
never 0.61 =pu—0.30
for 0.61 =pu—0.30
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