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Abstract
The Isolation Forest (iForest), proposed by Liu, Ting, and Zhou at TKDE 2012,
has become a prominent tool for unsupervised anomaly detection. However,
recent research by Hariri, Kind, and Brunner, published in TKDE 2021, has
revealed issues with iForest. They identified the presence of axis-aligned ghost
clusters that can be misidentified as normal clusters, leading to biased anomaly
scores and inaccurate predictions. In response, they developed the Extended
Isolation Forest (EIF), which effectively solves these issues by eliminating the
ghost clusters introduced by iForest. This enhancement results in improved con-
sistency of anomaly scores and superior performance. We reveal a previously
overlooked problem in the Extended Isolation Forest (EIF), showing that it is
vulnerable to ghost inter-clusters between normal clusters of data points. In this
paper, we introduce the Rotated Isolation Forest (RIF) algorithm which effec-
tively addresses both the axis-aligned ghost clusters observed in iForest and the
ghost inter-clusters seen in EIF. RIF accomplishes this by randomly rotating the
dataset (using random rotation matrices and QR decomposition) before feeding
it into the iForest construction, thereby increasing dataset variation and elim-
inating ghost clusters. Our experiments conclusively demonstrate that the RIF
algorithm outperforms iForest and EIF, as evidenced by the results obtained from
both synthetic datasets and real-world datasets.

Keywords: Anomaly Detection, Isolation Forest, Random Rotation.
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1 Introduction
Anomaly detection refers to the process of identifying patterns or instances in data
that deviate significantly from the norm or expected behavior. In other words, it
involves finding data points that are rare, unexpected, or abnormal compared to the
majority of the dataset. Anomalies can represent unusual events, errors, or potential
threats, depending on the context of the application. The goal of anomaly detection
is to pinpoint these unusual data points so that appropriate action can be taken, such
as investigating potential fraud [7, 17], detecting network intrusions [1, 6, 16, 55],
time series problems [50, 53, 54], contextual problems [51, 52], healthcare monitoring
[19, 56], or monitoring equipment for signs of malfunction [18].

Isolation Forest (iForest), introduced by Liu, Ting, and Zhou [22] at TKDD’12 is a
commonly used algorithm for detecting anomalies. Major commercial platforms such as
Amazon Web Services (AWS)1, Microsoft Azure2, and IBM AIOps3 have incorporated
iForest into their anomaly detection systems. The iForest algorithm works by isolating
anomalies instead of studying normal data points. The main idea behind iForest is
that anomalies are few and different. This assumption comprises two key ideas:

• Majority Assumption: The quantity of normal data points significantly exceeds the
count of anomalies.

• Deviation Assumption: The attribute values of anomalies significantly differ from
those of normal data.

The construction of iForest works by randomly sub-sampling data, randomly select-
ing a feature and a random split value between the maximum and minimum values of
the selected feature to isolate anomalies. This process is repeated recursively, forming
a structure resembling a tree. Anomalies are expected to be isolated in fewer steps
compared to normal data points, making them easier to detect. The iForest is recog-
nized for its efficiency in handling high-dimensional data, scalability to large datasets,
and resilience to outliers.

The partitioning strategy employed by iForest, which aligns with the axes, can cre-
ate artifacts known as ghost clusters (See Figure 2), diminishing iForest’s effectiveness
in anomaly detection. These ghost clusters arise because data is split along random
features using axis-aligned hyperplanes. Consequently, rectangular ghost clusters form,
often aligning with normal clusters. This alignment leads to biased anomaly scores for
true anomalies, resulting in misleading predictions.

The Extended Isolation Forest (EIF) [10], introduced by Hariri, Kind, and Brunner
at TKDE’21, represents an advancement over the original iForest algorithm. It aims to
address the bias introduced by axis-aligned splits, which can result in inconsistencies
in anomaly scores. EIF tackles this issue by employing splits based on randomly chosen
directions, represented by hyperplanes with random slopes that are not aligned with
the axes. In contrast to iForest, which uses axis-aligned hyperplanes, this approach
helps eliminate the ghost clusters created by iForest, leading to improved consistency
in anomaly scores.

1https://docs.aws.amazon.com/sagemaker/latest/dg/randomcutforest.html
2https://azure.microsoft.com/en-us/products/ai-services/ai-anomaly-detector
3https://www.ibm.com/blog/anomaly-detection-machine-learning/
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In this paper, we carefully examine the iForest and EIF and reveal a previously
overlooked problem in the Extended Isolation Forest (EIF), showing that it is vul-
nerable to ghost inter-clusters between normal clusters of data points (See Figure 4).
This phenomenon in EIF results in low anomaly scores for truly anomalous points and
therefore, inaccurate predictions. This adds to the already complicated nature of EIF,
especially when it tries to split points in many different directions in spaces with lots
of dimensions.

In this paper, we introduce the Rotated Isolation Forest (RIF) algorithm which
effectively addresses both the axis-aligned ghost clusters observed in iForest and the
ghost inter-clusters seen in EIF. RIF accomplishes this by randomly rotating the
dataset before feeding it into the iForest construction. Consequently, the RIF effec-
tively eliminates the ghost clusters created by iForest and EIF and enhances the
consistency of anomaly scores, resulting in improved predictions as we will see in the
results section. In summary, RIF offers the following advantages over iForest and EIF:

1. EIF uses splits in various directions, while RIF utilizes a single random rotation
of the dataset.This, in turn, decreases the number of random bits utilized by RIF.

2. The construction of RIF is simpler than EIF because it avoids generating
hyperplanes with random slopes for high-dimensional spaces.

3. RIF yields more consistent anomaly scores and enhances prediction accuracy by
eliminating spurious ghost regions.

It is worth mentioning that the idea of randomly rotating datasets before applying
the iForest construction was also explored in [10]. However, the authors faced various
challenges with this approach, leading them to adopt a more sophisticated partitioning
method using hyperplanes with random slopes, as proposed in EIF. [10]. Specifically,
they outlined the following issues they encountered:"This approach can become cum-
bersome to apply especially with large datasets and higher dimensions. The rotation is
not obvious in higher dimensions than 2-D. For each tree we can pick a random axis
in the space and perform planar rotation around that axis, but there are many other
choices that can be made, which might result in inconsistencies among different runs".

In this paper, we initially present a simple yet innovative mechanism for randomly
rotating datasets of high dimensions using random rotation matrices and QR decom-
position. We show in Subsection 6.1 that this combination resolves the challenges faced
by the authors of [10]. Subsequently, we highlight the superior efficiency of the RIF
algorithm compared to its counterparts by addressing and overcoming the challenges
encountered with iForest and EIF.

Finally, we provide rationale for our decision to randomly rotate datasets prior to
feeding them into the construction algorithm for iForest. Rotations frequently enhance
separability in classification and anomaly detection tasks. To exemplify, let’s exam-
ine a two-dimensional dataset characterized by features x1 and x2, with two classes
denoted by red and blue points. In Figure 1, we visualize the original dataset, where a
basic vertical or horizontal (axis-aligned) separator encounters difficulty in effectively
distinguishing between the two classes.

However, by introducing clockwise or counterclockwise rotations to the feature
space, we aim to amplify class separability. As the rotation angle nears 45 degrees (π/4
radians), we observe a noticeable enhancement in separability between the classes. This
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Fig. 1: Rotation improves separability.

enhancement holds potential to significantly improve classification performance when
employing classifiers within the rotated feature space. Consequently, both vertical and
horizontal separators can accurately discern between blue and red classes.

Nonetheless, the optimal rotation angle for improving dataset separability remains
unknown. To address this, we employ an ensemble of random rotations on the dataset
to enhance the separability criteria. Through this approach, we aim to identify the
rotations that yield the most favorable separability outcomes.

Outline: The rest of the paper is organized as follows: In Section 2, we first explain
the state of the art results known for anomaly detection in Euclidean spaces. This
section is followed by Section 3, Preliminaries, where we define a few terminologies.
Section 4 provides an insightful review of the original iForest and EIF approaches
for anomaly detection. In Section 5, we explain the process of generating a ran-
dom rotation matrix. Section 6 presents our Rotated Isolated Forest (RIF). Extensive
experimental results

2 Related work
Anomaly detection algorithms can generally be grouped into several classes. Addition-
ally, refer to the survey conducted by Samariya and Thakkar [35] for a more in-depth
exploration of the latest advancements in anomaly detection algorithms designed for
Euclidean spaces.

Classification-based approaches
These methods utilize training data to learn parameters for various underlying classifi-
cation models. Examples include neural networks [24], Bayesian networks [25], support
vector machines [26], and rule-based models [27]. While these models can offer effec-
tive and efficient detection performance, the availability or relevance of high-quality
training data may be limited.
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Distance-based approaches
These methods rely on a distance metric between data points. An advantage of these
algorithms is their unsupervised nature, eliminating the need for labeled data. This
class can be further subdivided as follows:

• Nearest-neighbors methods: These techniques evaluate the distance of a point to its
k-th nearest neighbor or k nearest neighbors, or the distance within some other
local neighborhood, to assess the anomaly level of a point. For instance, the Local
Outlier Factor [28] calculates a relative density value for a point using its k-nearest
neighbors (similar to concepts in DBSCAN [45]) to address density variations across
different clusters of normal data.

• Clustering methods: These approaches aim to cluster the data, identifying points
that do not belong to any cluster as anomalies. Commonly used clustering algorithms
include k-means [29] and DBSCAN [30].

Both subclasses share similarities, such as assuming the existence of local neighbor-
hoods in the data. The performance of these methods also depends on the choice of
distance measure.

Statistical-based approaches
This category of algorithms can be further divided into the following subcategories:

• Parametric techniques: Methods in this subclass model datasets as samples drawn
from an underlying statistical distribution. Examples include the use of Gaussian
[31] or regression [32] models.

• Nonparametric techniques: Methods in this subclass do not assume a specific
statistical distribution. Examples include histograms [33] and kernel functions [34].

These categories offer robust methods that can provide statistical guarantees about
their results. However, describing the underlying data distribution and understanding
the interaction between various features can be challenging in practice.

Ensemble-based approaches [36]
This category of methods combines the outcomes of multiple anomaly detectors along
with a consensus mechanism to determine a final anomaly labeling. By leveraging
diverse anomaly detectors that complement each other and are not affected by the
same limitations, these methods prioritize robustness over runtime complexity.

Subspace-based approaches
These methods conduct anomaly detection on various reduced subspaces of the full
feature space. For instance, one approach involves utilizing random Gaussian projec-
tion to obtain subspaces and subsequently analyzing them [37]. While these methods
are reputed for their efficacy in uncovering "hidden" anomalies, exploring numerous
subspaces can entail high computational expenses, potentially resulting in unnecessary
computational overhead.
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Isolation-based approaches
Isolation-based anomaly detection algorithms aim to separate anomalies from normal
data by making early cuts. Empirical studies cited in [38] have shown that isolation-
based algorithms using randomization techniques outperform other anomaly detection
methods, such as distance-based [28, 39–42], FUZZY C-MEANS Based Extended
Isolation Forest [8], Generalized Isolation Forest [9] and density-based [43–45] algo-
rithms. The Isolation Forest, also known as iForest [22], is considered the foundational
algorithm in this category. Recent advancements have led to variations of this algo-
rithm, including Extended Isolation Forest (EIF) [10] and Robust Random Cut Forest
(RRCF) [46]. Despite demonstrating impressive performance and quick execution
times, these methods still have limitations in terms of accuracy and scalability. These
limitations will be further explored later in this paper.

3 Preliminaries
An anomaly detection algorithm functions akin to a binary classifier, aiming to dif-
ferentiate between normal and anomalous instances within a dataset D containing n
entries. Here, n1 entries are labeled as anomalies, with n0 representing normal data,
determined by ground truth labeling. The contamination of the dataset, denoted by
c = n1

n , is indicative of the ratio of anomalies to the total number of entries. The
algorithm’s objective is to classify each entry as either True if it shows an anomaly
or False if it denotes a normal instance. Typically, assessing classifier performance
involves comparing its predictions to the ground truth labeling of D.

The anomaly detection algorithms discussed in this paper produce continuous
anomaly scores for dataset entries, normalized between 0 and 1. A higher anomaly
score indicates a higher degree of anomaly. To convert these scores into binary labels,
we pick the n1 = c × n entries with the highest anomaly scores as True, while the
remaining entries are labeled False.

We measure the performance of anomaly detection algorithms using the the Area
Under the Curve (AUC). The AUC score is a widely used metric in machine learning,
particularly in binary classification tasks. It quantifies the performance of a classifi-
cation model across different thresholds for distinguishing between the positive and
negative classes. The AUC represents the probability that the model will assign a
higher score to a randomly chosen positive instance compared to a randomly chosen
negative instance.

In essence, the AUC measures the ability of the model to rank positive instances
higher than negative instances, regardless of the specific threshold chosen. A higher
AUC score indicates better discrimination performance, with a score of 1 representing
perfect classification and a score of 0.5 indicating random guessing. AUC is favored
over other metrics like accuracy in situations with imbalanced datasets or when the
true positive rate and false positive rate need to be evaluated across various deci-
sion thresholds. Overall, AUC provides a comprehensive assessment of a classification
model’s predictive power and robustness.
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4 iForest and Extended iForest
The Isolation Forest (iForest) method was introduced by Liu, Ting, and Zhou [22],
who identified a key limitation in prior anomaly detection approaches. Traditionally,
such methods (e.g., clustering-based methods) primarily focused on building profiles
of normal data, rather than directly targeting anomalies. In contrast, iForest places
emphasis on directly detecting anomalies. We next briefly explain the construction of
iForest.

4.1 Isolation Forest (iForest) Construction
Consider a point set P ⊂ Rd comprising n points in a d-dimensional Euclidean space
Rd. The iForest algorithm constructs an iForest F which is an ensemble of t iTrees.
Each iTree Ti for i ∈ {1, 2, · · · , t} samples independently and uniformly at random a
subset Xi ⊆ P of size ψ uniformly at random. Liu, Ting, and Zhou [22] empirically
demonstrate that optimal parameter choices for t and ψ are ψ = 256 and t = 100.

An iTree is constructed as a recursive binary partition tree on its subsample, achiev-
ing splits by iteratively dividing among a uniformly random dimension at a random
value. This random value is uniformly generated within the range of the current sub-
set along the split dimension. The splitting process continuous until either only one
point remains (isolated point) or a predefined depth limit is reached (defaul ⌈log2 ψ⌉).

The path length to the leaf containing a point in an iTree indicates the number of
splits required to isolate it. This serves as a metric for the anomaly level of a point; a
shallower depth suggests a higher anomaly level (i.e., easier isolation), while a deeper
depth indicates that the point is more closely connected to other points and is more
likely to be a normal point. When a leaf ℓ reaches the depth limit, a penalty score is
introduced to compensate for the absence of further splits. The subtree of the iTree
rooted at ℓ is assumed to follow a Binary Search Tree (BST) structure for the points
of leaf ℓ. However, we do not construct this BST. Instead, we apply a penalty term
based on the average search path length of a BST to all points in leaf ℓ. The primary
reason for this approach is that in iForest, the main objective is to segregate anomalies
from normal data, rather than distinguishing individual normal data points from each
other. We next explain the scoring functions for every iTree Ti and for the iForest F .

Scoring function for iTree
Let dep denote the depth limit set for iTrees in iForest F , and x ∈ P be an arbitrary
point. The anomaly score of x for iTree Ti, denoted as A(x, Ti), is computed as follows:

• If the leaf ℓx in iTree Ti containing x is at a level less than dep, then A(x, Ti) =
Level(ℓx), where Level(ℓx) represents the level of leaf ℓx in iTree Ti.

• If the leaf ℓx in iTree Ti containing x is at level dep, then A(x, Ti) = dep + c(n),
where c(n)4 = 2H(n−1)− 2(n−1)

n denotes the average path length of an unsuccessful
search in a Binary Search Tree (BST) of size n and n is the number of points inserted
into the leaf.

4H(i) is the i-th harmonic number, approximated as ln(i) + γ, with γ ≈ 0.5772156649 representing the
Euler–Mascheroni constant.
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Scoring function for iForest
Once an iForest is constructed, it becomes capable of computing the anomaly score
for every point x ∈ P and in general, for any x ∈ Rd. The anomaly score of point x
is evaluated in every iTree Ti within the iForest F and the average score of all scores
returned by all iTrees is computed. Define H(x) = E[A(x, Ti)] =

∑t
j=1 A(x, Ti)/t as

the average anomaly score of x across all iTrees within the iForest F . The anomaly
score of x for iForest F , denoted as A(x, F ), is given by A(x, F ) = 2−H(x)/c(ψ). The
final score is normalized to ensure that a score of 0 indicates a normal point, while a
score of 1 presents an anomalous point. It is important to note that while every point
x is processed through the iTrees for scoring, they are not stored in iTrees.

4.2 Ghost cluster phenomenon
A key question about iForest’s output is understanding its weaknesses. It’s valuable to
look at datasets where normal and anomalous data are clearly separated to see how well
iForest performs. To this end, Hariri, Carrasco Kind, and Brunner [10] have examined
datasets with points generated from one or two spherical Gaussian distributions to
evaluate the performance of iForest in these scenarios. They identified a significant
phenomenon in the context of iForest construction. In particular, they observed that
iForest algorithm generates what they termed as ghost clusters, leading to an increased
incidence of false negatives.

Fig. 2: The phenomenon of ghost clusters is observed in the output of iForest for a
single Gaussian distribution.

In Figure 2, we underscore the phenomenon of ghost clusters apparent in the iForest
algorithm’s output. For this experimental setup, we generate a point set following
a spherical Gaussian distribution X ≈ N(µ = 0, σ2 = 1), from which we sample a
set of 1000 points. Sub-figure (a) visually depicts the distribution of these sampled
points. In Sub-figure (b), we present a heatmap illustrating the output of the iForest
algorithm on this dataset. In this heatmap, lighter areas correspond to normal points,
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while darker red regions signify areas with higher anomalous scores. Sub-figure (c)
specifically highlights regions identified as ghost clusters.

The key observation here is that, given the dataset’s generation from a spherical
Gaussian distribution, the lighter areas depicted in the figure should ideally resemble
an annulus. However, contrary to this expectation, we observe lighter cross-shaped
regions incorrectly classified as normal areas leading to false negatives. This misclas-
sification poses a significant challenge, as any anomaly point situated within these
areas is erroneously considered normal. Such instances of misidentification compro-
mise the effectiveness of the iForest algorithm in accurately distinguishing anomalies,
underscoring the need for a more refined approach in handling the generation of ghost
clusters.

The observation in [10] underscores the need to refine the iForest algorithm, specif-
ically targeting the challenge of ghost clusters. Such refinement efforts aim to improve
the algorithm’s accuracy in anomaly detection, reducing the incidence of false negatives
in anomaly detection scenarios.

4.3 Extended Isolation Forest (EIF) Construction
In response to the ghost cluster dilemma, Hariri, Carrasco Kind, and Brunner [10]
introduced an enhanced version of the iForest algorithm known as the Extended
Isolation Forest (EIF). The EIF incorporates two distinct enhancements:

1. Input rotations: Each iTree Ti undergoes a random rotation of the point set before
we use the point set to construct the iTree. The authors in [10] left it as open
problem to develop input random rotations in high dimensions and to study the
performance of random rotations in high dimensions.

2. Intermediate rotations: In iForest, during any recursive step, a randomly axis-
aligned hyperplane is selected to split the points within the corresponding region.
In EIF, instead, a randomly rotated hyperplane (i.e., not necessarily axis-
aligned) is chosen to split the points within that region. One drawback of random
intermediate rotations is its complexity in higher dimensions, although they were
able to achieve this through sophisticated techniques.

4.4 Ghost clusters using iForest, EIF, and RIF
In this section, we focus on tackling the ghost cluster problem and checking how
well iForest, EIF, and our RIF algorithms work. To understand how these algorithms
perform, we use datasets generated from one or two spherical Gaussian distributions,
with anomaly points placed in specific spots. Our goal is for these algorithms to find
these added anomaly points effectively. We evaluate their performance using a heatmap
created from a fine grid placed on the distribution space, along with the AUC score
given by each algorithm.

We start by making a single round shape in the space [0, 1]2. This shape is in the
middle at µ = (0.5, 0.5) and has a spread of σ = 0.07, making 2000 points.

Next, we add anomaly points. We put 16 anomaly points at each corner of the
space [0, 1]2 and also to the north, south, east, and west. So, there are two anomaly
points at each corner (top-right, bottom-right, bottom-left, and top-left), and two each
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Fig. 3: Ghost cluster phenomenon for one Gaussian distribution.

to the north, south, east, and west. This gives us the dataset shown in the left part of
Figure 3.

We then do tests using iForest, EIF, and RIF on this dataset. Since we added 16
anomaly points to a dataset of 2000 normal points from a single round shape, the
anomalous ratio in the data is about 16

2016 ≈ 0.008.
For each method, we use 100 trees and a sample size of 256. We split the space

[0, 1]2 into a 30×30 grid, which gives us 900 points. Then, we use iForest, EIF, and RIF
to calculate the anomaly score for these 900 points. The heatmaps in Figure 3 show
these results. Darker colors mean higher anomalous scores. Black points are normal,
and white points are anomalous.

In the heatmap from iForest, we see ghost clusters at the top, right, bottom, and
left. But in the heatmaps from EIF and RIF, there are no ghost clusters. The AUC
scores are 0.87 for iForest, and 0.99 for both EIF and RIF. Thus, for this experiment,
EIF and RIF outperform iForest.

Next, we look at two spherical Gaussians with centers at (0.8, 0.2) and (0.2, 0.8),
each with a spread of 0.06. We mix them equally to make a dataset of 2000 points. We
add 6 anomaly points: two near (0.8, 0.8) (top-right), two near (0.25, 0.25) (bottom-
left), and two in the middle at (0.5, 0.5). These anomaly points are white in the left
part of Figure 4, while normal points are blue. With 6 anomaly points and 2000 normal
points, anomalies make up approximately 0.003 of the dataset.
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Fig. 4: Ghost clusters phenomenon for a two Gaussian distributions.

In the iForest heatmap, we see ghost clusters at the top-right and bottom-left.
For EIF, the ghost clusters are between the two spherical Gaussians. But in the RIF
heatmap, there are no ghost clusters. This essentially predicts that RIF should a better
AUC score than iForest and EIF. Indeed, our experiments confirms this prediction
and show that the AUC score of RIF is 0.99, while iForest scores 0.66, and EIF has
the AUC score of 0.83.

Our latest experiment reveals an interesting finding that challenges conventional
wisdom. In certain situations, iForest performs better than RIF, contrary to what was
previously thought. To understand when iForest outperforms EIF, we repeat a similar
experiment to the previous one. However, this time, we only place three anomaly
points near the center of the two Gaussian clusters, specifically around the coordinates
(0.5, 0.5). Afterward, we run our algorithms, focusing only on iForest and EIF.

The results show that iForest successfully identifies all three anomaly points, while
EIF only detects two out of three. Looking closer at the heatmaps generated by iFor-
est and EIF, we observe a distinct darkened area in the iForest heatmap that is
absent in the EIF heatmap. As a result, the ghost cluster in the middle of the EIF
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Fig. 5: Two gaussian distributions with three anomaly points between two gaussian
clusters. Contamination is 0.0045 and the AUC score for iForest is 1.0. However, the
AUC score for EIF is 0.83

heatmap becomes more conspicuous. It is important to note that ghost clusters are
still visible at the corners of the iForest heatmap, indicating a potential decrease in
performance when anomaly points are in those areas. However, when anomaly points
are concentrated in the middle, iForest performs better than EIF.

5 Random rotations in high dimensions
Let us consider a d × d matrix A which is indeed, a square matrix of order d. An
orthogonal matrix A is a matrix that satisfies AAT = I, where AT is the transpose of
the matrix A and I is the identity matrix.
Definition 1 (Rotation matrix) A rotation matrix R is a real-valued d×d orthog-
onal square matrix with a unit determinant. In other words, it satisfies the conditions:

RT = R−1 and |R| = 1 ,

where R−1 is the inverse of the matrix R, i.e., RR−1 = R−1R = I.
The group of orthogonal matrices in dimension d, denoted by O(d) (see Dia-

conis and Shahshahani [21]), encompasses transformations that preserve distances
in a d-dimensional Euclidean space while fixing a point. This group operation
involves composing transformations. This orthogonal group consists of two connected
components.

• Determinant 1: This component is known as the special orthogonal group, denoted
by SO(d) and contains all orthogonal matrices with a determinant of 1. This
subgroup, also known as the rotation group, extends the concept of rotations in
dimensions 2 and 3, where its elements represent typical rotations around a point
(in dimension 2) or a line (in dimension 3).

• Determinant −1: The other component comprises all orthogonal matrices with
a determinant of −1. However, this component does not form a group because
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the product of any two of its elements yields a determinant of 1, rendering it
incompatible with the component’s determinant of −1.

We generate a d× d random rotation matrix Q in two steps:
First, we generate a random matrix A in d-dimensional space by sampling each

entry independently from a standard normal (Gaussian) distribution with zero mean
and unit variance. This means that each entry aij of the matrix is drawn from a
random variable X that follows the normal distribution N (0, 1), where the probability
density function of X is given by f(x) = 1√

2π
e−

x2

2 . This process ensures that each
entry of the matrix is randomly and independently chosen, providing a way to generate
random matrices suitable for various applications such as dimensionality reduction
[48], random projections [49], and statistical modeling [57].

Next, once we have the random matrix A, we can perform QR decomposition [58]
to factorize it into an orthogonal matrix Q and an upper triangular matrix R. The
QR decomposition of A is given by A = QR, where Q is an d × d orthogonal matrix
and R is an d × d upper triangular matrix. This decomposition is useful for various
numerical algorithms, including solving linear equations [59], least squares regression
[60], and eigenvalue computations [61]. The matrix Q is a random rotation matrix in
d-dimensional space.

In summary, the process of generating a random rotation matrix involves the
following steps:

1. Generate a random matrix (A): Start by generating a random matrix A of
size d×d with elements drawn from a normal probability distribution with mean
0 and variance 1.

2. Perform QR decomposition: Perform QR decomposition on the random
matrix A to obtain an orthogonal matrix Q and an upper triangular matrix R,
such that A = QR.

By following these steps, we obtain a random rotation matrix Q.

6 Rotated isolation forest in d-dimensional Euclidean
space

In this section, we explore our primary anomaly detection algorithm, known as Rota-
tion Isolation Forest (RIF). This algorithm is comprised of two primary tasks: Firstly,
we have the subroutine RIFConstruction, outlined in Algorithm 1 and Figure 6.
This subroutine is responsible for constructing a RIF from a given point set P . Sec-
ondly, we introduce the subroutine Scoring, detailed in Algorithm 2 and Figure 7.
This subroutine is designed to compute the anomaly score of a point p, given a RIF
F and an arbitrary point p.

The input for RIFConstruction consists of a set P ⊆ Rd containing n points,
along with two parameters: s, representing the sample size, and t, indicating the
number of trees to be constructed in the forest F . For each tree Ti where i ∈ [t],
we initially compute a random rotation matrix Ri. Subsequently, we sample a set Si
uniformly at random from the point set P and compute its rotated version S′

i using
the rotation matrix Ri. This rotated set S′

i serves as input for constructing the iTree
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Algorithm 1: RIFConstruction

Data: A set P of n points in d-dimensional Euclidean space Rd, sample size
s, and a number t of trees

Result: A RIF forest F
1 Compute t random rotation matrices R1, · · · ,Rt;
2 for i = 1 to t do
3 Let Si be a set of s samples drawn uniformly at random from point set P ;
4 Let S′

i = Si×Ri be the rotation of sampled set Si using rotation matrix Ri;
5 Construct iTree Ti for sampled set S′

i;

6 Return RIF forest F = ∪ti=1(Ti,Ri), where for every iTree Ti, we also return
its corresponding random rotation matrices Ri

P

S ′1 = S1 ×R1

S ′i = Si ×Ri

S ′t = St ×Rt

iTree

Construction

iTree

Construction

iTree

Construction

T1

Ti

Tt

RIF forest

F

S1

Si

St

Sampled
Sets

Fig. 6: The pseudocode for constructing a RIF.

Ti. The RIF F is then formed by the union of all trees T1, · · · , Tt constructed in this
manner.

The scoring subroutine operates in a similar manner. For any given point p ∈ Rd,
the process unfolds as follows: For each tree Ti, we begin by randomly rotating the
point p using the matrix Ri, resulting in the transformed point pi. Subsequently, the
scoring function of tree Ti is invoked to calculate the score si. These computed scores
s1, · · · , st are then provided as input to the algorithm CombineScores(s1, · · · , st) to
derive the anomalous score s(p) for the point p.

Algorithm 2: Scoring
Data: RIF forest F = ∪ti=1(Ti,Ri) and an arbitrary point p
Result: The anomalous score for point p computed using F

1 for i = 1 to t do
2 Let pi = p×Ri be the rotation of point p rotation matrix Ri;
3 Use iTree Ti to compute anomaly score si for point pi;

4 Invoke Algorithm CombineScores(s1, · · · , st) to compute anomalous score
s(p) of point p;

5 Return s(p)
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Fig. 7: Computing the anomaly score for an arbitrary point p.

6.1 Discussion of issues identified by Hariri et al. [10]
As we explained in the introduction, the idea of randomly rotating datasets before
applying the iForest construction was also explored in [10]. However, the authors faced
various challenges with this approach, leading them to adopt a more sophisticated
partitioning method using hyperplanes with random slopes, as proposed in EIF. [10].
Below, we explicitly address how the Rotated Isolation Forest (RIF) resolves these
challenges.

Rotation in Higher Dimensions
We begin by addressing the fifth issue raised by Hariri et al. [10]. The resolution of
this issue provides insights into answering the other questions. They mentioned that
“The rotation is not obvious in higher dimensions than 2-D. For each tree we can
pick a random axis in the space and perform planar rotation around that axis, but
there are many other choices that can be made, which might result in inconsistencies
among different runs.” This is indeed the problem with the way that they do random
rotation. In particular, they pick a random axis and then perform a planar random
rotation around that axis. This is a naive way of choosing a random rotation and doing
it in higher dimensions is not possible. Our random rotation is completely different.
We start by generating a random matrix A of size d× d with elements drawn from a
normal probability distribution with zero mean and unit variance. Then, we perform
the QR decomposition on the random matrix A to obtain an orthogonal matrix Q
and an upper triangular matrix R, such that A = QR. Since Q is orthogonal, its
determinant is either +1 or −1. If it is +1, the matrix Q is already a random rotation
matrix. If it is −1, we can flip the sign of one of its columns to make the determinant
+1 and in turn, to obtain the random rotation matrix Q. The matrices A and Q are
both of size d× d. Thus, it works for any d-dimensional Euclidean space Rd.

Tagging Trees with Rotation Information
In [10], Hariri et al. wrote that “Each tree has to be tagged with its unique rotation
so that when we are scoring observed data, we can compensate for the rotation in
the coordinates of the data point.” Let us first see what information we need to store
for iForest, EIF and the proposed method RIF. The iForest, stores for every node of
every tree two numbers that correspond to the random dimension and the random
value along that the random dimension. In the EIF, at every node of every tree, they
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choose a random slope which is a random normal vector n drawn uniformly over the
unit d-dimensional sphere and a random intercept p that is drawn from a uniform
distribution over the range of values present at that node. For every point x ∈ Rd, we
then compute the test (x−p)·n. If this is negative, x is in one side of the cut, otherwise
on the other side. Both n and p are d-dimensional vectors. Thus, for every tree the
number of values that we keep is the number of nodes per tree multiplied by 2d for d-
dimensional vectors n and p. For RIF, besides the values that iForest stores, we store
only the random rotation matrix Q what needs d2 values. If the number of nodes in a
tree is more than the number of dimensions (which is often the case), the values that
we store for RIF are smaller than the d-dimensional vectors that we need to store for
EIF. For a given point x, in the RIF, before we feed it into iForest, we multiply x by
Q. For EIF, at every node we need to compute the test (x− p)n. Therefore, tagging a
unique rotation for RIF is much simpler than tagging random rotations at every node
that is done in EIF.

Rectangular Bias Averaging
The second issue raised in [10] states: "Even though the ensemble results seem good,
each tree still suffers from the rectangular bias introduced by the underlying algorithm.
In a sense, the problem is not resolved but only averaged out." This issue does not
arise in RIF because the random rotation matrices applied before iForest effectively
randomize the orientation of the rectangles used by iForest. As a result, the rectangular
regions are no longer axis-aligned, eliminating any bias toward specific axes or fixed
directions.

Scalability to Large Datasets and High Dimensions
As explained in response to the fifth issue, we utilize QR decomposition to efficiently
generate orthogonal random rotation matrices. This approach scales effectively with
large datasets and high-dimensional spaces, ensuring that the random rotations remain
computationally feasible while preserving the orthogonality necessary for our method.
The use of QR decomposition allows us to handle the complexities of high-dimensional
data without sacrificing performance.

Handling Datasets Lacking Symmetries
RIF is designed to handle datasets with irregular structures or lacking symmetries.
The random rotations introduce diversity in the orientations of the data (See Figure 1).
This ensures that the algorithm does not depend on any specific symmetrical proper-
ties. By averaging results across multiple random rotations, RIF achieves robustness,
even in cases where datasets exhibit asymmetry or irregular patterns.

Extra Bookkeeping and Metadata Storage

7 Empirical results
Next, we present our empirical results. All experiments were conducted using Google
Colab and involved both synthetic and real datasets. Regarding synthetic datasets,
we conducted experiments on two and three-dimensional datasets. Specifically, the
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two-dimensional datasets consist of: (1) a single spherical Gaussian dataset, (2)
two spherical Gaussians, (3) two skewed Gaussians, and (4) a sinusoidal dataset.
Additionally, for the three-dimensional dataset, we utilized the Swiss roll dataset.

As for real datasets, we collected nine distinct datasets. Subsequently, we elaborate
on these datasets and provide an analysis of the outputs produced by the iForest, EIF,
and RIF algorithms applied to these datasets.

7.1 Two dimensional datasets
One gaussian distribution
The initial two-dimensional dataset comprises a cluster of points generated according
to a single spherical Gaussian distribution N(µ = (0.5, 0.5), σ = 0.07). Here, the mean
of the distribution is located at µ = (0.5, 0.5) with a standard deviation of σ = 0.07.
We generated a total of 2000 points from this distribution. Two experiments were
conducted, involving the addition of anomalies to the underlying space [0, 1]2.

In the first experiment, we placed 8 anomaly points at each corner of the underlying
space [0, 1]2. This arrangement involved positioning two anomaly points at the top-
right, two at the bottom-right, two at the bottom-left, and two at the top-left corners.
Refer to the left sub-figure in Figure 8 to visualize the dataset after adding anomaly
points. Subsequently, we employed the construction algorithms of iForest, EIF, and
RIF on this dataset. Given the presence of 8 anomaly points and 2000 normal points,
the contamination ratio of the data was calculated as 8

2008 ≈ 0.004.
For each algorithm, we set the number of trees t = 100 and the sample size s = 256.

Furthermore, to create the heatmap, we divided the underlying space [0, 1]2 into a
grid consisting of 30 rows and 30 columns. This resulted in a total of 900 grid points.
Subsequently, we utilized the scoring function of iForest, EIF, and RIF to compute
the anomalous score of these 900 points based on the forests constructed by each
algorithm. The heatmaps depicting these results are presented in Figure 8. In each
sub-figure, black points denote normal points, while white points represent anomaly
points. The color intensity indicates the anomalous score, with darker shades indicating
higher anomalous scores. Moreover, the boundaries of areas with anomalous scores are
outlined in these sub-figures.

Additionally, we computed the AUC score for these results, which was found to be
one. This outcome aligns with our expectations, as we intentionally placed 8 anomaly
points at the corners of the space [0, 1]2. Notably, in the sub-figure corresponding to
the output of iForest, a sizable area resembling a cross with an orange hue is observed.
This area, known as the "ghost cluster," is unique to the output of iForest and is not
observed in the outputs of EIF and RIF.

In a second experiment using the same dataset configuration as the first one,
we positioned the 8 anomaly points at different locations—specifically, north, south,
west, and east of the dataset. The resulting heatmap is depicted in Figure 9. In this
experiment, the AUC score for iForest was 0.68, while for EIF and RIF, it was 1.0. Con-
sequently, the conclusion drawn from this experiment is that EIF and RIF outperform
iForest.

However, the primary question remains: which algorithm, EIF or RIF, outperforms
the other? Based on our observations from the heatmaps, we expect that RIF should
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Fig. 8: One gaussian distribution with two anomaly points at each corner (top-right,
bottom-right, bottom-left, and top-left). The AUC score for all methods is 1.0 as they
can detect all anomalies (i.e., white points).

outperform EIF, as the lighter areas in RIF are more concentrated compared to those
in EIF. Our subsequent experiment, focusing on a dataset consisting of two spherical
Gaussians, confirms this observation and demonstrates that the AUC score of RIF
significantly outperforms EIF. Interestingly, we show that even iForest outperforms
EIF for this dataset.

Two gaussian distributions
The setup of this experiment follows a similar approach to the first two. We create
two clusters of points generated according to two spherical Gaussian distributions:
N1(µ = (0.8, 0.2), σ = 0.06) and N2(µ = (0.2, 0.8), σ = 0.06). The distribution from
which we draw our samples of 2000 points is a mixture distribution N with equal
weights, where α1 = α2 = 1

2 .
To introduce anomalies, we place 6 anomaly points: two near position (0.8, 0.8)

(top-right corner), two near position (0.25, 0.25) (bottom-left corner), and two near the
center of the space [0, 1]2 at position (0.5, 0.5). These anomaly points are illustrated
in white in the left sub-figure of Figure 10, while normal points are depicted in blue.
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Fig. 9: One gaussian distribution with two anomaly points at each position north,
south, west, and east. The AUC score for iForest is 0.68, and for EIF and RIF is 1.0.

With 6 anomaly points and 2000 normal points, the contamination ratio of the data
is approximately 6

2006 ≈ 0.003.
We then apply the construction algorithms of iForest, EIF, and RIF to this dataset

and observe an intriguing phenomenon. In the heatmap of iForest, we notice two ghost
clusters at the top-right and bottom-left parts. However, in the middle region between
the two Gaussian clusters, we observe a dark area indicating a higher anomalous score
compared to the ghost clusters. Consequently, the AUC score computed for iForest
construction is 0.66.

In the heatmap generated by EIF, we do not observe the two ghost clusters at
the top-right and bottom-left parts. Instead, we observe a ghost cluster in the middle
between the two Gaussian clusters. Due to this behavior, the reported AUC score by
EIF is 0.88.

Remarkably, no ghost clusters are observed in the heatmap produced by
RIF—neither at the top-right and bottom-left parts nor in the middle. The AUC score
returned by RIF is 1.0, indicating that RIF successfully detects all 6 anomaly points
in this dataset.
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Fig. 10: Two gaussian distributions with two anomaly points at each position middle,
top-right, and bottom-left. The AUC score for iForest is 0.66, and for EIF is 0.83 and
for RIF is 1.0.

Skewed gaussian distributions
Our third experiment explores Gaussian distributions skewed along a random line.
Specifically, we generate two clusters of points according to two spherical Gaussian
distributions: N1(µ = (0.2, 0.4), σ = 0.06) and N2(µ = (−0.2, 1), σ = 0.06). These
distributions form a mixture distribution N with equal weights, where α1 = α2 = 1

2 .
To introduce skewness, we randomly select an angle and stretch both clusters

along that angle. The resulting dataset is illustrated in the left subfigure of Figure 11.
Additionally, we include three anomaly points (depicted as white points in the figure)
at positions (0.8, 0.7), (0.82, 0.72), and (0.78, 0.68). The contamination ratio of the
dataset is approximately 3

2003 ≈ 0.0015.
In the heatmap of iForest, we observe strips of ghost clusters—two vertical strips

at the top and bottom of both Gaussian clusters, each reasonably thick. Additionally,
there are four narrower vertical strips. Moreover, a sizable ghost cluster is visible in the
middle between the two Gaussian clusters. The AUC score of iForest is 0.50, indicating
that it fails to detect any of the anomaly points.

Moving to the heatmap of EIF, we do not observe the vertical and horizontal ghost
clusters, but a reasonably large ghost cluster remains visible in the middle between
the Gaussian clusters. The AUC score of EIF is 0.83.
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Fig. 11: Two skewed gaussian distributions with three anomaly points in the middle.
The AUC score for iForest and EIF are 0.50, and for EIF is 0.83 and for RIF is 1.0.

However, in the heatmap of RIF, neither the vertical and horizontal ghost clusters
nor the central ghost cluster are present. Consequently, RIF reports an AUC score of
1.0, indicating successful detection of all three anomaly points added to the mixture
distribution of Gaussian clusters.

Sinuside dataset
The Sinuside dataset represents our final two-dimensional dataset for experimentation,
as depicted in the left subfigure of Figure 12.

In addition to the inherent sinusoidal shape, we intentionally introduced eight
anomaly points to this dataset to evaluate the anomaly detection capabilities of dif-
ferent algorithms. Specifically, two anomaly points are situated near (5, 1), another
two near (7,−1), two more close to (10, 1), and the final two around (20,−1). These
anomaly points are visually distinguished in white in Figure 12.

Notably, neither the heatmap generated by iForest nor the heatmap produced by
EIF accurately captures the complex shape of the Sinuside dataset. However, RIF
demonstrates superior performance, providing a heatmap that almost entirely illus-
trates the intricate shape of the Sinuside dataset. Consequently, as expected, the AUC
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Fig. 12: The points are generated according to a Sinuside distribution with white
anomaly points are added between peaks and troughs. The AUC score for iForest is
0.50, and for EIF is 0.83 and for RIF is 1.0.

scores of iForest and EIF both amount to 0.5, indicating their inability to detect
any of the anomaly points. Conversely, RIF achieves an AUC score of 1.0, showcas-
ing its capability to effectively identify all eight anomaly points within the dataset.
This marked contrast in performance underscores the effectiveness of RIF in handling
datasets with complex geometric structures and anomaly components.

7.2 Three dimensional datasets
The Swiss Roll dataset is a classic example commonly used in machine learning and
data visualization. It is designed to illustrate the challenges of learning complex,
non-linear manifolds and the effectiveness of algorithms, particularly those designed
for dimensionality reduction and manifold learning. The Swiss Roll dataset can be
generated as follows:

1. 2D Grid: Start with a two-dimensional grid of points. These points are evenly
spaced in two dimensions, typically ranging from 0 to 1 in both dimensions.

22



2. Unrolling: Roll up the grid in a non-linear fashion to create a three-dimensional
spiral. This is done by scaling and bending the grid along one axis while leaving
the other axis unchanged.

3. Anomaly: This could involve randomly perturbing the position of each point
slightly to introduce variability and make the dataset more realistic.

The resulting dataset resembles a rolled-up piece of paper or a Swiss roll cake.
It is characterized by a spiral or coil structure in three dimensions, even though it’s
embedded in a two-dimensional space. The Swiss Roll dataset is particularly useful for
testing and demonstrating algorithms that aim to learn the underlying structure of
high-dimensional data. By visualizing the Swiss Roll in two dimensions after applying
these techniques, researchers can gain insights into the effectiveness of the algorithms
and their ability to capture the intrinsic, non-linear relationships within the data.

Fig. 13: The points are generated according to a Swiss roll distribution with eight
anomaly points (red stars) are added.

We generated a Swiss Roll dataset, depicted in Figure 13 (left sub-figure), compris-
ing 2000 points with an added anomaly rate of 0.001. However, it’s important to note
that these anomalies are considered part of the normal points. To simulate anomalies
detectable by anomaly detection algorithms, we introduced eight additional anomaly
points to the dataset, illustrated as red stars in Figure 13. These anomalies were strate-
gically placed as follows: two points close to [−5, 0, 0], two points near (−2, 0,−2), two
points adjacent to (8, 0,−2), and finally, two points neighboring (−10,−10, 10).
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Subsequently, we applied the iForest, EIF, and RIF algorithms to this dataset,
with the experimental results showcased in Figure 13. The AUC scores reported by
iForest and EIF were 0.68 and 0.74, respectively. Consistent with our findings from
two-dimensional datasets and real datasets, RIF once again demonstrated superior
performance, achieving an impressive AUC score of 0.81.

7.3 Real datasets
We conducted a comprehensive array of experiments on real-world datasets, and
the details of these datasets along with their properties are meticulously outlined in
Table 1. The table furnishes crucial information such as the dataset names in the first
column, followed by the number of instances (examples) and dimensions of each dataset
in the second and third columns, respectively. The fourth column shows the contamina-
tion ratio, which indicates the proportion of instances identified as anomalies. Finally,
the fifth and sixth columns denote the labels assigned to instances corresponding to
the normal and anomaly classes.

Dataset Size Dimension Contamination Normal Anomaly
Ionosphere 351 33 126 (0.36) g B
Http 567467 3 2213 (0.04) 0 1
Satellite 6435 36 2059 (0.32) Normal Anomaly
Shuttle 57990 9 3501 (0.06) 0 1
Smtp 96554 38 1183 (0.01) 0 1
Cardio 1831 21 190 (0.1) 0 1
ForestCover 286047 11 2747 (0.01) 2 4
Mammography 11183 6 259 (0.02) -1 1
Pima 1832 21 641 (0.35) 0 1

Table 1: The properties of real datasets.

The outcomes of our experiments involving the iForest, EIF, and RIF algorithms
are systematically presented in Table 2. For consistency and comparability across
experiments, we standardized the parameters by setting the number of trees t = 100
and the sample size s = 256 for each algorithm.

To ensure robustness and reliability, we conducted five repetitions of each experi-
ment for every dataset and algorithm combination. The structure of Table 2 comprises
three main columns, each dedicated to iForest, EIF, and RIF, respectively. Within
each column, three sub-columns provide insightful metrics: the average AUC score
over the five experiment repetitions, the maximum AUC score achieved among these
repetitions, and the algorithm contamination set for the respective algorithm.

It is essential to distinguish between data contamination and algorithm contamina-
tion. While data contamination refers to the fraction of instances labeled as anomalies
in a dataset, algorithm contamination pertains to the fraction of anomalies desig-
nated as input to the algorithm. For instance, when running the iForest algorithm on
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Dataset iForest EIF RIF

Avg Max Cont Avg Max Cont Avg Max Cont
Ionosphere 0.807 0.817 0.25 0.821 0.829 0.25 0.882 0.899 0.35
Http 0.893 0.902 0.20 0.917 0.952 0.10 0.987 0.996 0.05
Satellite 0.700 0.727 0.30 0.712 0.729 0.30 0.731 0.740 0.23
Shuttle 0.974 0.975 0.10 0.976 0.977 0.10 0.983 0.987 0.08
Smtp 0.834 0.842 0.05 0.813 0.825 0.05 0.830 0.825 0.05
Cardio 0.846 0.880 0.25 0.849 0.872 0.30 0.895 0.907 0.23
ForestCover 0.810 0.806 0.20 0.870 0.894 0.20 0.855 0.864 0.20
Mammography 0.798 0.820 0.20 0.796 0.810 0.25 0.801 0.820 0.23
Pima 0.648 0.660 0.45 0.630 0.647 0.40 0.653 0.655 0.40

Table 2: The results of real datasets for iForest, EIF, and RIF. In this table, "Avg",
"Max", and "Cont" are abbreviations for "average", "maximum", and "Contamina-
tion", respectively.

a dataset D with a contamination rate of c, we supply an algorithm contamination
c′ ≥ c. Subsequently, the algorithm computes anomalous scores for instances in D,
sorting them in decreasing order of their scores and identifying anomalies from the
top c′ fraction of instances in this sorted list. Achieving a good AUC score with an
algorithm contamination closer to c implies a lower number of false positives required
to detect true anomalies.

Upon careful examination of Table 2, it is evident that RIF consistently outper-
forms the other algorithms across the majority of datasets, exhibiting superior AUC
scores while necessitating lower algorithm contamination rates. For example, consider
the Http dataset, with a data contamination of 0.04. While iForest achieves a maxi-
mum AUC score of 0.902 with an algorithm contamination of 0.20, significantly higher
than the dataset’s contamination, EIF manages a score of 0.952 with an algorithm
contamination of 0.10. Remarkably, RIF attains the highest AUC score for the Http
dataset, reaching 0.996 with an algorithm contamination of 0.05, lower than that of
iForest and EIF. Refer to Table 2 for detailed AUC scores and algorithm contamination
metrics for other datasets.

As evidenced by the results obtained from both synthetic datasets and real-world
datasets, the RIF algorithm effectively eliminates the fictitious zones created by iFor-
est and EIF, enhancing the consistency of anomaly scores and leading to improved
predictions. This is achieved through dynamic representations of input data, increased
dataset diversity, and the utilization of oblique hyperplanes.

7.4 High dimensional real datasets
Finally, we study the scalability of the RIF algorithm for high-dimensional spaces. To
this end, we collected nine datasets that are high-dimensional and vary in size, with
dimensions ranging from 50 to 501 ([50, 58, 79, 168, 196, 271, 300, 500, 501]). Thus, they
are indeed high-dimensional datasets.
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Dataset Size Dimension Contamination Normal Anomaly
backdoor 95329 196 2330 (0.02) 0 1
census 299285 500 18569 (0.06) 0 1
madelon 2600 501 1301 (0.50) 0 1
musk 6598 168 1018 (0.15) 1 0
scene 2407 300 432 (0.18) 1 0
Arrhythmia 420 271 208 (0.50) 1 0
SpamBase 4601 58 1814 (0.39) 0 1
DDos 66237 79 31285 (0.47) DDoS BENIGN
Oil-Spill 937 50 42 (0.04) -1 1

Table 3: The properties of high dimensional real datasets.

Table 3 provides a summary of the key properties of the datasets, including details
such as dimensionality, size, and contamination levels. Meanwhile, Table 4 presents
the results of our experiments, showcasing the performance of iForest, EIF, and RIF.
As observed, RIF consistently delivers superior performance compared to iForest and
EIF across all these datasets. This consistent performance shows that the capability
of the RIF algorithm to effectively handle diverse and challenging data distributions.

Dataset iForest EIF RIF
Avg Avg Avg Cont

backdoor 0.7389 0.7478 0.7604 0.45
census 0.5835 0.5572 0.6357 0.45
madelon 0.4980 0.5004 0.5113 0.10
musk 0.5550 0.5560 0.6528 0.40
scene 0.5452 0.5463 0.6078 0.40
Arrhythmia 0.6617 0.6662 0.7048 0.30
SpamBase 0.5681 0.5760 0.6497 0.08
DDos 0.5478 0.5578 0.5670 0.30
Oil-Spill 0.6428 0.6786 0.7571 0.25

Table 4: The results of high dimensional real datasets for iForest, EIF, and RIF. In
this table, "Avg", and "Cont" are abbreviations for "average", and "Contamination",
respectively.

8 Conclusion
This paper introduced Rotated Isolation Forest (RIF) as an enhancement to the
popular isolation forest approach for unsupervised anomaly detection. The study
addressed limitations observed in the original isolation forest (iForest) and Extended
Isolation Forest (EIF), which suffered from axis-parallel and artificial fictitious areas,
respectively. By generating dynamic representations of input data and utilizing non-
axis-aligned hyperplanes, RIF effectively eliminated these issues, leading to more
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consistent anomaly scores and improved prediction accuracy. Experimental results on
synthetic and real-world datasets provided clear evidence of the superior performance
of RIF compared to state-of-the-art methods.
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