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Abstract—The realm of technology frequently confronts threats
posed by adversaries exploiting loopholes in programs. Among
these, the Log4Shell vulnerability in the Log4j library stands
out due to its widespread impact. Log4j, a prevalent software
library for log recording, is integrated into millions of devices
worldwide. The Log4Shell vulnerability facilitates remote code
execution with relative ease. Its combination with the extensive
utilization of Log4j marks it as one of the most dangerous vul-
nerabilities discovered to date. The severity of this vulnerability,
which quickly escalated into a media frenzy, prompted swift
action within the industry, thereby mitigating potential extensive
damage. This rapid response was crucial, as the consequences
could have been significantly more severe if the vulnerability
had been exploited by adversaries prior to its public disclosure.

This paper details the discovery of the Log4Shell vulnerability
and its potential for exploitation. It examines the vulnerability’s
impact on various stakeholders, including governments, the
Apache Software Foundation (which manages the Log4j library),
and companies affected by it. The paper also describes strategies
for defending against Log4Shell in several scenarios. While
numerous Log4j users acted promptly to safeguard their systems,
the vulnerability remains a persistent threat until all vulnerable
instances of the library are adequately protected.

Index Terms—Log4j, Log4Shell, Remote Code Execution,
Apache Software Foundation

I. INTRODUCTION

The Log4j vulnerability, emerging publicly in December

2021, represents a significant security challenge in recent

technological history. Upon its disclosure, security experts

rapidly mobilized to mitigate its risks. This vulnerability was

given the utmost priority due to its extensive scope and

potential impact, earning a maximum severity rating of 10.0

on the Common Vulnerability Scoring System (CVSS) [1].

Predominantly integrated into Java applications, Log4j is a

staple in hundreds of millions of devices, underscoring the

severity of this security lapse [2]. In the initial days following

its public revelation, there were reports of the vulnerability

being exploited approximately 2 million times per hour [3].

The breach allowed attackers to execute arbitrary code on

targeted systems by manipulating log messages or their param-

eters. Highlighting the ease of exploitation, a demonstration on

YouTube showed the vulnerability being used to gain control

over another player’s computer in the widely popular game

Minecraft [4] [5].

The attack commenced when a malicious actor initiated

a Java Naming and Directory Interface (JNDI) query to the

target server. The JNDI library, central to this vulnerability,

allowed the exploit to function, though it was also operable

with other types of requests [6]. The critical element of this

attack involved transmitting a string embedded with a link to

the malicious payload via the query, leading to the execution

of arbitrary code on the target system [7]. This capability

effectively granted the attacker remote control over the server.

Subsequently, the attacker could establish a foothold on the

server, setting the stage for more advanced and potentially

damaging attacks.

Security professionals were compelled to respond swiftly

to the vulnerability to mitigate the risk of widespread attacks,

given the pervasiveness and simplicity of the vulnerability. The

vulnerability’s nature also enabled automated reconnaissance

by malicious actors, further escalating the attack frequency

[1]. Despite the rapid deployment of firewalls and other pro-

tective measures, adversaries found ways to circumvent these

defenses and continue exploiting the vulnerability. A patch was

released two weeks after the development team became aware

of the vulnerability [8], and organizations promptly began

its implementation [9]. Fortunately, despite these challenging

conditions, few major breaches were reported [10].

The Log4j vulnerability has prompted several defense rec-

ommendations. These include auditing applications for Log4j

library usage in handling user inputs, identifying additional

instances of Log4j utilization, and upgrading to a Log4j ver-

sion compatible with the organization’s Java version [9] [11].

If updating to a secure Log4j version is infeasible, alternative

mitigation measures can be employed, or the Jndilookup.class

file can be removed from the Log4j library [8]. However, while

these measures can prevent future attacks, they cannot reverse

the damage already inflicted.

The simplicity of the Log4j vulnerability was notably alarm-

ing. Prior to defensive efforts, even inexperienced hackers,

following instructions from a YouTube video, could execute

the hack. The exploit saw immediate and widespread use,

ranging from government-backed intelligence groups to novice

hackers. The ubiquitous presence of the Log4j library in

hundreds of millions of devices worldwide, coupled with its

open-source, efficient nature, raises critical questions about the

oversight in security practices that allowed such a significant

vulnerability to remain undetected in widely-used software for

an extended period.

In this paper, we will explore the background of the Log4j

vulnerability, detailing the nature of Log4j, the timeline of its
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discovery, and the subsequent weaponization of the vulnera-

bility. We will provide an in-depth analysis of the attack pro-

cess, elucidating how Log4j functions as a gateway for more

sophisticated attacks on target computers. The vulnerability

inherent in Log4j facilitated remote server control by actors,

enabling them to execute arbitrary scripts. Additionally, the

paper will assess the impact of this vulnerability, focusing on

how prompt actions by security professionals played a crucial

role in averting major incidents stemming from the exploit.

In summary, the main contributions of this paper are:

• Detailed Analysis of Log4Shell Vulnerability: Offers an

in-depth look at the Log4Shell vulnerability in the Log4j

library, encompassing its discovery, exploitation methods,

and impact across various sectors.

• Mitigation and Defense Strategies: Presents a range of

strategies for mitigating the vulnerability, tailored for dif-

ferent scenarios, including environments where updating

Log4j is not feasible.

• Insights into Open Source Software Security: Raises

important discussions about the security challenges in

open-source software, using the Log4j incident to high-

light the need for enhanced security practices in open-

source development and maintenance.

II. BACKGROUND

A. Introduction

This section provides an in-depth examination of Log4j

and Log4Shell, highlighting their interrelation and distinct

aspects. It delves into the discovery process of Log4Shell

and the subsequent steps undertaken post-discovery. Finally,

it details the immediate reactions and measures implemented

by community members and governmental bodies in response

to the vulnerability.

B. Log4j and Log4Shell Introduction

Log4j, a Java-based software library, is integral to logging

and monitoring activities in applications and servers. Devel-

oped under the Apache Logging Services, a project of the

Apache Software Foundation [8], its vulnerability became

widely known in December 2021. Dubbed Log4Shell, this

vulnerability first manifested in Minecraft: Java Edition [4]

and enabled malicious actors to execute code on targeted

clients or servers. Typically resulting in a reverse shell, this

exploit facilitated unauthorized access to servers, hence the

vulnerability’s moniker, Log4Shell. Often the initial phase in

a broader attack strategy, Log4Shell was pivotal in breaching

target systems. Its risk factor was assessed at the maximum

score of 10 on the Common Vulnerability Scoring System

(CVSS), reflecting its exploitation ease and Log4j’s ubiquity

in various applications [7].

C. Discovery of Log4Shell

On November 24, 2021, an Alibaba security engineer un-

covered the Log4Shell vulnerability using recursive analysis.

This discovery revealed the possibility of remote code execu-

tion on different machines [12]. The vulnerability, along with

Nov 24, 2021 · · ·• Alibaba reports Log4j vulnerability
to ASF.

Nov 29, 2021 · · ·• ASF begins reviewing fix in GitHub.

Dec 1, 2021 · · ·•
Limited exploitation of Log4j
vulnerability is seen in the wild.

Dec 9, 2021 · · ·•
ASF notified that vulnerability was
shared on a blog, twitter, and
GitHub.

Dec 10, 2021 · · ·•
CVE-2021-44228 released, CISA
releases first Log4j advisory.

Dec 13, 2021 · · ·•
Alibaba reports vulnerability to
PRC’s Ministry of of Industry and
Information Technology.

Figure 1: Timeline of Log4j Vulnerability [1]

Table I: Overview of Key Log4j Vulnerabilities: Ratings and

Affected Versions

Vulnerability Rating Versions Effected

CVE-2021-44832 6.6 All versions from 2.0-beta7 to 2.17.0,
excluding 2.3.2 and 2.12.4

CVE-2021-45046 9.0 All versions from 2.0-beta9 to 2.15.0,
excluding 2.12.2

CVE-2021-44228 10.0 All versions from 2.0-beta9 through
2.15.0

a proof of concept, was promptly reported to the Apache Soft-

ware Foundation. This marked the prelude to the vulnerabil-

ity’s public acknowledgment. Although the ASF initiated work

on a resolution by November 29, a security advisory wasn’t

issued immediately [1]. Subsequent modifications to the Log4j

library on GitHub were made on December 5, followed by

a new Log4j release the next day [1]. On December 9, the

same engineer alerted ASF about discussions on exploiting

the vulnerability on WeChat [1].

D. Immediate Impact from Log4Shell

A YouTube video demonstrating the exploit in Minecraft un-

derscored the severity of the vulnerability, affecting Minecraft

versions 1.8.8 to 1.18 [12]. However, the reach of Log4Shell

extended far beyond Minecraft, potentially jeopardizing “hun-

dreds of millions of devices” [2]. Cybersecurity firm Akamai

reported “around 2M attack attempts per hour” from December

9th to 16th [3]. Following a surge in social media posts about

Log4Shell, ASF released a public fix on December 10 and

assigned CVE-2021-44228 to the vulnerability. This identifier

was later rated a maximum of 10.0 on the CVSS by the NIST

National Vulnerability Database (NVD) [1]. The CSRB Report

provides a comprehensive account of the unfolding events and

critical milestones [1].

III. ATTACK METHODOLOGY

The attack methodology section of this paper aims to eluci-

date how an attacker could exploit the Log4Shell vulnerability.



It is structured to cover the attack in three main phases and

discusses the enabling technology behind the exploitation.

Subsequently, the section delves into evasion techniques and

advancements made to the attacks. The final part of the section

addresses how prior knowledge facilitated quicker execution

of these attacks.

A. Technology Allowing Exploitation and Attack Phase 1

The Log4Shell vulnerability originates from insufficient

safeguards against “attacker controlled LDAP and other JNDI

related endpoints” [7]. LDAP, or Lightweight Directory Access

Protocol, is an internet protocol for accessing and managing

distributed directory services, while JNDI, the Java Naming

and Directory Interface, facilitates resource lookup by name.

The vulnerability’s crux lies in Log4J’s message lookup sub-

stitution feature, enabling attackers to execute arbitrary code

from LDAP servers by controlling log messages or their

parameters [7] [9]. Log4J processes special markers “[]” in

log entries, triggering JNDI queries upon request processing.

The attack commences with a crafted string like [jndi: ldap:

//exampleattacker.com/a]. The server, interpreting this marker,

sends an LDAP request to the specified attacker-controlled

site for a Java class. Upon receiving the response, the server

decodes it, unintentionally executing the payload. Hence, a

strategically composed string embedding a malicious payload

link can commandeer the operating system through the JNDI

query. Researchers discovered that the exploit extends beyond

LDAP to include DNS, NIS, NDSM RMI, IIOP, and COBRA,

setting off the attack’s second phase [6]. The simplicity of this

exploit, as noted by the SANS Institute, highlights its alarming

potential [13].

B. Attack Phase 2

The second phase of the attack is characterized by the

attacker’s efforts to establish a foothold on the victim’s ma-

chine via remote code execution, exploiting the JNDI request

initiated in the first phase. This stage involves a trial-and-error

process with two primary potential failure points. The first

challenge for the attacker is to have access to a server that can

receive and process the JNDI-based LDAP request originating

from the victim’s server. Hackers often rely on compromised

servers for this purpose, which may have disabled features,

unreliable infrastructure, or could be offline, all of which could

result in LDAP connection failure [6]. The second challenge

arises if the LDAP connection is successful; the victim’s server

must then download and execute the script sent by the attacker.

This step can fail if the server lacks necessary components or

elements needed for the script’s execution. However, failure at

this stage does not mark the end of the attack but is merely a

temporary obstacle. The attacker can modify the LDAP request

in the JNDI query or adjust the script for a subsequent attempt

[14]. Successful execution of the script typically grants the

attacker a reverse shell, providing a solid base for launching

more advanced attacks in phase 3.

Log4J Exploit Phases

Exploit Attempt

with Malicious String

(1)

LDAP Request and

Script Installation

(2)

Actions on the

Objection

(3)

Attack Staging Attack Execution

Figure 2: Phases of an Attack Using Log4Shell [1]

C. Attack Phase 3

The third phase of the attack is divided into two subphases:

Staging and Execution. In the Staging subphase, which begins

once the malicious script is downloaded and executed on

the target machine, the attacker solidifies their foothold. This

stage is critical for preparing a more comprehensive attack,

involving tasks such as installing additional tools or attempting

to elevate credentials [6]. This preparation serves as the foun-

dation for subsequent actions. During the Execution subphase,

the attacker utilizes their newfound system access and tools

for malicious purposes. Activities during this phase can range

from installing malware or cryptocurrency miners, encrypting

the system for a ransomware attack, to exfiltrating data for sale

or public release [6]. This phase mirrors the progression seen

in many other cyber attacks following unauthorized system

access and is not the central focus of this paper.

D. Improvements on Attack Sophistication

Attackers rapidly identified and utilized unique methods to

exploit the vulnerability. Insights from a report by the U.S.

Department of Homeland Security’s Cyber Security Review

Board included notable trends in the industry. One such

trend was the automation of the reconnaissance process using

botnets, a technique widely adopted by attack groups to swiftly

pinpoint vulnerable targets. In the period from January to

March 2022, cybersecurity technology companies recorded

and investigated several ransomware attacks that exploited the

Log4J vulnerability, underscoring the widespread impact and

adaptability of the exploit [1].

E. Attempts at Evasion Utilizing Log4J

Another way the attack was iterated and improved

upon was through the use of evasion techniques to avoid

detection and blocking by firewall or other traffic monitoring

rules. Early into the discovery and abuse of the Log4Shell

vulnerability, security professional began to create firewall

rules to attempt to block traffic that contained strings that

appeared to be exploiting Log4Shell. Initial attack attempts

were rudimentary and the strings had no obfuscation or

evasion attempts. They often took the form previously

shown of [jndi: ldap: //exampleattacker.com/a]. A simple

attack attempt can be halted by simple rules looking for

phrases in logged content such as $jndi:dns..., $jndi:rmi...

and $jndi:ldap.... Eventually, actors began to make attempts

at obfuscation, such as replacing ${ with %24%7B or



\u0024\u007b [15]. However these tricks were not very

effective as the logs can easily be decoded before checking

for malicious strings. Log4J, however, has a large set of

tools that hackers could unfortunately take use of to evade

detection. Certain functions such as the lower function could

be used to hide JNDI requests, as the function returns only

the letter and concatenates it with the rest of the log, meaning

J, N, D and I could be strung together in lower functions

and still provide functionality with the following input

“${lower:${lower:J}}${lower:${upper:D}}${lower:N}i”,

which when handled by Log4J will re-

turn “jndi”. A full string could look like:

[${lower:${lower:J}}${lower:${upper:D}}${lower:N}i:

ldap: //exampleattacker.com/a] [16] [15]. Other Log4J

methods were used by hackers to avoid evasion, and

professionals had to continuously update the firewall rules to

attempt to block this traffic.

F. Previous Knowledge Enabled Faster Attacks

The exploitation of JNDI/LDAP for remote code execution

is not a novel concept. This was evidenced at BlackHat 2016,

where Hewlett Packard security experts Alvaro Muñoz and

Oleksandr Mirosh showcased the potential for JNDI requests

to facilitate remote code execution on servers. They explored

three attack vectors: RMI, COBRA, and LDAP. Specifically,

the LDAP vector encompassed multiple scenarios, including

attacks on vulnerable LDAP servers and applications [17].

The pre-existing knowledge of these vectors and methods

significantly contributed to the efficacy of the Log4J vulnera-

bility. The Log4J’s configuration, which allowed for handling

special markers facilitating JNDI requests, became an ideal

mechanism for executing JNDI/LDAP remote code attacks.

IV. IMPACT

A. Introduction

This section attempts to both quantify and qualify the impact

that the Log4Shell vulnerability has had and will continue

to have. First, the initial estimates and their impact on the

workforce are discussed. Next, the extremely high level of

exploitation is shown. Finally, examples of exploitation against

both government and enterprise assets are given.

B. Initial Estimates and Response

As mentioned in the background section, early estimates

from the US Government, reported by the Wall Street Jour-

nal, indicated that the number of devices vulnerable to the

Log4Shell issue was in the hundreds of millions [2]. Following

the vulnerability’s disclosure, sectors such as Information

Technology, Security, and Software Engineering entered a

state of crisis management. Organizations were tasked with

identifying which devices, tools, and software were at risk and

devising strategies to monitor these potential points of attack.

The Apache Software Foundation responded swiftly, releasing

a patch on December 6th, 2021, approximately two weeks

after learning of the vulnerability – a notably rapid response

[8]. However, widespread dissemination of information about

the vulnerability on platforms like GitHub and social media

outpaced the patch’s implementation in many systems [1]. A

significant challenge in addressing this vulnerability was the

pervasive use of Log4J; countless tools depended on it, and

these tools were, in turn, integrated into other systems. This

interdependency created multiple hurdles for organizations

attempting to apply patches, often requiring them to wait

for other entities to complete their patching processes. To

expedite remediation, the CISA mandated that all software

assets vulnerable to Log4Shell be updated or removed from

agency networks by December 24th, two weeks after the

vulnerability was catalogued by the agency [9].

C. High Level of Exploitation

After the Log4Shell exploit details were widely dissemi-

nated, a surge in its exploitation by hackers and malicious

actors was observed. A significant increase in mass scanning

for the vulnerability was reported by a security firm within

just two hours of the information being posted on GitHub [1].

Cloudflare, a well-known content delivery network, detected

an average of 400 unique exploit attempts per second within

five days of the vulnerability becoming public, amounting

to over one million requests every hour. The exact number

of exploit attempts is likely indeterminable, as early use of

obfuscation techniques, as outlined in the Attack Methodol-

ogy section, complicated tracking efforts. To counteract this,

Cloudflare implemented stringent Web Application Firewall

(WAF) rules. Between December 10th and December 13th, an

average of 19,042.5 requests were blocked per minute, totaling

27,421,200 blocks over the four-day period [15]. While some

legitimate traffic might have been inadvertently blocked, the

sheer volume of blocked requests underscores the extensive

efforts to exploit this vulnerability in its early stages. This

unprecedented level of exploitation led to Log4Shell being

ranked at the top of CISA’s “Top 15 Routinely Exploited

Vulnerabilities” for 2021, despite the exploit only emerging

in December of that year [18].

D. Attacks on Government Resources

Despite the high volume of exploit attempts following the

discovery of the Log4Shell vulnerability, reports of major

breaches were relatively few. One of the first significant

attacks targeted the Belgian Ministry of Defense. Reported on

December 12th, just three days after the vulnerability became

widely known, the Ministry did not disclose specific details

but confirmed the Log4J vulnerability as the attack vector.

They implemented quarantine measures to isolate the affected

network [10].

Microsoft reported that cyberattack groups from China,

Iran, North Korea, and Turkey utilized Log4Shell for attacks

throughout December 2021 and into January 2022. Notably,

APT41, a group from China, began exploiting Log4Shell mere

hours after the Apache Software Foundation issued its public

warning. Cybersecurity firm Mandiant revealed that APT41

leveraged the vulnerability in a campaign against multiple US

state governments, first detected in May 2021 and persisting



until February 2022. At least six state governments were

compromised. The campaign initially used the USAHerds

exploit but later incorporated Log4Shell for reconnaissance

and to install backdoors for gaining a foothold in various

systems [19].

These instances are just a few among numerous attacks

targeting national and state governments. Additionally, many

corporations also fell victim to the Log4Shell vulnerability.

E. Vulnerabilities Within Enterprise Software

Following the public disclosure of Log4Shell, numerous

companies rapidly commenced evaluations to identify tools

and software susceptible to the vulnerability. VMware was

among the companies significantly impacted, identifying as

many as 56 products vulnerable to the exploit. In an advisory

issued on December 10th, VMware outlined these vulnera-

bilities. They subsequently updated the advisory on the next

day with workarounds for multiple software products and

continued to provide updates as patches were developed and

applied [20].

VMware Horizons, a desktop and application virtualization

platform, emerged as a prime target for attacks. Investigations

by Sophos, a British IT security company, revealed that

many Horizon servers were compromised from December

2021 into January 2022. Attackers exploited Log4Shell to

alter legitimate Java files on the servers, installing web shells

that facilitated remote code execution. These web shells were

frequently used to download cryptocurrency mining malware,

further exacerbating the impact of the attacks [21].

V. DEFENSE SOLUTION

A. Introduction

The defense section goes through the multiple different

ways to help guard from the Log4Shell vulnerability. It offers

different scenarios that might require different routes to a solu-

tion to be taken. Specific versions of the library are discussed

as well as the actions that need to be taken depending on the

state of the given software.

B. Upgrading Log4j Package

Defending against Log4Shell involves several key steps.

The Cybersecurity and Infrastructure Security Agency (CISA)

recommends first identifying all internet-facing assets that

accept user input and utilize the Log4j library [9]. These assets

are particularly critical and vulnerable as they are accessible to

the public and easily exploited. The next step involves locating

any other instances where the Log4j library is used, which can

be achieved using scanners available on CISA’s and Carnegie

Mellon’s CERT GitHub repositories [9].

Once all instances of Log4j usage are identified, upgrading

to the latest Log4j version is the most effective defense. For

Java 8, upgrade to at least Log4j version 2.17.1; for Java 7, use

version 2.12.4; and for Java 6, version 2.3.2 is recommended

[8] [9] [13] [22] [23] [24] [25]. These updated versions are

available on the Apache website. Post-upgrade, dependencies

should be updated to reference the new, secure Log4j versions.

Log4j CVE-

2021-44228
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vulnerable

apps list

Run scanner
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App patched

to log4j
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to log4j

2.12.2?

App patched

to log4j

2.15?
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no

yes
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Figure 3: Decision Flowchart for Assessing Vulnerability to

Log4j

While upgrading prevents future attacks, it does not rectify any

damage already inflicted by previous attacks [11].

The need for these specific version upgrades stems from

vulnerabilities identified in earlier patches. Version 2.15.0’s

fix, intended to restrict JNDI lookups to localhost, was found

vulnerable under non-default configurations [8]. Attackers

could exploit Context Lookups in non-default Pattern Layouts

to manipulate the Thread Context Map (TMC) [8]. Subsequent

versions, 2.16.0 and 2.17.0, had their own vulnerabilities,

including susceptibility to Denial of Service (DoS) attacks and

stack overflow issues due to lack of recursion detection [8]. At

the time of writing, versions 2.17.2, 2.18.0, and 2.19.0 are free

of known vulnerabilities, with 2.19.0 being the latest version.

C. Mitigation with Vulnerable Log4j Package

In cases where updating Log4j is not feasible, there are

alternative mitigation strategies to address the Log4Shell

vulnerability. The Cybersecurity and Infrastructure Security

Agency (CISA) outlines five such tactics:

1) Physical Removal from Network: Physically disconnect

the device from the network. This can be done by

unplugging the device to ensure it is no longer powered

or connected to the internet.

2) Isolation in a ’Jail VLAN’: Segregate affected devices

into a ’jail VLAN’ with enhanced monitoring and security

measures.



3) Network Layer Traffic Blocking: Implement traffic

control at the network layer using devices like switches

to block data flow to and from the vulnerable system.

4) Firewall with Stringent Port Control and Logging:

Establish a firewall with strict port control and detailed

logging to allow only authorized traffic and provide a

record of connection attempts.

5) Restricting Communication with Affected Assets:

Limit the communication of an affected network asset

with the internet and the enterprise network to prevent

the establishment of a shell or, if a shell is present, to

isolate the device and protect the network.

These measures, while not a replacement for updating to a

secure version of Log4j, can significantly reduce the risk of

exploitation from the Log4Shell vulnerability.

D. Editing a Vulnerable Log4j Package

If updating Log4j to the latest version isn’t

feasible, but access to modify the Log4j library is

available, there are specific measures that can be

taken to enhance security, particularly concerning the

‘Jndilookup.class‘ file. The safest option is to remove

the Jndilookup.class from the class path, which

can be done by executing the following command:

zip -q -d log4j-core- *. jar org /apache/logging/log4j

/core/lookup/JndiLookup.class [11] [26]. In an article

on TowardsDev, the author adds that changing the system

property “log4j2.formatMsgNoLookups” to “true” will

also suffice for stopping the Log4Shell attack, although this

method has been found to leave the door open to a separate

attack using Thread Context [8] [27]. If the Jndilookup.class

is still required by the software making use of the Log4j

library, a second approach is to delete or rename the

Jndilookup.class. CISA notes that in doing so, “removal of

the JndiManager will cause the JndiContextSelector and

JMSAppender to no longer function” [26]. There are also

several hot patches that have been released and implemented

that are meant just as short term fixes until the Log4j software

can be fully updated to a safe version.

E. Continued Mitigation Tactics

Alongside upgrading the Log4j library or implementing

alternative mitigation strategies, regular monitoring and anal-

ysis of logs and systems are crucial to ensure that both new

and existing software remain secure. In the initial stages of

the Log4Shell vulnerability’s emergence, it was even recom-

mended to establish a dedicated team to address this specific

issue [16]. Regularly scheduled scans of the network and

source code are essential to confirm that no software updates

are overlooked [26]. Tools like Microsoft’s Defender for

Endpoint are designed for such purposes, providing system

administrators with reports highlighting potential vulnerabili-

ties [16].

The widespread impact of Log4Shell has reignited dis-

cussions in the industry about the importance of automated

software update tools, which can ensure that software packages

within systems are promptly updated when new versions are

released [22]. It is also important to communicate with any

third parties connected to a codebase that uses a vulnerable

version of Log4j. These parties should be informed of the

updates and provided with guidance on securing their systems

[24] [25] [26]. For a comprehensive list of recommended

actions in response to the Log4j vulnerability, the CISA’s Alert

(AA21-356A) offers a detailed overview [26].

VI. CONCLUSION

The Log4j vulnerability, emerging in December 2021, rep-

resented a significant shock to security professionals due to its

simplicity and the extent of its potential impact. Immediately

after becoming public knowledge, the vulnerability was ex-

ploited in millions of attacks worldwide. It provided hackers

with the ability to remotely execute code on targeted machines,

granting them unrestrained access. The range of exploiters

spanned from government-backed offensive hacking groups to

amateur hackers, often referred to as “script kiddies.”

The critical nature of this vulnerability prompted developers

to swiftly release patches and establish mitigation procedures.

These efforts proved largely effective in preventing major

attacks on corporations and governments. However, the chal-

lenge remains immense, given the widespread usage of Log4j

across millions of systems globally. Ensuring that all these

systems are updated is a daunting yet crucial task.

Additionally, the incident has sparked broader discussions

about the reliance on open-source software, which is often

maintained by volunteers. The presence of such a significant

yet undetected vulnerability in Log4j for years raises concerns

about the overall security and oversight of open-source soft-

ware projects, highlighting the need for more rigorous security

practices in their development and maintenance.
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