arXiv:2501.17335v1 [cs.CR] 28 Jan 2025

Pandora’s Box: Cross-Chain Arbitrages in the Realm of Blockchain Interoperability

Burak Oz Christof Ferreira Torres Jonas Gebele
Technical University of Munich Instituto Superior Técnico Technical University of Munich
Flashbots University of Lisbon
INESC-ID
Filip Rezabek Bruno Mazorra Florian Matthes

Technical University of Munich

Abstract

Over recent years, the blockchain ecosystem has grown signif-
icantly with the emergence of new Layer-1 (L1) and Layer-2
(L2) networks. These blockchains typically host Decentral-
ized Exchanges (DEXes) for trading assets such as native
currencies and stablecoins. While this diversity enriches the
ecosystem, it also fragments liquidity, posing challenges for
DEXes offering the same assets across multiple blockchains.
This fragmentation leads to price discrepancies, creating op-
portunities like arbitrages for profit-seeking traders, which
fall under the broader category of exploitative economic prac-
tices known as Maximal Extractable Value (MEV). Although
MEYV extraction has been extensively studied within single
domains (i.e., individual blockchains), cross-chain arbitrages,
a form of cross-domain MEYV, have received little attention
due to their non-atomic nature, complicating both execution
and detection.

In this paper, we shed light on opaque cross-chain
MEV activities by presenting the first systematic study of
two non-atomic cross-chain arbitrage strategies: Sequence-
Independent Arbitrage (SIA) and Sequence-Dependent Ar-
bitrage (SDA). The former involves independent, opposite-
direction trades across chains, while the latter relies on
asset bridges. We analyze the effectiveness of these
strategies across nine blockchains over a one-year period
from September 2023 to August 2024, identifying 260,808
cross-chain arbitrages, 32.37 % of which involve bridg-
ing solutions. These arbitrages generated a lower-bound
profit of 9,496,115.28 USD from a total traded volume of
465,797,487.98 USD. Additionally, we examine the security
implications of cross-chain arbitrages, uncovering centraliza-
tion among arbitrageurs, network congestion caused by failed
transactions, and growing private mempool adoption. Finally,
we discuss sequencer incentives and propose a risk-optimized
arbitrage strategy.
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1 Introduction

The blockchain ecosystem has expanded rapidly in recent
years, partially driven by a surge in Layer-2 (L2) solutions
designed to scale blockchain execution through lower exe-
cution costs and higher transaction throughput. Decentral-
ized Finance (DeFi) applications remain at the forefront
of this growth, with cumulative daily trading volumes ex-
ceeding 7B USD and Total Value Locked (TVL) surpass-
ing 100 B USD [16]. This high activity and volume enables
value extraction across various blockchains, creating lucra-
tive opportunities such as arbitrages, liquidations, and sand-
wiches—collectively known as Maximal Extractable Value
(MEYV) [15]. On Ethereum alone, it is estimated that 14.23 B
USD were already extracted via atomic arbitrages between
September 2023 and August 2024 [27].

However, MEV is not confined to a single domain due
to the interoperability between blockchains [33] and its in-
tersections with non-blockchain domains like Centralized
Exchanges (CEXes) [26]. Obadia et al. define a domain as a
system with a shared state, such as a blockchain, modified by
actions like transactions [33]. Within a domain and a given
state transition window (e.g., a series of blocks), MEV repre-
sents the maximum value a user with control over transaction
sequencing, insertion, and censorship can extract [33]. Extend-
ing this concept to ecosystems with multiple domains, they
introduce cross-domain MEV as the maximum cumulative
balance increase a user can achieve by controlling transaction
sequencing across n blockchains [33].

Prior research highlights the security threats MEV poses
to blockchains, including consensus vulnerabilities, network
congestion, centralization risks, and censorship [15,35-37,
40,49, 50]. However, these studies primarily focus on single-
domain MEV, which is easier to detect than cross-domain
MEYV due to the latter’s non-atomic nature. Cross-domain
MEYV involves matching activities across various blockchains
with asynchronous timelines (e.g., differing block times) and
actors with potentially distinct identities, making detection
more complex. Consequently, empirical studies on cross-



domain MEV, particularly from a security perspective, re-
main sparse, apart from recent work on non-atomic arbitrages
between CEXes and Decentralized Exchanges (DEXes) [26].

Our work presents the first systematic empirical study on
cross-domain MEV extraction, focusing specifically on cross-
chain arbitrages. Many blockchains host DEXes that offer
identical or similar versions of assets (e.g., wrapped or bridged
tokens), where price discrepancies arise due to asynchronous
states. These discrepancies enable cross-chain arbitrage by
executing transactions on individual blockchains to exploit
price differences. However, unlike atomic, single-chain arbi-
trages, cross-chain arbitrages require efficient inventory man-
agement across multiple blockchains or the use of bridging
technologies, both of which introduce risks to successful exe-
cution [33] and may hinder adoption.

Furthermore, CEX-DEX arbitrages conducted between in-
dividual blockchains and CEXes are arguably more profitable
than cross-chain arbitrages due to the deeper liquidity and
lower fees offered by CEXes, such as Binance [10], raising
doubts about the viability of the latter. Nonetheless, advances
in blockchain interoperability have potentially made cross-
chain arbitrages more feasible, lowering the barrier to entry
for those without inventory on multiple networks. Thus, we
hypothesize that the significance of cross-chain arbitrages
as a source of MEV has increased over time with the emer-
gence of cross-chain bridges, although empirical evidence
and associated security threats remain largely unexplored.

To shed light on the currently opaque cross-chain MEV
activities performed by users, we analyze cross-chain arbi-
trages between September 2023 and August 2024 across nine
different blockchains, including both Layer-1 (L1) and L2
networks. We examine the frequency and profitability of
these arbitrages, identifying the most arbitraged and profitable
blockchain pairs. We also evaluate arbitrage durations, given
the time-sensitive nature of profits, and compare tokens used
in cross-chain arbitrages to those in CEX-DEX arbitrages.
Additionally, we examine bridge usage to understand arbi-
trage execution strategies. To assess the security implications,
we investigate arbitrageur centralization, network congestion,
and the use of private mempools. Finally, we discuss how
cross-chain arbitrages can incentivize controlling sequenc-
ing across multiple blockchains and present a risk-optimized
arbitrage strategy.

Contributions. We make the following contributions:

* We propose a blockchain-agnostic methodology for
detecting cross-chain arbitrages and identifying cross-
chain bridge transactions.

* We conduct the first systematic study measuring the
prevalence of cross-chain arbitrages in the wild over
one year, spanning nine different blockchains. Our anal-
ysis uncovers 260,808 cross-chain arbitrages, of which
32.37 % are executed using bridging solutions.

* We demonstrate that cross-chain arbitrages are prof-
itable, with a lower-bound total profit of approxi-
mately 9,496,115.28 USD from a total traded volume
of 465,797,487.98 USD. Additionally, we identify po-
tential security threats, including centralization among
cross-chain arbitrageurs, significant amount of failed
transactions by arbitrage bots, and an upward trend in
private mempool usage.

2 Background

This section provides relevant background on DeFi, MEV, L1
scaling solutions, and blockchain interoperability.

2.1 Decentralized Finance

DeFi offers similar primitives as Traditional Finance (TradFi)
but extends it via additional solutions that are solely enabled
by blockchain technology. These include DEXes, lending
platforms, options markets, and tokenized assets, all imple-
mented via smart contracts. While CEXes use a Central Limit
Order Book (CLOB) model, which relies on a centralized
entity for order matching and settlement, DEXes typically
adopt Automated Market Makers (AMMSs) to facilitate Peer-
to-Peer (P2P) trading. AMMs rely on liquidity pools and
predefined mathematical formulas, such as the constant prod-
uct market maker (Constant Product Market Maker (CPMM)),
to determine trade prices and execute transactions without in-
termediaries. For example, Uniswap [45] employs CPMM to
maintain price stability and enable automated price discovery.
Trading on DEXes introduces price slippage—both expected,
due to trade volume and liquidity constraints, and unexpected,
due to execution delays and market volatility—leading to
measurable market impacts. This slippage and other arbitrage
opportunities are relevant to arbitrageurs, which monitor vari-
ous blockchains with the aim to extract monetary value.

2.2 Maximal Extractable Value

The decentralized infrastructure enables opportunities for
MEYV extraction. MEV relies on two key transaction order-
ing primitives: frontrunning, where an extractor ensures their
transaction precedes a target transaction (T74ger ), and back-
running, where the extractor’s transaction executes immedi-
ately after Tr4g:. Common MEYV strategies include arbitrage,
liquidation, and sandwiching. Arbitrage exploits price dis-
crepancies across exchanges by analyzing blockchain state
changes, ensuring price alignment across DEXes. Liquida-
tions involve repaying a debt to purchase discounted collateral,
often focusing on fixed-discount opportunities that can be ex-
ecuted in a single transaction. Both arbitrage and liquidation
are generally considered beneficial for market efficiency. In
contrast, sandwiching is a manipulative strategy where an
adversarial transaction wraps a target trade (7y ), buying the



asset beforehand to profit from the price increase caused by
Ty, and subsequently selling at a higher price. This practice
disrupts fair-price execution and is considered harmful.

Competition among MEV extractors may cause block con-
gestion and gas fee inflation. MEV can also result in sys-
temic instability by incentivizing behaviors prioritizing indi-
vidual gain over network security. In the context of blockchain,
this can lead to consensus instabilities, as miners or valida-
tors may be incentivized to steal transactions from others by
creating forks, thereby undermining the system’s integrity.
Among the various strategies for MEV extraction, arbitrage is
the most prevalent, as demonstrated in measurement studies
in [15,22,37].

2.3 Layer-1 and Scaling Solutions

L1 refers to the classical blockchain model where transac-
tions are recorded on a public, immutable, and trustless ledger
which follows a consensus algorithm to determine block cre-
ation. Examples of popular L1s include Ethereum [47], Bi-
nance Smart Chain [11], Avalanche [39], etc. However, L1s
face severe scalability issues in terms of throughput and trans-
action fees. As a result, a number of so-called L2 scaling
solutions have emerged, where the most prominent solutions
are either based on sidechains (e.g., Polygon) or commit
chains (e.g., rollups). Commit chains or rollups can be further
split into either optimistic (e.g., Arbitrum) or zero-knowledge
based (e.g., Scroll) depending on what types of proofs are
used to verify the validity of L2 transactions. Sidechains typi-
cally run a much faster consensus mechanism among fewer
peers in parallel to L1. On the other hand, rollups enable
throughput scaling by off-loading compute and (possibly)
storage resources off-chain without a need for large-scale con-
sensus, which is provided by the underlying L1. Generally,
L2 scaling solutions allow distrustful parties to deposit funds
into a bridge smart contract on L1 and then operate on L2 via
L2 transactions whose state is then updated to L1.

Table | summarizes the various blockchains that we ana-
lyze for cross-chain arbitrages. Unlike L1s, which typically
operate using a gas price model and provide public access to

Blockchain Name Type Mempool Ordering Block Time Launch
Avalanche (AVA) L1 Public Gas Price ~2.00s Sep 2020
Binance Smart Chain (BSC) L1 Public Gas Price ~3.00s Sep 2020
Ethereum (ETH) L1 Public Gas Price ~12.00s Jul 2015
Polygon PoS (POL) L2-SC Public Gas Price ~2.00s Jun 2020
Arbitrum (ARB) L2-OR Private FCFS* ~0.25s Aug 2021
Base (BASE) L2-OR Private FCFS* ~2.00s Aug 2023
Optimism (OP) L2-OR Private Gas Price* ~2.00s Dec 2021
Scroll (SCROLL) L2-ZK Private FCFS* ~3.50s Oct 2023
zkSync Era (ZKSYNC) L2-ZK Private FCFS* ~1.00s Mar 2023

* Centralized sequencers.

Table 1: Overview of investigated Layer-1 (L1) and Layer-2
(L2) solutions. SC - Sidechain, OR - Optimistic Rollup, ZK -
ZXK-Rollup, FCES - First-Come, First-Served.

mempool data, L.2s typically feature private mempools with
transactions ordered by centralized sequencers, which often
follow a First-Come, First-Served (FCFS) strategy. The latter
makes it harder for users to extract MEV as they cannot ob-
serve other pending transactions and cannot pay higher gas
fees to prioritize their own transactions. The block time does
not correspond to the finality, as L2s only offer a soft finality
to its users as the transactions are only fully finalized after
being settled on L1.

2.4 Bridges and Blockchain Interoperability

Blockchain interoperability aims to connect L1 and L2
blockchain networks and transfer assets or data between them.
The transfer typically involves locking assets on one chain
and minting an equivalent representation on the destination
chain. For example, a token can move from one blockchain
to another while maintaining security guarantees. Bridges are
the basic infrastructure enabling this interoperability and can
be categorized into either native or multichain bridges. Each
bridge solution comes with different security, latency, and
cost trade-offs.

Native bridges are built into the architecture of the under-
lying blockchain and facilitate direct transfers between their
L1s and L2s. The process typically involves asset locking
via a smart contract and proof generation of the locked as-
set, and transmission of it to the destination chain. On the
destination chain, an equivalent amount of the asset is ei-
ther minted (if the bridge uses wrapped tokens) or unlocked.
Multichain bridges, on the other hand, are more versatile
than native bridges because they can support several differ-
ent blockchains, while native bridges only operate between
two blockchains. Multichain bridges follow the same steps
of locking, proof generation, and minting/unlocking on the
other chain, except that they present a unified communication
mechanism that is blockchain-agnostic.

3 Methodology

In this section, we outline our methodology for detecting and
analyzing cross-chain arbitrages as well as identifying native
and multichain bridge transactions.

3.1 Cross-Chain Arbitrage Detection Model

We model a system of blockchain networks B, where each
blockchain b € ‘B hosts a set of transactions 7Tj. The aggre-
gated set of transactions across all blockchains is:

T = UT[,.

beB

We define S;, C T}, as the set of transactions on blockchain b
involving at least one swap action on a DEX. The aggregated



set of all swap transactions is:

S=JS,, withscT.
beB

A swap transaction s € § consists of k sequential swap
actions. Each action involves:

* An input asset of;

* An output asset ot’;

+ Input amount 7t(o);

* Output amount Tt(0°).

Each transaction s can be summarized by its first input asset
o | and final output asset o ., where k is the total number of
swap actions.

To reduce complexity and search space, in this study, we
focus on detecting 2-hop cross-chain arbitrages, involving
pairs of swap transactions s,, and s, on different blockchains
m,n € B (m # n). We define the following key functions for
these pairs:

« Marginal Difference (8): Measures the relative differ-
ence in amounts between the input and output assets of
the transactions, indicating hedging efficiency:

)

8(5yy $n) = min ('“(

m(og,) m(og, )

Sm

¢ Time Difference (A): The time interval between the two
transactions.

A 2-hop cross-chain arbitrage match is detected if the fol-
lowing conditions are satisfied:
A={(sm,sn) €S |m#n, Océm =og,0 = Otén,
8(5n17sn) <A, x(smvsn) < A}-

Here:

* =: Accounts for equivalent assets (e.g., USDC = USDT
or ETH = WETH) by applying necessary conversions.

¢ A: Maximum allowable marginal difference.
¢ A: Maximum allowable time difference.

Stricter (A, A) thresholds apply to swap transactions involv-
ing stablecoin or native currency pairs, such as WETH-USDC
(denoted as ), since these pairs are highly volatile and are
typically used for CEX-DEX arbitrage due to the deeper lig-
uidity and lower fees offered by CEXes. For other pairs, we

“This condition is applied exclusively to the hedge asset.

o) —m(ag, )| n(océ,l)—n(azmn).

allow a longer time difference to account for cross-chain arbi-
trages involving bridge usage, which may require extended
completion times. Specifically:

(AA) = (0.01,3600s), if (o, 00) ¢ P,
’ (0.001,30s),  otherwise.

In the ¢ P case, we allow a relaxation of A to 0.05 if
A < 60s, as such cross-chain arbitrages often bypass bridges
and rely on existing inventory, which may lack the precision
of bridging exact amounts.

For each s € S, the set of matches is defined as:

C={(s,s)ea|s S}

Since each transaction can be involved in at most one cross-
chain arbitrage, the best match is identified by eliminating
false positive matches using a selection function ¢ that mini-
mizes the marginal difference 8(c):

0(Cy) = argmind(c).

ceCy

The cumulative set of all detected 2-hop cross-chain arbi-
trages across B blockchain networks is the union of the best
matches for all s € §:

My = | J{c* | ¢ = 0(Cy), C, 0}
SES

3.1.1 Profit Calculation

To assess the profitability of a detected cross-chain arbitrage,
we define a profit function P(s,,s,) for a pair of swap trans-
actions s, and s, as:

P(smysn) =7m(0 ) — n((xin) —P(SmsSn)s

Sm
where:
* (o ): Output amount from the profit leg (sy,).
* (ot ): Input amount from the hedge leg (sy,).

* p(sm,sn): Total fees, including gas fees, coinbase pay-
ments , and bridging costs.

3.2 Arbitrage Strategies

We define two generic cross-chain arbitrage strategies based
on their order of execution:

Sequence-Independent Arbitrage (SIA). In SIA, the arbi-
trageur maintains an inventory on both chains. The ex-
ecution of arbitrage legs does not necessarily follow a
strict order (i.e., the profit leg can occur before the hedge

" A coinbase payment is a direct ETH transfer to the coinbase address of
an Ethereum block builder.
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(a) Sequence-Independent Cross-Chain Arbitrage (SIA).

Transaction Hash Blockchain From To Type Time

0Oxeb546...37f7c ~ Base 0x4cb...3d9 0x6bd...891 Swap 12:25:51 AM
Oxftefb...aa7aa Arbitrum  Ox4cb...3d9 0x1b0...506 Swap 12:26:18 AM

Table 2: Example of an SIA between Base and Arbitrum.
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(b) Sequence-Dependent Cross-Chain Arbitrage (SDA).

Figure 1: Cross-chain arbitrage strategies. Figure 1a illustrates
an STA where the arbitrageur executes arbitrage legs without
a strict sequence. Specifically, the hedge leg is executed on
Chain A at time ¢, while the profit leg is executed on Chain
B within a close time window, #, = €. In contrast, Figure 1b
demonstrates an SDA, where the arbitrageur executes the
hedge leg and sends assets to the bridge on Chain A at¢,. The
assets are received and the profit leg is executed on Chain B
att, + 1, showing that the profit leg depends on the hedge leg
and is executed sequentially.

leg), allowing the arbitrageur to independently submit
transactions. Since the output of the hedge leg is not di-
rectly required as input for the profit leg, unlike atomic ar-
bitrages where swap outputs feed into subsequent swaps,
the sequence of transactions is flexible. However, with
high probability, the continuous execution of SIAs in the
same direction drains inventory over time. To address
this, arbitrageurs are required to rebalance their inven-
tories either immediately after an arbitrage or at regular
intervals.

Figure la illustrates a generic SIA flow, where an ar-
bitrageur swaps o ABC tokens for B XYZ tokens on
Chain A ((D) and swaps B XYZ tokens for (ot +7y) ABC
tokens on Chain B ((®). The profit is Y minus any fees
that were paid to perform the swap transactions on both
chains. Please note that the relative execution order of
transactions does not matter as the arbitrageur holds
enough funds on both chains to perform the swaps in-
dependently, meaning that the swap on Chain B could
have been performed prior to the swap on Chain A.

Sequence-Dependent Arbitrage (SDA). In SDA, the arbi-
trageur transfers the output of the hedge leg to the other
blockchain via a native or a multichain bridge. The
bridged assets are then used as input for the profit leg.
As the successful execution of this strategy requires se-
quential processing of transactions across blockchains,
we classify it as sequence-dependent.

Figure 1b presents a generic SDA flow, where an ar-

0x59237...61999 Ethereum  0Oxe6b...532 Ox111...a65 Swap 11:13:11 AM
0x64fa3...46aa8 Ethereum  0Oxe6b...532 Oxa7c...44d Bridge 11:14:11 AM
0x73307...591ec BSC* 0Oxe6b...532 Oxa7c...44d Bridge 11:19:10 AM
0x101d0...cea91 BSC* 0xe6b...532 0x111...a65 Swap 11:19:22 AM

* Binance Smart Chain.

Table 3: Example of an SDA between Ethereum and BSC.

bitrageur first swaps a0 ABC tokens for § XYZ tokens
on Chain A ([1]), then performs a bridge transaction to
transfer XYZ tokens from Chain A to Chain B (2}{3]),
and finally swaps B XYZ tokens for (a.+7) ABC tokens
on Chain B ((4]). The profit is y minus any fees that were
paid to perform the swap transactions on both chains
as well as the bridge transactions. Please note that the
relative execution order of transactions does matter as
the arbitrageur does not maintain enough inventory on
both chains to perform the swaps independently.

3.2.1 Case Study: SIA between Base and Arbitrum

Table 2 presents a real-world example of an SIA. The
arbitrageur first swaps 0.9 WETH for 1,034,616.49 OMNI
on Base at 12:25:51 AM. On Arbitrum, they swap
1,034,616.49 OMNI for ~ 1 WETH, earning approximately
198.95 USD in profit after deducting transaction fees. The
entire SIA was completed in 27 seconds. Post-arbitrage, the
arbitrageur executes a rebalancing strategy by transferring
1,034,616.49 OMNI from Base to Arbitrum using the Lay-
erZero bridge .

3.2.2 Case Study: SDA between Ethereum and BSC

Table 3 presents a real-world example of an SDA. The arbi-
trageur initially swaps 20,000 USDT for 2,692,596.48 VOW
on Ethereum at 11:13:11 AM. Following this, they approve
DBridge to transfer VOW tokens and deposit 2,692,590 VOW
1 minute later. The arbitrageur receives 2,692,590 VOW on
Binance Smart Chain at 11:19:10 AM and, 12 seconds later,
swaps 2,692,593.08 VOW for 134,889.18 Binance-Peg BSC-
USD, earning ~ 114,688.38 USD in profit after transaction
fees. The entire SDA took over 6 minutes to complete.

3.3 Bridge Usage Detection

To gauge what strategy (i.e., SIA or SDA) arbitrageurs are
employing, we need to leverage a mechanism to separate

“Rebalance transactions: Base 0x1 le...dcf, Arbitrum 0x2b8...7dca.


https://basescan.org/tx/0xeb546c545453b6b1ecc6ebf8ad694d4b4dafcc208c330cc505f10b4954037f7c
https://basescan.org/address/0x4cb6f0ef0eeb503f8065af1a6e6d5dd46197d3d9
https://basescan.org/address/0x6bded42c6da8fbf0d2ba55b2fa120c5e0c8d7891
https://arbiscan.io/tx/0xffefbd860c0b9a3219c8961a5566b995ed29286683c146fcc13851856c3aa7aa
https://arbiscan.io/address/0x4cb6f0ef0eeb503f8065af1a6e6d5dd46197d3d9
https://arbiscan.io/address/0x1b02da8cb0d097eb8d57a175b88c7d8b47997506
https://etherscan.io/tx/0x59237caf9f0a47e302e071735df3d4a8835f20d47d00d283967340eb91e61999
https://etherscan.io/address/0xe6b65f2e6d8e0c15425bf55fd1fdcdb4b33c3532
https://etherscan.io/address/0x111111125421ca6dc452d289314280a0f8842a65
https://etherscan.io/tx/0x64fa3c1d06a94d00ecc4b66fe58acda164f7513c0bc7e5150a79df1eac546aa8
https://etherscan.io/address/0xe6b65f2e6d8e0c15425bf55fd1fdcdb4b33c3532
https://etherscan.io/address/0xa7c14010afa616fa23a2bb0a94d76dd57dde644d
https://bscscan.com/tx/0x7330712b229db29174df1d066b0b80eda2814bbfa2e5a54830eb25f0801591ec
https://bscscan.com/address/0xe6b65f2e6d8e0c15425bf55fd1fdcdb4b33c3532
https://bscscan.com/address/0xa7c14010afa616fa23a2bb0a94d76dd57dde644d
https://bscscan.com/tx/0x101d01bd93dde6eb66d177425bc3d04761c9c3ab63f1583dbd7856b5dbccea91
https://bscscan.com/address/0xe6b65f2e6d8e0c15425bf55fd1fdcdb4b33c3532
https://bscscan.com/address/0x111111125421ca6dc452d289314280a0f8842a65
https://basescan.org/tx/0x11e0c5acc495159aa935b25a8e868bfe2bcf7cf7833df264168a0e7f745d3dcf
https://arbiscan.io/tx/0x2b855cfddb8059cf6332f07cd8c58637bf19a5dfa7a7d28c3de8a1877bf57dca

the two strategies. From a detection point of view both SIA
and SDA will be simply flagged as cross-chain arbitrages by
our methodology introduced in Section 3.1. However, what
clearly sets both strategies apart is the fact that arbitrageurs
following the SDA strategy need to bridge their assets from
one chain to another in order to finalize their arbitrage. Hence,
detecting whether arbitrageurs performed bridge transactions
in between the swaps allows us to mark a cross-chain arbitrage
as either SDA or SIA.

In practice there are two types of popular bridges that arbi-
trageurs can leverage: native bridges and multichain bridges.
Table 4 provides an overview of the detected bridges in this
work as well as bridge type, average bridging time, and de-
tection method. Some bridges serve as an infrastructure on
which other bridges can be built, as is the case of LayerZero
and Stargate. We employ two distinct methods to link and
detect bridge transactions between cross-chain arbitrages:

Unique Identifier. This method leverages unique identi-
fiers that are typically emitted by native bridges whenever
cross-chain bridge transactions are performed. These iden-
tifiers allow us to link cross-chain bridge transactions even
if assets are sent between different sender and receiver ad-
dresses. The detection is split into two phases where in the
first phase we create a dataset of all native bridge transactions
that were performed during the period of our study. In a sec-
ond phase we check whether arbitrageurs used native bridge
transactions in between their arbitrage legs.

For the first phase we borrow the method from [22] and
adapt it to link native bridge transactions on Arbitrum, Base,
Optimism, Scroll, and zkSync. We build the dataset by scan-
ning Ethereum and the respective rollups for events triggered
by their native bridge smart contracts deployed by the indi-
vidual rollups (i.e., Arbitrum, Base, Optimism, Scroll, and
zkSync). For example, for Arbitrum we scan for the “In-
boxMessageDelivered” event on Ethereum and the corre-
sponding “RedeemScheduled” event on Arbitrum. Transac-
tions on both sides are then linked together using the “mes-
sage number”, a unique sequential identifier generated via

Bridge Name  Bridge Type Bridging Time Detection Method
Across [3] Multichain 1-4 mins  Token Transfer
Arbitrum One [6] Native 15-30 mins Unique Identifier
Axelar [9] Multichain up to 1 hour Token Transfer
Base [43] Native ~10 mins Unique Identifier
Celer [12] Multichain 5-20 mins  Token Transfer
LayerZero [42]  Multichain ~4 mins Token Transfer
Optimism [34]  Native 1-3 mins Unique Identifier
Polygon [28] Native 10-30 mins  Token Transfer
Scroll [41] Native ~4 hours Unique Identifier
Stargate [42] Multichain ~4 mins Token Transfer
Synapse [44] Multichain 10-20 mins ~ Token Transfer
Wormhole [48]  Multichain up 24 hours  Token Transfer

zkSync Era [51] Native ~15 mins Unique Identifier

Table 4: Overview of detected native and multichain bridges.

Arbitrum’s bridge smart contract. Please note that we only
consider native bridge transactions that go from Ethereum
to rollups and not vice versa. This is because native bridg-
ing from Ethereum to a rollup takes typically a few minutes
whereas bridging from a rollup to Ethereum via a native
bridge takes typically several days, making the later impracti-
cal for cross-chain arbitrages as the price differences will be
most likely not available anymore.

After building a dataset of native cross-chain transactions,
we check in a second phase whether we can find a pair of
native cross-chain bridge transactions that are performed by
the same address of the cross-chain arbitrage and within the
time interval of the cross-chain arbitrage, thereby leveraging
the same token that was the output of the swap of the first
leg of the arbitrage and the input of the swap of the second
leg of the arbitrage. If the aforementioned criteria is met,
we label the cross-chain arbitrage as SDA, otherwise as SIA.
Please note that for Polygon, we cannot employ the unique
identifier method as its native bridge does not leak any unique
identifiers. For Polygon and multichain bridges, we leverage
the token transfer method.

Token Transfer. In this method we link bridge transactions
via the ERC-20 token transfer events that are emitted as part of
locking and minting tokens on either side of the bridge. This
provides a less efficient mechanism to link bridge transactions
but also a more generic one that works with bridges that do not
leak a unique identifier. The idea is to search for token transfer
events emitted in between the first leg of the arbitrage and the
second leg of the arbitrage and to link them together through
identical sender and receiver addresses from the detect cross-
chain arbitrage.

We start by first searching on a block per block basis on the
source chain (i.e., where the first arbitrage leg was performed)
for transfer events emitted by the same token as the last token
swapped in the first leg of the arbitrage. We stop our search
the moment we find a token transfer event where the source of
the transferred tokens is the same address as which received
the swapped tokens in the first leg of the arbitrage. Next,
we perform a reverse search on the destination chain (i.e.,
where the second arbitrage leg was performed) by starting at
the block of the second arbitrage leg and searching previous
blocks, on a block per block basis, for transfer events emitted
by the same token as the first token swapped in the second
leg of the arbitrage. We stop our search the moment we find a
token transfer event where the destination of the transferred
tokens is the same address which initiated the token swap in
the second leg of the arbitrage.

If we find two token transfer events, one on each chain,
meeting the aforementioned criteria, we assume that both
transfer events belong together and mark their originating
transactions as cross-chain bridge transactions and hence the
cross-chain arbitrage as SDA and otherwise as SIA.



3.4 Validation

We first apply the approach defined in Section 3.1 to identify
the set of 2-hop cross-chain arbitrage matches across the nine
blockchain networks examined. However, these matches may
still include false positives, as two unrelated addresses could
coincidentally execute trades on the same tokens, in opposite
directions, with similar amounts at close times. This makes
cross-chain arbitrage detection more complex than atomic
arbitrage, which is completed in a single transaction and re-
quires no such further validation for accurate identification.

To address this challenge, we ensure that the entities behind
the transactions are associated. We verify whether the sender
addresses (i.e., Externally Owned Accounts (EOAs)) or the
initially interacted smart contracts are identical. For contracts,
we further check that they do not belong to a known applica-
tion (e.g., a DEX or an aggregator). Identical EOAs across
blockchains indicate access to the same private key, suggest-
ing explicit intent to execute the arbitrage. If the contracts are
the same but not associated with a known application, they
are likely arbitrage-specific contracts that can only be used
by their owners. If either of these two conditions is satisfied
for a match, we classify it as a correctly identified cross-chain
arbitrage. Otherwise, we filter it out.

3.5 Datasets

In the following, we describe the various datasets used to
detect historical cross-chain arbitrages executed over a one-
year period from September 2023 to August 2024.

3.5.1 Trading Data

We collected transaction-level trading data for our nine
blockchains using Allium [4], an external blockchain data
provider. All swap and aggregator events, along with their
respective transaction data, were gathered, and transactions
likely involved in atomic arbitrages were filtered out by en-
suring their swaps did not form cycles. Detecting swap events
across different blockchains is challenging due to the variety
of DEXes and aggregators available, many of which use un-
common event signatures. Through Allium’s protocol labels,
we identified 108 different protocols involved in the cross-
chain arbitrages that we detected, which we believe provides
sufficient coverage.

While standard DEX trades are straightforward to analyze,
aggregator transactions are more complex, as they often in-
volve multiple swaps within a single transaction. To address
this, we developed logic to track state changes between in-
put and output tokens, consolidating them into a single trade.
Additionally, we identified generic asset symbols (e.g., stable-
coins or native currency versions like bridged and wrapped
tokens) to prevent valid cross-chain arbitrages from being
excluded due to token mismatches (e.g., USDC vs. USDT).

For each trade transaction, we collected metadata such as
transaction fees and coinbase payments (when applicable),
which are necessary for evaluating arbitrage costs. Addition-
ally, Allium provides USD conversions for trade volumes and
transaction fees based on their hourly token pricing model [5].
In total, we processed over 530 million trade transactions ex-
ecuted across the nine different blockchains during a period
of one year.

3.5.2 Bridge Interactions

Our bridge detection method based on token transfers might
produce false positives as it relies on heuristics to match
cross-chain bridge transactions. To eliminate potential false
positives we leverage Allium’s dataset of labeled bridge trans-
actions to filter out any identified cross-chain transactions
which are not part of Allium’s dataset. Allium’s dataset also
provides us with a label detailing what specific bridge was
used by the bridge transaction, which we cannot get from
solely looking at token transfer events.

3.5.3 Smart Contract Labels

To identify smart contract addresses potentially associated
with cross-chain arbitrage bots, we curated a dataset of labeled
smart contracts known not to be associated with bots, includ-
ing DeFi applications and other non-MEYV related contracts.
We compiled unique protocol addresses from Allium and
Dune Analytics [17] to ensure comprehensive coverage. Ad-
ditionally, we incorporated the addresses of known non-MEV
contracts on Ethereum [46] and market maker contracts we
have identified. This process resulted in a dataset of 1,285,465
unique addresses, which we use to assess whether an inter-
acted contract might belong to a cross-chain arbitrage bot.

3.5.4 Ethereum Mempool Data

We make use of the Mempool Dumpster [24] dataset by Flash-
bots to identify private Ethereum transactions. This dataset
includes entries for Ethereum transactions observed by node
providers in the mempool before being included in a block.
Transactions missing from this dataset are likely privately re-
layed to Ethereum block builders via endpoints like Flashbots
Protect [23] and MEV Blocker [32].

3.6 Limitations

Our methodology currently detects a lower-bound of cross-
chain arbitrages, as it is restricted to 2-hop arbitrages and re-
lies on specific heuristics (e.g., time and marginal difference
thresholds, associated entities) to minimize false positives.
While we cover a wide range of DeFi protocols on the studied
blockchains, recently introduced protocols may be excluded
if they are not tracked by Allium. Similarly, some bridge in-
teractions may be missed for the same reason. Additionally,
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Figure 2: Daily number of cross-chain arbitrages executed
between September 2023 and August 2024.

Allium’s pricing model may lack data for less popular tokens,
preventing USD profit calculations for arbitrages involving
these assets. Our profit calculation also does not account for
inventory risks. Furthermore, our results may include false
positives for token pairs available on CEXes, particularly
those traded by market makers or used in CEX-DEX arbi-
trages. Finally, our Ethereum mempool visibility is limited by
Mempool Dumpster’s network coverage.

4 Cross-Chain Arbitrage Analysis

In this section, we analyze the cross-chain arbitrages detected
via our methodology, by providing an overview and then ex-
amining activity across different blockchain pairs, arbitrage
durations, tokens involved, and bridge usage.

4.1 Overview

We detected 260,808 cross-chain arbitrages between Septem-
ber 2023 and August 2024, executed across the nine
blockchains examined. Figure 2 illustrates the daily number
of arbitrages executed. While certain periods show activity
spikes, we observe an overall upward trend. Notably, the aver-
age daily number of arbitrages increased by 3.22 x from the
first to the last month.

These cross-chain arbitrages cumulatively traded ap-
proximately 465,797,487.98 USD in volume, generating
10,983,325.55 USD in revenue for arbitrageurs. Notably, the
arbitrageurs maintained an average profit margin of 66.92 %,
yielding a total profit of 9,496,115.28 USD. In comparison,
atomic arbitrages typically achieve profit margins below
10 % [13], highlighting the superior return rates of cross-
chain arbitrages. We attribute this difference to the higher
risks involved in cross-chain arbitrages, which require main-
taining inventory across multiple networks or using bridging
solutions. These factors introduce execution risks and raise
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Figure 3: Daily percentage of cross-chain arbitrages exe-
cuted by count (top) and USD volume (bottom) across nine
blockchains.

barriers to entry, as they demand more capital to operate com-
pared to single-domain MEV. In contrast, atomic arbitrages
are risk-free, as they either succeed or fail entirely, leading to
more intense competition since participation is more accessi-
ble.

[13] estimates a profit margin of 23 %—65 % for CEX-DEX
arbitrageurs, which aligns closely with cross-chain arbitrages.
This similarity likely stems from the shared non-atomic and
risky nature of both strategies.

4.2 Blockchain Pairs

Across the nine blockchains that we examined, Arbitrum ac-
counts for the highest percentage of cross-chain arbitrages,
contributing 20.36 % of the total. However, despite being in-
volved in fewer arbitrages (17.84 %), Ethereum is involved in
36 % of the total arbitrage trade volume. We suspect this is
due to the significant liquidity available on Ethereum DEXes.
The time-series in Figure 3 shows that Ethereum maintained
a relatively consistent share in both count and volume over
time, while blockchains like Base gained traction as time
progressed.

Figure 4 presents heatmaps of cross-chain arbitrage ac-
tivity between blockchains. While Arbitrum and Binance
Smart Chain are heavily involved in arbitrages (see Figure 4a),
Ethereum stands out in terms of arbitrage volume and profits
(see Figure 4b and Figure 4c), consistent with the trends ob-
served in Figure 3. This is further supported by the metrics
summarized in Table 5 for the top blockchain pairs contribut-
ing >1 % of the total arbitrage volume. Notably, the top four
highest-volume pairs all involve Ethereum and also generate
the highest profits.
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Figure 4: Heatmaps of cross-chain arbitrages between blockchains. The y-axis indicates the starting blockchain, and the x-axis
represents the ending blockchain of an arbitrage, determined by transaction timestamps.

Interestingly, the second- and third-highest number of arbi-
trages occurred on ARB-BSC and BSC-POL pairs. However,
these pairs exhibited relatively lower trading volumes, likely
due to the low-liquidity token pairs utilized. In contrast, ARB-
SCROLL arbitrages, though rare, conducted relatively high
trading volumes. Further inspection reveals that 99.6 % of
these arbitrages involved WETH-USDC and WETH-WBTC
pairs, which are typically traded on CEXes. Similar patterns
are observed across other blockchain pairs involving Scroll
(see Table 9 in Appendix A).

4.3 Arbitrage Durations

We analyze the time difference between the two legs of cross-
chain arbitrages to infer their durations. Figure 5 reveals a
positively skewed distribution, followed by a long tail of arbi-
trage durations capped at one hour by our methodology (see
Section 3.1). The spike observed around 1,200s—1,500s is
attributed to arbitrages between Ethereum and Polygon, the
most frequently arbitraged blockchain pair, with a median

Total Total  Total Avg. Avg.

Chain Pair Volume Profit Arbs. Volume Profit

[USD] [USD] [#] [USD] [USD]
ARB-ETH 129.3M 1.8M 21,888 5,959.77 83.42
BASE-ETH 73.2M  1.8M 21,466 3,449.82 84.60
BSC-ETH 60.0M 1.7M 15,763 3,881.62 112.98
ETH-POL 548M  1.5M 28,247 1,944.98 54.52
ARB-BASE 22.6M 3004K 18,245 1,261.83 16.92
BASE-OP 22.1M 266.0K 18,559 1,228.07 15.16
ARB-BSC 17.7M 318.5K 27,182 655.01 11.83
ARB-POL 16.7M 193.2K 14,823 1,134.84 13.18
ARB-OP 14.0M 141.6K 14,138 1,044.48 10.85
AVA-ETH 8.4M 187.9K 2,100 4,020.15 9291
ETH-OP 7.7M 263.1K 3459 2269.92 77.74
ARB-AVA 6.4M 317.0K 8430 772.45 40.25
ARB-SCROLL 6.1M 85K 1,117 5,436.93 7.62
BSC-POL 5.5M 211.1K 27,468  202.20 7.86
BASE-POL 5.0M 844K 7,737 655.57 11.01

Table 5: Cross-chain arbitrage metrics for top blockchain
pairs contributing > 1% of the total arbitrage volume.

duration of 1,247 seconds. This is potentially due to the ex-
tensive bridging durations involved (see Table 4). For detailed
metrics for on arbitrage durations across all blockchain pairs,
refer to Table 9 in Appendix A.

Notably, 34 % of all arbitrages are completed in under
10 seconds. However, the existence of arbitrages with longer
durations, compared to the time-sensitive nature of CEX-DEX
arbitrages, where prices on CEXes update within milliseconds,
suggests that competition for cross-chain opportunities is less
intense. This could be attributed to the token pairs involved,
which may remain stale for extended periods, allowing arbi-
trage positions to stay open.

4.4 Involved Tokens

We examine the most frequently used and profitable token
pairs. Our analysis reveals that OmniCat (OMNI), an interop-
erable token across blockchains, is the most arbitraged token,
accounting for 4.84 % of total arbitrages. Overall, we detect
1,944 distinct token pairs involved in cross-chain arbitrages,
with a Herfindahl-Hirschman Index (HHI) [38] of 0.007, in-
dicating minimal concentration among arbitraged pairs.
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Figure 5: Distribution of cross-chain arbitrage durations with
an inset plot highlighting the first ten seconds where arbitrages
frequently occur.



Unlike CEX-DEX arbitrages, which are dominated by
highly liquid and actively traded pairs such as WETH-USDC,
cross-chain arbitrages often involve pairs with limited liquid-
ity and low trading frequency. Our analysis reveals that half
of the top ten most profitable tokens have a Fully Diluted Val-
uation (FDV) of less than 65 M USD (see Table 6), which is
negligible compared to tokens like WETH, USDC, or WBTC,
each with FDVs in the billions [14]. Additionally, activity on
these most profitable tokens typically exhibits sharp spikes
during specific periods, with minimal usage at other times
(see Figure 6).

4.5 Bridge Usage

We find that 67.63 % of cross-chain arbitrages do not use a
bridge, indicating that the SIA strategy is significantly more
prevalent. This discrepancy in adoption between SIA and
SDA strategies may be attributed to the time-sensitive nature
of arbitrages, where price deviations can quickly render op-
portunities unprofitable. Arbitrageurs avoiding bridges, which
introduce additional delays and costs, are thus at an advantage.
Our analysis reveals that SIAs have a median completion time
of 10 seconds, compared to 246 seconds for SDAs. By elimi-
nating the need to bridge assets, the SIA strategy saves critical
time, which is often essential for successful execution.

Interestingly, we discover that SIA arbitrages yield a lower
average profit compared to SDA arbitrages, with 34.8 USD
versus 43.5 USD, respectively. While this result may seem
counterintuitive, it could stem from limitations in our profit
calculation methodology (see Section 3.6) or market making
activity being misclassified as cross-chain arbitrages.

Among SDAs, we observe that only 26.68 % utilize native
bridges, while the majority rely on multichain solutions. No-
tably, nearly half of the SDAs employ the LayerZero bridge,
aligning with tokens frequently involved in cross-chain ar-
bitrages (see Table 6), such as OMNI, which depends on
LayerZero for cross-blockchain transfers.

We also identify significant differences in average bridging
durations and costs across bridging protocols, as summarized

Total Total Total  Avg.
Token Pair Profit Volume Arbs. Profit

[USD] [USD] [%] [USD]
NMT-USDC 645,398.53 28,002,522.18 0.72% 344.58
OMNI-WETH 455,331.04 17,091,969.10 4.84% 36.60
DMT-WETH  339,690.54 24,212,698.85 1.52% 85.78
DOG-WETH  237,422.19 5,795,675.49 0.31% 297.52
USDC-agEUR  220,401.71 10,747,540.46 1.34% 72.43
TEL-WETH 191,799.36  4,865,794.60 0.76 % 96.77
Mog-WETH 176,209.68  7,526,070.06 0.53% 126.86
PRIME-WETH 165,903.80 15,070,549.59 0.60% 105.81
GENE-WETH 158,834.98 4,169,789.04 0.87% 70.69
NPC-WETH 157,382.60 9,787,120.85 1.45% 41.56

Table 6: Statistics on the top ten most profitable token pairs.
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Figure 6: Daily profits generated by the top ten most profitable
token pairs.

in Table 7. Native bridge solutions offered by blockchains are
among the slowest and charge the highest fees, accounting
for 30.27 % of the total fees paid by a cross-chain arbitrage.
This highlights a potential trade-off between bridge security
and arbitrage speed. However, we observe that native bridge
arbitrages yield nearly double the average profit of multichain
arbitrages, with 60.39 USD compared to 37.02 USD. This
suggests that arbitrageurs could be trusting native bridges
for higher-volume arbitrages, while multichain solutions are
preferred for arbitrages requiring faster execution.

Figure 7 shows that while the execution of the SIA strategy
has increased significantly over time, the growth in multichain
and native bridge arbitrages has been comparatively modest.
This trend raises questions about the efficiency and usability
of current bridging technologies for cross-chain arbitrages, as
SDA adoption remains limited.

S Security Implications

In this section, we examine the security implications of the
detected cross-chain arbitrages, focusing on arbitrageur cen-
tralization, network congestions, and private mempool usage.

Total  Avg. Avg. Avg.
Bridge Arbs. Time Cost Cost

[#] [s [USD] [%]
LayerZero 42,537 179.73 1.65 26.87
Native 22,529 729.05 499 30.28
Wormhole 8,801 998.28  2.04 29.56
Axelar 3,239 1367.65 045 21.52
Celer 3,129 31578  0.72 24.98
Across 2,849 285.02 0.29 19.13
Synapse 823 29649 122 22.04
Stargate 367 192.49 0.88 26.47

Table 7: Summary statistics for detected bridge protocols.
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Figure 7: Monthly number of cross-chain arbitrages by strat-
egy types.

5.1 Arbitrageur Centralization

MEYV has been shown to exert significant centralization pres-
sure across various layers of the blockchain ecosystem. This
centralization is primarily driven by economies of scale, lead-
ing to the concentration of entities extracting value. In the
context of cross-chain MEV, this dynamic could result in a
privileged group of “super-traders” [33] controlling MEV ex-
traction across multiple blockchains. By optimizing strategies
tailored to specific network properties, such as transaction
sequencing rules, these entities further increase barriers to
entry for new players [33].

Our analysis reveals that a single arbitrageur, 0xCA74, is
responsible for 32.79 % of all cross-chain arbitrage volume,
18.06 % of all arbitrages, and 23.07 % of total profits. In par-
ticular, 0xCA74’s dominance has grown over time, as shown
in Figure 8, with 43.15 % of the total volume executed in
the last three months. Although other arbitrageurs showed
significant activity during certain periods, none matches the
consistent and increasing dominance of 0xCA74.

Table 10 in Appendix B summarizes further metrics for
the arbitrageurs with the highest trading volume. We observe
that SIA strategy is commonly adopted, which could act as a
centralization vector since it requires active inventory man-
agement across multiple blockchains. Similarly, the way ar-
bitrages are executed could be another aspect creating cen-
tralization pressure. We find that most arbitrageurs are not
using smart contracts to execute their strategies but rather
EOAs. In atomic arbitrages, deploying a smart contract offers
significant advantages, such as implementing logic to identify
profitable opportunities and ensuring execution only when
conditions are met, thereby eliminating risk. Additionally, so-
lutions offering revert protection [23,32] make this approach
even more accessible. However, in cross-chain arbitrages, this
is not feasible because there is currently no straightforward
way for smart contracts deployed on different networks to
synchronize and guarantee successful atomic execution. Thus,
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Figure 8: Daily percentage of cross-chain arbitrage volume
(USD) executed by the top arbitrageurs by trade volume com-
pared to the rest of the arbitrageurs over time.

arbitrageurs must implement off-chain services to process
signals across multiple blockchains and determine when and
where to issue transactions with the optimal input parameters.

5.2 Network Congestion

Network congestion has been identified as a negative side
effect of MEV extraction competition on blockchains, often
filling blocks with reverted transactions as a result of failed
attempts to extract value [15,22]. These reverted transactions
have no effect on the global blockchain state, yet they are
included into the block, thereby occupying block space and
potentially forcing other transactions out of the current block
or even increasing transaction fees for other users.

In the context of cross-chain MEV, this impact can be
amplified, as competition for an opportunity spans multiple
blockchains. However, detecting reverted cross-chain arbi-
trages is particularly challenging, as it requires associating
reverted transactions across blockchains. To address this, we
adopt a more pragmatic approach by examining all reverted
transactions generated by cross-chain arbitrageurs, without
distinguishing their specific purpose. While this method does
not directly measure network congestion caused solely by
cross-chain arbitrage competition, we believe the results for
the most successful arbitrageurs provide relevant insights.
To limit false positives, we focus only on top arbitrageurs
identified via their smart contracts, as outlined in Table 10 in
Appendix B.

Table & reveal significantly high failure rates among the top
four arbitrageurs identified as using smart contracts. Notably,
0x882D and 0X826A generate nearly nine failed transactions
for every successful one. Interestingly, Polygon emerges as
the blockchain with the highest number of failures for three
of these arbitrageurs. Overall, these high revert rates may be
attributed to the absence of private endpoints offering revert
protection, such as those available on Ethereum [23,32].



Total Total Fail Fail
Arbitrageur Success Fail Rate Distribution
[#] # (%] [#]
0X882D 5,472 72,884 93.02 POL: 70,422, ETH: 2,462
0X826A 4,420 65,810 93.71 POL: 64,564, ETH: 1,246
0X0A6C 11,288 24,111 68.11 POL: 12,729, BSC: 6,286
0XA311 12,745 8,103 38.87 ARB: 3,235, BSC: 1,473

Table 8: Reverted transaction metrics for the top cross-chain
arbitrageurs using smart contracts. The last column indicates
the top two blockchains where most failures occurred.

5.3 Private Mempools

The competition on Ethereum among MEV extractors has led
to the emergence of private mempools, which protect transac-
tions from being exposed in the public mempool and getting
frontrun [23, 32]. This is critical, as the successful execution
of an MEV strategy often depends on acting on a specific
state before other users. To investigate this phenomenon, we
focus on cross-chain arbitrages involving Ethereum.

Our analysis reveals that 32.88 % of Ethereum legs in cross-
chain arbitrages were submitted privately, yielding an average
profit of 82.5 USD, compared to 78.35 USD for public trans-
actions. Although the profit difference is not substantial, the
results align with our intuition that private mempool usage
can be advantageous for cross-chain arbitrageurs. Addition-
ally, the monthly number of privately submitted transactions
increased by 5.52x from September 2023 to August 2024,
indicating an overall upward trend (see Figure 9).

When comparing the positioning of public and private
Ethereum cross-chain arbitrages, we find that private trans-
actions are more frequently placed in top block positions,
giving arbitrageurs an advantage by prior execution. Specif-
ically, private transactions have a normalized median posi-
tion index of 7.11 %, lower than the 23.06 % observed for
public transactions. A detailed distribution is illustrated in
Figure 10. Further analysis of transaction positioning across
other blockchains is provided in Appendix C.

6 Discussion

In this section, we discuss how cross-chain arbitrages can in-
centivize controlling sequencing across multiple blockchains
and propose a risk-optimized arbitrage strategy.

6.1 Sequencer Incentives

The risky nature of cross-chain arbitrages is evidenced by
the long durations observed for certain blockchain pairs (e.g.,
Ethereum and Polygon - see Table 9), and the high failure
rates of arbitrageurs utilizing their own smart contracts (see
Table 8). To mitigate these risks, controlling transaction se-
quencing in blocks can be crucial. However, as cross-chain
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Figure 9: Percentage of cross-chain arbitrage transactions
submitted privately over time on Ethereum.
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Figure 10: Distribution of normalized cross-chain arbitrage
transaction positions (%) for public and private transactions
on Ethereum.

arbitrages gain prominence (see Figure 2), controlling se-
quencing rights across multiple blockchains is anticipated to
pose a significant centralization threat [33]. Entities with es-
tablished infrastructure and staked validators across multiple
blockchains could be incentivized to collude [33], enabling
them to execute cross-chain arbitrages atomically and without
risk. To prevent such centralization risk undermining eco-
nomic security and ensuring fair access to cross-chain MEV,
shared-sequencing solutions like Espresso Systems [19] and
Astria [8] could play an important role. These solutions can
lower the barriers to entry for cross-chain arbitrageurs by of-
fering sequencing services on multiple networks and provid-
ing execution guarantees within the cross-chain ecosystem.

6.2 Risk-Optimized Strategy

Arbitrageurs who lack inventory across multiple blockchains
are forced to use bridges to execute their strategies. To over-
come this limitation, we propose a risk-optimized strategy
that leverages lending protocols to complete arbitrages sim-
ilarly to an SIA, while still using bridging to close the loan
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Figure 11: Example of a risk-optimized cross-chain arbitrage
strategy between Ethereum and Arbitrum, where the arbi-
trageur completes the arbitrage at #,, £ € using a loan and later
closes the loan position with the bridged output of the hedge
leg upon its arrival at 7, 4 1.

position after the arbitrage is executed. Figure |1 illustrates
a real-world example of such a risk-optimized arbitrage, ex-
ecuted between Ethereum and Arbitrum by the arbitrageur
0XCA74. The process unfolds as follows:

1. 0XCA74 initially swaps 50 WETH for 2.629 WBTC on
Ethereum (0xf9d...08a).

2. The WBTC is bridged to Arbitrum in the next block
(0x452...903).

3. 8seconds later, 0XCA74 takes a loan for 2.629 WBTC
using Aave [2] (0xf7e...eff).

4. The WBTC is then swapped back to ETH, earning
0.5 ETH and completing the arbitrage (0xdd4...72f).

5. The bridged WBTC arrives on Arbitrum around
7 minutes after the arbitrage is completed (0x701...1bf).

6. Finally, 0XCA74 transfers the bridged WBTC to AAVE
to close the loan, concluding the strategy (0x798...935).

7 Related Work

Qin et al. [37] provided the first comprehensive quantifi-
cation of MEV, documenting systematic value extraction
through sandwich attacks, liquidations, and DEX arbitrage on
Ethereum. Torres et al. [21] on the other hand presented the
first empirical quantification of frontrunning strategies such
as displacement, insertion, and suppression, thereby building
up on the theoretical work presented by Eskandari et al. [18].
McLaughlin et al. [30] advanced this understanding by de-
veloping an application-agnostic arbitrage detection method-
ology using standardized ERC-20 transfer events, enabling
analysis across a significantly broader range of decentralized
exchanges. Torres et al. [22] extended MEV research into L2
solutions by investigating MEV activities across Arbitrum,
Optimism, and zkSync, revealing comparable trading volumes
to Ethereum on rollups, albeit with significantly lower profits
despite reduced costs. The analysis of non-atomic arbitrage
has been advanced by Heimbach et al. [26], who demonstrated
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that around 25 % of volume on Ethereum’s top five DEXes
could be attributed to arbitrage between CEXes and DEXes,
revealing substantial centralization among a small group of
dominant MEV searchers. Obadia et al. [33] provided the
first formal definition of cross-domain MEV by introducing
domains as self-contained systems with shared states and
showing how cross-domain MEV opportunities incentivize
sequencer collusion across chains. McMenamin [31] system-
atized cross-domain MEV by categorizing extractable value
based on extraction methods and value origins while analyz-
ing different protocols’ MEV mitigation capabilities. Gogol et
al. [25] provided initial insights into cross-rollup arbitrage by
analyzing price disparities in WETH-USDC trading pairs be-
tween Ethereum and major L2 rollups, showing that arbitrage
opportunities persisted for multiple blocks with relatively lim-
ited profits ranging from 0.03 % to 0.25 % of trading volume.
Mazorra et al. [29] provided theoretical foundations by de-
veloping an abstract framework for analyzing MEV games
across domains, particularly focusing on network character-
istics” influence on strategies and congestion. Finally, Oz et
al.’s [36] analysis on block building revealed how exclusive
order flow access by select builders leads to market central-
ization in Ethereum’s block building, highlighting similar
centralization risks that could emerge from privileged access
to cross-chain MEV opportunities.

8 Conclusion

MEYV extraction is not confined to individual blockchains.
As we have empirically demonstrated in this work, cross-
chain arbitrages are already a reality. We presented two dis-
tinct strategies, SIA and SDA, employed by arbitrageurs to
perform cross-chain arbitrages in practice. Our findings re-
veal that the majority of these arbitrages adopt the SIA strat-
egy, which avoids the delays and costs associated with bridg-
ing. Additionally, we highlighted significant centralization
among arbitrageurs, with a single entity dominating the space.
We also observed high failure rates among cross-chain arbi-
trageurs, potentially contributing to network congestion, and
noted the growing adoption of private mempools for trans-
action privacy and prioritization. Finally, we discussed how
the increasing prominence of cross-chain arbitrages could in-
centivize seeking control over transaction sequencing across
multiple blockchains, emphasizing the importance of shared-
sequencing solutions to enable a level playing field.
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Appendix
A All Blockchain Pairs

Table 9 summarizes the cross-chain arbitrage metrics for all
blockchain pairs identified.

B Arbitrageurs

Table 10 summarizes the cross-chain arbitrage metrics for
arbitrageurs with > 1 % of the total trade volume.

C Arbitrage Transaction Positions

Transaction positioning plays a critical role in the successful
execution of an MEV strategy. A concentration of transactions
around lower position indexes indicates that arbitrageurs can
effectively prioritize their transactions, ensuring execution at
top block positions to capture opportunities first.

Figure 12 presents a violin plot showing the distribution
of position indexes for cross-chain arbitrage transactions
across the nine studied blockchains. Overall, we observe the
highest density around smaller position indexes. However,
blockchains like Binance Smart Chain and Ethereum exhibit
higher median values and longer tails. This aligns with expec-
tations, as these blockchains provide bundling solutions [1,23]
that guarantee successful execution, though not necessarily at
top block positions, given the prior execution guarantee.

While Arbitrum and Polygon offer transaction prioritiza-
tion mechanisms such as Timeboost [7] and FastLane [20],
respectively, we found no on-chain evidence suggesting sig-
nificant adoption of these solutions for executing cross-chain
arbitrages.
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Total Strategy Averages Duration (Percentiles)

Chain Pair Volume Profit Arbs. SIA  Multichain Native Volume Profit 25th 50th 75th
[USD] [USD] [#] [%] [%] [%] [USD] [USD] [s] [s] [s]

ARB-ETH 129,279,422.40 1,797,112.08 21,888 51.17 2898 19.85 5959.77 8342 13.00 108.00 381.00
BASE-ETH 73,239,640.16 1,781,073.40 21,466 55.27 20.60 24.13 3,449.82 84.60 16.00 194.00  362.00
BSC-ETH 59,986,532.41 1,738,099.72 15,763  87.75 12.25 0.00 3,881.62 11298 11.00 121.00  305.00
ETH-POL 54,815,332.43 1,533,726.03 28,247 58.15 295 3891 1,94498 5448 160.50 1,247.00 1,882.00
ARB-BASE 22,550,090.67  300,390.57 18,245  69.09 30.91 0.00 1,261.83 16.92 2.00 31.00 172.00
BASE-OP 22,107,636.49  266,018.57 18,559 58.17 41.81 0.02 1,228.07 15.16 16.00 68.00  296.00
ARB-BSC 17,748,873.31  318,498.02 27,182 65.73 34.27 0.00 655.01 11.83 2.00 10.00 84.00
ARB-POL 16,692,353.34  193,239.27 14,823 82.22 17.76 0.01 1,134.84 13.18 5.00 9.00  277.00
ARB-OP 14,028,350.44  141,565.74 14,138 61.15 38.83 0.02 1,044.48 10.85 24.00 108.00  481.75
AVA-ETH 8,442313.00  187,948.40 2,100 82.43 17.57 0.00 4,020.15 9291 9.00 27.00  267.00
ETH-OP 7,726,790.92  263,073.91 3,459 34.69 8.73 56.58 2,269.92 77.74 78.00 100.00  158.00
ARB-AVA 6,436,022.80  316,962.95 8,430 40.06 59.94 0.00 77245 40.25 14.00 39.00  103.00
ARB-SCROLL 6,073,053.19 8,508.52 1,117 100.00 0.00 0.00 5,436.93 7.62 3.00 5.00 18.00
BSC-POL 5,498,395.88  211,146.03 27,468 93.84 6.16 0.00 202.20 7.86 4.00 6.00 73.00
BASE-POL 5,043,298.38 84,425.77 7,737 80.83 18.95 0.22 655.57 11.01 6.00 133.00 470.00
BASE-BSC 4,452286.73 108,430.30 8,791  72.90 27.10 0.00 509.65 12.79 3.00 55.00  262.50
AVA-BSC 3,607,246.38 80,944.07 8,885 86.28 13.72 0.00 409.54 9.22 3.00 6.00 60.00
OP-POL 1,983,611.41 22,956.48 3,370 47.74 51.69 0.56 604.02 7.09 179.00 399.50  957.50
ETH-SCROLL 1,839,985.92 3,469.43 119  69.75 26.05 4.20 17,036.91 32.12 21.00 29.00  501.00
AVA-POL 1,145,067.22 44,013.79 3455 85.04 14.96 0.00 33355 13.14 7.00 41.00  324.00
BSC-OP 843,907.46 57,155.77 1,275 60.00 40.00 0.00 671.90 46.77 7.00  121.00  760.00
AVA-BASE 587,816.71 24,582.11 1,638 60.38 39.62 0.00 361.51 15.84 6.00 48.00  127.00
OP-SCROLL 583,576.23 1,450.84 110 100.00 0.00 0.00 5,305.24 13.43 3.00 8.00 20.75
AVA-OP 318,318.56 8,447.80 454 40.09 59.91 0.00 77450 24.56 61.00 190.00  727.75
POL-SCROLL 205,829.33 1,072.47 44 100.00 0.00 0.00 4,677.94 2437 15.75 26.00  283.50
ARB-ZKSYNC 196,420.57 0.00 426 2723 72.77 0.00 644.00 0.00 112.25 21450 412.00
BASE-ZKSYNC 89,280.10 0.00 1,294 29.75 70.25 0.00 129.96 0.00 171.25  295.00  596.50
ETH-ZKSYNC 72,425.74 0.00 28 32.14 4643 2143 3,148.95 0.00 302.75  476.00 1,111.50
BASE-SCROLL 60,654.92 249.54 49  79.59 20.41 0.00 1,318.59 5.94  20.00 28.00  109.00
BSC-ZKSYNC 56,499.12 0.00 125 41.60 58.40 0.00 627.77 0.00 108.00  180.00  524.00
BSC-SCROLL 46,535.01 1,553.73 100  83.00 17.00 0.00 465.35 15.69 130.00 184.50  269.00
OP-ZKSYNC 26,971.82 0.00 18 66.67 33.33 0.00 3,371.48 0.00 13.75 19.50  208.00
SCROLL-ZKSYNC 12,945.96 0.00 4 100.00 0.00 0.00 4,315.32 0.00 11.50 12.00 14.75
POL-ZKSYNC 2.96 0.00 1 100.00 0.00 0.00 2.96 0.00 560.00 560.00 560.00

Table 9: Cross-chain arbitrage metrics for all blockchain pairs.

Arbitrageur Total Strategy Averages Duration (Percentiles)
Address Type Volume [USD] Profit [USD] Arbs [#] SIA [%] Multichain [%] Native [%] Volume [USD] Profit [USD] 25th[s] 50th[s] 75th [s]
0XCA74 EOA 152,739,321.26 2,191,157.66 47,119 68.15 18.55 13.30 3,248.18 46.70 6.00 68.00  580.00
0XA3117  SC 33,480,140.90 590,530.94 12,745 49.81 47.58 2.61 2,631.67 46.74 3.00 27.00 58.00
0X4CB6 EOA  32,572,100.26 432,060.16 22,692 73.40 26.51 0.09 1,446.56 19.40 2.00 6.00 41.00
0X0A6CT SC 14,510,776.67 288,433.32 11,288 21.77 34.95 43.28 1,295.72 25.88  136.00 231.00 591.25
0X9B90 EOA  11,245912.26 259,248.29 1,513 60.61 39.39 0.00 7,452.56 171.80 9.00 32.00 95.00
0X55CD EOA  10,826,096.49 12,631.43 111 19.82 80.18 0.00 97,532.40 113.80 88.00  157.00  281.50
0X882D  SC 8,829,382.76 296,319.33 5,472 52.98 0.22 46.80 1,613.56 54.16 1,141.00 1,344.00 2,318.00
0X48CC EOA 7,222,030.70 10,662.60 411 100.00 0.00 0.00 17,832.17 26.52 17.00 21.00 25.00
0X612E  EOA 7,199,928.99 100,711.09 606  100.00 0.00 0.00 11,881.07 166.19 80.00 127.50  144.00
0X826A SC 5,994,600.57 200,206.35 4,420 30.75 0.09 69.16 1,356.24 4531 1,145.00 1,278.00 1,831.00
0X6226  EOA 5,464,706.66 163,178.78 43,472 99.98 0.02 0.00 125.72 3.76 2.00 4.00 6.00
0XE83F EOA 5,348,364.74 87,230.70 2,481 45.22 45.67 9.11 2,170.60 35.85 72.00  232.00  928.00
0X65A8 EOA 4,843,464.03 220,693.86 4,221 45.94 45.11 8.96 1,170.48 53.83 64.00 241.00  982.00

- is actually an EOA that was identified via its own SC.

Table 10: Cross-chain arbitrage metrics for arbitrageurs with >1 % of the total trade volume. EOA - Externally Owned Account,
SC - Smart Contract.
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