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Abstract

This work investigates the problem of Oblivious Transfer (OT) over a noisy Multiple Access Channel (MAC) involving two
non-colluding senders and a single receiver. The channel model is characterized by correlations among the parties, with the parties
assumed to be either honest-but-curious or, in the receiver’s case, potentially malicious. We propose a multiparty protocol for
honest-but-curious parties where the general MAC is reduced to a certain correlation. In scenarios where the receiver is malicious,
the protocol achieves an achievable rate region.

Index Terms

Oblivious transfer, Multiple access channel, Bounds for OT capacity.

I. INTRODUCTION

Oblivious Transfer (OT) is a primitive in cryptography in the domain of secure multiparty computations based on the noisy
property of communication channels. The simplest model of OT is called 1-out-of-2 OT, wherein a sender (Alice) aims to
send two separate messages over a noisy channel to a receiver (Bob) while Bob has to choose one of them. The unselected
message should be kept hidden from Bob, and Alice should be unaware of the message selected by Bob. A more general case
is 1-out-of-m OT, wherein Alice aims to send m separate messages (strings of bits), and Bob chooses the legitimate message.

OT was first introduced by Rabin [1]. In Rabin’s form, Alice sends a message to Bob with the probability of 1
2 while

she remains oblivious to whether or not Bob received the message. This model is called the ”Erasure Channel” with the
erasure probability equal 1

2 . After that, a basic OT protocol was introduced by Even, Goldreich, and Lempel (EGL) [2]. It
is well-known that achieving multi-party security (as a basic model) in noise-free communication is impossible [3]. It has
been shown that achieving two-party secure communication over a noiseless channel is possible by randomness sharing [4, 5].
Shared randomness consists of random variables known to all communicating parties but independent of the message being
transmitted [6].

Up to now, some primary channels have been studied from the perspective of secure two-party computations obtained from
noise. The binary symmetric channel (BSC) has made a more outstanding contribution [7–9]. However, all the cryptogates and
channels that can be used for obtaining OT are characterized by Kilian in the case of passive adversaries [10]. It should be
mentioned that most of the research works in this field have been done from the perspective of the basics of cryptography, and
there are a few sources that study the problem of OT from the information theory point of view. However, the OT capacity of
noisy channels is generally unknown. It is known to be non-negligible if the players (sometimes we call senders and receivers
as players/parties) are committed to the protocol and implement it faithfully, not turning away from additional information
(honest-but-curious players). Still, in the case of fully malicious players (active adversaries), non-zero rates have not ever been
achieved [11].

As the first step, Nascimento and Winter study the OT capacity of noisy correlations [12], wherein they characterized which
noisy channels and distributions are useful for obtaining OT. In [5], they showed that for honest-but-curious players, the OT
capacity of noisy resources is positive by achieving a lower bound that coincides with the upper bound of [4]. The OT capacity
of the binary erasure channel (BEC) is studied in [13], in which the OT capacity is COT = 1

2 with erasure probability 1
2 that is

a property of the channel/system model in the case of honest-but-curious players and a lower bound is calculated in the case
of fully malicious players. Ahlswede and Csiszar achieved a lower and upper bound on the OT capacity of noisy channels [4].
The upper bound is general and valid for every noisy channel with honest-but-curious players, while the lower bound is just
valid for a special reduced version of a DMC, wherein the channel outputs are separable into two distinct sets: fully erased
bits and fully received bits. It can be easily seen that the upper bound in [4] and the lower bound in [5] for a special reduced
version coincide. An improved upper bound compared to [4] is proved in [15] based on a monotonicity property of tension
region in the channel model.

In this work, we aim to study multi-party secure computations. In other words, bounds for the OT capacity of the two-user
Multiple Access Channel (MAC) as one of the primary network models from the perspective of network information theory
are studied. The MAC refers to a communication scenario where multiple users send information over a shared channel to a
receiver. This setup is typical in communication systems, such as cellular networks, where several devices need to communicate
with a base station or an access point. We consider the following system model: Two senders, both send two independent
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messages (two strings) over a noisy channel to a receiver. The receiver then has to choose only one string from each sender, and
the senders are assumed to be legitimate relative to each other (non-colluding senders). This means that there is no criterion
of secrecy between them.

This document is organized as follows: Some seminal definitions are presented in Section II. Section III is dedicated to
related works and known results. The system model and main results are presented in Sections IV and V, respectively. We
have a brief discussion in Section VI.

II. PRELIMINARIES

We use the well-known notation of information theory in addition to the following notations: We use capital letters (e.g., X)
to denote random variables, with the specific alphabet X defined by the context in which X is used. Lowercase letters (e.g.,
x) represent realizations of the corresponding random variables. Bold uppercase letters (e.g., X) denote random n-tuples.

1. Notation for Tuples

• Suppose A ⊂ N. Then (A) represents the tuple formed by arranging the elements of A in increasing order:

(A) = (ai| ai ∈ A, i = 1, 2, . . . , |A|), with ai < ai+1 for i ≥ 1

Example: If A = {1, 3, 2, 9, 4}, then (A) = (1, 2, 3, 4, 9).
• For two sets A ⊂ {1, 2, . . . , k}, and X, we have:

X|A = X|(A) =
{
xi| i ∈ A

}
.

Example: If X = (a, b, c, d, e, f, g) and A = {6, 3, 1}, then X|A = (a, c, f).
• When a member i is removed from a set F , we denote the case by:

F \ {i}.
Example: Given F = {a, b, c, d, e}, we have: {a, b, d, e} = F \ {c}.

2. Markov Chains

Random variables X,Y, Z form a Markov chain X − Y − Z when X and Z are conditionally independent given Y . That
is, if X ∈ X , Y ∈ Y , and Z ∈ Z , then X − Y − Z implies:

∀x ∈ X , ∀y ∈ Y, ∀z ∈ Z : PX,Z|Y (x, z|y) = PX|Y (x|y) · PZ|Y (z|y)

3. Erasure Count Function

Given a sequence y ∈ {0, 1, e}n, where e indicates an erasure. We denote the erasure count function by:

∆(yn) = |{i ∈ {1, 2, . . . , n} : yi = e}|,
∆(yn) = |{i ∈ {1, 2, . . . , n} : yi ̸= e}|,

where yi is a realization of Y .

4. Information Theoretic Definitions

The min-entropy of a discrete random variable X is

H∞(X) = min
x

log

(
1

PX(x)

)
.

Its conditional version is
H∞(X|Y ) = min

y
H∞(X|Y = y).

The zero-entropy and its conditional version are defined as

H0(X) = log |{x ∈ X : PX(x) > 0}|,
and

H0(X|Y ) = max
y

H0(X|Y = y).

The statistical distance over two probability distributions PX and PY , defined over the same domain X , is

∥PX − PY ∥ =
1

2

∑
x∈X

|PX(x)− PY (x)|.
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For ϵ ≥ 0, the ϵ-smooth min entropy is

Hϵ
∞(X) = max

X′:∥PX′−PX∥≤ϵ
H∞(X ′).

Similarly,
Hϵ

∞(X|Y ) = max
X′Y ′:∥PX′Y ′−PXY ∥≤ϵ

H∞(X ′|Y ′).

Let PUVW be a probability distribution over U × V ×W For any ϵ > 0 and ϵ′ > 0 it holds that [22]:

Hϵ+ϵ′

∞ (U |V,W ) ≥ H∞(U |W ) +Hϵ
∞(V |U,W )−H0(V |W )− log

(
1

ϵ′

)
. (1)

Also, Hϵ
∞(U, V |W ) can be bounded from below and above as [22]:

Hϵ+ϵ′

∞ (U |V,W ) +H0(V |W ) + log

(
1

ϵ′

)
≤ Hϵ

∞(U, V |W ) ≤ H∞(U |W ) +Hϵ
∞(V |U,W ). (2)

Combining (1) and (2), concludes:

Hϵ
∞(U, V |W ) ≥ H∞(U |W ) +Hϵ

∞(V |U,W ). (3)

Lemma 1. For any random variable such U and V , we have:

Hϵ
∞(U |V )− log

(
1

ϵ

)
≤ H∞(U |V ) ≤ Hϵ

∞(U |V ).

Proof. In Appendix A.

Definition 1. Given a random variable X with alphabet X and probability distribution pX , the Rényi entropy of order two of
a random variable X is given by:

H2(X) = log2

(
1

Pc(X)

)
.

where the collision probability Pc(X) is the probability that two independent trials of X produce the same outcome. It is
defined as:

Pc(X) =
∑
x∈X

pX(x)2.

For a given event E , the conditional distribution pX|E is employed to define the conditional collision probability Pc(X|E) and
the conditional Rényi entropy of order 2, H2(X|E).
Lemma 2. [22, Corollary 2.12] Let PXnY n be independent and identically distributed (i.i.d.) according to PXY over the
alphabet Xn × Yn. For any ϵ > 0, we have

Hϵ
∞(Xn|Y n) ≥ nH(X|Y )− 4

√
n log(1/ϵ) log |X |.

Definition 2. A function h : R × X → {0, 1}n is a two-universal hash function [23] if, for any x0 ̸= x1 ∈ X and for R
uniformly distributed over R, it holds that

Pr(h(R, x0) = h(R, x1)) ≤ 2−n. (4)

Similarly, given two independent hash functions h1 : R×X → {0, 1}n and h2 : T × Y → {0, 1}m, for any x0 ̸= x1 ∈ X ,
y0 ̸= y1 ∈ Y , and for R, T uniformly distributed over R and T , respectively, it holds that

Pr(h1(R, x0) = h1(R, x1) ∩ h2(T, y0) = h2(T, y1)) ≤ 2−(n+m). (5)

An example of a two-universal class is the set of all linear mappings from {0, 1}n to {0, 1}r.
A random variable X over X is said to be ϵ-close to uniform with respect to Z over Z if

∥PXZ − (PU × PZ)∥ ≤ ϵ,

where U is uniformly distributed over X .
Lemma 3. [5, 24] (Distributed leftover hash lemma) Let ϵ > 0, ϵ′ ≥ 0, and let gi : Ti × Xi → {0, 1}ni for 1 ≤ i ≤ m be
two-universal hash functions. Assume random variables Xi over Xi, 1 ≤ i ≤ m, where for any subset S ⊆ {1, 2, . . . ,m}, and
X|S = XS(1), XS(2), . . . , XS(|S|), we have

Hϵ′

∞(X|S |Z) ≥
∑
i∈S

ni + 2 log(1/ϵ),



4

0

Alice Bob
U ′ = (M0,M1, Xn) V ′ = (Z, Y n)

...

C1 = (U ′,M)

C3 = (U ′,M,C1, C2)

C2 = (V ′, N,C1)

C4 = (V ′, N,C1, C2, C3)

C2t = (V ′, N,C)

U = (U ′,M,C) V = (V ′, N,C)

Fig. 1: The general two-party protocol between Alice and Bob from the perspective of source model.

where T1, . . . , Tm are uniformly distributed over T1 × · · · × Tm, and are independent of X1, . . . , Xm, and Z. Then, it holds
that the tuple (g1(T1, X1), . . . , gm(Tm, Xm)) is (2mϵ/2 + 2mϵ′)-close to uniform with respect to T1, . . . , Tm, Z.

We also briefly note that following from [25, Th. 17.3.3], it directly follows from the previously defined Xi, Ti, gi(Ti, Xi),
and Z that

I(gi(Ti, Xi);TiZ) ≤ −ϵ′′ log
ϵ′′

2ni |Z||Ti|
,

where ϵ′′ = 2mϵ/2 + 2mϵ′ and I(gi(Ti, Xi);TiZ) is defined as

I(gi(Ti, Xi);TiZ) = H(gi(Ti, Xi))−H(gi(Ti, Xi)|TiZ),

which I and H represent the Shannon mutual information and the Shannon entropy, respectively.

Consider a Discrete Memoryless Channel (DMC) with a transition matrix W = {W (y|x), x ∈ X , y ∈ Y}. There are two
assumptions:

1) Free Resources: Alice and Bob have unlimited computing power, independent local randomness, and access to a noiseless
public communication channel for unlimited rounds.

2) Honest-but-Curious Model: Both parties follow the protocol honestly but may use all available information to infer what
they should remain ignorant about.

The general two-party protocol (Figure 1):

• Initial Views: Alice and Bob start with initial knowledge or views U ′ and V ′, respectively.
• Random Experiments: Alice generates random variable M , and Bob generates random variable N independently of each

other and (U ′, V ′).
• Message Exchange: Alice sends Bob a message C1 as a function of U ′ and M . Bob responds with C2, a function of V ′,

N and C1.
• Alternating Messages: In subsequent rounds, they alternately send messages C3, C4, . . . , C2t, which are functions of their

instantaneous views.
• Final Views: At the end of the protocol, Alice’s view U is (U ′,M,C) and Bob’s view V is (V ′, N,C), where C =

C1, . . . , C2t.

There are two models: The channel model and the source model. In the source model, Alice’s initial view is U ′ = (M0,M1, X
n)

and Bob’s initial view is V ′ = (Z, Y n) where (M0,M1) are binary strings and uniformly distributed on {0, 1}k, and Z ∈ {0, 1}
is a binary bit.

In the channel model, Alice starts with her initial view U ′ = (M0,M1) and Bob with his initial view V ′ = Z. In this case,
Alice and Bob may perform any noisy protocol with n access to the DMC with their initial views, where M0, M1 and Z are
independent, and M0, M1 are uniformly distributed on {0, 1}k.
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Lemma 4. [21, Corollary 4] Let pX,Y be any probability distribution, where X ∈ X , Y ∈ Y , and y is a specific realization of
Y . Assume that H2(X|Y = y) ≥ c for some constant c. Let K be a universal class of functions mapping X to {0, 1}l, and
let κ be sampled uniformly from K. Then:

H(κ(X)|κ, Y = y) ≥ l − log
(
1 + 2l−c

)
≥ l − 2l−c

ln 2
.

Lemma 5. [4, Lemma 3] Let X , Y , and Z be random variables defined on the finite sets X , Y , and Z , respectively. For any
z1, z2 ∈ Z with p ≜ Pr[Z = z1] > 0 and q ≜ Pr[Z = z2] > 0, the following inequality holds:

|H(X|Y, Z = z1)−H(X|Y,Z = z2)| ≤ 1 + 3 log |X |
√

(p+ q) ln 2

2pq
I(X,Y ;Z).

Lemma 6. Consider a Multiple Access Channel with two senders and one receiver defined by transition matrix W (y|x1, x2).
For pair words (xn

1 , x
n
2 ) and (x̃n

1 , x̃
n
2 ) with Hamming distances dH(xn

1 , x̃
n
1 ) ≥ δn, dH(xn

2 , x̃
n
2 ) ≥ δn, such that

∀x1 ∈ X1, x2 ∈ X2,∀P p.d. withP(x1, x2) = 0,

∥∥∥∥∥∥Wx1,x2 −
∑
x̃1,x̃2

p(x̃1, x̃2)Wx̃1,x̃2

∥∥∥∥∥∥ ≥ η,

one has, with ϵ = δ4η2

2|X1|2|X2|2|Z|

Wn
x̃1,x̃2

(T n
W,ϵ(x

n
1 , x

n
2 )) ≤ 2 exp

(
−nϵ4

2

)
,

where T n
W,ϵ(x

n
1 , x

n
2 ) is the set of joint typical sequences and Wxn

1 x
n
2
= Wx1,1x2,1

⊗Wx1,2x2,2
⊗ . . .⊗Wx1,nx2,n

.

Proof. In Appendix B.

III. RELATED WORKS AND KNOWN RESULTS

As we stated before, a few research works consider the problem of OT from the information theory perspective. Nascimento
and Winter [5, 12] simplified the problem of a general noisy correlation (a point-to-point channel) by reducing it to a Slightly
Unfair Noisy Symmetric Basic Correlation (SU-SBC). They demonstrated that any non-perfect noisy point-to-point channel or
correlation can be transformed into a Slightly Unfair Noisy Channel/Correlation (SUNC/SUCO), and that any SUNC/SUCO
can be used to implement a specific SU-SBC. Ultimately, they showed that in this reduced framework, it is possible to
achieve

(
m
1

)
-OTk (1-out-of-m OT with strings’ length equal k) at a positive rate, assuming that the sender behaves in an

honest-but-curious manner. These papers are significant for several reasons:
1) They introduce the concept of the oblivious transfer capacity of a DMC, defined as the supremum of all achievable rates

R such that k
n ≥ R − γ, where γ > 0 and n is the number of channel uses. A positive number R is an achievable OT

rate for a given DMC if for n → ∞ there exist (n, k) protocols with k
n → R such that protocols are correct and secure.

2) They also address a malicious model where a malicious player can deviate arbitrarily from the channel statistics in up to
δn instances. In such cases, the deviating player will be detected by the other party with a certain probability.

Ahlswede and Csiszár analyzed the problem under the honest-but-curious model [4]. They derived a general upper bound
for the OT capacity of a point-to-point DMC, which aligns with the lower bound established by Nascimento and Winter [5].
Furthermore, when reduced to a specific erasure channel, they demonstrated a lower bound on the OT capacity. Thus, it remains
uncertain what the exact OT capacity of a noisy DMC is in general. In practice, for general channels, a potential way is to
first convert the channel into a Generalized Erasure Channel (GEC) via alphabet extension and erasure emulation, followed
by the application of a general construction for GEC. As a starting point, we begin with a protocol by Ahlswede and Csiszár
originated from the general two-party protocol of Section II:

Two-Party OT Protocol [4]: Consider the following two-party secure computation in the sense of OT: Alice has two strings
M0 and M1 and aims to send them over the noisy point-to-point channel W : X → Y to Bob. Bob has to choose one of them
by inputting a bit of Z ∈ {0, 1} to the channel. Alice should be unaware of the unselected string, while Bob has only one
string at the end of the protocol (MZ). Suppose the main channel is an erasure channel assisted by a noiseless channel with
unlimited capacity. The OT capacity in this setup is given by min(p, 1 − p), where p is the erasure probability [4, 13]. Let
r < min(p, 1 − p). The protocol by Ahlswede and Csiszár [4], based on a technique originally introduced for a BSC in [8,
Sec. 6.4], proceeds as follows: Alice starts by transmitting a sequence X = Xn ∼ Bernoulli( 12 ) of i.i.d. bits over the channel.
Bob observes the channel output Y. Let E denote the set of indices at which Y is erased, and let E represent the set of
indices where Y is not erased. If |E| < nr or |E| < nr, Bob aborts the protocol, as there are not enough erased or unerased
bits to complete the protocol. From E, Bob randomly selects a subset SZ of cardinality nr. From E, Bob randomly picks a
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subset SZ , also of size nr. Bob then shares the sets S0 and S1 with Alice via the public channel, where S0 and S1 are either
SZ and SZ , respectively or vice versa. Alice cannot determine which of S0 and S1 corresponds to E (erased positions) and
which to E (non-erased positions) due to the independent nature of channel erasures. Using S0 and S1, Alice computes keys
X|S0

and X|S1
and employs these keys to encrypt her strings, which she sends to Bob over the public channel as M0 ⊕X|S0

and M1 ⊕ X|S1
. Bob, who only knows the sequence corresponding to E, can decrypt only one of these encrypted strings,

depending on whether SZ = S0 or SZ = S1. This enables Bob to retrieve one of the two keys, MZ , while he learns nothing
about the other key, MZ . If X is not uniformly distributed over {0, 1}, the strings X|Sj

, j ∈ {0, 1} are not directly suitable as
encryption keys. They need to be transformed into binary strings of length k < nr with a distribution approximately uniform
over {0, 1}k. It is well-known that for any δ > 0, when n is large, there exists a mapping κ : {0, 1}nr → {0, 1}k with
k = n(H(X)− δ) such that k −H(κ(Xn)) is exponentially small.

In [28], the author extends the above protocol to pairwise oblivious transfer over a noiseless binary adder channel involving
two senders and one receiver, assuming they are non-colluding and honest-but-curious. Each sender has two strings, and Bob
has to choose one string from each sender while the unselected strings are hidden from his view. In this system, the output
is defined as the sum of the inputs, Y = X1 + X2, commonly referred to as the Binary Erasure Multiple Access Channel
(BE-MAC). This channel uniquely determines the inputs except when they differ, in which case one can not identify the inputs
with certainty, effectively resulting in an erasure. Specifically, erasures occur in two out of four possible input scenarios. The
OT capacity of this channel is shown to be R1 +R2 ≤ maxPX1

PX2
H(X1, X2|Y ) = 1

2 .

IV. SYSTEM MODEL

We assume that the availability of noise is provided in two main forms. Also, we consider the main OT channel with two
senders and one receiver:

1) Discrete Memoryless MAC (DM-MAC): A two-user MAC W : X1 × X2 → Y : (X1 × X2, p(y|x1, x2),Y), connecting
three parties, Alice-1, Alice-2 and Bob, which can be used n times. For an input sequence xn

i = xi,1xi,2 . . . xi,n, the
output distribution over Yn is given by:

Wn
xn
1 x

n
2
= Wx1,1x2,1

⊗Wx1,2x2,2
⊗ . . .⊗Wx1,nx2,n

.

2) i.i.d. Realizations: A tuple of random variables (X1, X2, Y ), where Alice-i sends Xi and Bob receives Y . The distribution
of these variables is given by PX1X2Y , defined over the finite sets Xi and Y .

In both cases, the alphabets X1,X2, and Y are finite.
A key concept when analyzing noisy channels is the idea of redundant symbols [29]. We have the following definition for

DM-MACs, presented in [5] for the point-to-point channel.
Definition 3. A two-sender DM-MAC W (y|x1, x2), characterized by its conditional probability distribution W (y|x1, x2) of
the output y given inputs x1 from Alice-1 and x2 from Alice-2, is said to be nonredundant if none of its output distributions
Wx1,x2

(y) (induced by fixed inputs (x1, x2)) can be expressed as a convex combination of the other output distributions.
Formally, this means:

∀ i ∈ T \ {(x1, x2)},∀P (x1, x2) such that P{i ∈ T \ {(x1, x2)}} = 0, Wi∈T \{(x1,x2)} ̸=
∑
x1,x2

P (x1, x2)Wx1,x2 ,

for any possible distinct input pairs T = {(x1, x2), (x
′
1, x2), (x1, x

′
2), (x

′
1, x

′
2)} ∈ X1 ×X2.

• Geometric Interpretation: In geometric terms, each output distribution Wx1,x2
is a distinct extremal point of the polytope

W = conv{Wx1,x2 : (x1, x2) ∈ X1×X2}, where X1 and X2 are the input alphabets of Senders 1 and 2, respectively. The
polytope W represents the convex hull of all output distributions over the probability simplex on the output alphabet Y .

• Constructing a Nonredundant MAC: To construct a nonredundant version of the MAC, W (y|x1, x2), we can remove all
input pairs (x1, x2) for which the output distribution Wx1,x2 is not extremal. This results in a reduced set of input pairs
for which Wx1,x2

forms the set of extremal points of W . The original MAC can still be simulated using the reduced
MAC by reconstructing the removed distributions Wx1,x2

as convex combinations of the extremal distributions from W .
This process ensures that the MAC retains its original operational capacity while simplifying its representation by
eliminating redundancy in its input space.

A more intuitive definition based on the correlations is presented below.
Definition 4. Consider a two-user DM-MAC characterized by random variables X1, X2 (inputs from the two senders) and Y
(output), with joint distribution/correlation P (X1, X2, Y ). The correlation is said to be nonredundant if:

• For any possible distinct input pairs T = {(x1, x2), (x
′
1, x2), (x1, x

′
2), (x

′
1, x

′
2)} ∈ X1 ×X2:

Pr
{
Y |(X1, X2) = i ∈ T

}
̸= Pr

{
Y |(X1, X2) = j ∈ T \ {i}

}
.

• Symmetrically, the above condition also applies to redundancy in X1 (for fixed X2) or X2 (for fixed X1), similarly to Y .
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Resolving Redundancy: If there is redundancy, the MAC can be made nonredundant by collapsing indistinguishable input
pairs (x1, x2) that fail the above inequality into a single equivalent pair. Similarly, redundant output symbols y1, y2 can be
merged into one.

Geometric Interpretation: In the MAC context, redundancy occurs when the joint distribution P (Y |X1, X2) does not map
injectively over distinct input combinations (x1, x2). This can be resolved by projecting to the set of unique conditional
distributions Pr(Y |X1, X2), thereby defining an equivalent nonredundant MAC.

Definition 5. For a DM-MAC with input random variables X1 and X2, and output Y , we define perfect correlation as follows:

The MAC is perfectly correlated if, given Y , both X1 and X2 can be determined with certainty. This implies:

H(X1, X2|Y ) = 0.

Similarly, a MAC can be called perfect if its joint output distributions (conditioned on input pairs) have mutually disjoint
support. Specifically:

Given the output Y , the pair (X1, X2) is uniquely determined. Formally, this means that for all y ∈ Y , there exists at most
one pair (x1, x2) such that PY |X1,X2

(y|x1, x2) > 0.

As proved in [5] for point-to-point channels, a perfect DM-MAC (even after removing the redundancy) cannot be used for
oblivious transfer, even against passive adversaries. This relates to the concept of noise and the emergence of noisy resources
for cryptographic intents. We know that the noise produces uncertainty or entropy. It is the unpredictable aspect of a system
that adds complexity. Conceptually, it can be seen as the manifestation of disorder or randomness in communication systems,
emphasizing the non-perfect nature of the real world. Noise plays a crucial role in securing communication by hindering an
eavesdropper’s ability to extract meaningful information from the transmitted message. In a noisy channel, the inherent noise
limits the amount of information an unauthorized party can access, regardless of their computational power. This concept is
central to Wyner’s wiretap channel model [31], which demonstrates how noise can be leveraged to ensure that the legitimate
receiver decodes the message accurately. In contrast, experiencing additional noise, the eavesdropper cannot gather sufficient
information to reconstruct the message. As is clear, a perfect channel can be simulated by a noiseless channel where the
input(s) can be obtained with certainty from the channel output(s). Obviously, such channels cannot be used for cryptographic
intents with unconditional security (information-theoretic secrecy).

As is proved in [4, 13], the OT capacity of the point-to-point erasure channel (BEC) with erasure probability 1
2 is equal 1

2 .
Here, we want to investigate whether the OT is possible over a special BE-MAC. We introduce the channel as a correlation
between the senders (Alice-1, Alice-2) and the receiver (Bob). Before that, we delve deeper into the unfairness in the
channel/correlation model. Damgård et. al. [30], introduced unfairness so that an unfair player could change the communication
channel parameters within a certain range. In [5], this concept is limited so that an unfair player who deviates from the channel
statistics in δn positions will be caught by the other party with probability ≥ 1−C1 exp

(
−C2δ

2n
)
, where C1 and C2 are two

small positive numbers. There are two senders in our channel model. The concept of unfairness can also be extended to the
MAC model. To control the fairness of other players in the last n rounds, all players have access to a test unit. When both
senders send a pair symbol to Bob over the channel, Bob will ask for the input symbols with probability 1

2 . He will tell both
senders his output when he has received the senders’ response. If Alice-i is unfair, she tells her input wrong; if Bob is unfair,
he tells his output wrong. The test between players is to check out the samples after n uses of the channel for joint typicality
relative to PX1X2Y .

Definition 6. Consider a DM-MAC characterized by random variables X1, X2 uniformly distributed over {0, 1} (inputs from
the two senders) and Y (output), with joint distribution P (X1, X2, Y ). Let p = 1

2 and Y of Y be partitioned into two disjoint
sets: Y = E10 ∪ E01 of non-zero probability under the distribution of Y . The channel/correlation has the following properties:

• For all y10 ∈ E10, y01 ∈ E01 and xi ∈ {0, 1}, i ∈ {1, 2},

Pr{Y = y10|X1 = x1, X2 = x2} = Pr{Y = y01|X1 = x1, X2 = x2} =
1

2
.

• E10 is the set of received pairs (X1 = x1, X2 = e), and E01 is the set of received pairs (X1 = e,X2 = x2), where e is
an erased bit.

Now, we present a more general SU-SBC over DM-MAC.

Definition 7. [SU-SBCp,W,W ′ ] Consider a DM-MAC characterized by random variables X1, X2 uniformly distributed over
{0, 1} (inputs from the two senders) and Y (output), with joint distribution P (X1, X2, Y ). Let 0 < p < 1 and Y of Y be
partitioned into five disjoint sets: Y = U11 ∪ U10 ∪ E ∪ U01 ∪ U00 of non-zero probability under the distribution of Y . Note
that E = E00 ∪ E10 ∪ E01. A symmetric basic correlation (SBC) over this channel can be defined as follows:

• For all y ∈ E00, Pr{Y = y|X1 = 1, X2 = 1} = Pr{Y = y|X1 = 1, X2 = 0} = Pr{Y = y|X1 = 0, X2 = 1} = Pr{Y =
y|X1 = 0, X2 = 0} = (1− p)2.
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• For all y ∈ E10 ∪ E01, Pr{Y = y|X1 = 1, X2 = 1} = Pr{Y = y|X1 = 1, X2 = 0} = Pr{Y = y|X1 = 0, X2 = 1} =
Pr{Y = y|X1 = 0, X2 = 0} = 2p(1− p).

• (Symmetry) For all y11 ∈ U11, y10 ∈ U10, y01 ∈ U01, y00 ∈ U00, and xi ∈ {0, 1}, i ∈ {1, 2}

Pr
{
Y = yi∈T ′ |(X1X2) = j ∈ T ′} = Pr{Y = yi′∈T ′\{i}|(X1X2) = j′ ∈ T ′ \ {j}

}
,

for T ′ = {00, 10, 01, 11}.
• (Non-redundancy) For all y11 ∈ U11, y10 ∈ U10, y01 ∈ U01, y00 ∈ U00, and xi ∈ {0, 1}, i ∈ {1, 2}

Pr
{
Y = yi∈T ′ |(X1X2) = i} > Pr{Y = yi|(X1X2) = j ∈ T ′ \ {i}

}
,

for T ′ = {00, 10, 01, 11}.
• Pr{Y ∈ E} = 1− p2.

From the senders’ point of view, it looks like uniform inputs to a DM-MAC, while for Bob, it looks like the output
of a distinguishable mixture of three channels: a complete erasure MAC W ′′(y|x1, x2) : {0, 1} × {0, 1} → E00, a partial
erasure channel W ′(y|x1, x2) : {0, 1} × {0, 1} → E01 ∪ E10 (Definition 6) which erases either x1 or x2, and a channel
W : {0, 1}×{0, 1} → U11∪U10∪U01∪U11, with conditional probabilities W (y|x1, x2) =

1
p2 Pr{Y = y|X1 = x1, X2 = x2}.

If Bob finds y ∈ E00, he has no information at all about the inputs. If Bob finds y ∈ E01, he has no information at all
about Alice-1’s input. Similarly, if he finds y ∈ E10, he has no information at all about Alice-2’s input. For y ∈ Ui, where
i ∈ T ′ = {00, 01, 10, 11}, he has a (more or less weak) indication that x1x2 = i, as the likelihood for x1x2 = j ∈ T ′ \ {i} is
smaller.

The correlation is clearly fully characterized by p,W , and W ′. Hence, we denote this distribution as SBCp,W,W ′ . If it is
used slightly unfairly, we denote it as SU-SBCp,W,W ′ . We reduce the SU-SBCp,W,W ′ to the case in which both inputs are
erased or both of them are decoded. The new SU-SBC is demonstrated by SU-SBCp,W since the sub-channel W ′ defined in
Definition 6 is removed.
Definition 8. [SU-SBCp,W ] Consider a DM-MAC characterized by random variables X1, X2 uniformly distributed over {0, 1}
(inputs from the two senders) and Y (output), with joint distribution P (X1, X2, Y ). Let 0 < p < 1 and Y of Y be partitioned
into five disjoint sets: Y = U11 ∪ U10 ∪ E ∪ U01 ∪ U00 of non-zero probability under the distribution of Y . A symmetric basic
correlation (SBC) over this channel can be defined as follows:

• For all y ∈ E , Pr{Y = y|X1 = 1, X2 = 1} = Pr{Y = y|X1 = 1, X2 = 0} = Pr{Y = y|X1 = 0, X2 = 1} = Pr{Y =
y|X1 = 0, X2 = 0} = 1− p.

• (Symmetry) For all y11 ∈ U11, y10 ∈ U10, y01 ∈ U01, y00 ∈ U00, and xi ∈ {0, 1}, i ∈ {1, 2},

Pr
{
Y = yi∈T ′ |X1X2 = j ∈ T ′} = Pr

{
Y = yi′∈T ′\{i}|X1X2 = j′ ∈ T ′ \ {j}

}
,

for T ′ = {00, 10, 01, 11}.
• (Non-redundancy) For all y11 ∈ U11, y10 ∈ U10, y01 ∈ U01, y00 ∈ U00, and xi ∈ {0, 1}, i ∈ {1, 2},

Pr
{
Y = yi∈T ′ |X1X2 = i

}
> Pr

{
Y = yi|X1X2 = j ∈ T ′ \ {i}

}
,

for T ′ = {00, 10, 01, 11}.
• Pr{Y ∈ E} = 1− p.
From now on, we work only with SU-SBCp,W . We demonstrate how to reduce the general case of non-perfect MACs to

SU-SBCp,W,W ′ . Since redundant channels or correlations can always be transformed into nonredundant ones, we will henceforth
assume that all noisy resources under consideration are nonredundant.
Proposition 7. Given a non-perfect noisy DM-MAC W : X1×X2 → Y , it can be utilized to obtain a certain SUCO. Similarly,
a noisy correlation shared among Alice-1, Alice-2, and Bob can be used to implement an SUCO.

Proof. For any given distribution PXi
possessed by Alice-i, i ∈ {1, 2}, the channel generates a joint distribution PX1X2Y .

Alice-i sends independent realizations of Xi according to her probability distribution over the channel. Note that the input joint
distribution is PX1X2(x1, x2) = PX1(x1)PX2(x2) due to independence of senders’ probability distributions. For each received
pair message, Bob will ask, with probability 1

2 , for the input symbols, and after receiving, he will tell the senders his received
message. If one or both senders are cheaters, then they will give wrong information to Bob, and if Bob is a cheater, then he
will give wrong information to the senders. Lemma 6 shows that the probability of cheating (in more than δn positions) tends
to zero as n → ∞. In other words, a cheater can not deviate from the channel statistics in δn positions without being detected
because the joint typicality test fails. This shows that any non-perfect noisy MAC W : X1 ×X2 → Y can be used to obtain a
certain SUCO/SUNC.

Proposition 8. Given a non-perfect SUCO PX1X2Y , one can use it to implement a certain SU-SBCp,W .
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Proof. Given that the slightly unfair correlation is non-perfect, it follows that after removing all redundancy, H(Y |X1, X2) > 0.
Therefore, there exist at least four distinct pairs of symbols

(
(a, a) ̸= (b, b) ̸= (a, b) ̸= (b, a)

)
∈ X1 ×X2 such that:{

y : Pr(Y = y|(X1, X2) = (a, a)) > 0 and
Pr(Y = y|(X1, X2) = (a, b)) > 0 and
Pr(Y = y|(X1, X2) = (b, a)) > 0 and

Pr(Y = y|(X1, X2) = (b, b)) > 0
}
̸= ∅,

since otherwise, the distributions’ equivocation (equivocation about the inputs given the output) would be zero.
Our protocol to achieve SU-SBCp,W closely follows the approach outlined in [5, 7]. It uses the source coding protocol

PX1X2Y twice for two independent realizations. Let:

Pr
(
(X1, X2)(X1, X

′
2) ∪ (X1, X2)(X

′
1, X2) ∪ (X1, X2)(X

′
1, X

′
2) ∈ L

)
=

α

3
,

where L =
{
(a, a)(b, b), (a, a)(a, b), (a, a)(b, a), (b, b)(a, a), (b, b)(a, b), (b, b)(b, a), (a, b)(b, b), (a, b)(a, a), (a, b)(b, a),

(b, a)(a, a), (b, a)(a, b), (b, a)(b, b)
}

. As the protocol progresses, if {(X1, X2)(X1, X
′
2), (X1, X2)(X

′
1, X2), (X1, X2)(X

′
1, X

′
2)}

/∈ L, the senders inform Bob of the value and discard the pair. By the law of large numbers and the i.i.d. distribution of L,
we know that the probability of i ∈ L is equal α

12 , then fewer than 12
α (n + ϵn) (for some ϵ > 0) realizations of PX1X2Y

are necessary to achieve n realizations of SBCp,W . This constitutes a symmetric basic correlation because the probability of
occurrence is equal for each i ∈ L. Furthermore, Bob’s alphabet Y ×Y is partitioned into E ,U00,U10,U01,U11, satisfying the
definition:

• E includes all pairs (z, z′)(z, z′), where (z, z′)(z, z′) has a positive probability.
• U00, U10, U01 and U11 consist of transposes of one another (i.e., swapping the entries) and cannot be empty. If they were,

at least one of the members in the above set would be redundant.
Bob cannot behave unfairly beyond what is provided by the SUCO PX1X2Y . However, the senders can introduce bias by

attempting actions such as repeating unfair pairs (x1, x2)(x1, x
′
2), (x1, x2)(x

′
1, x2) or (x1, x2)(x

′
1, x

′
2) for a good pair i ∈ L.

Suppose the senders persist with such strategies for δn times (where δ > 0). In that case, Bob can detect their bias by
approximating a typicality test, using Lemma 6 and an extended version of [5, Lemma 6]. This aligns with the definition of
SBCp,W .

V. OT OVER DM-MAC

Consider Alice-1, Alice-2, and Bob connected by a DM-MAC. Alice-i, i ∈ {1, 2} possesses two strings of bits mi0,mi1,
each of which with length ki. They could have OT between themselves (Alice-1→Bob, Alice-2→Bob) as follows: They send
their strings over a noisy DM-MAC to Bob, and Bob has to choose one string from the Alice-1’s strings (m1Z1

) and one string
from Alice-2’s strings (m2Z2

) by inputting two bits to the channel Z1, Z2. The unselected messages should be kept hidden
from Bob’s view, while the selected messages should be kept hidden from Alice’s view. After completing a protocol, Bob gets
m1Z1 ,m2Z2 based on his choices, while Alice-i gets nothing ∆.

Now we consider a reduction from the general non-perfect MAC (Figure 2-(a)) to a MAC made up of SBCp,W with
non-independently distributed noise1.

Definition 9. Let n, k1, k2 ∈ N. An (n, k1, k2) protocol involves interaction among Alice-1, Alice-2, and Bob via the setup
illustrated in Figure 2-(b). At each time step l = 1, 2, . . . , n, Alice-i transmits a bit Xi,l through the MAC. Users alternately
exchange messages over a noiseless public channel in multiple rounds, both prior to each transmission and after the final
transmission at l = n. While the number of rounds may vary, it is finite. Each user’s transmission is determined by a function
of their input, private randomness, and all prior messages, channel inputs, or channel outputs observed. A positive rate pair
(R1, R2) is said to be an achievable OT rate pair for the DM-MAC if for n → ∞ there exist (n, k1, k2) protocols satisfying
ki

n → Ri such that for non-colluding parties, the asymptotic conditions (6)–(8) hold:

lim
n→∞

Pr
[
(M̂1Z1

, M̂2Z2
) ̸= (M1Z1

,M2Z2
)
]
= 0, (6)

lim
n→∞

I(M1Z1
,M2Z2

;V ) = 0, (7)

lim
n→∞

I(Zi;Ui)i∈{1,2} = 0, (8)

1The concept of noise could be different in OT over multi-user channels compared to a point-to-point channel. Noise can act independently over the users’
links to the receiver in a MAC so that the described SU-SBCp,W can be defined as SU-SBCp1,p2,W , where the channel W in the second one has the
conditional probabilities W (y|x1, x2) = 1

p1p2
Pr{Y = y|X1 = x1, X2 = x2}. Also, the sets E01 and E10 could not be unified since their probabilities

are not the same. (1− pi is the erasure probability for Alice-i messages)
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Fig. 2: (a)-OT over a general non-perfect MAC. (b)-The non-perfect MAC model reduced to the SU-SBCp,W,W ′ described in Definition 7.

where the final view of Alice-i and Bob are Ui = (Mi0,Mi1, RAi
, Xn

i ,C) and V = (Z1, Z2, RB , Y
n,C), respectively, and

C ≜ (C1,C2). The supremum of all achievable OTk1,k2 rate pairs is called the OT capacity region of the MAC. Condition
(6) says that Bob correctly learns both MiZi

, i ∈ {1, 2} with negligible probability of error. Condition (7) says that Bob gains
negligible information about the unselected messages, and conditions (8) says that Alice-i gains negligible information about
Bob’s choices Zi.

In this section, we present a protocol of symmetric basic correlations (SU-SBC) in the case of honest-but-curious players.
For a malicious receiver, the protocol achieves an achievable rate region.

As previously discussed, from Alice’s perspective, SU-SBC resembles the uniform input to a binary MAC. On the other
hand, from Bob’s perspective, it corresponds to the output of a distinguishable mixture of three channels: the complete erasure
channel with probability (1− p)2, a partial erasure channel with probability 2p(1− p) and a DM-MAC with probability p2.

Now, we present an OT protocol over noisy DM-MAC reduced to the noisy correlation (Figure 2-(b)) with non-colluding
honest-but-curious parties. We assume that p < 1

2 and that Alice-1, Alice-2 and Bob are in possession of n realizations
SU-SBCp,W . Alice-i’s data and Bob’s data are denoted by Xi,1, · · · , Xi,n for i ∈ {1, 2} and Y1, · · · , Yn, respectively. The
output of the channel W is denoted by Z1, · · · , Zn on inputs Xi,1, · · · , Xi,n for i ∈ {1, 2}. The output of the partial erasure
channel W ′ : X1X2 → E10 ∪ E01 is denoted by Z ′

1, · · · , Z ′
n on inputs Xi,1, · · · , Xi,n for i ∈ {1, 2}.

Let si and ri, for i ∈ {1, 2} be four parameters and hij : Rij × Xn
i → {0, 1}sin, and κij : Tij × Xn

i → {0, 1}rin,
i ∈ {1, 2}, j ∈ {0, 1} be two-universal hash functions. The

(
2
1

)
-OTk1,k2 rate pair is defined as (r1 = k1

n , r2 = k2

n ). Note that
the strings are ciphered by κij : Tij × Xn

i → {0, 1}rin, i ∈ {1, 2}, j ∈ {0, 1} and hij : Rij × Xn
i → {0, 1}sin are used as

privacy amplification.

We now prove a lemma that says the above protocol without the hashes hij : Rij × Xn
i → {0, 1}sin is still correct and

secure.

Lemma 9. Protocol 1 satisfies the conditions (6)-(8) even without privacy amplification.

Proof. In Appendix C.

As a central block of proving the upper bound on OT rate, we want to consider the problem of pre-generated secret key
agreement over MAC by public discussion. We use the results in the proof of Theorem 13.

A. Secret Key Agreement over MAC by Public Discussion

Secret key agreement over a simple point-to-point channel is initially addressed in [16] and [6]. In [16], the author considers
that Alice aims to share a secret key with Bob in the presence of a passive wiretapper. A noiseless one-way channel assists
the main noisy channel with unlimited capacity. Also, it is assumed that Eve can receive all messages sent over the public
channel without error, but the wiretapper can not change the messages without being detected.
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Protocol 1 OT over noisy DM-MAC (Definition 8)

Parameters:
• p < 1

2
• γ > 0, η > 0.
• The rate of the protocol is ri − γ = ki

n , and ki is the length of Alice-i’s strings.

Goal. Alice-i sends two strings mi0 and mi1, i ∈ {1, 2} to Bob. At the end of the protocol, Bob gets miZi
, Zi ∈ {0, 1}, i ∈

{1, 2} based on his choices while Alice-i gets nothing ∆.
The protocol:

1) Alice-i transmits an n-tuple Xi = Xn
i of i.i.d. Bernoulli( 12 ) bits over the reduced noisy DM-MAC.

2) Bob receives the n-tuple Y = Y n. Bob forms the sets

Ei := {j ∈ {1, 2, · · · , n} : Yj = (x̂i ̸= e, x̂i)}
Ei := {j ∈ {1, 2, · · · , n} : Yj = (x̂i = e, x̂i)}

If |Ei| < rin or |Ei| < rin, Bob aborts the protocol.
3) Bob creates the following sets:

SiZi ∼ Unif
{
A ⊂ Ei : |A| = (p− η)n

}
SiZi

∼ Unif {A ⊂ Ei : |A| = (p− η)n}
Bob reveals Si0 and Si1 to Alice-i over the noiseless public channel (only the description of the sets).

4) Alice-i randomly and independently chooses functions κi0, κi1, hij : Rij × Xn
i → {0, 1}sin, i ∈ {1, 2}, j ∈ {0, 1} from

a family K of two-universal hash functions:

κi0, κi1 : {0, 1}rin → {0, 1}ki

Alice-i finally sends the following information to Bob over the noiseless public channel:

hi0, hi1, κi0, κi1,Mi0 ⊕ κi0(Xi|Si0),Mi1 ⊕ κi1(Xi|Si1)

and the total randomness in her possession.
5) Bob knows κiZi

, Xi|SiZi
one can decode MiZi

. At first, he computes X̂i|SiZi
so that:

• (X̂1|S1Z1
, X̂2|S2Z2

) and Y|S1Z1
,S2Z2

are ϵ-conditional typical according to W , that is, Y|S1Z1
,S2Z2

∈
T n
W,ϵ(X̂1|S1Z1

, X̂2|S2Z2
);

• hi(RiZi
,Xi|SiZi

) = hi(RiZi
, X̂i|SiZi

), i ∈ {1, 2};
If there is more than one such (X̂1|S1Z1

, X̂2|S2Z2
) or none, Bob outputs an error.

A generalization of the above setting can be found in [17, 18]. Also, the problem of secret key agreement over MAC is
studied in [19], in which the authors assumed that each transmitter plays the role of wiretapper for the other transmitter. This
is the MAC with confidential message [20]. Consider the following settings: Alice-1 and Alice-2 aim to share secret keys with
Bob in the presence of a passive wiretapper. Alice-i, Bob, and Eve govern the input Xi, the output Y , and E, respectively.
Furthermore, a public channel with unlimited capacity is available for one-way communication from the senders to Bob. Both
resources (MAC and the public channel) are available for communication, but not at the same time. First, the senders are
allowed to use the MAC n times, and then they can use the public channel only once.

Alice-i and Bob use a protocol in which, at each step, Alice-i sends a message to Bob depending on Xi and all the messages
previously received by Bob and Bob sends a message to Alice-i depending on Y and all the messages previously received by
Alice-i. Let Ci,k, i ∈ {1, 2}, k ∈ {odd} the use of public channel from Alice-i to Bob, and Ci,k, i ∈ {1, 2}, k ∈ {even} the use
of public channel from Bob to the senders. Also, all legitimate parties can benefit from randomness statistically independent
of Xi, Y , and E.

At the end of round-l, Alice-i computes a key Si as a function of Xi and Cl
i ≜ [Ci,1, · · · , Ci,l], l is even, and Bob computes

keys S′
i as a function of Y and Cl

i . The goal is to maximize H(S1, S2) while S′
1 and S′

2 agree with very high probability and
Eve has negligible information about Si and S′

i, i ∈ {1, 2}:
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H(Ci,k|Ck−1
i , X1, X2) = 0, For odd k (9)

H(Ci,k|Ck−1
i , Y ) = 0, For even k (10)

H(Si|Cl
i , Xi) = 0, (11)

H(S1, S2|Cl
1, C

l
2, X1, X2) = 0, (12)

H(S′
1, S

′
2|Cl

1, C
l
2, Y ) = 0, (13)

Pr{(S1, S2) ̸= (S′
1, S

′
2)} ≤ ϵ, (14)

I(Si;C
l
i , E) ≤ δi, (15)

I(S1, S2;C
l
1, C

l
2, E) ≤ δ′, (16)

for i ∈ {1, 2}, where ϵ, δi, and δ′ are specified small numbers.

Lemma 10.
H(S1, S2|S′

1, S
′
2) ≤ h(ϵ1) + h(ϵ2) + log2(|S1| − 1) + log2(|S2| − 1). (17)

Proof.
H(S1, S2|S′

1, S
′
2) = H(S1|S′

1, S
′
2) +H(S2|S1, S

′
1, S

′
2) ≤ H(S1|S′

1) +H(S2|S′
2),

where the last inequality is due to the fact that Si is independent of Si and S′
i
. According to Fano’s lemma, conditions (14),

(15) implies that H(Si|S′
i) ≤ h(ϵi) + log2(|Si| − 1). |Si| is the number of distinct values that Si takes on with non-zero

probability. Note that H(S1, S2|S′
1, S

′
2) → 0 as ϵi, ϵ

′ → 0.

Theorem 11. For every key agreement protocol satisfying (9)-(16), we have:

H(S1) ≤ I(X1;Y |Cl
1, X2, E) +H(S1|S′

1) + I(S1;C
l
1, E),

H(S2) ≤ I(X2;Y |Cl
2, X1, E) +H(S2|S′

2) + I(S2;C
l
2, E),

H(S1, S2) ≤ I(X1, X2;Y |Ct
1, C

t
2, E) +H(S1, S2|S′

1, S
′
2) + I(S1, S2;C

t
1, C

t
2, E),

and for the case with constant E:

H(S1) ≤ I(X1;Y |Cl
1, X2) +H(S1|S′

1) + I(S1;C
l
1),

H(S2) ≤ I(X2;Y |Cl
2, X1) +H(S2|S′

2) + I(S2;C
l
2),

H(S1, S2) ≤ I(X1, X2;Y |Ct
1, C

t
2) +H(S1, S2|S′

1, S
′
2) + I(S1, S2;C

t
1, C

t
2).

Proof. In Appendix D.

Corollary 12. The secret key rate region RSK of X1, X2, and Y with respect to the constant random variable E is upper
bounded as:

RSK ⊆


(R1, R2) : R1 ≤ maxPX1

PX2
I(X1;Y |X2)

R2 ≤ maxPX1
PX2

I(X2;Y |X1)
R1 +R2 ≤ maxPX1

PX2
I(X1, X2;Y )

 , (18)

for some distribution p(x1)p(x2) on X1 ×X2.

Proof. In Appendix E.

Now, we present the main theorems of the paper. The OT achievable rate pairs and OT capacity are defined in Definition
9. The OT capacity region is denoted by COT.

Theorem 13 (honest-but-curious players). The OT capacity of DM-MAC reduced to the noisy SU-SBCp,W for honest-but-
curious parties, is such that:

COT ⊆


(R1, R2) : R1 ≤ maxPX1

PX2
I(X1;Y |X2)

R2 ≤ maxPX1
PX2

I(X2;Y |X1)
R1 +R2 ≤ maxPX1

PX2
I(X1, X2;Y )

 , (19)

for some distribution p(x1)p(x2) on X1 ×X2.

Proof. In Appendix F.
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Theorem 14 (honest-but-curious players). The OT capacity of DM-MAC reduced to the noisy SU-SBCp,W for honest-but-
curious parties, is:

COT =


(R1, R2) : R1 ≤ maxPX1

PX2
I(X1;Y |X2)

R2 ≤ maxPX1
PX2

I(X2;Y |X1)
R1 +R2 ≤ maxPX1

PX2
I(X1, X2;Y )

 , (20)

for some distribution p(x1)p(x2) on X1 ×X2.

Proof. In Appendix G.

A rate pair (R1, R2) is achievable if there exists a sequence of
(
2
1

)
-OTk1,k2 protocols satisfying (6)-(8) such that

limn→∞(k1

n , k2

n ) = (R1, R2).
Theorem 15 (malicious Bob). An achievable rate region for OT (ROT) over the DM-MAC reduced to the noisy SU-SBCp,W

with malicious Bob is:

ROT(PY |X1,X2
) =

⋃
pX1

pX2


(R1, R2) : R1 < 1

2 maxPX1
PX2

{I(X1;Y |X2) + I(X1;X2|Y )}
R2 < 1

2 maxPX1
PX2

{I(X2;Y |X1) + I(X1;X2|Y )}
R1 +R2 < 1

2 maxPX1
PX2

I(X1, X2;Y )

 , (21)

for some distribution p(x1)p(x2) on X1 ×X2.
If X1 → Y → X2 is a Markov chain, then the above achievable rate region is simplified to:

ROT(PY |X1,X2
) =

⋃
pX1

pX2


(R1, R2) : R1 < 1

2 maxPX1
PX2

I(X1;Y |X2)
R2 < 1

2 maxPX1
PX2

I(X2;Y |X1)
R1 +R2 < 1

2 maxPX1
PX2

I(X1, X2;Y )

 , (22)

Proof. In Appendix H.

VI. CONCLUSION

We investigated bounds on the oblivious transfer capacity of noisy MAC, focusing on secure multiparty computations
involving two non-colluding senders and a single receiver. A protocol was proposed that is both correct and secure against
honest-but-curious parties. Furthermore, we demonstrated that the protocol remains correct and secure when the receiver is
dishonest, although the exact capacity in such scenarios remains undetermined. The OT capacity region for honest-but-curious
players was established for a special reduced version with optimal rates, while for a malicious receiver, the study delineates a
feasible rate region. The work delves into noisy MACs comprehensively, introducing reductions to symmetric basic correlations
(SBCs) as defined in [5] and extending OT protocols to multi-sender configurations. Key contributions include precisely
characterizing OT capacity for honest-but-curious settings, leveraging information-theoretic bounds, and significant progress in
addressing adversarial behavior.

An intriguing future direction is the study of OT over MACs involving colluding parties. If the senders can collude with
the receiver—a scenario closer to practical settings—the secrecy criteria become substantially stricter. Also, In [5], the authors
offer a protocol secure and correct against a malicious sender when the correlation is slightly unfair, albeit no longer achieving
positive rates. In the MAC setting, if we assume both senders are cheating, it can be conjectured that a similar protocol does
not provide positive rates. But what about if just one of the senders is cheating? These challenging cases form the basis of
our next research endeavors.
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APPENDIX

A. Proof of Lemma 1.

1) Upper bound: By definition, Hϵ
∞(X|Y ) considers the min-entropy over all distributions PX′Y ′ that are ϵ-close to the

original distribution PXY . This means that:

Hϵ
∞(X|Y ) ≥ H∞(PX′|Y ′) for any such PX′Y ′ .

Since the original distribution PXY satisfies ∥PXY − PXY ∥1 = 0 ≤ ϵ, it is included in the set of distributions over which
the supremum is taken. Therefore:

Hϵ
∞(X|Y ) ≥ H∞(PX|Y ),
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where PX|Y is the conditional distribution derived from PXY . From the definition of H∞(X|Y ):

H∞(PX|Y ) = H∞(X|Y ).

Thus, combining the inequalities:
Hϵ

∞(X|Y ) ≥ H∞(X|Y ).

2) Lower bound: The relaxation ensures that the min-entropy Hϵ
∞(X|Y ) can only increase compared to H∞(X|Y ), as it

maximizes over a larger set of distributions. For any PX′Y ′ , it holds that:

Hϵ
∞(X|Y ) = − log max

PX′Y ′
max

y

∑
x

PX′|Y ′=y(x).

This is an optimized version of the standard H∞(X|Y ). However, we consider the ϵ-closeness in terms of probabilities
to connect these values. Using standard smoothing arguments, the worst-case difference in probabilities for any outcome is
bounded by ϵ. Specifically:

PX|Y=y(x).
1

1− ϵ
≤ PX′|Y ′=y(x).

Taking logs:
− logPX|Y=y(x) + log(1− ϵ) ≥ − log

(
PX′|Y ′=y(x)

)
.

Maximizing over all PX′Y ′ :
H∞(X|Y ) ≥ Hϵ

∞(X|Y )− log(1/ϵ).

This accounts for the worst-case adjustment introduced by smoothing.

B. Proof of Lemma 6.

This lemma is an extended version of [5, Lemma 5]. It evaluates the likelihood of passing a ”typicality test” when input
sequences are fed into a noisy MAC and output sequences are generated. The lemma bounds the probability that the channel’s
output remains consistent with a typical input-output relationship, even under deviations in the input strings (e.g., due to
cheating). In simpler terms, this lemma demonstrates that if someone attempts to manipulate the inputs or outputs, the probability
of such manipulations going undetected is exponentially small under specific conditions.

Divide Xn
1 and Xn

2 into smaller ”blocks” where manipulations occurred. Each block contains at least one incorrect symbol.
Use the law of large numbers: Since δn positions were changed, the overall likelihood of (Xn

1 , X
n
2 , Z) remaining jointly

typical decreases exponentially:

Define the sets Ix1
and Ix2

:

πx1
:= π(x1|xn

1 ) = |Ix1
| and πx2

:= π(x2|xn
2 ) = |Ix2

|.

These sets identify positions where the input symbols x1 and x2 appear in Xn
1 and Xn

2 , respectively. Assume that the
sequences x

Ix1
1 and x

Ix2
2 are manipulated. By Hamming distance properties, the cardinalates satisfy:

πx1 ≥ 1

|X1|
δn, πx2 ≥ 1

|X2|
δn.

For the MAC output, we analyze the empirical distributions W(x̃1,x̃2)|k over positions Ix1
∩ Ix2

. For the joint input-output
behavior at positions k: ∥∥∥∥∥∥ 1

πx1
πx2

∑
k∈Ix1

∩Ix2

W(x̃1,x̃2)|k −Wx1,x2

∥∥∥∥∥∥ ≥ 1

|X1||X2|
δ2η.

Here, W(x̃1,x̃2)|k is the empirical output distribution, and Wx1,x2 is the expected output distribution given inputs (x1, x2).
The deviation occurs because the joint input behavior (x1, x2) does not match the expected channel behavior. By the pigeonhole
principle, there exists at least one output symbol z ∈ Z such that:∣∣∣∣∣∣ 1

πx1
πx2

∑
k∈Ix1

∩Ix2

W(x̃1,x̃2)|k(z)−Wx1,x2
(z)

∣∣∣∣∣∣ ≥ 1

|X1||X2||Z|δ
2η.

W(x̃1,x̃2)|k is the probability of output z at position k. This inequality ensures at least one output symbol z where the deviation
is significant.
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Now, consider the number of positions where z occurs in the output sequence Zn. Define:

π(z|zIx1
,Ix2 ) := count of z in Zn over positions Ix1

∩ Ix2
.

Then: ∣∣∣∣∣∣π(z|zIx1
,Ix2 )−

∑
k∈Ix1

∩Ix2

W(x̃1,x̃2)|k

∣∣∣∣∣∣ ≥ 1

2|X1||X2||Z|δ
2ηπx1

πx2
.

This bounds the deviation in counts of z compared to the expected behavior.
Refine the bound further by introducing sets:

Jx1x2y = {k ∈ Ix1 ∩ Ix2 : yk = y} , πx1x2y := |Jx1x2y|.
Then:

πx1x2y ≥ 1

4|X1|2|X2|2|Z|δ
2η2πx1

πx2
≥ 1

4|X1|3|X2|3|Z|δ
4η2n.

Using the Chernoff bound [5, Lemma 4] completes the proof.

C. Proof of Lemma 9.

• Due to the Chernoff bound, we know that the probability of aborting the protocol by Bob in step 2 tends to zero as
n → ∞. When |Ei| < rin and |Ei| < rin, then Bob knows Xi|SiZi

. Since Bob also knows κiZi , Bob can compute the
key κiZi

(Xi|SiZi
). Then Bob can recover MiZi

from MiZi
⊕ κiZi

(X|SiZi
) sent by Alice-i. Then,

lim
n→∞

Pr
[
(M̂1Z1 , M̂2Z2) ̸= (M1Z1 ,M2Z2)

]
= 0.

•

I(M1Z1
,M2Z2

;V ) = I(M1Z1
,M2Z2

;Z1, Z2, Y
n,C)

= I(M1Z1
,M2Z2

;Z1, Z2, Y
n,C1,C2)

= I(M1Z1
;Z1, Z2, Y

n,C1,C2) + I(M2Z2
;Z1, Z2, Y

n,C1,C2|M1Z1
)

(a)
= I(M1Z1

;Z1, Y
n,C1) + I(M2Z2

;Z2, Y
n,C2|M1Z1

)

(b)
= I(M1Z1

;Z1, Y
n,C1) + I(M2Z2

;Z2, Y
n,C2,M1Z1

)

(c)
= I(M1Z1

;Z1, Y
n,C1) + I(M2Z2

;Z2, Y
n,C2), (23)

where (a) follows from the fact that MiZi − (Zi, Y
n,Ci)− (Zi,Ci) is a Markov chain, (b) is due to the independency

of MiZi from MiZi
, and (c) is due the Markov chain M2Z2

− (Z2, Y
n,C2) − M1Z1

. Now, it suffices to show that
I(MiZi

;Zi, Y
n,Ci)i∈{1,2} tends to zero as n → ∞.

I(MiZi
;Zi, Y

n,Ci)i∈{1,2} = I(MiZi
;Zi, Y

n, Si0, Si1, κi0, κi1,Mi0 ⊕ κi0(Xi|Si0
),Mi1 ⊕ κi1(Xi|Si1

))

= I(MiZi
;Zi, Y

n, SiZi , SiZi
, κiZi , κiZi

,MiZi ⊕ κiZi(Xi|SiZi
),MiZi

⊕ κiZi
(Xi|SiZi

))

= I(MiZi
;MiZi

⊕ κiZi
(Xi|SiZi

)|Zi, Y
n, SiZi

, SiZi
, κiZi

, κiZi
,MiZi

⊕ κiZi
(Xi|SiZi

))

+ I(MiZi
;Zi, Y

n, SiZi
, SiZi

, κiZi
, κiZi

,MiZi
⊕ κZi

(Xi|SiZi
))

(a)
= I(MiZi

;MiZi
⊕ κiZi

(Xi|SiZi
)|Zi, Y

n, SiZi , SiZi
, κiZi , κiZi

,MiZi ⊕ κiZi(Xi|SiZi
))

= H(MiZi
⊕ κiZi

(Xi|SiZi
)|Zi, Y

n, SiZi
, SiZi

, κiZi
, κiZi

,MiZi
⊕ κiZi

(Xi|SiZi
))

−H(MiZi
⊕ κiZi

(Xi|SiZi
)|MiZi

, Zi, Y
n, SiZi

, SiZi
, κiZi

, κiZi
,MiZi

⊕ κiZi
(Xi|SiZi

))

(b)

≤ n(ri − λ′)

−H(κiZi
(Xi|SiZi

)|MiZi
, Zi, (Y

n|SiZi
, Y n|SiZi

), SiZi
, SiZi

, κiZi
, κiZi

,MiZi
⊕ κiZi

(Xi|SiZi
))

(c)
= n(ri − λ′)−H(κiZi

(Xi|SiZi
)|Y n|SiZi

, κiZi
), (24)

where (a) follows from the independency of MiZi
from (Zi, Y

n, SiZi
, SiZi

, κiZi
, κiZi

,MiZi
⊕κiZi

(Xi|SiZi
)), i ∈ {1, 2},

(b) follows since κiZi
(Xi|SiZi

) is n(ri−λ′), i ∈ {1, 2} bits long and (c) follows since κiZi
(Xi|SiZi

)− (Y n|SiZi
, κiZi

)−
MiZi

, Zi, Y
n, SiZi

, SiZi
, κiZi

,MiZi
⊕ κiZi

(Xi|SiZi
)), i ∈ {1, 2} is a Markov chain. We know that,

H2(Xi|SiZi
|Y n|SiZi

= yn|sizi ) = ∆(yn|sizi ) ≥ nri, i ∈ {1, 2},
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since the size of the set SiZi
is at least nri. Then, from Lemma 4 we have:

H(κ(Xi|SiZi
)|κ, Y n|SiZi

= yn|sizi ) ≥ n(ri − λ′)− 2n(ri−λ′)−nri

ln 2

= n(ri − λ′)− 2−nλ′

ln 2
.

Then, Eq. (24) tends to:

lim
n→∞

I(MiZi
;V )i∈{1,2} ≤ lim

n→∞
n(ri − λ′)− n(ri − λ′) +

2−nλ′

ln 2

= lim
n→∞

2−nλ′

ln 2
= 0.

Then, from Eq. (23), we have limn→∞ I(M1Z1
,M2Z2

;V ) = 0.
•

I(Zi;Ui) = I(Zi;Mi0,Mi1, X
n
i , RAi

,Ci)

= I(Zi;Mi0,Mi1, X
n
i , S0, S1, κi0, κi1,Mi0 ⊕ κi0(Xi|Si0

),Mi1 ⊕ κi1(Xi|Si1
), RAi

)

= I(Zi;Mi0,Mi1, X
n
i , Si0, Si1, κi0, κi1, κ0(Xi|Si0

), κ1(Xi|Si1
), RAi

)

= I(Zi;Mi0,Mi1, X
n
i , Si0, Si1, κi0, κi1, RAi

)

(a)
= I(Zi;X

n
i , Si0, Si1)

(b)
= I(Zi;Si0, Si1)

(c)
= 0,

where RAi
= (R(i) = (Ri0, Ri1), T

(i) = (Ti0, Ti1)), (a) follows since Mi0,Mi1, κi0, κi1 ⊥ (Zi, X
n
i , Si0, Si1, RAi

), (b)
follows since Xn

i ⊥ (Zi, Si0, Si1), and (c) follows since the channel acts independently on each input bit and |Si0| = |Si1|.

D. Proof of Theorem 11.

H(Si) = H(Si|Xi)

= I(Si;C
l
i , E|Xi) +H(Si|Cl

i , E,Xi).

Consider the last term of the above expression,

H(Si|Cl
i , E,Xi) = H(Si, Xi|Cl

i , E,Xi)−H(Xi|Si, C
l
i , E,Xi)

= H(Xi|Cl
i , E,Xi) +H(Si|Cl

i , E,Xi, Xi)−H(Xi|Si, C
l
i , E,Xi)

(a)
= H(Xi|Cl

i , EXi)−H(Xi|Si, C
l
i , E,Xi)

(b)

≤ H(Xi|Cl
i , E,Xi)−H(Xi|Si, C

l
i , E,XiY )

= H(Xi|Cl
i , E,Xi)−H(Xi, Si|Cl

i , E, Y,Xi) +H(Si|Cl
i , E, Y,Xi)

(c)
= H(Xi|Cl

i , E,Xi)−H(Xi|Cl
i , E, Y,Xi) +H(Si|Cl

i , E, Y,Xi)

(d)

≤ I(Xi;Y |Xi, C
l
i , E) +H(Si|Cl

i , E, Y )

(e)

≤ I(Xi;Y |Xi, C
l
i , E) +H(Si|S′

i),

for i ∈ {1, 2}, where (a) and (c) follow from the condition (11), (b) is due to the fact that conditioning does not increase the
entropy, (d) is due to the fact that Si⊥Xi, and (e) follows from:

H(Si, S
′
i|Cl

i , Y, E) = H(Si|Cl
i , Y, E) +H(S′

i|Si, C
l
i , Y, E)

= H(S′
i|Cl

i , Y, E) +H(Si|S′
i, C

l
i , Y, E).

Considering the condition (13), implies that:

H(Si|Cl
i , Y, E) = H(Si|S′

i, C
l
i , Y, E) ≤ H(Si|S′

i).
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Putting everything together completes the proof for the individual rates.
For the joint entropy, by the same reasoning as above, we have:

H(S1, S2) = I(S1, S2;C
l
1, C

l
2, E) +H(S1, S2|Cl

1, C
l
2, E). (25)

Consider the last term of the above expression,

H(S1, S2|Cl
1, C

l
2, E) = H(S1, S2, X1, X2|Cl

1, C
l
2, E)−H(X1, X2|S1, S2, C

l
1, C

l
2, E)

= H(X1, X2|Cl
1, C

l
2, E) +H(S1, S2|Cl

1, C
l
2, E,X1, X2)−H(X1, X2|S1, S2, C

l
1, C

l
2, E)

= H(X1, X2|Cl
1, C

l
2, E)−H(X1, X2|S1, S2, C

l
1, C

l
2, E)

≤ H(X1, X2|Cl
1, C

l
2, E)−H(X1, X2|S1, S2, C

l
1, C

l
2, E, Y )

= H(X1, X2|Cl
1, C

l
2, E)−H(X1, X2, S1, S2|Cl

1, C
l
2, E, Y ) +H(S1, S2|Cl

1, C
l
2, E, Y )

= H(X1, X2|Cl
1, C

l
2, E)−H(X1, X2|Cl

1, C
l
2, E, Y ) +H(S1, S2|Cl

1, C
l
2, E, Y )

(a)

≤ I(X1, X2;Y |Cl
1, C

l
2, E) +H(S1, S2|Cl

1, C
l
2, E, Y )

≤ I(X1, X2;Y |Cl
1, C

l
2, E) +H(S1, S2|S′

1, S
′
2), (26)

where (a) follows from (12).

E. Proof of Corollary 12.
Alice-1 and Alice-2 each independently generate uniformly distributed keys S1 and S2, respectively. They then produce

channel inputs as stochastic functions of these keys, resulting in Xn
1 = f ′

1(S1) and Xn
2 = f ′

2(S2). These inputs are sent over
the Discrete Memoryless Multiple Access Channel (DM-MAC). The outputs Y n and En are subsequently received by Bob
and Eve, respectively. Following this, Alice-i generates Ci = fi(Si, E

n). These functions (Ci, i ∈ {1, 2}) are then transmitted
over the public channel so that the receiver can reconstruct the keys. It is important to note that all the functions mentioned
above are stochastic. According to Fano’s inequality, for any arbitrarily small ϵ ≥ 0, we have:

H(S1, S2|Y n,C1,C2) ≤ h(ϵ) + ϵ(H(S1) +H(S2))

≤ h(ϵ) + ϵ(nR1 + nR2 + 2nϵ)

≤ n(
h(ϵ)

n
+ ϵ(R1 +R2 + 2nϵ)) ≜ nϵ′.

It is clear that ϵ′ → 0 if ϵ → 0. Also, two security criteria should be fulfilled for arbitrarily small ϵ ≥ 0: I(S1;E
nC1) ≤ nϵ,

I(S2;E
nC2) ≤ nϵ (Condition (15)):

Ri ≤ 1

n
H(Si) + ϵ

(a)

≤ 1

n
H(Si|En,Ci) + 2ϵ

=
1

n
H(Si|Xn

i
, En,Ci) + 2ϵ

(b)

≤ 1

n
H(Si|Xn

i
, En,Ci)−

1

n
H(Si|Y n,Ci,Ci) + 2ϵ+ ϵ′

≤ 1

n
H(Si|Xn

i
, En,Ci)−

1

n
H(Si|Y n, Xn

i
, En,Ci,Ci) + 2ϵ+ ϵ′

(c)
=

1

n
H(Si|Xn

i
, En,Ci)−

1

n
H(Si|Y n, Xn

i
, En,Ci) + 2ϵ+ ϵ′

=
1

n
I(Si;Y

n|Xn
i
, En,Ci) + 2ϵ+ ϵ′

=
1

n
H(Y n|Xn

i
, En,Ci)−

1

n
H(Y n|Xn

i
,Ci, E

n, Si) + 2ϵ+ ϵ′

≤ 1

n
H(Y n|Xn

i
, En)− 1

n
H(Y n|Xn

i , X
n
i
,Ci, E

n, Si) + 2ϵ+ ϵ′

(d)
=

1

n
H(Y n|Xn

i
, En)− 1

n
H(Y n|Xn

i , X
n
i
, En, Si) + 2ϵ+ ϵ′

(e)
=

1

n
H(Y n|Xn

i
, En)− 1

n
H(Y n|Xn

i , X
n
i
, En) + 2ϵ+ ϵ′

(f)

≤ max
PX1

PX2

I(Xi;Y |Xi, E) + 2ϵ+ ϵ′, (27)
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for i ∈ {1, 2}, where (a) follows from the security criteria, (b) follows from Fano’s lemma, (c) and (d) follow from the fact
that Ci = fi(Si, E

n), (e) follows from the Markov chain Y n − (Xn
1 , X

n
2 )− (S1, S2), and (f) follows from the memoryless

property of the channel and an argument similar to [16, Theorem 4]. As is mentioned before and proved in [16] for the case
of constant random variable E, we can remove the impact of E from the above mutual information quantity. The whole above
process can similarly be repeated for the joint entropy H(S1, S2). This completes the proof.

F. Proof of Theorem 14

Consider the system model illustrated in Figure 2-(a). To prove the upper bound for
(
2
1

)
− OTk1,k2 capacity, consider that

(n, k1, k2) protocols fulfilling conditions (6)-(8). Condition (7) can be rewritten as:

lim
n→∞

I(M1Z1
,M2Z2

;V ) = lim
n→∞

I(M1Z1
;V ) + lim

n→∞
I(M2Z2

;V |M1Z1
) (28)

= lim
n→∞

I(M1Z1
;V ) + lim

n→∞
I(M2Z2

;V ) (29)

= 0,

This means that limn→∞ I(MiZi
;V )i∈{1,2} = 0 and its relaxed version: I(MiZi

;V )i∈{1,2} = o(n):

I(MiZi
;V )i∈{1,2} = I(MiZi

;Zi, Zi, RB , Y
n,C)i∈{1,2} = o(n). (30)

I(Zi, Zi, RB , Y
n,C;MiZi

)i∈{1,2} = I(Zi, Zi;MiZi
)i∈{1,2} + I(RB , Y

n,C;MiZi
|Zi, Zi)i∈{1,2}

(a)
=

I(RB , Y
n,Ci;MiZi

|Zi, Zi)i∈{1,2}, where (a) follows from the fact that I(Zi, Zi;MiZi
)i∈{1,2} = 0. So, Condition

(30) implies that I(RB , Y
n,C;MiZi

|Zi, Zi)i∈{1,2} → 0. Instead of using Condition (30), we have:

I(RB , Y
n,Ci;MiZi

|Zi, Zi)i∈{1,2} = o(n). (31)

Given a DM-MAC {W : X1X2 → Y}, consider
(
2
1

)
− OTk1,k2 protocols that satisfy (6), (8), and (31). According to Lemma

5, Condition (8) implies:

H(Mizi
|Xn

i ,Ci, Zi = zi)i∈{1,2}−H(Mizi
|Xn

i ,Ci, Zi = zi)i∈{1,2} (32)
= H(Mizi |Ci, Zi = zi)i∈{1,2} −H(Mizi |Ci, Zi = zi)i∈{1,2}
(a)
= H(Mizi

|Ci, Zi = zi)i∈{1,2} −H(Mizi
|Ci, Zi = zi)i∈{1,2}

−H(Mizi
|Zi = zi)i∈{1,2}

+H(Mizi
|Zi = zi)i∈{1,2}

= I(Mizi
;Ci|Zi = zi)i∈{1,2} − I(Mizi

;Ci|Zi = zi)i∈{1,2} (33)
= o(n), (34)

where (a) follows from the fact that H(Mizi
|Zi = zi) = H(Mizi

|Zi = zi) = ki.

Suppose Zi = zi and Zi = zi in Eq. (31), then we have I(RB , Y
n,Ci;Mizi

|Zi = zi, Zi = zi)i∈{1,2} = o(n) combined
with (33) and (34) concludes:

I(Mizi ;Ci|Zi = zi, Zi = zi)i∈{1,2} = o(n). (35)

Conditions (6) and (35) without conditioning on (Zi = zi, Zi = zi)i∈{1,2} are akin to those defining a secret key for Alice-i
and Bob with weak secrecy (conditions (14) and (15), respectively), ensuring security from an eavesdropper who observes their
public communication Ci. So, ki would constitute such a secret key by definition, as demonstrated in Corollary 12. Thus, we
get:

ki = H(Mizi) ≤
n∑

l=1

I(Xi,l;Yl|Xi,l) + o(n). (36)

From the memoryless property of the channel we have: ki

n = Ri ≤ I(Xi;Y |Xi). By a similar calculation for the joint entropy
where k1+ k2 = H(M1z1

,M2z2
) ≤ ∑n

l=1 I(X1,l, X2,l;Yl)+ o(n) and from the memoryless property of the channel we have:
k1+k2

n = R1 +R2 ≤ I(X1, X2;Y ).

G. Proof of Theorem 13.

We must bound three conditional min-entropies to get three bounds on the lower bound:

Hϵ
∞(X1|S1Z1

|h10(R10,X1|S10
), h11(R11,X1|S11

), Y n, R(1), T (1)), (37)

Hϵ
∞(X2|S2Z2

|h20(R20,X2|S20
), h21(R21,X2|S21

), Y n, R(2), T (2)), (38)
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Hϵ
∞(X1|S1Z1

,X2|S2Z2
|h10(R10,X1|S10

), h11(R11,X1|S11
), h20(R20,X2|S20

), h21(R21,X2|S21
), Y n, RA1

, RA2
). (39)

Consider (37). Since the SU-SBCp,W is i.i.d., we have:

Hϵ
∞(X1|S1Z1

|h10(R10,X1|S10
), h11(R11,X1|S11

), Y n, R(1), T (1))

= Hϵ
∞(X1|S1Z1

|h1j(R1j ,X1|S1Z1
),Y|S1Z1

, R(1), T (1))

.
Applying (1) for ϵ, ϵ′ > 0, we have:

Hϵ+ϵ′

∞ (X1|S1Z1
|h1j(R1j ,X1|S1Z1

),Y|S1Z1
, R(1), T (1))

≥ H∞(X1|S1Z1
|Y|S1Z1

, R(1), T (1)) +Hϵ
∞(h1j(R1j ,X1|S1Z1

)|X1|S1Z1
,Y|S1Z1

, R(1), T (1))

−H0(h1j(R1j ,X1|S1Z1
)|Y|S1Z1

, R(1), T (1))− log

(
1

ϵ′

)
. (40)

Note that H0(h1j(R1j ,X1|S1Z1
)|Y|S1Z1

, R(1), T (1)) limits the number of distinct possible outputs, restricting the amount of
information Alice-1 can gain about Bob’s choice:

H0(h1j(R1j ,X1|S1Z1
)|Y|S1Z1

, R(1), T (1)) ≤ s1n.

Knowing that Hϵ
∞(h1j(R1j ,X1|S1Z1

)|X1|S1Z1
,Y|S1Z1

, R(1), T (1)) = 0, Eq. (40) is simplified to:

Hϵ+ϵ′

∞ (X1|S1Z1
|h1j(R1j ,X1|S1Z1

),Y|S1Z1
, R(1), T (1)) ≥ H∞(X1|S1Z1

|Y|S1Z1
)− s1n− log

(
1

ϵ′

)
(a)

≥ Hϵ
∞(X1|S1Z1

|Y|S1Z1
)− s1n− log

(
1

ϵ

)
− log

(
1

ϵ′

)
, (41)

where (a) follows from Lemma 1. Let V be an i.i.d. random variable so that V = e (erasure) with probability 1
2 − η and

V = Z (the output of channel W on input (X1, X2)). With negligible error probability and SU-SBCp,W being i.i.d., for S1Z1
,

we have:

Hϵ+ϵ′

∞ (X1|S1Z1
|Y|S1Z1

) ≥ Hϵ
∞(X1||S1Z1

||V||S1Z1
|)

(a)

≥ |S1Z1
|H(X1|V )− 4

√
|S1Z1

| log(1/ϵ) log|X1|
≥ (p− η)nH(X1|V )− 4

√
(p− η)n log(1/ϵ)

≥ pnH(X1|V )− ηnH(X1|V )− 4
√
(p− η)n log(1/ϵ)

≥ pnH(X1|V )− ηn− 4
√

(p− η)n log(1/ϵ)

(b)

≥ pn(1− 2η)H(X1) + 2ηnH(X1|Z)− ηn− 4
√

(p− η)n log(1/ϵ)

≥ pnH(X1)− 2ηn− 4
√
n log(1/ϵ), (42)

where (a) follows from Lemma 2, |X1| = 2, and (b) follows from this fact that honest Bob doesn’t split the erasures
received from Alice-1 between S10 and S11, with probability exponentially close to one, the total number of non-erased
symbols Bob receives from each sender will not exceed (p + η)n, so the number of non-erasures in Y |S1Z1

is at most
|(p− η)n− (p+ η)n| = 2nη.

Putting ϵ = ϵ+ ϵ′ in (41), then putting (42) to (41), we have:

Hϵ+2ϵ′

∞ (X1|S1Z1
|h1j(R1j ,X1|S1Z1

),Y|S1Z1
, R(1), T (1)) ≥ pnH(X1)− 2ηn− 4

√
n log(1/ϵ)− s1n− log

(
1

ϵ

)
− log

(
1

ϵ′

)
(a)
= pnH(X1)− s1n− 2ηn− 4

√
nα− n(α+ α′), (43)

where (a) follows from setting ϵ = 2−αn and ϵ′ = 2−α′n (ϵ and ϵ′ are negligible in n). For any δ ≥ (α+α′+2η+4
√
α) > 0,

we have:
Hϵ+2ϵ′

∞ (X1|S1Z1
|h1j(R1j ,X1|S1Z1

),Y|S1Z1
, R(1), T (1)) ≥ pnH(X1)− s1n− δn.

From Lemma 3, we know that if we set r1 < pH(X1)− s1 and appropriately choose the constant δ, η, α and α′, Bob can not
obtain non-trivial information about the unselected string. The proof for Alice-2 is the same.
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Now we consider (39). Since the SU-SBCp,W is i.i.d., (39) can be written as:

Hϵ
∞(X1|S1Z1

,X2|S2Z2
|h1j(R1j ,X1|S1Z1

), h2j(R2j ,X2|S2Z2
),Y|S1Z1

,S2Z2
, RA1 , RA2)

(a)

≥ H∞(X1|S1Z1
|h1j(R1j ,X1|S1Z1

), h2j(R2j ,X2|S2Z2
),Y|S1Z1

,S2Z2
, RA1 , RA2)

+Hϵ
∞(X2|S2Z2

|X1|S1Z1
, h1j(R1j ,X1|S1Z1

), h2j(R2j ,X2|S2Z2
),Y|S1Z1

,S2Z2
, RA1

, RA2
)

(b)

≥ Hϵ
∞(X1|S1Z1

|h1j(R1j ,X1|S1Z1
), h2j(R2j ,X2|S2Z2

),Y|S1Z1
,S2Z2

, RA1
, RA2

)

+Hϵ
∞(X2|S2Z2

|X1|S1Z1
, h1j(R1j ,X1|S1Z1

), h2j(R2j ,X2|S2Z2
),Y|S1Z1

,S2Z2
, RA1

, RA2
)− log

(
1

ϵ

)
,

where (a) is due to (3), and (b) is due to Lemma 1. Applying (1) ϵ, ϵ′ > 0 for each terms, we have:

Hϵ+ϵ′

∞ (X1|S1Z1
|h1j(R1j ,X1|S1Z1

), h2j(R2j ,X2|S2Z2
),Y|S1Z1

,S2Z2
, RA1 , RA2)

+Hϵ+ϵ′

∞ (X2|S2Z2
|X1|S1Z1

, h1j(R1j ,X1|S1Z1
), h2j(R2j ,X2|S2Z2

),Y|S1Z1
,S2Z2

, RA1 , RA2)− log

(
1

ϵ

)
(a)

≥ H∞(X1|S1Z1
|Y|S1Z1

,S2Z2
, RA1

, RA2
)

+Hϵ
∞(h1j(R1j ,X1|S1Z1

)|X1|S1Z1
,Y|S1Z1

,S2Z2
, RA1 , RA2)

−H0(h1j(R1j ,X1|S1Z1
)|Y|S1Z1

,S2Z2
, RA1 , RA2)− log

(
1

ϵ′

)
+H∞(X2|S2Z2

|Y|S1Z1
,S2Z2

, RA1 , RA2)

+Hϵ
∞(h2j(R2j ,X2|S2Z2

)|X1|S1Z1
,Y|S1Z1

,S2Z2
, RA1

, RA2
)

−H0(h2j(R2j ,X2|S2Z2
)|Y|S1Z1

,S2Z2
, RA1

, RA2
)− log

(
1

ϵ′

)
(b)

≥ Hϵ
∞(X1|S1Z1

|Y|S1Z1
,S2Z2

) +Hϵ
∞(X2|S2Z2

|X1|S1Z1
,Y|S1Z1

,S2Z2
)

− s1n− s2n− 2 log

(
1

ϵ

)
− 2 log

(
1

ϵ′

)
, (44)

where (a) is due to (1) and the independence of Xi from hi,j , and (b) is due to the similar simplification as (40)-(41). The
first term of (44) can be bounded similarly to (42). For the second term, we have:

Hϵ+ϵ′

∞ (X2|S2Z2
|X1|S1Z1

,Y|S1Z1
,S2Z2

) ≥ Hϵ
∞(X2||S2Z2

||X1||S1Z1
|,V||S1Z1

,S2Z2
|)

(a)

≥ |S2Z2
|H(X2|X1, V )− 4

√
|S2Z2

| log(1/ϵ) log|X2|
≥ (p− η)nH(X2|X1, V )− 4

√
(p− η)n log(1/ϵ)

≥ pnH(X2|X1, V )− ηnH(X2|X1, V )− 4
√
(p− η)n log(1/ϵ)

≥ pn(1− 2η)H(X2|X1) + 2ηnH(X2|X1, Z)− ηn− 4
√
(p− η)n log(1/ϵ)

≥ pnH(X2)− 2ηn− 4
√
n log(1/ϵ), (45)

where (a) is due to Lemma 2 and this fact that in Protocol 1, |S1Z1
| = |S2Z2

| = (p− η)n.
Then by putting ϵ = ϵ+ ϵ′, Eq. (44) is as follows:

Hϵ+2ϵ′

∞ (X1|S1Z1
|h1j(R1j ,X1|S1Z1

), h2j(R2j ,X2|S2Z2
),Y|S1Z1

,S2Z2
, RA1

, RA2
)

+Hϵ+ϵ′

∞ (X2|S2Z2
|X1|S1Z1

, h1j(R1j ,X1|S1Z1
), h2j(R2j ,X2|S2Z2

),Y|S1Z1
,S2Z2

, RA1
, RA2

)− log

(
1

ϵ

)
≥ pn

(
H(X1) +H(X2)

)
− 4ηn− 8

√
n log(1/ϵ)− s1n− s2n− 2 log

(
1

ϵ

)
− 2 log

(
1

ϵ′

)
(a)

≥ pn
(
H(X1) +H(X2)

)
− s1n− s2n− 2δn, (46)

for any δ ≥ (α+ α′ + 2η + 4
√
α) > 0, (a) follows from setting ϵ = 2−αn and ϵ′ = 2−α′n (ϵ and ϵ′ are negligible in n).

From Lemma 3, we know that if we set r1 + r2 < p(H(X1) +H(X2)) − s1 − s2 and appropriately choose the constant
δ, η, α and α′, Bob can not obtain non-trivial information about the unselected strings.
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Now, we find the appropriate s1 and s2 under which the protocol remains correct and secure. Due to the Chernoff bound,
we know that the probability of aborting the protocol by Bob in step (2) tends to zero as n → ∞. The protocol fails in step
(5), if there is more than one pair, such as (x̂1|S1Z1

, x̂2|S2Z2
) where hi(Xi|SiZi

) = hi(X̂i|SiZi
). We know that if both players

are honest, then Z|S1Z1
,S2Z2

= Y|S1Z1
,S2Z2

with probability exponentially close to one and the number of paired sequences
(x̂1|S1Z1

, x̂2|S2Z2
) jointly typical with z|S1Z1

,S2Z2
can be upper bounded as follows:

• If one of the sequences x̂i|SiZi
is not typical with (xi|SiZ

i

, z|S1Z1
,S2Z2

): 2|SiZi
|(H(X1,X2,Z)−H(Xi,Z)+δ′) =

2np(H(Xi|Xi,Z)+δ′), δ′ > 0. From (4), we know that p ≤ 2−sin2pn(H(Xi|Xi,Z)+δ′), then si > pH(Xi|Xi, Z).
• If both of the sequences (x̂1|S1Z1

, x̂2|S2Z2
) are not typical with z|S1Z1

,S2Z2
: 2|SiZi

|(H(X1,X2,Z)−H(Z)+δ′) =

2np(H(X1,X2,Z)−H(Z)+δ′), δ′ > 0. From (5), we know that p ≤ 2−(s1+s2)n2pn(H(X1,X2,Z)−H(Z)+δ′), then s1 + s2 >
p(H(X1, X2, Z)−H(Z) + δ′).

The final inner bound is as follows:

r1 < p max
PX1

PX2

(
H(X1)−H(X1|X2, Z)

)
= max

PX1
PX2

I(X1;Y |X2),

r2 < p max
PX1

PX2

(
H(X2)−H(X2|X1, Z)

)
= max

PX1
PX2

I(X2;Y |X1),

r1 + r2 < p max
PX1

PX2

(
H(X1) +H(X2) +H(Z)−H(X1, X2, Z)

)
= max

PX1
PX2

I(X1, X2;Y ).

The lower and upper bounds coincide, then the capacity is proved.

H. Proof of Theorem 13.

The overall structure of the proof is the same as Theorem 13 wherein all parties are honest. Malicious Bob can benefit from
the unfairness of the channel and deviate from the channel statistics in δn positions without being detected. He tries to find
the unselected strings from both senders. Thus, he could compute sets Si0 and Si1 so that non-erasures are distributed in both
sets. With probability exponentially close to one, the total number of non-erasures Bob receives from each sender will be no
larger than (p+ η)n. Thus, for any strategy Bob distributes these non-erasures between two sets Si0 and Si1, the number of
erasures in SiZi

is no less than (p− η)n− p+η
2 n = 1

2 (p− 3η)n.

Again, we must bound (37)-(39), to get three bounds on the lower bound. For (37) and (38), all steps are the same until
(41). Let V be an i.i.d. random variable so that V = e (erasure) with probability 1

2 − η and V = Z (the output of channel
W on input (X1, X2)). As the number of erasures in SiZi

is no less than 1
2 (p − 3η)n with negligible error probability and

SU-SBCp,W being i.i.d., by taking the same steps as (42) for S1Z1
, we have:

Hϵ+ϵ′

∞ (X1|S1Z1
|Y|S1Z1

) ≥ Hϵ
∞(X1||S1Z1

||V||S1Z1
|)

≥ p

2
n
(
H(X1) +H(X1|Z)

)
− 2ηn− 4

√
n log(1/ϵ). (47)

Putting ϵ = ϵ+ ϵ′ in (41), then putting (47) to (41), we have:

Hϵ+2ϵ′

∞ (X1|S1Z1
|h1j(R1j ,X1|S1Z1

),Y|S1Z1
, R(1), T (1)) ≥ p

2
n
(
H(X1) +H(X1|Z)

)
− 2ηn− 4

√
n log(1/ϵ)

− s1n− log

(
1

ϵ

)
− log

(
1

ϵ′

)
(a)
=

p

2
n
(
H(X1) +H(X1|Z)

)
− 2ηn− 4

√
n log(1/ϵ)

− s1n− 2ηn− 4
√
nα− n(α+ α′)),

(48)

where (a) follows from setting ϵ = 2−αn and ϵ′ = 2−α′n (ϵ and ϵ′ are negligible in n). For any δ ≥ (α+α′+2η+4
√
α) > 0,

we have:

Hϵ+2ϵ′

∞ (X1|S1Z1
|h1j(R1j ,X1|S1Z1

),Y|S1Z1
, R(1), T (1)) ≥ p

2
n
(
H(X1) +H(X1|Z)

)
− s1n− δn.

From Lemma 3, we know that if we set r1 < p
2n

(
H(X1) +H(X1|Z)

)
− s1 and appropriately choose the constant δ, η, α and

α′, Bob can not obtain non-trivial information about the unselected string. The proof for Alice-2 is the same.
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Now consider (44) for the sum-rate. Similarly, it can be bounded from below:

Hϵ
∞(X1|S1Z1

|Y|S1Z1
,S2Z2

) +Hϵ
∞(X2|S2Z2

|X1|S1Z1
,Y|S1Z1

,S2Z2
)− s1n− s2n− 2 log

(
1

ϵ

)
− 2 log

(
1

ϵ′

)
≥ p

2
n
(
H(X1) +H(X2) +H(X1|Z) +H(X2|X1, Z)

)
− 4ηn− 8

√
n log(1/ϵ)− s1n− s2n

− 2 log

(
1

ϵ

)
− 2 log

(
1

ϵ′

)
(a)

≥ p

2
n
(
H(X1) +H(X2) +H(X1|Z) +H(X2|X1, Z)

)
− s1n− s2n− 2δn,

for any δ ≥ (α+ α′ + 2η + 4
√
α) > 0, (a) follows from setting ϵ = 2−αn and ϵ′ = 2−α′n (ϵ and ϵ′ are negligible in n).

Up to now, we proved that if ri > p
2n

(
H(Xi) +H(Xi|Z)

)
− sin− δn and r1 + r2 > p

2n
(
H(X1) +H(X1|Z) +H(X2) +

H(X2|X1, Z)
)
− s1n− s2n− 2δn, then Protocol 1 is private against malicious Bob. Since we proved for si > pH(Xi|Xi, Z)

and s1 + s2 > p(H(X1, X2, Z)−H(Z) + δ′), Protocol 1 is correct for honest players, Then the above region can be written
as:

R1 <
1

2
max

PX1
PX2

{
I(X1;Y |X2) + I(X1;X2|Y )

}
,

R2 <
1

2
max

PX1
PX2

{
I(X2;Y |X1) + I(X1;X2|Y )

}
,

R1 +R2 <
1

2
max

PX1
PX2

I(X1, X2;Y ),

for some distribution p(x1)p(x2) on X1 ×X2. This completes the proof.
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