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THE SEA ALGORITHM FOR ENDOMORPHISMS OF SUPERSINGULAR
ELLIPTIC CURVES

TRAVIS MORRISON, LORENZ PANNY, JANA SOTAKOVA, AND MICHAEL WILLS

ABsTRACT. For aprime p >3 and a supersingular elliptic curve E defined over F,» with j(£) ¢ {0,1728},
consider an endomorphism « of E represented as a composition of L isogenies of degree at most d. We
prove that the trace of a may be computed in O(n*(logn)? + dLn3) bit operations, where n= log(p),
using a generalization of the SEA algorithm for computing the trace of the Frobenius endomorphism
of an ordinary elliptic curve. When L € O(logp) and d € O(1), this complexity matches the heuristic
complexity of the SEA algorithm. Our theorem is unconditional, unlike the complexity analysis of the
SEA algorithm, since the kernel of an arbitrary isogeny of a supersingular elliptic curve is defined over
an extension of constant degree, independent of p. We also provide practical speedups, including a fast
algorithm to compute the trace of a modulo p.

1. INTRODUCTION

Let p be a prime and let E be a supersingular elliptic curve defined over Fj>. An important subroutine
in some algorithms for computing the endomorphism ring of E involves computing the trace of an
endomorphism of E. Indeed, the trace pairing on End(FE) determines the structure of End(E) equipped
with the quadratic form deg as a quadratic lattice up to isometry and hence its isomorphism class as
an order in a quaternion algebra. More concretely, an efficient algorithm for computing the trace of an
endomorphism of E yields an efficient algorithm for deciding whether 4 endomorphisms are a Z-basis for
End(E): The endomorphisms a1, as, a3, oy span End(E) if and only if det(tr(a;a;)) = p*.

We can compute the trace of o € End(F) using a generalization of Schoof’s algorithm [20], as observed
by Kohel in his thesis [12, Theorem 81]. We will assume the degree of « is smooth and thus o may be
represented as a sequence of small degree isogenies. To compute tr o, we compute tr « mod ¢ for enough
small primes ¢ < B such that [],_5 ¢ > 4y/deg a. We can then recover tr o using the Chinese remainder
theorem. For a prime ¢, if E[¢] C ker«, then trae = 0 (mod ¢). Otherwise, there exists a P € E[/]
such that a(P) is nonzero, and to compute ¢, = tr o mod ¢ it suffices to find a 0 < ¢ < ¢ such that and
a?(P) + [dega] P = ca(P). If such a P exists, then ¢, = c. And to check whether such a P exists, we
can compute the restrictions of o + [dega] and [c] o a to E[f]. This involves computing the coordinate
functions of | Bl and [1]] Bl and then performing arithmetic in End(E[¢]) using the group law on E to
compute )
0‘2’12[@] = (O“E[e]) ) [dHE[e] = d[IHE[e]’ (ca)|E[€] = C(O"E[e])v

and (a® + [d]) | 5 = 0| gy + [l gy

These restrictions can be represented as (a(x), b(z)y) where a,b € Fy[x]/(1¢) where 1, is the ¢th division
polynomial of F.

To speed up this computation, which involves polynomial arithmetic modulo the degree (¢2 — 1)/2
polynomial 1y, we might look for inspiration in the SEA algorithm, and specifically to Elkies’ improve-
ment to Schoof’s algorithm, for computing the trace of the Frobenius endomorphism 7 of an ordinary
curve E. Elkies’ idea is to note that, when an odd prime ¢ splits in Z[rg|, E admits a rational ¢-isogeny
¢: E — E’ and thus the division polynomial ¢, has a nontrivial factor h € F,[z]. Indeed, the polynomial
h is the kernel polynomial of ¢ and has degree (¢ — 1)/2. Such a prime is called an FElkies prime for E.
Asymptotically, 50% of the primes are Elkies primes for E. Since ker ¢ is defined over Fy, it is invariant
under 7 so ﬂ—E|E[€] has a nontrivial eigenvalue A € Z/¢Z. Then t; = XA+ g/ (mod £). Since degh is

smaller than degy by a factor on the order of £, computing 7g |ker $ is about £ times faster than comput-

ing mg | Bl This gives a linear speedup in computing t, whenever £ is an Elkies prime. Primes ¢ that are
not Elkies primes are called Atkin primes due to an improvement of Atkin for speeding up the computa-

tion of t,. Atkin’s method does not give an asymptotic speedup, and not even the Generalized Riemann
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Hypothesis is strong enough to prove that there are enough small Elkies primes for E so that the SEA
algorithm is asymptotically faster than Schoof’s algorithm, as shown by Shparlinski and Sutherland [23,
Corollary 15]. In practice, there are enough Elkies primes and the SEA algorithm performs much better
than one is able to prove. Atkin primes are skipped entirely in Sutherland’s point-counting records using
the SEA algorithm [26] together with his algorithm for computing instantiated modular polynomials [27].
Finally, Shparlinski and Sutherland [22] show that when one averages over elliptic curves over F, there
are as many Elkies primes as Atkin primes ¢ < L so long as L > (log p)€ for fixed e > 0 and sufficiently
large ¢, and in another direction, the same authors show in [23] that for a fixed elliptic curve E over Q
and for almost all primes p of good reduction for F, the SEA algorithm is faster than Schoof’s algorithm
for computing the number of points of the reduction of E modulo p.

Returning to our setup, and with Elkies’” improvement to Schoof’s algorithm and the above discus-
sion in mind, we now leverage the assumption that E is supersingular and defined over F,> and that
J(E) ¢ {0,1728}. Then every isogeny of E defined over I, is actually defined over F2; we prove a more
general version of this in Proposition 2.2. Therefore every prime ¢ is an Elkies prime for E! Let a be
an arbitrary endomorphism of E and let h € F,2[x] be the kernel polynomial of an ¢-isogeny ¢ of E.
There is no reason for ker to be stable under «, i.e., o is not necessarily an endomorphism of ker ),
unlike the Frobenius endomorphism. However, we can still compute restrictions of ca, o, [deg o], add
them together, and test for equality using arithmetic in the ring Fy2[z]/(h(x)). One can interpret this as
performing arithmetic in Hom(ker ¢, E[{]), see Section 3.1. This allows us to compute t; := tr o mod ¢
as in the SEA algorithm. We show in Theorem 3.10 that when « is the composition of L € O(logp)
isogenies of degree d € O(1) and ¢ € O(logp) that t, can be computed with an expected O(n?(logn)?3)
bit operations, where n = [logp]|. In Theorem 4.1, we show that tr @ can be computed with an expected
O(n*(logn)?) bit operations.

First, we stress that this result is unconditional and matches the heuristic complexity analysis of the
SEA algorithm: as discussed above, heuristics beyond the Generalized Riemann Hypothesis are required
to prove that the SEA algorithm is asymptotically faster than Schoof’s algorithm [23, pp. 2-3]. Next,
we observe that under our assumption on «, the input has size O((logp)?), so this is actually a quasi-
quadratic algorithm. Finally, our assumption that the separable degree of « is smooth of size p©) is
reasonable since the best algorithms for generating endomorphisms of a supersingular elliptic curve will
satisfy this assumption [4, 6, 8].

For another work involving computing the trace of an endomorphism of E other than the Frobenius
endomorphism, see [16], in which Morain-Scribot—Smith compute point counts on curves E/F 2 with a
d-isogeny ¢: E — E®) by computing the trace of ¥» = 7o ¢ modulo Elkies primes. They observe that for
an Elkies prime ¢ such that E has precisely two rational ¢-isogenies with kernels K7 and K, each kernel
K; is invariant under . For another related work, see [2], where Couveignes—Morain use the existence
of an ¢"-isogeny cycle in a modified SEA algorithm to compute the trace of Frobenius modulo ¢ (while
we are modifying the SEA algorithm to compute the trace of a cycle!).

Outline. In Section 2, we prove that the kernel of every isogeny of a supersingular elliptic curve E over
IF, is defined over an extension of degree at most 3. This result implies we may use Elkies’ method to
compute the trace of an endomorphism of a supersingular curve modulo ¢ for every odd prime /. In
Section 3, we give algorithms for computing the trace of a supersingular endomorphism modulo a prime.
In 3.1 we give our algorithm for computing the trace of an endomorphism a modulo an odd prime
£ # p by restricting to the kernel K of a rational ¢-isogeny, even when « does not fix K, and analyze
its complexity. We discuss how arithmetic with restrictions of endomorphisms to kernels is performed,
i.e., how to represent, add together, and test equality of elements in Hom (ker ¢, E[¢]). The results and
analysis in this section apply to any elliptic curve over a finite field of characteristic p > 3 with a rational
isogeny of degree £. In 3.2 we show how to compute the trace of a separable endomorphism modulo p,
the characteristic, using the action of endomorphisms on invariant differentials. In 4 we prove our main
Theorem, Theorem 4.1, on the complexity of the SEA algorithm for supersingular endomorphisms. We
discuss some timings of our implementation' in Section 5 and conclude in Section 6 with a discussion
of how the ideas in Section 3.1 might apply to the SEA algorithm for computing the trace of Frobenius
modulo Atkin primes, an idea already explored by Dewaghe [5].
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2. BACKGROUND

In this section, we fix notation and cover some of the relevant background on computational aspects
of elliptic curves over finite fields.

2.1. Isogenies of elliptic curves. Let p > 3 be a prime, let ¢ = p™, and let E be an elliptic curve
defined over F,. Throughout, we will assume p > 3, so F is given by a short Weierstrass equation
E:y? =23+ Az + B where A, B € F, and 443 + 27B? # 0. If E’ is another elliptic curve, an isogeny
E — FE’ is a non-constant rational map that maps the identity on E to the identity on E’. If ¢ satisfies
no¢p = ¢pon"™, where 7 is the g-power Frobenius endomorphism, we will say ¢ is an isogeny of E defined
over Fyn. The degree of an isogeny ¢ is its degree as a rational map, and ¢ is separable if it is separable
as a ratlonal map. If ¢ is separable, then degd) # ker ¢. For _every isogeny ¢: E — FE’, there is a
unique dual isogeny ¢ E' — E such that ¢o ¢ = [deg ¢] and ¢ o (/5 [deg ¢]. An endomorphism of E is
either an isogeny or the constant 0-map [0] from E to E. The degree map is a positive-definite quadratic
form on End(F). The trace of an endomorphism a € End(FE) is the integer tr o such that o+ a = [tr o],
and the bilinear pairing on End(F) corresponding to the degree map is («, 8) — tr aB.
For purposes of calculation and algorithms, we will assume our isogenies are in standard form:

Definition 2.1. Let E and E’ be elliptic curves in short Weierstrass form and let E be given by
y? =a3+ Az + B. Let ¢: E — FE’ be a separable (-isogeny. We say that ¢ is in standard form if

s = (22,72

o@) ()
for polynomials u, v, s,t € k[z] where
(1) v(z) is the polynomial
v@) = [[ @-2q),

Q¢cker ¢
Q#0

(2) s(@)/t(z) = (u(z)/v(2))"
By Proposition 4.1 of [1], every separable isogeny may be written in standard form. Suppose E is the

curve y? = 2% + Az + B, that ¢ is separable and has degree ¢, and let —o be the coefficient of z¢~! in
v(z). By Proposition 4.1 of [1], if ¢ = 1 the polynomial u(z) satisfies the relation

u(z) 2 v'(z) 3 v'(@)\
=lr—o—(3 A -2 Ax+ B .
v(x) voo— (4 )U(x) (% + Ao+ )(v(x))

The kernel polynomial of an isogeny ¢ is the monic polynomial that vanishes precisely once at the
collection of z-coordinates of the nonzero points in ker ¢. If h(z) is the kernel polynomial of ¢(z) and F
is given by y? = f(x), then v(z) above is

h(z)?

o) = (), @)

In particular, when ¢ has odd degree, we have h(x)? = v(z). The isogeny ¢ is normalized if ¢p*w’ = w
where w, w’ are the invariant differentials dx/2y on E and E’ respectively. Equivalently, ¢ is normalized
if the constant c in the standard form of ¢ is 1. A normalized isogeny ¢ is defined over F, if and only
if ker ¢ is Gal(F,)-stable, and this holds if and only if h(z) € F,[z]. Since v(z) is determined by the
kernel of ¢, if ¢ is normalized the polynomial u(x) (and hence the polynomials s and t) are completely
determined by ker ¢ and the equation y? = 23 + Az + B defining E. Every finite subgroup K of E(F,)
determines an isogeny £ — F/K; here E/K is the unique elliptic curve E’ such that the separable isogeny
E — E’ with kernel K is normalized. While we do not need it, there are formulas for the coefficients
giving a Weierstrass equation defining F/K from the data E and K; see the discussion following [1,
Proposition 4.1] in Section 4.1. The constant ¢ in the standard form results from post-composition of
the normalized isogeny E — E/K with the isomorphism (z,y) — (¢ ™2z, c3y).
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2.2. Supersingular elliptic curves. An elliptic curve E defined over F, is supersingular if its geometric
endomorphism algebra is a quaternion algebra. Equivalently, the trace of Frobeniustg = q+1—#E(F,)
is congruent to 0 modulo p. This restricts the possibilities for how 7 can act on the ¢-torsion of F.
This, in turn, restricts the minimal field of definition of an isogeny between two supersingular elliptic
curves. Every supersingular elliptic curve E over Fp» with j(E) ¢ {0,1728} has all its isogenies defined
over [F,,2. We’ll now show more generally that a supersingular curve over I, has all its isogenies defined
over an extension of degree at most 3.

Lemma 2.2. Let ¢ = p® be a power of a prime p > 3 and let E be a supersingular elliptic curve defined
over F,. Then if : E — E’ is any isogeny of E, its kernel is defined over the extension Fm with
m=1,2, or3. If j(E) ¢ {0,1728}, then we can take m =1 if e is even and m = 2 if e is odd.

Proof. According to [19, Theorem 4.2(ii) and (iii)], the g-power Frobenius 7 of E satisfies a polynomial
equation 72 — k\/qm +q = 0, where k = 0 for odd e and k € {0,£1,42} for even e. A calculation shows
that 7 — (k% — 2)qn? + ¢®> = 0 and 7% — (k% — 3)k¢®/ %13 +¢°> = 0.

e If k =0, then 0 = 7% + ¢, hence 7% = —q € Z. Use m = 2.

o If k € {1}, then 0 = 7® + 2¢,/qm® + ¢* = (7 £ ¢,/q)?, hence 7 = Fq,/q € Z. Use m = 3.

o If k € {£2}, then 0 = 7* — 2¢7? + ¢*> = (7% — ¢)?, hence 72 = g € Z. Use m = 2.
Therefore, for all respective exponents m, we have 7™ € Z and thus 7" (ker ¢) = ker ¢.

Finally, for j(E) ¢ {0,1728}, set m = 1 if e is even and m = 2 if e is odd. Then /g™ € Z. Since
7™ and [\/q""] are both purely inseparable endomorphisms of degree ¢™, there exists an automorphism
¢ € Aut(E) such that 7™ = ([,/q™"]. But the assumption j(E) ¢ {0, 1728} implies Aut(E) = {[£1]}, so
7™ € Z and thus 7™ (ker ¢) = ker . O

In particular, Lemma 2.2 reveals that every isogeny between supersingular elliptic curves over F, is
defined over Fye: This is the smallest extension of IF, containing both F,> and Fs.

2.3. Arithmetic in F,[z]/(h(z)). Just as in Schoof’s algorithm, we will reduce computing the trace of
an endomorphism of an elliptic curve F to various algebraic operations over finite fields. For details on
the complexity of arithmetic over finite fields, see [30, §8,11] and for an introductory overview, see [25,
Lecture 3]. Let M(n) denote the number of bit operations required to multiply two n-bit integers. Let
g = p°® be a power of an odd prime and let n = [logq|. Elements of F, can be multiplied by lifting to
polynomials of Fp[z] of degree e — 1 and then multiplied with Kronecker substitution [30, § 8.4| requiring
O(M(d(logp+loge))) bit operations. This cost simplifies to O(M(de)) € O(M(n)) under the assumption
that loge € O(logp). We can compute an inverse of an element in F)* with O(M(n) logn) bit operations
using fast Euclidean division [30, §11.1] and Kronecker substitution. Let f, g, h be polynomials in F[x]
of degree at most d € O(logn) and let R = F,[z]/(h(x)). The product fg mod h can be computed
with O(M(dn)) bit operations Kronecker substitution [30, Corollary 8.28]. We can test if f € R*,
ie., if ged(f,h) = 1, and if so compute f~ mod h with O(M(dn)log(dn)) bit operations using fast
Euclidean division and Kronecker substitution. A root of f in F, can be found with Rabin’s probabilistic
algorithm [17] using O(nM(dn)) bit operations, again using Kronecker substitution and our assumption
that logd € O(n). The bound M(n) € O(nlogn) holds by [10]. We summarize this in the following table
which will be used in the complexity analysis in Section 3.1.

Proposition 2.3. Let p be an odd prime, let e € O(logp) be an integer, let ¢ = p°, and set n = [logq].
Let d be a positive integer and assume d € O(logn). Let a,b € F* and let f,g,h € Fy[z] be polynomials
of degree at most d. The following table gives the bit complexity of computing products and inverses of
elements of Fq[z] and Fylz]/(h(x)) as well as root-finding in F,.

Operation bit complexity
ab O(nlogn)
a=! O(n(logn)?)
fgmodh | O(dnlog(dn))
f~t mod h | O(dn(log(dn))?)
firy=0 O(n?logn)

3. COMPUTING THE TRACE MODULO A PRIME

Suppose «a is an endomorphism of an elliptic curve E defined over F,. Schoof’s algorithm, originally
designed to compute the trace of the Frobenius endomorphism 7g, computes tra by computing ¢, =
tr a mod ¢ for enough primes ¢ € O(log p) in order to recover tr o with the Chinese Remainder Theorem.
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This is possible since Z[a] is an imaginary quadratic order, so we have the bound |tra| < 2(dega)/2.

Suppose now E is supersingular, defined over I, and that j(E) ¢ {0,1728}. Then
tg =p°+1—#E(F,) = +p

is the trace of mg, and 7g is [p] or [—p]. This implies every isogeny of E is defined over F,2 (see 2.2);
every odd prime is an Elkies prime for E! We prove in Theorem 3.10 that ¢, may be computed in
O(n?(logn)?) time, assuming log deg v € O(n) and « is represented by a sequence of isogenies of degree
bounded by a constant. Note that this result is unconditional— we do not require GRH since all primes
are Elkies primes. The method is discussed in Section 3.1.

Another advantage in our case is that we can actually compute the trace of o modulo p. This
does not impact the asymptotic complexity but gives a dramatic speedup in practice. We discuss this
in Section 3.2. Another practical speedup is that #E(F,) is easily computable since we assume E is
supersingular. Thus whenever ¢ divides #E(F,), we can compute ¢, working directly with a rational
point of order £. Again, this does not provide an asymptotic speedup, but the idea is helpful in practice.

3.1. Computing the trace modulo /. In this section, we consider the computation of t, for an odd
prime ¢ # p. We suppose E (not necessarily supersingular) has a rational ¢-isogeny 1) and compute ¢,
for an endomorphism «. We discuss how to perform arithmetic with restrictions of isogenies to ker ),
even isogenies which do not fix ker .

3.1.1. Arithmetic in Hom(E, E);. Suppose E is an elliptic curve and ¢: E — E/ker is a separable
isogeny. Consider the exact sequence

0 ker 1) E E/keryy —— 0.

Taking Hom( -, E’) (whereby we mean homomorphisms of elliptic curves, i.e., isogenies and the zero
map), the isogeny v induces a pullback map

¥*: Hom(E/kert, E') — Hom(E, E’)
prpo.

We also have a map Hom(F, E’) — Hom(ker ), E’) given by restriction to kert. Because an isogeny
¢: E — E' is zero on ker if and only if it factors through 1, we have an exact sequence

0 —— Hom(E/ ker v, ') —— Hom(E, E') —<¥ Hom(ker ¢, E').

Note that [ := ¥* Hom(E/ ker v, E) = Hom(E/ ker ¢, E)v is a left ideal of End(FE), so its image under
the restriction to ker is isomorphic the quotient End(E)/I. Suppose for the moment E is ordinary.
In the context of Schoof’s algorithm, the isogeny ¢ is the multiplication-by-¢ map [¢] on E, the ideal
I is {End(F), and End(FE[¢]) = End(E)/¢End(F) is a two-dimensional algebra over Z/¢Z. The trace
of an endomorphism is computed by computing the characteristic equation of its image in End(E[¢]).
Algorithmically, arithmetic in End(E[¢]) requires polynomial arithmetic in Fp[z] modulo the ¢th division
polynomial. For a prime £ such that E admits a rational ¢-isogeny, a so-called Elkies prime, the isogeny
¥ is a rational ¢-isogeny and End(kerv) = End(FE)/I = Z/¢Z. Computing the trace modulo ¢ requires
arithmetic in F,[x]/(h(z)) where h is the kernel polynomial of 1. One can solve for the eigenvalue A of
g restricted to kerty and recover the trace as t; = A + ¢/A mod £. In both cases, the endomorphism
g fixes kerv and one can interpret the algorithm as performing arithmetic in End(ker ). But as far
as asymptotics are concerned, the fact that 7 fixes a one dimensional subspace of E[{] is irrelevant to
the speedup. To be more precise, one could compute ¢, by computing the characteristic equation of g
as in Schoof’s algorithm with the same time complexity. The crucial fact is that ker) is cut out by a
degree O(¢) polynomial, a factor of ¢ smaller than the degree of the division polynomial. This is where
the asymptotic speedup comes from in Elkies’ improvement to Schoof’s algorithm for computing t,.

We now explain how to explicitly calculate with elements of Hom(ker ), E’). Let ¢ be a power of
a prime p > 3 and let E and E’ be elliptic curves defined over F, by y*> = fg(z) and y* = fp ()
respectively on affine points. Suppose ¢: E — E/ker) is an [F,-isogeny of prime degree ¢ # p, so ker ¢
is a subvariety of E cut out by its kernel polynomial h(x); more precisely, ker ¢ is given by

Fq{X?KZ}
(Y2Z - Fp(X,Z2),H(X,2))
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where Fp and H are the homogenizations of fr and h respectively. Note that the affine points of ker 1)
are given by Spec R, where

oo Ffey) (B0
(y* = fe(2), h(z)) (y* = fe())
Given an Fy-isogeny ¢ : E — E’, the closed embedding ¢ : kerty — E allows us to form the restriction

(b’ker " by the composition ¢ot. Since we assume that deg v is prime, the intersection ker v»Nker ¢ is either

trivial or equal to kert. If kery Nker¢p = {0g}, then ¢|ker¢ restricts to a morphism of affine varieties

(M) 2oy,

from Spec R to the affine points of F; concretely, if ¢ is given in standard form as ¢(x,y) =
then v and ¢ are invertible in Fy[x]/(h(z)), and ¢>’ker ,» 18 given on affine points by

¢|ker1/1(x’y) = (u(x)v(x)_173($)t($)_1y) S A2(R)

In this way, such a ¢ induces an affine R-point of E’, which we denote by ¢p,. If ker C ker ¢, we set
¢n =0p € E'(R). We define

Hom(E, E"), = {én | ¢: E — E’ an isogeny} C E'(R).

Note that Hom(E, E’);, and *(Hom(E, E')) are in bijection via the map t*¢ — ¢p,.
The following lemma will be used to get a distinguished representative for non-zero ¢y,.

Lemma 3.1. Let g be a power of a prime p > 3, let E be an elliptic curve over Fy, let : E — E/kert
be a separable F,-isogeny of odd prime degree with kernel polynomial h(z) € Fylx]. Let ¢: E — E' be an
isogeny defined over Fy with ker ¢ Nkery = {0}.
(a) For any a,b € Fylz], we have that ¢5, = (a(x),b(z)y) € A(R) if and only if for all P = (zp,yp) €
ker e \ {0},
¢(P) = (a(zp),b(zp)ypr).
b(z) € Fylx] with dega < degh and degb < degh satisfying the above.

)
b(z) € Fylx] are such that ¢, = (a(x),b(x)y) (under the map Fy[z,y] — R).
(a(zp),b(xp)yp) for any nonzero P € ker. Write

oo (25)

Then a(z)v(z) = u(z) (mod h(z)) so there exists g(x) € Fy[z] such that a(z)v(z) = u(z) + ¢1(x)h(x).
Since h(z) cuts out ker), for any affine P € ker v we have h(a:p = 0. Therefore

u(zp).

)=
Because ker ¢ Nkery = {0}, we have v(xp) # 0, and we get a(zp) = u(vp)/v(rp) = 24(p). Similarly
there exists a polynomial go(x) such that b(z)t(x) = s(x) + g2(x)h(z) so for each affine point P of ker
we have

(b) There exist unique a(x

Lot

Proof. Suppose that a(x),
We first show that ¢(P)

a(zp)v(xp) =u(rp) + h(zp)ge(zp

b(zp)t(xp)yp = (s(xp) + h(xp)g2(zp))yr = s(zp)yp.
Using again that t(xp) # 0 and h(zp) = 0, we see b(xp) = yg(p). We conclude (a(zp),b(zp)yp) = ¢(P)
for each affine P € ker .

Suppose a(z),b(x) € F,[z] satisfy (a(zp),b(zp)yp) = ¢(P) for all affine P € ker¢p. Let ¢1(x), p2(x) €
F,[x] satisfy ¢, = (¢1(x), p2(x)y). Then ¢1(x) — a(x) is zero at xp for all affine P € ker ¢ and therefore
vanishes at all the roots of h(z) in F,. Since h(z) is separable, we conclude h(z) divides a(z) — ¢1(z).
We also have (¢2(xp) — b(xp))yp = 0 for all affine P € kert. Since degv is an odd prime, we have
ker ¢y N E[2] = 0, so yp is nonzero for each P. Therefore ¢2(zp) —b(xp) = 0 and again we conclude h(x)
divides ¢o(x) — b(x). Thus as elements of R we have a(x) = ¢1(x) and b(z) = ¢a2(z)y.

There is a unique polynomial a(x) € F,[z] of degree less than deg h interpolating the deg h many pairs
(xp,x4(p)). Since keryNE[2] = 0, for any affine point P € ker we have yp # 0. Thus there is a unique
polynomial b(x) € F,[z] of degree less than deg h interpolating the deg h many pairs (zp, y¢(p)y1§1). By
the first part of the proof, the x and y coordinates of ¢; also respectively interpolate the sets of points
{(xp,zg(p) : P # 0 € kert} and {(zp, Ys(P)Yp ')}, so the polynomials a(z) and b(z)y give the 2 and y
coordinates of ¢y,. O

The previous lemma allows us make the following definition:
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Definition 3.2. Let g be a power of a prime p, let E and E’ be elliptic curves over Fy, let kery) C E
be the kernel of a separable isogeny of odd prime degree, and let h be the kernel polynomial of . For
¢n € Hom(E, E'); non-zero, the standard form of ¢y, is the unique representative of the form (a(x), b(x)y)
where a(x),b(z)y € Fy[z, y] with dega and degb both less than deg h.

Since ker 1 is cyclic of prime order, any point in ker generates the whole group. This allows for
interpolation of polynomials in some cases to be done with a single point, and this strategy allows us to
show the following;:

Lemma 3.3. Let g be a power of a prime p > 3, let E be an elliptic curve over Fy, let ¢: E — E/kert
be a separable Fy-isogeny of odd prime degree with kernel polynomial h(z) € Fy[z]. Let ¢,p: E — E’ be
isogenies defined over F, with ker ¢ Nker1v = ker pNkery = {0}. Let ¢, = (a(x),b(x)y) be the standard
form of ¢ and let pp, = (¢(x),d(x)y) be the standard form of pp,.

(a) Fither a(x) = c¢(x) or a(x) — ¢(x) is invertible in R.

(b) If a(x) = c(x), then either b(x) = d(z) or b(x) = —d(z).

(¢) Finally, b(x)y is invertible in R.

Proof.

(a) We will show that a(z) = ¢(z) if a(zp) = c(zp) for a single nonzero P € ker . Suppose there exists
a nonzero P € kert such that a(zp) = ¢(zp). By Lemma 3.1, we have z(¢(P)) = z(p(P)). This
implies ¢(P) = +p(P). Since P generates ker, it follows that z(¢(Q)) = z(p(Q)) for all nonzero
Q@ € kert. By the uniqueness part of Lemma 3.1, we have a(z) = ¢(z). Thus if a(z) # c(x), the
polynomial a(x) — ¢(z) does not vanish at any root of h(z). This implies ged(a(z) — ¢(x), h(z)) =1
so a(x) — ¢(x) is invertible in R.

(b) Assume a(z) = c¢(x). As above, this implies ¢(Q) = £p(Q) for all nonzero @ € kertp. Assume
b(x) # d(x). Again by Lemma 3.1, this implies b(xp) # d(xp) for some nonzero P € ker. Then
¢(P) = —p(P), so ¢|kerw = (—p)|kerw. Again using Lemma 3.1, we get b(z) = —d(z).

(c) Since ¢p, = (a(x),b(x)y) is nonzero, ¢(P) # 0 for all nonzero P € ker. Since ¢ has odd degree,
the nonzero points in ker have odd order, so ¢(P) also has odd order. In particular, y(¢(P)) =
b(xp)yp # 0, so b(xp) # 0. Thus b(xp) # 0 for all nonzero P € ker ¢ so ged(b(x), h(x)) = 1. Thus
b(z) has an inverse b(z)~! in R. Again, the assumption that ¢ has odd degree implies fg, (z) is
invertible modulo h(z) as well (since fg, vanishes precisely at the coordinates of the nonzero 2-torsion
of E and hence is nonzero at any root of h). Then the inverse of b(z)y in R is b(z) 1 fg, (z)"ly. O

Despite the fact that elements of Hom(E1, Es);, are defined over a ring with zero divisors, our as-
sumption that ker ¢ is cyclic of prime order allows for several of the usual operations on points of elliptic
curves to be translated to Hom(FE1, Es)p, C E(R). The following proposition checks that the usual algo-
rithms (found in [24, Group Law Algorithm 2.3], for example) are well-defined and satisfy the expected
relations. It also shows that we can compute the restriction (¢ o ¢1);, of a composition of isogenies
$2 o ¢1 by evaluating ¢o at (¢1)n-

Proposition 3.4. Let g be a power of a prime p > 3, let Ey and Eo be elliptic curves over Fy, and let

v: By — E1/kerv be a separable F,-isogeny of odd prime degree with kernel polynomial h(x) € Fy[z].

(a) The usual formulas for the geometric group law on Ey make the set Hom(E1, Es)p into a group. The
map Hom(Ey, Es) — Hom(Ey, Es)y is a group homomorphism: for ¢p, pp, € Hom(E7, Es)p, we have
that ¢p + pn = (¢ + p)n-

(b) Let E3 be another elliptic curve over Fy, and let ¢o : Eo — Es an isogeny with standard form
¢2 = (%, 7y). The usual formulas for evaluation

0 ifo(x) =0;
(u(z)v(z)~t, s(x)t(x)"ty)  otherwise.

(252(33,2/) = {

give a well-defined map from Hom(E1, Es), to Hom(FE1, E3), satisfying ¢2((¢1)h) = (¢2 0 1) for
(¢1)n € Hom(E1, E2)n. More precisely, to compute ¢2((¢1)n), we evaluate ¢ at (a(x),b(z)y) and
the arithmetic is performed in R.

Proof.

(a) If ¢, = (a(z),b(x)y) is nonzero, define —¢p, to be (a(z), —b(z)y). Then Lemma 3.1 implies —¢;, =
(—=¢)n. If either ¢y, or py is equal to zero, or if ¢, = —pp, then the sum ¢, + pp, is set accordingly
as either pp or ¢y or 0 directly, and the sum is well-defined.
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Suppose ¢y, and pp, are nonzero with ¢, # —pp, and write ¢, = (a(z), b(x)y) and pp, = (c(z), d(z)y)
in standard form. Suppose E is given by the equation y*> = fg, (z). If a(xz) = c(x), then since
on # —pn we have b(z) # —d(x). In this case, by Lemma 3.3 we get that b(x) = d(x), and that b(z)y
is invertible in R. Define m(z) := 1 f'(a(z))f(z)~' € R. Otherwise, a(z) # c(z) so a(z) — c(z) is
invertible in R. In this case, define m(z) = (b(z) —d(z))(a(x) —c(x))~! € R. We claim that in either
case m(zp)yp is the slope of the line through ¢(P) and p(P) for all nonzero P € ker ). Indeed, any
rational function on E which is regular at the nonzero points of kert determines an element of R.
We have evaluation maps at P € ker for such functions as well as for elements in R. The claim
follows because evaluation of a function on F regular at P € ker 1 agrees with the evaluation of its
image in R, since h(zp) = 0. The idea is that R is the coordinate ring of ker ¢ — 0 it is F,[E] modulo
the ideal of functions vanishing on kert — {0} and this ideal is principle, generated by h(z). The
quotient map Fy[E] — R corresponds to the inclusion ker ¢y — {0} — E — {0}, so the two evaluation
maps agree.

The claim implies that if we define r(x) := m(z) f(z) —a(z) —c(x) and s(z) = m(x)(r(z) —a(z))+
b(x), then

(r(zp),s(xp)yp) = (¢ + p)(P)

holds for all nonzero P € kert. Then by Lemma 3.1, we get that (¢ + p)n = ¢dn + pn.

(b) Write the isogeny ¢2(x) = (%, %y) in standard form, and let ¢; € Hom(Ei, Ep) with (¢1), =
(a(x),b(z)y) in standard form. Since ker is of prime order, we have that either ¢, (ker ) C ker ¢
or that ¢ (kert) Nker ¢o = {0}. In the former case we have that v(zg) = 0 for all @ € ¢ (ker()));
equivalently, v(z(¢1(P))) = 0 for all P € ker ¢, so by Lemma 3.1 we have v(a(xzp)) = 0 for all nonzero
P in ker ¢ so v(a(zr)) = 0 in R. Therefore the evaluation formula is well-defined as ¢2((¢1)r) = 0. In
the latter case, v(x) is nonzero at a(zp) for all P € ker ), so v(a(z)) is nonzero at zp for all P € ker .
Again, this implies v(a(z)) is invertible in R, and again the evaluation formula is well-defined. The
same argument above together with part (a) of Lemma 3.1 imply the equality ¢o((¢1)n) = (d20¢1)n
holds, since the coordinates of ¢o((¢1)r) interpolate the values of ¢ o ¢1 at the nonzero points in
ker 1. ([l

The following proposition shows that the remainder modulo ¢ of the trace of an endomorphism of E
can be determined using arithmetic in Hom(FE, E)p,.

Proposition 3.5. Let p > 3 be prime, let E be an elliptic curve over F,, let keryp C E[{] be the kernel
of an l-isogeny with kernel polynomial h(x), and let o € End(E). If oy is nonzero and the integer
0 <t</l—1 satisfies

(012)]1 + [deg Oz]h =tay
then tra =t (mod £). If ¥y and 1y are two L-isogenies of E with distinct kernel polynomials hy and ho
such that ap, and ap, are zero, then tra =0 (mod /).

Proof. First suppose ay, is nonzero. Then for any nonzero point P € kert we have a(P) # 0. Assume
that (a?)y, + [dega]y = tay. Proposition 3.1 implies (a? + [dega])(P) = ta(P) for any nonzero P €
kerty. This equation also holds when replacing ¢ with tr«a, so subtracting the two equations yields
0 = (tra—t)a(P). Since a(P) # 0 and P has order ¢, the point a(P) has order £ too. Therefore trae = ¢
(mod ¢).

If ap,, is zero for two distinct kernel polynomials hq, hy then «(E[¢]) = 0 because the ¢-torsion is

generated by the corresponding kernels and « is zero on the generators. This implies there exists
B € End(E) such that o = £8, so

tra=tr({8) =Ltr=0 (mod ¢). O

Proposition 3.4 also gives a concrete method for computing with restrictions, and yields the following
complexities:

Corollary 3.6. Let q be a power of a prime p > 3, let Eq and Ey be elliptic curves over Iy, and let

v: By — Ey/kerv be a separable Fy-isogeny of odd prime degree ¢ with kernel polynomial h(x) € Fylx].

Let n = [logq] and assume logl € O(n).

(a) Given ¢y, pr, € Hom(E1, Eq)y, in standard form, the standard form of (¢ + p)n can be computed with
O(n(log)?) bit operations. When £ € O(n), this simplifies to O(n?(logn)?).

(b) Given ¢, € Hom(FE1, E2)p, in standard form and an integer 1 < ¢ < £ — 1, the standard form of cop
can be computed with O(¢n(log£)?) bit operations. When £ € O(n), this simplifies to O(n?(logn)?).
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(c) Let Es be another elliptic curve over F,. Given an isogeny ¢2: Es — Es in standard form of degree
d, and (¢1)r € Hom(E1, Es)y, in standard form, one may compute the standard form of (¢pa0¢p1)p in
O(dtnlog(f) + n(log £)?) bit operations. When € € O(n), this simplifies to O(dn?logn+n?(logn)?).

Proof. By Proposition 3.4 part (a), we can compute «y + pp and cay, using the group law applied to
R-points on E. Two points in E(R) can be added in O(M(¢n)log¥) bit operations, the cost of an
inversion in R. We can compute cay, in the same time with the usual double-and-add approach, using
projective coordinates so that at most one inversion is required. We can compute (agoaq)y by evaluating
¢2 at (é1)n by Proposition 3.4 part (b); this can be done using naive modular composition with O(d)
multiplications and O(1) inversions in R for a total cost of O(d¢nlog(¢) + fn(log£)?) bit operations. [

We will also need to compute compositions in longer chains:

Corollary 3.7. Let q be a power of a prime p, and let E1,...,Ep4q elliptic curves over Fy, with 2 =
Ey = Er 41 connected by isogenies ¢; : E; — FE;1q fori=1,... L. Letv: E; — E1/kert be a separable
F,-isogeny of odd prime degree £ with kernel polynomial h(x) € Fy[z].

Suppose that the ¢; are all given in standard form, let d be an upper bound on the degree of all ¢;,
and assume logl € O(logp). Let n = [logq]|. The standard form of the restriction (¢p o---0¢1)p €
Hom(E, E);, can be computed in

O(dL¢nlogt + ¢n(log€)?)
bit operations. In the case that d € O(1) and L,¢ € O(n), the total complezity is O(n>logn).

Proof. Write each ¢; as ¢;(x,y) = (ZLE;)), ;E;ﬂ)) y) in standard form, and suppose we have already com-
puted (¢p_10---0¢1)p for some n =1,..., e in the form

(e i)

for some u, v, s,t € Fy[z] reduced modulo h(z), where we take the n = 1 case to be (idg, )», = (z,y). Note
that this is not the standard form of this restriction, but would become so after computing the divisions
modulo h(z). Let d; = deg ¢; = degu; = degwv; + 1. Since s;/t; = (u;/v;)’, we have deg s; = degt;. We
then have by Proposition 3.4(b) that

(pno---0¢1)y =

_ < (a( ), b(x )) Sn(a(x), b(x)) c(x) y>
b(x)Va(a(x),b(z))" Th(a(z),b(z)) d(z)”)’
where the polynomials Uy, V,,, Sy, T), € F4[X, Z] denote the homogenizations of w,, vy, s, and ¢, respec-
tively Note that we have degree bounds

deg U, ,degV,,,deg S,,degT, <d

and
dega,degb,degc,degd < degh € O(¢),

and so —d < rg, 7y < d. The polynomial compositions and multiplications shown above may thus be
computed modulo modulo h(z) in O(dM(£logp)) bit operations. Applying this iteratively, we find that
computing (¢r, o --- 0 ¢1)p as (Zg)), Zg;y) takes O(dLM(£logp)) bit operations, and performing the
two inversions modulo h(x) to arrive at the standard form takes an additional O(M(¢logp)log¥) bit
operations, yielding the stated complexity.

The method outlined in Corollary 3.7 gives an asymptotic time savings over computing the standard
forms of the restrictions of the intermediate compositions when d € O(1) and L € O(n). Essentially, we
are working with projective coordinates, allowing us to compute the restriction of the chain of isogenies
with just 2 inversions in R instead of 2L inversions in R.

Our algorithm for computing the trace modulo ¢ requires the kernel polynomial of an /¢-isogeny
of E, just as in the SEA algorithm. The idea is to first compute the instantiated modular polyno-
mial ®y(j(E),Y) with Sutherland’s algorithm [27], find a root j' of ®4(§(E),Y) to get the j-invariant
of a curve E’ which is ¢-isogenous to F, and then computing the corresponding ¢-isogeny using Elkies’
algorithm [7].



Theorem 3.8 (Sutherland [27]). Assume the generalized Riemann Hypothesis. Let E be an elliptic
curve over Fy and let n = [logq|. The instantiated modular polynomial ®¢(j(E),Y) can be computed in
expected O(0? B(log B)?) time and O(¢n + ¢?log B) space, where B € O(flogf+n). When £ € O(n), the
expected runtime is O(n3(logn)3) and the space complezity is O(n?logn).

Proof. This result is due to Sutherland [27, Theorem 4]. The algorithm for computing ®,(j(E),Y) with
the stated complexity is [27, Algorithm 1]. An inspection of the proof of [27, Theorem 4] shows that the
stated runtime of O(¢2B(log B)?llog B) can be replaced with O(¢2B(log B)?) after the replacement of
Schénhage and Strassen’s bound M(n) € O(nlognllogn) [18] with Harvey and van der Hoeven’s result
M(n) € O(nlogn) [10]. O

We also will make use of Elkies’ algorithm for computing the kernel polynomial of an ¢-isogeny. This
algorithm uses the modular polynomial ®,(X,Y); given a nonsingular zero (j,j’), the algorithm first
computes models F and E’ with j-invariants j and j’ and then computes the kernel polynomial. The
algorithm fails when (4, j') is a singular point (but see [15] for an extension in this case). For our purposes,
we will just prove that if p is sufficiently large relative to £ and if j = j(E) is not 0 or 1728, then there
is at most one singular point of the form (j(E), j’) of multiplicity at most 2.

Lemma 3.9. Let E be a supersingular elliptic curve defined over F2 and assume j(E) ¢ {0,1728}. Let
¢ < (p/4)'* be a prime. Then there is at most one oot j of ®4(§,Y) such that the multiplicity of j is
larger than 1, and its multiplicity s at most 2.

Proof. Assume ¢;(j(E),Y) has a multiple root j of multiplicity m. Then there are m cyclic ¢-isogenies
¢;: E — E' with j(E') = 7/, 1 < i < m, and with distinct kernels. Any pair of distinct ¢-isogenies
¢ # ¢; gives rise to a (?-endomorphism «a;; = ;5;@- of E. Since we assume ¢; and ¢; have distinct
kernels and that j(E) ¢ {0,1728}, we have that ¢; # u¢;v for any automorphisms u € Aut(E’) and
v € Aut(E) = {[£1]}. Thus ay; is a cyclic /*-endomorphism of E. The discriminant D;; of a;; satisfies
—4¢* < D;; < 0, s0 by [11, Theorem 2’| and our hypothesis that ¢ < (p/4)'/*, any two o;; must commute
and therefore be integral elements of norm ¢2 all contained in the same imaginary quadratic field. We
then are left with counting the maximal number of elements of norm ¢2 in a single quadratic imaginary
order contained in End(F). Let a = aj2 and let K = Q(«) and let Ok be the ring of integers of K.

The order Z[«] is maximal at £, i.e., the conductor of Z[«] is coprime to ¢, because disc « is coprime
to ¢. Indeed, if ¢ | disc « then ¢ | tr o since deg o = ¢2. This implies a2 = £(a + £), so o?(E[{]) = 0. This
would imply ¢2;SI = ul for some u € Aut(E’), which would imply

192 = Lu = ¢1 0 ¢1 o u.
This would imply ¢» = u~! o ¢, contradicting the assumption that ¢; and ¢ have distinct kernels. Let
O =Z[q].

We claim that the prime ¢ splits in O. Since the conductor of O is coprime to ¢, the ideal ¢O factors
uniquely into a product of primes of O coprime to the conductor of O, and the primes p appearing in
this factorization are in bijection with the primes pOy appearing in the factorization of (Qk. Let [ be
a prime above £ in O. If ¢ ramifies in O then since nrd oo = ¢2 we have

OéOK = [20K = KOK

implying
a0 =12 =10
which shows o = wf for some v € O* C Aut(F) = {[£1]}, contradicting the fact that ker « is cyclic.
Similarly ¢ is not inert, i.e., [ # £O, because again this would imply a® = ¢20 which would imply o
does not have cyclic kernel. So ¢ must split in O as £O = ([, and aO = [2.
The only ideals of norm ¢? are £O, [2,i27 hence the only elements of norm ¢2 are £/, +«, +a. Thus

there exist at most two cyclic ¢-isogenies of E which extend to cyclic endomorphisms of E of degree ¢2.
O

We are now ready to prove the main theorem of this section on the complexity of computing the trace
reduced modulo ¢ of a supersingular endomorphism.

Theorem 3.10. Let o = ¢y o --- 0 ¢y be an endomorphism of a supersingular elliptic curve E defined
over Fy, let n = [logp], and let £ € O(n) be an odd prime Let d = max{deg¢;}. Then t; = tr oo mod ¢
can be computed in an expected O(n3(logn)3+dLn?logn) bit operations. Assuming GRH, the space com-
plexity is O(£3 log £+ dLn+¢n). The time and (conditional) space complexities simplify to O(n>(logn)?3)
and O(n?logn), respectively, when d € O(1) and L,¢ € O(n).
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Proof. All isogenies of E will be defined over an extension of degree either 1,2, or 3 of F,, and the
cost of arithmetic operations in this extension increase only by a constant factor. We will proceed with
assuming £ already has all its isogenies defined over F,.

To compute a kernel polynomial for an f(-isogeny ¢ of E, we first compute ®,(X,Y) a cost of
O(#3(log ¢)3) bit operations; this can be done using the algorithm of Kunzweiler and Robert [13, The-
orem 5.2, Remark 5.3]. With &, we can compute (V) = ®,(j(F),Y) by evaluating at X = j(F)
in time O((>M (¢logl + n)) C O(n®logn). Alternatively, one could first compute the instantiated
modular polynomial ®(Y) = ®y(j(E),Y), along with the partial derivatives ®x(Y) and ®xx(Y), in
O((log q)®(llog q)3) expected time and O(¢3logl) C O(n3logn) space under GRH [27, Algorithm 1,
Theorem 4]. Next, compute a kernel polynomial h;. To do this, compute a random root j; € F,2 of
®,(j(E),Y) in expected O(¢n?log(én)) C O(n3logn) time. The root j; that is necessarily the j-invariant
of a supersingular elliptic curve F7 with the property that there exists an ¢-isogeny ¢ : E — FE7, and this
isogeny is defined over F 2 since E is supersingular. Assuming for the moment j(E;) is a simple (i.e.,
multiplicity 1) root of ®(Y"), we proceed to compute hy by first computing a model for the curve E; such
that the isogeny ¥ : E — FEj is normalized, meaning ¢*w; = w where w, w; are the invariant differentials
dx/2y of E and Fj respectively. This is done via Elkies’ algorithm [7]; see also [20, Section 7] and [9,
Chapter 25, Algorithm 28| for details. The model E; can be computed with O(¢) operations in F..
The isogeny ¢: E — E’ can then be computed in O(M({)log ) operations in F,> with the algorithm
of Bostan, Morain, Salvy and Schost [1, Theorem 1]. If j; is not a simple root of ®(Y), we compute
random roots of ®(Y) /(Y —j1)¢, where e is the multiplicity of j; as a root of ®(Y'), until finding a simple
root. Assuming ¢ < p/4, there are at most 2 roots of ®(Y) which are not simple roots, counted with
multiplicity, by Proposition 3.9.

We then compute oy, , requiring O(dL¢nlog{ + fn(log£)?) bit operations. If oy, = 0, we repeat the
above, computing a second kernel polynomial hs and the restriction ay,. If ap, = 0 a second time, then
tra =0 (mod ¢) by Proposition 3.5. So suppose aj # 0 for h = hy or hy. We can then compute (a?)y,
[deg o]y, and (a?), + [degal]n. The cost is dominated by the O(defnlogt + fn(log)?) bit operations
required to compute ay,. If (a?), + [dega], = 0 we return 0; otherwise we compute cay, for increasing
c=1,2,...,0 — 1 until cay, = (a?)}, + [deg a]p, requiring O(¢£*>n(log ¢)?) operations by Corollary 3.6(a).
The algorithm is correct by Proposition 3.5. (]

3.2. Computing the trace modulo p. In this section, we give a fast algorithm for computing the trace
modulo p of a separable endomorphism of an elliptic curve over a field of characteristic p. If E = C/A
is an elliptic curve over C, then a € End(FE) lifts to a map C — C given by multiplication by a complex
number a. The complex number a € C satisfies dega = aa and tra = a + @, where ~ is complex
conjugation. The element a is the scaling factor in C such that a*w = aw, where w is any invariant
differential on E. Thus tr o may be computed by computing the trace of the scaling factor of a?. We’ll
adapt this idea to the case that « is a separable endomorphism of a supersingular elliptic curve.

Let E be a supersingular elliptic curve defined over F, 2 and let w be an invariant differential on E.
We have a ring homomorphism

End(E) — ]Fp2
o= g,

where a, € IF)2 satisfies
afw = a,w.

Proposition 3.11. Let g be a power of a prime p and let E be an elliptic curve over Fq. Suppose
a € End(E). Then modulo p we have

o= {aa +aytdega if o is separable;
ag if « is inseparable.
Suppose now that E is supersingular. Then the above simplifies to
tra=Trp , /p, (aq) (mod p),
where Tr]sz JF, @ = a+ aP is the field trace of the extension Fp2 of ).

Proof. As stated above, the map « — a, is a ring homomorphism. The endomorphism « satisfies its
characteristic polynomial () :== 22 — (tr a)z + deg a, so
a2 — (tra)a, +dega =0

2The idea to compute tr a from the action of o on an invariant differential appears to be known to experts; see [3].
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holds as an identity in IF;. Similarly, as is also a root of x, in F,;. The kernel of the map o + a,, consists
precisely of the inseparable endomorphisms of E [24, Theorem IIL.5.5(b)], so a, = 0 for all inseparable
endomorphisms. If « is inseparable, the polynomial x, mod p reduces to xz(z — tr ) modulo p. Since
aq = 0 is one root of x, in Fy, the other root is ag = tra.. If a is separable, then a, # 0 € F,. Since
the map a — a, is a ring homomorphism, we have

(o 05 = Qdeg o = deg

as an identity in Fy, from which the congruence in the proposition follows.
Now assume that E is supersingular. We will show

troo=Try , /p, (aa) (mod p).

That a, € Fp2 is clear since a, satisfies a quadratic polynomial with coeflicients in F,,. If o = m € Z,
then m = m and [m]*w = mw, as w is an invariant differential. Thus

am = @y =m =mP  (mod p).

Now assume that « ¢ Z. Then the prime p cannot split in Z[a], so the polynomial x,, has either zero or
one roots in F,,. Suppose first that x, has no roots in I, i.e., p is inert in Z[a]. Then x, mod p is the
minimal polynomial of a,, so

troo=Try , /F, da (mod p)

as desired. If instead X, has exactly one root a, = az = m € I, we conclude

trazatraEaa+aaE2m5m+mpETer2/Fpaa (mod p). O

Remark 3.12. It is not true that the reduced trace of « is congruent modulo p to the field trace of a,
when « is an endomorphism of an ordinary elliptic curve E. For example, let o = mg be the Frobenius
endomorphism of E. Then a,, = 0 and thus has trace zero but tra # 0 (mod p) since E is ordinary.

Remark 3.13. When F is supersingular, Proposition 3.11 shows the map a + a, is a homomorphism
of algebras with involution, where the involution on End(F) is the dual map and the involution on F,
is the p-power Frobenius automorphism, i.e., the generator of Gal(F,2/F,). More precisely, we claim
that ag = af,. This can be seen directly via the Deuring Lifting Theorem [14, Theorem 14]: given the
endomorphism « € End(E), there is a number field L, an elliptic curve A over L with endomorphism ¢
and a prime P of L above p such that A and ¢ reduce modulo B to F and «, respectively. There is an
isomorphism End(A) — O where O is an imaginary quadratic order given by 6 — ay. This isomorphism
respects the involutions on End(A) and O: we have az = @g. Let p =B N O. Suppose the prime p is
inert in O, so the Frobenius element at p corresponds to complex conjugation. This implies

ag=7ag =ay (mod p).

We also have ag = a, (mod p) since ¢ reduces to a modulo B. Together, the congruences imply az = af,
(mod p) as claimed. If p is ramified in O, the same conclusion holds, since

az=ag =ag =al (mod p).

When « is inseparable, so too is @& since F is supersingular. Then a, = agz = 0, so the claim holds in
this case as well.

Proposition 3.11 suggests a simple approach to computing the trace of a separable endomorphism
« modulo p: compute the action of « on the space of invariant differentials. In particular, compute
ao € Fp2 and then compute Ter2 JF, Ga = Qo +ak,. Recall that we assume « is represented by a sequence
of isogenies, which in turn are represented by rational maps. If « = ¢po---0¢y where ¢;: F; — F;;1 are
isogenies, and if we choose the standard invariant differential w; = dx /2y on each E;, then ¢fw;i1 = ciw;
for some ¢; € Fp,2 fori =1,...,L —1. Then

L
Qo = H C;.
i=1

Thus to compute a, we must compute c;.

Lemma 3.14. Let E and E' be elliptic curves in short Weierstrass form and let E be given by y> =
23+ Ax + B. Let ¢: E — E' be an (-isogeny in standard form ¢(x,y) = (u/v,cys/t). Then the leading
coefficients of u(x) and s(x) are both equal to ¢*. In particular, if c, and c, are the leading coefficients
of u(z) and cs(z), respectively, then ¢ = c;tc,,.
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Proof. The proof involves simply inspecting the arguments in [29] and [1, Proposition 4.1]. First assume
that ¢ is normalized, i.e., ¢ = 1. We claim that the leading coefficient of u(x) is 1. Let F = ker ¢ and let
F* C F contain precisely one of Q or —@Q for all nonzero Q € F. Veélu's formulas [29] express u(z)/v(z)
as

41‘% +Azqg + B
(€ =z )

where tg = 3xz2 + A if Q has order 2 and otherwise tg = 2(3x2Q + A). When written as a rational

function, the denominator of I, is v(x). Note when written with common denominator v(z), the terms
Ii‘i@ and 4% will have numerators of degree £ — 2 and ¢ — 1, respectively, since the degree of
v(z) is £ — 1. Thus the top degree term in the numerator of I, will be z - z‘~! = 2, so we conclude u(x)
is monic.

Since I, (z) = (u(z)/v(x))’, and since v and v are monic of respective degrees ¢ and £—1, the numerator

of Iy(xz) = (u(z)/v(z))" has leading term equal to
xf—l _Zxé—l o l‘é . (g _ 1)x€—2 _ (f _ (f _ 1))1:2[—2 _ LUM_Q.
This settles the case when ¢ is normalized.
Suppose now ¢: E — E’ defined by (x,y) — (u(x)/v(x), c(u(z)/v(x))y), where ¢ is arbitrary. Con-
sider the isomorphism ¢: E' — E” given by (z,y) — (¢™2x,¢ 3y). Then t*wpr = cwpr. Thus ¢ =10 ¢
is normalized:

(1) wpr = ¢* 1 wpr = ¢*cwp = c- ¢ lwp = wg.
The coordinate functions of ¢’ are
92 ’
c u(w)’c_3y<u(x)> '
v(z) v(x)

The leading coefficient of ¢™?N(x) must be 1, so the leading coefficient of u(z) must be ¢?. Similarly
the leading coefficient of the numerator of ¢~3(u(x)/v(x))’ must be 1 (and the denominator is clearly
monic), so the leading coefficient of the numerator of (u(x)/v(x))’ must be c3. O

2

Lemma 3.14 implies that, given an isogeny ¢(z,y) = (I3, cyly) in standard form, we may calculate

¢ by finding the leading coefficients c, and c, of the numerators of I, and cl, and then calculating
c=cyley.
Proposition 3.15. Let p > 3 be a prime and let E' be a supersingular elliptic curve defined over Fy. Let
a € End(E) be an endomorphism. Let o = ¢ o--- 0 ¢ o m,r where ¢; are isogenies of degree at most
d defined over F, and myr is the p"-power Frobenius. Let (¢(x), c;ydy(z)) be a representation of ¢ in
standard form. Let n = [logq]. Then tra mod p can be computed with O(Ldn + Lnlogn + n(logn)?)
bit operations.

Proof. If « is inseparable, i.e., r > 1, then tra = 0 (mod p) by Proposition 3.11. Suppose r = 0 so « is
separable. Fori =1,2,... ¢, let ¢; , and ¢; , be the leading coefficients of the numerators of ¢; , and c¢; ,
respectively. By Lemma 3.14, we have ¢; = cl_;cly We then have aq = [[; ¢; = (Hl cm)fl ( IL c,y)
Extracting the coefficients ¢; , and ¢; , from ¢; , and ¢;, can be done in time O(Ldn), i.e., the time
required to read in the input. Finally a, may be computed with O(L) multiplications and one inversion
in Fp2 at a cost of O(Ldn+ LM(n)+M(n)logn) C O(Lnlogn+n(logn)?) bit operations. This correctly
computes tr & mod p by Proposition 3.11. (|

Remark 3.16. In practice, an endomorphism « will be represented by a sequence of L isogenies of
small (likely prime) degree; presumably these isogenies are computed by Vélu’s or Kohel’s formulas and
therefore are normalized. Thus one can expect the first L — 1 will be normalized and ¢, is not. Thus
we can find a, by calculating the normalizing coefficient of the final isogeny ¢y, .

3.3. Computing with rational points. We can exploit the fact that E is supersingular in another.
For simplicity, assume E is defined over F,: and that j(£) ¢ {0,1728}. Then g = [p] or [—p] so
#E(F,2)) = (p—1)? or (p+ 1) and as abelian groups we have E(F,2) =2 Z/(p — 1) x Z/Z(p — 1) or
Z/(p+ 1)Z x Z/(p + 1)Z accordingly [19, Lemma 4.8]. We can easily decide which is the case given E,
for instance by testing whether a random point has order dividing p + 1. Assume #E(F,2) = (p + 1)%
Suppose £¢ | (p + 1). Then we can compute the trace t; as follows:
(1) Find a point P of order £¢;
(2) compute @ = a(P) and R = (a? + deg(a))(P);
13



(3) Find d = dlogg (R);
(4) Then d = tro (mod £¢), where £¢ is the order of a(P). (Note ¢’ < e.)

Even better, one can compute ¢t mod ¢¢ using the discrete logarithm between @ = P and R = «(P) + a(P).
In a group of order ¥, discrete logarithms can be computed with O(klog ¢ loglog (f’“ )) group operations

using the Pohlig-Hellman algorithm as described in [21, § 11.2.3]. Since £¥ € O(p) this requires O(n logn)

group operations totaling O(n?(logn)?) bit operations, where n = [logp]. Therefore, this procedure is

faster than the algorithm in 3.1 for primes ¢ dividing p — 1. Moreover, we recover more information than

before: we can recover tr & modulo the order of P.

When £ | (p — 1), the quadratic twist of £ has a point of order ¢* for some k& > 1. Conjugating «
by a twisting isomorphism preserves its trace, so we can again compute the trace of a modulo a power
of £ efficiently by solving a discrete logarithm between points of order £¥ on the twist. In isogeny-based
cryptography, one often uses primes such that p? — 1 has a large smooth factor. Therefore, this trick will
be particularly useful for cases of practical interest.

4. COMPUTING THE TRACE

We now describe our algorithm for computing the trace of an endomorphism « € End(F) of a super-
singular elliptic curve E defined over F, where ¢ is a power of a prime p > 3. As in the SEA algorithm,
we compute tr o by computing ¢, := tr @ mod ¢ for enough primes ¢ in order to recover tr o with the
Chinese Remainder Theorem.

Theorem 4.1. Let a = ¢y o--- 0 ¢y be a separable endomorphism of a supersingular elliptic curve E
defined over Fy with j(E) ¢ {0,1728}. Let n = [logq]|. Assume that Llogd € O(n). Then tra can be
computed with O(n*(logn)? + dLn3) bit operations. When d € O(1) and L € O(n), the complezity is
O(n*(logn)?).

Proof. Let t; := traomod ¢. We need t, for £ < B such that [[,. 5 ¢ > 4d%/? > 4,/dega. By the Prime
Number Theorem, we may take B € O(Llogd) € O(n), so the largest prime used is O(n). We can
compute t;, = tra mod £ in time O(n3(logn)? + den?logn) by Theorem 3.10. The number of primes
used is 7(B) € O(n/logn). The total cost is O(n3(logn)? + dLn?). O

Remark 4.2. If o € End(E) is not separable, then « factors as @ = asompr = ¢pp0---0 ¢y ompr. We
can compute t; = tra mod £ by computing the restriction of m,- to ker where v is an /-isogeny as in
the SEA algorithm, i.e., by computing #”" modulo the kernel polynomial h of 1) with the square-and-
multiply algorithm and then computing ap = ag(mpr) as in Section 3.1. This has the same complexity
(see e.g. [23, Theorem 13]) under the assumption that » € O(L). Thus we can compute the trace of any
endomorphism of a supersingular elliptic curve in time O(n®(logn)? + dLn?) assuming Llogd € O(n)
and r € O(L).

5. TIMINGS

Our implementation of our algorithm in Sage [28] is available at https://github.com/travismo/
beyond-the-SEA/. To demonstrate the asymptotic speedup from Elkies primes and the practical speedup
from computing the trace modulo p, we ran the following experiment. For each bit length b € {16, ..., 32},
we computed a random b-bit prime p, 5 supersingular elliptic curves E/F,2, and for each curve, we
computed an endomorphism of degree 2° for L = 4[log, p] using the cycle-finding algorithm in [6].
We then computed the trace of o with Schoof’s algorithm (i.e., using division polynomials), with the
SEA-algorithm (i.e., using kernel polynomials of ¢-isogenies), and then the SEA algorithm with the
trace-modulo-p algorithm, and finally the SEA algorithm, trace-modulo-p, and using points whenever
¢ | #E(F,2). We observe a substantial speedup from using kernel polynomials rather than division
polynomials. We also see the speedup offered from computing the trace modulo p: we very efficiently
get about log p bits of the trace. Since the input endomorphism always has degree 24M°271 and we need
to compute the trace modulo N = p[], 5 so that N > 4 - 22Mog Pl when using the trace-modulo-p
algorithm, we might expect that calculating the trace using the modulo p-information makes the cost of
a 32-bit instance roughly as expensive as a 16-bit instance that does not use the modulo-p information
and computes the trace modulo N' =[], ¢ so that N' > 4 - 22MogPl The data in the second figure
supports comparison.
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6. DEWAGHE’S ALGORITHM FOR ELKIES’ METHOD APPLIED TO ATKIN PRIMES

We conclude with a discussion connecting the material in Section 3.1 with the method of Dewaghe
for extending Elkies’ method for computing ¢, = tr 7y mod £ for an ordinary curve E and Atkin prime
¢ for E. For simplicity, suppose E is defined over F,. Additionally assume j(E) ¢ {0,1728}. Define
() == ®4(j(E),z) and suppose ¢, has no roots in F,, so E has no F,-rational /-isogenies. Then ¢ is
not an Elkies prime for E, but it could be that it is an Elkies prime for F after a small extension of
the base field. Schoof proves in [20, Proposition 6.2(iii)] (under our assumptions that E is ordinary and
J(E) ¢ {0,1728}) that if ¢, has no roots in [F,, it factors into (¢4 1)/r factors of degree r, where r is the

order of the image of 7z in PGL(E[(]). The integer 7 can be computed by computing ged(z?" — x, po(x))
fori=1,2,...,£+ 1 as is done in Atkin’s modification of Schoof’s algorithm [20, §6].

Let f be an irreducible factor of degree r of p(x) and let Fpr = F,[t]/(f(t)). The division polynomial
1y has a factor h of degree (¢ — 1)/2 over F,r corresponding to the kernel polynomial of a F,--rational
l-isogeny with kernel K. It is not the case that mg induces an endomorphism of K, but we can still use
the algorithm in 3.1 to compute t; = tr 7 mod . We may compute t;, = tr 7 mod ¢ by, as before,
computing ¢ such that

7rJ%3|kerqs +p{ker¢ = CWE‘kerqb'

In the worst case, this is no faster than Schoof’s algorithm for computing ¢,: the degree of f can be £+1,
and the degree of h will be (¢ —1)/2, so the polynomial arithmetic in Fy-[z]/(h) will be as expensive as
the arithmetic in Fp[z]/(1)¢). But it is possible that ¢,(z) can have irreducible factors of degree strictly
less than ¢+ 1.

Because E has a [F,--rational f-isogeny with kernel polynomial h, there is a factor of v, of degree

r(¢ —1)/2 in F,[z] given by g = [[i_, h("). Then the roots of ¢ are the z-coordinates of affine points
in the orbit of K under mg. Let V' be the subscheme of E cut out by g. Then one may compute t, by
computing ¢ = t, such that W%|v + q|v = CWE’V. At a high level, this is the method of Dewaghe |5,
Section 4] for applying Elkies’ method to Atkin primes.
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