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Software verification is a complex problem, and verification tools need significant tuning to achieve high
performance. Due to this, many verifiers choose to specialize on reachability properties, or invest the time to
implement known transformations from the given specification to reachability on their internal representations.
To improve this situation, we provide transformations as stand-alone components, modifying the input program
instead of the internal representation, enabling their usage as a preprocessing step by other verifiers. This way,
we separate two concerns: improving the performance of reachability analyses and implementing efficient
transformations of arbitrary specifications to reachability. We implement the transformations in a framework
that is based on instrumentation automata, inspired by the BLAST query language. In our initial study, we
support three important concrete specifications for C programs: termination, no-overflow, and memory cleanup.
Moreover, we discuss the broader expressiveness of our framework and show how general liveness properties
can be transformed to reachability. We demonstrate the effectiveness and efficiency of our transformations
by comparing verifiers that support the specifications natively with verifiers for reachability applied on the
transformed programs. The results are very promising: Our transformations can extend existing verifiers to be
effective on specifications that they do not support natively, and that the efficiency is often similar to verifiers
that natively support the considered specifications.

CCS Concepts: « Software and its engineering — Formal software verification; Formal methods; » Theory
of computation — Verification by model checking; Program reasoning.

Additional Key Words and Phrases: Formal Verification, Model Checking, Software Verification, Program
Analysis, Specification, Monitoring, Specification Reduction, Reachability

1 Introduction

Software verification is the problem to decide, for a given program P and specification ¢, whether
the program P satisfies its specification ¢, in short: P |= ¢. Due to the complexity of the problem, ver-
ification tools need significant tuning to achieve high performance. Because of this, many verifiers
choose to specialize on reachability properties or invest time to implement known transformations
from given specifications to reachability on their internal representations. Considering an overview
of all tools for software verification that participated in the competition on software verification
(SV-COMP) [15], we see that many verification tools (more than 30) support a basic reachability
property and have focused on tuning their algorithms towards best performance on such tasks. A
lot fewer tools also support other specifications, such as no-overflows or termination, since adding
support for these properties is a time-consuming process.

To address this issue, a software verifier can be constructed in two ways: (a) implement a
verification algorithm for P |= ¢ or (b) transform the problem in order to solve it using an existing
algorithm. The transformation-based approach consists of two steps and assumes that an existing
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verifier v supports a specification ¢’. In the first step, the problem P |= ¢ is transformed to a
problem P’ = ¢’, such that P |= ¢ holds if and only if P’ = ¢” holds. In the second step, the
problem P’ |= ¢’ is solved by the existing verifier v. The transformation is also called a reduction
from P |= ¢ to P’ | ¢’. Several verification tools choose to use transformations [8, 37, 46] since
transformations allow for a separation of concerns: (1) implement a rich set of specifications and
(2) tune the performance of specialized algorithms for one particular specification. For example,
given a verifier that supports reachability, the verifier can be extended to support other specifications,
like termination and no-overflow, for which a transformation to reachability is available.

Currently, every verification tool desiring to benefit from transformations needs to support further
properties requires a re-implementation of the transformation. The goal of this paper is to show
that it is possible (a) to construct verifiers in a modular way from independent components, that is,
compose an ‘off-the-shelf” transformation with an ‘off-the-shelf” verifier, such that a transformation
can be used with arbitrary verifiers for C programs to support more kinds of specifications, (b) that
transformation-based approaches can be even more efficient than native support for specifications,
and (c) that the standalone transformations do not necessarily lead to a performance decrease in
comparison to tool-specific implementations for checking the input specification (with an internal
transformation step).

To achieve this, we envision a transformation framework for software verification, in which
developers write specifications at a high-level as instrumentation automata (IA), which contain
instructions to monitor the program execution. They are inspired by the BLAST query language [17]
and SLIC [12], which is a specification language for SLAM [13]. Both specification languages are based
on monitor automata and have shown to be useful in practice, since the convenient and succinct
notation of monitor automata is often easier to understand than LTL formulas. Instrumentation
automata observe the state of the program in the same manner as monitor automata: they raise an
error when appropriate. Monitor automata can be implemented either by instrumentation of the
monitor into the program code [12, 17] or by an implicit on-the-fly product construction in which
the monitor is a separate analysis component [23, 69]. Instrumentation automata are very similar
to monitor automata, but they are used to instrument the monitor into the code.

To showcase our approach, we have implemented three transformations that reduce verification
problems, for which the specification is to check termination, memory cleanup, or (arithmetic)
no-overflows, to verification problems for which the specification is to check reachability. Those
three kinds of specifications are important and often used, because we want programs to not hang
but progress with useful computation (termination), we want the programs to free all allocated
memory such that we can use the programs as components as part of other programs (memory
cleanup), and we want the software to not run into undefined behavior, like signed-integer overflow,
and always have values within their types (no-overflows).

In summary, the advantage of our approach is to support a clear separation of concerns, because
the concern of optimizing a verification algorithm (for reachability) is now completely independent
from checking whether a (non-reachability) specification is satisfied. This opens new opportunities,
for example, using testing tools to check for violations of any specification that can be instrumented
into the program. It is now possible to construct a fuzzing-based non-termination checker without
spending any development effort on the fuzzing tool. All it takes is to develop the instrumentation
automaton for our transformation framework.

Contributions. We make the following contributions:

e We propose a verifier-independent, modular transformation framework for instrumentation
of C programs, such that verifiers for reachability can be used also for other specifications
as well (inspired by existing approaches [17, 68]).
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e We offer an implementation of our transformation framework in tool TransVer ! that can be
used to extend existing verifiers —in a black-box manner— to support more specifications
without changing the code of the existing verifier.

e We conduct an experimental evaluation on a large benchmark set of C programs, which
shows that we can effectively extend existing verifiers to specifications that they did not
support before (RQ 1), verifiers combined with transformations are performing really well
and often outperform tools specialized in verifying the original property (RQ 2, RQ 3), and
it does not pay off to implement transformations inside a verifier, that is, verifiers with
internal transformations are not necessarily more efficient than a composition using our
transformation framework and an ‘off-the-shelf” verifier (RQ 4).

2 Related Work

Program transformations have a wide variety of applications [62, 71]. We use the following clas-
sification of transformers in formal methods [24]: transformers that (a) simplify a model (in the
same language) so that it is easier to verify, named Reducers, (b) convert a verification task to an
equisatisfiable task with a different specification, named Specification Transformers, and (c) expand
a model (in the same language) to record information for further analysis, called Instrumentors. Our
approach is a specification transformer that uses an instrumentor to expand the program.

There are reducers that remove complicated language constructs, for example, by sequentializing
concurrent programs [43, 50], by using shadow memory [51, 72], by reducing the program to
a simplified syntax [37, 60], or by merging multiple loops into one single loop [3, 4]. There are
also reducers that focus on improving the performance of the verification process, replacing
program constructs (for example, loops) by constructs that are easier to verify [25, 26, 44, 52, 55, 70].
Sometimes they use information from run-time verification to ease the static analysis [32].

Specifications transformers convert a problem P |= ¢ to a problem P’ |= ¢’. This makes it possible
to use algorithms for the verification of ¢’ to also verify ¢ [21, 30, 31, 35, 46, 66—68, 73]. Specifications
transformers are also used for testing, in order to transform a program and a coverage specification
to another program and coverage specification, such that existing tools for test generation or
test-suite analysis can be used [47, 48]. Our work focuses on this kind of program transformation.
We improve over existing works by two aspects: modularity and generality. Outputting a modified
C program makes the application of any C verifier that supports reachability effortless. Moreover,
we demonstrate that our framework supports transformations of multiple properties.

Instrumentors are used to add code to the program that is used to collect information for further
analysis. A recently proposed instrumentation approach [6] can speed up the verification of
programs containing operations over arrays using ghost variables and rewriting rules. The two
main differences between our and the mentioned approach are (a) that we transform the task from
other specifications to reachability specifications, and the above-mentioned approach transforms
programs with extended quantifiers in assertions to programs with simpler assertions and (b) the
ordering of instrumentation. The approach [6] provides a set of rewrite rules that are applied based
on the syntax of the program. Under some conditions, the instrumentations can only introduce false
errors but will not miss the errors that were in the original program (soundness). Therefore, the
approach tries multiple orderings of the application of the rewriting rules. Then, if a counterexample
is found, they follow the counterexample-guided abstraction refinement (CEGAR) approach to try
different orders of the rewriting rules. Our instrumentation framework monitors the syntax of the
program and also semantic structures. For example, the termination transformation would not be
correct if we cannot monitor loops implied by recursive calls of functions or goto jumps. Moreover,

Ihttps://gitlab.com/sosy-lab/software/transver


https://gitlab.com/sosy-lab/software/transver

4 D. Beyer, M. Jankola, M. Lingsch-Rosenfeld, T. Xia and X. Zheng

unsigned int x = nondet();

int main(void) {
unsigned int x = nondet ();
assert (x >= 0);
int y = 1;

while (x < 127) {
X =x + y;
y=y+1;

o R - NS B O UR R

Fig. 1. An example program (left) with a corresponding CFA (right)

the instrumentation automata provide an implicit ordering of the instrumentation. Hence, we
construct only one instrumented program and do not need to refine it based on counterexamples.

Other approaches use instrumentors to express the verification goal as part of the program to be
verified. This has been studied for a variety of applications. One such example is in the context of
verification witnesses [7, 18] in the case of MetaVal [28], which creates a product of the witness
and the program. Another example is proof-carrying code [59], where the proof is embedded
into the program. Furthermore, adding the specification into the program allows for its run-time
monitoring [38, 54, 61].

3 Background

Control-Flow Automata (CFA). We model the control-flow of C programs as control-flow au-
tomaton [20]. A CFA is a tuple (L, lp, G), where L is a finite set of locations (or nodes), [, € L is
the initial location and G C L X Opt X L is a set of edges between locations, which represent the
operations in the program. We consider the following special functions; nondet () which returns a
nondeterministic value and assert () describes a safety condition 7 on the variables that should
always hold at its location. In the case of memory-cleanup transformation, we also allow calls to
the standard memory-allocation functions malloc, calloc, realloc and free. Figure 1 shows an
example of a program and a corresponding CFA. In practice, we also store the information about
type of variables and expressions used on the edges of CFA. In this paper, a state of a program is a
mapping of the variables to values.

We assume that the CFA is constructed from a C program such that every edge contains at most
a single operation as is done by CPAcuecker [23].

Specifications. One of the most prominent specification languages for behavioral properties is
linear-time temporal logic (LTL) [65]. One standard way to implement a model checker for LTL is
to transform the LTL formula into a Biichi automaton and check the product of its complement
and the model of the implementation for emptiness. Several transformation tools that transform
specifications from LTL to Biichi automata are available (e.g., Spot [42] and LTL2BA [45]). There
are also model checkers that offer to write down specifications directly as monitor automata, such
as Brast [22] with the BLAST query language [17] or SLAM with its specification language SLIC.

In the International Competition on Software Verification (SVCOMP) [15] tools compete in
verifying multiple practical LTL properties?. Table 1 lists the properties from SV-COMP, for which

Zhttps://sv-comp.sosy-lab.org/2024/rules.php
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Table 1. Specifications considered in this work

Specification Explanation
e No execution of the program violates condition 7 at the location
reachability . .
with operation assert(x).
No execution of the program produces a signed integer result of
no-overflow an operation whose value is outside the range of the C type int.
termination Every execution of the program eventually terminates.

No execution of the program allocates a pointer and then finishes

memory cleanu ) . . .
y P without freeing it, or frees the same pointer twice.

Every infinite execution of the program satisfies 7 at the location

explicit liveness with assert_live(sx) infinitely often.

we demonstrate transformations within our framework in Sect. 5. Coming back to LTL, there are
two important subclasses of LTL formulas: safety and liveness. Any LTL formula can be decomposed
into a conjunction of subformulas of these types [64]. Furthermore it has been shown even liveness
properties, an important subclass of LTL properties, can be reduced to safety [68]. Therefore, if a
verifier supports general safety specifications, in principle it can verify any LTL formula.

Safety properties hold for every reachable state in every execution. They are violated if there is a
reachable state that violates this property. In SV-COMP the most general version of this property
is reachability. It is a very modular property, since one can explicitly encode multiple properties
as assertions. Therefore, it is very natural to express other specifications as reachability. Further
reasons to reduce specifications to this property is the high interest in reachability by the software
verification [15], hardware verification [34, 57], and automated testing community [5, 14, 33].

Liveness properties describe desirable properties on states that should be satisfied by every
infinite execution infinitely often. A liveness property is violated if there exists an infinite execution
that, from some point, never satisfies the specified property on the states. The main example of
this property in SV-COMP is termination. However, SV-COMP does not introduce a general liveness
property similar to reachability for safety. Therefore, we define explicit liveness that expresses the
conditions on the states explicitly with special labels similar to assert for reachability. While
liveness properties may appear more complex than safety properties, they can be reduced to them
for any finite system [68]. We show, how to perform such transformation in our framework in Sect. 6.
Therefore it is feasible for verifiers to concentrate on safety properties and use the transformation
to verify liveness properties.

4 Transformation Framework

Figure 2 presents the workflow of our transformation framework. It takes as an input a program P
and a specification ¢. The user first needs to formalize the property in the context of instrumentation
automata (IA) and implement it inside CPAcuecker, marked by the blue arrow. We show how to do the
formalization for three properties in Sect. 5. The framework then transforms the program P into an
equivalent CFA C and combines it with the IA A to obtain a new CFA C’ using the sequentialization
operator ®. Finally, the resulting CFA C’ is used to instrument the original program P with the
instrumentation operator & preserving the structure of the original program as much as possible.
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Fig. 2. Workflow of the program transformation

Instrumentation Automata. An instrumentation automaton specifies how an input program
needs to be instrumented in order to make the original property explicit using assertions. It is
inspired by the observer automata from the BLAST query language [17]. The observer automata
are expressive enough for all temporal safety and liveness properties, and their syntax resembles
C programs, which makes them convenient to use for software engineers. They allow syntax
pattern matching of the operations used in a given C program followed up by the corresponding
event actions or assertions. To be able to transform more complex properties, we allow the pattern
matching over the structure of the CFA, which considers not only the syntax of the program but
also its semantics. It enables matching on the semantic loops (implied by recursive calls or goto
jumps). Therefore, we extend our modeling formalism to queries over locations in the CFA.

An instrumentation automaton is a tuple (Q, qo, Var, 3, ), where Q is a set of states, gy is an
initial state, Var is a set of variables of the automaton, § C Q X PATTERNS X Opt X {A,B} X Q is
a transition relation, and « is a state annotation. Transition (g, p, op, X, p) from state q to state p
specifies:

e Pattern p is a C expression used to match an operation on a CFA edge while allowing terms
like $x9, to match variables from the CFA and then read their value in op. Similarly, as for
regular expressions, we define a special pattern .* that matches any number of any symbols.
For example, p = . * $x¢ + $x;.%; matches an expression that contains plus and it passes its
operands to op. Further, special patterns cond and ! cond match a condition and its negation
in a location with branching.

e Operation op can read and write to variables from Var, but it can only read values from
CFA variables matched by p. In particular, it can introduce assertions.

e Symbol X € {A, B} specifies whether the operation should be placed before (B) or after (A)
the matched edge in the CFA.

The state annotation a : Q — {true, loop_head, init, end} assigns a predicate to every state.
Currently, four predicates are used: true holds for any location, 1oop_head is true for locations at
the beginning of a loop, init is true for any initial location, and end is true for any final location
and corresponds to a final at_exit call.

Sequentialization Operator. The sequentialization operator ® is responsible for taking the
operations from a given IA and placing them in the indicated places in an input CFA. The operator
implicitly traverses both the CFA and IA in parallel. During the traversal, it checks for states that are
matched by the locations in the annotation & and inserts the operations from the transitions in the
IA that are matched with the transitions in the CFA. Whenever there is a match of the transitions,
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Algorithm 1 Sequentialization operator ®

Input: a CFA C = (L, 1), G), an IA A = (Q, Var, §, qo, @)
Output: CFA C’' = (L’,l;, G") which can be used for the instrumentation of the original program
1 (Ag 10,), (AL, (A, 1K) « initialize_automata(C, A);
2 L',G «—{[}.{};
3: waitlist, finished — {(12,,,,q3), (IL;1» @) - (15 .. @)} {35
4: while waitlist # 0 do
50 (L,q") « waitlist.pop();
if (1, q') € finished) then
continue;
finished.add((L, q"));
waitlist < waitlist U succ((l, ¢"));
10:  if =a’(q") (1) V succ_IA(L,q") = {} then
11: G «— G U{(l,0p",I') € G};
12:  else
13: G’ « G’ UNE((L,q"));
14 L L u{l" | 1" ¢ L' AT, op((U',0p,1"™) € G’V (1", 0p, ') € G') };
15: return (L', [}, G');

Y ® 2

it progresses only in the IA by including all the successors of the matched transitions of a state into
a waitlist. If there is no match for an edge in the CFA, the algorithm traverses only the CFA.

The sequentialization operator is realized by the procedure in Alg. 1. The algorithm starts with
the initialization step, where it traverses the CFA and collects additional information about the
program that can be then used to construct specific instrumentation automata for a given program.
For example, a transformation for termination initializes one automaton (Fig. 6) per loop in the
CFA, collects all the variables used in the respective loop, and initializes one ghost variable for
each. Another example is the liveness automaton (Fig. 8), which initializes one variable I per each
assert_live. Moreover, initialize_automata also returns a location from the CFA for each
automaton, labeled as the initial location for the automaton. This optimization is used to skip parts
of the CFA, for example it is used for the automatan for termination to only monitor its own loop.

The while loop in line 4 traverses both the input CFA and the IA in parallel. States and all the
other components from automaton A;, 0 < i < k are marked with i in the superscript. In one
iteration, it processes one pair of a location and a state (I, g').

It processes each pair ([, ¢') by first computing the new pairs locations and states that have not
been visited before, as seen in line 9. For this it uses the function succ shown in Eq. (2).

succ_IA((L,g)) = {(L,p") | 3(LopC,1') € G, 3(q', p,op™, X, p') € 8 .match(opC, p)} (1)

{(',¢) 1 3(Lop,l") € G if ~a'(q")() v succ_IA(L q") = {}
succ_IA(L, ¢") otherwise

suce((Lq") = { @)

To compute the successors using Eq. (2) there are two cases. In the first case, the annotation of
the state does not hold for the location, or none of the outgoing edges from ¢’ matches an outgoing
edge from [. Therefore, the algorithm progresses only in the CFA and creates new pairs of ¢’ with
all the successors of I. In the second case, the annotation holds &' (g*)(l), and there are transitions
from ¢ with pattern that matches some edges from I. The case results in progressing only with
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the IA and pairing all the successors of the transitions that matched some edge with [, which is
expressed through the function succ_IA in Eq. (1).

The condition in line 10 is responsible for adding new edges into the resulting CFA. Similarly, as
in the first case of successors function succ, if no outgoing edge is matched or the state annotation
does not hold for the location, the algorithm adds all the edges from the input CFA C. In the else
case, the function NE (new edges) presented in Eq. (4) computes all the edges that instrument the
original program.

Inside the function in Eq. (4) the predicate MV (Matched Variables) presented in Eq. (3) is true if
it the two operations match through the correct substitution of the placeholder variable. This is
done by seeing if an operation op® from a CFA edge and an operation op”' match. Where op” is
constructed by replacing wildcard placeholders in the operation @ﬂi taken from a transition in
the IA with the matched variables. For example, let us assume CFA edge (I,y = z+42,/’) and an
IA transition (g, . * $x1 + $x2.%, assert(x1 > x2), B, q’), then MV (y = z + 42, assert(z > 42), B)
evaluates to true. Function NE uses the predicate MV to get the matched operations with replaced
variables based on the pattern p. Further, the algorithm places the new operation after (A) or before
(B) the edge in the original CFA C. It adds a new location ["*" and either orders the operations
op?i,0pC (A) or 0p®, op™i (B). Lastly, the algorithm adds the new locations into C” in line line 14.

MV (0pS,0p™, X) = 3(q", p,op”", X", p') € 8" . match(opC, p)A
X=XA (3)

op™ = vars(op©,op™", p)

NE((L ¢")) = U {(Lop™, 1), (1", 0p¥,I') | (LopS,I') € G A MV (0p©,0p”™,X)}  (4)
(x,y.X)€e
{(A,C.B),
(C.ALA)}

Instrumentation Operator. The instrumentation operator W takes as an input the output CFA
from the sequentialization operator and the original program. It iterates through every statement
of the program and checks if there are some newly inserted operations in the corresponding CFA
node. It puts them before or after the operation in the original program based on their order in the
input CFA.

Example. Consider the program from Fig. 1 and the property "If the execution of a program does at
least one iteration of the loop, the value of x will always be at most 136". The property can be formalized
as an instrumentation automaton Fig. 3a. Applying the sequentialization operator to the IA Fig. 3a
and the CFA from Fig. 1 produces the CFA Fig. 3b. The function initeliaze_automata returns the
same IA as there is nothing to be initialized in this example. It then initialize waitlist with the only
pair (I, go). The most important explored pairs are (I3, qo), (ls,q1) and (I, g2) as they are the only
pairs for which the annotation « holds. For example, let us focus on the edge (I, [x < 127],1;) and
the transition from q; to g. MV ([x < 127], looped = 1; A) is satisfied because the edge matches
pattern cond, therefore new_edges((ls,q1)) = {(l, [x < 127],[7™), (I7¢", looped = 1;,1;)} The
output program after & applied on the CFA in Fig. 3b and the original program from Fig. 1 results
in Fig. 4.
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init unsigned int x = nondet();

true | int looped = 0;| B

assert(x > 0); int looped = 0;

loop_head

start

cond | looped = 1;| A

inty=1;
@ loop_head [x > 127] @
' y=y+1 [x < 127] assert(r)

lcond | assert(x);| A
x=x+y; looped = 1;

[J‘L’ =x <136V looped = 0]

(2) An instrumentation automaton (b) The CFA after sequentialization

Fig. 3. An example IA (left) and the corresponding CFA after sequentialization with the CFA from Fig. 1 (right)

int main (void) {

1
2 int looped = 0; // added

3 unsigned int x = nondet ();

4 X = X * X;

5 int y = 1;

6 assert (x >= 0);

7

8 while (x < 127) {

9 looped = 1; // added

10 X = x + y;

11 y =y + 1;

12 }

13 assert (x <= 136 || looped == 0); // added

14}

Fig. 4. An example of an instrumented program

5 Specifications as Instrumentation Automata

To study the performance of reachability analyzers when applied to different specifications, we
focus our experiments to the transformation of three specifications from SV-COMP [15]. This section
shows how to formalize them as IA.

No-Overflow. According to SV-COMP, the specification no-overflow is violated by a given program
if there exists an execution of the program that executes an operation with a signed-integer
result, but the resulting value does not fit within the range of the signed integer. To simplify the
instrumentation, let us assume that a program consists only of signed integer variables and, at
most, one arithmetic operation per line. In our implementation, we enforce these assumptions with
CPAcrEcker [23] by tracking the types of the variables and the expressions on the edges of the CFA,
and instrumenting only the operations with signed-integer results. We also decompose complex
arithmetic expressions into multiple CFA edges, each containing one operation, using intermediate
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true

= /... .@‘ L% $x0 + $x1.%; | assert(m);| B

[m - —|(((x1 > 0) A (xp > (INT_MAX = x1))) V ((x; < 0) A (xp < (INT_MIN — xl))))]

Fig. 5. An excerpt of the IA for the no-overflow property

init loop_head

true | int saved = 0;int x,...,int x;;| B
90 q2

cond | assert(n); op;| A

Eop = if(nondet() A saved = 0){ x| = xo;...;X,, = X,; saved = 1; }]

= (saved =1) = (xg #x0 Vx| # X1 V- VX5, # Xp)

Fig. 6. An example of an IA for the termination property

results. Figure 5 shows the IA corresponding to the no-overflow specification. We display only the
transition for addition since the transitions for the other operations are analogous. The automaton
matches every operation and adds the corresponding condition as an assert before the operation.
For example, before doing an addition, the result of x( + x; should not be larger than INT_MAX and
if x; is negative, then x( + x; should not be smaller than INT_MIN. The operations together with
the necessary conditions to prevent the overflows can be found listed online [1]. Assuming that we
handle every arithmetic operation with the resulting type of signed integer, this transformation is
sound and complete.

Termination. The representation of the termination property as an IA is shown in Fig. 6 and based
upon the work of Schuppan and Biere [68], who propose a transformation of liveness properties to
safety properties for finite systems. To find an infinite execution, the instrumentation monitors
the visited states of the execution. If a state is encountered twice inside a loop, a non-terminating
execution has been found. As a preprocessing step in line 1, our implementation traverses the whole
CFA and initializes an automaton for each loop. For every loop, it collects all the used variables
and initializes their shadow copies x;, . .., x;,. In practice, we use the information about the types
of variables stored in the edges of CFA and can monitor even variables with more complex types
like pointers. The loop-head of the loop is the initial location for every such automaton. Each
time the loop-head is visited, the instrumented program can make a non-deterministic choice to
save the state if no state has been saved before. This is performed by the operation op. If the state
was saved previously, an assertion ensures that the current state is different. The violation of the
assertion means that the execution encountered the same state twice, and hence, it can make the
same non-deterministic decisions to repeat the loop infinitely often. Notice that the transformation
is complete but not sound if we consider dynamic structures like linked lists because such programs
can have an infinite execution without visiting the same state twice. For programs with variables
of the types with finite ranges, this transformation is sound and complete.
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($x9 = malloc($xy); V $x¢ = calloc($x;);) A nondet() | ptr = $xo;| B
$x9 = realloc($xi, $x3); | if ptr == $x; then ptr == $xo; | B

init end
true

true | void * ptr;| B
9o q1 qz
true | assert(!ptr);| B

free($xy); | if ptr == $x, then ptr = null;| B

Fig. 7. An example of an IA for the memory cleanup property

Memory Cleanup. Figure 7 shows an IA for this property. It nondeterministically decides to
track the pointer being allocated and checks if the tracked pointer has been deallocated when
the program terminates. The transition from g to g; initializes the tracking of the pointer. The
result of every memory allocating function i.e. malloc, calloc is nondeterministically assigned
to the tracking pointer ptr. For realloc, we first see if the pointer being reallocated is the same
as the one being tracked. If it is, we update the tracking pointer. These checks are handled by the
upwards facing self-loop. When freeing memory by using free, we have to see if the pointer is the
one currently being tracked. If it is, we set it to null i.e. we are currently not tracking any pointer.
Finally, when exiting the program, demonstrated through the node g,, we see if the tracking pointer
is null i.e. all allocated memory has been deallocated. This is handled by the edge between the
nodes ¢; and g,. Since we handle all the relevant standard functions for memory allocation, this
transformation is sound and complete.

6 Expressiveness Beyond the Presented Transformations

So far, we have shown the transformation of three practical specifications to reachability using
instrumentation automata. However, the question arises of whether the framework is general
enough to unite the transformations of a larger class of specifications into reachability.

In the verification community, linear-time temporal logic (LTL) [65] is one of the most prominent
languages for expressing specifications. There are two important subclasses of LTL formulas:
(a) safety formulas express that a desired property always holds, whereas (b) liveness formulas
express that the property will eventually hold in every execution. Expressing properties from these
classes is relevant because as Mareti¢, Dashti, and Basin [64] have shown, any LTL formula is
decomposable into a conjunction of safety and liveness formulas. Therefore, supporting formulas
from these classes leads to supporting full LTL. In practice, any safety LTL formula can be encoded
as a reachability problem. To further reason about liveness formulas, we define an analogy to
reachability in Table 1 - explicit liveness, which is a concept which has successfully been used by
tools like K2 [46]. Termination is an example of liveness specification and it can be expressed as
explicit liveness by just adding assert_live with the negation of the loop condition after every
loop in the program. If the program is non-terminating, then there is at least one execution that
stays infinitely inside the loop and never satisfies the assert_live condition. If it is terminating,
it eventually ends up in the artificial state that satisfies assert_live and loops there infinitely.

Explicit Liveness Transformation. Figure 8 shows an instrumentation automaton for trans-
forming explicit liveness to reachability. It utilizes the transformation proposed by Biere and
Schuppan [68]. Similar to the termination automaton Fig. 6, it monitors the program for a possible
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assert_live;($x;) | if(x){li=1;} | B

init ..',1ntlk=0;\B

cond | assert(x); op;| A

op = if(nondet() A saved = 0){x; = xo;...;X, = xp; saved = 1; }
= (saved =1A iy =l) = (xg #x0 VX # X1 V- VX, # Xp)

Fig. 8. An example of an IA for the explicit liveness property

infinite execution. However, in this case, the infinite execution must not satisfy at least one of the
assert_live conditions. Such execution would violate the liveness property because there is an
infinite execution of the program that never satisfies the property. The automaton introduces ghost
variables for every variable in the program which are used to track an infinite execution of the
program. Explicit liveness is violated if there exists an infinite execution that never satisfies at least
one of the assert_live(r) conditions. Therefore, the automaton introduces a flag I; for every
liveness assertion, and the flag is set, whenever the condition x is satisfied. This is handled by the
self-loop at q;. If there exists an execution that visits the same state twice and does not satisfy all
of the assertions, the property is violated. This is captured by the assert on the self-loop in g,.
Since both transitions from g match an initial edge in the input CFA, they can look for edges with
assert_live to introduce the flags and for the loops in parallel.

7 Evaluation
The evaluation of our approach addresses the following research questions.

RQ 1 (Modularity): To what extent do the transformations make verifiers, natively sup-
porting only reachability, competitive in the verification of unsupported properties?

RQ 2 (Effectiveness): To what extent are state-of-the-art reachability verifiers using trans-
formation effective compared to state-of-the-art verifiers for the original specification?
RQ 3 (Efficiency): To what extent are state-of-the-art reachability verifiers using transfor-
mation efficient compared to state-of-the-art verifiers for the original specification?

RQ 4 (No Degradation): Is there a difference in the performance of a verifier when the
program transformation is done on the input program level instead of during the analysis?

The proposed research questions aim to divide the evaluation into three parts to provide the
answers for our initial motivation. First, RQ 1 aims to show the modularity of our approach i.e.
can verifiers supporting only reachability be adapted to verify other properties without additional
engineering effort? Second, RQ 2 and RQ 3 aim to evaluate whether the fine-tuned reachability
analyses of the best-performing tools can be as effective and efficient as the state-of-the-art verifiers
of the original properties. This supports our motivation for the clear separation of concerns. It
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Table 2. Tools used in the experiments

Tool reachability no-overflow memory cleanup termination

CPACHECKER [9] v v v v
UAuTtomizer [49] v v v v
UTarpan [40] v v X X
21s [56] 4 X X 4
PrEDATORHP [63] v X v X
Symsrotic [53] v v v v
Tueta [11] v X X X
EMERGENTHETA [10] v X X X
CPV [36] v X X X

suffices to improve the reachability analysis to perform well for multiple specifications. Last, RQ 4
evaluates, whether encoding the transformation directly into a C program loses performance when
compared to the encoding of the transformation inside the verification algorithm.

While the transformations for no-overflow and termination significantly simplify the implemen-
tation of the specification in the tool. For memory cleanup the verifiers need to handle memory
allocation and deallocation correctly even with the transformation. Therefore, we only answer
RQ 2 and RQ 3 for memcleanup. Since the tools used as reachability analyzers in RQ 1 do not
support any of the tasks even in their original form. We also exclude RQ 4 since there is no internal
transformation of memcleanup inside CPAcuecker.

Benchmark Dataset. To answer the proposed research questions, we use a subset with 890 tasks
for no-overflow, a subset with 386 tasks for termination, and the full set with 41 tasks for memory-
cleanup of SV-Benchmarks at its SV-COMP24 version [16], the largest dataset of C programs
with their verification verdicts for multiple properties. The chosen subset for termination and
no-overflow removes programs containing structures, and arrays, since our current implementation
does not support them.

Tools Used. Table 2 lists all the sound® and open-source* tools with their supported properties
that we used in our experiments. All those tools participated in SV-COMP 2024 [15] and scored
among the best in their respective category. We used the version submitted to SV-COMP 2024 in our
comparison. We denote our verifier compositions with transformation to reachability by adding -R
to the verifier’s name, for example, CPV-R means that we applied the transformation and then the
reachability analysis of CPv.

Benchmark Environment. For conducting our evaluation, we use BencuExec to ensure reliable
benchmarking [27]. All benchmarks are performed on machines with an Intel Xeon E5-1230 CPU (4
physical cores with 2 processing units each), 33 GB of RAM, and running Ubuntu 22.04 as operating
system. Each verification task is executed with resource limits similar to the ones used in SV-COMP,
i.e., 900 s of CPU time, 15 GB of memory, and 1 physical core (2 processing units)°.

3We removed Proton [58] from the comparison, even though it performed best in the termination track of SV-COMP 2024,
because it performs known unsound guessing if a non-termination argument is not found.

4VeriABsL [39] and VeriAss [2] performed very well in the reachability category but are not open-source.

5SV-COMP 2024 used 2 physical cores (4 processing units).
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Fig. 9. Quantile plots for (a) no-overflow and (b) termination tasks showing verifiers not supporting the
property natively on the transformed tasks

7.1 RQ1: Modularity

Since our approach produces transformed C programs, it directly allows any verifier for C programs
that supports reachability, to also analyze other specifications. We consider three verifiers from Sv-
COMP 2024: CPV, Tuera and EmercenTrETA, Which support only reachability. Figures 9a and 9b compare
these tools against the third-best tool in the no-overflow category and the termination category of
SV-COMP 2024, respectively. We choose the third-best tool, since they are still competitive i.e. are
unlikely to contain bugs but are also comparable to the ranking of the tools supporting reachability
in that category.

For no-overflow, EmercenTueTa-R Was 226 tasks behind CPAcuecker, and for termination, CPV-R
was only 155 tasks behind 21s. The tools supporting only reachability could solve roughly half
of the tasks that the third best-performing tool could solve in the respective category. Notable is
that cPv was 5th, Tueta was 18th, and EmercenTarTa Was 20th for reachability in SV-COMP24 [15].
This means that even though they did not perform as well as the best performing verifiers in the
reachability category, they can still be relatively successful in the verification of other specifications.

Our transformation framework makes it possible for reachability verifiers to successfully support
properties which they do not natively support and to be competitive in verifying them.

7.2 RQ2: Effectiveness

In order to RQ 2, we compare the performance of the tools on the transformed and the original
tasks.

No-Overflow. As Table 3 shows, UTarran and UAutomizer were able to provide 692 (78 %) and 676
(76 %) correct results, respectively. We observe only a slight degradation in the numbers of the
solved tasks if UAutomizer is applied as a reachability analyzer - 654 (73 %). Thanks to the modularity
of the approach, CPAcurcker as a reachability analyzer was able to find 88 more proofs and 15
more alarms than its integrated no-overflow analysis. Moreover, it solved only 2 tasks less than
the second-best tool UAutomizer. We inspected all incorrect results and concluded that they were
not caused by our transformation, since the other reachability analyzers were able to solve them
correctly. It is expected that reachability and no-overflow algorithms are conceptually similar as
they are both safety properties. However, the transformation allows us to use other algorithms like
K-Induction [41] for reachability which leads to the increase in the performance for CPAcurcker. In
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Table 3. Summary of the results for transformed 890 no-overflow tasks

Tools  (#Tasks) | UAutomizer UTarpaN CPACHECKER | UAutomizer-R CPAcHECKER-R

Correct 890 676 692 571 654 674
Proofs 15 426 441 353 438 441
Alarms 275 250 251 218 216 233

Incorrect 0 0 0 2 8
Proofs 0 0 0 2 4
Alarms 0 0 0 0 4

Table 4. Summary of the results for transformed 386 termination tasks

Results (#tasks) | UAuTomizER  2Ls UAuToMIZER-R  CPAcHECKER-R

Correct 386 305 262 327 126
Proofs 309 246 192 259 60
Alarms 77 59 70 68 66

this particular case the difference is likely due to the overflow analysis of CPAcuecker being based on
predicate analysis and the reachability analysis being a portfolio approach including K-Induction,
predicate analysis and value analysis.

Termination. Table 4 shows the results for termination. UAutomizer as a reachability analyzer
performs the best among all the tools. It was able to solve 327 (85 %) of the tasks, and provide
13 more proofs and 9 more alarms than UAutomizer as the termination analyzer. In contrast to
no-overflow, where the performance gain could be attributed to the used algorithms, the difference
in the performance for termination is more likely due to the conceptual differences between the
verification approaches, because the algorithms developed to analyze termination are usually very
different from the algorithms for reachability.

Notably, our evaluation dataset contained 403 tasks in the beginning. However, thanks to the
transformation framework, we have found that 17 of these tasks contained undefined behavior in
the form of signed-integer overflows. Since the termination behavior is not defined in this case,
we had to remove them from the comparison. A merge request® with the detailed description was
created to remove the currently wrong expected verdict for termination.

Memory-Cleanup. Table 5 shows the results of the comparison of the tools on the transformed
memory cleanup tasks. The results show no large discrepancy between the different tools. Since
the dataset consists of only 41 tasks it is difficult to draw a general conclusion from the results.
However, it is notable that CPAcurcker-R could outperform UAutomizer in this case and that it is close
to the performance of PrepatorHP which is a verifier specializing in memory analysis. The wrong
verdict produced by CPAcuecker-R is due to its incomplete handling of function pointers.

For the no-overflow tasks, the performance of reachability analyzers is comparable to the
verifiers that natively support it. For termination, the performance is better in some cases. For
memory cleanup, some tools perform better than others in both directions.

Shttps://gitlab.com/sosy-lab/benchmarking/sv-benchmarks/-/merge_requests/1543
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Table 5. Summary of the results for transformed 41 Memory Cleanup tasks

Tools (#tasks) | PREDATORHP SymBroric UAuTomizer | UAutomizerR-R CPAcmEcker-R
Correct results 41 35 39 27 24 33
proofs 2 1 2 0 0 0
alarms 39 34 37 27 24 33
Incorrect results 0 0 0 0 1
proofs 0 0 0 0
alarms 0 0 0 0 1
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Fig. 10. Quantile plots for (a) no-overflow and (b) termination tasks comparing verifiers on the original and
transformed tasks

7.3 RQ3: Efficiency

No-Overflow. Figure 10a shows that there are no significant differences in the efficiency of the
approaches for the Urrmvare tools. The difference in efficiency between CPAcuecker and CPAcuEcker-R
is due to the fact that the former uses only predicate analysis, while, thanks to the flexibility gained
by the transformation, we can now also use CPAcurcker-R with its sequential portfolio of reachability
analyses; the switch from one analysis to the next is clearly visible in the quantile plot as a bend of
the graph at around 100s.

Termination. Figure 10b shows a comparison for UAutomizer and 2ts, which were 2nd and 3rd
in SV-COMP 2024. 21s consumes the least amount of CPU time, which is expected since the other
tools are Java-based and have a long startup time due to the JVM. However 21s cannot solve as
many tasks as UAvromizer and UAutomizer-R. For UAutomizer, there is a significant improvement in
effectiveness when using transformation, but the efficiency does not change much.

Memory-Cleanup. Figure 11 shows the quantile plot for the correct results of the memory cleanup
tasks. The plot shows that there is no large discrepancy between tools, accounting for around 10
seconds of JVM startup time for UAuromizer and CPAcuecker, at the beginning but the discrepancy
increases for tasks requiring a longer run-time. This is to be expected since the transformation
introduces a nondeterministic choice for each allocation making task more difficult. Due to the
small size of the dataset, it is difficult to draw a general conclusion from the results.
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Fig. 11. Quantile plot for all correct results on memcleanup tasks

Verifying the transformed programs with reachability is as efficient as verifying the original
programs against the original specification in many cases.

7.4 RQ4: No Degradation

Some of the verifiers internally transform various properties to reachability. They usually do it by
instrumenting their intermediate representation of an input program or by reflecting the assertion
checks in their analyzing algorithm. There are two algorithms in CPAcurcker doing the latter. We
compare how costly it is when we encode these checks as assertions in the input program instead
of doing the checks during the analysis. Figure 12 shows the CPU time in seconds for correctly
solved tasks by both approaches. Notably, there was an increase in the amount of solved tasks for
both properties when using the reachability analysis.

For termination (+), both approaches used bounded model checking [29] as the reachability
algorithm. It usually solves the task very quickly or does not solve it at all. We can see that for
most of the tasks, there is an overhead between 1-20 seconds if we represent the specification in
the input program which is not too much in relation to the 900 seconds time limit. There were a
few outliers, where the reachability analysis took approximately 100 seconds more.

For no-overflow (), both approaches used predicate analysis [19] as the reachability algorithm.
The sample of commonly solved tasks is much larger than for termination. For most of the tasks,
there is no clear overhead in either direction. There are a few outliers in both directions with
significant overheads.

We do not observe any clear degradation of efficiency when transforming no-overflow to
reachability in the input program. For termination, in most cases, the overhead is relatively
small. In sum, the transformation inside the verifier does not provide significant boost in the
performance.

7.5 Threats to Validity

Internal Validity. We used the benchmarking framework BencuExec [27] to run the experiments,
which uses the most modern Linux features for reliable benchmarking. This tool also makes sure
to never run two different executions on the same physical core, to avoid interference of shared
computing resources. On the other hand, the implementation of the transformations may contain
bugs, which could lead to incorrect results. However, we checked all the incorrect results in our
experiments and none of them were caused by the transformation.
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Fig. 12. Comparison of the CPU time of CPAcHecker when transforming the properties internally and when
doing the transformation in the input program for no-overflow and termination tasks

External Validity. The conclusions about the benefit of the transformations might not hold for
other programs and other verifiers. However, we evaluated on state-of-the-art verifiers and a
large benchmark set, which reduces this risk. Furthermore, we considered only three popular
specifications, and it could be that the benefits described are different for other specifications.

8 Conclusion

Developing a tool for software verification is challenging and requires a large engineering effort.
The effort is even larger for supporting various specifications. Verification tools sometimes use
internal transformations to mitigate the development time. However, these transformations are
usually not modular and have to be done separately for every verifier, and for each specification.
Our contribution offers a new modular framework that separates the concern of a reachability
algorithm from supporting other specifications. We demonstrated how the framework works by
implementing the transformations for three interesting specifications.

We showed that the construction of new verifiers by the transformation followed by reachability
analysis is usually also efficient and effective, and can compete with (and sometimes outperform)
state-of-the-art verifiers for no-overflow and termination analysis. Furthermore, our approach
enabled tools like CPV or Tuera to be competitive in the verification of properties that they do not
natively support so far. Lastly, we did not observe a significant degradation in the performance
when we transformed the input program instead of the intermediate representation or changed the
analyzing algorithm.

Future Work. Currently, only three transformations have been implemented in the framework.
In the future, we plan to extend the set of provided instrumentation automata to contain more
specifications, and the framework to support more kinds of specifications, for example, memory
safety and the sequentialization of concurrency.

In the future, we plan to implement an interface for user-defined instrumentation automata. This
would make it easier to add new specifications and transformations to the framework and compare
the performance of different transformations for the same property.

Data-Availability Statement. TransVer is open-source and can be found under https://gitlab.com/
sosy-lab/software/transver.
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