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Fig. 1. Browser window with PRISMe opened. PRISMe is an LLM-powered interactive privacy policy assessment tool. It automatically
evaluates a website’s privacy policy and indicates its result with a smiley and changing the scrollbar color of the browser. It highlights
the most pressing issues on the overview panel. PRISMe offers interactive privacy policy exploration ("Learn more!").

Protecting online privacy requires users to engage with and comprehend website privacy policies, but many policies are difficult and
tedious to read. We present PRISMe (Privacy Risk Information Scanner for Me), a novel Large Language Model (LLM)-driven privacy
policy assessment tool, which helps users to understand the essence of a lengthy, complex privacy policy while browsing. The tool, a
browser extension, integrates a dashboard and an LLM chat. One major contribution is the first rigorous evaluation of such a tool.
In a mixed-methods user study (N=22), we evaluate PRISMe’s efficiency, usability, understandability of the provided information,
and impacts on awareness. While our tool improves privacy awareness by providing a comprehensible quick overview and a quality
chat for in-depth discussion, users note issues with consistency and building trust in the tool. From our insights we derive important
design implications to guide future policy analysis tools.
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1 Introduction

Today, almost every interaction with companies, online services, smart devices, etc. leaves trails of personal data.
Companies leverage cutting-edge techniques like hyper-personalization, powered by Artificial Intelligence (AI) and
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Machine Learning (ML) with real-time data sources [43], to create detailed user profiles and enable real-time micro-
targeting [16]. This results in significant privacy risks, such as automated influence [7], manipulation [54], and potential
security breaches. Yet, while companies invest heavily in acquiring and analyzing their users’ personal data, users
without extensive research or background knowledge lack awareness of the associated privacy risks [29] or have
distorted perceptions of risks [31], which results in irrational decisions [1].

Regulations such as the GDPR [25] force companies to communicate data management practices and users’ rights
regarding their data in privacy policies, to enhance users’ decision-making. However, evidence shows that companies
focus on compliance, effectively targeting lawyers instead of users [78], so users rarely read privacy policies [61].

Using LLMs to automatically assess privacy policies is a promising approach to solve this issue [37, 72, 91]. Yet,
no prior work evaluates their impact on understandability and risk awareness from a user’s perspective through a
user study. Additionally, to the best of our knowledge, no existing tool combines LLM-based automatic privacy policy
assessment with: (i) dynamic evaluation criteria not focused on compliance but tailored to type of platform (e.g.,
e-commerce or health services); (ii) an interactive dashboard; and (iii) a chat for open conversations with the LLM with
(iv) customizable explanations and responses that adapt to the user’s preferences for detail and complexity.

To address these gaps, we introduce PRISMe (Privacy Risk Information Scanner for Me), a Chrome extenstion
with the above features designed to empower users in making informed privacy decisions. To evaluate PRISMe, we
conducted a scenario-based, mixed-methods user study with a qualitative focus. It involved 22 participants from diverse
backgrounds, acquired via different channels, to answer the following research questions:

RQ.1 How understandable is the information provided by PRISMe to users with varying privacy knowledge levels?
RQ.2 How efficiently does PRISMe help users quickly grasp key information about data protection?
RQ.3 To what extent does PRISMe enhance users’ awareness and understanding of data protection issues?
RQ.4 How suitable and usable is PRISMe for everyday use across different user contexts and tasks?

We make the following contributions:
• We provide an assessment of the current landscape of transparency-enhancing tools for privacy policies.
• Drawing from existing tools, we introduce our LLM-based interactive privacy policy assessment tool, PRISMe, a
Chrome extension that we will make publicly available.

• We evaluate PRISMe, targeting a wide variety of users and providing the first qualitative evaluation of an
LLM-based privacy policy assessment tool through our user study (N=22).

Our findings suggest that PRISMe can tremendously help users who lack awareness and comprehension regarding
privacy-related risks when surfing online [31]. While users find PRISMe intuitive and report it provides valuable insights
into privacy issues by communicating relevant privacy protection information, there are areas for improvement, such
as formatting, easier comparability between websites, and occasional inaccuracies due to LLM hallucinations. These
findings mark an important step towards designing user-friendly, interactive tools for enhancing privacy awareness
and enabling users to make more informed decisions.

Paper structure: After reviewing related work in Section 2, we detail our research concept in Section 3 and introduce
PRISMe in Section 4. Section 5 outlines our research method and provides details about our main user study. We present
our results in Section 6 and discuss them in Section 7. Section 8 concludes.
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2 Related Work

2.1 Challenges with Privacy Policies

Privacy policies are intended to bridge the knowledge asymmetry between service providers and users, empowering
individuals to make informed decisions about their data [53, 93]. However, their design appears far from user-centered,
prioritizing legal compliance over understandability, as if written by lawyers for lawyers rather than for the individuals
the policies aim to empower [78]. These documents are thus often lengthy and complex, and vague phrasing and poor
contextualization hinder users to find answers to their specific questions [56, 90]. Legal compliance under frameworks
like the General Data Protection Regulation (GDPR) in Europe [25] and similar laws elsewhere [13] does not guarantee
comprehensibility, as persuasive language can obscure unethical practices and create an illusion of trustworthiness [6, 65].
Consent mechanisms, often tied to these policies, tend to use manipulative "dark patterns" [47, 60]. Practical accessibility
issues further hinder user engagement, with policies inconsistently placed or hidden altogether [66]. Thus, users reading
privacy policies is rare and users understanding them is even rarer [70, 80]. Instead, users face symptoms of overwhelm
like consent fatigue [15, 78], risking being exposed to unethical privacy practices without knowing the implications,
which results in informational unfairness [27]. These long-standing issues are magnified by the rise of generative
AI, with its privacy risks [50], and Augmented Reality, which tracks vast multimodal data, further complicating data
management practices and exacerbating transparency issues [4–6].

Addressing these challenges requires innovative tools that not only simplify policies but also enable users to
meaningfully interact with them and receive easy-to-understand answers to their questions.

2.2 The Landscape of Transparency-Enhancing Technologies

To counter the informational unfairness, several transparency-enhancing technologies (TETs) have been proposed.
Although semi-automated approaches exist to assess privacy policies [28, 86, 88], our tool also targets users without
any expertise in privacy. Hence, we focus on automatic analysis of privacy policies.

2.2.1 Approaches reliant on a privacy language representation of the policy. Early efforts relied on the now-obsolete
P3P privacy language [22]. Privacy Bird [23], the first tool for automatic assessments, allowed users to preconfigure
privacy sensitivity levels, ran in the background while browsing, and relied on static, rule-based risk evaluations to
display warnings using a traffic-light system. However, its fixed criteria limit adaptability to the fast-changing digital
landscape. More importantly, the tool lacks a mechanism for users to query specific details about the policy and the
tool’s warnings, which limits its capacity to educate users or address their individual concerns. For PRISMe, we draw
inspiration from evaluating privacy policies in the background with minimal user intervention and presenting the
results through a traffic-light system.

The first privacy nutrition label [44] visualized key policy aspects in a tabular format, highlighting data collection
types, purposes, and consent procedures. Similar to Privacy Bird, its main limitations are static, predefined criteria
and no mechanisms for users to ask questions or explore policy details interactively. For PRISMe, we borrow from
the idea of a concise, visual summary of key privacy policy aspects to enable users to quickly grasp the most critical
privacy-related practices without needing to read the entire policy.

More recently, Grünewald et al. [34] developed a layered privacy dashboard with icons and a separate RASA X-based
chatbot based on their previously introduced TILT policy language [35]. While the chatbot facilitates interactive
exploration of privacy policies, its reliance on predefined conversation flows restricts its capacity for natural, dynamic
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dialogues and interpretation of the evaluation results. For PRISMe, we incorporate the approach of presenting minimal
information initially, allowing users to uncover additional details incrementally based on their engagement.

The overarching limitation of all the above tools is their dependence on a machine-readable privacy policy represen-
tation, which is typically unavailable.

2.2.2 Reliance on processed data. Many tools rely on already processed data [36] or crowd-sourced privacy policy
annotations [74, 89]. For example, Poli-see [36] uses icons on a circular dashboard to visualize data transmission within
the provider’s organization (second ring) or to third parties (third ring). Hovering over icons reveals data usage and
consent requirements. ToS;DR [74] grades common web services and provides color-coded (green, yellow, and red)
lists of potential issues. While these approaches reduce the computational complexity of real-time processing and
leverage collective knowledge to identify common privacy concerns, such reliance introduces scalability and adaptability
limitations.

2.2.3 Automated assessment with Natural Language Processing (NLP). With the discontinuation of P3P and advances in
NLP, automated privacy policy assessments shifted to plain-text policies. In 2013, the Usable Privacy Project began
automating assessments using NLP and creating corpora to support this [75]. Of their work, the most relevant for our
tool are PriBot [39] and the underlying Polisis [38], which uses privacy-specific word embeddings and ML classifiers
trained on the OPP-115 dataset [87]. Polisis predicts privacy icons, while PriBot was the first notable approach to
inform users in a chat-based interaction about policy content. It decides whether the user input is a statement or a
structured query before ranking which segment of the policy is the most suitable answer. Since the returned segments
are direct policy quotes, users may still struggle with comprehension. In contrast, our LLM-based chat can deliver
clearer explanations, cite policy evidence upon request, and handle a broader range of questions beyond the policy text.

Similarly, based on Polisis, Windl et al. [90] developed PrivacyInjector, which overlays icons on website elements
to show context-relevant privacy policy details, such as cookie information near banners, with additional details in
a sidebar. A user study showed the tool enhances users’ decisions-making, albeit without significant influence on
privacy concerns. While promising, users suggested reducing text length and interpreting the severity of privacy threats.
Drawing from these suggestions, our tool interprets these and offers various levels of text lengths.

Dashboard-based approaches have also advanced with NLP improvements. PrivacyInsight [8] does not offer a
comprehensive policy overview of potential issues but focuses more narrowly on visualizing data transmission and
their purpose, highlighting to what degree personalized data may be linked. While this can raise privacy awareness,
interpretations are left to the user.

PrivacyCheck [59] evaluates a privacy policy through 10 static questions on user control and GDPR, respectively (17
of them yes/no questions). The respective scores are calculated by ML models. While it determines the "market sector"
of a website and displays three competitors in the same sector with better scores, users not satisfied with the responses
to mostly binary questions cannot query specific information or ask for further or simpler explanations.

2.2.4 LLM-based privacy policy assessment. More recently, the capabilities of LLMs to extract key details from privacy
policies, such as contact information and third parties have been investigated. Rodriguez et al. [72] find that "ChatGPT
has proven to be as effective as traditional NLP techniques". Hamid et al. [37] assessed the capabilities of Bard, BingAI,
and ChatGPT-4 in answering questions related to a privacy policy, finding that "ChatGPT-4 distinguishes itself with
consistent performance and adaptability". While both works are benchmarks rather than user-facing tools, their results
encourage us to use OpenAI’s GPT-4o [62]. Woodring et al. [91] present Privacify, an LLM-based approach closest to

4



ours. Implemented as a browser extension, it summarizes and processes policy chunks to provide compliance analysis
and data collection insights on an overview panel. However, Privacify lacks customization options, interaction with the
given information, and, most importantly, a thorough evaluation and user study.

2.2.5 ML classifiers. Another body of literature focuses on ML classification of legal compliance of privacy policies
targeted at legal experts. Claudette [17] uses a Support Vector Machine (SVM) to check GDPR compliance across
criteria like information comprehensiveness, substantive compliance, and clarity. Their study indicated that "none of the
analyzed privacy policies meets the requirements of the GDPR" [17]. Another SVM-driven approach [77] automatically
assigns "positive" or "negative" tags to each statement in the policy (trained on manually tagged sentences from 4 privacy
policies) and calculates scores from the (relative) amount of positive and negative tags. Similarly, GDPR-completeness is
classified by several methods [3, 84, 92]. PrivacyGuide [83] uses 11 criteria, primarily based on the GDPR, with ratings
(green, yellow, red) that reflect compliance (good, neutral, bad). It uses classifiers to identify relevant sentences from the
privacy policy, which are then fed into a risk prediction engine to identify the rating, and displayed when hovering
over each criterion. PrivacyGuide provides direct policy quotes as evidence for its scoring, but does not provide ways to
simplify and explain the given quote. The criteria are fixed and users cannot query specific information.

The above approaches target GDPR compliance assessment (mostly) from a legal perspective. These can help identify
violations of GDPR requirements, such as inadequate information comprehensiveness or lack of user consent mecha-
nisms. While valuable for legal experts and organizations, these tools have significant limitations in communicating
or explain resulting scores and potential risks to users without legal expertise. For instance, a score indicating a
75% compliance may leave users uncertain about the implications for their data. Moreover, the fixed criteria used by
these tools may overlook non-compliance issues that users deem important but are orthogonal to compliance, such
as (allowed) data sharing practices with specific third parties users do not approve of. Hence, our focus is less on
automatic assessment of (GDPR) compliance, but more on providing insights into privacy policies beyond jurisdictional
constraints, allowing users to dig deeper regarding what they deem important.

2.2.6 Shorter and tailored privacy policies. Efforts to condense privacy policies yielded mixed results. While highlighting
critical practices can boost awareness [24], removing well-known facts to highlight more critical issues can reduce
overall user awareness [32]. Goram et al. [33] explored tailoring privacy information to user preferences and concluded
"a long road lies ahead". Presenting all relevant information concisely and tailored to user interests remains the most
promising approach, which we thus pursue.

2.2.7 TETs beyond privacy policy analysis and tools for service providers. While PRISMe focuses on analyzing raw policy
text, TETs extend beyond privacy policy analysis. For instance, Van Kleek et al. [85] visualize smartphone app data
flows based on traffic logs, and Gerber et al. [30] explore nudging techniques to enhance consent awareness. Some
tools focus on service providers, aiding compliance through user control dashboards [68] or privacy icons for service
providers to easier convey privacy-related information [40, 57, 73]. However, without regulatory pressure, privacy
icons remain underutilized. We chose not to use them in our dashboard, as they would merely replace single words and
require user familiarization.

2.3 Identified Gaps and PRISMe’s Position in the TET Landscape

Since machine-readable privacy policy representations are not yet widespread, pioneering tools that rely on them, e.g.,
Privacy Bird, can provide inspirations but have limited real-world applicability. Similarly, tools based on processed
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(crowd-sourced) data face scalability and adaptability issues. Approaches focused on (GDPR) compliance can be valuable
to some (e.g., legal experts), but are of limited use to non-expert users when it comes to communicating risks and
addressing users’ individual preferences or concerns. Static rules and predefined criteria impose a one-size-fits-all solution
that limits adaptation to users and evolving privacy practices. Furthermore, the lack of interaction in many tools leaves
users without the ability to query specific details or understand the rationale behind evaluations, diminishing their
awareness potential and engagement. LLM-based TETs remain in their early stages, with a comprehensive user study
of such approaches yet to be conducted.

PRISMe bridges the identified gaps by integrating automated privacy policy analysis with a user-centered, interactive
approach. Leveraging advancements in LLMs, PRISMe bypasses the need for machine-readable representations or
pre-annotated and crowd-sourced datasets, and directly analyzes raw, plain-text privacy policies. This capability
allows PRISMe to identify and evaluate criteria dynamically (as opposed to static), offering adaptable explanations (as
opposed to no or static explanations) and allows user queries on and beyond the policy text. PRISMe’s primary focus
lies in providing broader insights beyond legal frameworks rather than compliance assessment. By offering layered,
personalized explanations and fostering exploratory engagement, PRISMe aims to empower users in making informed
privacy decisions regardless of their background knowledge. We evaluate PRISMe through our user study, providing
the first comprehensive qualitative evaluation of an LLM-based privacy policy assessment tool.

3 Design Process – Our Road to PRISMe

To develop PRISMe, we compiled a set of design considerations from (i) a review of the concepts and shortcomings of
existing tools as detailed in Section 2, (ii) personal experiences of our research group with a history in studying privacy
issues, and (iii) an initial interview study serving as a reality check. For the study, we asked five participants (different
from the main user study participants, 4 female, 1 male) about their privacy preferences across various online contexts
(e.g., social media, online banking, adult media). Participants were sampled from different professional and educational
backgrounds. Interview data was analyzed following [55] resulting in codes on attitudes, behavior, motivation, and
situations. Analyzing literature and the interviews revealed a general sense of helplessness, a preference for a smooth
browsing experience, and low involvement with privacy-related decisions. Based on this, we established the
following design considerations to guide development of PRISMe:

DC.1 Communication should be clear, adaptable, and comprehensible for a wide range of users.
DC.2 The tool should not disrupt the browsing experience too much and should offer immediate feedback.
DC.3 There should be an exploratory, ideally easy and engaging aspect to understanding privacy policies.
DC.4 The tool should adapt to different privacy requirements and across various types of websites.

From these considerations, we initially designed three independent LLM-based facets of the tool focusing on different
aspects, each inspired by different elements of related work. These designs were tested within our research group and
then refined based on iterative feedback cycles and a pilot study.

Facet 1: Scrollbar Feedback and Policy Visibility. This facet aimed to make problematic aspects of a privacy
policy visible to users without requiring them to open the tool. Inspired by Privacy Bird [23], we used colored scrollbars
(green, yellow, or red) to reflect the overall rating of a policy based on the assessed data protection practices. We wanted
to raise awareness with minimal intrusion and provide immediate feedback, as suggested by Patil et al. [64]. Users could
then view a condensed display of the most critical privacy issues by clicking on the scrollbar, ensuring they received
only the most necessary information.
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Facet 2: Chat-Based Interactive Exploration. This facet centered around an interactive, chat-based interface
where users could ask specific questions about the privacy policy and get answers tailored to their level of involvement.
It allowed for deeper exploration, encouraging users to engage more actively with privacy issues. We drew inspiration
from other privacy chatbots [39] but utilized the flexibility of LLMs to dynamically adapt to user queries. This version
required a higher level of user engagement, as users had to think of their own questions.

Facet 3: Dynamic Dashboard Evaluation. We designed this facet with inspiration from existing dashboard-
based approaches [8, 59, 83], which offer structured privacy evaluations. However, instead of using fixed criteria, we
implemented a dynamic assessment approach, where the evaluation criteria were tailored to the specific context of the
website (e.g., processing health data vs. an email address). Evaluations were displayed using smileys to communicate
the severity of issues, and users could click on these smileys to get more detailed explanations.

Integration into a Comprehensive Solution, PRISMe. Following discussions within our research group and with
other HCI researchers, we combined these three facets into PRISMe to offer a layered complexity interface similar to
Grünewald et al. [34]. PRISMe allows users to interact with privacy policies in a manner that matches their level of
interest and expertise, providing more in-depth information the more they explore, see Section 4.

Pilot Study. To refine the design of PRISMe, we ran a pilot study with an early prototype and participants (4 male, 2
female) different from the initial interview study and the main study. Based on their feedback, we improved performance
by caching LLM assessments and user input, and improved the scraping of policies. We re-arranged frontend interface
elements and added a plain-text display of the website’s scraped policy. We ensured that individual user preferences on
length and complexity are considered in the policy assessment right from the start. Finally, we added speech-to-text as
an alternative to typing questions.

4 PRISMe – Privacy Risk Information Scanner for Me

We explain PRISMe’s user interface (Section 4.1), policy assessment (Section 4.2), and backend (Section 4.3) as used in
the main user study, after the refinements from the pilot study.

4.1 Frontend – An Interface of Layered Complexity

Our interface has Point-of-Entry Signaling and Overview, Dashboard, Chat, Settings and Policy Text panels.

4.1.1 Point-of-Entry Signaling. When users visit a website, they are automatically alerted to privacy concerns through
colored scrollbars and intuitive smiley icons (Figure 2 top left). The smiley icon (green, yellow, or red) reflects the overall
privacy policy rating (see Section 4.2) and is the first point of interaction.1 The color-coded smileys provide immediate
feedback (DC.2) and do not require technical expertise, ensuring clear communication comprehensible for a wide range
of users (DC.1). We positioned the smiley icons on the right-hand side in the middle of the screen height, as this space is
rarely covered by website UI elements. However, users can drag it anywhere on the screen, giving users control of how
and when they interact with the tool without being forced into unnecessary disruptions (DC.2). In addition, to capture
cases where the smiley does get covered, we color the scrollbar accordingly. This feature was inspired by our goal of
minimizing the cognitive burden on users, allowing them to engage with privacy issues without feeling overwhelmed.

1In case PRISMe fails to find or scrape the website’s privacy policy, we display a gray question mark instead of the smiley.
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Fig. 2. Possible usage flow of PRISMe: The user first visits a website. Our tool features privacy alerts via colored scrollbars and a
point-of-entry smiley icon (top left). Clicking the smiley opens an Overview Panel (top right) summarizing key privacy issues, with
navigation to a Dynamic Dashboard and chat interface. The dashboard (bottom right) provides detailed policy evaluation criteria,
which allows to go into a chat interface (bottom left) by clicking more below a criterion.

4.1.2 Overview Panel. Clicking on the smiley brings users to a Overview Panel (Figure 2 top right) that provides a
quick summary of the most critical issues. From here, users can navigate to the dashboard and chat interface. The
Overview Panel offers users an immediate view of the most problematic aspects of the website’s privacy policy (DC.2).
Red highlighting of the most urgent issues (see Section 4.2) makes them immediately apparent without overwhelming
users with too much detail at once (DC.1). Links to the chat and the Dashboard Panel give users the option to explore
deeper without forcing them into it, supporting adaptability to different information needs from users based on their
personal privacy concerns and the current website (DC.4).

4.1.3 Dashboard Panel. The dashboard (Figure 2 bottom right) offers a comprehensive overview of dynamically
identified criteria used to evaluate the policy, with the ability to drill down into specific aspects and engage in chat
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conversation for more detailed inquiries. On the Dashboard Panel, each identified privacy criterion is rated with
color-coded smileys (red, yellow, and green), similar to the overall assessment. Below each criterion is a button that
leads to a criteria-specific chat. A button below the individual ratings opens up criteria descriptions (DC.1). This allows
users to interact with the dashboard, exploring ratings and explanations for each criterion (DC.3), inviting users to
learn more in an interactive manner. Criteria are identified dynamically by the LLM, based on the specific context of
each website, ensuring that users are provided with meaningful, context-aware information, whether they are browsing
an e-commerce store or a health-related platform (DC.4).

4.1.4 Chat. We implemented two different chat windows to provide flexible, user-driven exploration (DC.3): one for
general questions accessible through the Overview Panel (General Chat), and one for specific criteria accessible through
the Dashboard Panel (Criteria Chat, Figure 2 bottom left). They differ in their system prompt (see Appendix A.1). In
both, in addition to entering their own questions (by keyboard or voice), users are given three dynamically generated
suggestions for questions. Providing suggestions was inspired by Ravichander et al. [69]. Suggestions for follow-up
questions are generated again after each answer (which is not streamed but shown once finished) to the previous
question. This allows user exploration in a structured way without requiring extensive effort or technical knowledge
(DC.1). At the same time, we respect users who wish for a deep-dive using their own custom questions and provide
voice and keyboard input options for that.

Since chats are (inherently) website-specific, an important feature in this context is that when users visit a new
website, we include the last asked question for each respective criterion (and the General Chat) from the interactions on
the previous website as one of the three suggestions. This facilitates website comparison, e.g., asking the same question
on different websites.

The chat history for each Criteria Chat and the General Chat is cached for each visited domain and can be deleted by
clicking the respective button at the bottom of the Overview Panel. This makes it easier for users to come back to a
website assessment and continue the conversation where they left off (DC.2), further facilitating website comparisons.

4.1.5 Other Panels. The Settings Panel is accessible through the cogwheel icon in the top right corner of each window.
It affects all chats and all future assessments of websites. Users can adjust both the length and complexity of PRISMe’s
responses with sliders. We offer three levels of length (short, medium, long), and three levels of complexity depending
on the user’s technical background (no prior knowledge, basic knowledge, expert knowledge) to cater to diverse user
groups, ranging from those who need simplified, short explanations to privacy experts seeking more detailed insights
(DC.1). In the top bar is another icon that displays a panel with the scraped policy in plaintext. It helps to detect flaws
in scrape results and provides users with a sense of transparency, enhancing trust calibration. The top bar also includes
a help icon where users can find the most relevant information for using PRISMe outside of lab study conditions.

4.2 Policy Analysis and Rating

When users change tabs or visit a new website, PRISMe fetches (see Section 4.3) and assesses its privacy policy. The
underlying LLM dynamically identifies relevant evaluation criteria and evaluates each of them on a 5-point Likert-scale.
On the dashboard, we translate the score into smileys (red: rating 2 or below; yellow: rating 3, green: rating 4 or
above). Criteria with a red rating are listed on the Overview Panel as the most pressing issues. For coloring the initial
assessment smiley and the scrollbar, we average the individual scores (red: average below 2.5, yellow: average between
2.5 and 3, green: average above 3). Thresholds were hand-calibrated using results from the tool applied to 10 websites
known for strong data protection practices like Startpage.com and 10 known for poor practices like TikTok.com, as
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identified with TOS;DR. The yellow rating threshold was set to ensure that poor data protection yields a red rating,
while good practices result in a green rating. Feedback from the pilot study indicated the yellow range was too large
initially, which we subsequently limited.

As an LLM, we use OpenAI’s GPT-4o [62] and GPT4o-mini, both without fine-tuning and with the system prompt
provided in Appendix A.1. We use zero-shot chain-of-thought prompting [46] and impersonation [76].

4.3 Backend

The backend has four components: a privacy policy scraper, a script connecting the LLM API, a script managing the
database for policy assessments that can be queried by domain, and an activity logger. All scripts run on Node.js [18].
The backend receives the link to the privacy policy from the frontend. The privacy policy scraper scrapes the content
with Puppeteer [19] to capture dynamic JavaScript content, and removes irrelevant HTML divs. As web pages display
privacy policies in very different ways, the scraping might fail. If the size of the scraped content is less than a threshold,
it returns empty text, resulting in a question mark icon in the frontend. Valid policy text is sent to the frontend for
further processing. Out of the 100 pages with the most web traffic in the authors’ country according to [2] the scraper
retrieved 67 correctly. For 12 policies the scraper could not find any links, 7 requests were blocked, 6 were incompletely
scraped, 6 of the wrong page (e.g. overview page), and 2 pages had multiple privacy policies for different target groups.

The LLM API script handles GPT4o-based assessments and GPT4o-mini requests for context-aware suggestions of
chat questions. The database script stores policy assessments in SQLite to avoid redundant evaluations. The activity
logger tracks user activity during our study, such as screen time, feature use, and chat histories. All components except
the activity logger run on a Raspberry Pi 4.

5 Study Methodology

To answer our research questions, we conduct an exploratory lab-based mixed-methods user study (N=22) using three
custom scenarios. We detail the full scenario descriptions in the supplementary material.

Scenario 1: Privacy Exploration on a News Media Platform and Payment Provider for its Digital Subscription.
The first scenario is designed to assess how users use the tool on their own and to evaluate the depth of their engagement
with privacy information. By selecting a news media platform and a payment provider for its digital subscription, we
expose participants to common yet complex online services that involve significant data collection. Our motivation
is to evaluate whether PRISMe helps users break down and make sense of privacy policies in real-world contexts,
targeting RQ.1 (understanding) and RQ.3 (awareness).

Scenario 2: Comparing Privacy Practices of Online Bookstores. The second scenario addresses RQ.2 (efficiency)
by measuring how quickly and effectively users compare the privacy policies of four online bookstores (with same
prices including delivery) before selecting one for a hypothetical purchase. The chosen online shops have varying
degrees of data protection practices. Additionally, it allows us to observe how the tool influences participants’ decisions
when faced with different levels of privacy protection.

Scenario 3: Free Exploration ofWebsites. The third scenario explores how PRISMe supports users’ natural curiosity
and diverse privacy concerns across various web environments. The scenario allows participants to freely explore any
website of their choosing, i.e., it provides an opportunity to gauge the tool’s engagement potential in their daily lives.
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Thus, it targets RQ.1 (understanding) and RQ.3 (awareness), and is particularly important for RQ.4 (usability), as it
highlights how participants use PRISMe’s interface and features in more personalized contexts.

5.1 Collected Data

Our study is exploratory in nature. We employ a mixed-methods approach and focus on rich qualitative insights
complemented by quantitative metrics. Qualitative data includes data from semi-structured interviews and comments
participants made during use. The interview guide for our semi-structured interview is in Appendix A.2. Quantitative
data includes telemetry data, the System Usability Scale (SUS) [12], and custom 5-point Likert-scale questions, as we did
not find suitable, validated questionnaires to measure the contribution to our research questions apart from usability.

To gather qualitative insights, we employed an open coding approach based on grounded theory [20, 21], analyzing
interview transcripts and participant comments. Telemetry data such as time spent on the different screens of the tool,
question and answer lengths, number of used suggestions, and mouse movements were tracked to identify navigation
patterns and user behavior. In addition, we recorded the frequency of each feature used and utilized screen-recording
for post-hoc analysis. With this, we identified usage patterns, i.e., how decisive participants navigate our application
and how features were used. Triangulating this data with the qualitative findings helped provide a comprehensive view
of user interactions and responses.

For preparing and conducting the interviews we follow the suggestions of Myers [58]. We transcribed the semi-
structured interviews using faster-whisper (large-v3) [63, 81], which we ran locally. We manually checked the resulting
text output for accuracy and consistent formatting, and analyzed the data using open coding, facilitated by Taguette [71].
The interview transcripts, help requests, questions, and comments made during use were coded by two researchers
independently after familiarization with the text and writing initial memos. After initial coding, both authors discussed,
aggregated, and cleaned their codes. In total, we created 61 codes and grouped them into six categories. We report our
full code book in the supplementary material.

5.2 Participants

We recruited 22 participants (14 male, 8 female) from various professional backgrounds, including research – in the
field of IT (3), industrial production (3), chemistry (2), law (1) –, university students (4), IT (3), education (2), real estate
(1), entertainment (1), handcraft (1), healthcare (1). Recruitment channels included mailing lists, online message boards,
public events on AI, adult education centers, and convenience sampling. Participants from two cities were recruited.
Figure 3 illustrates the age distribution (left), education background (middle), and the confidence participants have in
their understanding of privacy policies (right). The latter reflects the differing exposure to privacy-related topics our
participants had in their professional backgrounds. Our participants range from those who have little to no knowledge
about the topic to experts like one participant being a data protection officer. However, all of our participants rarely or
never read privacy policies.

Participants were compensated with a 15 Euro gift card. The anticipated duration for the study was around one
hour. We allowed more and longer exploration if participants wished to do so, in particular at the end of the study for
websites they chose. This led to actual times between 60 and 90 minutes, depending on participant engagement.

5.3 User Study Procedure

The procedure for each participant is visualized in Figure 4. Upon arrival, participants signed a consent form outlining
the study’s goals, procedures, data collection, and their rights. They then completed an initial questionnaire covering
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Fig. 3. Participant’s age distribution, education level, and self-assessed confidence in understanding privacy policies

demographics, privacy attitudes, and browsing habits. We opted not to categorize participants into online privacy
personas due to the lack of statistically sound non-domain-specific questionnaires [10, 42, 49].

Next, participants received a hands-on tutorial where the facilitator demonstrated and explained the tool’s function-
alities. Afterward, they explored the tool independently, with guidance available if needed. They could experiment with
suggested or self-chosen websites until they felt comfortable.

Participants then completed the three scenarios, averaging 13.8, 9.4, and 6.6 minutes, for a total of 29.8 minutes.
They were encouraged to ask questions and voice their thoughts during the test. We observed from a distance without
having a direct view on the screen, to keep their interaction natural, noting comments and reactions.

After the scenarios, participants filled out the SUS questionnaire and our custom questions (see Figure 9). We also
asked if they would be interested in testing future iterations of the tool over a longer period. Finally, the study concluded
with a semi-structured interview lasting 9-35 minutes (average 17.6 minutes).

Fig. 4. Overview of the procedure of the study for each participant

6 Results

6.1 Interview & Comments Data

We analyzed all 22 interview transcripts, comments of participants during use, and notes taken during the scenarios,
which resulted in 896 coded passages. In total, we created 61 codes structured into six code groups: (i) User Attitudes,
Motivations, and Behavior, (ii) Information Quality and Clarity, (iii) User Experience and Interface Interaction, (iv) Tool
Reliability and Trustworthiness, (v) Recommendations for Features and Functional Improvements, and (vi) Impact on Users.
We focus on the most interesting findings and report the full list of 61 codes in the supplementary material.
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6.1.1 User Attitudes, Motivations, and Behavior (RQ.3, RQ.4). Many participants are somewhat indifferent to privacy
risks (P1, P6, P8), feel insecure about privacy risks (P4, P14), have privacy misconceptions (such as using a private
browser window or not being logged in prevents tracking) (P5, P9), while others expect a very low standard of data
protection from websites, with a general distrust in websites’ data protection (P1, P2, P8, P9, P11, P12).

Yet, the tool triggered an emotional response and fostered curiosity among participants. P1 noted, “a sad face like
that does something to me emotionally” and “I would use it because it interested me. [...] Looking at privacy policies has

never been relevant in my life before, even though that’s actually a bit stupid. And I think I first need to become more aware

that data protection is actually important and that websites have different levels of privacy policies”. PRISMe motivated
exploration: “It was interesting, so I always wanted to try more” (P15). Participants also expressed a strong interest in
using the extension in their daily lives: “If it was available, I think I would directly install it” (P21), “I think it would be
great progress if this became standard practice” (P20).

While participants admitted they were rather unwilling to change behavior due to existing habitualized behavior
and inconvenience of a change (P1, P4, P5, P6, P10, P18) and note that decision-making also depends on other (to
them more important) factors depending on the context (P3, P8, P11, P12, P14, P16, P20, P22), they also highlighted
professional use cases for the tool, such as in data protection training (P18), for improving website privacy practices
(P20), documentation (P20), and assessing potential business partners (P6, P22).

6.1.2 InformationQuality and Clarity (RQ.1, RQ.2, RQ.4). Participants praised the tool for simplifying complex
privacy policy language. P20 highlighted the tool’s role as a translator to comprehensible language. While some
participants noted a lack of transparency in how ratings were determined (P1, P10, P12, P17, P18, P22) and expressed
confusion over the rationale behind certain evaluations, “I couldn’t really understand why this lower rating was given.

Or why the system came to this exact conclusion” (P14), all participants deemed the simplified language as crucial in
enhancing users’ understanding of privacy policies. P19 summarizes, “You don’t need a university degree to comprehend

data protection this way”.
All but two participants explicitly valued the tool’s ability to provide a quick, clear overview of privacy policies,

allowing them to access essential information with minimal effort. For example, P21 was happy with the provided
overview: “You don’t have to click at all to get a basic assessment straight away”.

Participants had mixed feedback regarding the level of detail and the consistency of the different layers of detail in
the tool. For example, some participants found it confusing when a green overall smiley was accompanied by an alert on
the Overview Panel (P8, P11, P12, P18). Others desired more specificity but acknowledged the trade-off between detail
and usability: “I would have liked it to be more specific, but then again you have to read more” (P22). Similarly, participants
expressed a desire for more direct and actionable insights, suggesting to work with keywords such as ’That’s dangerous.’
or ’This is very serious right now.’ (P10) Yet, most participants found the tool’s information comprehensive and valuable,
covering all relevant aspects of data protection. P2 summarized, “For the user, everything that is important in a privacy

policy is actually included: what data is collected and how transparent it is, what the legal basis is, purposes,... It all came

up.”.
Overall, participants were satisfied with the speed and accuracy of the tool’s responses. Users frequently remarked

on how quickly they could obtain the information they were looking for using the chat, e.g., “I could get what I wanted
very quickly” (P20). Participants liked that they did not need many follow-up questions, describing it as “a 9 out of 10”
(P14) for how quickly they received the information they needed. The chat also anticipated user needs, as one participant
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mentioned, “I really like that it starts explaining how I can view collected data right away” (P9). P12 appreciated the
well-balanced nature of the responses.

Participants also praised that the tool could handle sophisticated queries. For instance, P22 stated, “I was surprised
by how exact it answered with very specific information, like a provider hidden somewhere in the policy”. The chat’s
flexibility was appreciated, as it could handle typos, multiple languages, and questions slightly out of context (P1, P7,
P15). Moreover, participants noted consistency in the chat’s responses and a good conversational flow (P1, P5, P10).

6.1.3 User Experience and Interface Interaction (RQ.2,RQ.4). Participants liked the smiley icons representing evaluation
results. They reported these visual cues provide a quick, intuitive insight, e.g., “The smiley is really good because it

doesn’t interfere at all on websites but gives you a very quick insight: Is this [website’s privacy policy] good or not?” (P9).
Most participants highlighted the overall ease-of-use and intuitive design. For example, P6 describes its design as

“user-friendly, clear and courteous”. Recommendations for improvement were in the details, such as making the buttons
for criteria explanation on the dashboard and for viewing the original policy more prominent. Two participants did not
like having to scroll inside the popup (P8, P20). Further recommendations concerned the formatting and layout of the
chat response (e.g., better systematization, highlighting key points, and more structured paragraphs in particular for
longer responses), and being able to type directly in that field instead of the text input field below (P1, P8, P10, P11, P13,
P14, P18, P21). Participants valued the voice input, however, suggested supplementing it with audio output (P5, P12).

6.1.4 Tool Reliability and Trustworthiness (RQ.2, RQ.4). While our tool was received generally positively, some
participants raised concerns about the reliability of the tool. P7 noted that the tool sometimes provided hallucinated
information that was incorrect or speculative. P8 expressed doubts regarding the source of the information: “Sometimes

I doubted whether the given information was from the policy itself. It was sometimes expressed more like an assumption”.
To improve trust calibration, some suggested to add links to the relevant parts of the privacy policy (P2, P8, P10, P13,
P18, P22). Others raised concerns about the dynamic nature of the evaluation criteria and that they are not weighted by
importance, undermining the comparability and reliability of assessments for them (P3, P9, P12, P17, P22). Furthermore,
some participants mentioned the scraper not being able to fetch the privacy policy on all websites (P1, P5, P15, P22).

6.1.5 Recommendations for Features and Functional Improvements (RQ.4). A central theme on participants’ wishlist
was a more solution-oriented design, e.g., PRISMe should suggest alternatives (P1, P4, P7, P12) and empower the user
more by giving contextual feedback about current privacy settings (P15, P18). To this end, participants were willing to
give the tool more agency by making it adjust the browser’s privacy settings (P7, P8). According to P7 and P15, these
settings should also influence the rating displayed to the user.

Furthermore, Participants wished for an adjustable window size (P2, P3, P8, P12, P15, P16, P21), and being able to get
a side-by-side comparison between pages (P2, P4, P9, P12, P14, P18).

6.1.6 Impact on Users (RQ.3). The tool raised participant’s awareness about privacy issues, particularly for those
they had not previously considered. P12 commented, “I think it helped me to be a bit more sensitive to the topic of data

protection. I think this short session was already useful”. Others reflected on how they typically ignored privacy policies
but would now pay closer attention (P1, P9). Beyond that, the tool encouraged users to reflect on data privacy in ways
they had not before. Some participants mentioned that the tool pushed them to think critically about the various
relevant aspects of data protection: “I also thought about what data protection problems could actually be” (P11).

Participants also reported that the tool improved their understanding of what is generally relevant in privacy
policies and issues with data protection that may occur. P4 stated that the inclusion of short, explanatory sentences for
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Fig. 5. Time spent by participants on the different screens of the tool

the evaluation criteria helped build that understanding. Based on the gained awareness and understanding, the tool
prompted some participants to be more cautious about data protection. P12 commented, “I can imagine that I would be

more careful about who I entrust with my data”.

6.2 Telemetry Data

6.2.1 Screen Time. Figure 5 illustrates the relative time spent on the different application windows. Participants spent
minimal time on the Settings Panel (median: 0.1%) and policy panel view (median: 1.2%). While some used the General
Chat extensively, most did not (median: 0%). Time spent on the Overview Panel varied (median: 10.9%), and screen
recordings revealed that some participants tended to skip reading it and jump straight to the dashboard (median: 12.3%).
The majority spent most time in the respective Criteria Chat windows (median: 35.8%, with a large variation between
participants).

6.2.2 ChatQuestions. Figure 6 shows the number of suggestions used compared to questions formulated by participants.
While every participant asked at least one own question, four participants did not use a single suggestion. However, we
also see participants who rely heavily on suggested questions: those who ask very few own questions, and those who
in total ask many questions. Other participants fall in between.

In total, participants asked 305 questions in the Criteria Chat across different criteria (Table 1) and 63 questions in
the open chat. Out of the Criteria Chat questions, we found 30 questions that switched the topic of the conversation
to another criterion. We also checked whether questions asked in the open chat could have been asked in one of the
specific criteria chats and found that 45 would have been suited for that. The remaining 18 questions in the open chat
were either targeted at a better understanding of the assessment provided by the LLM (4), at getting recommendations or
suggestions for alternatives (7), getting a general overview over the policy (2) or over the general area of data protection
(3) and other queries (2). Of all questions, 53 contained typos of which 11 could have distorted the underlying meaning.
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Criterion No. of questions
Data minimization 89
Transparency 48
Purpose Limitation 35
Security / Data Security 30 / 11
User Rights 30
Consent 30
Data Transfer / Transfer to third-parties / International Data Transfer 15 / 12 / 2
Retention period and Deletion / Retention period 2 / 1

Table 1. Number of questions for criteria chats that participants interacted with

Fig. 6. Usage frequency of suggestions and questions that participants came up with on their own labeled by participant

For formulating their own questions, some participants used almost exclusively the voice input (P3, P12, P17, P20,
P22), some used it occasionally (P11, P16), and most preferred typing on the keyboard.

6.2.3 Chat Responses. In total, the LLM yielded 368 responses to participants’ chat questions. Figure 7 shows varying
LLM response lengths across participants (average: 68 words). The boxplot reflects participants’ chosen length settings
and adjustments made during the scenario. For example, P2, P15, and P20 mostly used the "long" setting, while most
used the medium length. Furthermore, most participants opted for the lowest complexity setting, likely yielding shorter
responses.
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After analyzing all 368 responses, we found issues in 60 of them (16.3%). We classify them into 8 problems. Two
are related to our system (Incompletely Scraped Policies and Context-related Limitations), while six are due to the LLM
that PRISMe builds upon (Overly Euphemistic Statements, Omission of Information, Generic Responses, Hallucinations,

Misunderstanding User Queries, and Mixed Signals). Table 2 provides the number of occurrences and an example user
question and LLM response for each problem.

Problems related to our system: Four policies were incompletely scraped during free exploration (Scenario 3), but
the content was long enough to not trigger a question mark icon. While all 13 responses to the associated questions
consequently were lacking, the LLM avoided hallucination of details but worked with the scraped content or provided
more abstract responses. Context-related Limitations (four occurrences) arose because the LLM is relying on the plain
text of the policy rather than the HTML code. In one case, this prevented the LLM from detecting a hyperlink to a form
the user asked for. In the other three cases, users asked for step-by-step instructions to change privacy settings on a
website. Since they were not part of the privacy policy, the LLM gave generic instructions.

Problems related to the LLM: In some cases, the LLM seemingly adopted the overly euphemistic statements of a
privacy policy, akin to marketing speech. Reassuring-sounding concluding sentences lacked critical reflection, which
irritated some participants (P9, P12, P17). As Omission of Information, we classified cases where the LLM partially
ignored or omitted relevant information in its chat responses, unless explicitly asked. This led to user frustration,
particularly among study participants seeking specific details (P1, P3, P5, P17). Generic Responses lacked specificity
to the given policy and were perceived as less useful as they required additional prompts for clarification (P3, P9,
P17). Hallucinations occurred in five chat responses. Among these, only one was difficult to identify and potentially
harmful. It involved a recommendation for an alternative web service with worse data protection. Hallucinations also
occurred when asking the LLM about its evaluation of privacy policies or when identifying the worst policy. Similarly,
a question about audit practices and their communication, not included in the policy, triggered minor hallucinations.
Misunderstandings of user queries were evident in 4 responses. While these interrupted the flow of interaction, they
were typically easy for users to identify and fix with follow-up queries (P8, P12, P16). Two chat responses confused
users by presenting seemingly contradictory information, sending mixed signals. Despite being technically correct,
their phrasing caused unnecessary doubt or hesitation (P11, P13).

In other responses, the LLM demonstrated notable strengths: Effective Retrieval, Baseline Knowledge, Balanced
and Thoughtful Responses, Actionable Recommendations and Integration of World Knowledge. Table 3 illustrates these
capabilities with examples.When users requested references from the policy, the LLM retrieved and contextualized quotes
effectively, seamlessly integrating policy details into its responses. The LLM exhibited a solid baseline understanding of
key privacy and security concepts, such as VPNs, the Tor Browser, and two-factor authentication (2FA). Explanations
of these topics were clear, frequently embedded within responses, and partly accompanied by illustrative examples.
In cases requiring contextualization with broader world knowledge, the LLM provided well-balanced and thoughtful
responses that considered multiple perspectives on the issue and encouraged further reflection and inquiry on the
user’s side. The LLM also typically offered practical and thoughtful recommendations for action. Vague or missing
information from the policy were often identified as such and supplemented with the LLM’s broader world knowledge.
While a potential source of outdated or irrelevant information, based on our response analysis it is more often an asset
of the LLM to identify such gaps and its ability to provide meaningful insights despite them.

6.2.4 Mouse tracking: We created click maps and heatmaps for cursor movements (see supplementary material),
revealing two usage patterns: (1) users who go directly to their criterion of interest and ask questions, and (2) users who
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Problem Number of
occurrences

Example

Incompletely
Scraped Policies

13 (4 policies) For an incompletely scraped policy: “[...]There are no clear details about
the security measures.”

Context-related
Limitations

4 Question: “What is the link for this form?”
Response: “The specific link for the [...] online data protection request
form is not provided directly in the privacy policy. [...]”

Overly Euphemistic
Statements

12 Question: “Where will my data be transmitted to?”
Response: “[...] To summarize: Your data is mainly shared within
TikTok and with trusted partners to operate and improve the app.”

Omission of Infor-
mation

12 Question: “[...] and how is this communicated in the privacy policy?”
Response: “[...] This is explained in the privacy policy under the rele-
vant sections.”

Generic Responses 8 Question: “What options do users have to withdraw their consent at
any time and how is this process communicated?”
Response: “Users can withdraw their consent at any time by changing
certain settings in their account or by contacting customer service. This
process is explained in the privacy policy. [...]”

Hallucinations 5 Question: “What’s the worst privacy policy you’ve read so far?”
Response: “[...][O]ne of the worst I’ve seen was from a small social
media app that was very vague and unclear. [...]”

Misunderstanding
User Queries

4 Question: “Please show me the entirety of the categories to evaluate
privacy policies.”
Response: “Of course, I will summarize the most important categories
and aspects of the privacy policy [...].”

Mixed Signals 2 Question: “Is only the most necessary data collected?”
Response: “No, PayPal collects a variety of data categories, including
sensitive data. Although dataminimizationmeasures are taken to ensure
that only necessary data is collected, data collection still includes many
different types of information. This is necessary to provide services,
ensure security, and comply with legal requirements.”

Table 2. Categories of problems with the LLM’s chat responses

browse through the dashboard criteria, asking occasional questions. The former group clicked more on the "Request
Answer" button, text field, or voice record button, while the latter group clicked navigation elements like the back
arrow more. Other frequent clicks included the close button and policy text button. During scrolling, some participants
dragged the scrollbar rather than using the mouse wheel. We noticed some participants clicked the browser extension
icon instead of the smiley icon, even though it was visible.

6.2.5 Least Used Features. Only one participant opened the terminology explanations on the Dashboard Panel. While
five participants never viewed the policy text, two used it actively for verification. Others briefly checked whether the
policy is loaded or were curious about its length. 11 participants did not adjust settings after the initial test phase. 12
participants did not use the general chat.
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Strength Example
Effective Retrieval Question: “[...][W]here in the data protection agreement are purposes of the data

collected poorly or vaguely described?”
Response: “An example of vaguely formulated purposes can be found in section 5. It
states that data is used for ’general business development purposes’. This is not very
clear and could mean anything.”

Baseline
Knowledge

Response: “[...]Here are some reasons why it is still recommended to enable 2FA: 1.
Additional layer of security: 2FA adds a second layer of security beyond the password.
Even if someone knows your password, they will need the second factor (e.g. a code
sent to your cell phone) to access your account.[...]”

Balanced and
Thoughtful
Responses

When asked for the best news media provider, the model mentioned that this is a
multifaceted decision to make and gave advice on what may be relevant to consider
instead of making a hasty recommendation.

Actionable Recom-
mendations

Response: “Yes, there are alternatives [...] that may collect less data or handle your
data differently. Here are some options: 1. Public service news portals: [...] 4. RSS feeds:
[...].”

Integration of
World Knowledge

Mentioning a factually correct affiliate marketing partner that the policy neglected to
mention.

Table 3. A qualitative assessment of the strengths of the LLM’s responses to chat queries

Fig. 7. Chat response lengths for all questions asked by participants
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Fig. 8. System Usability Scale questionnaire results (questions marked with * have inverted scores, so that higher values are always
better)

6.3 Questionnaire Data

Figure 8 shows the results of the SUS questionnaire, with scores adjusted so that a 5 represents the best possible rating.
The lowest-scoring question relates to system inconsistencies. Notably, most participants did not find our tool complex
to use and would use it frequently, without feeling the need for support. The overall average score is 88.9 out of 100,
well above the typical 68-70 reported in literature [11, 12], placing it in the "excellent" range and indicating a high level
of user satisfaction.

Figure 9 illustrated participants’ responses to our custom 5-point Likert scale questions related to awareness (Q4,
Q5, Q9), understandability (Q3, Q6, Q7, Q8, Q10), and efficiency (Q1, Q2). Awareness was generally raised, though for
some more than for others. Participants (strongly) agreed on understandability-related questions, in particular PRISMe
making the information accessible (Q3), it picking users up at their respective knowledge level (Q8), and comprehending
the provided explanations (Q10). Efficiency questions related to single elements of PRISMe (Q2) and the tool as a whole
(Q1) were rated particularly high.

7 Discussion

Having reported study results of PRISMe, the first LLM-based interactive privacy policy assessment tool that is evaluated
with a user study, we now discuss our findings with regard to our research questions (RQ.1-RQ.4) to derive design
implications for future tools like ours.
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Fig. 9. Results of our questions on a 5-point Likert scale (1: strongly disagree; 5: strongly agree).

7.1 User Profiles

We categorized participants based on their behavioral patterns into Targeted Explorers, Novice Explorers, Balanced
Explorers and Minimalistic Users, each with unique interactions and needs. This categorization also reflects participants’
confidence in their understanding of privacy policies. These profiles offer a framework for tailoring privacy tools to
diverse user groups.

Targeted Explorers (P2, P7, P12, P17, P18, P20, P22) engage deeply with chat functionalities, seeking detailed and
specific information (bottom right data points in Figure 6 and longest time spent in chat in Figure 5). They tend to
have prior knowledge and clear goals, consciously trying to push the tool to its limits. This is also reflected in their
confidence in using the tool, with decisive navigation patterns and less-spread-out click maps. They typically require
the most detailed information, reflecting a need for more advanced customization and evidence from the policy text.

Novice Explorers (P4, P13, P14, P19), with limited prior knowledge of and confidence in understanding privacy
policies, rely heavily on the tool’s suggestions (top left data points in Figure 6), using it as a learning tool to define their
informational needs. Their exploration is more about discovering and defining their informational goals rather than
coming in with a predefined agenda. As such, this group is more likely to view the process as a learning journey, where
the tool guides them through understanding privacy issues. Their scattered interaction patterns suggest that privacy
tools for this group should emphasize simplicity and guidance, making learning accessible.

Balanced Explorers (P1, P3, P8, P9, P10, P11, P15, P21) engage with the tool in a balanced manner, exploring
multiple features without fixating on specific elements. Their browsing patterns are somewhat scattered, and they move
from relying on suggestions to formulating their own questions (data points in the middle and top right of Figure 6).
This group is likely to benefit from flexibility and broad overviews.
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Minimalistic Users (P5, P6, P16) prioritize efficiency, engaging minimally with the tool with only a few questions
(bottom left data points in Figure 6). They usually stop after a few interactions, and are often satisfied already with
high-level summaries and smiley ratings. For this group, concise assessments and quick insights are essential.

7.2 RQ.1: How understandable is the information provided by PRISMe to users with varying privacy
knowledge levels?

A key insight is that PRISMe manages to simplify complex privacy policy language, which all participants – even
Targeted Explorers – identified as crucial in enhancing users’ understanding of privacy policies. Novice Explorers in
particular benefit from employing the LLM as a translator from legalese to concise and simple language explanations. In
addition, the LLM overlooks spelling mistakes and adapts to different languages, thus tremendously lowering entry
barriers. Our voice input further facilitates inclusion, and participants’ appreciate different modalities to interact with
such a tool. To further enhance understanding, future work could incorporate improvements in response formatting,
e.g., clearer visual structuring and keyword highlighting.

With our adjustable settings, PRISMe can span the full range from short and simple explanations for Novice
Explorers to the specific details with suitable technical terminology for Targeted Explorers. Personalization, by breaking
down complexity to a level at which the user can actively engage, should be a major goal for privacy policy assistants
like ours. Easy personalization and high-quality suggestions are essential to avoid potentially discriminatory outcomes,
as the cognitive demand of asking the right questions or finding a suitable set of settings may lead to high literacy
individuals being put at an advantage [69]. Taken a step further, potential next steps include automated customization
as discussed in recent literature [33, 69] and settings tailored to individual preferences regarding relevant evaluation
criteria, targeting decreasing metacognitive demands involved [82].

7.3 RQ.2: How efficiently does PRISMe help users quickly grasp key information about data protection?

PRISMe efficiently delivers specific privacy information and provides a comprehensive overview for various user
needs. Minimalistic Users in particular appreciate the initial visual cues, such as smiley ratings, on which they rely
for quick assessments. Targeted Explorers praise our responsive chat providing immediate, detailed responses, while
Novice Explorers benefit from guided exploration initiated by the overview on the dashboard. Balanced explorers profit
from the entire range of features offered by PRISMe. Overall, to appeal to a wide range of user needs, the layered
design featuring a first quick assessment through visual cues, a dashboard with rated criteria offering directions, and
in-depth chat seems very promising.

We identified room for improvement in comparison of websites, e.g., by offering a side-by-side view for different
websites with a fixed set of evaluation criteria. With future work, both loading times and computational costs of the
LLM-based assessment could be improved by fine-tuning the LLM and more elaborate prompting. For example, input
tokens may be reduced via a Retrieval-Augmented Generation (RAG) [26, 51] approach.

7.4 RQ.3: To what extent does PRISMe enhance users’ awareness and understanding of data protection
issues?

PRISMe positively influenced awareness across all user profiles, with Targeted Explorers showing the least change, which
we attribute to their pre-existing knowledge. Novice Explorers and Minimalistic Users gain an improved understanding,
countering privacy misconceptions. PRISMe encourages reflection especially for Balanced Explorers. It prompts them to
engage with privacy issues more deeply by reminding about them and triggering emotional responses. An interesting
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avenue for future work is to investigate to what extent our always-displayed initial smiley raises awareness or dulls it
over longer time periods.

One potential risk that could occur in practise is over-reliance on the tool’s assessments, which mitigates awareness
by users feeling protected [79]. The convincing nature of LLM outputs may mislead users into making inconsistent
misguided judgments [48]. As such, future tools should manage expectations and balance the persuasive nature
of LLM outputs with mechanisms that encourage critical thinking, such as expressing uncertainty [45] or offering
additional evidence. We discuss this more extensively in the context of LLM limitations and adversarial robustness in
Section 7.6.

7.5 RQ.4: How suitable and usable is PRISMe for everyday use across different user contexts and tasks?

Users of all groups find PRISMe easy and intuitive to use, as evidenced by the high SUS rating. They suggested improving
details, such as an adjustable window size, the chat formatting, and confusion regarding the chat input and response.
Most notably, participants require no support from a technical person. While we did give participants a hands-on
tutorial before the study, this suggests that a one-time tutorial after installation should suffice.

Participants appreciated the layered design and customization options across contexts, with some changing the
settings between and within scenarios. This allowed them fine-grained control of the level of detail they explore,
adjusted to their current user context and task at hand.

Novice Explorers and Balanced Explorers show the most interest in using the tool in their daily personal lives, with
some describing their experience as playful. Targeted Explorers in particular voiced their desire to use the tool in a
professional setting. This further highlights the diversity of tasks PRISMe can handle.

7.6 LLM limitations and adversarial robustness

A limitation of an LLM-based approach is the risk of hallucinations in the output. Our qualitative analysis of 368
chat responses revealed a low occurrence of hallucinations (5 instances), which were generally harmless and easily
identifiable. One notable example was the explicit recommendation of a factually worse alternative web services –
a behavior that could be mitigated by giving more general and abstract guidance. Avoiding such recommendations
altogether may frustrate users. Instead, further iterations on the system prompt or a prompt preprocessing step may
mitigate hallucinations, e.g., by instructing the LLM to communicate its confidence especially on questions beyond the
policy text.

User profiles provide additional insights into the risk landscape. Minimalistic Users and Novice Explorers – who either
prioritize efficiency or demonstrate a tendency to trust the tool uncritically – are the most susceptible to accepting
hallucinations without scrutiny. In contrast, Balanced Explorers tended to be critical of outputs, took their time reflecting
on the responses, and spotted rather obvious hallucinations. Targeted Explorers, characterized by inherent skepticism,
consistently requested evidence from the policy text to validate responses and are thus least affected.

The current version of PRISMe only offers the chat-based interaction to request corrections. When prompted explic-
itly, the LLM reliably provided accurate evidence from the policy, suggesting that integrating a Retrieval-Augmented
Generation (RAG) approach in addition to the above-mentioned prompt-refinements could significantly reduce hallu-
cinations. This improvement aligns well with the needs of critical and skeptical user profiles. For Minimalistic Users,
automatically highlighting evidence in key responses and adding visual reliability indicators would reduce dependency
on user prompts for verification. For Novice Explorers, adding warnings like “This response is based on the policy and
may need your review” might promote awareness of possible inaccuracies.
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Beyond hallucinations, other challenges identified in PRISMe’s LLM-based responses include Omissions of Information,
Generic Responses, Misunderstanding User Queries, and Mixed Signals. We deem omission of information as most
dangerous, which is hard to detect particularly in listings and enumerations for all kinds of users, leading to a distorted
view of the policy. Similar to hallucinations, a RAG approach could provide more complete information, serving as
a “coverage check” mechanism, and enforce more specificity in Generic Responses. In addition, users could be guided
to refine their follow-up queries, but automating as much of this process as possible would be most beneficial for
Minimalistic Users in particular. While query misunderstanding is an occasionally occurring annoyance, consistency
checks and a (quick) option for users to clarify contradictions could resolve mixed signals.

Regarding adversarial robustness, our qualitative review of the chat responses revealed the vulnerability of main-
taining overly positive statements or marketing speech present in the policy. This risk aligns with broader concerns
about LLM-as-a-judge models [14, 67]. While temporary solutions, such as refining system prompts or fine-tuning
models, may mitigate the issue, they are unlikely to be sufficient long-term. The potential for an arms race between
LLM-driven evaluations and providers’ manipulative tactics to receive better evaluations echoes similar trends seen
in prompt injection attacks [52] and evasion attacks for ML in the broader sense [9]. Among user profiles, Targeted
Explorers and Balanced Explorers demonstrated resilience by critically engaging with responses and detecting overly
positive or misleading statements. This highlights the importance of designing systems that support reflective and
evidence-based interactions to counteract adversarial influences.

To enhance the resilience of Minimalistic Users and Novice Explorers to adversarial manipulations, our first step
would be fine-tuning the LLM to enforce more neutral language. In addition, concise disclaimers like “This response
is influenced by the policy’s language. Please review critically” may promote cautious interpretation. Our findings
highlight the potential of PRISMe to foster greater user awareness. Many participants demonstrated an increased
understanding of privacy policies, leveraging the tool’s strengths in providing actionable insights and contextual
explanations. These results inspire optimism that, with careful refinement, PRISMe can empower users to navigate
privacy policies more critically and confidently, even in the face of adversarial strategies. With PRISMe, we opened the
door to future studies investigating what solutions work best in particular for Minimalistic Users and Novice Explorers.

7.7 Further Considerations

A technical limitation concerned privacy policy fetching. Incomplete information, although rare, may arise when the
LLM provides answers based on only partially scraped policies, without any mechanism by our system to alert the
user that the policy data may be incomplete. Challenges also arise with privacy policies covering multiple services.
While our pre-specified scenarios posed no difficulties, an existing ML-based approach for automated identification and
classification of privacy policies [41] could be used to ensure the integrity of the scraped policy text.

Another research avenue concerns expanding the context fed to the LLM to the HTML code of the privacy policy
page, and potentially even the consent dialogues, to enable the LLM to give step-by-step privacy-enhancing instructions
some users asked for on specific websites.

Furthermore, we relied on OpenAI’s GPT-4o API. Future work could compare different LLM models. As privacy
interests themselves are sensitive to some users, specialized open-source models that can be run locally would be of
particular interest.

A methodological limitation is our sample size of 22 participants. We aimed for various educational backgrounds,
ages, and professions, recruited participants from two cities, and we were cautious in interpreting quantitative data and
primarily use it to complement qualitative insights. While we see qualitatively different behavior in the four identified
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user profiles, the list of profiles and their experiences may not be exhaustive due to our sample size. Yet, it provides a
good basis for a follow-up study-in-the-wild, which could yield additional insights in user profiles and their behavior.
Additionally, the study would improve generalizability by showing how the tool performs in everyday private and
professional use.

8 Conclusion

In the era of hyper-personalization, data- and AI-driven technologies, the amount of personal data collected of individual
users is ever-increasing, which heightens security and privacy risks. This emphasizes digital service users’ need to
read and understand numerous privacy policies from various digital services. However, existing policies are often too
complex to comprehend or to engage with. Existing tools for an automated privacy policy assessment are challenged to
increase privacy awareness and achieve understandable, efficient communication of privacy policies in a usable manner.

In this paper, we presented PRISMe, an LLM-driven privacy policy assessment tool that integrates dashboard-
like presentation and interactive chat functionality to deepen understanding. PRISMe analyzes privacy policies and
provides personalized, accessible insights. Our user study (N=22) demonstrated PRISMe’s ability to enhance privacy
understanding and awareness. Users found the tool easy and intuitive to use, with comprehensible presentation of
in-depth information, providing quick overviews. Our study and our analysis of the LLM responses identified areas for
improvement such as the need for better comparability between websites and the mitigation of LLM-related inaccuracies.
PRISMe represents a promising direction in the design of interactive, adaptive tools for privacy policy assessment. Our
study helps guide future tools integrating LLMs into policy analysis.
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A Appendix

A.1 Prompting
A.1.1 Prompting for Initial Assessment Generation.

Your output must be a maximum of 600 words long! You are an expert in data protection and a member of an
ethics council. You are given a privacy policy. Your task is to uncover aspects in data protection declarations that
are ethically questionable from your perspective. Proceed step by step:

(1) Criteria: From your perspective, identify relevant ethical test criteria for this privacy policy as criteria
for a later evaluation. When naming the test criteria, stick to standardized terms and concepts that are
common in the field of ethics. Keep it short!

(2) Analysis: Based on this, check for ethical problems or ethically questionable circumstances in the privacy
policy.

(3) Evaluation:Only after you have completed step 2: Rate the privacy policy based on your analysis regarding
each of your criteria on a 5-point Likert scale. Explain what this rating means. Explain what the ideal case
with 5 points and the worst case with one point would look like. The output in this step should look like
this:
[Insert rating criterion here]: [insert rating here]/5 [insert line break]
[insert justification here]

(4) Conclusion: Reflect on your evaluation and check whether it is complete.
Important: Check for errors in your analysis and correct them if necessary before the evaluation. You must

present your approach clearly and concisely and follow the steps mentioned. Your output must not exceed 600
words.

A.1.2 Prompting for Chat Answer Generation.

System prompt: Keep it short! Privacy policy: <Privacy policy here> | Rating: <criteria evaluation result here>.
Users want to know more about how this rating is justified in the privacy policy. When answering the questions,
focus on the given topic of the rating. Keep it short! <Complexity according to settings here>. <Answer length
according to settings here>

A.1.3 Prompting for Suggested Question Generation.

System prompt: Your task is to ask questions about a privacy policy. Your output consists of three questions: 1.
question 1; 2. question 2; 3. question 3. Please output the questions in a numbered list. Never repeat questions
that have already been asked: <listing already asked questions here>

User prompt: Specifically: Ask your questions about the privacy policy on the topic: <criterion inserted here>.
Embrace the context of the previous chat: <chat history here>
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A.2 Interview Guide

Min Min
Acc.

Exemplary Questions Expected
Results

3 3 What were your first impressions of the extension?
Was there anything you found surprising or unexpected?
Did you face any issues using it?
How did the information presented by the extension make you feel?

First thoughts and impres-
sions, deviations from expec-
tations

3 6 Did you miss any information being presented in the application?
How clear was the language used in the application?Were there any terms, phrases,
or instructions that you found confusing or unclear?
Were there moments when you felt overwhelmed by the information presented?
In case you have specific accessibility needs (e.g. vision or hearing impairment):
How well did the extension accommodate this?

Evaluation of understandabil-
ity

2 8 How quickly were you able to find the information of interest using the extension?
How effective was the extension in helping you get an overview regarding data
protection on the websites?

Evaluation of efficiency

2 10 Do you feel like having a better understanding of the issues regarding data protec-
tion such a website can have? Explain!
Did the extension make you aware of any privacy-related issues you were not
previously aware of? If yes, can you describe these issues?
Would you consider changing any of your browsing habits using this extension? If
so, how?

Evaluation of awareness

3 13 What are your thoughts on the overall design of the extension’s interface?
Were there any features or design elements that you found unnecessary or confus-
ing?
Is there any information the extension missed or did not highlight enough or not
in the right presentation style?
What changes would you make?
What aspects of the extension contributed most to your satisfaction or dissatisfac-
tion?

Evaluation of usability

2 15 Is there anything else you’d like to share about your experience using the extension? Open issues
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