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Abstract—The rapid development of programmable network
devices and the widespread use of machine learning (ML) in
networking have facilitated efficient research into intelligent data
plane (IDP). Offloading ML to programmable data plane (PDP)
enables quick analysis and responses to network traffic dynamics,
and efficient management of network links. However, PDP hard-
ware pipeline has significant resource limitations. For instance,
Intel Tofino ASIC has only 10Mb SRAM in each stage, and lacks
support for multiplication, division and floating-point operations.
These constraints significantly hinder the development of IDP.
This paper presents Quark, a framework that fully offloads
convolutional neural network (CNN) inference onto PDP. Quark
employs model pruning to simplify the CNN model, and uses
quantization to support floating-point operations. Additionally,
Quark divides the CNN into smaller units to improve resource
utilization on the PDP. We have implemented a testbed prototype
of Quark on both P4 hardware switch (Intel Tofino ASIC)
and software switch (i.e., BMv2). Extensive evaluation results
demonstrate that Quark achieves 97.3% accuracy in anomaly
detection task while using only 22.7% of the SRAM resources
on the Intel Tofino ASIC switch, completing inference tasks at
line rate with an average latency of 42.66..s.

I. INTRODUCTION

The development of programmable data plane (PDP) [1]]
has enabled deep programmability for computer networks,
allowing for flexible packet processing and forwarding at line
rate. Concurrently, the rapid advancement of machine learning
(ML) in networking and the gradual adoption of PDP devices
have driven the evolution of the intelligent data plane (IDP)
[2]. By deploying ML models on PDP, IDP leverages both
the line rate processing capabilities of PDP along with the
intelligent analytical abilities of ML.

Existing research has demonstrated the feasibility of IDP,
primarily in areas like flow classification [3]-[5], network
defense [6]], congestion control [7], and network telemetry [S8]].
Some efforts have been made to offload various types of simple
ML models onto PDP, such as decision trees [9], [[10], binary
neural networks [3]], [5], [11]. Other efforts have focused
on enhancing PDP with additional hardware (e.g., FPGA)
in PDP’s pipeline [4], [12], [13] to support ML functions.
Convolutional neural networks (CNNs) [14], a cornerstone of
deep learning, offer significant advantages in tasks like time
series prediction and signal identification due to their ability
to detect sequential correlations. However, offloading CNNs
to PDP presents unique challenges.

Current attempts to implement CNNs on PDP have faced
limitations. Some approaches only provide software switch

implementations [15], [[16], while others require additional
devices such as CPUs [17]]. These solutions fall short of
fully utilizing PDP hardware, such as Tofino ASIC switches,
thus introducing additional latency and compromising line-rate
performance.

Fully implementing CNNs on PDP hardware switches
is necessary but challenging. For PDP hardware, such as
switches with PISA (Protocol-independent switch architecture)
[18]], which is a well-known hardware pipeline architecture
in Intel Tofino ASIC, implementing CNNs on the hardware
pipeline has the following challenges: (i) The lack of support
for floating-point operations in PISA, which are essential for
CNNs, limits the effective offloading of these models. While
high-precision floating-point computation has been achieved
on PDP [19], it exhausts PDP resources, making it unsuitable
for CNN offloading. (i) The absence of multiplication and
division support in the PISA architecture hinders the imple-
mentation of convolution and activation operations. Although
multiplication can be implemented using bit shifts and addi-
tion, this approach consumes excessive stage resources (e.g.,
an 8-bit multiplication requires 4 stages) (iii) PISA’s pipeline-
based operation can be decomposed into only a limited number
of stages (e.g., Intel Tofino 1 offers 12 stages), each with
restricted computational and storage capacities. Additionally,
the pipeline does not support looping, further complicating
CNNs deployment on PDP.

To address these challenges, we propose Quark (Quantized
convolutional neural network), a framework for offloading
CNN inference onto PDP while ensuring high inference
accuracy, reducing computational demands, and minimizing
forwarding latency. Quark employs quantization techniques to
convert network models into fixed-point numbers, overcoming
the lack of floating-point support in PDP. Quark also uses
model pruning techniques to eliminate unnecessary neurons or
channels in the CNN, mitigating PDP resource constraints and
reducing the number of recirculations, thereby reducing infer-
ence latency. Moreover, Quark achieves multiplication within
one stage using match-actions in SRAM. Besides, Quark
proposes a modular design by abstracting CNN model into
multiple units of varying granularity, and maximizes the use of
pipeline resources by combining different units to implement
various CNN models. Specifically, our contributions are:

e« We propose the Quark framework, which completely

offloads CNN inference onto PDP, maximizes resource
utilization and achieves line-rate CNN inference on hard-



ware switches.

o We utilize pruning and quantization on control plane to
compress CNN models to overcome the limitations of
hardware resources and floating-point computations. We
also propose a modular design to split and reorganize
CNN models to maximize the utilization of PDP re-
sources.

« We have implemented a testbed prototype of Quark based
on the Intel Tofino ASIC switches. Experimental results
demonstrate that Quark effectively detects anomalies with
an accuracy of 97.3%, and performs inference tasks at
line rate with 42.66us latency.

II. BACKGROUND AND RELATED WORKS
A. Intelligent Data Plane

With the increasing integration of ML in networking, IDP
aims to offload various ML models onto PDP such as PISA
switches. Currently, neural network-based IDP focuses pri-
marily on Binary Neural Networks (BNNs) [3], [S]I, [11],
Recurrent Neural Networks (RNNs) [20], and Multi-Layer
Perceptrons (MLPs) [15]], [21]], contributing to tasks such as
traffic classification [3[]-[5]], [[12], network defense [06f, [22],
congestion control [4], [7], and load balancing [7].

Beyond these models, CNNs excel at extracting time-series
features from data flows, proving particularly effective for
network functions, especially for network traffic intrusion
detection [23|]] and traffic classification [24]]. However, the
complex computations involved in CNN have limited their
deployment on PISA hardware switches.

To maintain parallel processing capabilities, PISA’s avail-
able operations and memory are highly restricted [25]. Var-
ious solutions have been employed to encode complex ML
computations into basic PISA-supported operations. Typically,
there are three main approaches: (i) Converting floating-point
parameters to fixed-point numbers by using quantization tech-
niques to transform operations into PISA-supported integer
computations. (ii) Expanding the data plane by adding extra
hardware modules to handle PISA’s resource constraints. (iii)
Implementing ML models on FPGA [26] or Network Proces-
sor [27], as these platforms support operations unavailable in
PISA, such as multiplication, division, and looping.

B. Related Work

Table |I| summarizes existing works on implementing neural
networks on PDP. N2Net [11] and N3IC [3] have deployed
BNNs on PDP to address the lack of floating-point computa-
tion support. BNNs convert the trained parameters of neural
networks to 0 or 1, allowing logic operations to approxi-
mate multiplication and use integer-based approximations of
floating-point [28]]. N3IC applies this approach to traffic anal-
ysis and deploys it on SmartNICs. However, the binarization
of network parameters affects inference accuracy.

Besides binarization, other works have verified the feasibil-
ity of IDP on software switches (e.g., BMv2 [29]). NetNN
[16] addresses the processing and memory constraints of
the PISA architecture by partitioning deep neural networks

TABLE I
STATE OF THE ART.

Work Model Target Platform Notes
N2Net BNN Unknown Switches Prgmsmn degradation
IR (Binary)
N3IC 3] BNN NetFPGA Pr;cmon degradation
(Binary)
Intel Tofino ASIC Need additional
Taurus [4] | DNN with FPGA Hardware Block
INQ-MLT | CNN & Excessive model
| 13] MLP BMv2 (software) complexity
BaNaNa NN SmartNICs/Unknown | High latency between
Split [17] Switches with CPU PDP and CPU
NetNN High cost and latency
[16] DNN BMv2 (software) by multiple switches
kQuark Intel Tofino ASIC Entirely on hardware
CNN (hardware) & BMv2 PDP, low latency and
(ours) .
(software) high accuracy

(DNNs) across multiple switches on a layer-by-layer basis.
INQ-MLT [15] employs quantization techniques to convert
floating-point operations into integer computations supported
by PDP, addressing the lack of floating-point support in PISA.
The system also uses Quantization Aware Training (QAT) [30]]
to mitigate accuracy loss caused by quantization.

In addition, some works use additional hardware devices to
assist PDP in achieving ML functionality. Taurus [4] extends
PISA by incorporating a custom hardware MapReduce block
between two stages in the pipeline. The blocks, emulated
using FPGA, work alongside parsers and match-action tables
(MATs) to handle packet forwarding. BaNaNa Split [[17] also
uses quantization, splitting the neural network model, with one
part processed by the server CPU and the other part quantized
and integrated into programmable network devices.

C. Discussion

Although binarization effectively addresses PDP floating-
point constraints, it results in notable accuracy loss. Using
quantization instead of binarization mitigates this drawback
but introduces higher computational demands, requiring fur-
ther optimization. Schemes deployed on software switches
have also proposed methods to address PDP resource lim-
itations, such as using TCAM to store dot product results.
However, software switches have much lower processing
efficiency compared to hardware switches, and the stricter
resource limitations on hardware switches hinder the further
development of these schemes. Using extra hardware (e.g.,
FPGA) to assist the hardware switch introduces inevitable
delay between the hardware and PDP. This approach has
lower scalability and flexibility and incurs additional costs.
In this context, IN3 [21] presents a novel architecture that
integrates model compression with data plane pipelines for
neural network inference.

Our objective is to design a solution that simplifies CNN
models and fully offloads them onto the data planes of pro-
grammable hardware devices (e.g., Intel Tofino ASIC switch)
without modifying existing switch hardware. This approach
aims to address the resource and stage limitations of the PISA
architecture, achieving efficient inference performance while
maintaining high accuracy and low latency.
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Fig. 1. An overview of the Quark architecture.

III. OVERVIEW OF Quark

As shown in Fig. [T} the architecture of Quark contains two
main components: the control plane and the hardware pipeline
(i.e., data plane).

A. Control Plane

The primary task of the control plane is to train a CNN
model and insert or update its parameters into the hardware
pipeline. The workflow is as follows: (i) Model Training:
The model training module analyzes flow statistics to obtain
training data and trains a floating-point model. (ii) Pruning:
The pruning module performs channel pruning to remove
less important parameter channels from the pre-pruned model.
(iii) Quantization: The quantization module employs QAT by
adding fake-quantize nodes to the pruned model to simulate
precision loss during quantized inference. The model is then
retrained or fine-tuned for maintaining accuracy (see Section
[[V). (iv) Pipeline configuration: the pipeline configuration
extracts the model parameters and uses the controller’s API
(e.g., PARuntime) to insert or update them into the pipeline.

This architecture design enables efficient deployment of
CNN models on PDP, ensuring high accuracy while reducing
computational and storage resource requirements.

B. Hardware Pipeline

The hardware pipeline has two distinct workflows: network
flow feature statistics (green arrow) and neural network infer-
ence (blue arrow), as shown in Fig. m

1) Feature Statistics: This workflow extracts network flow
feature statistics (see Section [V-B). (i) When the switch
receives a normal packet, it extracts the header information
and retrieves the corresponding data via a flow index (e.g.,
whether the flow has already been predicted). (ii) If prediction
information is already indexed, feature statistics are skipped,
and predefined processing is executed. (iii) If the prediction
information is not indexed, feature statistics is performed, and

the packet is forwarded. (iv) Once certain conditions are met
during feature statistics (e.g., counting the first n packets), the
neural network inference workflow is triggered.

2) Neural Network Inference: In this workflow, we design a
CNN inference model composed of multiple basic operations
such as parser, deparser, MATs, and ALUs. (i) The modular
design (see Section splits the CNN inference model into
several basic units. (ii) If the pipeline cannot fit the entire
inference model, packets are cloned and recirculated within the
pipeline to achieve complex calculations like convolution op-
erations. This includes the weight table for retrieving weights,
the computing table for handling the lack of multiplication
operations in PDP, the quantization table for quantizing con-
volution results, the activation table for performing activation
layer operations, and the pooling table for pooling operations.
Parsers and deparsers handle packet header parsing and exe-
cute recirculate operations. (iii) Once inference is completed,
the pipeline updates the prediction results in the flow index,
which serves as the entry for subsequent packets.

IV. MODEL COMPRESSION FOR Quark
A. Pruning Module

Quark employs model pruning techniques to simplify neu-
ral network structures. Given the high programmability and
parallel computing capabilities of the PISA, efficient use of
computational resources is crucial. Pruning drastically reduces
the number of parameters while preserving accuracy [31].
Specifically, Quark evaluates the importance of weights to
identify and remove channels that minimally contribute to
the model’s prediction (see Fig. [T). This method achieves
significant compression with minimal accuracy loss, prevents
overfitting, and enhances the model’s generalization ability and
stability. Evaluation results demonstrate that the pruned CNN
model of Quark exhibits higher computational efficiency and
lower resource consumption on PDP while preserving high
prediction accuracy.



B. Quantizing CNN Parameters for Quark

Due to the lack of support for floating-point operations
within the pipeline, Quark employs a quantization module to
convert the parameters of convolutional and fully connected
layers in CNNs from floating-point precision (e.g., Float32)
to lower-precision fixed-point integers (e.g., INT8). Fixed-
point calculations can be performed within the PISA pipeline
using basic operations, significantly reducing the complexity
of neural network inference without substantial accuracy loss.

We use r to denote the floating-point numbers and ¢ to
denote the quantized fixed-point integers. The quantization
process maps the parameter r from the continuous range
[Fmin, Fmaz) to g within the range [¢min, Gmaz)|. The range
bounds ¢y, and ¢.q, depend on the bit-width b of the integer
q, as well as whether the integer is signed or unsigned.

(—2071,2071 — 1), signed

(0,26 —1), )

(qmina qmaz) = {

unsigned

Two key definitions for Quark are S (scale) and Z (zero-
point). The scale S is the factor that converts floating-point
numbers to fixed-point numbers while preserving their relative
precision and proportion. The definition of S is:

S = Tmazxz — Tmin ) (2)
Gmaz — 9min
The zero-point Z represents the integer value corresponding
to zero in floating-point numbers after quantization, ensuring
consistency of relative relationships between numbers before
and after quantization. The definition of Z is:

Rmaw )
g )

These definitions allow Quark to convert from floating-point
numbers to fixed-point integers:

Z = Round(¢pmaz — 3

r=5(qg—2), 4
q= Clamp(Round(% + Z), @mins Gmaz) - ®)

The function of Clamp is to constrain the quantized fixed-
point integer ¢ within the fixed-point range [¢min, ¢maz|. Thus,
Quark can use Equation (3) to complete the quantization of
parameters such as weights and biases.

C. Quantizing Convolution for Quark

In CNN, both convolutional layers and fully connected
layers essentially perform matrix multiplications. Suppose r;
and rp are two IV X N matrices in floating-point representation,
and r3 is the matrix resulting from their multiplication. 5”7 is
the element in the i-th row and j-th column of matrix r3.

ryl = ri’k-rlgd. (6)
k=1

The convolution principle of CNN refers to performing a
matrix multiplication between the weight matrix w and the
input matrix z, and adding the bias matrix b to obtain the

output matrix a. By substituting the above parameters into
Equation (6) and simplifying the matrix notation, we obtain:

N
a:Zwizi+b. 7
i=1

Assuming S, Z, are the scale and zero-point for the input
matrix z, and similarly, S,,, 7, for w and S,,Z, for a.
Additionally, ¢, q.,, and g, represent the fixed-point matrices
corresponding to matrices x, w, and a, respectively. According
to the Equation @), we can derive:

N
Sa(Qa - Za) :Z Sw(Q’w—Zw)Sx (Qm_Zx)+Sb(Qb_Zb) , (8)

S,
qa = S,

S
~Zo) g W= Z)+ 2o 9)

(qw—Zw) (g

2
Here, the non-integer parts are limited to .S, S, and Sp. S and
Z serve as intermediaries for converting between floating-point
numbers and fixed-point integers, which only need to ensure
that the conversion between r and q is reversible. Therefore,
we can use 5,5, to replace Sy, and set 7, directly to zero.
Thus, the Equation (@) can be adjusted to:

N

Go =M (qw—Zu)(@e — Za) + @)+ Zo,  (10)
where ¢ g

M =22 11

5 (1n)

Equation (TT)) can be approximated as a fixed-point number
with a bit shift on PISA hardware pipeline. These equations
effectively implement quantized convolution operations within
CNN on PDP which lack support for floating-point operations,
ensuring both computational efficiency and accuracy.

D. Quantization Aware Training

The initial quantization parameters of the CNN was
achieved using Equation (5) to calculate directly from floating-
point numbers. However, without retraining the model post-
quantization, the model parameters’ accuracy may be affected.

To address this issue, Quark utilizes Quantization Aware
Training (QAT), an optimization technique that simulates the
quantization process during training, thereby improving the
model’s performance in deployment [30].

In QAT, fake-quantize nodes are inserted into the network
model (see Fig[I)). During forward propagation, QAT simulates
the Clamp and Round operations of quantization, helping
the model adapt to quantization effects and achieve higher
accuracy. In backward propagation, the straight-through esti-
mator (STE) [32] approximates the gradient of the quantization
operation, as the Round function has zero gradient. This allows
the gradient to propagate back to the weights before the fake-
quantize nodes. As a result, the weights undergo pseudo-
quantization, simulating quantization errors, and the gradients
of these errors are propagated back to update the original
weights, allowing the model to adapt to quantization.
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Fig. 2. A example of Quantized CNN model.

E. Quantizing CNN Training and Inference

We use an example CNN model in Fig. [2| to illustrate the
CNN quantization process of Quark during forward propaga-
tion. Let the input and output be x and y, with the outputs
of the hidden layers denoted as a. The quantized fixed-point
numbers corresponding to these parameters are ¢, g, and ¢,.

During training, forward passes with sufficient data are
performed to record the value ranges [r'min, Fmaz] for x, ag,
as, ag, and y. At the end of training, these recorded ranges
are used to pre-calculate certain elements (e.g., S, M, Z,, and
Z,,) using Equations ), (B) and (TI).

During inference, Quark first quantize the input z to a fixed-
point integer g, and then use Equation to compute the
result of the first layer q,;. This process continues through
the ReLU and Pooling layers. For fully connected layers, the
quantization process is similar to that of convolutional layers,
allowing us to compute g, and obtain the final prediction.

This quantization method is scalable to larger networks due
to its consistent underlying principles, and therefore establish-
ing a robust quantization approach for CNN inference.

V. Quark DESIGN IN DATA PLANE

This section details the design and deployment of a quan-
tized CNN on the data plane of a PISA hardware switch.

A. Unit-based Modularization of CNN

To fit a CNN inference model into a PDP hardware pipeline,
we propose a modular design that abstracts and splits a CNN
model into multiple units of varying granularity. For example,
activation and pooling layers, with relatively low computa-
tional complexity, can be combined with convolutional layers
into a single unit (see Section [V-C| for an example). Similarly,
fully connected layers and activation layers can be merged into
another unit. Different units can be defined by varying scales,
allowing each of them to process one or multiple features. This
flexibly allows Quark to tailor the CNN units to fit within the
constraints of the available pipeline stages.

A CNN inference model can be achieved through the combi-
nation of one or multiple units. In PISA-based programmable
devices, the data planes of different hardware devices offer
varying amounts of resource space. We recommend deploying
as many units as possible within a single pipeline. When
necessary, the recirculation technique can be employed to force
data packets to enter the pipeline multiple times for repeated
unit processing. This modular design maximizes the utilization
of the data plane’s resources, completes CNN inference with
minimal latency, and provides a flexible and scalable solution
for deploying CNNs on the PDP.

B. Quantized CNN Design in Pipeline
We have implemented Quark on both P4 hardware (Intel

Tofino ASIC) switches and BMv2. The processing pipeline of
Quantized CNN in the PDP is illustrated in Fig.
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Fig. 3. Packet processing pipeline.

Parser: The parser extracts features from the packet header
(e.g., packet length, TCP flags, IAT). These features play
various roles in the ingress stage based on the flow’s state.

Ingress & Egress: Packets are hashed into the correspond-
ing flow and processed as follows: (i) If the packet header
carries flags such as TCP FIN flag or exceeds the IAT limit,
the corresponding flow’s memory space is initialized; (ii) If the
flow matches pre-defined operations, it is classified according
to the pre-defined results; (iii) The flow’s features are updated.
If the packet triggers a specific condition (e.g., the arrival of
the n-th packet), neural network inference is triggered, and the
inference result is updated in the pre-defined results.

Parameters: Since biases and weights are fixed after train-
ing and quantization, storing them in match-action tables
(MATs) is efficient. Due to the pipeline’s characteristics,
metadata is initialized to zero during recirculation, so Quark
stores the layer outputs in the header. Additionally, parameters
to control the inference process are required (see Table [II).

C. Implementation of CNN in the P4 Switch

For simplicity, we use one-dimensional CNN (1D-CNN) for
this introduction, with similar concepts extendable to multi-
dimensional CNNs. A 1D-CNN unit, shown in Fig. El, is
implemented on the Intel Tofino ASIC switch. Given the sim-
plicity of activation and pooling layer computations, requiring
only one stage each, we combined convolutional/fully con-
nected, activation, and pooling layers into a single unit, termed
as CAP-Unit (Convolutional, Activation and Pooling Layer
Unit). To maximize pipeline resource utilization, we designed
each CAP-Unit to process two features simultaneously. Given
Tofino’s 12-stage limit, one CAP-Unit is deployed per pipeline,
with the recirculate technique used to reprocess inference
packets and complete the full CNN inference.

TABLE II

PARAMETER DESCRIPTION TABLE.
Description
The current inferencing layer. All features reading and
storage depend on this variable.
The channel currently being computed. It manages data
storage and reading together with the layer_index.
Whether accumulation is completed to determine if

Parameter

layer_index

channel_index

conv_flag

activation and pooling operations can be performed.

input_index

Which two sets of features in the input matrix are
currently being computed.
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Fig. 4. The structure of a CAP-Unit.

1 apply |
2 /* (1) Retrieve the inputs from the header x/
get_input_tbl.apply();

‘\ / %

(i1) Retrieve the weights and biases x/
5 weight_tbl.apply(); bias_tbl.apply();
6 /x (1ii) Computing two sets of features

separately and storing the accumulated
convolution results */

7 multi_tbl_l.apply(); multi_tbl_2.apply();

8 hdr.hdr_meta.acc_temp_1 += multi_result_1;

9 hdr.hdr_meta.acc_temp_2 += multi_result_2;

10 /+* When all channels have been accumulated,
proceed with steps (iv) ™ (vii) =*/

11 if (conv_flag == current_channel_num) {

12 /% (iv) Quantize accumulation results x/

13 hdr.hdr_meta.acc_temp_1 += bias;

14 hdr.hdr_meta.acc_temp_2 += bias;

15 quanti_tbl_1l.apply(); gquanti_tbl_2.apply();

16 /% (v) ReLU module */

17 if (result_1 < 0) { result_1 = 0; }

18 if (result_2 < 0) { result_2 = 0; }

19 /* Skip (vi) when fully connected layer, do

20 result_1 += result_2; =/

21 /* (vi) Maxpooling module x/

2 maxPooling_tbl.apply();

23 /* (vii) Storage x/

24 if (layer_index == 1) {

25 storage_tbl_1l.apply();

26 /* Restart next Accumulationx/

27 conv_flag=0; channel_index++;

28 /* When finish current input featuresx/

29 if (channel_index > current_channel_num) {

30 input_index++; channel_index = 0;}

31 /* When finish current layerx/

32 if (input_index > features_num)

layer_index++; input_index =

34 }else if (layer_index == 2) {

35 [/ 1)

36 /* recirculate =/

/)

{
0;1}

Listing 1. P41 code of CAP-Unit.

Listing [I] presents the general logic of P46 code of our
design. We divide the computation process of the CAP-Unit
into seven main steps (see Fig. ). Initially, Quark extracts
the intermediate and control parameters in the header using
the parser. (i) Using the layer_index and input_index, the
input ¢, corresponding to the current layer are obtained
and sent to the next stage. (ii) Based on the layer_index,
the weights and biases of the current layer are extracted
from the MATS.(7ii) Since multiplication is not supported
in the Tofino switch, a multiplication MAT 1is designed to
perform the calculations. Although bit-shift multiplication is
possible, it requires excessive pipeline resources (e.g., an 8-
bit multiplication requires 4 stages). Instead, Quark stores
all multiplication results in a MAT to reduce the number
of required stages. (iv) According to Equation (I0), after
completing the Z (¢w — Zw) (gz — Z,;) operation, the ac-
cumulation result adds the bias, multiplies by M, and adds

CAP-Unit i (i) Weight & bias extraction
Deployment : Weight_table Bias_table
(|)_Fe:’;1tl]|:e ------- 3 I d h: I ind | d h I ind
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Header - ».
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Fig. 5. Deployment of the CAP-Unit in P4 pipeline.

the zero-point to complete the quantization.Since floating-
point operations are not supported in PISA and M remains
constant during inference, Quark pre-compute the product
of M and the previous results, storing them in a MAT
to utilize relatively abundant SRAM resources and improve
computation efficiency. (v) Quark uses ReL.U for the activation
layer, setting the convolution result to zero if it is less than
zero, thus introducing non-linearity into our CNN. (vi) For
the pooling layer, Quark uses maxpooling to extract features
and reduce dimensionality by selecting the maximum value
in each region, retaining the most significant features while
reducing the computational load. This step is skipped when
computing the fully connected layers. (vii) Quark stores the
results into the header, controlled by layer_index, input_index,
and channel_index. The storage method for Quark ensures that
inputs are fully utilized before being overwritten, and avoids
dirty data reads (see Section for more details). If all
computations for the current layer are complete, Quark modify
the layer_index to proceed to the next layer.

Additionally, the output of a single CAP-Unit corresponds
to the output of a single channel in the CNN. Since hidden
layers in CNN typically consist of multiple channels, the final
output of a hidden layer is the sum of the outputs from
each channel. To facilitate this, Quark utilize a temporary
variable in the header to store the accumulated results from
multiple CAP-Units during the recirculation operation (e.g.,
hdr_meta.acc_temp_I and hdr_meta.acc_temp_2 in Listing .

TABLE III

SYMBOLS AND DESCRIPTIONS.
Symbol | Description
T Number of input features to the first layer
Leconuv Number of convolutional layers
Ly Number of fully connected layers
CZ(Z ) Number of input channels for the n-th convolutional layer
C(gzz Number of output channels for the n-th convolutional layer
Ti(;n ) Number of input features for the m-th fully connected layer
T(SZ? Number of output features for the m-th fully connected layer




D. Discussion and Analysis

1) Number of Recirculations: With the modular design,
if the PDP pipeline can not accommodate all units of a
CNN model due to resource constraints, recirculations will be
required. We analyze the upper bound of the number of recir-
culations when the CAP-Unit is used for the modularization.
Table [[TI] defines the symbols.

Theorem 1. When deploying a CNN model on PDP
pipeline using the CAP-Unit, the maximum recirculations

required is [(I' + Leonw + Lfc) - C*], where C =
max {cfy CéﬁzaT(m) o}

1<n<Leony,1<m<Lj,

Proof. Let U denote the total number of CAP-Units of a CNN
model:

Leonw Lfc
U= closr2n+ Y T i /2] .
n=1 m=1

Assume the PDP pipeline can accommodate at most p CAP-

Units where p > 1, then the number of recirculations required

is R = [U/p]. Considering C is the maximum of the all

layers’ input/output channels or features (C' > 2), we have
Leonw Lye

ZOZ [T/27 +Zc [c/21)/p]

< 4t Ly € +Lfc (C?/2+0))/p]
< [(T + Leonw + Lfc) . Cz/p] .

In the worst case, the pipeline can only deploy one CAP-
Unit, i.e., p = 1. Therefore, R < [(T + Leony + Lyc) - C?].
|

= [U/p] <

This allows us to accurately determine the number of
recirculations required for the entire CNN, which is useful
when deploying Quark in resource-constrained PDP hardware.

2) Header Bits Allocation: Since metadata is initialized to
zero during recirculation, Quark stores the input and hidden
layers outputs in the header. However, the header size is
constrained, so Quark reuses the allocated bit positions in
the header. The outputs g, computed by a CAP-Unit layer
lose their utility after serving as inputs ¢, for the subsequent
CAP-Unit layer. Thus, they can be overlaid by other outputs.

For convolutional layers, we need to allocate bits positions
to a layer and the first group in the subsequent layer:

out |—T/2k—| + C (k) ) b’
where b represents the quantization bit levels of Quark, and
k = argmax;, Co(l]fl) [T/2F7.

For fully connected layers, we need to allocate bit positions
to the layer input features and output features:

Fe_bits = (T, i(TlL)+T(l)) b,

out

Conv_bits =

where [ = argmax; (T(l) + Téi)t)
Thus, the maximum number of header bits required is:

Header_bits = max(Conv_bits, Fc_bits) .

TABLE IV
FEATURES AND DESCRIPTION.
Feature Name Description
length_max The maximum packet length in the flow
length_min The minimum packet length in the flow
length_total The total packet length in the flow
TCP._flag Cumulative number of occurrences of the FIN,
- SYN, ACK, PSH, RST, ECE flag
IAT Inter-arrival time between two adjacent packets

Quark efficiently manages and stores computational data
within the limited header space, ensuring optimal utilization
of pipeline resources.

VI. EVALUATION

We have implemented a testbed of Quark on both P4
hardware switch (with Intel Tofino ASIC) and P4 software
switch (i.e., BMv2) using P44 language.

A. Experiment Setup

Testbed: We evaluate the performance of Quark by deploy-
ing a CNN inference model on a P4 hardware switch (Flnet
S9180-32X with Intel Tofino ASIC) connecting two servers
(each equipped with Intel Core i7-4771 CPU @ 3.50GHz
and 40GbE network interface cards). One server is the sender
to replay the traffic of datasets, and the other server is the
receiver. Links connecting the P4 switch and servers are
40Gbps fiber optics.

In addition to testbed with hardware switch, we also build
a similar network topology in Mininet [33]] consisting of one
P4 software switch (BMv2) and two hosts.

Datasets and Usecases: We utilize publicly available
datasets containing network traffic traces to train and test the
CNN model. The features of the first eight packets extracted
from datasets are listed in Table [Vl

o Anomaly Detection: ISCX Botnet Dataset [34] collects
heterogeneous botnet and malware traffic alongside non-
malicious traffic from real-world scenarios. We extract
the features from the TCP and UDP flows of this dataset,
classifying the traffic into Benign and Malicious cate-
gories. The training and test sets are divided according
to the official guidelines provided by ISCX.

e Flow Classification: CICIDS-2017 dataset [35] includes
various types of network traffic and attack scenarios. We
extract flow features from the pcap files and classified
the flows into Benign, DDoS, Patator and PortScan cat-
egories. Undersampling is used to handle the imbalance
of the dataset. The dataset is split into 60% training, 20%
validation, and 20% testing subsets.

Model Training: We train the CNN model on a GPU
server equipped with an NVIDIA GeForce RTX 2080 Ti.
The CNN model consists of three convolutional layers (c1=16,
c2=16, c3=16) and two fully connected layers (I;=16, l5=15).
Each convolutional layer is followed by a ReLU layer and a
maxpooling layer, and each fully connected layer is followed
by a ReLU layer.

Comparison Schemes: We compare Quark with N3IC [3]]
and INQ-MLT [15]. Since N3IC is designed on NetFPGA



772 ful model 2 0.6 W 0.8 0.14 —o— FLOPs 7 Quark = INQ-MLT A2 N3IC

100 == 05 \\7 0. 733311 0.9 30.12 100 100 - ? . v

= =N Y=ot =N w0.10 = = f; = %;

£ 90 L 7= 7= 5 & 80 890 7= = =

% | E 2 Z0.08 g 4 %E = %E

E =N = £ £ 60 £ go| /= = 7=

3 go | = V= $0.06 g g = = =
H = = s 7 = U

7z = =N | Soos 40 7= =% U=

= : | o = =

70 / = =Ni 20 o I= 7 7=

oNE SN ey | o 7= 7= =

60 = = 60 — —

O moder 05 06, 07
Pruning Rate

(b) FLOPs of different pruning rate.

Accuraé;/ Recall Precision F1-Score 0.8 0.9

(a) Impact of different pruning rate.

Accuracy Recall Precision F1-Score

(c) Impact of different quantization bit.  (d) Metrics of anomaly detection.

Fig. 6. Model performance of Quark on anomaly detection.

using BNN model, we only evaluate its model performance
on control plane. INQ-MLT deploys CNN model on software
switches and we have implemented it on BMv2 in our eval-
vation. Both N3IC and INQ-MLT can not be implemented
on P4 hardware switches (with Intel Tofino ASIC) due to the
restriction of hardware pipeline.

B. Impact of Pruning Rate and Quantization Bit Level

We first conduct two experiments on anomaly detection to
evaluate model performance of Quark. The first experiment,
we fix the model size and vary the pruning rates to observe
their impact on model performance. The second experiment,
we fix the model size and pruning rate, then vary the quanti-
zation bit levels to assess their effect on model performance.

Pruning Rate: As shown in Fig. [6a] pruning rates between
0.5 and 0.8 result in less than a 1% decrease in all met-
rics compared to the original pre-compressed model, while
the number of floating-point operations per second (FLOPs)
decreases from 0.14M to 0.0IM (shown in Fig. [6b). This
trade-off, sacrificing less than 1% of performance for a 92.9%
reduction in computation (at a pruning rate of 0.8), is both
acceptable and beneficial for deploying large models on PDP
hardware. However, when the pruning rate reaches 0.9, the
recall increases to 99.99% and other metrics drop significantly.
This indicates the model predicts almost all samples as positive
due to the severely reduced number of channels after pruning.
Therefore, the pruning rate should not be set too high.

Quantization Bit: We set the pruning rate to 0.8 as the base-
line for floating-point training. As shown in Fig. reducing
the quantization to 7 bits only causes a slight performance drop
(less than 1%) but significantly reduces memory usage, which
is crucial for the limited SRAM in PDP hardware pipeline.
However, reducing the quantization to 6 bits or lower leads to
severe performance degradation. At 5 bits, accuracy drops to
10.6%, which is unacceptable.

In conclusion, selecting an appropriate pruning rate and
quantization bit level can effectively conserve memory re-
sources while preserving model performance. In the following
experiments, Quark uses a pruning rate of 0.8 and 7 bits
quantization for model compression.

C. Model Performance Comparison

We compare the model performance of Quark with N3IC
[3] and INQ-MLT [15] on a server (i.e., control plane). For
fairness, we use the same training data for all methods, and

77 Quark(Controller) 525 Quark(All unit) 120 —&— INQ-MLT
100: Quark(One unit) XN INQ-MLT i Quark(One unit)
= [ = o s = —e— Quark(All units)
= =N =N ZE N = £100
£ 90 é | = = s
S |\ = =\
H = | 7= < 80
2 80 /= % 7= S
7= =N =N | 2
= z = £ 60
70 7= v %: //; =
2N 72N 72N
60 Accuracy Recall Precision F1-Score 4C'O 5 1 25 30

0 15 20
Time (seconds)
Fig. 7. Anomaly detection metrics on Fig. 8. Throughput on P4 software
P4 software switch. switch.

select the largest binary MLP model [128, 64, 10] for N3IC
and the same 1D-CNN model for Quark and INQ-MLT.

The evaluation results for the two tasks are shown in Fig.
[6d] and Table In anomaly detection, Quark performs the
best among the three schemes, with an F1-Score improvement
of 0.130 over N3IC and a slight increase of 0.010 over
INQ-MLT. In the more complex flow classification scenario,
Quark also demonstrates an average F1-Score improvement of
0.130 compared to N3IC. Both Quark and INQ-MLT exhibit
distinct advantages in four classifications, with no significant
difference in overall F1-Score.

The inferior performance of N3IC is primarily attributed
to the accuracy loss caused by binarizing the model weights.
The performance of INQ-MLT and Quark align with our
assessments of the pruning rate’s impact (see Fig. [6a). Quark
utilizes a pruning rate of 0.8, which significantly reduces the
model size while maintaining superior performance.

D. Performance in the P4 Software Switch

We implement and compare Quark with INQ-MLT on
BMv2. For Quark, only one CAP-Unit is deployed in the
pipeline of BMv2. Additionally, we propose deploying as
many units as possible within a single pipeline. Given the
ample resources of BMv2, Quark offers an alternative scheme
to deploy all units within a single pipeline. We first verify
whether deploying Quark to BMv2 had any impact on model
performance. As shown in Fig. [7} the performance of Quark
is consistent on both controller and BMv2 (PDP pipeline).

Comparison with INQ-MLT: As shown in Fig. [/| Quark
demonstrates approximately a 1% improvement in model
performance. However, benefiting from its pruning module,
Quark only utilizes 20% of the model size (with a pruning
rate of 0.8) and 7.1% of the computations (see Fig. [6b) of
INQ-MLT, resulting in a significant throughput increase. As
illustrated in Fig. Quark achieves an average throughput
improvement of 18.8% over INQ-MLT.



TABLE V
PERFORMANCE FOR FLOW CLASSIFICATION.

Method Quark N3IC INQ-MLT
Metrics Precision Recall F1 Precision Recall F1 Precision Recall F1
Benign 0.931 0.942 0.935 0.783 0.832 0.807 0.918 0.951 0.934
DDoS 0.619 0.625 0.615 0.494 0.463 0.478 0.637 0.612 0.624
Patator 0.563 0.635 0.593 0.307 0.434 0.360 0.541 0.642 0.587
PortScan 0.597 0.886 0.706 0.631 0.746 0.684 0.612 0.901 0.729
Overall F1 0.712 0.582 0.718
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Fig. 9. Anomaly detection metrics on Fig. 10. Throughput on P4 hardware
P4 hardware switch (Tofino). switch (Tofino) with 40Gbps fibers.

Comparison with All Units per Pipeline: As shown in Fig.
both Quark solutions exhibit consistent model performance.
In terms of throughput (see Fig. ), the solution deploying all
units per pipeline shows an improvement of 15.6%. Compared
to the INQ-MLT scheme, there is a significant 37.3% increase
in throughput. This indicates that deploying as many units
as possible in the pipeline effectively enhances forwarding
performance. However, due to resource constraints in Tofino,
only one unit can be deployed per pipeline.

E. Performance in the P4 Hardware Switch

We have successfully implement one CAP-Unit in the P4
pipeline of Tofino hardware switch. With 102 recirculations,
Quark deploys the compressed CNN model, utilizing a prun-
ing rate of 0.8 and 7-bit quantization.

Accuracy: As shown in Fig. [0l Quark’s prediction metrics
on Intel Tofino ASIC are consistent with those of the con-
troller, achieving a 0.971 F1-Score and a 97.3% accuracy in
anomaly detection.

Throughput: To evaluate Quark’s throughput, we im-
plement a simple switch forwarding application, called ba-
sic_switch, as a baseline for comparison. As shown in Fig.
Quark achieves 39.696 Gbps throughput, only 0.04% below
the baseline’s 39.712 Gbps, demonstrating line-rate operation.

Inference Latency: The inference latency refers the delay
from the start of inference when a packet enters the switch
to the completion of inference and packet forwarding. We
evaluate both single and concurrent inference latency, with
the CDF results shown in Fig. [[Ta] For single inference, an
average latency of 42.66us is observed from 1000 individual
tests (see red dashed line).

Analysis of the CICIDS dataset reveals that, in most cases,
approximately 1000 flows arrive simultaneously within one
second, with a maximum of 10571 flows on Wednesday
(see Fig. [ITID). In the concurrent flow test, the blue dotted
line represents 1000 concurrent inference latency, showing an
average latency of 42.66us with fluctuations under 0.01us.
The orange solid line shows similar performance for 10000
concurrent inferences. These evaluations demonstrate that

4000 6000 8000
Flows count per Second

10000
elay(us

(a) Inference latency under different (b) The number of concurrent flows.
numbers of concurrent flows.

Fig. 11. Inference latency for CNN on P4 hardware switch.
TABLE VI
HARDWARE RESOURCE CONSUMPTION ON INTEL TOFINO ASIC.
Computational eMatch xBar tMatch xBar Gateway VLIW Hash bits

Usage 3.26% 0.00% 13.02% 20.83% 14.20%
Memory SRAM TCAM Map RAM TableID Stash
Usage 24.27% 0.00% 0.00% 25.00% 9.38%
PHV 8bits used 16bits used 32bits used overall bits used
Usage 8.01% 27.50% 4.69% 13.60%

Quark maintains the same performance as with a single flow,
even under high concurrency conditions.

Resource efficiency: Table |VI|shows the hardware resource
consumption of Quark on Tofino switch. In terms of memory
resources, MATs of Quark entirely rely on exact matching,
which does not consume TCAM or Map RAM resources, leav-
ing 75.73% of the SRAM available. Additionally, 75.00% of
the table ID resources in Tofino ASIC remain unused. Further-
more, Quark consumes only 13.6% of the PHV bits. Overall,
the evaluation results demonstrate that Quark only consumes
small portions of resources on Tofino ASIC, allowing the
switch to concurrently deploy many other functionalities.

VII. CONCLUSION

In this paper, we proposed Quark to enable CNN in-
ference to be deployed entirely at line speed on the pro-
grammable hardware data plane. Quark incorporates model
compression to reduce network size while maintaining high
accuracy and applies quantization to address floating-point
limitations on PISA switches. Additionally, Quark modular-
izes CNNs into unit-based combinations to optimize pipeline
resource utilization and enable deployment on PDP Exper-
imental results demonstrate that Quark achieves high infer-
ence accuracy with microsecond-level latency at line rate.
The authors have provided public access to their code at
https://github.com/AntLab-Repo/Quark-CNN-P4.
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