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Abstract

We present Poisson Binomial Mechanism
Vertical Federated Learning (PBM-VFL), a
communication-efficient  Vertical Federated
Learning algorithm with Differential Privacy
guarantees. PBM-VFL combines Secure Multi-
Party Computation with the recently introduced
Poisson Binomial Mechanism to protect parties’
private datasets during model training. We define
the novel concept of feature privacy and analyze
end-to-end feature and sample privacy of our al-
gorithm. We compare sample privacy loss in VFL
with privacy loss in HFL. We also provide the first
theoretical characterization of the relationship
between privacy budget, convergence error, and
communication cost in differentially-private VFL.
Finally, we empirically show that our model
performs well with high levels of privacy.

1. Introduction

Federated Learning (FL) (McMahan et al., 2017) is a ma-
chine learning technique where data is distributed across
multiple parties, and the goal is to train a global model
collaboratively. The parties execute the training algorithm,
facilitated by a central server, without directly sharing the
private data with each other or the server. FL has been used
in various applications such as drug discovery, mobile key-
board prediction, and ranking browser history suggestion
(Aledhari et al., 2020).

The majority of FL algorithms support Horizontal Feder-
ated Learning (HFL) (e.g., (Yang et al., 2019)), where the
datasets of the parties are distributed horizontally, i.e, all
parties share the same features, but each has a different set
of data samples. In contrast, Vertical Federated Learning
(VFL) targets the case where all parties share the same set
of data sample IDs, but each has a different set of features
(e.g., (Huetal, 2019; Gu et al., 2021)). An example of
VFL includes a bank, a hospital, and an insurance company
who wish to train a model predicting customer credit scores.
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The three institutions have a common set of customers, but
the bank has information about customers’ transactions, the
hospital has medical records, and the insurance company
has customers’ accident reports. Such a scenario must em-
ploy VFL to train models on private vertically distributed
data.

While FL is designed to address privacy concerns by keep-
ing data decentralized, there is possible information leakage
from the messages exchanged during training (Geiping et al.,
2020), (Mahendran & Vedaldi, 2015). So, it is crucial to de-
velop methods for FL that have provable privacy guarantees.
A common approach for privacy-preservation is Differential
Privacy (DP) (Dwork & Roth, 2014), in which the private
data is protected by adding noise at various stages in the
training algorithm. Through careful application of DP, one
can protect the data, not only in a single computation, but
throughout the execution of the training algorithm. A num-
ber of works have developed and analyzed the end-to-end
privacy of DP-based HFL algorithms (e.g., (Truex et al.,
2019; Wei et al., 2020; Truex et al., 2020)). However, there
is limited prior work on privacy analysis in VFL, and none
that addresses the interplay between the convergence of the
training algorithm, the end-to-end privacy, and the commu-
nication cost.

We propose Poisson Binomial Mechanism VFL (PBM-
VFL), a new VFL algorithm that combines the Poisson
Binomial Mechanism (PBM) (Chen et al., 2022b) with Se-
cure Multi-Party Computation (MPC) to provide DP over
the training datasets. In PBM-VFL, each party trains a local
network that transforms their raw features into embeddings.
The server trains a fusion model that produces the predicted
label from these embeddings. To protect data privacy, the
parties quantize their embeddings into differentially private
integer vectors using PBM. The parties apply MPC over
the integer values so that the server aggregates the quan-
tized sum without learning anything else. The server then
estimates the embedding sum to calculate the loss and the
gradients needed for training.

To study the privacy of PBM-VFL, we introduce the novel
notion of feature privacy which aims to protect the full
(column-based) feature data held by a party, across all sam-
ples. This notion arises naturally in VFL, but requires a
new definition of adjacent data sets for DP. We consider
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the standard sample privacy as well, specifically privacy
loss per sample arising from the nature of computation in
VFL. We note that VFL presents a different privacy problem
than HFL. In HFL, parties share an aggregate gradient over
a minibatch with the server, whereas in VFL, the server
learns the sum of the party embeddings for each sample in
a minibatch individually. This difference requires a differ-
ent privacy analysis. Further, the DP noise enters via the
gradient computation in HFL, whereas it enters via an argu-
ment to the loss function in VFL. This change necessitates
different convergence analysis.

We analyze the end-to-end feature and sample privacy of
PBM-VFL as well as its convergence behavior. We also re-
late this analysis to the communication cost. Through these
analyses, we provide the first theoretical characterization
of the tradeoffs between privacy, convergence error, and
communication cost in VFL.

‘We summarize our main contributions in this work.

1. We introduce PBM-VFL, a communication efficient
and private VFL algorithm.

2. We provide analysis of the overall privacy budget for
both feature privacy and sample privacy.

3. We prove the convergence bounds of PBM-VFL and
give the relationship between the privacy budget and
communication cost.

4. We evaluate our algorithm by training on ModelNet-10
and Cifar-10 datasets. Our results show that the VFL
model performs well with high accuracy as we increase
the privacy parameters.

Related work. The problem of privacy preserving in HFL
with DP has received much attention with many signifi-
cant publications, including (Wei et al., 2020; Truex et al.,
2020; Agarwal et al., 2018). More recent works propose
notable differentially private compression mechanisms for
HFL. (Chen et al., 2022b) utilized quantization and DP to
protect the gradient computation in an unbiased manner.
(Guo et al., 2023) proposed interpolated Minimum Variance
Unbiased quantization scheme with Rényi DP to protect
client data. (Youn et al., 2023) developed Randomized
Quantization Mechanism to achieve Rényi DP and prevent
data leakage during local updates. All these works focus on
quantization methods with DP in HFL. While PBM-VFL uti-
lizes the same mechanisms, there are significant differences
for application and analysis in VFL vs HFL.

There are previous papers that provide different private meth-
ods for VFL. (Li et al., 2023a; Lu & Ding, 2020) propose
MPC protocols for VFL, but they do not use DP, and thus
while aggregation computations are private, information
may still be leaked from the resulting aggregate information.
(Liet al., 2023b; Chen et al., 2022a) use DP mechanisms for
k-means and graph neural networks, but their algorithms do

not apply to traditional neural networks. (Xu et al., 2021)
proposes a secure and communication-efficient framework
for VFL using Functional Encryption, but they do not con-
sider privacy for end-to-end training.

Qutline. The rest of the paper is organized as follows. Sec.
2 presents the building blocks for PBM-VFL. Sec. 3 details
the system model and training problem. Sec. 4 lists our
privacy goals. Sec. 5 presents our algorithm, and Sec. 6
presents the analysis. Sec. 7 summarizes our experimental
results, and Sec. 8 concludes.

2. Background

This section presents background on Differential Privacy
and related building blocks used in our algorithm.

2.1. Differential Privacy

Differential Privacy (DP) provides a strong privacy guaran-
tee that ensures that an individual’s sensitive information,
e.g., the training data, remains private even if the adversary
has access to auxiliary information. In this work, we employ
Rényi Differential Privacy (RDP) (Mironov, 2017), which
is based on the concept of the Rényi divergence. We utilize
RDP rather than standard (e, §)-DP because it facilitates the
calculation of the cumulative privacy loss over the sequence
of algorithm training iterations. The Rényi divergence and
RDP are defined as follows.

Definition 2.1. For two probability distributions P and Q
defined over a set R, the Rényi divergence of order o > 1 is

a i ploe (E”Q (gg) ) '

Definition 2.2. A randomized mechanism M : D — R
with domain D and range R satisfies («, €)-RDP if for any
two adjacent inputs d, d’ € D, it holds that

D, (P, Q) =

Do (Prsays Pamary) < e

2.2. Poisson Binomial Mechanism

A key component of our algorithm is to protect the inputs
of distributed sum computations. To do this, we rely on
the combination of RDP and MPC and use the Poisson
Binomial Mechanism (PBM) developed in (Chen et al.,
2022b). Unlike other private methods, PBM provides RDP
guarantee, and uses the Binomial distribution to generate
scalar quantized values which is suitable for integer-based
MPC.

We sketch the process for computing a sum of scalar val-
ues. Suppose each participant m = 1,..., M has an in-
put z,, € [-C,C], and the goal is to estimate the sum
s = 2%21 Z,, while protecting the privacy of the inputs.
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Algorithm 1 Scalar Poisson Binomial Mechanism
1: Input: z; € [-C,C], B € [0, ﬂ,b eN
2: pi % + %Il
3: ¢; < Binom(b, p;)
4: Output: Quantized value ¢;

Each participant first quantizes its value according to Al-
gorithm 1. The values of 3 € [0, 1] and b € N are cho-
sen to achieve a desired RDP and accuracy tradeoff. The
participants use MPC to find the sum ¢ = Z%:l Qm.-
An estimated value of s is then computed from ¢ as
5= %(cj — 2M) We provide the following theorem, which
is a slight modification from the result in (Chen et al.,
2022b) adapted for computing a sum rather than an average.

Theorem 2.3 ((Chen et al., 2022b)). Let z,, € [-C,C],
m=1,....M, 3 € [0,%], and b € N. Then, the sum
computation:

1. satisfies (a,e(a))-RDP for o > 1 and
e(a) = Q(bB%a/M)
M

2. yields an unbiased estimate of s with variance m

2.3. Multi-Party Computation

While the PBM can be used to provide RDP for a sum, we
must ensure that the inputs to the sum are not leaked during
the computation. This is achieved via MPC, a cryptographic
mechanism that allows a set of parties to compute a function
over their secret inputs, so that only the function output is
revealed.

There are a variety of MPC methods that can be used for
sum computation. For the purposes of our communication
cost analysis, we fix an MPC protocol, specifically Protocol
0 for Secure Aggregation from (Bonawitz et al., 2016). It
considers M parties, each holding an integer secret value
¢m € [0,b) and an honest-but-curious server. The goal is to
compute » _ g, collaboratively so that the server learns the
sum and nothing else, while the parties learn nothing.

In Protocol 0, each pair of parties mq, ms samples two
random integers in [0, b), U, m, a0d Uy, m, Using pseudo-
random number generators with a seed known to only parties
m1 and ms. Thus, the pseudo-random number generators
generate the same integers at party m; and at party mo
and no exchange is required. Each party then computes
M — 1 perturbations pu, ;' = Um,m’ — Um/,m and masks
its secret value by computing y,, = ¢m + Zf\f,zl Drn,m/
(Pm,m = 0). It then sends y,, to the server. The server

M M M
sums all Ym: S :]\;mzl Ym + Zm:l Zm’:l Pm,m’> and
this is exactly > ", ¢n,. At the same time, the protocol
is perfectly secure, revealing nothing about the individual
qm’s to the server.

Embeddings

Party 1 - hy(6y;
(Hospital) * ‘ 1(61521)
Server
Model
':;;’l’kf 2 '} ”.s o ha(B;) { » i vw. 9
Party3 g L hy(6s3)

(Insurance)

Figure 1: Example global model with neural networks.

To analyze communication cost, observe that each party
incurs cost by sending y,,,. Since —(M — 1)b < y,, < Mb,
O(log(bM)) bits suffice to represent the range of negative
and positive values of y,,. Thus, we need O(log(bM))
per-party bits to send the masked value.

3. Training Problem

We consider a system consisting of M parties and a server.
There is a dataset X € RN*P partitioned across the M
parties, where N is the number of data samples and D is the
number of features. Let x* denote the ith sample of X. For
each sample x°, each party m holds a disjoint subset, i.e.,
a vertical partition, of the features. We denote this subset
by x?,, and note that x’ = [x},...,x%,]. The entire vertical
partition of X that is held by party m is denoted by X,,,
with X = [Xy, ..., Xuy].

Let y; be the label for sample x;, and let y € RY*! denote
the set of all labels. We assume that the labels are stored
at the server. As it is standard, the dataset is aligned for all
parties in a privacy-preserving manner as a pre-processing
step. This can be done using Private Entity Resolution (Xu
etal., 2021)

The goal is to train a global model using the data from all
parties and the labels from the server. Each party m trains a
local network h,,, with parameters 6, that takes the vertical
partition of a sample x as input and produces an embedding
of dimension P. The server trains a fusion model hy with
parameters 0 that takes a sum of the embeddings for a
sample as input and produces a predicted label §. The
global model f(-) has the form

M
f(x;0) := ho <Z R (O Xom); 60> (1
m=1

where O denotes the set of all model parameters. An exam-
ple of the global model architecture is shown in Figure 1.
To train this model, the parties and the server collaborate to
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minimize a loss function:

26(007 01,

where £(-) is the loss for a single sample (x*, y*), and

Zh mi Xy ) 3)

m=1

L(©:X,y) : 0M§Xi)§yi) 2)

h(By,...,0);x

Let B := (XB ,¥?) be a randomly sampled mini-batch of B
samples. We denote the partial derivative of £ over B with
respectto 8,,,, m = 0,..., M, by

Vm 53(9) =

ZE

Vem 907 (Ola s
B

x');y).

NCIVE
(

The partial derivatives of £ and £z with respect to h are
denoted by V; L and V; L, respectively.

‘We make the following assumptions.

Assumption 3.1. (Smoothness).

1. There exists positive constant L < oo such that for all
@1 , 922

IVL(O:1) = VLEO| < LIIO1 =6 4

2. There exist positive constants Ly < co and Lj; < oo
such that for all server parameters 6, and 6;, and all
embedding sums h and h':

IVol(80,h) — Vol(8),R')| <

Loll[6§, "] — [0, R'T]T|| (5)
IV;,6(00, h) — V;£(65, h')|| <

L; 65, )" — 65", W)l (6)

Assumption 3.2 (Unbiased gradients). For every mini-batch
B, the stochastic gradient is unbiased:

EgV Lp(©) =V L(O).
Assumption 3.3 (Bounded variance). There exists positive

constant o < oo such that for every mini-batch B (with
|B| =

&)

<Z. %

Es|[V £(©) B

-V Ls(0)|?
Assumption 3.4 (Bounded embeddings). There exists pos-
itive constant C' < oo such that form = 1,..., M, for all
0., and Xpy, ||Pin (O X)) || oo < C.

Assumption 3.5 (Bounded embedding gradients). There
exists positive constants H,,, < oo form = 1,..., M such
that for all 8,,, and all samples i, the embedding gradients
are bounded as

[V h(Orm; X5 | 7 < Hypy ®)

where || - || = denotes the Frobenius norm.

Part 1 of Assumption 3.1, Assumption 3.2, and Assump-
tion 3.3 are standard in the analysis of gradient-based algo-
rithms (e.g., (Nguyen et al., 2018; Bottou et al., 2018)). Part
2 of Assumption 3.1 bounds the rate of change of the partial
derivative of ¢ with respect to each of its two arguments.
This assumption is needed to ensure convergence over the
noisy embedding sums. We note that this assumption does
not place any additional restrictions on the server model
architecture over Assumption 3.1 Part 1. Assumption 3.4
bounds the individual components of the embeddings. This
can be achieved via a standard activation function such as
sigmoid or tanh. Assumption 3.5 bounds the partial deriva-
tives of the embeddings with respect to a single sample.
This bound is also necessary to analyze the impact of the
DP noise on the algorithm convergence.

4. Privacy Goals

Our method makes use of RDP that aims to provide a mea-
sure of indistinguishability between adjacent datasets con-
sisting of multiple data samples. We consider two notions of
privacy, the novel feature privacy and the standard sample
privacy.

Feature privacy is a natural goal in VFL: parties share the
same set of sample IDs but each has different feature set, and
each party aims to protect its feature set. A natural question
is, how much one can learn about a party’s data (made
up of columns of X) from the aggregates of embeddings
shared during training? To this end, we aim to provide
feature privacy for each party’s feature set by providing
indistinguishability of whether a feature was used in training
or not. For feature privacy, we say that two datasets are
feature set adjacent if they differ by a single party’s feature
set. Given an algorithm M that satisfies RDP, a dataset d
and its feature set adjacent dataset d’, then RDP ensures that
it is impossible to tell, up to a certain probabilistic guarantee,
if d or d’ is used to compute M (d).

This notion of privacy is different from the one in HFL
where a party aims to protect a sample, meaning that one
cannot tell if a particular sample is present in the training
data. The standard definition of adjacent datasets applies
here: two sets are sample adjacent if they differ in a single
sample. Standard sample privacy is still a concern in VFL
and we aim to protect sample privacy as well.

We assume that all parties and the server are honest-but-
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Algorithm 2 PBM-VFL

1: Initialize: ©° = [0, 6", ..
2: fort <+ 0,...,7—1do
Randomly sample B’ from (X, y)
for party m < 1,..., M in parallel do

/* Generate quantized embeddings for B */

4
5
6: . < PBM(h,, (6% :X5') b, B)
7.
8
9

., 0%

end for
/* At server */
c @M ¢, viaMPC
10 Rt e (@ -4
11:  Server sends V;, L5(6}, ht) to all parties
12:  /* server updates its parameters */
13: 05T 0 —nVo L(0h, h)
14:  form <+ 1,..., M in parallel do

15: /* party m updates its parameters */

16: Vi EB(@t) —

17: Vi hin (8L, XL )V, WtV L (05, hY)
18: 0t — 0! —n'V,, Ls(O)

19:  end for

20: end for

curious. They correctly follow the training algorithm, but
they can try to infer the data of other parties from informa-
tion exchanged in the algorithm. We assume that the parties
do not collude and that communication occurs through ro-
bust and secure channels.

5. Algorithm

We now present PBM-VFL. Pseudocode is given in Algo-
rithm 2.

Each party m and the server initialize their local param-
eters 6,,, m = 0,...,M (line 1). The algorithm runs
for T iterations. In each iteration ¢, the server and parties
agree on a minibatch B, chosen at random from X. This
can be achieved, for example, by having the server and all
parties use pseudo-random number generators initialized
with the same seed. Each party m generates an embed-
ding h,,, (0" ;x") for each sample i in the minibatch. We
denote the set of party m’s embeddings for the minibatch
by hm (6% Xf; ). Each party m computes the set of noisy
quantized embeddings ¢!, using PBM component-wise on
each embedding (lines 3-7).

To complete forward propagation, the server needs an esti-
mate of the embeddings sum for each sample in 3*. The par-
ties and the server execute MPC (Protocol 0), which reveals
¢ for each sample i € B to the server. For each i € B' the

server estimates the embedding sum as i’ = % (¢" — %&1)

(lines 9-10). We let h! denote the set of noisy embedding
sums.

The server calculates the gradient of £z with respect to
h for the minibatch using h?, denoted V i L5(05, ht) and
sends this information to the parties for local parameter
updates (line 11). Then the server calculates the stochastic
gradient of £ with respect to its own parameters, denoted
Vo L5(8%,h'), and uses this gradient to update its own
model parameters with learning rate n (line 13). Finally,
each party uses the partial derivative received from the server
to compute the partial derivative of Lz with respect to its
local model parameters using the chain rule as:

Von L (0Y) = Vohn (04, XEVV ), WPV, Ly (05, R1).

m

Note that Vy, h' is the identity operator. The party then
updates its local parameters (lines 16-18) using this partial
derivative, with learning rate 7.

Information Sharing. There are two places in Algo-
rithm 2 where information about X is shared. The first
is when the server learns the sum of the embeddings for
each sample in a minibatch (line 9). We protect the in-
puts to this computation via PBM and MPC. The second
is when the server sends V; L5(0}, h?) to each party. By
the post-processing property of DP, this gradient retains the
same privacy protection as the sum computation. We give a
formal analysis of the algorithm privacy in Section 6.

Communication Cost. We now discuss the communi-
cation cost of Algorithm 2. Each party sends its masked
quantized embedding at a cost of O(P log(bM)) bits, as
detailed in 2 and the cumulative cost for M parties and mini-
batch of size B becomes O(BM P log(bM)). In the back
propagation, the server sends the partial derivatives without
quantization to each party, which is the most costly message
exchanging step. Nevertheless, we save a significant number
of bits when the parties send their masked quantized embed-
ding to the server. Let F' be the number of bits to represent a
floating point number. Then the cost of sending these partial
derivatives to M parties is O(BM PF'). The total communi-
cation cost for Algorithm 2 is O(TBM P (log(bM) + F)).

6. Analysis

We now present our theoretical results with respect to the
privacy and convergence of PBM-VFL, and we provide a
discussion of the tradeoffs between them.

6.1. Privacy

In this section, we analyze the privacy budget of Algorithm 2
with respect to both feature and sample privacy.

6.1.1. FEATURE PRIVACY

We first give an accounting of the privacy budget across T’
iterations of our algorithm.
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Theorem 6.1. Assume (3 € [0, 1] and b € N. Algorithm 2
feat

after T'iterations satisfies (cv, €g,..,(c))-RDP for feature

privacy for a« > 1 and 6{;3;( ) = C’oiTBPbﬁ a

is a universal constant.

where Cy

Proof. Consider the universe Dj;; of embeddings
(h1, ha, ...har), where two members of Dy, are adjacent if
they differ in a single embedding, e.g., 1 and h}. In other
words, these embeddings were produced from samples
in feature set adjacent datasets. Theorem 2.3 gives the
following privacy guarantee when revealing a noisy sum of
embeddings:

Do(Phy+..4haes Ph’1+...+hM) <
PbB2a

Gfeat(a> — CO M

®

The factor of P accounts for the dimension of an embedding.
More formally, given members dyy, dy, € Dy produced
from feature set adjacent datasets, we have

Pb2a
M

Da(Ppem(du) Prem(dy,)) < e (a) = Co

where PBM (-) denotes embedding sum computed using
PBM. We protect an individual embedding when revealing
the noisy sum of embeddings via PBM, and the privacy loss
efeat () we incur is Co%%‘.

By Theorem 2.3, for a sample 7, the computation of
the sum h! is (a,e®())-RDP for any a > 1 and

2
et (o) = O £ bjﬁ 2 (as shown in Equation 9). To compute
V;, L5(05, ht), the server applies a deterministic function

on h. By standard post-processing arguments, the computa-
tion provides (a, e/ («))-RDP with the same /% (a).

Next, we extend the above (per sample ¢) guarantee to the
full feature data for each party. In each training iteration,
for each sample in the minibtach, the sum mechanism runs
separately, and all embeddings are disjoint. Therefore, we
can apply Parallel Composition (Dwork & Roth, 2014) to ac-
count for the privacy of each party’s full set of embeddings,
which is the party’s feature data. In one iteration, each
party’s feature data is protected with a guaranteed privacy

budget of CyZ bﬁ .

At each iteration, the algorithm processes a sample at a
rate B/N, leading to an expected T'B /N number of times
that each sample is used in training over 7' iterations. Ac-
counting for privacy loss across all T iterations leads to

Cy %ﬂ’fo‘ that is, the algorithm protects the full feature
data of a party by ef(fg‘il( ) =Co %ﬂ’\?a. O

We remark that privacy amplification does not directly apply
in VFL as it does in HFL. This is because the parties and the

server know exactly which sample is used in each iteration.
As a result, we apply standard composition. Since each

sample is expected to occur LE times, standard composition

yields the above result Cy %%ja

6.1.2. SAMPLE PRIVACY

We note that sample privacy loss in VFL is larger compared
to privacy loss in comparable DP-based privacy-preserving
HFL algorithms. This is due to the nature of computation.
VFL computation requires revealing the (noisy) sum of
embeddings for each sample; this is in contrast to HFL,
which reveals a noisy aggregate over a mini-batch.

As seen in Equation 9 the privacy of a single embedding is
protected by efeat (a). Therefore, one can ask, what is the
privacy loss for the entire sample resulting from revealing
the noisy sum hq + ... + hpy, and how does that privacy loss
compare to the privacy loss incurred in comparable HFL?
Put another way, suppose we run PBM-VFL and it has a fea-
ture privacy budget of ¢/°**(o); we are interested in comput-
ing the resulting per-sample privacy. Formally, we want to
bound the divergence Do (Ph, +...+hars Phi+... 41y, )> given

the VFL ¢/°**(a) bound of Cj Pbﬁ £ from Equation 9. (Re-
call that ,Ph1+»-~+hM stands for PPBM (hl,...,hM))-)

We prove the following theorem:

Theorem 6.2. Let /™ () = CpL b]e]zoz. Then we have

PbB>S
Do(Phyt..thars Pryyoamy,) < COBTM(O‘) where

Su(a) = ((2M“ —9M=1 _9)q — (3.2M-1 _3)) +

oM—-1_14
2Al—2(a_1)

>for every M > 2.

We establish the theorem by making use of our specific
aggregation function (summation) and known €/°*(a) =

CO%%‘. The advantage of this approach over using
Mironov’s general RDP group privacy result (Proposition 2
in (Mironov, 2017)), is that it allows us to obtain a tighter
bound and it imposes no restriction on « (other than the
standard restriction o > 1).

We demonstrate the case for M = 2 below and present the
full proof in the appendix. The proof is by induction on the
terms in the sum and follows the intuition. For M = 2, let
P ="Phi+hy» @ = Pryny, and R = Pps yp,.

Mironov (Mironov, 2017) states the following inequality
(Corollary 4) for arbitrary distributions P, Q and R with
common support:

—1/2

Do(P,Q) < = —

————D2a(P,R) + Daa—1(R, Q).
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Using €/*** () and plugging into Corollary 4 above gives

o<—1/20 PbB%2a
a—1 """ M

Simplification yields the expected term:

Pb3? (22a + all)
m :

Remark 6.3 (Comparison with HFL). One can easily
show that Sp;(«) > Ma holds for M > 2. Thus,
CO PbBZAs/‘Im(a) > C()Pb5204, and so 6su,mple (a) —
CoPbB?« is a lower bound on the per-sample privacy
loss. In contrast, in a comparable HFL computation with
PBM (Chen et al., 2022b), the per-sample privacy loss is

bounded by C P bga, where B is the number of samples in
a distributed mean computation. This is expected — vertical
distribution of data causes the algorithm to reveal a noisy
sum for each sample, while horizontal distribution reveals a

noisy sum of B gradients of individual samples.

PbB2(20 — 1)

D, (P,Q) < i

+Co

Da(,Pa Q) S CO

6.2. Convergence

We next present our theoretical result on the convergence of
Algorithm 2. The proof is provided in the appendix.

Theorem 6.4. Under Assumptions 3.1-3.5, if n < i, then

the average squared gradient over T iterations of Algo-
rithm 2 satisfies:

1 T-1
7 2 IV L@©Y|* <
t=0

2(£(0%) —Ei(£(67)) o’
T + 2L77§

C2MP(LE+ 12 M H2
+(1+2Ln)< (Lo 452’227"1 ) . (10)

The first term in the bound in (10) is determined by the dif-
ference between the initial loss and the loss after 7" training
iterations. This term vanishes as 7" goes to infinity. The sec-
ond term is the convergence error associated with variance
of the stochastic gradients and the Lipschitz constant L. The
third term is the convergence error arises from the DP noise
in the sums of the embeddings. This error depends on the
inverse of b and the inverse square of 3, which controls the
degree of privacy. As b or 3 increases, this error decreases.
Remark 6.5 (Asymptotic convergence). If n = ﬁ and B
is independent of 7" then

T-1
Y IVLEIP =0T +E) A
t=0

where & = O(gz;) is the error due to the PBM.

We note that if the embedding sums are computed exactly,
giving up privacy, the algorithm reduces to standard SGD;
the third term in (10) becomes 0, giving a convergence rate

ofO(ﬁ).

6.3. Tradeoffs

We observe that there is a connection between the algorithm
privacy (both feature and sample), communication cost, and
convergence behavior. Let us consider a fixed value for
the privacy parameter . We can reduce the convergence
error in Theorem 6.4 by increasing b, but this results in less
privacy guarantee. Higher b also enlarges the algorithm
communication cost, but so long as log b < F', this increase
is negligible.

Similarly, if we fix the communication cost of the algorithm
over 7' iterations, we can increase the privacy by decreasing
5. This, in turn, leads to an increase in the convergence
error on the order of 7.

The number of parties M also affects the privacy budget
and convergence error. With larger M, each party gets more
protection for their data but with larger convergence error.

Since the budget for feature and sample privacy only differ
by a factor of M as shown in previous subsections, the
tradeoffs above apply to both feature and sample privacy.

7. Experiments

We present experiments to evaluate the tradeoff in accu-
racy, privacy, and communication cost of PBM-VFL. In
this section, we give results with the following two datasets.
The appendix provides more experimental results with these
datasets, as well as three additional datasets.

Activity (Garcia-Gonzalez et al., 2020): Time-series posi-
tional data of 10, 300 samples with 560 features for classi-
fying 6 human activities. We run experiments with 5 and 10
parties, where each party holds 112 or 56 features.

Cifar-10 (Krizhevsky, 2009): A dataset of 60, 000 images
with 10 object classes for classification. We experiment with
4 parties, each holding a different quadrant of the images.

We use a batch size B = 100 and embedding vector size
P = 16 for both datasets. We train Activity for 100
epochs and Cifar-10 for 600 epochs, both with learning
rate 0.01. We consider different sets of PBM parameters:
be {4,8,16,64,128} and 8 € {0.1,0.15,0.25} for Activ-
ity, and b € {2,4,16} and 5 € {0.05,0.1,0.15} for Cifar-
10.

We compare PBM-VFL with two baselines: VFL without
privacy and without quantization (NPQ), and VFL with Lo-
cal DP (LDP). The NPQ method is Algorithm 2 without Se-
cure Aggregation or PBM. The LDP method is Algorithm 2
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Figure 2: Accuracy by epoch on Cifar-10 and Activity. We compare PBM-VFL with No Privacy and Quantization (NPQ)

2

2M

and Local DP (LQP) using Gaussian noise with variance oz, = b5

without Secure Aggregation, but with local DP provided
by adding noise to each embedding before aggregation. To
achieve the same level of feature privacy as PBM, LDP
noise is drawn from the Gaussian distribution with variance
oZ = 22 (Since () is in terms of b and 3, o is in terms

of b and 3 as well.)

Accuracy and Privacy. Figures 2a and 2b show the acc-
curacy for Cifar-10 for various values of b for 5 = 0.1 and
B = 0.15. As discussed in Section 6.3, a higher value of
b reduces the convergence error. This is illustrated in both
figures: the accuracy of PBM-VFL increases as b increases,
and b = 16 yields almost the same test accuracy as NPQ,
while still providing privacy. In addition, by comparing
Figure 2a and Figure 2b, we observe that a larger 3 results
in better performance for PBM-VFL for all values of b. This
makes intuitive sense since larger 5 means that there is less
DP noise in the training algorithm. However, this comes
with the cost of less privacy. Notably, PBM-VFL signifi-
cantly outperforms baseline LDP. This is expected: since in
LDP, each noisy embedding is revealed individually, more
noise is required to protect it, and the impact of this noise
accumulates over training.

Accuracy and Communication Cost. We summarize the
communication cost for PBM-VFL to reach a target accu-
racy of 80% on the Cifar-10 dataset in Table 1. As described
in Section 5, we compute the total communication cost as
TBMP(log(bM) + F), with T being the number of it-
erations needed to reach the training accuracy target and
F = 32. Note that for (b,8) = (4,0.05),(8,0.05), the
model does not reach the target accuracy due to high privacy
noise levels. We observe similar trends as in the previous
experiments; for a given b, larger values of 3 reach the
accuracy goal in fewer epochs, resulting in lower commu-
nication costs. Additionally, for a given 6, the number of
epochs required to reach the target decreases as we increase
b. Interestingly, this results in lower total communication
cost, even though a larger b has a higher communication
cost per iteration. We also observe that with larger (b, 3),
such as (8,0.15), (16,0.1), PBM-VFL significantly reduces

communication cost compared to NPQ (no privacy and no
quantization) while providing protection to the training data.

Table 1: Communication cost of PBM-VFL and NPQ on
Cifar-10 to reach a train accuracy target of 80%.

b B Number of | Communication
Epochs Cost (MB)
0.05 00 )
4 0.1 411 4570
0.15 54 600
0.05 00 9
8 0.1 64 725
0.15 38 430
0.05 442 5110
16 | 0.1 41 470
0.15 30 345
NPQ 21 4300

Accuracy and Number of Parties. Figures 2c and 2d
show the accuracy for different numbers of parties for the
Activity dataset, with b = 64. The results show an overall
decrease in test accuracy when we increase the number of
parties. This is consistent with the theoretical results that
convergence error increases as the number of parties grows.
We also observe that as in Figures 2a and 2b, larger values
of (8 results in better performance for PBM-VFL, and that
PBM-VFL outperforms baseline LDP in all cases.

8. Conclusion

We presented PBM-VFL, a privacy-preserving and
communication-efficient algorithm for training VFL mod-
els. We introduced the novel notion of feature privacy and
discussed the privacy budget for feature and sample privacy.
We analyzed privacy and convergence behavior and proved
an end-to-end privacy bound as well as a convergence bound.
In future work, we seek to develop appropriate attacks such
as data reconstruction and privacy auditing to demonstrate
the provided privacy in the VFL model in practice.
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A. Proofs
A.1. Proof of Theorem 6.2

We prove the theorem by induction over the terms of the sum with k ranging from 1 to M — 1. The base case is k = 1 and
P =Phit..thnsa+hars @ = Pyt vny,  +ny,> A0 R =Pp, 4 4hy_ +n,- Analogously to the reasoning for M = 2
we presented in the paper, direct application of Corollary 4 yields

Da(Pl|Q) = Da(Phi+..4hns—1+hae | Phat.tiy,  +11,) (12)

1 PbB?
< (2%a+ ——
_<2a+a_1) i

which fits into the general form in the theorem.

For the inductive step, let P = Pu. thy ittty @ = Phl--»+h}w,,€+1+-.»+h§w’ and let R =
Phy . +hat—psr+has—y...+1;, and assume

k4l ok—1 2k=1 1 \ Pyp3?
Da(Phl-~+h1w—k+1+-~+hM‘|Ph1-~+h§v]7k+1+-u+h;u) < (2 -2 - 2)a T, + 2]@,2(0[ — 1) M (13)
where T}, = 3 - 2F—1 — 3k.
We need to show
Da(Phl-n"rh]\/I—k"r»--“'hM||Ph1~»-+h;\/1_k+---+h/]\4) = Da(lphl-..+h§w_k+»--+h'M||,Ph1~--+thk-+---+hM) (14)
2k —1 Pb3?
< (22 —2F —2)a — T, 15
< (( Ja —Ti1 + P a-1)) M (15)
where Tjy1 = 3- 28 +3(k + 1).
We will apply Corollary 4 again. Let P’ = Phatblyy oty Q" = P, tha_pt..+hy> and let R' =
Phl--<+h1v1—k+h/]\,[_k+1--~+h§\/j' By Corollary 4
/ / 2a — 1 / / / /
Do(P'[|Q) <5—=D2a(P'||R') + D2a-1(R']| Q). (16)
2(a—1)
We have
bB%2c
Dau(PIIR) < 222 (7)
as P’ and R’ differ in a single embedding, h’, _, and has_j. By the inductive hypothesis (13) we have
2k=1_1 \ Pbp?
D, (R'||Q) < [ (2T —2F71 —2)a — T, 18
R < (( o~ Tt g ) (13)
and plugging in 2« — 1 for « yields
2kt —1 '\ Pbp?
Doq 1(R|Q) < [ (2K =271 —2) (20— 1) - T} . 19
1 (R112) < e D 19)
Substituting (17) and (19) into (16), then grouping by terms for «, a scalar term 7" and a term for ﬁ, yields
Do (P'||Q) < [ (22 —2F —2)a — Tpp1 + 21 Pbs” (20)
* = LT kT = 1)) M

where T, = 2F+t1 —2k=1 —2 1 4T}, = 3-2F1 — 34+ T}. Since Ty, = 3-2F~! — 3k (by (13)), it follows immediately
that Tj,41 = 3 - 2% — 3(k + 1). This is precisely the Sy, 1 () term in (15).
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A.2. Proof of Theorem 6.4

Let ©' be the set of model parameters in iteration ¢. For brevity, we let fzﬁ denote h(0',...,0;
update rule for © as

ot =o' —G*
with

1 N
Gt = 5 > V0, bl + &)

ieBt

x'). We can write the

2n

(22)

where ¢! is the P-vector of noise resulting from the PBM for the embedding sum of sample i in iteration ¢.

With some abuse of notation, we let ht denote concatenation of the embedding sums for the minibatch B¢ (without noise)

and let V Lt (06, ﬁt) denote the average stochastic gradient of £ over minibatch 5.
We first bound the difference between G* and V L (6%, h') in the following lemma.
Lemma A.1. [t holds that

M
C?MP(L3 + L% S H2)

t to7ty2
t — t <
Ept||G" =V L (0, h)|I7 < 152

Proof. We first note that
Ege |Gt — V L (05,0 = Z Egt |G, — Vi L (05, 1))

where G, is the block of G corresponding to party m.
For m = 0, using Assumption 3.1, we can bound the first term in the summation in (24) as

N 1 R R
Egt[|Go — Vo Lt (80, h)||* < B > Egel|VE(0G, bl + <t) — Ve85, h)|)?
ieBt

<L > Epelel].
— B K3

ieBt
Form = 1,... M, by the chain rule, we have
Z VP (01,3 %)V, BV £, Bl + <)
zEB

Von Lt (05, b)) = Zv B (%) Vi, BRIV £(08, ht).

m-
168

It follows that

(23)

(24)

(25)

(26)

27)

(28)

A 1 N
B |Gy — Vo L5(8h, 1> = B (Bz S 9 mhon (05%) Vi, B (V3006 h + 1) - vﬁz<ea7hf)>u2>. 29)

i1€B?

Noting that V;jzf = I, we have

A 1 A A
Ege||Gr = Vin L8(00, 1)|* < D Bt Vinhun (67, %) | 511V ;,£(85, hf +€f) — V,£(85, hi))” (30)

i€t

BfHEfHQ

i€Bt
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where (31) follows from (30) by Assumptions 3.1 and 3.5.
We combine (26) and (31) to obtain

M
. 1
Ep:||G" = V L (80, h")||* < (Lﬁ +L2 Y Hi) B > Epellel]? (32)
m=1 i€Bt
C?MP(LE+ 12 M H2
< (L5 th_l ) (33)
452b
where (33) follows from (32) by Theorem 2.3. L]
We now prove the main theorem.
Proof. By Assumption 3.1, we have
L
L£(O7h — £(0") < —(VL©Oh), e —ef) + oLl ol — e |? (34)
Ln2
= -n{VL(©"),6") + =-|I¢"? (35)
= —n(V L(O"),G" =V L(©")) —n(V L(O"),V L (O"))
L 2
+ T”naf — VL5 (O + V L (012 (36)
< —n(V L(O"),G" =V L(O")) —n(V L(O),V L ()
+ L ||G" =V L (O[> + L ||V L (0% (37)
Taking expectation with respect to ¢, conditioned on ©%:
E; (£(0'1) = £(6%) < ZIIVLO"|? + JE )G =V Lt (O] = (¥ L(O1), E; (V L (61)))
+ L*Ey |Gt — V L (0 ||? 4+ LBy |V Lz () |2 (38)
= IV LOYIP + T (1 +2Ln) Ee[|G" — V L (6]
+ LBV L (092 (39)
=~ 2V LOIP + 5 (1+2Ln) B[ G — V L:(61)]
+ LBV L (0F) = V L(O") |1 + LB |V L(0)||? (40)
< —g (1—=2Ln) [V L@©O"|* + g (14 2Ln) Ee||G* = V L (6Y)]?
+ Lp?E, |V L () — V £L(0)]]2 (41)

where (39) follows from (38) by Assumption 3.2, and (40) follows from (39) because A - B = $ A% + $B? — (A — B)?.
Applying Assumption 3.3 and Lemma A.1 to (41), we obtain

2

C2MP(LE+L;, M H2 2,52
B, (£(61)) - £(0) < n(1—2L77)||V£(@t)||2+Z(1+2L77)< e m>>+L"B”.

Applying the assumption that n < ﬁ and rearranging (42), we obtain

L(9") —E(L(0"))
U

v < X

CPMP(L3+ L2 Y0, an)) o2
B

+(1+2Ln) ( e + 2Ly . 42)
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Averaging over T iterations and taking total expectation, we have

(£(8") —E(£(07))
nT

CPMP(L3+ L2, H&)) 2

T-1
1 2 o
72 VL@ < +(1+2Ln) < 17 +2Lng. (43)
t=0

O

B. Experimental Details
We describe the each dataset and its experimental setup below.

Activity is a time-series positional data on humans performing six activities, including walking, walking up-
stairs, walking downstairs, sitting, standing, and laying. @ The dataset is released under the CCO: Pub-
lic Domain license, and is available for download on https://www.kaggle.com/datasets/uciml/
human—activity-recognition-with-smartphones/data. The dataset contains 10,300 samples, includ-
ing 7, 353 training samples and 2, 948 testing samples. We run experiments with 5 and 10 parties, where each party holds
112 or 56 features. We use batch size B = 100 and embedding size P = 16, and train for 100 epochs with learning rate 0.01.
We consider different sets of PBM parameters b € {4, 8,16, 64,128} and 5 € {0.1,0.15,0.2,0.25}. The experimental
results are computed using the average of 3 runs.

Cifar-10 is an image dataset with 10 object classes for classification task. The dataset is released under the MIT License.
Details about Cifar-10 can be found at https://www.cs.toronto.edu/~kriz/cifar.html. The dataset can
be downloaded via torchvision.datasets.CIFAR10. The dataset consists of 60,000 32x32 colour images in 10
classes, with 6,000 images per class. The dataset is divided into training set of 50,000 images and test set of 10, 000
images. We experiment with 4 parties, each holding a different quadrant of the images. We use batch size B = 100 and
embedding size P = 16, and train for 600 epochs with learning rate 0.01. We consider different sets of PBM parameters
be{2,4,8,16} and 8 € {0.05,0.1,0.15}. The experimental results are computed using the average of 3 runs.

ImageNet (Deng et al., 2009) is a large-scale image dataset used for classification. The dataset is released under the
CC-BY-NC 4.0 license. Details about ImageNet can be found at https://www.image—-net.org/. We use a random
100-class subset from the 2012 ILSVRC version of the data, including 100, 000 training images and 26, 000 testing images.
We run experiments with 4 parties, where each party holds a different quadrant of the images. We use batch size B = 256
and embedding size P = 128, and train for 700 epochs with learning rate 0.03. We consider different sets of PBM
parameters b € {2,4,8} and 8 € {0.01,0.05,0.1}. We show the results of a single run due to the large size of the dataset.

ModelNet-10 (Wu et al., 2015) is a large collection of 3D CAD models of different objects taken in 12 different views. The
dataset is released under the MIT License. Details about the ModelNet-10 dataset are available at https://modelnet.
cs.princeton.edu/, and we used this Google Drive link to download the dataset. We train our model with a subset of
the dataset with 1, 008 training samples and 918 test samples on the set of 10 classes: bathtub, bed, chair, desk, dresser,
monitor, night stand, sofa, table, toilet. We run experiments with 6 and 12 parties, where each party holds 2 or 1 view(s) of
each CAD model. We use batch size B = 64 and embedding size P = 4096, and train for 250 epochs with learning rate
0.01. We consider different sets of PBM parameters b € {2,4, 8,16} and 5 € {0.05,0.1,0.15}. The experimental results
are computed using the average of 3 runs.

Phishing (Mohammad & McCluskey, 2015) is a tabular dataset of 11, 055 samples with 30 features for classifying if a
website is a phishing website. The features include information about the use of HTTP, TinyURL, forwarding, etc. The
dataset is released under the CC-BY-NC 4.0 license, and is available for download at https://www.openml.org/
search?type=data&sort=runs&id=4534&status=active. We split the dataset into training set and testing
set with ratio 0.8. We experiment with 5 and 10 parties, where each party holds 6 or 3 features. We use batch size B = 100
and embedding size P = 16, and train for 100 epochs with learning rate 0.01. We consider different sets of PBM parameters
be {8,16,32,64} and 5 € {0.1,0.15,0.2,0.25}. The experimental results are computed using the average of 3 runs.

We implemented our experiment using a computer cluster of 40 nodes. Each node is a CentOS 7 with 2x20-core 2.5 GHz
Intel Xeon Gold 6248 CPUs, 8x NVIDIA Tesla V100 GPUs with 32 GB HBM, and 768 GB of RAM. We provide our
complete code and running instructions as part of the supplementary material.

The model neural network architecture for each of the five dataset are described as follow. Each party model of ModelNet-10
is a neural network with two convolutional layers and a fully-connected layer. Phishing and Activity each has a 3-layer

14


https://www.kaggle.com/datasets/uciml/human-activity-recognition-with-smartphones/data
https://www.kaggle.com/datasets/uciml/human-activity-recognition-with-smartphones/data
https://www.cs.toronto.edu/~kriz/cifar.html
https://www.image-net.org/
https://modelnet.cs.princeton.edu/
https://modelnet.cs.princeton.edu/
https://drive.google.com/file/d/0B4v2jR3WsindMUE3N2xiLVpyLW8/view
https://www.openml.org/search?type=data&sort=runs&id=4534&status=active
https://www.openml.org/search?type=data&sort=runs&id=4534&status=active

PBM-VFL: Vertical Federated Learning with Feature and Sample Privacy

dense neural network as the party model. Cifar-10 uses a ResNet18 neural network for each party model, and ImageNet
uses a ResNet18 neural network for each party model. To bound the embedding values into the range [—C, C] as required
for Algorithm 1, we use the tanh activation function to scale the embedding values with C' = 1 for each party model of
all datasets. All five datasets have the same server model that consists of a fully-connected layer for classification with

cross-entropy loss.

C. Additional Experimental Results
In this section, we include additional results from the experiments introduced in Section 7, as well as experiments with the

additional datasets.

C.1. Accuracy and Privacy
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Figure 3: Test accuracy by epoch on ModelNet-10 with 6 parties. We compare PBM-VFL with No Privacy and Quantization
2 _ 2M

(NPQ) and Local DP (LQP) using Gaussian noise with variance o7, = ER

Figure 3 plots the test accuracy of ModelNet-10 dataset with 6 parties. In Figures 3a, 3b, and 3c, we see that the model
performance of PBM-VFL is nearly the same as the baseline algorithm implementation without any privacy and quantization.
Moreover, PBM-VFL outperforms the Local DP baseline in all cases. While PBM-VFL and Local DP provide the same

level of privacy, given the same values of b and 3, PBM-VFL achieves better accuracy.
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Figure 4: AUPRC score by epoch on Phishing with 10 parties. We compare PBM-VFL with No Privacy and Quantization
(NPQ) and Local DP (LQP) using Gaussian noise with variance oz, = %

Figure 4 shows the AUPRC score of Phishing dataset with 10 parties. For every fixed value of 3, the model performance
improves as b increases. We also get accuracy improvement by fixing b and increase (5 as shown across Figures 4a, 4b,
and 4c. This trend matches our theoretical results, as well as experimental results in Section 7. In addition, our algorithm

PBM-VFL outperforms the baselines with Local DP.
Figure 5 shows the test accuracy of PBM-VFL on the large-scale ImageNet dataset, and we observe similar trend as described
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Figure 5: Test accuracy by epoch on ImageNet with 4 parties. Test accuracy with 8 = 0.05 and 8 = 0.1 is nearly the same
with the base case without Secure Aggregation and DP. Test accuracy with fixed 5 = 0.01 (green lines) increases as b grows.

above. With higher values of 5 = 0.05 and 5 = 0.1, there is nearly no loss in the test accuracy compared to the base case
without any privacy and quantization. Even with very small value of 3 = 0.01 which provides high level of privacy, the test
accuracy is still very high.

C.2. Accuracy and Communication Cost

Table 2: Activity 5 clients - Train Accuracy Target 80%

b B8 Number of | Communication
Epochs Cost (GB)
0.1 00 00
8 0.15 00 00
0.2 92 1.94
0.25 66 1.39
0.1 00 00
16 | 0.15 92 1.98
0.2 54 1.16
0.25 31 0.67
0.1 56 1.25
64 | 0.15 23 0.51
0.2 12 0.27
0.25 10 0.22
0.1 24 0.55
128 | 0.15 12 0.27
0.2 10 0.22
0.25 10 0.22
NPQ 10 0.38

Tables 2 and 3 show the total communication cost needed to reach 80% training accuracy for Activity and 0.9 AUPRC
training score for phishing. We observe that the communication cost decreases as we increase b. For the same value of b,
higher g also reduce the total communication cost. This behavior matches the trend described in Section 7.
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Table 3: Phishing 5 clients - Train AUPRC Score Target 0.9

b I} Number of | Communication
Epochs Cost (GB)
0.1 00 00
8 | 0.15 86 2.18
0.2 41 1.04
0.25 23 0.58
0.1 98 2.54
16 | 0.15 34 0.88
0.2 15 0.39
0.25 8 0.21
0.1 35 0.92
32 | 0.15 12 0.32
0.2 5 0.13
0.25 3 0.08
0.1 15 0.40
64 | 0.15 4 0.11
0.2 3 0.08
0.25 2 0.05
NPQ 2 0.09

C.3. Accuracy and Number of Parties
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Figure 6: AUPRC score by epoch on Phishing dataset. We compare PBM-VFL with No Privacy and Quantization (NPQ)
and Local DP (LQP) using Gaussian noise with variance O'é = gﬁ—%.

In Figures 6 and 7, we observe the same increasing trend in test accuracy for a smaller number of parties as described in
Section 7. For a fixed value of b, or fixed communication cost, a larger number of parties results in higher convergence error,
leading to lower test accuracy across all /3 values.
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Figure 7: Test accuracy by epoch on ModelNet-10 dataset. We compare PBM-VFL with No Privacy and Quantization
_ 2M

(NPQ) and Local DP (LQP). LDP is local Gaussian noise with variance aé =5
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